BQ GIAO THONG VAN TAI CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tw do - Hanh phuc

$614107 /BGTVT-TTCNTT Ha Néi, ngay 31 théng 12 nam 2021

V/v tang cuong cong tac bao dam an toan
thong tin mang trong dip nghi 1& Tét
Duong lich va Tét Nguyén dan Nham
Dén 2022

Kinh gtri: Cac co quan, don vi, doanh nghiép truc thuoc Bo

Trudc tinh hinh dai dich Covid-19 dién bién phtic tap, nhu cau 1am viéc,
hoat dong trén mang ngdy cang gia tang, din dén nguy co tan cong mang ngay
cang 16n, véi quy mo phirc tap va kho luong. Dic biét trong thoi gian dién ra cac
su kién 16n cta dat nude va nhitng dip nghi 18, céc tin tic, ddi trong xau loi dung
sw mét canh giac dé tan cong, phat tan thong tin xau doc trén khong gian mang.

Pé bao dam an toan thong tin mang, chii dong trong moi tinh hudng cé thé
xdy ra trong dip nghi 1& Tét Duong lich va Tét Nguyén dan Nham Dan 2022, Bo
Giao thong van tai yéu cau cac co quan, don vi, doanh nghiép thudc Bo khan
trrong, nghiém tic thuc hién cac ndi dung sau:

1. Tang cuong trién khai cac bién phap quan 1y, k¥ thuat nham bao dam an
toan, an ninh mang cho h¢ thong thong tin phuc vu hoat dong ndi bg cia don vi
va cac h¢ thong cung cap dich vu trén mang cho nguoi st dung.

2. Chu dong ra soat cac diém yéu, 16 hong trén hé thong thong tin thudc
pham vi quén ly; kip thoi cap nhét cac ban va, cau hinh tang cudong bao mat cho
hé thong va trién khai cac gidi phap phong ngtra dé tranh bi loi dung, khai thac dé
tan cong.

3. Tang cudng theo dbi, giam sat, chu dong phat hién sém cac nguy co, du
hiéu tan cong mang, kip thoi xtr Iy cac vén dé phat sinh. Cr can bd k¥ thuat tric 24/7
va yéu cau cic don vi cung cap dich vu an toan thong tin mang (néu c6) cam két bd
tri ngudn lye, nhan luc cho nhiém vu giam sat va bao vé cac hé thong thong tin trong
dip nghi 1& Tét Duong lich va Tét Nguyén dan.

4, Téng cuc buong bd Viét Nam, Cuc Hang khong Viét Nam, Cuc Puong
sat Viét Nam chi dao cac don vi truc thude tang cuong cong tac bao dam an toan
thong tin va sin sang tng pho su c¢b an toan thong tin tai cac dia diém dong ngudi
nhu san bay, nha ga, bén xe khach, ...

5. Tha truéng don vi truc tiép chi dao cong tac bao dam an toan thong tin
mang va chiu trach nhiém trudc B trudng néu dé xéy ra sy ¢ mat an toan thong
tin mang tai don vi minh.
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6. Thuong xuyén trao doi, phdi hop véi Trung tam Cong nghé thong tin va
cac co quan chuc ning lién quan dé duoc chia sé, cAp nhat thong tin méi nhat vé
cac mdi de doa, nguy co an toan thong tin va nhan sy hudng dan, ho trg cho cong
tac phong, ngtra hodc khi xay ra tin cong mang.

Khi xay ra su ¢ hodc can hd trg, lién hé: ong Duong DPinh Trung, dién
thoai: 0985366388; E-mail: trungdd@mt.gov.Vn./gqét
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