BQ THONG TIN VA TRUYEN THONG CONG HOA XA HQI CHU NGHIA VIET NAM
Doc 1ap - Tu do - Hanh phic

S6: 1607/BTTTT-CATTT Ha Néi, ngay 26 thing 04 niam 2024
V/v huéng dan trién khai
mot sé nhiém vu trong tam vé
an toan thong tin mang trong nam 2024

Kinh gtri:
- Cac bg, co quan ngang bg, co quan thudc Chinh phu;
- Uy ban nhan dan cac tinh, thanh phé truc thudc Trung wong.

Can cu Luat An toan thong tin mang ngay 19 thang 11 nam 2015;

Can ctt Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nim 2016 cta Chinh
phu vé bao dam an toan hé thong thong tin theo cap do;

Thuc hién Quyét dinh s6 964/QD-TTg ngay 10 thang 8 ndm 2022 cua Thu
tudng Chinh phu phé duy¢t Chién lugc An toan, An ninh mang quéc gia, chu dong
g pho voi cac thach thire tir khong gian mang dén nim 2025, tim nhin 2030;

Thuc hién Chi thi s6 09/CT-TTg ngay 23 thang 02 nim 2024 ctia Thu tudng
Chinh phu vé tuan thu quy dinh phap luat va ting cudng bao dam an toan hé thong
thong tin theo cap do;

Thuc hién Cong dién s6 33/CD-TTg ngay 07 thang 4 thang 2024 cua Thu
tuéng Chinh phu vé tang cuong bao dam an toan thong tin mang.

Hién nay, nguy co mat an toan thong tin néi chung va van nan lira dao trén
khong gian mang dang trd nén ngay cang phd bién, phiic tap va gay hau qua ngay
cang 16n. Viéc bao dam an toan thong tin, phong chéng Iira dao trén khong gian
mang khong chi 1a trach nhiém cia co quan quén 1y nha nudc ma con la trach
nhiém chung ciia toan xa hoi. Chu dé nam 2024 trong linh virc an toan thong tin duoc
Bo Thong tin va Truyén thong lua chon 14 “Néiam phong chong lira déo truc tuyén”.

Thuc hién chtrc ning quan 1y nha nuée vé an toan thong tin mang. Nham day
manh trién khai cac hoat dong tuan thi, bao dam an toan thong tin mang theo quy
dinh tai cac van ban quy pham phap luat va chi dao, diéu hanh cta Thu tuéng
Chinh phii tai cac Chién luge, Dé an, Quyét dinh, Chi thi néi chung va phong
chdng lira dao truc tuyén noi riéng; Bo Thong tin va Truyén thong hudng dan va
tran trong dé nghi Quy Co quan chi dao don vi chuyén trach vé an toan thong tin
(don vi dugc giao chuyén trach vé an toan thong tin tai cac bo, co quan ngang bo,
co quan thudc Chinh phii; S& Thong tin va Truyén thong cac tinh, thanh phd truc
thuéc Trung wong) tham muu tap trung trién khai mot s6 nhiém vu trong tam vé
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an toan thong tin mang trong ndm 2024 thudc pham vi quan ly nhu sau:

I. CAC VAN BAN QUY PHAM PHAP LUAT VA CHI PAO, PIEU
HANH

Hién nay, hanh lang phap 1y vé an toan thong tin mang da co ban hoan thién
& murc chi tiét, day du dé cac co quan, t6 chirc ¢6 can ct va hudng dan, tham chiéu
dé trién khai. Bo Thong tin va Truyén thong tran trong dé nghi Quy Co quan chi
dao ra soat tong thé va té chutc thuc hién dé dam bao hoan thanh cac nhiém vu
duoc cap co tham quyén giao.

Chi tiét danh sach van ban can ra soat, to chirc thuc hién va hudng dan to
chirc thuc hién xem tai Phu luc kém theo.

II. CAC NHIEM VU TRONG TAM NAM 2024

Dé dam bao su dong bo, thong nhét tir Trung wong téi dia phuong trong viéc
nhén thirc va trién khai thiét thuc, hiéu qua cong tac bao dam an toan thong tin
mang trong hoat dong cua co quan, to chtrc nha nudc, gop phan ting cuong bao
dam an toan khong gian mang qudc gia, B6 Thong tin va Truyén thong tran trong
dé nghi Quy Co quan chi dao tap trung trién khai mot s6 nhiém vu trong tdm vé
an toan thong tin mang trong nam 2024 thudc pham vi quan ly nhu sau:

1. Bao dam an toan hé thong thong tin theo cap dd

Bao dam an toan hé thong thong tin theo cap d6 1a tinh than cdt 18i ciia Luat
An toan thong tin mang va hanh lang phap 1y vé an toan thong tin mang. Pong
thoi, 1 ddc diém, dic trung riéng ctia Viét Nam trong cong tac bao dam an toan
thong tin mang nham tap trung nguon luc, giai phap dé bao dam an toan theo mirc
d6 quan trong ctia thong tin, hé thong thong tin trong bodi canh ngudn luc danh
cho an toan théng tin con nhiéu kho khan, han ché.

Du Luat da quy dinh, Tha tuéng Chinh phua da chi dao, Bo TT&TT d6n dbc
quyét liét nhung dén nay, theo thong ké ciia Cuc An toan thong tin trén ca nudc
moi chi ¢d 2.265 trong 3.418 hé thong thong tin ciia co quan, to chirc nha nudc
dugc phé duyét ho so dé xuat cap do (dat 69,2%). Ty 1¢ phé duyét cua cac bo,
nganh dat 56%. Ty 1& phé duyét ctia cac dia phuong dat 70%. Ty 18 hé thong thong
tin trién khai day du phuong 4n bao dam an toan hé thong thong tin theo cap do
trén c4 nudc chi dat khoang 20,9%.

Chinh pht, Tha tuéng Chinh phi rat quan tAm va chi dao quyét liét cong tac
bao dam an toan hé thong thong tin theo cip d6. Thu tuéng Chinh phu di ban
hanh Chi thi s6 09/CT-TTg ngay 23 thang 02 ndm 2024 vé tuan thi quy dinh phap
luat va tang cudng bao dam an toan hé thong thong tin theo cap do va Cong dién
s6 33/CD-TTg ngay 07 thang 4 thang 2024 vé ting cudng bao dam an toan thong
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tin mang. Dé trién khai Chi thi, Cong dién cua Thu tudng, BO Thong tin va Truyén
thong tran trong dé nghi Quy Co quan quan tam chi dao:

1.1. Muc tiéu

- 100% hé thdng thong tin thudc pham vi quan 1y duoc phé duyét Ho so dé
xudt cap d6 cham nhat trong thang 9 nam 2024.

- 100% hé thong thong tin thudc pham vi quan 1y duoc trién khai day du
phuong 4n bao dam an toan hé thong thong tin theo cap d6 dugc phé duyét, cham
nhat trong thang 12 nam 2024.

1.2. Giai phap

- Nguoi dung dau co quan to chire truc tiép chi dao va uu tién ngudn luc dé
t6 chire thuce thi va trién khai cong tic bao dam an toan hé thong thong tin theo
cap do theo chi dao ctia Thu twéng Chinh phu tai Chi thi sé 09/CT-TTg va Cong
dién sb 33/CH-TTg.

- Sir dung thuong xuyén, hiéu qua Nén tang HO tro quan 1y bao dam an toan
hé thong thong tin theo cp d6 da dugc Bo Thong tin va Truyén thong cung cip
cap mién phi, hudng dan sir dung tai Cong vin s6 2046/BTTTT-CATTT ngay 01
thang 6 naim 2023 va Cong vin s6 387/CATTT-ATHTTT ngay 18 thang 3 nim 2024.

- Pho bién va ap dung hiéu qua S6 tay Huéng dan bao ¢dam an toan hé thong
thong tin theo cap do duge ban hanh tai Cong vin s6 478/CATTT-ATHTTT ngay
30 thang 3 nam 2024.

- Trong nam 2024, Bo Thong tin va Truyén thong sé& trién khai: (1) Xay dung
Huéng dan bao dam an toan thong tin cap bo, tinh; (2) Tiép tuc tap huin cho can
bd phu trach cong tac bao dam an toan hé thong thong tin cta don vi van hanh hé
thong thong tin sau khi nim 2023 d4 trién khai cho hon 1.200 cén b trén ca nudc.

- Pinh ky trudc 20 hang thang, cung cép thong tin vé tinh hinh, két qua trién
khai vé Bo Thong tin va Truyén thong (Cuc An toan thong tin) thong qua Nén
tang hd trg bao dam an toan hé thong thong tin theo cap do.

1.3. Pau mbi hudng dan, hd trg

Ba Lé Thi Quynh Trang, Phong An toan hé thong thong tin, Cuc An toan
thong tin, B6 Thong tin va Truyén thong; s6 dién thoai: 0919247397; thu dién
tu: Igtrang@mic.gov.vn.

2. Duy tri va nang cao hiéu qua cong tic bio dim an toan thong tin theo
mo hinh “4 16p”

Bdo dam an toan thong tin theo mo6 hinh “4 16p” (Luc luong tai chd; T chic
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hodc doanh nghiép giam sat, bao vé chuyén nghiép; T chirc hodc doanh nghiép
doc 1ap kiém tra, danh gia dinh ky; Két ndi, chia sé thong tin véi hé thong giam
sat qudc gia) duoc Thi tudng Chinh phu chi dao thyuc hién tai Chi thi s6 14/CT-
TTg ngay 07 thang 6 nam 2019 ciia Thu twéng Chinh phu vé viée ting cudng bao
dam an toan, an ninh mang nham cai thién chi sb xép hang cua Viét Nam. Bo
Thong tin va Truyén thong hudéng dan thyuc hién tai: cong van sé 1552/BTTTT-
CATTT ngay 28 thang 4 nim 2020 vé viéc don ddc t chirc trién khai bao dam an
toan thong tin cho hé thong thong tin theo moé hinh “4 16p”; Cong vin sb
1598/BTTTT-CATTT ngay 28 thang 4 nim 2022 vé viéc ting cudng bao dam an
toan thong tin theo cap do va nang cao ning luc bao dam an toan thong tin theo
md hinh “4 16p”; Cong van s6 235/CATTT-ATHTTT ngay 08 thang 4 nim 2020
ctia Cuc An toan thong tin vé viéc huéng ddn mo hinh dam bao an toan thong tin
cép bg, tinh.

Hién nay, thong ké theo bao céo ciia cac co quan, 100% bd, co quan ngang
b, dia phwong da trién khai bao dam an toan thong tin theo mo hinh “4 16p”. Tuy
nhién, B6 Thong tin va Truyén thong thay rang viéc to chirc bao dam an toan
thong tin theo theo mé hinh “4 16p” ciia cic co quan van & mirc co ban, mang tinh
hinh thirc chua thyuc chat va day du yéu cau dé bao dam an toan thong tin. Bo
Théng tin va Truyén thong tran trong dé nghi Quy Co quan quan tim chi dao:

2.1. Muc tiéu

100% hé thong thong tin cua co quan, to chtrc duoc to chirc bao dam an toan
thong tin thuc chat, toan dién theo huéng dan ctia Bo Thong tin va Truyén thong;
nang cao nang lyc cua 10p giam sat, bao vé chuyén nghiép va két ndi, chia sé
thong tin v6i hé thong giam sat quéc gia.

2.2. Giai phap

- Nang cao nang luc luc lugng tai chd dap tmg yéu cau méi thong qua dao
tao, tuyén dung hodc thué chuyén gia, bao dam mdi don vi chuyén trach an toan
thong tin co to1 thiéu 05 chuyén gia an toan thong tin mang.

- Hoan thanh mo rong pham vi giam sat, bao vé cho 100% hé théng thong
tin thudc pham vi quan 1y cham nhét trong thang 11 nim 2024. Ddi véi cac hé
thong thong tin cap do 3 trd 1én, khuyén nghi to chirc giam sat, bao vé dy du cac
16p: 16p mang, 16p tng dung, 16p co so dit lidu, 16p thiét bi dau cudi.

- Kiém tra, danh gi4 an toan thong tin dinh ky theo quy dinh cho hé théng
thong tin thudc pham vi quan Iy. Ra soat danh sach cac webiste (.gov.vn) bao gdm
ca cac sub domain dé tién hanh danh gia an toan thong tin dinh ky va trién khai
gan nhan tin nhiém mang cho cac webiste.

- Duy tri kétndi 6n dinh, chia sé day du dir liéu gidm sat theo thoi gian thyc
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veé H¢ thong gidm sat quoc gia dé dugc ho trg gidm sat, phan tich, canh bao soém
cac nguy co v€ an toan thong tin mang va tan cong mang.

- Thay d6i tu duy tir phat trién cac hé théng thong tin, phan mém riéng 1é
sang dau tu cac nén tang sd hodc thué mua cac dich vu do cac doanh nghiép cung
cap ha ting d trién khai day du giai phap bao dam an toan hé thong thong tin theo
cap d6 va md hinh “4 16p”.

2.3. Pau mdi huéng din, hd tro

Ong Pham Tuan An, Phong An toan hé thong thong tin, Cuc An toan thong
tin, B0 Thong tin va Truyén thong; s dién thoai: 0984545179; thu dién tu:
anpt@mic.gov.vn.

3. Kiém tra tuin thii quy dinh ciia phap luét vé an toan théng tin mang

Bao dam an toan thong tin mang vira 1a bao vé t6 chirc, nhung ciing 1a trach
nhiém cua t6 chirc. Néu khong tuan thi, to chire s& phai doi mit véi rui ro va chiu
trach nhiém trudc phéap luat khi xay ra su ¢d. Theo Luét, an toan thong tin mang
1a yéu cau “bat budc”, khong phai 1a yéu té dé “lya chon”. Tuy nhién, nhiéu co
quan chua nhén thirc hodc nhan thuc chua déy du van dé nay. Vi vay, nhan thirc
va murc d6 tuan thu cac quy dinh vé bao dam an toan thong tin ctia cac don vi truc
thudc cac bd, nganh, dia phuong con 16ng 1éo, han ché, chua dugce quan tim thuc
hién day du. Pay 1a mot trong nhimg nguyén nhéan co ban khién cho nguy co méat
an toan thong tin trong hoat dong cia co quan, to chirc con nhiéu van dé dang lo ngai.

Theo quy dinh ctia Nghi dinh s6 85/2016/NP-CP va Thong tu sb
12/2022/TT-BTTTT, chii quan hé théng thong tin va don vi chuyén trach c6 trach
nhiém dinh ky t6 chtc kiém tra, danh gid an toan thong tin ddi voi cac co quan,
t6 chirc thudc pham vi quan ly. Bo Thong tin va Truyén thong tran trong dé nghi
Quy Co quan quan tam chi dao:

3.1. Muc tiéu

100% b, nganh, dia phuong t6 chic kiém tra, danh gia tuan thi quy dinh
ctia phap luat vé an toan thong tin.

3.2. Giai phap

Trong nam 2024, t6 chirc tdi thiéu 01 doan kiém tra, danh gia tuan tha cac
quy dinh phap luit vé an toan thong tin d6i voi cac don vi, to chiic, doanh nghiép
thudc pham vi quan ly. Tur d6 dua hoat dong bao dam an toan thong tin tré nén
quy cu, hiéu qua. Trong do:

Ul tién, tap trung kiém tra tudn thu quy dinh phap luat vé bao dam an toan
hé théng thong tin theo cép do (theo Luat An toan thong tin mang, Nghi dinh sb
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85/2016/NP-CP va cac vin ban huéng dan) va bao vé thong tin, dit liéu ca nhan
(theo quy dinh tai Muc 2 Chuong I Luat An toan thong tin mang).

Uu tién kiém tra, danh gia ddi véi cac don vi, to chire, doanh nghi¢p dang
duoc giao quan 1y, van hanh nhiéu hé théng thong tin hodc hé théng thong tin
quan trong, dung chung.

3.3. Pau mdi huéng dan, ho tro

Ong Vii Ngoc Hung, chuyén vién, Phong Phap ché va Kiém tra, Cuc An toan
thong tin, B6 Thong tin va Truyén thong; sb dién thoai: 0948977677 thu dién tu:
vnhung@mic.gov.vn.

4. Str dung hi€u qua cac nén tang so

Theo danh gia ctia B6 Thong tin va Truyén thong, hién trang hién nay cua
nhiéu cac co quan la: thiéu nhan su, thiéu cong cy, thiéu kinh phi, thiéu ning luc
va kinh nghiém an toan thong tin dé dap tng duoc yéu cau thuc té. Vi vy, viée
tan dyung t6i da ning luc cua cac nén tang sd, cong cu s& 1a phuong an dé cac to
chirc bu dép cho nhiing thiéu hut trén. Nam 2023, Bo Thong tin va Truyén thong
da giao Cuc An toan thong tin nghién ciru, phat trién va cung cap 03 nén tang, cic
khoa hoc nang cao kién thtrc k¥ ning, céc tai lidu truyén truyén dé hd tro cong tac
quan 1y nha nude va thuc thi phap luat vé an toan thong tin hoan toan mién phi
cho cic co quan, to chtrc. Cac nén tang, tai liéu déu dugc thuong xuyén nghién
clru, cai tién, cap nhat tinh nang va hiéu nang dé c6 thé hd tro tot nhat cho cac bo,
nganh, dia phuong. Tuy nhién, nhiéu t6 chirc van chua str dung hodc str dung chua
hiéu qua.

Bo Thong tin va Truyén thong tran trong dé nghi Quy Co quan quan tim chi dao:
4.1. Muc ti€u

100% cac bd, nganh, dia phuong trién khai 4p dung hiéu qua cac nén tang
duoc cung cap dé thuc hién quan 1y nha nude va thuc thi phap luat trong pham vi
quan 1y, gitp chuyén doi s6 va giam sat, do luong hoat dong bao dam an toan
thong tin mang.

4.2. Giai phap

Chi dao cac don vi tim hiéu k¥ ludng, ap dung hiéu qua cac nén tang duoc
cung cap dé thuc hién quan 1y nha nudc va thuc thi phap luét trong pham vi quan
1y, bao gdom: (1) Nén tang Hd trg quan 1y bao dam an toan hé thong thong tin theo
cép do; (2) Nén tang HO tro diéu phéi, ung ciru su co; 3) Nén tang HO tro diéu
tra s6. B Thong tin va Truyén thong s& thuong xuyén nghién ciru, cai tién, cap
nhat tinh ning va hiéu ning cac nén tang dé co thé hd tro tét nhat cho cac bo,
nganh, dia phuong.



7

Trong nam 2024, Cuc s€ cung cép thém mot sb nén tang dé cac bo, nganh,
dia phwong trién khai cong tac bao dam an toan thong tin théng nhat, déng bd va
thuan loi, hiéu qua hon nita: (1) Nén tang Quan Iy va phat hién, canh bao sém rui
ro an toan thong tin; (2) Nén tang Hd trg dién tap thyuc chién; (3) Nén tang Panh
gid muc do truong thanh doi tmg ctru su cd.

4.3. Pau mbi hudng dan, ho trg

Ong Tran Manh Thang, Pho Truéng phong, Phong An toan hé thong thong
tin, Cuc An toan thong tin, B Thong tin va Truyén thong; sé dién thoai:
0963791366, thu dién tir: tmthang@mic.gov.vn.

5. Phong chong lira ddo truc tuyén

Thoi gian qua, nguoi dan Viét Nam thuong xuyén phai doi mat véi van nan
Itra dao qua mang (Itra ddo truc tuyén), cac d6i tuong xau (d6i twong lira dao) tim
moi cach dé loi dung, khai thac ddnh vao diém yéu nhat 13 con nguoi. Ching ap
dung nhiéu bién phap tac dong tam ly dé 13y long tin va dan dat theo kich ban.
Céc hinh thic Itra ddo trén mang lién tuc gia ting khong ngung, tir Itra dao danh
cip thong tin ca nhén, lira ddo tinh cam, lira dao dau tu,. ..

Céc k¥ thuat tAn cong lira dao phat trién ngay cang cao do két hop nhiéu cong
nghé méi, tir viée don gian 1a lira dao mat khau tai khoan qua email dén két hop
v6i tri tué nhan tao (AI) va gia mao sau (DeepFake), thong qua mang x3 hi, thiét
bi di dong, thiét bi IoT (Internet of Things) dé thuc hién cac cudc tin cong lira dao
tinh vi hon. Lira dao truc tuyén da trd thanh mot trong nhiing méi de doa 16n nhét
trong thé giéi s6. B6 Thong tin va Truyén thong tran trong dé nghi Quy Co quan
quan tam chi dao:

5.1. Muc tiéu

100% ngudi dan trén dia ban duogc tuyén truyén thudng xuyén, lién tuc thong
qua céc to chirc mang ludi, phuong tién thong tin dai chiing, hé thong thong tin
co sO, mang xa hoi,...

5.2. Giai phap

- Bo Thong tin va Truyén thong thanh 14p Lién minh Phong chéng lira dao
tryc tuyén trén khong gian mang dé hudng dan, két ndi, cung cép thong tin, tai
liéu va trién khai cac giai phap k¥ thuat phong chéng lira dao truc tuyén théng qua
04 hudng tiép can chinh: (1) thong qua mang vién thong; (2) thong qua mang x3
héi; (3) thong qua tuyén truyén, gido duc; (4) thong qua cong nghé.

- Céc bd, nganh, dia phuong trién khai cac hoat dong theo huéng dan cia Bo
Thong tin va Truyén théng va Lién minh. Co quan, t6 chtc lién hé Cuc An toan
thong tin hodc truy cdp Cong khong gian mang qudc gia (khonggianmang.vn),
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website ciia Cuc An toan thong tin (ais.gov.vn) dé kip thoi nhan dugce canh bao,
cung cap mién phi ndi dung tuyén truyén (video, tai liéu, poster, bai viét,...). Tan
dung tbi da tat ca cac kénh tuyén truyén nhu: su kién, mang x3 hoi, website, hé
thong thu dién to, tin nhian SMS, cac tng dung thong minh,... Tuyén truyén
thuong xuyén, lién tuc téi toan thé can bo, cong chtrc, vién chirc, nguoi lao dong
clia co quan va nguoi dan trén dia ban thong qua cac hé thdng thong tin co s (dai
truyén thanh, dai truyén hinh), cic T6 cong nghé s6 cong dong dé tuyén truyén
nhan thirc, k¥ ning cho ngudi dan, nhat 1a ngudi viing néng thon, ving xa dé tranh
bi lra dao trén khong gian mang. Khuyén nghi viéc tuyén truyén qua cac kénh
néu trén can duoc thuc hién dinh ky hang tuan, thang, Quy tuy theo noi dung dé
dam bao tinh thuong xuyén, lién tuc.

- Chi dao cac co quan chirc nang thudng xuyén cap nhat thong tin, tiép nhan
canh bao ctia Bo Thong tin va Truyén thong (Cuc An toan thong tin) dé kip thoi
trién khai tuyén truyén t6i ngudi st dung khi c6 nhitng van dé an toan thong tin,
hinh thirc tan cong mang méi phat sinh.

- T6 chure xay dung mot s6 ndi dung tuyén truyén an tuong, phu hop véi dac
diém, ddc trung, ban sac van hoa cua nganh, dia phuong dé tao hi¢u qua cao va
pham vi tuyén truyén rong dén moi doi tugng cua cong dong.

- Tham gia hudng tmg manh mé& Chién dich Tuyén truyén niang cao nhan
thire vé an toan thong tin do Bo Thong tin va Truyén thong phat dong.

5.3. Pau mdi huéng dan, ho tro

Ong Nguyén Phi1 Luong, Trung tam Giam sat an toan khong gian mang quéc
gia, Cuc An toan théng tin, B6 Thong tin va Truyén thong; sd dién
thoai: 0886682266; thu dién tu: npluong@mic.gov.vn.

6. Dién tap thuc chién an toan thong tin mang

Thii tuéng Chinh phit i ban hanh Chi thi s6 18/CT-TTg ngay 13 thang 10
nam 2022 vé viéc déy manh Ung ciu su ¢d an toan thong tin mang Viét Nam,
trong d6 néu rd céc bd, co quan ngang bd, co quan thudc Chinh phi, Uy ban nhan
dan cac tinh, thanh phd truc thudc Trung wong: “T6 chite dién tdp thiee chién téi
thiéu 01 lan/ndm doi véi hé thong théng tin cdp do 3 tro 1én nham danh gid kha
nang phong ngira xam nhdp va kha nang phdt hién kip thoi cac diém yéu vé quy
trinh, cong nghé, con nguoi.”

Nam 2022, d t6 chire 03 dién tap thuc chién quy mé quéc gia va hudng dan
36% bd nganh, 54% dia phuong dién tap thuc chién. Co gan 2.500 luot chuyén
gia tham gia. Phat hién hon 340 16 hong, diém yéu.

Niam 2023, di t6 chirc 03 dién tap thuc chién qudc gia, phat hién 488 15 hong,
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diém yéu. Pi c6 55% bo nganh, 83% dia phuong dién tap thuc chién trong nam.
Theo bao cdo ciia cac co quan, dén thoi diém hién tai c6 khoang 4.500 lugt chuyén
gia tham gia, phat hién 1.150 15 hong, diém yéu.

Dién tap thuc chién d3 thuc sy da tao ra hiéu tng tich cuc va dat dugc hiéu
qué 15 rang. Chét luong dién tap thuc chién bao cao vé B Thong tin va Truyén
thong nam 2023 ciing ciing dugc cai thién nhiéu, hiu nhu dia phuong nao ciing
phat hién ra 16 hong nghiém trong. Viéc phat hién va xir Iy kip thoi nay dong vai
trd quan trong trong viéc bao v¢ h¢ théng cling nhu co quan, td chirc, doanh
nghiép, ngudi dan sir dung cac hé thong nay. Piém dang luu ¥ 14 con khoang cach
rat 16n vé hiéu qua, chat luong gitta dién tap thuc chién qudc gia va dién tap thuc
chién & dia phuong. Riéng s6 16 hong nghiém trong/cao trong 03 dién tap thuc
chién quéc gia d4 16n hon 50 cudc dién tip clia cac co quan, to chirc (09 b, nganh,
33 tinh thanh, va 08 t6 chuc, doanh nghi¢p) trén toan quéc cong lai. Vi vay, hoat
dong nay can duoc thuc hién dinh ky, thuong xuyén.

Bo Thong tin va Truyén thong tran trong dé nghi Quy Co quan quan tim chi dao:
6.1. Muc tiéu

100% bo, nganh, dia phuong t6 chirc dién tap thuc chién trong nim 2024.
6.2. Giai phap

- M6i bo, nganh, dia phuong t6 chirc tbi thiéu 01 cudc dién tap thuc chién an
toan thong tin mang trong nim 2024. Trong d6, dam bao c6 t6 chire dién tap thuc
chién cho cac hé thong thong tin cap do 3 tr 1én. Pay ciing s& 1a mot trong céc
tiéu chi duge Cuc An toan thong tin st dung dé danh gia muc d6 trudng doi img
ctru su ¢d cta co quan.

Quy trinh, cach thirc dién tap thuc chién da dugc Bo Thong tin va Truyén
thong hudng dan cu thé tai Quyét dinh sé 1429/QD-BTTTT ngay 26 thang 7 nim
2022 ciia Bo truong B Thong tin va Truyén théng va Hudng dan sb 01/HD-
CATTT ngay 24 thang 2 nam 2022 cua Cuc An toan thong tin.

Déi v6i cac hé thong thong tin duwoc sir dung dé dién tap thuc chién, khi phat
hién ra 16 hong, diém yéu hodc sy ¢b tdn cong mang, ngoai viéc cip nhat ban va,
can thuc hién san ling mdi nguy hai dé phat hién va xir Iy hanh vi xdm nhap, pha
hoai da dugc thuc hién trude khi 16 hong, diém yéu duoc phat hién. Tur do, loai
b6 nguy co tiém an dan dén mat an toan hé thong thong tin.

- Dy kién Quy 111/2024, B6 Thong tin va Truyén thong sé& thiét 1ap Nén tang
HS trg dién tap thuc chién dé hd tro cac b nganh dia phwong tri thic, tinh hudng,
phuong phap xt Iy cac van dé va quan 1y dién tap thuc chién. Vi nén tang nay,
viéc trién khai dién tap thuc chién tai cac co quan, to chirc s& dé dang va dat chét
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luong cao hon, dong bo va thu hep dan khoang cach giita cac co quan ciing nhu
voi dién tap thuc chién quoc gia.

6.3. Pau mdi huéng dan, ho tro

Ong Lé Cong Phu, Pho Giam dbc, Trung tam Ung ciru khan cap khong gia
mang Viét Nam (VNCERT/CC), Cuc An toan thong tin, BO Thong tin va Truyén
thong; s6 dién thoai: 0977717759; thu dién thu: phulc@mic.gov.vn.

Dé bao dam an toan thong tin mang trong hoat dong cua cac bo, nganh dia
phuong, gbp phan nang cao ning luc bao dam an toan khong gian mang qudc gia,
Bo Théng tin va Truyén thong tran trong dé nghi Quy Co quan chi dao don vi
chuyén trach vé an toan thong tin tap trung tham muu va t6 chirc trién khai mot
) nhiém vu trong tam néu trén.

Trong qua trinh thyuc hién, néu c6 khé khin, vudng mic, tran trong dé nghi
Quy Co quan lién hé véi Bé Thong tin va Truyén thong (Cuc An toan théng tin)
dé duoc hudng dan, hd trg trién khai.

- Pau méi hd tro, huéng din tong thé cac nodi dung tai vin ban nay: Ong
Nguyén Van Truéng, Phong Quy hoach va Phat trién, Cuc An toan thong tin, Bo
Thong tin va Truyén thong. SO dién thoai: 0349729092. Thu dién tu:
nv_truong@mic.gov.vn.

- Pau moi1 hudng dan, ho trg chi tiét doi vai tung nhiém vu: chi tiét tai ting
nhiém vu néu trén.

Tran trong./.

Noi nhin: KT.BQ TRUONG
- Nhu trén; g A

" Bg truomg (44 blo): THU TRUONG

- Thr truong Pham Piic Long;

- Bon vi chuyén trach CNTT/ATTT cua: cac bg, co
quan ngang bd, co quan thugc Chinh phu; Van,
phong Trung wong Pang; Vian phong Quéc hoi; Van
phong Chu tich nu6c; Toan an nhén dén t6i cao§ '!";:___
Vién Kiém sat nhan dan t6i cao; Uy ban Trung wong 2\ R
Mit tran To quoc Viét Nam,;

- S& TT&TT céc tinh, thanh phd tric thude TW;
- Luu: VT, CATTT.QHPT.NVT
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Phu luc

DANH SACH VAN BAN QUY PHAM PHAP LUAT
VA CHI PAO, PIEU HANH LINH VU'C AN TOAN THONG TIN
(Kém theo Céng vin sé /BTTTT-CATTT
ngay / /2024 ciia Bé Théng tin va Truyén thong)

1. Danh sach van ban quy pham phap luat
- Luat An toan thong tin mang ngay 19 thang 11 nam 2015;

- Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 ndm 2016 cua Chinh phu vé
bao dam an toan hé thdng théng tin theo cap do;

- Quyét dinh s6 05/2017/Qb-TTg ngay 16 thang 3 nam 2017 cua Thu tudng
Chinh phu ban hanh quy dinh v€ h¢ théng phuong an Gmg ctru khan cap bao dam
an toan thong tin mang quoc gia;

- Thong tu s0 20/2017/TT-BTTTT ngay 12 thang 9 nam 2017 cua B¢ Thong
tin va Truyén thong quy dinh v€ di€u phoi, ing clru sy ¢6 an toan thong tin mang
trén toan quoc;

- Thong tu s6 3 1/2017/TT-BTTTT ngay 15 thang 11 ndm 2017 quy dinh hoat
dong gidm sat an toan hé thong thong tin;

- Théng tu s6 12/2022/TT-BTTTT ngay 12 thang 8 ndm 2022 ctia Bo Thong
tin va Truyén théng quy dinh chi tiét va huéng ddn mot sb diéu ctia Nghi dinh sb
85/2016/ND-CP ngay 01 thang 7 naim 2016 vé bao dam an toan hé thong thong
tin theo cap do.

2. Danh sich vin ban chi dao, diéu hanh ciia Thi twéng Chinh phi

- Quyét dinh s6 632/QD-TTg ngay 10 thing 5 ndm 2017 cia Thi tudng
Chinh phu ban hanh Danh muc linh vuc quan trong can vu tién bao dam an toan
thong tin mang va hé thong thong tin quan trong quc gia;

- Quyét dinh s 1622/QD-TTg ngay 25 thang 10 ndm 2017 cua Thu tudng
Chinh phu phé duyét Pé an ddy manh hoat déng cua mang luéi ung clru sy co,
ting cuong ning luc cho cac can bo, bd phan chuyén trach tng cru su ¢d an toan
thong tin mang trén toan qubc dén 2020, dinh huéng dén 2025;

- Quyét dinh s0 1017/QD-TTg ngay 14 thang 8 ndm 2018 cua Thu tudng
Chinh phu Phé duyét D€ an giam sat an toan thong tin mang do6i véi h¢ thong,
dj,ch vu cong ngh¢ thong tin phuc vu Chinh phu dién tir dén nam 2020, dinh hudng
dén 2025;

- Quyét dinh s 1907/QD -TTg ngay 23 thang 11 nam 2020 cua Thu tudng
Chinh phu phé duyét Dé an “Tuyén truyén, ning cao nhan thic va pho bién kién
thirc vé an toan thong tin giai doan 2021 - 2025”;
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- Quyét dinh s6 21/QP-TTg ngy 06 thang 01 ndm 2021 cta Thi tudng
Chinh phu phé duyét Dé an “DPao tao va phat trién ngudn nhan lyc an toan thong
tin giai doan 2021 - 2025”;

- Quyét dinh s6 830/QD-TTg ngay 01 thang 06 ndm 2021 cta Thu tuéng
Chinh phu phé duy¢t Chuong trinh “Béo vé va ho trg tré em tuong tac lanh manh,
sang tao trén moi truong mang giai doan 2021 - 2025”;

- Quyét dinh s0 964/QD-TTg ngay 10 thang 8 nim 2022 cta Thu twéng
Chinh phu phé duyét Chién luge An toan, An ninh mang qudc gia, chu dong tmg

pho vai cac thach thire tor khong gian mang dén nam 2025, tam nhin 2030 (goi tat
1a Chién lugc An toan, An ninh mang qudc gia);

- Chi thi s6 14/CT-TTg ngay 25 thang 5 nam 2018 cta Thu tuéng Chinh phu
vé viéc nang cao nang lyc phong, chéng phan mém doc hai;

- Chi thi s6 14/CT-TTg ngay 07 thang 6 nam 20 19 cta Thu tudéng Chinh phu
vé viéc tang cudong bao dam an toan, an ninh mang nham cai thién chi so6 xép hang
cua Viét Nam;

- Chi thi 5O 18/CT-TTg ngay 13 thang 10 ndm 2022 cua Thu tuéng Chinh
phu vé day manh trién khai cac hoat dong tmg ctlru su c0 an toan thong tin mang
Viét Nam;

- Chi thi s6 23/CT-TTg ngay 26 thang 12 nim 2022 cua Thu tuéng Chinh
phu v¢é tang cuong cong tac bao dam an toan thong tin mang, an ninh thong tin
cho thiét bi camera giam sat.

- Chi thi s6 09/CT-TTg ngay 23 thang 02 nim 2024 cua Thu tuong Chinh
phu vé tuén thu quy dinh phap luét va tang cuong bao dam an toan h¢ thong thong
tin theo cap do.

- Cong dién s6 33/CP-TTg ngay 07 thang 4 thang 2024 ctia Thu tudéng Chinh
phu vé tang cudng bdo ddm an toan thong tin mang.

3. Danh sich cdc viin ban diéu hanh, huéng din cia B Thong tin va
Truyén thong

- Chi thi s 04/CT-BTTTT ngay 11 thang 01 ndm 2019 cua B¢ truong B
Thong tin va Truyén thong vé tang cudng phong chong ma ddc va bao vé¢ thong
tin cd nhan trén moi trudng mang;

- Chi thi s6 49/CT- BTTTT ngay 18 thang 8 nam 2021 cua B truong Bo

Théng tin va Truyén thong vé thuc day phat trién va sir dung nén tang sb an toan,
lanh manh;

- Chi thi s6 60/CT- BTTTT ngay 16 thang 9 nam 2021 cua B truong Bo
Théng tin va Truyén thong vé viéc t6 chirc trién khai dién tap thuc chién bao dam
an toan thong tin mang;
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- Chi thi s 01/BTTTT-CT ngay 20 thang 01 ndm 2023 cua B¢ truong B
Thong tin va Truyén thong vé dinh hudng phat trién nganh Thong tin va Truyén
thong ndm 2023 va giai doan 2024 - 2025;

- Cong van 5O 430/BTTTT-CATTTT ngay 09/02/2015 cua B Thong tin va
Truyén thong hudng dan bao dam an toan thong tin cho hé thong thu dién tir cua
co quan, to chirc nha nudc.

- Cong van sO 2290/BTTTT-CATTT ngay 17 thang 7 nam 2018 ctiia B6 Thong
tin va va Truyén thong v€ viéc hudng dan két ndi, chia s¢ thong tin vé ma doc
gitra cac h¢ thong k¥ thuat;

- Cong van s6 1694/BTTTT-CATTT ngay 31 thang 5 nam 2019 cia B Thong

tin va va Truyén thong Ve viéc hudng dan yéu cau an toan thong tin co ban d6i voi
hé thdng thong tin két ndi vao mang Truyén sb liéu chuyén dung;

- Cong van s6 3001/BTTTT-CATTT ngay 06 thang 9 nim 2019 ctia Bo Thong
tin va Truyén thong vé viéc hudng dan bao dam an toan thong tin cho hé thong
quan 1y vin ban va diéu hanh;

- Cong van sd 2973/BTTTT-CATTT ngay 04 thang 9 nam 2019 cia Bo
Théng tin va Truyén théng vé viéc huéng dan trién khai hoat dong giam sat an
toan thong tin trong co quan, td chirc nha nudc;

- Cong vin s6 1145/BTTTT-CATTT ngay 03 thang 4 nim 2020 cta B
Thong tin va Truyén thong vé viéc huéng dan bo tiéu chi, chi tiéu k¥ thuat dé
danh gia va lya chon giai phap nén tang dién toan ddm may phuc vu Chinh phu
dién ta/Chinh quyén dién tir;

- Cong van sé 1552/BTTTT-CATTT ngay 28 thang 4 nim 2020 cua B
Thong tin va Truyén thong vé viéc don ddc td chire trién khai bao dam an toan
thong tin cho hé thdng thong tin theo mé hinh “4 16p™;

- Cong vian sd 2612/BTTTT-CATTT ngay 17 thang 7 nim 2021 cta Bo
Théng tin va Truyén thong vé viéc bo sung bo tiéu chi, chi tiéu dé danh gia va lya
chon giai phap nén tang dién toan ddm may phuc vu Chinh phu dién ti/Chinh
quyén dién tu;

- Cong van s6 4258/BTTTT-CATTT ngay 26 thang 10 nim 2021 cia Bo
Thong tin va Truyén thong vé viéc hudng dan to chirc, hoat dong cuia Poi tmg ciru
su ¢ an toan thong tin mang;

- Cong van s6 964/BTTTT-CATTT ngay 16 thang 3 nam 2022 cua B4 Thong
tin va Truyén thong vé viéc hudng dan 4p dung tiéu chuan an toan thong tin cho
cac co quan nha nudc va hé théng thong tin quan trong qudc gia;

- Cong van s6 1552/BTTTT-THH ngay 24 thang 4 nam 2022 cua B6 Thong
tin va Truyén thong vé viéc hudng dan trién khai D€ an 06 (phién ban 1.0);

- Cong van sd6 708/BTTTT-CATTT ngay 02 thang 03 nam 2024 cua B
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Théng tin va Truyén thong vé sira doi, thay thé ndi dung vé an toan, an ninh mang
tai Cong van s6 1552/BTTTT-THH.

- Cong van s‘(’) 1598/BTTTT-CATTT ngay 28 thang 4 nam 2022 cua B
Thong tin va Truyén thong vé viéc tang cuong bao dam an toan thong tin theo cap
do va nang cao nang luc bao dam an toan thong tin theo mé hinh 4 16p;

- Quyet dinh s0 1439/QD-BTTTT 26/7/2022 ctia By truong Bo Thong tin va
Truyén thong ban hanh Ban hanh quy trinh hudng dan thyc hién dién tap thuc chién.

4. Danh sach cac vin ban hwéng din chuyén mén ciia Cuc An toan
thong tin

- Cong van sé 713/CATTT-TPQLGS ngay 25 thang 7 nam 2019 cta Cuc

An toan thong tin vé viéc huéng din xac dinh va thuc thi bao vé hé théng thong
tin theo cap do;

- Cong van s6 235/CATTT-ATHTTT ngay 08 thang 4 nam 2020 ciia Cuc
An toan thong tin vé viéc Huéng din mo hinh dam bdo an toan thong tin cap bo,
tinh.

- Cong vin s6 486/CATTT-ATHTTT ngay 19 thang 6 ndm 2020 cua Cuc
An toan thong tin vé€ viéc Hudng dan bao ddm an toan thong tin cho Trung tam
dr liéu phuc vu Chinh phu dién tu;

- Cong van s0 247/CATTT-ATHTTT ngay 26 thang 3 nam 2021 cia Cuc
An toan thong tin vé ViéCNdﬁl’l doc xac dmh cap dd an toan hé thépg théng tin va
ban hanh tai liéu huéng dan xac dinh cap do va xay dung Ho6 so dé xuat cap do 1,
2 va3;

- Cong van s6 793/CATTT-VNCERTCC ngay 25/6/2021 cua Cyc An toan
thong tin vé viéc huéng dan quy trinh Gng ctru, xir Iy su ¢ tin cong mang;

- Cong van sd 166/CATTT-ATHTTT ngay 10 thang 02 nam 2022 ctia Cuc
An toan thong tin vé viéc ban hanh huéng din “Khung phat trién phan mém an
toan (phién ban 1.0)”;

- Hudng dan s 01/HD-CATTT ngay 24 thang 2 nam 2022 cta Cyc An toan
thong tin vé viéc hudng dan thuc hién hoat dong dién tap thuc chién;

- Cong vén s6 5099/BTTTT-CATTT ngay 06/10/2023 ctiia B Thong tin va
Truyén thong vé viéc Huong dan phat trién DPoi irng ctru sy ¢6 cho mdt s6 linh
vuc quan trong can uu tién bao dam an toan thong tin mang./.



