
BO Y TE 	 CONG HOA XA HOI CHU NGHIA VIVI' NAM 
CIJC CONG NGHt THONG TIN 	 WO 10p — Tv do —11#1111 phtic 

Ha Noi, ngay H  thcing  5  nom 2017 s6: .1 	/CNTT-CSHT 
V/v theo doi, phong ch6ng ma d6c 

WannaCry 

Kinh giri: 
- Cac Vu, Cue, T6ng cue, Van phong B9, Thanh tra BO; 

- Cac don vi trtxc thu9c B9 Y 
- Soy Y ti cac tinh, thanh ph6 true thu9c Trung trong. 

Nham phong ngira, ngan chan viec tan ding dm ma d9c Ransomware 
WannaCry (ho4c dugc biet vgi cac ten khac nhu: WannaCrypt, WanaCryptOr 
2.0, ...) vao Viet Nam, ngay 13/5/2017 Trung tam Ong ciru khan cap may tinh 
Viet Nam VNCERT da có cong van so 144/VNCERT-DPUC ve viec theo dai, 
ngan ch4n ket n6i may chi' dieu khien ma d9c WannaCry. 

Day la ma d9c rat nguy hiem, có the danh cap thong tin va ma hem toan 1:19 
du lieu trong may chi' he th6ng clang nhu may tinh ca nhan, gay nen nhieu hau 
qua nghiem trong khac. Vi vay, Cuc Cong nghe thong tin de nghi cac don vi 
thgc hien khan cap cac viec sau day: 

1. D6i vai can b9, cong chirc, vien chuc, ngugi lao d9ng: 

- Khong nhap vao cac duang lien kit, tap tin dinh kern va bieu ttrgng 
quang coo khong ro ngu'On g6c. 

- Khi xay ra str co, nhanh chOng ngimg sir dung may tinh, ngat ket not 
mpg va boo ngay 	to chirc va ca nhan chuyen trach ve cong nghe thong tin. 

2. D6i 	to chirc chuyen trach cong nghe thong tin: 

- Kim tra, huong dan, thkrc hien cap nhat ban va cac 18 hting boo mat 
tren he dieu hanh, img dung d6i voi cac may tinh ca nhan, may chi' cua don vi. 

- Thgc hien sao luu ngay cac &a lieu quan trong cua don vi va de cach ly 
an toan. 

- Theo dal, ngan ch4n kit not din cac may chii dieu Ichien ma d9c 
WannaCry va cap nha‘t vao cac he thong boo ve nhu IDS/IPS, Firewall... cac 
thong tin nhan clang tai phu luc dinh kern. 

- Sir dung cac phan mem có kha nang phat hien va tieu diet ma d9c de ra 
quet toan b9 he tilting. 
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KT. CVC TRUtiNG #/ 
VC TRIXONG 

L'anh dao cac don vi chu gong giam sat, chi dao kip th6i ding tic to chirc 
phong, ch6ng ma d0c, dam bao an town dir HO va hoat Ong chung dm don vi. 

Xin tran tong cam an! 

Noi nh(m: 
- Nhtr tren; 
- Thir truong Le Quang Cuting (de b/c); 
- Cuc truong (de b/c); 
- Ltru: VT, CSHT. 
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BO Y TE 	 CONG HOA XA HQI CHU NGH1A VIET NAM 
CliJC CONG NGHE THONG TIN 	 DOc 14p — Ttr do — Honh pink 

PHU LUC 

THONG TIN YE MA DQC WANNACRY 

(kem theo cong van so  Ai  /CNT7'-CSHT ngay thang neim 2017 
czia Cr,ic Cong nghe thong tin) 

A. Danh sach cac may chit dieu khien ma dOc (C&C Server) 

STT Dia chi IP C&C STT Dia chi IP C&C 
1 128.31.0.39 18 213.239.216.222 
2 136.243.176.148 19 213.61.66.116 
3 146.0.32.144 20 38.229.72.16 
4 163.172.153.12 21 50.7.151.47 
5 163.172.185.132 22 50.7.161.218 
6 163.172.25.118 23 51.255.41.65 
7 171.25.193.9 24 62.138.10.60 
8 178.254.44.135 25 62.138.7.231 
9 178.254.44.135 26 79.172.193.32 
10 178.62.173.203 27 81.30.158.223 
11 185.97.32.18 28 82.94.251.227 
12 188.138.33.220 29 83.162.202.182 
13 188.166.23.127 30 83.169.6.12 
14 192.42.115.102 31 86.59.21.38 
15 193.23.244.244 32 89.45.235.21 
16 198.199.64.217 33 94.23.173.93 
17 212.47.232.237 

B. Danh sich ten tap tin 

STT File name STT File Name 
1 @WanaDecryptor@.exe 6 taskse.exe 
2 b.wnry 7 t.wnry 
3 c.wnry 8 u.wnry 
4 s.wnry 9 Cac file voi phAn ma r(ing ".wnry" 

5 taskdl.exe 10 Cac file vai phan mo rcing 
".WNCRY" 
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C. Danh sfich mi him (Hash SHA-256) 

STT SHA-256 
1 edOlebfbc9eb5bbea545af4dOlbf5f1 071661840480439c6e5babe8e080e41aa 
2 c365ddaa345cfcaff3d629505572a484cff5221933d68e4a52130b8bb7badaf9 
3 09a46b3elbe080745a6d8d88d6b5bd351b1c7586aeOdc94d0c238ee36421cafa 
4 0a73291ab5607aef7db23863cf8e72f55bcb3c273bb47f00edf011515aeb5894 
5 428f22a9afd2797ede7c0583d34a052c32693cbb55f567a60298587b6e675c6f 
6 5c1f4f69c45cff9725d9969f9ffcf79d07bd0f624e06cfa5bcbacd2211046ed6 
7 62d828ee000e44f670ba322644c2351fe3 1 af5b88a98f2b2ce27e423dcf1d1b1 
8 72afl2d8139a80f317e851a60027fdf208871ed334c12637f49d819ab4b033dd 
9 85ce324b8f78021ecfc96811c748f19682e61bb093ff64f2eab45719ef19b186 
10 ald9cd6f189beff28a0a49b10f8fe4510128471M04b3e4283ddc7f78594906b 
11 a93ee7ea13238bd038bcbec635f39619db566145498fe6e0ea60e6e76d614bd3 
12 b43b234012b8233b3df6adb7c0a3b2b13cc2354dd6de27e092873bf58af2693c 
13 eb47cd6a937221411bb8daf35900a9897fb234160087089a064066a65f42bcd4 
14 24d004a104d4d54034dbcffc2a4b19allf39008a575aa614ea04703480b1022c 
15 2c2d8bc91564050cfD73745f1b117f4ffdd6470e87166abdfcd1Oecdff040a2e 
16 7a828afd2abf153d840938090d498072b7e507c7021e4cdd8c6baf727cafc545 
17 a897345b68191fd36f8cefb52e6a77acb2367432abb648b9ae0a9d708406de5b 
18 fb0b6044347e972e21b6c376e37e1115dab494a2c6b9fb28b92ble45b45dOebc 
19 9588f2ef06b7e1c8509f32d8eddfa18041a9cc15b1c90d6da484a39f8dcdf967 
20 b43b234012b8233b3df6adb7c0a3b2b13cc2354dd6de27e092873bf58af2693c 
21 4186675cb6706f9d51167fb0f14cd3f8fcfb0065093f62b10a15f7d9a6c8d982 
22 09a46b3elbe080745a6d8d88d6b5bd351b1c7586aeOdc94d0c238ee36421cafa 
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