BO THONG TIN VA TRUYEN THONG  CONG HOA XA HOI CHU NGHIA VIET NAM
Doc lap - Tw do - Hanh phiic

S6LBOTBTTTT - CATTT Ha Noi, ngény fgthingFnéim 2021
V/v 05 15 hong bao mat mirc
cao va nghiém trong trong
cac san pham Microsoft

Kinh gui:
- Cac B9, Co quan ngang Bg, Co quan thudc Chinh phi;
- Van phong Trung uong Pang, Van phong Chu tich nude,
Vin phong Qudc hoi, Toa an nhan dén tdi cao, Vién Kiém
sat nhan dan tbi cao, Kiém toan Nha nudc;
- UBND céc tinh, thanh phé truc thude Trung uong;

- Céc Tap doan kinh té, Tong cong ty Nha nude, cic Ngan
hang TMCP; céc t6 chirc tai chinh.

Ngay 13/7/2021, Microsoft da cong bd va phat hanh ban va cho 117 13 hong
bao mét trong cac san phdm clia minh, trong d6 déng cha y 13 05 16 hong bao mét
(CVE-2021-34473, CVE-2021-34523, CVE-2021-34527, CVE-2021-33781,
CVE-2021-34492) trong céc san pham Windows Print Spooler, Microsoft
Exchange Server va Windows Certificate, cho phép déi twong tin cong thuc thi
ma tir xa. C4c san phim nay ctia Microsoft déu duoc st dung phé bién trong cac
hé thong thong tin co quan, t6 chirc nha nuée; ngan hang, té chirc tai chinh, tap
do%m, doanh .nghle_p va céc co?g ty lon. Pac biét cac 16 h(")ng, bl.él?aﬁ%l I{:acl)ﬁlg
Windows Print Spooler va Microsoft Exchange Server co thé da, dang va sé
dugc cac nhém tén cong c6 chii dich (APT) sir dung dé khai thac dién rong trong

thoi gian sép t6i. Thong tin cu thé vé céc 16 hong nhu sau:

- 02 16 héng CVE-2021-34473, CVE-2021-34523: tdn tai trong Microsoft
Exchange Server, cho phép déi tuong tan cong c6 thé thure thi ma tir xa, nang cao
dic quyén trén may chi thu dién tir. Exchange Server dai tr¢ thanh mot muc tiéu
kha pho bién ke tir thang 3/2021 néi bat véi 04 15 héng Zero-days hay con goi Ia
ProxyLogon da duoc khai thac trong chién dich tdn cong APT trén dién rong. 04

16 hdng nay ciing da duoc Trung tam Gidm sat an toan khong gian mang qudc gia
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(NCSC), Cuc An toan thong tin, B¢ Thong tin va Truyén thong canh bdo tai cong
vin s6 13/NCSC-DTPT vé viée 1§ hdng bao mat trong Microsoft Exchange Server
ngay 03/3/2021. Vi vay, khic phuc cac 15 hong trong Exchange Server la hét stc
cap thiét khi viée dbi tuong tan cong mang dang ngay cang gia ting nhim muc
tiéu nay.

- L6 hong CVE-2021-34527: thyc thi ma tir xa thir 2 trong Windows Print
Spooler (lién quan dén 16 héng CVE-2021-1675 truée d6). 02 156 héng nay dang
dugc goi voi cai tén la “PrinterNightmare”. Bo Thong tin va Truyén thong da ¢6
du bao sém cho céc 16 hong nay tai cong vin s6 2210/BTTTT-CATTT vé viée du
bao sém nguy co tan céng mang trén dién rong ngay 22/6/2021, dong thoi cling
da kip thoi tiép tuc canh bao dén cac co quan, t& chirc thdng qua nhidu phuong
thirc tiép can khac nhau.

- Ld héng CVE-2021-33781: 15 héng cho phép dbi tugng co dic quyén thip

£ " : , £ ook 5 " . LuatVietnam

tan cong tu xa vuot qua cic co ché kiém tra bao mat trong dich vu Active
Directory dé dat dugc cac dic quyén cao hon trén may muc tiéu.

- L3 héng CVE-2021-34492: 15 héng cho phép dbi tuong thn cong vuot qua
co ché kiém tra trong Windows Certificate dé gia mao chimg chi. L3 héng nay 1a

hoan toan c6 thé dugc dung trong céc cude tan cong khac nhim vao nguoi ding.

Nhim dam béo an toan théng tin cho hé théng thong tin cia Quy co quan,
gbp phan bao dam an toan cho khong gian mang Viét Nam, Bo Thong tin va

Truyén théng yéu ciu Quy co quan chi dao thuc hién:

1. Kiém tra, ra soat va xac dinh may chti, may tram sir dung hé diéu hanh
Windows c6 kha ning bi anh huong. Thuc hién cap nhat ban va bao mat cho céc
may bi anh huéng theo huéng dan clia Microsoft (chi tiét tham khao tai phu luc
kém theo).

2. Tang cudng gidm sat va san sang phuong 4n xtr 1y khi phat hién cé ddu
hiéu bi khai thac, tAn cong mang; dong thoi thuong xuyén theo déi kénh canh bao
clia cac co quan chirc ning va cac to chirc 16n vé an toan thong tin dé phat hién

kip thoi cac nguy co tan cong mang.

Trong truong hop can hé trg, Quy don vi lién hé dau méi hd tro cia Bo
Thoéng tin va Truyén thong: Trung tim Gidm sat an toan khong gian mang quéc
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gia (NCSC), Cuc An toan thong tin, dién thoai: 02432091616, thu dién tir:

ais@mic.gov.vn

Tran trong./. &/

Noi nhgn: KT BQ TRUGNG
- Nhu trén; A

- B6 Cong an;

- B Quédc phong;

- Ban Co yéu Chinh phu;

- B trudng (dé bic);

- Thir trudng Nguyén Huy Diing:
- Luu: VT, Cuc ATTT.

Nguyén Huy Diing
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Phuy lyc

Thong tin 16 hong bao mat

/BITTT-CATTT ngayAp / + /2021

cuia Bo Thong tin va Truyén théng)

1. Théong tin 16 hong bao mat

1 | CVE-2021-34473

- M6 ta: L6 hong ton tai
trong Microsoft
Exchange Server, cho
phép dbi tugng tin céng
thuc thi ma tir xa.

- Piém CVSS: 9.1 (cao)

- Anh hwéng: Exchange
Server 2019/2016/2013

- Ngudn tham khio:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2021-34473

- Coéng van s6 13/NCSC-
DTPT vé viéc 16 hong bao
mat  trong  Microsoft

Exchange Server ngay
03/3/2021.

- Cong van 5O
1122/BTTTT-CATTT vé
viéc 04 16 hong bao mat
méi anh hudng nghiém
trong to1 may chu thu dién
tor  Microsoft Exchange
Server va huéng dan xir ly
ngay 16/4/2021.

2 | CVE-2021-34523

- M6 ta: Lo hong ton tai
trong Microsoft
Exchange Server, cho
phép dbi tuong tin cong
thuc thi ma tir xa.

- Piém CVSS: 9.1 (cao)
- Anh huéng: Exchange
Server 2019/2016/2013

- Ngudn tham khio:
https://msrc.microsoft.c
om/update-

L6 hong méi cong bd ngay
13/7/2021.
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guide/vulnerability/CV
E-2021-34523

CVE-2021-34527

- M6 ta: L3 hong ton tai
trong Windows Print
Spooler, cho phép ddi
tuong tin cong thuc thi
ma tir xa.

- Piém CVSS: 8.8 (cao)

- Ngudn tham khao:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2021-34527

- Cong van 56
2210/BTTTT-CATTT vé
viéc du bao sém nguy co
tin céng mang trén dién
rong ngay 22/6/2021.

- Trung tdam Giam sat an
toan khoéng gian mang
qudc gia (NCSC), Cuc An
toan thong tin, B Thong
tin va truyén théng da cé
canh bdo rong rai giri tryc
tiép dén cac co quan to
chirc thong qua thu dién ti,
Page FB chinh thic cua
NCSC.

CVE-2021-33781

- Mé ta: LS hoéng cho
phép dbi tugng c6 dac
quyén thé‘ip tan cong tu
xa vugt qua céc co ché
kiém tra bao mat trong
dich vu Active Directory
dé dat dugc cac dic
quyén cao hon trén may
muc tiéu.

- Piém CVSS: 8.1 (cao)

- Anh hwéng: Windows
10, Windows Server
2019.

- Ngubn tham khio:
https://msrc.microsoft.c
om/update-

L6 hong méi cong bd ngay
13/7/2021.
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guide/vulnerability/CV
E-2021-33781

- Mé ta: Lo hong cho | L hong méi cong bd ngay
phép déi tuong tan cong | 13/7/2021.

vuot qua co ché kiém tra
trong Windows
Certificate dé gia mao
chirng chi.

- Piém CVSS: 8.1 (cao)

5 | CVE-2021-34492 | Anh hwéng: Windows
10/8.1/RT8.1/7,

Windows Server
2016/2012/2008.

- Nguén tham khio:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2021-34492

2. Huéng dan khic phuc

Bién phép tot nhat dé khdc phuc 18 hong bao mat nay 1a cip nhat ban V4.
Trong trudng hop chua thé cap nhat ban va kip thoi, Quy don vi thuc hién cac
bién phap khéc phuc theo huéng dan cua hang, dé giam thiéu nguy co tin cong
(tham khdo tai ngudn link duge thong ké & bang trén)

3. Nguon tham khao

- Ban va thang 7 cia Microsoft:
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2021-Jul
- Danh gi4 ctia Zero Day Initiative:

https://zerodayinitiative.com/blog/2021/7/13/the-july-2021 -security-update-
review
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