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Thue hién chitc ning quan 1y nha nuéc vé an toan théng tin ciia B Thong
tin va Truyén théng tai Nghi dinh s6 17/2017/ND-CP ngay 17 thang 02 ndm 2017
cua Chinh phi quy dinh chirc ndng, nhiém vu, quyén han va co céu t6 chirc ciia

B6 Théng tin va Truyén thong;
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huéng dan bao gom: Cac thanh phan co ban, cic yéu cdu an toan co ban va phuong
an thuc thi dé bao dam an toan thong tin cho hé théng Quan 1y vin ban va diéu
hanh.

Bin mém tai liéu hudng din c6 thé duoc tai vé tir cdng thong tin dién tir
clia B§ Thong tin va Truyén thong tai dia chi: http://www.mic.gov.vn hodc tir
céng thong tin dién t&r cia Cuc An toan théng tin tai dia chi
https://www.ais.gov.vn/huong-dan-bao-dam-an-toan-thong-tin-cho-he-thong-
quan-ly-van-ban-dieu-hanh.

Chi tiét lién hé 6ng Nguyén Tién Dirc, Phong Tham dinh va Quén 1y giam
sat, Cuc An toan thdéng tin, Dién thoai: 0934578162; Thu dién t:
ntduc@mic.gov.vn.
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Chwong I
PHAM VI, POI TUQONG AP DUNG

1.1. Pham vi ap dung

a) Tai liéu nay huéng dan céc thanh phéan co ban, cic yéu cAu an toan co ban
va phuong 4n thyc thi bao dam an toan théng tin cho hé thong Quan 1y van ban
va didu hanh (sau day goi 1a hé théng QLVBDH) chay trén nén tang umg dung
Web, str dung trong céc co quan, to chirc nha nuéc.

b) Tai lidu nay dua ra cac yéu cau an toan théng tin co ban, huéng dan bao
d4m an toan thong tin cho hé thng QLVBDH.
1.2. P6i twgng ap dung

a) Tai liéu nay 4p dung ddi vdi cac co quan, t6 chirc, ca nhan c6 lién quan
dén viéc str dung, quan ly va van hanh hé théng QLVBDH trong cac co quan, to
chirc nha nude.

b) Khuyén khich cacdoanh nghiép, t6 chirc khic 4p dung huéng dan nay dé
bao dam an toan théng tin cho hé théng QLVBDH thudc pham vi quan 1.
1.3. Thuat ngir, dinh nghia

a) An toan dir liéu (data security): Tap hop cac bién phap quan ly va ky thuét
nhim bao dam tinh bao mat, tinh nguyén ven va tinh kha dyng cua théng tin, dir
liéu khi Iwu trit, xt 1y, truy nhap, cung c4p, thu thap va truyén dua dit liéu qua méi
truong mang.

b) An toan mang (network security): Tap hgp céc bién phép quan ly va k¥
thuat nhdm bao dam viéc thiét 1ap, xay dung, quan ly, van hanh ha ting mang (bao
gf‘)m: kénh két ndi, thiét bj mang, thiét bi bao mat, thiét bi phu tr¢ va cac thanh
phan khéc néu c6) bao dam an toan.

c) An toan may chu (server security): Tap hgp cac bién phap quan ly va k¥
thuét nhiam bao dam an toan cho may chtl trong qua trinh thiét lap, quan ly, van
hanh va huy bé.

d) An toan tmg dung (application security): Tép hgp céac bién phap quén ly
va k¥ thuat nhim bao dam cac g dung, dich vu cung cap boi hé thong bao dam
an toan trong qué trinh thiét 1ap, quan 1y, van hanh va g& bo.

d) Chdng that thoat dir liéu (data leak prevention): Giai phap gitip co quan, t6
chirc bao vé dir liéu quan trong ctia minh tranh vi€c bi danh cép, ro ri hodc khi dir
lidu bi v6 y mat mat, thét lac thi bén thir ba khéng thé khai thac dit lidu d6 trai phép.




e) Du phong néng (hot standby): Kha nang thay thé chirc ning cua thiét bi
khi xay ra su ¢6 ma khong 1am gian doan hoat dong ctia hé théng.

g) Giam sat an toan hé thong thong tin (information system security monitoring):
Hoat dong luwa chon dbi tugng, cong cu gidm sat, thu thap, phan tich thong tin trang
thai cia ddi tuong gidm sét, bao cdo, canh bao hanh vi xAm pham an toan thong tin
hodc c6 kha ning giy ra su ¢b an toan théng tin di véi hé thong thong tin.

h) Giam sat hé théng thong tin (information system monitoring): Bién phép
gidm sat, theo dbi trang théi hoat dong ctia hé théng dé phét hién, canh bao sém
céc su cd co thé gdy gian doan hoat dong cua hé théng va lam mét tinh kha dung
ctia hé théng théng tin.

i) Nhat ky hé théng (system log): Nhimg sy kién duoc hé théng ghi lai lién
quan dén trang thai hoat dong, su cd, su kién an toan thong tin va céac thong tin
khac lién quan dén hoat déng ciia hé thng (néu co).

k) Phdn mém ddc hai (malware): Phian mém c6 kha ning giy ra hoat déng
khong binh thuong cho moét phin hay toan bé hé thdng théng tin hodc thuc hién
sao chép, sira doi, x6a bo trai phép thong tin Iuu trir trong hé théng thong tin.

1) Phdn mém phong chéng ma ddc (anti-malware software): Phan mém ¢6
chirc nang phat hién, canh béo va xtt Iy phan mém doc hai.

m) Quan 1y tai khoan dic quyén (privileged identity management - PIM):
Bién phép quén ly tép trung cac tai khoan cé quyén quén tri cao nhét (c6 ddy du
c4c quyén hé théng cung cip) trén hé thong.

n) Thiét bi mang chinh (core network device): Thiét bi gdy gian doan hoat
dbng cia toan bd hé théng khi xay ra su cb. Vi du: thiét b chuyén mach trung
tam, thiét bi dinh tuyén bién, tuong Ira trung tdm va cac thiét bi khac c6 chirc
nang va vi tri tuong duong.

0) Ving DMZ (demilitarized zone): Viing mang dugc thiét lap dé dat cac may
chu céng cong, cho phép truy cép true tiép tir cac mang bén ngoai va mang Internet.

p) Ving méy chii ndi bd (internal server zone): Ving mang duoc thiét 1ap dé
dat cdc may chu ndi bg, cung cé"ip cac ing dung, dich vu phuc vu hoat dong ndi
b ctia td chire va cac hoat dong khac ma khong cho phép truy cp truc tiép tir cac
mang bén ngoai.

q) Ving quan tri (management zone): Ving mang duoc thiét 1ap dé dat cac
may chi, may quan tri va cac thiét bi chuyén dung khac phuc vu viéc quan ly, vin
hanh va giam sét hé théng.




r) Viing quan tri thiét bi hé théng (device management zone): Ving mang
riéng cho cac dia chi quan tri ctia cac thiét bi hé théng cho phép thiét 1ap chinh
sach chung va quan 1y tap trung céc thiét bi hé thong.

s) Ving may chil co s& dir liéu (database server zone): Ving mang dugc thiét
1ap dé dit cac may chi co s& dir liéu. Céc may chi trong viing nay duoc trién khai
tach biét voi cac may chu ung dung cho phép quan ly chinh sach truy cap hoac
thiét 14p cac bién phap bao vé tap trung cho cic may chu trong ving mang nay.

t) May chu dai dién (Reverse proxy): May chu trung gian giira mgt may chu
web va cac méy tram. MAy chii nay kiém soat yéu cau tir cic tram dé kiém tra tinh
hop 18 ctia yéu cau trude khi giri dén may chi web.

Chuong 11
TONG QUAN VE HE THONG QUAN LY VAN BAN VA PIEU HANH
2.1. M6 hinh va thanh phan co bén ciia hé thong QLVBPH
Théanh phén co ban cia hé théng QLVBDH bao gom:

Ving DMZ

May cha dai dién

Truc lign théng vin bin
qudc gia

Hinh 1. Thanh phan co ban dé phuc vu hoat dpng ciia hé thong QLVBDH
a) May chu dai dién (Reverse proxy) 1a may chi tiép nhan yéu cau truc tiép

tlr cac may ngoai Internet. Mdy chu nay dai dién cho cadc may khach tir bén ngoai
Internet dé giri yéu cau téi may chi img dung Web trong viing mang ndi bg. Viéc
sir dung may chii Reverse proxy dé han ché viéc truy cap truc tiép tir cic may




khéch dén may chi img dung Web 1am giam thiéu nguy co mét an toan théng tin
cho may chu nay.

May chu dai dién c6 thé dugc trién khai trén nhigu nén tang khac nhau: (1)
Trién khai duéi dang may chu cai dat hé thong Reverse Proxy nhu: Nginx, Apache,
IIS ARR...; (2) sir dung thiét bi tudng lira ing dung web chuyén dung nhu:
Fortiweb, Big-IP LTM, NetScaler...

May chu Reverse proxy duoc dat tai vang DMZ. Cac may chu trong ving
DMZ duoc thiét 1ap hé théng bao vé dé kiém soat truy nhap, phong chéng xam
nhap, tAn cOng mang va tn cong tir chéi dich vu DoS/DDoS.

b) May chu trng dung web 13 may chii quan 1y hoat dong ctia toan bd hé théng
QLVBDH. M4y chii nay thuc hién chirc ning tiép nhan céc yéu cau giri dén, xir
ly, két ndi co s& dir liéu va phan hdi yéu cau gui dén.

May chii timg dung web c6 thé duoc trién khai trén nhiéu nén tang khac nhau
nhu: IIS, Apache, Tomcat. .. tiy thudc vao img dung quan ly van ban duoc phat trién.

May chu tmg dung duoc dat tai vilng may chi ndi b va khdng cho truy cap truc
iép tir bén ngoai Internet. C4c méy chi trong ving may chti ndi bo duge thiét 1ap hé
théng bao vé dé kiém soét truy nhap, phong chdng xdm nhap va tAn céng mang.

¢) May chii co s& dir liéu Iuu trir va quan 1y co s& dit ligu cta hé thong
QLVBDH. May chu nay dugc dat trong mgt vung mang riéng cho cac may chu
co s& dit liéu va khéng cho phép két ni, truy cap truc tiép tir cdc mang bén ngoai.
Thong thuong, cac may chu trong ving mang nady chi cho phép truy cap tir ving
may chu ndi by va ving mang quan tri.

My chil co s& dit liu ¢6 thé dugc trién khai trén nhiéu nén tang khac nhau
nhu: Oracle, MSSQL, MySQL...tuy thudc vao ung dung quan ly van ban dugc
phat trién.

Cac may chu trong vung co s¢ dit liéu dugc thiét 1ap hé théng bao vé dé kiém
sodt truy nhap, phong chéng xam nhép va tin céng mang.

d) Thanh phan két ni t6i Truc lién thong vin ban quéc gia (VBQG) bao
gdm: Bo két ndi (Local Adapter) va may cha bao mat (Security Server). Cin cir
vao didu kién thuc té ctia co quan, td chirc ma thanh phan nay cé thé chia thanh
hai may chu doc lap hoac trén cing mot may chu.

Trudng hop bd két ndi va may chit bao mét nim trén mot may chi thi may
chi d6 phai ¢6 02 giao dién. Mot giao dién két nbi véi may chi bao mat cia Truc
lién thong VBQG va mét giao dién két ndi v6i hé théng QLVBDH.




Trudng hop bé két ndi va may chii bao mét nam trén 02 may chi khéc nhau
thi may chu bao mat phai c6 02 giao dién. Mot giao dién két nbi voi may chi bao
mét ciia Truc lién théng VBQG va mét giao dién két ndi véi hé thong QLVBDH
va bo két nbi.

pé giam thiéu sy 4nh hudng hoat dong gitra viéc cung cép dich vu quan ly
vin ban va viéc két néi vao Truc lién thong VBQG, hé théng can thiét ké mot
ving mang riéng dé két n6i giao dién bén trong clia may chu bao mat, may chu
ctia hé théng QLVBDH va may cht ctia bd két néi.

2.2. Pbi twong két nbi va chia sé thong tin véi hé thong QLVBDH

Vé co ban, dbi tugng két ndi va chia sé thong tin véi hé théng QLVBDH bao
gbm céc dbi turgng sau:

a) Ngudi str dung truy cép vao hé théng QLVBDH dé quén 1y, van hanh va st
dung dich vu cua hé thdng théng qua mang ndi bo hodc qua két néi mang Internet.

b) Hé théng Truc lién théng van ban qudc gia dé giri nhan vin ban dién tir
gifta cdc co quan, td chiic nha nude. Két ndi giita hé théng QLVBDH véi hé théng
Truc lién thong van ban quéc gia sir dung mang TSLCD cép I hoac cép I1.

¢) Hé thong QLVBDPH cua co quan, t6 chirc khac trén dia ban. Két nbi gitra
hé théng QLVBDH véi céc hé théng QLVBDH cia co quan, té chirc khac st
dung mang thong tin dién rong (mang WAN) cua dia phuong do. '
2.3. Mt s6 nguy co mat an toan thong tin déi véi hé thong QLVBPH

Nguy co mét an toan d6i voéi hé théng QLVBDH chu yéu tir bén ngoai
Internet qua giao dién ma hé théng QLVBDH cung cap dich vu cong cong.

Ngoai ra, nguy co mét an toan thong tin c6 thé xuét phat tlr cdc thanh phan
khéc bén trong hé théng hoic cac hé théng khac ¢b két ndi truc tiép voi hé thong
QLVBDH.

V2 co ban, mdt sé nguy co mét an toan théng tin c6 thé xay ra véi hé thong
QLVBDH bao gom:

a) T4n cong tir chbi dich vu 1am mét tinh kha dung ctia hé théng QLVBDH
trong viéc cung cap dich vu.

b) T4n cong khai théc diém yéu, 15 hong chiém quyén diéu khién, thay doi
giao dién... cia may chu va tmg dung trién khai hé thong QLVBDH.

¢) Thuc hién céc hinh thirc tin cong, nghe lén dé danh cép théng tin, dit liéu
quan trong, nhay cam.




d) Thuec hién tan céng ma doc vao cic may tinh nguoi st dung dé loi dung
chiem quyén, nang quyén kiém soat doi voi cac hé thong khac bén trong hé théng.

d) Tan cong vao nén ting phan cling (c4c thiét bi mang va mdy chil) ciia hé
thong c6 ton tai diém yéu an toan thong tin dé chiém quyén diéu khién hodc tan
cong tir choi dich vu.

2.4. Thanh phén co ban bio dam an toan théong tin cho hé thong QLVBDH

Thanh phén bao dam an toan thong tin cho hé théng QLVBDH bao gbm cac
thanh phén co béan sau:

a) Tudng lira: Sir dung dé quan 1y truy cip giira cdc mang bén ngoai vao hé
thdng mang va giira cic ving mang trong hé thdng ctia co quan, té chirc

Tuy thude vao nang luc thue t€ ciia mdi hé thong théng tin, twdng hira c6 thé
trién khai theo nhidu phuong an khac nhau: (1) sir dung thiét bi tuong lira tép
trung va phan c4c viing mang béi céc giao dién cta tudng lira; (2) chia thiét bi
tudng Itra vét Iy va nhidu tudng Ita logic va trién khai doc 1ap cho mbi ving mang;
(3) trién khai thiét bi tuong lira doc 14p, chuyén dung cho mdi viing mang.

Truong hop hé théng QLVBDH duoc xé4c dinh 14 hé thong thong tin cp d6 4
hodc 5 thi hé théng tudmg Itra truc tiép quan 1y truy cdp va bao vé céc viing mang
DMZ, may chii ndi bd va co sé dir lidu can duoc trién khai dudi dang thiét bi doc
lap, chuyén dung. '

Hinh 2. M6 hinh hé théng cdc thanh phén bdo ddm an toan théng tin




b) Phong chéng va phat hién xam nhép: Phat hién x4m nhép va t4n c6ng mang
tir c4c mang bén ngoai vao hé thdng mang va giira cac viing mang trong hé thong
clia co quan, t6 chirc

Twong tu nhu véi céch trién khai d6i véi thiét bi tuong Iira, thiét bi phong
chéng xam nhip ciing c6 thé trién khai theo 03 cach & trén. Tuy nhién, viéc dat
thiét bi phong chdng x4m nhap s& 1am giam hiéu ning hoat dong cia hé thong
mang. Do d6, cin cir vao kha ning xr Iy cia thiét bi phong chdng xam nhap dé
trién khai vi tri phtt hop. Trudng hop thiét bi phong chong xAm nhép c¢6 hiéu ning
xtr 1y cao c6 thé trién khai tai viing mang bién dé giam sat téng thé luu lugng
mang. Truong hop nang luc xir ly han ché thi xem xét uu tién bao vé cic ving
mang nhu ving DMZ, ving may chu ndi by, viing may chu co s& dir lidu.

¢) Phong chdng tan céng tir chi dich vu: Bao vé, phong chéng tin cong tir
chéi dich vu (DoS/DDoS) vao hé théng méy chu dich vu ciia hé thong

Thiét bi nay dugc trién khai tai ving mang bién dé phong chéng DoS/DDoS.
Trén thuc & ¢6 nhiéu thiét bi tuong lira ¢ tich hop chiic nang phong chéng tén
cong DoS/DDoS. Trudng hep hé théng QLVBPH dugc xac dinh 12 hé théng
théng tin cAp d6 4 hoidc 5 thi hé théng phong chéng tan céng DoS/DDoS can duge
tridn khai duéi dang thiét bi doc 14p, chuyén dung.

Mbt didm can cha y 1a viéc trién khai giai phép phong chéng tin cong
DoS/DDosS tai hé théng thong tin cin bao vé chi hiéu qua khi luu lugng tén cong
nho hon bing théng két néi mang Internet ctia hé théng (thudng 1 cac cude tin
cdng DoS/DDoS vao 16p tng dung). Do d6, dé c6 phwong an phong chong tin
cong DoS/DDoS tdng thé cin két hop giira viéc trién khai giai phap tai hé thong
théng tin véi thué dich vu phong chdng tin céng DoS/DDoS chuyén nghiép ctia
doanh nghiép.

d) Két ndi mang riéng a0 VPN: Phuc vu viéc thiét lap va quan ly kénh két ndi
mang an toan, cho phép quan tri hé thong tir xa.

Viéc quan tri, cAu hinh hé théng hay quan 1y dit liéu cho hé théng QLVBDH khi
thuc hién truc tiép qua Internet 13 tiém 4n nhiéu nguy co méat an toan thong tin.

Pé bao dam an toan thdng tin cdc may chi img dung web va méy chi co s&
dit liéu khong cho phép két ndi truc tiép tir mang Internet ma thong thudng phai
théng qua mdt may chu quan tri trong viing mang quan tri. Do do, can thiét phai
c6 thiét bi hodc phuong an két ndi VPN cho phép két ndi tir xa vao may quan tri
dé tir may d6 thuc hién quan tri cAu hinh va dit liéu cta hé théng.




d) Tuong Itra chuyén dung bao vé may chi co sé dif liéu: Phuc vu viéc quan
ly va phong chdng tdn coéng vao may chii co s& dir liéu thong qua céc céu truy van
co s& dit liéu doc hai d@é vuot quyén truy cap hoc khai thac diém yéu cta hé quan
tri co so dir ligu.

May chu co s& dir liéu 12 may chu dac biét quan trong ctia hé théng. Bén canh
céc dang tdn cong mang thong thudng ma may chi nay phai d6i mat thi con ¢6
dang tAn cong riéng d6i voi img dung co s& dit liéu. Do d6, may chii nay ngoai
céc giai phap bao vé nhu tudng lira, phong chdng xam nhép, ma doc thi can trién
khai thiét bi tuong lira chuyén dung dé phat hién va phong chdng tin cong vao hé
thong co s& dir liéu.

e) Hé théng phong chéng pha"in mém ddc hai trén méi trudng mang: Phuc vu
viéc phat hién va chin loc phan mém doc hai trén méi trudng mang

MGt trong cAc nguy co mat an toan théng tin phd bién la viéc cac may tinh/may
chii bj 1y nhidm ma doc va bi didu khién tir xa, bi 1gi dung dé tan céng cac thanh
phan bén trong clia hé thdng thong tin.

P4 trién khai phuong 4n phong chbng phan mém doc hai hidu qua, giai phap
can két hop giita viéc trién khai phin mém phong chéng ma doc trén cac may véi
viée trién khai giai phap trén méi trudng mang. Viéc trién khai giai phap trén moi
trudng mang cho phép phét hién céc két ndi t6i may chi C&C (Mdy chi didu
khién hoat dong clia mang may tinh ma — botnet, cac mdy tinh bi nhiém ma doc)
va c4c hanh vi ma doc khac tai cac diém c6 luu lwong mang tap trung.

Ngoai ra, mgt s6 thiét bi phan cimg cling c6 kha ning bi nhiém phan mém déc
hai va bi diéu khién tir xa. Trong khi c4c thiét bi nay kho6 cé thé cai dat phan mém
phong chéng ma doc trén d6. Do do, viéc trién khai giai phép phong chéng ma
déc trong céc trudng hop nhu véy 1a rat can thiét.

Phuong 4n trién khai giai phép nay twong tu nhu véi phuong én trién khai hé
théng tudong ltra va phat hién x4m nhap. Can ctr vao ning luc cta thiét bi dé Iua
chon vi tri trién khai giai phép cho phu hop. Truong hgp ning luc cta thiét bi du
16n thi c6 thé trién khai thiét bj tai diém giam sat tap trung toan bd luu lugng mang
ctia hé théng ra Internet. Truong hop ning luc cia hé thdng han ché thi wu tién
trién khai giai phap tai diém tdp trung luu lugng mang ciia ngudi sir dung ra
Internet hodc viing mang may chi ma cé két n6i hozc cho truy cap Internet.

) Hé thong giam sat hé thdng thong tin tap trung: Phuc vu gidm sét, theo ddi thoi
gian thuc hoat dong cta hé thong mang nhim béo dam tinh kha dung ctia hé théng.




Hé théng nay nhan thong tin hogc két nbi t6i cac thiét bi mang, may chi va
tmg dung dé thu thap c4c thong tin lién quan dén trang thai, tai nguyén hé théng,
cho phép ngudi quan tri theo doi thoi gian thuc trang thai ctia toan hé thong dé
dua ra nhitng hanh déng kiém soat kip thoi. Hé théng nay duoc str dung dé bao
dam tinh kha dung ctia hé théng trong qué trinh van hanh, khai théc.

h) Hé théng giam sat an toan hé thong thong tin tap trung: Phuc vu viéc quan
1y, phan tich, giam sat su kién an toan thong tin tap trung dé phat hién va canh bao
sém nguy co mat an toan thong tin.

Tuong tu nhu dbi véi hé théng gidm sat hé théng théng tin tap trung, hé théng
ndy ciing nhan thong tin hozic két ndi t6i cac thiét bi mang, may chu va tmg dung
dé thu thap c4c thong tin lién quan dén sur kién bao mat, thay dbi chinh séch hay
truy nhap d& phat hién tAn cong mang va cac hanh vi di thuong. Hé théng nay cho
phép nguoi quan tri theo doi, phat hién va canh bao sém cac nguy co mét an toan
thong tin c6 thé xay ra trén hé thong.

i) He thdng Iwu trix tAp trung: Phuc vu viée quén 1y va sao luu du phong tap trung.

Hé thong nay dugc st dung dé luu trir dir liéu cua toan bd hé thong bao gom:
c4c 4nh ctia hé diéu hanh (néu hé thong trién khai trén nén ao héa), céc tép tin cau
hinh hé théng, co s& dir liéu va cac thong tin riéng ciia to chirc, c4 nhan néu co.

Hé théng nay cho phép thiét 13p chinh sach ma héa, quan 1y truy cép, sao luu
dir phong nhim ting cudng kha ning bao mat, tinh kha dung cho toan bd dir liéu
ctia hé thong.

k) Hé théng phong chéng ma doc trén may chi/mdy tram: Hé théng phin mém
dugc cai dit trén may chi/may tram va dugc quan ly béi mét hé théng tap trung
cho phép quan ly phét hién va phong chéng ma doc trén cac may chi/may tram.

1) Hé théng phong chéng that tho4t dir liéu: Phuc vu viéc theo doi, giam sat va
phong chdng thit thoat thong tin/dir liéu quan trong qua méi trudng mang.

Hé théng nay duoc trién khai trén moi truong mang hodc dudi dang phan mém
cai dit truc tiép trén may chu cho phép phat hién nguy co 19, lot thong tin bi mat
ctia hé théng.

m) Hé théng quan Iy tai khoan dic quyén: Phuc vu viéc quan Iy tai khoan va
phan quyén truy nhap vao cac thanh phan ciia h¢ thong tap trung.

Can cir vao viéc x4c dinh cap do an toan thong tin cho hé thong QLVBPH dé
x4c dinh thanh phén bao dam an toan co ban cho hé thdng nay dap tmg cic yéu
ciu an toan téi thiéu theo quy dinh ctia phép luat.
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Chwong 111
YEU CAU AN TOAN CO BAN DOI VOI
HE THONG QUAN LY VAN BAN VA PIEU HANH
Hé théng QLVBDH 14 hé théng thong tin thanh phan cua hé théng théng tin
tdng thé. Do d6, cdn cir vao cap do cia hé thong QLVBDH, phwong 4n bao dam
an toan thong tin phai dap tng cac ycu cau an toan téi thiéu theo quy dinh cua
phép luat va cac yéu cau cy thé tai huéng dan nay.

3.1. Yéu cau chung

Hé théng QLVBPH la mét hé thong thanh phan trong hé théng thong tin
tdng thé. D& bao dam an toan thong tin cho hé théng nay ngoai viéc bao dam an
toan thong tin cho cac thanh phén truc tiép phuc vu hoat dong ctia hé thong nay
thi cc thanh phan khac lién quan dén hoat dong cta hé thong QLVBDH trong hé
théng tdng thé cling phai dwoc bao dam an toan. Do d6, yéu cau an toan théng tin
tdng thé dé bao dam an toan thong tin cho hé théng QLVBDH bao gbm céc yéu
cau duéi day:

a) Yéu ciu an toan thong tin dua ra trong Tai liéu nay bao gbm yéu ciu vé
quan 1y va yéu cau vé k¥ thuat.

Yéu cau vé quan ly bao gém cdc nhém yéu cau: (1) Thiét 14p chinh sach an
toan thong tin; (2) TS chitc bao dam an toan thong tin; (3) Bio dam ngudn nhéan
luc; (4) Quan ly thibt ké, xay dung hé thong; (5) Quan ly van hanh hé thong.

Yéu cu vé k¥ thuét bao gom: (1) Yéu cau bao dam an toan mang; (2) Yéu
cAu bao dam an todn may chi; (3) Yéu cau bao dam an toan ing dung; (4) Yéu
ciu bio dam an toan dir liéu.

b) Yéu cdu an toan vé quan ly dbi véi hé théng QLVBDH phai dép tmg céc
yéu cdu quan ly chung d6i v6i hé thdng thong tin voi cép do tuong tmg theo quy
dinh tai diém b, khoan 3, Diéu 8 Théng tu s6 03/2017/TT-BTTTT.

¢) Yéu céu an toan vé k¥ thuét d6i véi hé théng QLVBDH phai dép tmg céc
yéu cau quan 1y chung d6i voi hé théng théng tin véi cap d6 tuong tmg theo quy
dinh tai diém a, khoan 3, Piéu 8 Théng tu s6 03/2017/TT-BTTTT.

d) Co quan, té chirc tham khao Tiéu chuan quédc gia TCVN 11930:2017 va
huéng din dudi diy dé xéc dinh cic yéu clu an toan cu thé dbi véi hé théng
QLVBDH.
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3.2. Yéu ciu an toan ha ting mang

a) Phuong 4n bao dam an toan théng tin, thiét ké hé thong va cac thiét bi
phuc vu hoat dong ciia hé thong QLVBDH cén duoc thiét ké, thiét 1ap, cu hinh
bao mat dap ing céac yéu cau tdi thiéu sau:

- C4c viing mang bao gdm: C6 ving mang DMZ dé dat may chu dai dién; ¢6
ving mang may chi ndi bé dé dit may chi ing dung web; ving mdy chi co s&
dir liéu dé dit may chu co s¢ dir liéu; c6 vung mang quan tri dé dat may quan tri
céc méy chii va cac thanh phin khac bén trong hé thdng; c6 viing mang dé két ndi
hé théng QLVBDH véi Truc lién théng vin ban qudc gia.

- C6 hé théng tudng Itra tich hop chitc nang phét hién x4m nhap va phong
chéng ma ddc trén méi truong mang;

- C6 tuong lua g dung web;

- Phin mém phong chéng ma dbc trén cic may chi.

b) Dbi v6i hé théng QLVBPH duge xac dinh 1a tir cdp d6 3 trd 1én thi can
b sung cac yéu ciu sau:

- Céc thiét bi mang chinh dugec trién khai phuong 4n cin bang tai, du phong néng;

- C6 tuong lua co s¢ dir lidu;

- C6 hé théng phong chéng tan céng tir chdi dich vu;

- C6 hé thong gidm sét an toan hé thong thong tin tép trung;

- C6 hé théng quan 1y sao luu du phong tap trung.

¢) Ngoai ra yéu ciu an toan ha tAng mang con bao gdm cac nhém yéu cau: (1)
Thiét k& hé théng; (2) Kiém soat truy cip tir bén ngodi mang; (3) Kiém soét truy cip
tir bén trong mang; (4) Nhat ky hé thdng; (5) Phong chéng xam nhép; (6) Phong
chéng phan mém ddc hai trén méi trudng mang; (7) Bao vé thiét bi hé thong.

Co quan, td chitc ¢6 thé tham khao tiéu chuin quoc gia TCVN 11930:2017
dé lua chon, bd sung thém cac yéu ciu an toan co ban theo cip d9 ctia hé thong
QLVBDH, nhu bang dudi day:
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Béng 1. Bang tham chiéu yéu cdu an toan co ban ha ting mang theo
Tiéu chuan TCVN 11930:2017

STT| Thiét | Kiém | Kiém |Nhitky| Phong | Phong | Baové
kéhé | soat SOét hé chéng | chéng | thiétbi
théng | truy cép | truy cép théng Xam ma doc | hé thong

trbén | tirbén nhap trén moi
ngoai trong treong
mang mang mang

CA

P 52101 | 5212 5915 | 5214 52.1.5

do 1

CaP | 6211 | 6212 | 6213 | 6214 | 6215 6.2.1.6

do 2

Cép

g3 | 7211|7212 | 7213 | 7204 | 7215 | 7216 | 7217

Crflp .

doq | 8211|8212 18213 | 8214 | 8215 | 8216 | 8217

Cép

B | 9211|9212 | 9213 | 9214 | 9215 | 92.1.6 | 92.17

3.3. Yéu ciu bio dam an toan may cha

a) Hé thbng QLVBDH can dugc thiét ké thanh cac may chu doc lap bao gdm:
May chu dai dién, may cht img dung web va may chu co s& dir liéu. Tuy thudc
vao tai nguyén thuc t& ciia hé thng, cac may chi nay c6 thé trién khai trén cac
méy chu vat Iy doc 14p hodc méy chu ao dé tin dung va toi uu tai nguyén hé théng.

b) Cac may chii phuc vu két nbi hé théng QLVBDH v6i Truc lién thong vin
ban qubc gia bao gdm: May chu bd két ndi, may chi bao mat. Tuy thudc vao tai
nguyén thuc té ctia hé théng, cdc may chi nay c6 thé trién khai trén cdc may chu
vt Iy dc 14p hodc méy chii do dé tan dung va ti wu tai nguyén hé théng.

¢) Viéc bao dam an toan thong tin cho may chii 1a bdo ddm an toan thong tin
cho hé diéu hanh may chi va cac timg dung, dich vu hé théng va cac thanh phan
khac lién quan. Do d6, sau khi hé dieu hanh duoc cai dat thi ngudi quan tri can
thuc hién cau hinh, t6i uu, cimg héa va trién khai cac phuong dn bao dam an toan
théng tin khéc dé dap mg céc y8u ciu co ban.

d) Yéu ciu co ban dbi v6i may chi bao gdm: (1) Xéc thuc; (2) Kiém soat
truy cap; (3) Nhat ky hé théng; (4) Phong chéng x4m nhép; (5) Phong chéng phan
mém dbc hai; (6) Xir Iy may chit khi chuyén giao.
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Co quan to chirc ¢6 thé tham khao tiéu chuan quéc gia TCVN 11930:2017
dé x4c dinh cac yéu cau an toan co ban theo cip do clia hé théng QLVBDH, nhu

bang dudi day:

Bang 2. Bang tham chiéu yéu cau an toan co ban cho may chii theo
Tiéu chuan TCVN 11930:2017

STT| Xéc | Kiémsoat | Nhatky | Phong |Phongchéng | Xirly may

thuc truy cdp | hé théng | chong phan mém chu khi
xam nhap doc hai chuyén giao

€9l 5201 | 5222 | 5223 | 5224 5225

do 1

€Ol eon1| 6222 | 6223 | 6224 62.2.5

do 2

gaag 7221 | 7222 | 7223 | 7224 7225 7.2.2.6

CaPlenn1| 8222 | 8223 | 8224 8.2.2.5 822.6

do 4

gg‘f’j 0221 | 9222 | 9223 | 9224 9.2.2.5 9.2.2.6

&) Co quan, td chirc c6 thé tham khao Phu luc huéng dan thiét 1ap cap hinh
bao méit an toan cho may chu Windows va Linux.
3.4. Yéu cau bao dam an toan ing dung

a) Ung dung phuc vu hoat dong ctia hé théng QLVBDH bao gbm cac tmg
dung thanh phin khéc nhau bao gém: Ung dung may chi web (IIS, Apache,
Nginx, Tomcat...), Hé quan tri co s¢ dir lifu (MSSQL, MySQL, Oracle,...) va
cac ing dung nghiép vu cu thé dugc trién khai trén cac nén tang khac nhau nhu
ASP, PHP, JSP...

Viéc bao dam an toan théng tin cho hé théng QLVBDPH thi can bao dam an
toan thong tin cho cac thanh phan phuc vu hoat dong cua céc hé théng nay.

b) Yéu cdu co ban déi véi tmg dung bao gom: (1) Xac thuc; (2) Kiém soét
truy cap; (3) Nhat ky hé thdng; (4) Bao mat thong tin lién lac; (5) Chéng chéi bo;
(6) An toan g dung va ma nguon.

Co quan tb chirc c6 thé tham khao tiéu chudn quéc gia TCVN 11930:2017
dé x4c dinh c4c yéu cdu an toan co ban theo cip dd ctia hé théng QLVBPH, nhu
bang dudi day:
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Bdng 3. Bang tham chiéu yéu cau an toan co ban cho ting dung theo
Tiéu chuan TCVN 11930:2017

STT| Xéic |Kiémsoat| Nhitky | Baomat | Chéng | Antoanimg

thuc | truycdp | héthéng | théngtin | chéibé | dung vama
lién lac ngudn

Cap| 5031 | s232 | 5233

do 1l

Cép

Pl 6231 | 6232 | 6233 6.2.3.4

do 2

Cap | o031 | 7232 | 7233 | 7234 | 7235 7.2.3.6

do 3

Cap | 231 | 8232 | 8233 | 8234 | 8235 8.23.6

do 4

;?; 9231 | 9232 | 9233 | 9234 | 9235 9.2.3.6

3.5. Yéu cAu bio dim an toan dir lidu

a) Dir liéu can dugce bao vé bao gdm 02 nhém dir lidu: (1) Nhom dit lidu cta
hé thong va (2) Dir liéu nghiép vu.

Nhém dir liéu hé théng 1 nhimng dir liéu phuc vu hoat dong clia hé thong
hodc duoc tao ra trong qua trinh quan ly van hanh nhu: tép tin cAu hinh hé théng,
anh hé diéu hanh, nhat ky hé thong. ..

Nhém dir liéu nghiép vu 1a nhitng dir li€u cua co quan, td chirc tao ra nhu:
thong tin riéng, théng tin ca nhan va c6 thé bao gbm thong tin bi mat nha nude.

b) D& béo dam an toan dif lifu cho hé théng QLVBDH, hé thong luu trit tap
trung cAn dugc trién khai dé quan 1y va luu trit tap trung cac dir liéu hé thong va
dir liéu nghiép vu.

¢) Céc may chi can dugc trién khai trén nén tang 40 hoéa dé thuan tién trong
viéc sao luu, du phong va khéi phuc sau sur cd.

d) Yéu cdu co ban dbi véi dit lidu bao gdm: (1) Nguyén ven dit liéu; (2) Bao
mat dir liéu; (3) Sao luu du phong.

Co quan td chirc ¢6 thé tham khao tiéu chudn quéc gia TCVN 11930:2017
dé xéac dinh cac yéu céu an toan co ban theo cép do cua hé théng QLVBDH, nhu
bang dudi day:
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Bang 4. Bang tham chiéu yéu cdu an toan co ban cho dit liéu theo
Tiéu chuan TCVN 11930:2017

STT Nguyén ven dit liéu | Bao mat dir liu Sao Iuu dy phong
Cép do 1 5.2.4.1
Cép d6 2 6.2.4.1 6.2.4.2
Céap d6 3 7.2.4.1 7242 7.2.4.3
Cép d6 4 8.2.4.1 8.2.4.2 8.2.4.3
Cép do 5 9.2.4.1 9.2.4.2 9.2.4.3
Chuong IV

HUONG DAN DAM BAO AN TOAN THONG TIN CHO
HE THONG QUAN LY VAN BAN VA PIEU HANH

4.1. Trach nhiém bio ddm an toan thong tin cho hé théng QLVBDH

a) Chu quan hé théng thong tin, don vi van hanh c6 trach nhiém: (1) Trach
nhiém d6i véi nhitng su ¢ mét an toan thong tin ddi v6i hé théng théng tin thude
pham vi quan 1y néi chung va hé théng QLVBDH néi riéng; (2) Trach nhiém déi
véi cac su cb méat an toan théng tin xay ra xuat phat tir hé thong ctia minh téi cac
hé théng théng tin cta co quan, t chirc khéc; (3) Trach nhiém phdi hop véi co
quan, t6 chirc c6 thim quyén trong cong tic bdo dam an toan thong tin cho hé
thng thong tin thudc pham vi quan ly néi chung va hé théng QLVBDH ndi riéng.

b) Trach nhiém cu thé cia chil quan hé théng thong tin lién quan dén cong
tac bao dam an toan thong tin duoc quy dinh theo quy dinh tai Piéu 20 Nghi dinh
s6 85/2016/ND-CP.

¢) Trach nhiém cu thé ctia don vi vin hanh lién quan dén cong tac bao dam
an toan thong tin dugc quy dinh tai Didu 22 Nghi dinh s6 85/2016/ND-CP.

4.2. Phuwong an trién khai bio dim an toan théng tin cho hé thong QLVBDH

a) Chu quan hé théng thong tin thanh 18p hodc chi dinh don vi chuyén trach
vé an toan théng tin mang dé 1am cdng tac tham mu, t6 chic thuc thi, don déc,
kiém tra, xir 1y khéc phuc su cd, giam sat cong tdc bio ddm an toan, an ninh mang
theo quy dinh cua phap luat.

b) Mdi hé théng thong tin can chi dinh bo phéan thuc thi nhiém vu giam sat,
ung cuu su ¢b an toan théng tin mang, bao vé hé thong thong tin theo céc phuong
an sau: Tu thuc hién giam sat, ing ciu su ¢b an toan thong tin mang, bao vé hé
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théng théng tin thudc quyén quan 1y hozc lwa chon t6 chitc, doanh nghiép c6 di
ning luc dé thyuc hién.

¢) M&i hé thong théng tin can chi dinh bd phén thuc thi nhiém vu kiém tra,
danh gia an toan thong tin mang theo céc phuong an sau: Lya chon t6 chirc, doanh
nghiép doc lap véi t6 chirc, doanh nghiép gidm sat, bao vé dé dinh ky kiém tra,
danh gia an toan théng tin mang déi voi hé thong thong tin thude quyén quan ly
hodic dot xuét khi c6 yéu ciu theo quy dinh ctia phap luét.

d) Co quan, t6 chirc c6 thé cin cir vao quy dinh lién quan tai Thong tu s6
121/2018/TT-BTC ngay 12/12/2018 cta Bo Tai chinh quy dinh vé lap du toan,
quén 1y, str dung va quyét todn kinh phi dé thuc hién cong tac tmg ctru su ¢d, bao
dam an toan théng tin mang dé ¢6 so ctt lap du toan trién khai cac phuong 4n bao
dam an toan théng tin cho hé thong QLVBDH.

4.3. Trién khai giAm sat an toan thong tin

Viéc trién khai gidm st an toan thong tin nham bao dam tinh kha dung cta
hé thdng va kha ning phét hién sém nguy co mét an toan thoéng tin c6 thé xay ra
déi véi hé théng. Co quan, td chirc ¢ thé trién khai gidm st an toan thong tin
theo hudng din sau:

a) Thuc hién phwong 4n gidm sat: (1) Giam sat hoat dong ciia hé thong dé c6
duoc thong tin trang thai hoat dong cua hé théng v& hidu ning, trang thai
tang/giam (Up/Down), bing thong két ndi; (2) Giam sat an toan théng tin dé phat
hién va canh bdo sém tAn cong mang va cac nguy co mat an toan thong tin.

b) Xéc dinh d6i tuong giam sat: La céc thiét bi mang, luu lugng mang, may
chi, tng dung, dich vu c6é trong hé théng. Dbi vdi hé théng QLVBDH thi doi
tuong gidm sét t6i thidu bao gom: (1) M4y chii dai dién, may chu tng dung web,
may chu co s¢ dir liéu, bd két nbi, may chui bao mét; (2) Cac thiét bi mang, thiét
bi bao mat truc tiép phuc vu hoat dong ctia hé théng QLVBDH.

¢) Xay dung céac quy dinh, quy trinh quéan ly hoat dong giam sat, bao gom:
Quaén ly van hanh hoat dong binh thuong cia hé thong giam sat; Ddi twong gidm
sat bao gdm; K&t ndi va giri nhat ky hé thong; Truy cap va quan tri hé thong gidm
sat; Loai thong tin can dugc giam sat; Luu trir va bao v¢ thong tin giam sét; Theo
d&i, gidm sat va canh bo su cd; B6 tri ngudn luc va t6 chirc giam sat.

d) Co quan, td chirc tham khao vin ban “Huéng dan trién khai hoat dong
gidm sat an toan thong tin trong co quan, t6 chirc nha nude “ do B6 Thong tin va
Truyén thong cong bb dé c6 phuong an trién khai giam sét an toan toan thong tin
tong thé.
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4.4. Kiém tra, danh gia an toan théng tin

Viéc kiém tra danh gi4 an toan thong tin nham ra soat, kiém tra cac nguy co
mat an toan thong tin thong qua viéc khai thac diém yéu, 16 héng bao mat trén hé
théng. Co quan, t6 chirc ¢6 thé trién khai kiém tra, danh gid an toan thong tin theo
hudng dan sau:

a) Xac dinh dbi tuong dugc kiém tra, danh gia an toan thong tin tdi thiéu bao
gbém: (1) Ha ting mang, (2) Hé théng may chu, (3) Ung dung dich vu, (4) Hé
théng co s& dir liéu.

b) Hé théng QLVBDH can thuc hién kiém tra dénh gia téi thiéu cac doi
tuong sau: May chu dai dién, may chu Uimg dung web, may chu co s& dir li¢u, bo
két ndi, may chii bao mat; Cac thiét bi mang, thiét bi bao mat truc tiép phuc vu
hoat dong ctia hé théng QL VBDH.

¢) Néi dung kiém tra, danh gi4 an toan théng tin bao gém: Pdi vé6i ha tang
mang cAn kiém tra viéc thiét ké hé thng, thiét 1ap cu hinh trén cac thiét bi va c6
diém y8u an toan théng tin trén céc thiét bi mang hay khéng. D6i véi may chu can
kiém tra viéc thiét 1ap cAu hinh bao mat va cac diém yéu an toan théng tin trén hé
diéu hanh may chii va céc dich vu hé théng chay ciing hé diéu hanh. Péi véi tng
dung cin kiém tra viéc thiét 1ap cAu hinh bao mét va cdc diém yéu an toan théng
tin cho tmg dung va hé thong co sé dit lidu.

d) Hé théng QLVBDH cép d6 3 trd 1én thi céc thanh phéan ciia hé thong yéu
ciu thuc hién kiém tra danh gia an toan thong tin trudc khi dua vao sir dung, cac
hé théng & cip d6 khac khuyén nghi thuc hién dé ting cudng bao dam an toan
thong tin. Hoat dong kiém tra, dnh gia phai duoc thuc hién thudng xuyén, dinh
ky theo quy dinh cua phap luét.

d) Co quan, t6 chirc tham khao vin ban “Hudng dan trién khai hoat dong
kiém tra, danh gia an toan thong tin trong co quan, t6 chirc nha nudc “ do Bo
Théng tin va Truyén thong cong bé dé ¢6 phuong én kiém tra, danh gia an toan
toan thong tin tong thé.

4.5. Xay dung phuwong an ung ciru su ¢6 an toan thong tin mang

Viéc x4y dung phuong an tng ciru sy ¢ an toan théng tin mang gitip co
quan, tb chirc chii ddng hon trong viée xir Iy su ¢6 va khoi phuc hé thong sau su
¢b. Co quan, t6 chirc ¢6 thé trién khai phuong 4n tng ctru sur ¢b an toan thong tin
mang theo huéng dan sau:

a) Xay dung phuong an quan 1y sur ¢6 an toan thong tin c6 thé xay ra d6i véi
hé théng QLVBDH, t6i thiéu bao gdm céc ndi dung: Pua ra chinh sach/quy trinh
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thyc hién quéan 1y su ¢b an toan thong tin cia t6 chirc, bao gdm: Phan nhém su cb
an toan thong tin; Phuong 4n tiép nhan, phat hién, phan loai va xir 1y thong tin;
K& hoach tng phé sur ¢6 an toan thong tin; Giam sét, phat hién va canh bao sy cb
an toan thong tin; Quy trinh Ung cltru su c6 an toan thoéng tin thong thuong; Quy
trinh ¥mg ctru su ¢d an toan thong tin nghiém trong; Co ché phdi hop trong viéc
xu ly, khéc phuc su c¢b an toan thong tin; Dién tap phuong an xtr ly su cb an toan
thong tin.

b) Thyc hién phan nhém su ¢ an toan théng tin mang; X4y dung hé théng
phuong 4n tmg ctru khan cip bao dam an toan thong tin mang qubc gia; va thuc
hién céc trdch nhiém lién quan duge quy dinh tai Quyét dinh sé 05/2017/ND-CP
ngdy 16/3/2017 quy dinh vé hé théng phuong 4n (g ctru khan cép bao dam an
toan théng tin mang qubc gia.

¢) Pinh ky hang nim té chic dién tip biao dam an toan thong tin va thuc
hanh phuong 4n xtr Iy su c6 an toan théng tin cé thé xay ra dbi véi hé thong
QLVBDH.
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PHU LUC:
HUONG DAN CAU HINH BAO MAT CHO MAY CHU

Huéng dan cdu hinh bao mét cho may chii dudi dy mang tinh chat tham khéo.
Cac gia tri dugc thiét 14p trong hudng din nay duoc thay dbi cho phu hop véi yéu

cau

clia timg hé thong cu thé.

Viéc thuc hién cAu hinh béao mét cho méay chii can thuc hién truée khi dua may
chi vao sir dung. Khong thuc hién cu hinh may chi khi may chi dang cung cap
dich vu dé khong anh hudng dén viée cung cép dich vu clia may chu.

Viéce thue hién c4u hinh bao mat cho may chi nhu huéng din dusi day.

1. Hwéng dén thiét 1ap cip hinh bao mit an toan cho may chii Windows

L.

Hardening Window Server

1.1.1. Partitioning

Partion | Kich thwée khuyén nghi| Dinh dang Luuy
C:\ 100GB NTFS Chira hé diéu hanh:
Profiles va cac ung
dung cai dat |
D:\ Kich ¢& con lai ciia 6 dia |NTFS Chira dir liéu Umg

dung, dir liéu khac

1.1.2. Vé hiéu héa céc share khéng can thiét

Céc thu muc share hé thong va share phuc vu muc dich quan tri yéu cau share
4n (C6 du $ ding sau tén thu muc share).

Sir dung Command line : Net share dé hién thi c4c thu muc chia sé trén méy chu.

Danh muc chia sé dgc 1ap d6i véi méay chi déc 1ap (Standalone) sau:
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icrosoft Windows [Uersion (E1E]
opyright {(c> 2689 Microsoft Cnrpora‘tlnn. fill rights reserved.

\Users\fdministratordnet vieuw

NUsers\Administrator>net share

hare name Rescurce Remark

CiN Default share
Remote IPC

PCS ;
ADMINS G:\Uindous Remote fdmin

iThe command completed successfully.

“Administrator?

Danh muc céc thu muc chia se d6i véi may chi Domain (Domain Controller)

crosoft Copporation. ALl rights reserved.

NUsers \fAdninistrator>net share

hare name Resource Remark

Default share

C:\Windowus te Adnin
C:\Windows\E¥S8UOLNsysvo l\q SCRIPTS
ogon server share

C:sUindows\S¥SU0LNsysvol Logon sewrvewr share
he command completed successfully.

CinUsers\fdrinistrater?,

1.2. Ciu hinh mang
1.2.1. Béi véi may chii Domain Controller va mdy chii chia sé file
Chi cho phép cac tinh nang;:

e C(Client for Microsoft Networks;
e File and Printer Sharing of Microsoft Networks;

e Internet Protocol Version 4 (TCP/IP).

21




.,‘_,.
-

48| File and Printer Sharing for Microsoft Networks
[ 4. intemet Protocol Version 6 {(TCP/APvE)

-a. Intemet Protocol Version 4 (TCP/1Pv4)
[ s L:ﬂ(%.ayerTopology ﬂmwﬂww Driver

1.2.2. Péi vm may chu Standalone
Trong phan cau hmh Networklng bo Internet Protocol Versmn 6 (TCP/IP).

. hmd Protocol Version 6 (TCP/IPvE)

«b. Irtemet Protocol Version 4 {TCP/1Pv4)
«&. Link-Layer Topology Discovery Mapper 1/0O Driver
it Link-Layer Topology Discovery Responder

1.3. X6a bé cdc role khéng can thiét
May chu chay dich vu gi thi cai Role dich vu d6, khong cai thira — Roles
chuén ctia may chu la:
Khong ¢6 roles nao dwoe kich hoat
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Str dung hdp thoai Run go [énh : servermanager.msc.
Sau d6 chon Roles dé xem danh sach cac role da duoc cai dat.

Server Manage

HEE®EH

1.4. Xéa bé cdc Features khong cin thiét

May chii can Features gi thi chi cai dit Features d6 khong cai thira — Features
chudn cia may chu 1a:
Khong c6 Features nao dugc kich hoat

Features

view the status of features installed on this server and add or remove features.

HEHEHEBE

|
!

I@ Features: 0 of 42installed I

1.5. Chinh sdch tai khodan va mit khau

1.5.1. Céu hinh chinh sdch mat khau:

D6i v6i may chi Standalone cau hinh & “ Local Policy” véi méay chu Domain
céu hinh & “ Domain Security Policy” .

Dé truy cép Local Policy str dung 1énh : secpol.msc.

R6i thay d6i cac thong tin.
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= ﬁ Application Control Polides

@ @ 1P Seaurity Polides on Local Computer

Advanced Audit Policy Configuration

Dé truy cap Domain Security Policy sir dung 1énh: gpme.mse.
Sau d6 chon Default Domain Policy —> Chon Tab Settings dé view setting.

i Group Polcy Management
E 34} Domains

=] ﬁ&wﬂi\ﬂ

& g Domain Confrollers
[ 55 Group Poicy Obijects
WM Filters

[ i3 Starter GPOs

Sies

i, Group Policy Results :
24 pasawords remenbersd

Sau do Click chﬁét phai vao Default Domain policy chon Edit
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& {5 Software Settings
£ i Windows Settings
& [Z] Name Resohution Policy
= Saipts (Startup/Shutdown)

=]

@ 74 File System b
& fn’ Wired Network (IEEE 802.3} Pol |
{1 Windows Firewall with Advancec
£ Network List Manager Polides ||

Thiét 14p cac tham s6 theo chinh sach an toan théng tin

Enforce password history 4 password remembered
Maximum password age 90 days

Minimum password age 0 days

Minimum password length 8 characters

Password must meet complexity | Enabled
requirements

Store passwords using reversible | Disabled
encryption

1.5.2. Cdu hinh chinh sdch tai khodn

Doi v6i may chu standalone cau hinh 6 “ Local Policy” v&i may chi Domain
cau hinh ¢ “ Domain Security Policy”
Doi vii Local Policy ciing st dung Iénh : secpol.mse
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@ [] Appiication Control Policies
m & IP Seanity Polides on Local Computer
B (7 Advanced Audit Policy Configuration

D& truy cap Domain Security Policy sit dung 1énh: gpme.msc
Sau d6 chon Default Domain Policy -> Chon Tab Settings dé view setting

B ) Forest: brgoverm
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Account lockout duration

30 minutes

Account lockout threshold

6 invalid logon attempts

Reset account lockout counter after

30 minutes

1.6. Chinh sdich kiém sodt (Audit policy)

Dung hop thoai Run g6 1énh : secpol.msc

. Local Security Policy

T Network List Manager Polides

Application Control Polices
IP Security Polidies on Local Computer
Advanced Audit Policy Configuration

HEEHEBE

Audit account logon events

mﬁm“rmnmmmm 51 Audit poiicy d

Bubdc | 50 Auit priviiege use
Soft K?:ﬁul.s. Poiic Eahxitpmmtadmg
[52] Audit system events

Success, Failure

Audit account management

Success, Failure

Audit directory service access

Success, Failure

Audit logon events

Success, Failure

Audit object access

Success, Failure

Audit policy change

Success, Failure

Audit privilege use

Success, Failure

Audit process tracking

Success, Failure

Audit system events

Success, Failure

1.7. Disable hodc xéa cdc tai khoin khéong can thiét

Doi voi may chi Standalone thi thue hién véi tai khoan Local st dung 1énh :

lusrmgr.msc
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[Local Users and Grou

S Built-in account for administering the...
#5 Guest Built-in account for guest access to t...

Built-in account for admini
Security Group ... Members in this group can...
Security Group ... Members of this group are...
Security Group ... Members in this group can...
Security Group ... DNS Administrators Group

. Security Group ... DNS dients who are permi...
Security Group ... Designated administrators...
Security Group ...  All workstations and serve...
Security Group ... Al domain controllers in th...
Security Group ... All domain guests

Security Group ... All domain users

Security Group ... Designated administrators...
Security Group ... Members of this group are...
Security Group ... Members in this group can...
User Built-n account for guest ...
.« Security Group ... Serversin this group can ...
Security Group ... Members of this group are...
Security Group ... Designated administrators...

e Disable tai khoan Guest va tai khoan Help Assistant

e Rename tai khoan Administrator thanh “adm”

e Xoa céc tai khoan “test” trén hé thong

e Xoa cac tai khoan da nghi viéc

e Disable cac tai khoan qua 90 days khong truy cap hé thng

e Tai khoan truy cép vao hé diéu hanh phai 12 tai khoan dinh danh cta m‘E‘;i
ca nhan, khong dugc st dung chung mot tai khoan admin cua hé diéu
hanh

1.8. Thiét Idp bio mit (Security Options)
Déi véi may chi Standalone thuc hién & Local Policy

Dung 1énh: secpol.msc
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® . Local Security Policy

Enabled

Acoounts: Guest account status Disabled
£ Accounts: Limit local account use of blank passwords to console |...  Enabled
Actounts: Rename administrator account Administrator

{) Accounts: Rename quest account Guest
&4 Audit: Audt the access of global system objects Disabled
B4 Audit; Audit the use of Badup and Restore privilege Disabled

B Audit: Force audit policy subcategory settings {Windows Vista or I... NotDefined
53] Audit: Shut down system immediately if unable to log security audits Disabled

£ DCOM: Machine Access Restrictions in Searity Descriptor Definiti... Not Defined
£ DCOM: Machine Launch Restrictions in Security Descriptor Definiti... Not Defined

{2 Devices: Allow undock without having to log on Enabled
|| & Devices: Allowed to format and eject removable media Not Defined
£ Devices: Restrict CD-ROM access to locally logged-on user only Not Defined
&2 Devices: Restrict floppy access to locally logged-on user only Not Defined
|| 5] Domain controlier: Allow server operators to schedule tasks Not Defined
| 55 Domain controller: LDAP server signing requirements Not Defined

| & Domain controller: Refuse machine account password changes Not Defined
| 2 Domain member: Digitally encrypt or sign seaure channel data (al... Enabled
5 aﬁmmﬂ:ﬂ Digitally encrypt secure channel data (when pos... Enabled
| [ Domain member: Digitally sign secure channel data (when possible)  Enabled
| 5] Domain member: Disable machine account password changes Disabled
| | & Domain member: Maximum machine account password age 30 days
| @WWWWWMN&EH}M Enabled

D6i voi may chu 1a domain controller sir dung 1énh : gpme.mse

Sau do6 Click chuot phai vao Default Domain policy chon Edit

Group Policy Management Editor

Defauit Domain Controllers Policy [BKNP-DC08-0 1. BXPOWERLVN] Policy
B & Computer Configuration
8 [ Poldes
] Software Settings
[ Software instalation
B £ Windows Settings
| Efj Name Resolution Poicy
&l Saipts {Startup/Shutdouwn)
Bl g Seaxity Settings
® 55 AccountPolices
B 3} locPolides

3 AudtPoicy
5 User Rights Assignment

Seaurity Options
@ 4 Eventlog

(g Restricted Groups
# Ja System Services
k| % Registry
@ [ FleSystem

Thiét 14p céc tham sé chuan nhu sau

Not

Not Defined
. NotDefined

Not Defined

Mot Defined
E Audit: Audit the access of global system objects Not Defined
E} Augt: Audit the use of Badkup and Restore priviege Not Defined
&) Audit: Force audit policy subcategory settings (Windows Vista orl.., Not Defined
E} Audt: Shut down system immediately if unable to log security audits Not Defined
52 DCOM: Machine Access Restrictions in Security Desaiptor Defiriti... Not Defined
£ DCOM: Machine Launch Restrictions in Security Descriptor Definti... Not Defined
| Devices: Alow undock without having to log on Not Defined
£ Devices: Alowed to format and eject removable media Not Defined
Devices: Pravent users from instaliing printer drivers Not Defined

ces: Resfrict CD-ROM access to locally logged-on user only Mot Defined
2| Devices: Restrict floppy access to locally logged-on user anly Not Defined
Domain controller: Allow server operators to schedule tasks Not Defined




i

Major Security Settings

1 Network  Access: Allow Anonymous | Disabled
SID/Name Translation:

2 | Network Access: Do not allow Anonymous | Disabled
Enumeration of SAM Accounts

3 | Network Access: Do not allow Anonymous | Disabled
Enumeration of SAM Accounts and Shares

Minor Security Settings

1 | Accounts: Administrator Account Status Not Defined

2 | Accounts: Guest Account Status Disabled

4 | Accounts: Limit local account use of blank | Enabled
passwords to console logon only '

5 | Accounts: Rename Administrator Account | Non-Standard

6 | Accounts: Rename Guest Account Non-Standard

7 | Audit: Audit the access of global system | <Not Defined>
objects

8 | Audit: Audit the use of backup and restore | <Not Defined>
privilege

9 | Audit: Shut Down system immediately if | <Not Defined>
unable to log security alerts

10 | DCOM: Machine Access Restrictions in | <Not Defined>
Security Descriptor Definition Language
(SDDL) syntax

11 | DCOM: Machine Launch Restrictions in | <Not Defined>
Security Descriptor Definition Language
(SDDL) syntax

12 | Devices: Allow undock without having to log | <Not Defined>
on

13 | Devices: Allowed to format and eject | Administrator

removable media
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Attempting to Log On

14 | Devices: Prevent users from installing printer | Enabled
drivers
15 |Devices: Restrict CD-ROM Access to | Enabled
Locally Logged-On User Only
16 |Devices: Restrict Floppy Access to Locally | Enabled
Logged-On User Only
17 | Devices: Unsigned Driver Installation | Warn But Allow
Behavior installation
18 | Domain Controller: Allow Server Operators | Disabled
to Schedule Tasks
19 |Domain Controller: LDAP Server Signing | Require Signing
Requirements
20 | Domain Controller: Refuse machine account | Disabled
password changes
21 | Domain Member: Digitally Encrypt or Sign | <Not Defined>
, Secure Channel Data (Always) .
22 | Domain Member: Digitally Encrypt Secure | Enabled
Channel Data (When Possible)
23 | Domain Member: Digitally Sign Secure | Enabled
Channel Data (When Possible) ;
24 | Domain Member: Disable Machine Account | Disabled
Password Changes
25 |Domain Member: Maximum Machine | 30 Days
Account Password Age
26 | Domain Member: Require Strong (Windows | Enabled
or later) Session Key
27 | Interactive logon: Display user information | <Not Defined>
when the session is locked
28 | Interactive Logon: Do Not Display Last User | Enabled
Name
29 |Interactive Logon: Do not require | Disabled
CTRL+ALT+DEL
30 |Interactive Logon: Message Text for Users | ¥ xacdonacicdrddofkiohk ok

***Welcome to OurServer
s sk sk ok ok sk sk ok sk sk sk sk sk sk sk ok osk sk ok

EE
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NOTICE TO USERS
WARNING! The use of
this system is restricted to
authorized
unauthorized access is
forbidden and will be
prosecuted by law. All

users,

information and
communications on this
system are subject to

review, monitoring and
recording at any time,
without

permission. Users should

notice or

have no expectation of
privacy.

sk 3k sk o ok 3k ok ok ok ok ok ok sk ok ke skok skesk ok

communications (if server agrees)

3k

31 | Interactive Logon: Message Title for Users | Welcome
Attempting to Log On

32 |Interactive Logon: Number of Previous | <Not Defined>
Logons to Cache

33 | Interactive Logon: Prompt User to Change | 14
Password Before Expiration

34 |Interactive Logon: Require Domain | Enabled
Controller  authentication to  unlock
workstation

35 | Interactive Logon: Require Smart Card <Not Defined>

36 |Interactive Logon: Smart Card Removal | Lock Workstation
Behavior

37 | Microsoft Network Client: Digitally sign | <Not Defined>
communications (always)

38 | Microsoft Network Client: Digitally sign | Enable
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Microsoft Network Client: Send
Unencrypted Password to Connect to Third-
Part SMB Server

Disable

40

Microsoft Network Server: Amount of Idle
Time Required Before Disconnecting

Session

15 Minutes

41

Microsoft Network Server: Digitally sign
communications (always)

<Not Defined>

42

Microsoft Network Server: Digitally sign
communications (if client agrees)

Enable

43

Microsoft Network Server: Disconnect

clients when logon hours expire

Enable

44

Network Allow
SID/Name translation

acCess: anonymous

Disabled

45

Network access: Do not allow anonymous
enumeration of SAM accounts

Enabled

46

Network access: Do not allow anonymous
enumeration of SAM accounts and shares

Enabled

47

Network Access: Do not allow storage of
credentials or .NET passports for network
authentication

Enabled

48

Network Access: Let Everyone permissions
apply to anonymous users

Enabled

49

Network Access: Named pipes that can be
accessed anonymously

<None>

50

Network Access: Remotely accessible

registry paths

System\CurrentControlSet\
Control\ProductOptions,
System\CurrentControlSet\
Control\Server
Applications,
Software\Microsoft\Windo
wsNT\CurrentVersion

51

Network Access: Remotely accessible

registry paths and subpaths

Software\Microsoft\Windo
ws
NT\CurrentVersion\Print,
Software\Microsoft\Windo
WS
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NT\CurrentVersion\Windo
ws,
System\CurrentControlSet\
Control\Print\Printers :
System\CurrentControlSet\
Services\Eventlog,
Software\Microsoft\OLAP
Server ;
System\CurrentControlSet\
Control\ContentIndex,
System\CurrentControlSet\
Control\Terminal Server,
System\CurrentControlSet\
Control\Terminal
Server\UserConfig,
System\CurrentControlSet\
Control\

Terminal Server\
DefaultUserConfiguration,
Software\Microsoft\Windo
ws
NT\CurrentVersion\Perflib

]

System\CurrentControlSet\

Services\SysmonlLog
52 | Network Access: Restrict anonymous access | Enabled
to Named Pipes and Shares
53 | Network Access: Shares that can be accessed | <None>
anonymously
54 | Network Access: Sharing and security model | Classic
for local accounts
55 | Network Security: Do not store LAN | Eanbled
Manager password hash Rule on next
password change
56 | Network Security: Force logoff when logon | <Not Defined>

hours expire
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57 |Network  Security: = LAN  Manager | Send NTLMv2, refuse LM
Authentication Level
58 | Network Security: LDAP client signing | Negotiate  Signing or

requirements

Require Signing

59 | Network Security: Minimum session security | Require Message Integrity,
for NTLM SSP based (including secure RPC) | Message Confidentiality,
clients NTLMv2 Session Security,

128-bit Encryption

60 | Network Security: Minimum session security | Require Message Integrity,
for NTLM SSP based (including secure RPC) | Message Confidentiality,
servers NTLMyv?2 Session Security,

128-bit Encryption

61 |Recovery Console: Allow Automatic | Disabled
Administrative Logon _

62 | Recovery Console: Allow Floppy Copy and | Disabled
Access to All Drives and All Folders

63 | Shutdown: Allow System to be Shut Down | Disabled

- Without Having to Log On .

64 | Shutdown: Clear Virtual Memory Pagefile | Enabled

65 | System cryptography: Force strong key | User must enter a password
protection for user keys stored on the | each time they use a key
computer

66 | System Cryptography: Use FIPS compliant | <Not Defined>
algorithms for encryption, hashing, and
signing

67 | System objects: Default owner for objects | Object Creator
created by members of the Administrators
group

68 | System objects: Require case insensitivity for | <Not Defined>
non-Windows subsystems

69 |System  objects:  Strengthen  default | Enabled
permissions of internal system objects

70 | System settings: Optional subsystems <None>
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71 | System settings: Use Certificate Rules on | <Not Defined>
Windows  Executables for  Software
Restriction Policies

71 | System settings: Use Certificate Rules on | <Not Defined>
Windows  Executables for  Software
Restriction Policies

71 | System settings: Use Certificate Rules on | <Not Defined>
Windows  Executables for  Software
Restriction Policies

71 | MSS: (AFD DynamicBacklogGrowthDelta)
Number of connections to create when
additional connections are necessary for

Winsock applications

1.9. Gdn quy@n User (User Rights Assignment)

Déi véi may chu Standalone thuc hién & Local Policy .
Dung lénh: secpol.msc.

Il| ] allow log on through Remote Desktop Services Administrators
Publi Polides i
g % Soﬂjraﬁykestricﬁmmiaes | 58 Back up files and drectories Administrators,Server Op...
@ (] Application Control Polides | 2 Bypass traverse checking Everyone,Authenticated ...
& {8, 1P Secuity Polices on Local Computer | 5 Change the system time LOCAL SERVICE, Administr...
T Advanced Audit Polcy Configuration || 4 Change the time zone LOCAL SERVICE  Administr...
|| i create a pagefie Administrators
Hiewe o s S

Dbi v&i may chi 1a domain controller sir dung 1énh : gpme.msc

Sau do6 Click chudt phai vao Default Domain policy chon Edit
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 Default Domain Controlers Poicy [BKNP-DCOS-01BXNPOWER. V4] Polcy

Thiét 1ap véi cac tham s6 chuan nhu sau

) % Computer Configration {1 Access Credential Manager as a trusted caler
& X Polides Access tis computer Fom the nebiork
51 1 Software Setrgs Actaspartof the cperaing ssten
BQ:I::?M Add workstatons b conin
Egmmmnpciq :zmwfwam
s Sabts StatiSutionr) 12 ow g onHrough Remote Deskiop Servies
& Bm ool e
8 5 LocPodes b hpess kaverse hecing
3 Autroky {& Change te system tine
A [ Change ihe tine zone
% (reate apagefie
B § Eventlog & Createatoken ect
4 Resticd Goups reste e obecs
24 System Services Create permanent shared objects
B {4 Regstry £ reate symboic inks
[ _g Fle System - Debug rograms
B 1 Wred Network (IFEE 802.3) Pedces £ Deny access to this computer from the retwork
= ek sy S——

. - ?

Everyone, Administrators, Authenti..,
Not Defined

Authenticated Users

LOCAL SERVICE METVIORK SERVL...
Administrators Backup Operators, ...
Not Defined

Administrators,Badkup Operators, ..
Everyone,LOCAL SERVICE NETW...

LOCAL SERVICE, Adménistrators, Se. ..
Mot Defined

Administrators

Not Defined

Not Defined

Not Defined

Not Defined

Administrators

Not Defined

Mot Defined

1 | Access this computer from the network Aimstrators,
Authenticated Users,
ENTERPRISE  DOMAIN
CONTROLLERS

2 | Act as part of the operating system <None>

3 | Add workstations to domain <Not Defined>

4 | Adjust memory quotas for a process NETWORK SERVICE,
LOCAL SERVICE,
Administrators

Log on locally Administrators,

5 Authenticated Users

6 | Allow logon through terminal services | Administrators

7 | Back up files and directories <Not Defined>

8 | Bypass traverse checking <Not Defined>

9 | Change the system time Administrators

10 | Create a pagefile Administrators

11 | Create a token object <None>

12 | Create a global object <Not Defined>

13 | Create permanent shared objects <None>
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14 | Debug Programs <None>

15 | Deny access to this computer from the | ANONOYMOUS LOGON,
network Guests

16 | Deny logon as a batch job <Not Defined>

17 | Deny logon as a service <Not Defined>

18 | Deny logon locally <Not Defined>

19 | Deny logon through Terminal Service <Not Defined>

20 | Enable computer and user accounts to be | <None>
trusted for delegation

21 | Force shutdown from a remote system Administrators
Generate security audits Local Service, Network

22 Service

23 | Impersonate a client after authentication | SERVICE

24 | Increase scheduling priority Administrators

25 | Load and unload device drivers Administrators

126 | Lock pages in memory Administrators

27 | Log on as a batch job <None>

28 | Log on as a service <Not Defined>

29 | Manage auditing and security log Administrators

30 | Modify firmware environment values Administrators

31 | Perform volume maintenance tasks Administrators

32 | Profile single process Administrators

33 | Profile system performance Administrators

34 | Remove computer from docking station | Administrators

35 | Replace a process level token NETWORK SERVICE,

LOCAL SERVICE

36 | Restore files and directories Administrators
Shut down the system Administrators,

37 Authenticated Users

38 | Synchronize directory service data <None>

39 | Take ownership of file or other objects | Administrators

1.10. Ciiu hinh kiém sodt (Configure Auditing)

Cau hinh kiém soat va log lai cac su kién sau:

« Kiém soat su kién Account logon

« Kiém soat quan 1y Account
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« Kiém soat truy cép dich vu thu muc
« Kiém soat sur kién Logon

« Kiém soé4t truy cép d6i tuong

« Kiém soat thay dbi chinh sach

« Kiém soat sir dung dic quyén

- Kiém soat giam st tién trinh

» Kiém soat su kién hé thdng

Ciu hinh:

D6i voi may chi Standalone thuc hién & Local Policy, d6i véi may chi
Domain thue hién & Domain security Policy

Thiét 1ap cic tham s6 theo chuén:

Audit account logon events Success, Failure
Audit account management Success, Failure
Audit directory service access Success, Failure
Audit logon events Success, Failure
Audit object access Success, Failure
Audit policy change Success, Failure
Audit privilege use Success, Failure
Audit process tracking Success, Failure
Audit system events Success, Failure

1.11. Thiét Idp Log sw kién (Event Log Setting)

Dbi véi may chi Standalone thuc hién & Local Policy diing 1énh : secpol.mse
Truy cép theo dudng din Computer Configuration -> Administrative
Templates -> Windows Components -> Event Log Service
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Local Group Policy Editor

15] Local Computer Policy ; Event Log Service
[ §% Computer Configuration

Select an item to view its description.

3 ] Administrative Templates
@ [F] Control Panel

Active Directory Federation Services
ActiveX Installer Service
~| Application Compatibifity

Dbi voi may chi 12 domain controller sir dung 1énh : gpme.msc
Sau d6 Click chudt phai vao Default Domain policy chon Edit

&2 Prevent local quests group from accessing application log
[ Prevent local quests group fiom accessing seaxity log Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

1 System Services

8l 1§ Regitry

5] @Hesﬁm

& g’ Wired Network (EEE 802.3) Polices

Thiét 14p tham s6 theo bang sau.
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Maximum Event Log Size 16 MB
Restrict Guest Access Enabled

Log Retention Method <Not Defined>
Log Retention <Not Defined>

G e oy T
Restrict Guest Access Enabled
Log Retention Method <Not Defined>
Log Retention <Not Defined>

| Maximum Event Log Size 16 MB -
Restrict Guest Access Enabled
Log Retention Method <Not Defined>
Log Retention <Not Defined>

1.12. Thiét ldp gio hé thong

V&i may chu vat 1y doc 1ap cai dat phan mém NetTime, thiét 1ap gio hé thong
thiét 1ap cap nhat tir may cht Time tap trung cia té chirc néu ¢6 hodc chon 1 server
c6 dd tin cdy cao 2.vn.pool.ntp.org (mdy Ao thi cai vimware tool dé cép nhat gio
theo may chu vat 1y)

Download http://www.timesynctool.com/
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1.13. Disable Remote Registry

Céu hinh khong cho phép truy cap Registry qua mang :

Kiém tra xem Firewall cia HT c6 bat hay khong cé thé ding lénh
firewall.cpl hodc ‘

Start --> Control Panel --> Windows firewall --> ON

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malidous software from ga'ng access to your computer through the
Internet or a network.

How does a firewall help protect my computer?

What are network locations?

. @ Home or work {private) networks Not Connected
l @ Public networks Connected
Networks in public places such as airports or coffee shops
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the list of
allowed programs
Active public networks: P Unidentified network
Motification state: Do not notify me when Windows Firewall blocks a new
program

Gi6i han quyén truy cip registry tir xa:
Start --> RUN --> regedit --> Chon téi:

HKEY LOCAL_MACHINE\System\CurrentControlSet\Control\SecureP
ipeServers\
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Chon "winreg" --> Click chudt phai

--> "Permissions"

chon user

root(administrator) quyén “Full” con lai bo hét quyén di --> OK and exit.

1.14. Céu hinh Window Firewall

Yéu cau ludn phai bat dé kiém tra traffic in

1.15. Cai dit phan mém Antivirus

e Cai dat phan mém Antivirus

e Lap lich Update dinh nghia virus hang ngay

e Thiét 1ap & ché do tu dong phat hién va bao vé

e Lap lich quét hang ngay

1.16. Service Packs Hot fixes va hé thong

Yéu cau cai dit cac goi cap nhat:

e Cai dit Service Pack m&i nhét

. e Cai dit Critical va Important Hotfixes m&i nhét

2. Hwéng dan thiét 1ap cip hinh bio mét an toan cho may chii Linux

2.1. Hardening Linux Centos

2.1.1. Téi wu partitioning va mounting

Str dung ban cai Centos-6.5-minimal 64bit

a. Tbi uu Partitioning

Volume name Kich thwoe khuyén nghi| Luuy
Partition thong thuong
/boot 500MB Chtta  Image  boot,)
Primary, RAIDI (néu c6)
LVM partion Toan bd kich thudc dia
con lai
LVM Volgroup
/ 50GB Khoéng can tao 16n vi chi

chira chuong trinh va cac
thu muc hé thong
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/home 50GB Khéng chira dit lidu ciia hé
thdng, chi luu dit liéu user. |
Khéng tao néu 13 may ao
guest.
swap 2x kich thuéc RAM, Khong tao swap lon qua
nhung: kich thude Max
- max 2GB v6i may vat ly
- max 1GB véi may ao.
/tmp 10GB
fvar B | Toan boé dung luong dia
con lai

~ Please Select A Device
: i H H i i
|uieainen DO éfﬁnjmwmi o VP PO e
v VM Volume Groups ' .
~ VolGroup 204286
LogVol0a 90632 pvar extd e
LogVvol0l 51200 /home exts v
LogVol00 51200 / extdq v
LogVolD3 10248 fmp extd 4
: LogVol02 1024 swap v
. = Hard Drives
¥ sda fpewiuda)
sdal 500 /boot extd v
sda2 204293 VolGroup physical volume (LVM)
Create | |

[4'53"‘ | [nex]
b. Tbi uu Mounting Point

e noexec: khong cho phép thuc thi truc tiép ma thue thi & mount point dugc
set option (Options nay khong ngan can scripts dang chay).

e Nodev: thiét 14p option nay & moi mount point trir “/” va c4c Partitions
duoc chroot (nodev option cAm sir dung device files trén file hé théng)
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e Nosetuid: thiét 1ap & moi mount point trir “/” (nosuid s& cam setuid bit 6

hiéu luc)

2.2. Téi wu ciu hinh mang
Truong hop hé thong khong st dung IPv6 thi tat dich vu ndy trén méy chi.
a. Disable IPv6
e Tao file /etc/modprobe.d/ipv6.conf thém vao dong:
o install ipv6 /bin/true
e Thay doi: /etc/sysconfig/network thém dong:

o NETWORKING_IPV6=no
o IPV6INIT=no

Kiém tra sau khi reboot: ifconfig | grep inet6 hodc Ismod | grep ipv6
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b. Disable Zeroconf

Sira: /etc/sysconfig/metwork thém vao cubi file dong: NOZEROCONF=yes
Kiém tra xem ¢6 g6i “avahi” trong hé thong st dung 1énh

- rpm—qa avahi
Néu hé thong c6 ton tai goi nay thi Remove géi

- yum remove avahi-autoipd avahi-libs avahi
c. Toi thiéu hoa cac services(daemons) khong céan thiét

G6 Lénh : chkconfig --list dé kiém tra danh sach service va trang thai
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Runlevel-1: ché d chay don nguoi ding (single-user mode).
Runlevel-2: ché d6 chay da nguoi ding (multi-user mode).

Runlevel-3: ché do da nguoi nguoi, hé trg mang (multi-user and
networking mode).
Runlevel-5: X11 (runlevel 3 + X Windows System).
Thong thuong, cac dich vu chay ¢ ché d6 do hoa (dua trén X-Server nhu
startx) thi runlevel & mirc 5 va cac dich vu khong chay & ché d6 dd hoa thi
runlevel & mic 3. Binh thudng, khdng c6 dich vu nao chay & runlevel 1.
Pé xic dinh runlevel ma ban dang s dung thi ban sir dung 1énh sau:
Code:
# /sbin/runlevel
d. V6 hiéu héa cac dich vu ling nghe mang ( network listen)

- Céch kiém tra : netstat —tunlp (kiém tra tat ca cac port dang ldng nghe trén
interfaces trén ca TCP/UDP)

- Khi méi cai dat tdi thiéu chi c6 cac service sau dugc phép léng nghe trén
céng mang va trén céc dia chi nhu sau:

2.3. Thiét lap iptables Firewall

- Thiét 1ap /etc/sysconfig/iptables theo mau sau.
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2.4. Thiét Igp dong bé gio hé thong

a. Thiét 1ap v&i may chu vét ly doc l1ap
- Cai dat ntpdate : yum install ntpdate
- Stra file /etc/ntp/step-stickers thém vao dia chi may chit NTP local néu cé
hoac str dung NTP public ¢6 d¢ tin cdy cao
- # List of servers used for initial synchronization.
<IP NTP Server>
- Cap nhat gio 1an dau : ntpdate <IP(ntp server)>
b. Thiét 1ap v6i may chu HOSTING may ao
2.5. Chinh sdach truy cd@p va tai khoan

a. CAu hinh chinh sach mat khau tai khoan local va ding nhap chung
Thiét 1ap file cAu hinh: /etc/login.defs v6i cic tham sd chudn nhur sau:
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Thiét 1ap file cAu hinh: /etc/pam.d/system-auth bang cach thém stra cac
tham s6 chuén nhur sau :
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Céc tham s6 trén cho phép xac thuc sai bi khoa, thdi gian m& khéa, do phirc
tap cua mat khau, luu trir mat khau ...

Chu y : Check xem file luu tam mat khau c6 ton tai trong hé thong hay khéng,
néu khong ton tai can phai tao ma phan quyén ding nhur sau

- Thiét lap Console logout thém cac tham sb sau vao cudi file :
/etc/bashre

b. Chinh sach truy cép tir xa qua ssh
- Thiét lap file céu hinh: /etc/ssh/sshd_config thém/stra v&i céc tham

sO0 chuan nhu sau
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- Thiét lap théng bdo khi user truy cdp bd sung vao file sau :
/ete/ssh/banner

2.6. Ciiu hinh ity quyén qudn tri (SUDO)

Pau tién chinh stra file cAu hinh sudo: /ete/sudoers. Bo dau ‘#’ trudc cac
dong khoi tao cac nhom 1€nh.
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Pé kiém tra ta gd lénh kiém tra file /var/log/secure néu khong thuc hién sudo

Ta s& thdy truy cép bi tir chdi
Ex:

[manage@server ~]$ vi /var/log/secure
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"/var/log/secure" [Permission Denied]
Sau d6 thir lai 1énh véi sudo : sudo vi /var/log/secure

Ta thdy duoc file log va log ctia sudo da duoc Iuu vao log ciia hé théng

2.7. Thiét lgp Local Email cho vigc giti bdo cdo

Trén méy chii mic dinh d3 cai gbi postfix c6 thé ding 1énh rpm —qa postfix.
Néu géi chura dwoc cai dat dung 1énh yum install postfix dé cai dat.

Sau cai dit xong sira trong file cau hinh /ete/postfix/main.cf céc tham sé sau
## Line 83 — b6 dAu ‘4’ and va dt tén mién ## |
mydomain = example.com
# Line 99 — b6 dau ‘¥ ##
myorigin = $mydomain

Sau do6 khai dong lai dich vu bé‘mg Iénh: service postfix restart

Va cho phép dich vu khéi dong sau mbi lan reboot : chkeonfig pofstfix on
2.8. Thiét Igp Audit, aureport va LogWatch

a. Cau hinh Audit

Thém tham s6 “andit=1” vao cubi dong kernel :/etc/grub.conf
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Copy céu hinh mau Audit Rule
cp /usr/share/doc/audi-VERSION/stig.rules /etc/audit/audit.rules

Stra ciu hinh : /etc/audit/audit.rules ( comment cac dong chira arch= 32/64
khéong diing véi kién tric clia may chu dang chay)

Pé check kién tric ciia may chu dang chay c6 thé dung 1énh : uname —r
hoic uname —i |

b. Céu hinh giri mail aureport summary hang ngay vé& mail nhém quan tri

- Tao file: /ete/cron.daily/aureport véi ndi dung nhu sau

= Trong do6 c6 email la tai khoan ciia nhém hodc nguoi quan tri

- Phan quyén: chmod 755 /etc/cron.daily/aureport
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DailyReport auditing server.hustcom O [Ripkish = &3 root

Thim vio

root <mai@hust com> 0307 (5 giér twde) = | - = -

- Wit Hidn th] o it

Tt ai k- Ting Anh x |

Summary Report

Range of time in logs: 12/07/2015 09:04:33.860 - 12082015 03.07:08.545
Selected fime for report: 12/07/2015 60:00:00 - 12/08/2015 03:07:05.545
Number of changes in configuration: 3

Number of changes to accounts, groups, or roles:
Number of logins: 8

Nurber of failed loging: 577

Number of authentications: 16

Number of failed authentications: 626

Number of users: 2

Number of terminals: 7

Number of host names: 8

Number of executables: 15

Number of files: 0

Number of AVC's: 142

Number of MAC events: 8

Number of falled syscalls: 141

Number of anomaly events: 0

Numbes of responses to anomaly events: §
Number of arypto everds: 2297

Number of keys: 0

Number of process IDs: 783

Number of events. 3871

c. Thiét 14p cAu hinh Logwatch giri email t6i hom mail nhém hodc ngudi
quan tri phuc vu vi€c gui email report service tdi admin

— Cai dat logwatch: yum install logwatch
- Phan quyén: chmod 755 /etc/cron.daily/Ologwatch

Tiép theo d6 phai ciu hinh logwatch cho phép giri mail tdi dia chi mail caa
admin. Mic dinh file cAu hinh ctia LogWatch nim theo dudng dan :

/usr/share/logwatch/default.conf/logwatch.conf
Stra dong 35 dé chinh hom thu admin nhan théng tin tir LogWatch : Mailto =

Stra dong 44 chi ngudi gui trong server : MailFrom =

= £t
=

reports from.

Sau day 1a mot vai thong tin cé trong mail guri tir LogWatch.
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.  root@hust.ecom 10:23 (24 phit trwée) .- - |
T titéi =

B Thegane > Ve Dewe  Thsh egaw s

HHEHRRERERRERRRAR Logwatch T 3.6 (05M19/07) FEHREHHERHEHERRER

Processing Initiated: Tue Dec 8 10:23:53 2015

Date Range Processed yesterday
{ 2015-Dec07 )
Period is day.

Detaif Level of Output: 0
Type of Quiput. unformatted
Logiier Sor Hoat. sg&er_husl_mm

Selinux Audit Begin
Number of audit daeman stops: 2
Selinux Audit End

Cron Begin

SSHD Begin

SSHD Killed: 2 Time(s)
SSHD Started: 3 Time(s)

Failed logins from:
14.161.37.177: 3 times
118.71.255.34: 1 time
149.154.65.151 (adobedrive.ru): 23 times

195.154.58.76 (195-154-58-76.ggsmarket.net): 5 times
212.83.177.88 (212-83-177-88 ggsmarket net): 3 times

lllegal users from:
14.161.37.177: 5 times
149.154.65.151 (adobedrive.ru): 2 times
195.154.58.76 (195-154-58-76. ggsmarket.net): 18 times
212.83.177.88 (212-83-177-88 ggsmarket.net}: 13 times

Users logging in through sshd:
root:
7 times
-1 time

Received disconnect:
11: Bye Bye : 25 Time(s)
3: com.jcraft_jsch.JSchException: Auth fail : 47 Time(s)
3: java.net. SocketTimeoutException: Read timed out : 2 Time(s)

d. Thiét 1ap cAu hinh Logrotate dé toan bd Log quay vong Log mdi ngay,
Luu gitr 180 ngay c6 compress theo mau sau:

Chinh sira file cAu hinh Logrotate theo dudng dan /etc/logrotate.conf
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2.9. Phian mém Antivirus
Cai dt phan mém Clamav: yum install clamav

Neu xuat hién 101 nhu sau

Str dung I€nh cép nhat Repositories : yum install epel-release sau d6 chay
lai cau 1énh cai dat.
Sau do 1ap lich quét tu ddng

- Tao file : /ete/eron.daily/clamsean noi dung nhu sau:
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#!/bin/bash

clamscan [ dwong din thwr muc muon quét ] -remove | mail —s “Daily Report
VirusScan SHOSTNAME?” mail-notify@domain.com

| & | root<rost@hust com>
1o t6i i=

#var/log/anaconda xog: OK
ivarflog/anaconda ifcfg log: OK
Ivarllog/dracut.fog: OK
Ivarflog/anaconda yum log: OK
Ivarflog/anaconda. storage.log: OK
{varflog/mailiog. OK
Hvarflog/btmp: OK
fvarflog/dmesg.old: OK
Ivarllog/secure-20151207: OK
Ivarflog/boot.leg: OK
Mvarflogitalhviog: Empty file
{varflog/spooler-20151207: Empty file
astlog: OK
Ivar/log/anaconda.syslog: OK
Ivarflogfanaconda.log: OK
fvarflog/dmesg: OK
Ivarflog/anaconda.program log: OK
fvarflog/cron-20151207: OK
Ivarflegfcron: OK
Ivarfloglyum log: OK
fvarflog/spooler. Empty file
fvarflog/messages-20151207: OK
Nvarffog/messages: OK
Nvarllog/maillog-20151207: OK
Hvarflogfwtmp: OK
Ivarlogisecure: OK
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