BQ THONG TIN VA TRUYEN THONG CONGHOA XA HOICHUNGHIA VIETNAM
Poc 1ap - Tu do - Hanh phiic

S6:4388 /BTTTT-CATTT Ha Ngi, ngay 25 thang 8 ndam 2022
V/v ting cuong dam bao an toan thong
tin mang trong thoi gian nghi 1& Quéc
khanh 02/9

Kinh gun:
- Cac B9, co quan ngang B9, co quan thudc Chinh phu;
- UBND céc tinh, thanh phé truc thudc Trung wong;
- Céc Tap doan kinh té, Téng Cong ty nha nudc;
- Céc Tap doan, Tong Cong ty, Cong ty cung cap dich vu Internet,
vién thong;
- Céc T6 chuc tai chinh, Ngan hang thuong mai.

Nhiam phong, chdng nguy co mat an toan thong tin mang xdy ra trong thoi
gian nghi 1& Qudc khanh 02/9, Bo Thong tin va Truyén thoéng d& nghi cac co
quan, td chire, doanh nghiép ting cuong trién khai cong tic bao dam an toan
thong tin mang cho cac hé thong thong tin thudc pham vi quan 1y, cu thé:

1. Bé nghi ra soat va cho dumg hé thong thong tin trong trudng hop chua
bao dam an toan hé thong thong tin theo quy dinh ctia phap luat (Hé thong chua
dugc phé duyét va trién khai ddy da phuong an bao dam an toan hé thong thong
tin theo cap do).

2. TH chirc giam sat, bao v¢ H¢ théng thong tin. Phan cong luc lugng tai
chd trién khai truc giam sat, bao dam an toan thong tin mang 24/7. Yéu cau don
vi cung cap dich vu an toan thong tin mang (néu c6) cing ¢d va uu tién ngudn
lic cho nhiém vy gidm sat va bao vé cac Hé thong thong tin.

3. Thiét 1ap duong day nong tiép nhan thong bio su cd; tat ca cac truomg
hop sur ¢6 xdy ra can phai bao cdo vé Bo Thong tin va Truyén Thong (Cuc An
toan thong tin) cham nhat 05 ngay ké tir khi phat hién su ¢6 dé theo doi, quan ly
va diéu phoi.

4. Béi voi cac doanh nghiép cung cap dich vu vién thong, Internet; Céc t6
chtre, doanh nghiép cung cap nén tang chuyén ddi so:

a) B6 tri ngu("‘)n lwe thue hién trye giam sat, hd tro va khic phuc su ¢ bao
dam ha tang vién thong, internet an toan, thong sudt.
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b) Trién khai cac bién phap k¥ thuit & muc cao nhat nhim phat hién, chin
loc, ngan chiin hoat dong tin cong mang, phat tan thong tin x4u ddc, thong tin vi
pham phap luat trén hé thong thong tin, ha ting mang ludi thudc pham vi quan 1y.

¢) Thyuce hién nghiém va kip thoi cac bién phap xtr ly theo yéu cau ciia Bo
Théng tin va Truyén thong va co quan chirc ning ¢ tham quyén.

5. Cha dong to chirc hoat dong ung clru su ¢6 an toan thong tin mang dbi
v6i cac hé thong thudc pham vi quan ly nham phat hién, ngan chan, xir ly va
khic phuc kip thdi su ¢6 an toan thong tin mang,

6. Ctr dau moi tiép nhan thong tin vi Cuc An toan thong tin, Bo Thong tin
va Truyén thong.

Trong truong hop can hd try giam sat, xir ly, tmg ciru sy ¢d dé nghi lién hé
véi Cuc An toan thong tin, Bo Thong tin va Truyén thong thong qua cac dau mbi:

- Trung tdm Ung ctru khan c4p khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hoic s6 dién thoai truc dudng ddy ndng tng ctru su ¢b
086.9100.317, thu dién tr; ir@vncert.vn.

- Trung tdm Gidm sat an toan khong gian mang qudc gia (NCSC), dién
thoai: 024.3209.1616 hoic sd dién thoai truc duong day nong hd tro giam sat,
canh bao sém 038.9942.878. thu dién tir; ais@mic.gov.vn.

Tran trong./.
A KT. BO TRUONG
- Nhu trén; I By
- Bo truong (dé ble); THU TRUONG
- Cac Thir truong;

- Cac S& TT&TT céc tinh, thanh pho trye thuge TW

- S& Van hoéa, Thong tin, Thé thao va du lich tinh
Bac Liéu;

- Cac don vi chuyén trach vé cong nghé théng tin, an
toan thong tin tai cac by, nganh;

- Thanh vién mang lugi (mg ctru sw ¢b an toan thong
tin mang qudc gia;

- Luu: VT, CATTT.
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