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UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
THANH PHO HAI PHONG Poc 1ap - Tw do - Hanh phic
S6: O4  /2024/QD-UBND Hai Phong, ngay 22 thang O4 nim 2024
QUYET PINH

Vé viéc ban hanh tiéu chuén, dinh mirc sir dung may moc,
thiét bi chuyén ding trong linh viyre thong tin va truyén thong
clia cac co quan, to chire tai thanh phd Hai Phong

UY BAN NHAN DAN THANH PHO HAI PHONG

Cén it Ludt Té chite chinh quyén dia phirong ngay 19 thang 6 ndm 2015,
. an cu Ludt sua @‘52’, bé sung mot s6 diéu cua Ludt Té chive Chinh phii va
Ludt To chite chinh quyén dia phuong ngay 22 thang 11 nam 2019;

Can cit Lugt Cong nghé thong tin ngay 29 thang 6 nam 2006;

Can cir Ludt An toan théng tin mang ngay 19 thang 11 nam 2015,

Can cir Ludt An ninh mang ngay 12 thang 6 nam 2018;

Can cir Nghi dinh so  85/2016/NP-CP ngay 01 thang 7 nam 2016 cua Chinh
phu vé bdo dam an toan hé a{zorzg théng tin theo cap do;

Can cir'Quyét dinh sé 50/201 7/0OD-TTg ngay 31 thang 12 ndm 2017 cua
Thu tudng Chinh phu quy dinh tiéu chudn, dinh mitc sir dung mdy mée, thiét bi,
trong do quy dinh vé mdy moc,, rhzef bi phuc vu hoat dong chung cua co quan, 16
chite, don vi; v

Can cir Nghi quyérso ] 7/NQ-CP ngay 07 thang 3 nam 2019 cua Chinh phi
vé mot s6 nhiém vu, gidi phap trong tam phat trién Chinh phu dién tir giai doan
2019-2020, dinh hieéng dén nam 2025;

Cén civ Thong tw s6 45/2018/TT-BTC ngay 07 thang 5 ndm 2018 cia Bo
truong Bo Tai chinh hwong dén ché dé quan by, tinh hao mon, khau hao tai san
co dinh tai co quan, 16 chite, don vi va tai san ¢6 dinh do Nha nuéce giao cho
doanh nghiép quan Iy khéng tinh thanh phan von nha nuée tai doanh nghiép;

Cén cir Théng tu s6 39/201 7/TT-BTTIT ngay 15 thang 12 nam 2017 cua
B¢ truong B6 Thong tin va Tr uyén théng vé viéc ban hanh danh muc tiéu chudn
ky thudt vé vmg dung cong nghé thong tin trong co' quan nha nuoc,

Cén cir Thong tie s6 121/2018/TT-BTC ngay 12 rhang 12 nam 2018 cua Bg
truong Bé Tai chinh quy dinh vé ldp dy dn, quan ly, su dung va quyét todn kinh
phi dé thue hién céng tdc ung ciru su 6, bdo dam an toan théng tin mang;

Can cur Thong tw so 12/2022/TT BTTTT ngay 12 thang 8 ndm 2022 cua Bg
truong Bo Thong tin va Tr uyén thong quy dinh chi tiét va hudmg dan mot s6  diéu




ciia Nghi dinh s6 85/2016/ND-CP ngay 01 ‘thang 7 nam 2016 ciia Chinh phii vé
bdo dam an toan hé thong rhong tin theo cdp do;

Thuee hién Nghi quyer 56 03 -NQ/TU ngay 26 thang 10 nam 2021 cua Ban
Thuong vu Thanh ity vé Chuyén doi s6 thanh phé Hai Phong dén nam 2025, dinh
hudng dén nam 2030;

Theo dé nghi ciia Gidm doc S¢ Théng tin va Truyén thong tai To trinh s6
75/TTr-STTTT ngay 29 thang 12 nam 2023.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay tiéu chuén, dinh muc su
dung may moc, thlet bi chuyén dung trong linh vuc thong tin va truyén théng
cua cac co quan, t6 chtrc tai thanh phd Hai Phong.

(c6 phu luc kem theo)
Piéu 2. Quyét dinh nay c6 hidu luc ké tir ngay 15 thang 02 nam 2024.

Pidu 3. Chanh Van phong Uy ban nhan dan thanh phé, Giam doc céc S0,
nganh, Chu tich Uy ban nhan dan cdc quin, huyén va céc don Vi, td chire, c4 nhan
c6 lién quan chiju trach nhiém thi hanh Quyét dinh nay./.

Noi nhin: T™. UY BAN NHAN DAN

- Nhu Didu 3;

- Chinh phu;

- Vu Phap ché, Bo TTTT;

- Cuc Kiém tra VBQPPL, Bo Tu phap;
-TTTU, TT HPND TP;

- Doan DBQH TP HP;

- CT, cac PCT UBND TP;

-Céac PCVPUBND TP;

- Bao HP, Pai PTTH HP, Cong TTDT TP;
- Céng béo thanh phd;

- Cac Phong, don vi: KSTTHC, QTTV;

- Luu: VT, KSTTH(‘&/

ﬁyén Vian Tung



Phu luc

TIEU CHUAN, PINH MUC SU DUNG MAY MOC, THIET BI CHUYEN
DUNG TRONG LINH VUC THONG TIN VA TRUYEN THONG CUA

CAC CO QUAN, TO CHUC TAI THANH PHO HAI PHONG

(Kem theo Quyet dinh s6 Oh /2024/QP-UBND ngay 22/0k /2024

ctia Uy ban nhén dan thanh pho Hai Phong)

TT

Danh muc

Pon vi
tinh

S6
Irong

Ghi chu

I Hé thong Trung tim di li¢u thanh phd

1

Hé théng may chu (mdy chu core,
Web, Databasse,....)

Hé
thong

01

Hé théng mang (Router, Switch, Hub,
Repeater, Access Point/ Access
Switch, Controller; Cac loai cap
dong, cdp quang, cap X0An doi; Thiét
bi cong; Thiét bi dau cu01 xDSL,
Thiét bi quan ly log, Thiét bi chuyén
mach cong, Thiét bi can bang tai; Céc
hé théng chuyén mach cho NAS; Céc
module quang 1G/10G; Cac thiét bi
mang truyén dan khac,...)

He
thong

01

Hé théng An toan thong tin (Thiét b
twomg lika co ban/tich hop/web/co so
dir liéu, Thiét bi phong chong moi
nguy hai thuong truc (APT), Hé
thong phong chong va phat hién xam
nhdp (IDS/IPS), Hé théng phong
chéng tdn cong mang cho umg dung
Web (WAF), Hé théng bdo dam an
toan cho mdy chil co 56 dit li¢u (DF),
Hé théng chan loc phan mém trén moi
truong mang, H¢ thong gidm sdt hé
thong thong tin tdp chung (Network
monitoring), Hé thong gidm sdt an
toan thong tin 1ap chung (SIEM), Hé
thong chong thét thodt dit ligu (DLP),
Hé théng phong chéng tan cong tur
chéi dich vu (DoS/DDoS), Heé rhong
quan ly truy cdp th:et bi dau cuéi
(NAC), Heé théng két noi mang riéng
ao (VPN Gafeway) Hé thong xdc
thuc, Hé thong gidm sat an toan
théng tin, Heé thong kiém tra, ddnh gid
an toan thong tin, Hé rhong hé tro

diéu tra, phdn tich sy c6 an toan

He
thong

01

Hé thong thong
tin cap do 3




TT

Danh muc

Pon vi
tinh

S6
lrong

Ghi chi

thong tin, Hé thong phong chong ma
déc tdp chung, hé thong quad Zy log tdp
chung....)

Hé thong sao luu dir liéu (Thiét bi
diéu khién luu trir, Thiét b: luu triv
ngoai, He thong trich xudt dir liéu
(TAP), Hé théng sao luu dir liéu tu
dong.....)

He
théng

01

Phan mém béan quyén

license

01

Hé théng luu dién (UPS)

He
théng

01

Hé théng dién (Méy phat dién du
phong, May chuyén mach dién tu
dong (ATS), Tu dién: MCCB, Thanh
céi, cit sét, ddng hd do dong, ap, Hé
théng giam sat dién ning SCADA,
Hé thdng cét dién khén cAp khi cé su

I-]e
thong

01

Hé théng, thiét bi phu trg phong may
chii (Hé théng san nang, ti rack, Hé
thorzg camera gzam sdat an ninh, Hé
thong kiém sodt cira ra vao, Heé rhong
giam sat do dm va nhiét dg, Hé thong
cdp tin hiéu, Hé théng chong sét, Hé
thong phong chay, chita chay, hé
théng diéu hoa... ....)

Hé théng man hmh ghép phuc vu
gidm sat, quan ly tip trung (man hinh,
bé dzeu khién, khung gid, ddy, cdp,

Hé
thong

01

10

May tram (Workstation):

- C6 cAu hinh cao

- Phuc vu cbng tac quan tri, giam sat,
truc k¥ thudt. ...

05

11

M4y tinh xach tay chuyén dung
(Workstation Laptop):

- C6 cAu hinh cao

- Phuc vu c¢6ng tdc quén tri, ung
cuu....

05

12

F

Hé théng may chiéu (Projector) va
man chiéu chuyén dung

He
thong

13

Hé thdng man hinh cam ung tuong
tac

He
thong

02

I1. Hé thong Mang truyén s6 liéu chuyén ding thanh phd




TT

Danh muc

tinh

lwong

Ghi chi

Hé théng may chu (mdy chii core,
Web, Databasse, ....)

He
thong

01

Hé théng mang (Router, Switch,
Hub, Repeater, Access Point/
Access Switch, Controller; Cac loai
cap dong, cap quang, cap X04n doi;
Thiét bi cong; Thiét bi dau cudi
xDSL, Thiét bi quan ly log, Thiét bi
chuyen mach cong, Thiét bi cén
bang tai; Céc hé théng chuyén mach
cho NAS; Cac module quang
1G/10G; Cac thiét bi mang truyén
dan khac,...)

Hé
thong

01

Hé théng An toan thong tin (Thiét b
twong lira co ban/tich hop/web/co so
dit liéu, Thiét bi phong chong moi
nguy hai thwong truc (APT), Hé
thong phong chong va phdt hién xam
nhdp (IDS/IPS), Hé théng gidm sdt an
toan thong tin tdp chung (SIEM), Hé
thong xdc thuc, Hé rhong gidm sat an
toan théong tin, Hé thong kiém tra,
ddnh gid an toan théng tin, H¢ thong
hé tro diéu tra, phan tich su c6 an
toan thong tin, Hé thong phong chong
md déc tap chung, hé thong qua Iy log
tdp chung....)

He
thong

01

Hé théng thong
tin tai cac so,
ban, nganh dam
bao an toan
thong tin khi két
nbi véi dudmg
truyén sd liéu
chuyén dung

111 Hé

théng Hoi nghi truyén hinh

Hé théng may chu (mdy chu core,
Web, Databasse, ....)

02

Thiét bi didu khién (Thiét bi diéu
khién tai Trung tém Hoi ngh: thanh
pho Van phong thanh Uy, cdc diém
céu, ban diéu khién hgi nghi, camara,
mic, may tinh xdch tay hé tro quan
tri...)

17

Thiét bi két ndi — phu kién (man hinh
TV hién thi va gié d6, Day HDMI, ddy
Gm thanh, bé chia HDMI, bg chuyén
tin hiéu, mic, loa treo tuong, Tu bao
on, ...)

05

Thiét bi lwu trit (thiét bi ghi dm, ghi
hinh cuéc hop, thiét bi luwu trit, sao luu
dit liéu ...)

01

Heé théng lwu dién (UPS)

He
thong

17

AN

LS




TT Danh muc Bowyy | Rt Ghi chi
tinh Irong
6 | T chéng dm Thiét bi 02
IV. HE thong truy cip v6 tuyén bing thong rong thanh phd (wifi thanh pho)
1 Hé thé)ng may chu (mdy chu core, H¢ 01
Web, Databasse, ....) thong
Hé théng mang (Router, Switch, Hub,
Repeater, Access Point/ Access
Switch, Controller; Cdc logi cdp
dong, cdp quang, cdp xoan déi; Thiét
5 bi cong; Thiét bi ddu cuoixDSL, T hiét He 01
“ | bi quan Iy log, Thiét bi chuyén mach | thong
cong, Thiét bi cdn bang tai; Cdac hé
théng chuyén mach cho NAS; Cdc
module quang 1G/10G; Cdc thiét bj
mang truyén ddn khdc,...)
Hé thong sao lwu dir liéu (Thiét bi
diéu khién heu tri¥, Thiét bi lwu trit e
3 | ngoai, Hé rhqng trich xudt dit liéu hén 01
(TAP), Hé thong sao leu dit liéu tu g
dong.....)
4 | Phin mém ban quyén license 01
My tram (Workstation):
_ | - C6 céu hinh cao R
5 T W T Bo 01
- Phuc vu c6ng tac quan tri, giam sat,
truc k¥ thuat....
May tinh xach tay chuyén dung
(Workstation Laptop):
6 |- Co ciu hinh cao Bo6 01

- Phuc vu cong tdc quan tri, ing
clru....

V. Hé théng mot ctra dién tir va dich vu cong true tuyén thanh pho (hé thong
thong tin giai quyet thi tuc hanh chinh)

Hé théng mdy chu (mday chi ing dung
web, mdy chu co so dir lieu (DB),
mdy chi Alfresco; may chu
Services...)

01

Heé théng An toan thong tin (Thiét bi
twong lira co ban/tich hop/web/co s6
dit liéu, Thiét bi phong chéng moi
nguy hai thuong truc (APT), Hé
théng phong chong va phdt hién xam
nhdp (IDS/IPS), Hé théng phong
chong tén cong mang cho ung dung
Web (WAF) Hé thong bdo dam an
toan cho mdy chi co s¢ dit liéu (DF, ),
Hé thong chén loc phdn mém trén moi

Hé
thong

01




TT

Danh muc

Pon vi
tinh

So
lwgng

Ghi chu

truong mang, Hé rhcfng gidm sat hé
thdng théng tin tap chung (Network
monitoring), Hé thong gidm sdt an
toan thong tin tap chung (SIEM), Hé
théng chong thét thodt dir liéu (DLP),
Hé thong phong chong tan cong. twr
chéi dich vu (DoS/DDoS), Heé thong
quan ly truy cdp thzer bi dau cuoi
(NAC), Hé thong két noi mang r:eng
do (VPN Gateway), H¢ théng xdc
thue, Hé thong gidm sdt an toan
thong tin, Hé thong kiém tra, dédnh gid
an toan thong tin, Hé z‘hong hé tro
dieu tra, phdn tich sw co an toan
théng tin, Hé thong phong chong ma
doc tdp chung, hé thong qua Iy log tdp
chung....)

Kénh truyén internet tdc do cao

Kénh
truyén

02

Hé thdng thiét bi phuc vu tai bd phan
1 cira c4c co quan, don vi (May tinh,
may scan, may in 2 mat (A4. A3) may
sép hang tw dong, mdy quét ma...)

He
thong

01

V1. Hé thong thong tin ngudn thanh pho

1

Thiét bi phuc vu cai dat, luu trir dir
lidu.

1.1

May chu ting dung

Cai

02

01 may chu
hoat dong, 01
may chui du
phong

12

May chu Database

Cai

02

01 may chu
hoat dong, 01
may chu du
phong

1.3

He théng An toan thdng tin bio dam
cdp a6 3 (T hiét bi twong lia co
ban/tich hop/web/co so dit liéu, Thiét
bi phong chong moéi nguy hai thwcmg
triee (APT), Hé thong phong chong va
phat hién xdm nhdp (IDS/IPS) He¢
thong phong chéng tan cong mang
cho 1mg dung Web (WAF), Hé thong
bdo dam an toan cho mdy chii co so
dit liéu (DF), Hé théng chén loc phan
mém trén moi truong mang, Hé thong

He
thong

01

Pam bao an
toan thong tin
d6i véi cac hé

théng thong tin
céap do 3




TT

Danh muc

Pon vi
tinh

S6
lwong

Ghi chi

gidam sat hé thong thong tin tap chung
(Network monitoring), Hé thong gidm
sdt an toan thong tin tdp chung
(SIEM), Hé théng chong thdt thodt dir
liéu (DLP), H¢ théng phong chéng
tin cong tir chéi dichvu (DoS/DDoS),
Hé rhOng quan ly truy cdp. thzet bi dau
cuoi (NAC), Hé thong két noi mang
riéng do (VPN Gateway), Hé thong
xdc thue, Hé rhc:ng gidm sdt an toan
thong tin, Hé thong kiém tra, ddnh gid
an toan théng tin, Hé rhong hé tro
diéu tra, phdn tich sy co6 an toan
théng tin, Hé théng phong chong md
doc tdp chung, hé théng qua Iy log tdp
chung....)

14

Heé théng luu dién (UPS)

He
thong

01

Thiét bj phuc vu giam sat, véan
hanh, quan ly hé thong.

2.1

May tinh xach tay

Cai

04

2.2

May in hai mét

02

VII

Hé théng dai truyén thanh cap xa
u'ng dung cong nghe thong tin -
vién thong (Truyén thanh 50)

He
thong

01

Thiét bi thu phdt truyén thanh ky
thuat so

Trung minh moi
xd, phuong 20
bd

Loa nén phéan xa, cong suét tbi thiéu
tir: Tur 25 - 30W/loa

Cai

2 loa/ 1 thiét bi
thu phat

Goéi cude 4G

Goi

1 goi/ 1 thiét bi
thu phat

May tinh Phuc vu bién tap tin, khai
thac hé thong
(May tinh xach tay hodc may ban)

01 bo / x4,
phuong

Micro phat thanh khong day

2 cai/ xa,
phudng

Gong treo loa va phu kién

Thiét bi tu dong tich hop

(Chzqzen doi tin hiéu am thanh chua
s6 héa (analog) sang a’ang 50
(digital) dé c6 thé tich hop va chuyén
tiép len heé théng truyén thanh ky
thudt s6 IP)

01 b/ x4,
phuong, phong
van hod thong

tin




Pon vi

Sé

TT Danh muc , Ghi chu
tinh lrgng
Phan mém diéu khién hé théng truyén
g thanh k§ thuét s6: Quan tri hé thong, Licaise 01 llcer‘lse/xa,
phuong

Quan 1y ving, Quan ly thiét bi, Quan
1y lich phat...
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