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sé: 443 /QD-BTTTT Ha Ngi, ngay 2fthdng 7 nim 2015

QUYET PINH
V/v ban hanh chwong trinh khung va miu gidy chirng nhan
dao tao ngan han ve an toan thong tin trong khudn khé Dé an “Dao tao va
phat trién ngudn nhan lwc an toan, an ninh théng tin dén nim 2020”

BQ TRUONG BQ THONG TIN VA TRUYEN THONG

Can ctr Nghi dinh sé 132/2013/NB-CP ngay 16/10/2013 cta Chinh pht quy
dinh chirc nang, nhiém vu, quyén han va co ciu td chirc cua B6 Thong tin va
Truyén thong;

Thye hién Quyét dinh sé 99/QD-TTg ngay 14/01/2014 cua Thi tudng
Chinh phii vé viéc phé duyét Bé an “Pao tao va phat trién ngudn nhan lyc an
toan, an ninh théng tin &én nam 2020” (goi tit 13 D& an 99);

Xét ¢ nghi ctia Cuc trudng Cuc An toan thong tin,
QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay:

1. Chuong trinh khung d3o tao ngén han ning cao k§ ning vé an toan thong
tin cho can bd k¥ thuét.

2. Chuong trinh khung déo tao ngén han vé kién thirc an toan thong tin cho
can bd quan ly.

3. MAu gidy chimg nhan dio tao ngén han vé an toan thong tin.

Piéu 2. Chuong trinh khung nay 14 co s& dé bién soan tai lidu giang day cac
kho4 d&o tao ngin han vé an toan théng tin trong nudce thude DE 4n “Pio tao va
phat trién nguén nhan luc an toan, an ninh théng tin dén nam 2020”.

Piéu 3. Hoc vién tdt nghiép khoa dao tao ngén han vé an toan thong tin
trong khudn khd Dé an 99 duogc co sé dao tao cép Giéy chirmg nhén dao tao
ngin han tuong tmg.

Piéu 4. Quyét dinh nay c6 hiéu luc ké tir ngay ky.



Piéu 5. Chanh Vin phong, Cuc trudng Cuc An toan théng tin, Thi truéng
cac don vi va céc td chirc, c4 nhan c6 lién quan chiu trach nhiém thi hanh quyét

dinh ndy/. o~

Nvoi nhin:

- Nhu biéu 5;

- Ph6 TTgCP Vii Birc Pam (dé b/c);

- Cac B9, co quan ngang B9, co quan thudc Chinh phu;
- UBND cdc tinh, thanh phd truc thudc Trung wong;

- B trudng va cac Thi trudng;

- DPon vi chuyén traich CNTT cac B9, co quan ngang
B§, co quan thugc Chinh phu;

- 86 TT&TT céc tinh, thanh phé truc thuge TW;

- Cbng thong tin dién tir cia Bo; e .
-Luu VT, CATTT(5b). Nguyen Minh Hong




CHUONG TRINH KHUNG DAO TAO NGAN HAN
VE AN TOAN THONG TIN TRONG KHUON KHO PE AN “DAO TAO
VA PHAT TRIEN NGUON NHAN LUC AN TOAN, AN NINH THONG
TIN DPEN NAM 2020”
(Ban hanh kém theo Quyét dinh s6 ALES/QD-BTTTT ngayl#/7/2015
cua Bé truomg Bo Thong tin va Truyén thong)

1. CHUONG TRINH KHUNG “DPAO TAO NGAN HAN NANG CAO
KY NANG VE AN TOAN THONG TIN CHO CAN BQ KY THUAT”
1. Muc tiéu dao tao

- Cung cap cac kién thirc nén tang vé an toan thong tin va dam bao an toan
thong tin cho co quan, t6 chuec.

- Cung cdp céc kién thirc dé hoc vién c6 thé van hanh, quan tri, gidm sat hé
thong mgt cach an toan.

- Cung cép k¥ ning cho hoc vién c6 thé thiét 18p, ap dung cac giai phap vé
an toan thong tin dugce khuyén nghi vao thyc té.

2. D6i twong dao tao

- C4n bd k§ thuat 1am vé an toan thong tin trong cic don vi chuyén trach vé
CNTT cua cac B, co quan ngang Bg, co quan thudc Chinh phu;

- Can b6 k§ thu4t Jam v an toan thong tin trong cac S& Thong tin va Truyén
thong, cic Trung tdm Coéng nghé théng tin thudc Uy ban nhan dan céc Tinh,
thanh pho tryc thudc Trung vong;

- Cén bd k¥ thuat lam vé an toan théng tin tai céc td churc tai chinh, ngan
hang, tong cong ty, tdp doan kinh t€ nha nudec.

3. Thoi gian dao tao toi thiéu: 05 ngay, tuong duong 45 tiét (30 ly thuyét /
15 thuc hanh), mdi tiét c6 thoi lwong 45 phut.

4. Loai chirng chi dwgc cip

Gidy chimg nhén ddo tao ngén han ning cao k§ nang vé an toan thong tin
cho can bd k¥ thuat.

5. N¢i dung chuong trinh

TT NOI DUNG

1 |Tong quan vé cic vin dé k§ thuit

1.1 | Khai niém co ban trong linh vyc an toan thong tin

-

1.2 | Céng nghé, xu hudng méi can quan tdm trong linh vuc an toan thong tin |

3



1.3

L0 hong, diém yéu an toan thong tin va mét s6 k§ thuat tan cdng phd bién

1.4 | Giai phép, cong cu bdo dam an toan thong tin théng dung
L5 Hé théng tiéu chudn, quy chuan k¥ thuét va dao dtc nghé nghiép an toan
thong tin
1.6 | Hé théng t6 chitc quan 1y v& an toan théng tin tai Viét Nam
17 Thue hanh: Khai thac 16 hong, diém yéu an toan théng tin dé tAn cdng,
x4m nhép hé thong.
2 | Bio dam an toan ha ting mang
2.1 | Quy trinh x4y dung hé théng an toan thong tin
|
29 Thiét ké va thl_gc thi hé thong vanh dai bao vé, hé thdng tuong lE"Ia, mang
" | riéng &0, hé thong gidm sét, phat hién va ngén chin xam nhap trai phép
2.3 | Céc yéu cu va giai phap dam an toan vat ly va hé thong dit liéu J
2.4 | Yéu cdu va giai phap giam sat ddm bao an toan ha tAng mang J
55 Tpucihénh.:’Thiét ké mang an toan; thi§t lap, cai dat hé thc‘}ng tuong lira,
hé thong giam sat, phat hién va ngdn chin xam nhép trai phép
3 | Bao dam an toan hé diéu hanh
3.1 | Thanh phan béo dam an toan théng tin cho hé diéu hanh
3.2 | Cai dat, cAu hinh, thiét 1ap chinh séch dam bao an toan cho hé didu hanh
3.3 | Quan Iy, van hanh an toan hé diéu hanh
3.4 | Kiém tra danh gi4 an toan thong tin cho hé diéu hanh
35 Thuc hanh: Cai dat thr nghiém, c4u hinh an toan, kiém tra d4nh gia an
toan thong tin cho hé di€u hanh may chi Windows va Linux.
4 | Bdo dam an toan ing dung web, thw dién ti
4.1 | Thanh phan bao dam an toan thong tin cho tmg dung web, thu dién tir
42 Céu hinh, thiét 14p chinh sdch va giai phap bao dam an toan cho dich vu

web va thu dién ti




Cac cong cu thiet ké va cau hinh méi trudng mang an toan cho may chu

4.3 web va thu dién ta
4.4 | Quan ly, van hanh an toan may chu web va thu dién ta
4.5 | Kiém tra, ¢anh gia an toan théng tin cho ung dung web va thu dién ti
Thuc hanh: Thir nghiém kiém tra, danh gia an toan ng dung web/thu
4.6 | dién tir va ap dung cac bién phap bdo dam an toan cho ing dung web/thu
dién tir
5 | Phong, chong phan mém doc hai
5.1 | Khai niém, phan loai phdn mém ddc hai
5.2 | Céng cu, giai phap phét hién va g& bo phan mém doc hai
5.3 Thuc hanh: Str dung cong cy dé ra quét va g& bo phén mém doc hai trén
may tinh, may chu va hé thong
6 | Kiém tra, danh gi an toan thong tin |
6.1 | Xac dinh yéu cau kiém tra, d4nh gid an toan thong tin
6.2 | Quy trinh kiém tra danh gia an toan théng tin
6.3 | Cong cu, giai phép, k¥ ning kiém tra danh gia an toan thong tin
Thuce hanh: Xac dinh yéu ciu kiém tra dénh g14 an toan thong tin cho hé
6.4 | thong thong tin; thuc nghiém st dung cdng cu dé thuc hanh kiém tra danh
gi4 an toan thong tin.
7 | Thao luin, kiém tra, danh gia két qua
7.1 | Thao ludn, tham quan thuc té
7.2 | Kiém tra, danh gia két qua

]

II. CHUONG TRINH KHUNG “PAO TAO NGAN HAN VE KIEN

THUC AN TOAN THONG TIN CHO CAN BQ QUAN LY”

1. Muc tiéu dao tao

- Cung cép cho cén bd quan 1y nhitng khai niém co ban vé an toan thong tin.



- Gifip can bd quan Iy hidu dugc nguyén tic va tidu chudn dé dam bao an
toan thong tin cling nhu nhén thire duge cc nguy co va hiém hoa tiém 4n khi
mét an toan thong tin va tAm quan trong cda céng tac bdo dam an toan thdng tin;

- Gitp can bd quan ly c6 kha nang t6 chirc danh gia dung thuc trang vé an
toan thong tin trong co quan, tb chirc dé tir d6 dua ra duoc phuong phap, giai
phép bdo dam an toan.

2. Pbi twong dao tao

- Cén bd quéan ly 1am vé an toan thong tin trong cac don vi chuyén trach vé
CNTT cua cdc B9, co quan ngang B9, co quan thudc Chinh pht;

- Cén bd quan ly lam vé an toan thong tin trong cac S¢ Thoéng tin va Truyén
thong, cac Trung tdm Cong nghé¢ thong tin thudc Uy ban nhén dan cac Tinh,
thanh pho truc thugc Trung wong;

- Can bd quan Iy 1am v& an todn théng tin tai cdc t5 chirc tai chinh, ngan
hang, tong cong ty, tdp doan kinh t€ nha nudc.

3. Thoi gian dao tao toi thiéu: 02 ngay, twong duong 18 tiét, mbi tiét co
thoi lugng 45 phat.

4. Loai chitng chi dwoc cip
Gidy ching nhén dio tao ngén han vé an toan thong tin cho cén bd quan 1y.

S. N§i dung chwong trinh

TT NOI DUNG |

1 Téng quan vé quan ly

1.1 | Su khac nhau gita quén ly va 1anh dao

1.2 | Nhiém vu trong tdm cua nha quan ly

1.3 | Vaj trd ctia cdn bd quéan Iy vé an toan thong tin

1.4 | Thao luan: Cac bai hoc, kinh nghiém thuc tién vé quén ly an toan
thong tin

2 | Khong gian mang

]

2.1 | Tong quan vé khéng gian mang

2.2 | So lugc vé mang Internet

2.3 | Xu hudng phat trién ctia khéng gian mang

24 LCéc nguy co vé an toan thong tin trén khong gian mang




2.5

Hién trang va xu hudng khdng gian mang tai Viét Nam

2.6 | Thao luan: Khong gian mang va cac nguy co, thach thirc méi
3 | An toan théng tin
3.1 | Khéi niém va tinh chét
3.2 | Piém yéu, 15 hdng an toan thong tin
3.3 | Cac phwong thirc tAn cong mang phd bién
3.4 | Thao ludn: Phan biét mdt sé ndi dung cé lién quan va hay nham 1an
véi an toan thong tin
4 | Quan Iy nha nwéc vé an toan thong tin
Q.l Hanh lang phép ly
4.2 | Hé thong t6 chirc
4.3 | Hé théng tiéu chudn |
4.4 | Téng quan tinh hinh an toan théng tin Viét Nam
4.5 | Théo luan: Dénh gia cac nguy co vé an toan thong tin cta dia phuong,
t6 chirc chu quan cua hoc vién
5 | Bdao dam an toan thong tin
5.1 | Chu dong ra soét, chun bj
5.2 | Trién khai bién phap bao vé
5.3 | Phat hién, canh bao som
5.4 | Phan héi va xt ly
h5.5 Khic phuc sy ¢b
5.6 | Thao luan: Tan cdng mang nhim vao médt muc tiéu x4c dinh
6 | Tham quan, thdo luin, kiém tra danh gia két qua
6.1 | Tham quan thyc t&, thao luan cac noi dung
6.2

Kiém tra, danh gia két qua |




_ MAUGIAY CHUNG NHAN PAO TAO NGAN HAN
VE AN TOAN THONG TIN TRONG PHAM VI BE AN “DAO TAO VA
PHAT TRIEN NGUON NHAN LUC AN TOAN, AN NINH THONG TIN
DEN NAM 2020”
(Ban hanh kém theo Quyét dinh s6  /OP-BTTTT ngay /7/2015)
a. Mat trong

[GHI TEN CO QUAN CHU QUAN (HOAC NOI | CONG HOA XA HOI CHU NGHIA VIET NAM
DANG KY KINH DOANH)] Bc lap - Ty do - Hanh phile
[GHI TEN CO SG PAO TAO}’

THU TRUONG CO SO PAQ TAO

Chimg nhén: Ong (Ba)

Anh 3x4 cua Ngaysinh:____ Noisinh:
ngudi duge S6 CMND/S6 ho chiéu:

cdp chimg D hoan thanh

chi Q207457 Yo} V-Xo I

(Déu noi

cua co so . )

dao tao) To chuc tir ngay dén ngay

Tai:

. -5 NAY.......thdng ...... ndm 20......
So: ... Y THU TRUONG CO SO })}?o TAO?
[KY, ho ténva déng dau]

Chit ky cit2 ngudsi duroc cAp GiRy ChETE MRAN. . ...oe.cooreoreererseocerororn

b. Mat ngoai

CONG HOA XA HOI CHU NGHIA VIET NAM
Doc 1ap - Tw do - Hanh phic

GIAY CHUNG NHAN

PAO TAO NGAN HAN VE AN TOAN THONG TIN

Ghi chu:

1. Kich thuéc Gidy chimg nhén dao tao, bdi dudng khd: 13 cm x 19 em.

2. Phan Tén co s& dao tao va Thi trudng co s& dao tao ghi theo phap nhén dugc cong nhén.

3. Mat ngoai Gidy chitng nhén ¢6 mau xanh nudc bién, mit trong mau trang. .

4. Néu Gidy chimg nhan duoc cap lai theo quy dinh tai Quyét dinh nay thi ghi 15 “cip lan thir hai” &
dudi dong ghi s6, ky hidu cia Gidy chimg nhan.
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