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QUYET DINH 

Ban hanh Quy the Ufa dam an than thong tin mang trong hoot Ong 
ling dung cong ng4 thong tin teen dia ban tinh Tay Ninh 

UY BAN NHAN DAN TiNH TAY NINH 

Can ar Luat To chfic chinh quyen clia phtrong ngay 19 thong 6 mini 2015; 

Can ar Ludt Cong nghe thong tin ngay 29 thong 6 nom 2006; 

Can cz:r Luat An torn thong tin mang ngay 19 thong 11 nom 2015; 

Can cir Nghl dinh so 64/2007/IVD-CP ngay 10 thong 4 nom 2007 cita Chinh 
phit Ung dung cong nghe thong tin trong hoot dOng cfia co quan nha mak; 

Can cir Nghi: dinh so 85/2016/ND-CP ngay 01 thong 7 nom 2016 cfia Chinh 
phis ve bdo dam an torn he thong thong tin theo dip clO; 

Can cir Nght clinh so 142/2016/ND-CP ngay 14 thong 10 nom 2016 cita 
Chinh pint ve ngan chOn xung dOt thong tin tren wing; 

Can cti• Thong to so 03/2017/T71-B= ngay 24 thong 4 nom 2017 cita BO 
trtrang BO Thong tin va Truyen thong Quy dinh chi tilt va /twang den mot so dieu 
cita Nghi dinh so 85/2016/ND-CP ngay 01/7/2016 cita Chinh phit ve boo dam an 
torn he thdng thong tin theo cap do; 

Can ar Thong to so 20/2017/TT-BTTTT ngay 12 thong 9 neon 2017 cita BO 
truong BO Thong tin va Truyen thong quy dinh ve dieu phdi, fing city sir co an 
torn thong tin mang tren torn quoc; 

Can at Thong try so 27/2017/TT-BTTTT ngay 20 thong 10 nom 2017 cfia BO 
truO'ng BO Thong tin va Truyen thong quy dinh quan ly, vein hanh, kit ndi, sir dung 
va boo dam an torn thong tin tren mang truyen so lieu chuyen dfing cita cac co.  
quan Dang, Nha /luck; 

Con ar Thong ttr so 31/2017/TT-BTTTT ngay 15 thong 11 nom 2017 cita BO 
trtrang BO Thong tin Truyen thong quy dinh hoed dOng giam sat an torn he thong 
thong tin; 

Can ar Thong to so 12/2019/TT-BTTTT ngay 05 tiding 11 nom 2019 cfia BO 
trtrang BO Thong tin va Truyen thong stra cloi, bd sung mot so dieu cita Thong to 
Thong so 27/2017/TT-BTTTT ngay 20 thong 10 nom 2017 cita BO trtrang BO 
Thong tin va Truyen thong quy clinh quail ly, van hanh, kit riai, sir clung va boo 
darn an tarn thong tin tren mang truyen so lieu chuyen dung caa ccic ca quan 
Dang, Nha ruthc; 
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Theo rye nghi 	Giarn doe So Thong tin va Truye'n thong tai Ter trinh so 

1946/TTr-S= ngay 23 thong 11 nom 2021. 

QUYET DINH: 

Dii‘u 1. Ban hanh kern theo Quy6t dinh nay Quy the boo dam an toan thOng 
tin mang trong hog dOng law dung ding nghe thOng tin tren dia ban tinh Tay 
Ninh. 

Di&I 2. Quye't dinh nay c6 hieu hrc k'e tir ngay .2.5.thang../.2..nam 2021. 

Dihi 3. Chanh Van ph6ng Uy ban nhan dan tinh, Giam d6c Th6ng tin va 
Truyen thong, Thir truOng cac sey, ban, nganh, Chu tich Uy ban nhan dan cac 
huyen, thi xa, thanh pho va cac dun vi lien quan chin trach nhiem thi hanh Quyet 
dinh nay./. 

Noi nhesn:/fr 
- Van phOng ChInh pha; 
- Vu PHI) ch6 - BO TTTT; 
- Ckic KTVB — Bo Tur phap; 
- TT.TU, TT.HDND tinh; 
- Chit tich NIA cac PCT. UBND tinh; 
- Nhu Dieu 3; 
- Sa Ttr phap; 
- LDVP; 
- Phong KGVX, TTCBTH; 
- Ltru: VT, VP UBND tinh. 

TM. Ilk BAN NI-IAN DAN 
KT. CHU TICH 
PHO CHU TICH 



DAN 	CONG HOA XA HOI CHU NGIETA 'VIET NAM 
INH 	 Hoc 114 — Tkr do — Hprh phtic 

QUY CHE \-pv 
an toan thong tin mang trong hcqt Ong *lig dung 

cong ng4 thong tin teen dia ban tinh Tay Ninh 
(Kern theo Quyit dinh so 2cJ/2021/QD-UBND ngay 	thong 12 nom 2021 

Uyvita  ban nhein dan tinh Tay Ninh) 

Chircrng I 
QUY DINH CHUNG 

Dieu 1. Pham vi di'eu chinh 
Quy the nay quy dinh viec bao dam an toan thong tin (ATTT) mang trong 

hoat dOng lung dung cong nghe thong tin tren dia ban tinh Tay Ninh. 

Di&I 2. Doi ttrumg Ai) dung 
1. Cac so., ban, nganh tinh; the don vi su nghiep cong 14p trirc thuOc W ban 

nhan dan tinh (UBND); UBND cac huyen, thi x'a", thanh ph6; UBND cac xa", phuong, 
thi tran ten dia ban tinh (goi tat la cac co quan, don vi). 

2. Can bO, cong chirc, vien chirc, nguiyi lao Ong (g9i tat la can bO, ding chirc) 
va cac to chirc, ca nhan có lien quan tham gia van hanh, khai tilde cac he thong thong 
tin tai co quan, don vi quy dinh tai khoan 1 Dieu nay. 

3. Cac doanh nghiep cung cap dich vu vin thong, cong nghe thong tin (CNTT), 
Internet; cac doanh nghiep, to chirc, ca nhan co tham gia vao cac hog &Ong img dung 
CNTT cua cac co quan, don vi thuOc khoan 1 Dieu nay. 

4. Khuyen khich cac co quan, don vi khac boat &Ong img dung va phat trie'n 
CNTT tren dia ban tinh ap dung quy ch6 nay. 

Di&I 3. Giai thich tir ngfr 
Trong Quy the nay, cac tir ngir duai day dugc hi6u nhu sau: 

1. Nguy ca mat ATTT wing la nhang nhan to ben trong ho4c ben ngoai co 
kha nang anh huang tad trang thai ATTT mpg. 

2. Ban ghi nhOt ky he thong (Logfile) la mot tap tin dugc tao ra tren m6i thi6t 
bi cua he thong thong tin nhu: Tuang lira, may chti irng clung,... co chira tat ca 
thong tin ye cac hoat dOng xay ra tren thiet bi do. Ban ghi nhlat 14 he thong dung 
de phan tich nhfing su kien da xay ra, nguon goc va cac ket qua de có cac bien 
phap xir 1)'T thich hop. 

3. Trung tam tich hop dit lieu tinh bao 

a) Phan cirng: thi& bi may chii, thiet bi ngoai vi, thi& sbi mang, thi& bi phu 
try, thiet bi luu 	thiet bi bao mat, 	thOng I-10i nghi truyen hinh va cac thiet bi 
khac có lien quan; 
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b) He thong phan mem: He thOng cac irng dung dugc cai slat, luu trir tai trung 
tam tich hqp du 	tinh; 

c) Mang truy&I th6ng bao gOm: mpg not b0, mang internet (him tuy6n va 
v6 tuyen), mang truyen so lieu chuyen dimg, mang LAN-WAN not tinh; 

d) Tai nguyen dia chi IP (Internet Protocol - giao auk Internet) la mot dia 
chi don nhat ma nhang thiet bi dien tir hi'e'n nay clang sir dung de nhan dien va lien 
lac 	nhau tren mang may tinh bang each sir dung giao thirc Internet; 

d) Cac phan vimg mpg VLAN (virtual local area network) la mot ky-  thuat 
cho,phep tao lap cac mpg LAN d'Oc lap mot each logic tren ding mot kien true
ha tang vat lY. Viec tao lap nhieu mang LAN do trong cling mot mpg cuc bit) giap 
giam thieu mien quang bd. (broadcast domain) cling nhu tao thuan lgi cho vie'c 
quan 1ST mot mang cuc bO rOng lan. VLAN tucmg ducrng nhu mang con. 

Di&I 4. Tai nguyen thong tin can bao dam ATTT 
Tai nguyen thong tin can bao dam ATTT tren dia ban tinh Tay Ninh bao gOm 

cac thanh phan sau day: 

1. He thong ha tang ky thudt: 

a) Thik bi tinh toan, luu tra (may chi', may tram, SAN, NAS, DAS, VAS); 

b) Thik bi ngoai vi (may in, may quet va cac thik bi so h6a, thik bi luu trir 
du lieu di Ong); 

c) Duong truykl du lieu, dtramg truy&'n Internet; 

d) Mang not 1)0 (LAN), mpg dien rOng (WAN) va thik bi kk not mpg, 
thiet bi bao mat, thiet bi phv trg; 

d) Thie't bi CNTT ket not mang trong cac co quan, don vi. 

2. He thOng th6ng tin, phan mem, ling dung va co sa dit 
, a) He thOng thong tin, co so.  dulieu dimg chung (he thOng thu dien tir, he 

th6ng phan mem mot cira va Cong dich vu c6ng, he th6ng phan mem van phong 
dien tir,eGov, phan mem Hop khOng 	phan mem quan IS/ so lieu kinh to xa 
h0i, phan mem hoi dap true tuyen, phan mem danh gia cac chi so); 

b) COng thong tin dien tir cua tinh va COng/trang thOng tin dien tir cua cac 
co. quan, don vi; 

c) He thOng th6ng tin nghie'p vu va cac co sa du lieu chuyen nganh. 

3. Thong tin, du lieu trao dOi, truyen tai, xir 17 va luu tit tren Trung tam tich 
hop du lieu va ha tang ky thuat cua tinh. 

Di'eu 5. Nguyen tAc ban dam ATTT mang 
1. Bao dam ATTT mpg la yeu call bat bu0c, c6 tinh xuyen suOt va phai 

thuong xuyen, lien tuc dupe nang cao, cai tien trong qua trinh: 
a) Thu thap, tao lap, xir ly, truyen tai, luu trir va sir dung thong tin, du lieu; 

b) Thik ke, xay dung, van hanh, nang cap hoac 	b6 he tilling thOng tin. 
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2. Co quan, to chirc, ca nhan co trach nhiem bao dam ATTT mang. Hoat 
Ong ATTT mang dm co quan, to chirc, ca nhan phai dung quy dinh cua phap 
luat, bao dam quoc phong, an ninh quoc gia, bi mat nha nu6c. 

3. COng tic dam bao ATTT mang phai dugc thuc hien tren co soy CO six ph6i 
hop chat the giaa cac ca quan, don vi va ca nhan. 

4. Xir 17 su c6 ATTT phai phi' hop voi trach nhiem, quyen han va bao dam 
loi ich hop phap dm co quan, don vi va theo quy dinh cua phap luat. 

5. Cac ca quan, don vi phai b6 tri may vi tinh rieng, nghiem cam sir dung 
may tinh ket not Internet va cac thiet bi di dOng thong minh de soan thao van ban, 
luu gift thong tin co not dung mat theo quy dinh. Cac thiet bi vien thong, may tinh 
dugc sir dung de luu gift va truyen thong tin bi mat nha nu6c phai dugc chirng 
nhan ctia co quan chirc Wang kiem tra, kiem dinh tnr6c khi dua vao sir dung. 

6. Phai CO phuong an to chirc sao luu du lieu du phong cho m9i du lieu quan 
trong cua tinh, ciia co quan, don vi minh. Lanh dao co quan, don vi phai chiu trach 
nhiem neu de xay ra mat mat dir lieu do khong tien hanh sao km du phong. 

7. De phtic vu hog d'Ong theo dOi, giam sat, phan tich va dieu tra, cac co quan, 
don vi phai thuc hien viec km trill nhat ky cua cac he thong tai cac may chit (ciia he 
dieu hanh va cac phan mem irng dung) trong th6i gian it nhat la 30 ngay. 

8. Cac thiet bi vien thong, may tinh co china tai lieu cna co quan nha nu6c 
khi dua di cong tac nuac ngoai phai thuc hien theo quy dinh cua phap luat ve bao 
ve bi mat nit& nuac. 

Dieu 6. Cac hanh vi bi nghiem cam 
Theo quy dinh tai Dieu 7 Luat An toan thong tin mang. 

Chuang II 
NO DUNG BA.' 0 DAM AN TOAN THONG TIN MANG 

Dieu 7. BA° dam ATTT cho Trung tam tich hop de lieu cua tinh 
1. S6 Th6ng tin va Truyen thong c6 trach nhiem dam bao an toan cho Trung 

tam tich hop dr lieu cua tinh, bao gom cac not dung sau: 
a) Xay dung phuong an dam bao ATTT cho du lieu dm cac co quan, don vi 

dat tai Trung tam tich hop aft lieu nhung phai dam bao than lgi cho viec truy xuat 
va sir dung cac dill lieu nay; 

b) Xay dung Quy the quail ly van hanh Trung tam tich hop du lieu cua tinh; 

c) Xay dung quy trinh Ung ph6 cac str c6 c6 the xay ra tai Trung tam tich hop 
din lieu cua tinh; 

d) Dam bao cac dieu kien ve ha tang ky thuat, ATTT d6i vai he th6ng may 
thiet bi ket not mang (14 Lai Trung tam tich hop di lieu cua tinh. 

2. Cac co quan, don vi (tat du lieu hoac ket not vao Trung tam tich hop du 
lieu cua tinh phai tuan thu cac chinh sach ATTT lien quan den viec ket not vao 
Trung tam tich hop dir" lieu dm tinh do Si Thong tin va Truyen thong huOng dan; 
to bac, ve he thOng dau cuoi cua minh va phai chiu tract' nhiM neu de tin tac kiem 
soat may tinh va tan cong ngtroc vao Trung tam tich hop du lieu cua tinh. Cac he 
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th6ng thong tin tnroc khi cai dat ten Trung tam tich hop dir lieu dm tinh ctia tinh 
phai dugc kiem tra, xac nhan ye tinh an toan, bao mat. 

Ditu 8. Bao dam ATTT critic v4t1S,  
1. Bac, dam ATTT mirc vat 1T la viec bao ve he th6ng ha tang ky thuat, phan 

mem, img dung va ca sa dcr lieu khoi cac rnoi nguy hiem vat 17 (nhu: chay, no; 
nhiet dO, d6 am ngoai mirc cho phep; thien tai; mat dien; tac d6ng ca hoc) có the 
gay anh huang den hog d6ng he th6ng. 

2. Cac bien phap co.  ban bao dam ATTT mirc vat lT bao gOm: 

a) Quan 13'T Trung tam tich hop du lieu cua tinh: 

Cac thiet bi ket noi mang, thiet bi bao mat quan tong nhu Wang lira, thiet bi 
dinh tuyen, he thong may chit, he thong luu trill SAN, NAS phai dugc dat trong 
Trung tam tich harp du lieu cua tinh. 

Trung tam tich hop du lieu cua tinh phai dugc thiet lap co.  the bao ve, theo 
dOi, phat hien xam nhap va bien phap kiem soar truy nhap, ket noi vat lir phi hop 
doi vai tong khu vtrc: may chit va he thong km tilt; tir mang va dau noi; thiet bi 
nguon dien va du phong dien khan cap; van hanh, kiem soat, quan tri he th6ng. 

Qua trinh vao, ra hoac ban giao ca truc Trung tam tich hop du lieu phai dugc 
ghi nhan vao nhat 14 quan 1)'T Trung tam tich hop du lieu. Chi nhang ca nhan có 
quyen, nhiem vu theo quy dinh cu thu tnrong ca quan, don vi mai dugc phdp vao 
Trung tam tich hop du lieu dm tinh. 

CO phuang an, ke hoach phong, ch6ng va khac phttc sit c6 ngap d6t nuac, 
set, tinh dien, chay no; dp dung cac quy chuan ky thuat ye an toan ky thuat nhiet, 
dO am, anh sang cho cac thiet bi tinh toan, luu tit.; bao dam dieu kien hog dOng 
on dinh cho cac he thong 116 trg nhu may dieu hoa nhiet d6, nguon cap then, day 
dAn; 

Trung tam tich hop du lieu cua tinh phai dugc trang bi he th6ng luu dien du 
cong suat va duy tri thai gian hog d6ng cua cac may chit it nhat 15 phitt khi cal sit 
co mat dien. 

b) Thi'et lap ca the du phOng d6i vai cac thiet bi ha tang ky thuat quan tong; 
có ke hoach kiem tra, bao dtra'ng dinh ky va duy tri thong so ky thuat cac thiet bi 
nay hoac có phuang an sira chira, thay the dap irng yeu cau ye d6 san sang trong 
suot thai gian lap dat, sir dung; 

c) Cac dung truyen du lieu, duang truyen Internet va he th6ng day dAn cac 
mang WAN, LAN phai dugc lap dat trong 6ng, mang the day kin, han the kha 
nang tiep can trai phdp. Ngat ket noi ding Ethernet khong sir citing, dac biet la & 
khu vtrc lam viec chung cua cac ca quan, don vi; 

d) Ca nhan sir dung thiet bi luu tit du lieu di d6ng a km tra thong tin, du 
lieu cua ca quan, don vi minh có trach nhiem bao ve thiet bi nay va th6ng tin luu 
tren thiet bi, tranh lam mat hoac 10, 19t thOng tin, du 114'u; 

d) Thiet bi tinh wan có b6 phan luu tra hoac thiet bi km tit khi mang di bao 
hanh, bao due-mg, sira chira ben ngoai cu quan, clan vi hoac ngimg sir citing phai 
dugc thao 130 phan km trir Ichoi thiet bi hoac xoa thong tin, du lieu luu trir tren 
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thiet bi (trir trueng hop de khoi phpc dr 	Khi thanh 1S,  thiet bi thi phai xOa 
not dung ltm tit bang phan mem hoac thiet bi huy du lieu chuyen dung hay pha 
hay vat ly. 

3. Co quan, don vi có trach nhiem xay dung quy trinh bao dtrO.'ng, bao tri va 
htrang dan cach sir dung, quan VI, van hanh he thOng ha tang ky thuat cua minh; 
chi dinh b'0 phan chuyen trach ve CNTT thuc hien quan VT, van hanh va dinh kS7 
kiem tra, sira chfra, bao tri thiet bi (bao gom thiet bi dang hoat dOng va thiet bi du 
pheng). 

Di&it 9. Ban dam ATTT khi sir dtung may tinh va thi& bi CNTT 
1. Bao dam an toan cho may tinh, thiet bi cong nghe thong tin va an toan du 

lieu 

Ca than sir dung may tinh de xir 1ST cong viec tuan thu cac quy dinh sau: 
a) Chi cai dat phAn mem hop le (phAn mem có ban quyen thuang mai, phAn 

mem not b6 dugc dau to hoax phan mem ma nguOn mb có ngu6n goc rO rang) va 
thuc danh mpc phan mem dugc pile') sir dung do co quan, don vi co tham quyen 
ban hanh (neu co) tren may tinh dugc co quan, don vi cap cho minh; 

b) Cai dat phAn mem phong ch6ng ma d6c va thiet lap the d6‘tu d6ng cap 
nhat co. du lieu cho phan mem; thuc hien kiem tra, ra quet phan mem tuft khi 
sao chep, mop cac tap tin hoac truc khi ket not cac thiet bi ltru tit du lieu di d6ng 
vai may tinh cua minh; tnrac khi cai dat, ket not phan mem irng dung vao ha tang 
mang not b6, ha tang Trung tam tich hop du lieu can thgc hien hien kiem tra de 
phOng, tranh phan mem d6c hai; 

c) Khi phat hien ra bAt kST dAu hieu nao lien quan den viec bi nhiem phAn 
mem dOc hai tren may tinh (may chay cham bat thuatng, canh bao tir phAn mem 
phOng, chong phan mem d6c hai, mat dir lieu,...), phai ngat ket not gift may vai 
mpg nOi b6 va bao truc tiep cho b6 phan chuyen trach ye CNTT de dugc xir ly 
kip diet 

d) Chi truy nhap vao cac trang/cong thong tin dien tir, dng dung truc tuyen 
tin cay va cac thong tin phi' hop vai chirc nang, trach nhiem, quyen han cua minh; 
sir dung nhung trinh duyet an toan; khong truy nhap, mo cac trang tin, thu dien tir 
khong rO nguon goc; khong sir dung tinh nang ltru mat khau to diong hoac clang 
nhap to d6ng; 

d) May tinh ca nhan phai &roc cai dat mat khAu va thuc hien thao tac khoa 
may tinh (sir dung tinh nang co san ten may tinh) khi 	kW:1i not dat may tinh; 
tat may tinh khi reyi khoi co quan; 

e) Phai sir dung h6p thu dien tir cong 
mien 

tinh co ten mien: 
@tayninh.gov.vn  hoac h6p thu dien tir có ten mien dac thin theo quy dinh cua 
nganh nhung phai dam bac, tinh an toan, bao mat khi trao doi tren rnoi tnrong 
mang trong qua trinh thuc hien nhiem vu cong vu; 

g) Bao cao va phai dugc 	tnrang,ca quan, don vi d'O'ng cho pheRtnrac 
khi mang may tinh, thiet bi CNTT co ket not mang thuOc hitu rieng den not 
lam viec va ket not vai mang not b6 de thuc hien xir ly cong viec. Trong truong 
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hop nay, ca nhan phdi tuan thu ddy clu cac quy dinh tai cac Diem a, b, c, d, d, e, g 
cua Khodn nay va chiu str giam sat dm b0 phan chuyen trach ye CNTT cua co 
quan, don vi. 

2. Tai khoan truy nhap 
a) Ca nhan sir dung he th6ng thOng tin duoc cap va sir dung tai khoan truy 

nhap yen dinh danh duy nhdt gan vai ca nhan d6; 
b) Tnrong hop ca nhan thay d6i vi tri cong tdc, chuyen ding tdc, thoi viec 

hoac nghi huu, trong yang khong qua 05 ngdy lam viec, co 	 3% ,quan, don vi q9an 1 
ca nhan d6 phdi thOng bao co quan, don vi 	quan he thong thong tin de dieu 
chinh, thu hoi, hily bo cac quyen sir dung doi vai ye thong thong tin; tai khoan 
quan tri N thong (mang, he dieu hanh, thiet bi ket not mang, phan mem, img 
co se.  du lieu) phai tach biet voi tai khodn truy nhap cua nguOi sir dung thong 
thuOng. Tdi khodn pan tri he thong phdi duoc giao dich danh ca nhan lam cong 
tdc quan tri. Han the dimg chung tai khoan quan tri; 

c) Co trach nhiem bao mat tai khoan truy nhap thong tin, khong chia se mat 
khdu, thong tin ca nhan vai nguOi khdc. Dat mat khau vai di) an town cao (co chit 
thuong, c6 ,chit in hoa, c6 yak)",  to dac biet nhu @, #, !) va khuyen khich thay 
dOi mat khau it nhat 03 thang/lan; cac tai khoan ding nhap cac he thong phai &roc 
clang xuAt khi khong sir dung; thuOng xuyen x6a cac bieu mau, mat khau, b0 nha 
cache va cookie trong trinh duyet ten may tinh; 

d) Tam dimg quyen sir dung d6i vai tai khoan da duoc dang ky teen he th6ng 
nhung khong lam viec trong he thong to 30 ngdy tra len. 

Dieu 10. Bao dam ATTT doi v(ri mang may tinh 
1. He th6ng mpg nOi b0 (LAN) phai &roc thiet ke phan vimg theo chirc 

nang co bdn, bao g6m: vimg mang nguoi dimg; yang mang ket not he thong ra 
ben ngodi Internet va cac mang khac; vimg mpg may chil cong cong; vimg mang 
may chili nOi b0; yang mang may chit'  quan tri. Da lieu trao doi girra cac vimg 
mang phdi duoc quan b% giam sat boi cac he; thong cac thiet bi mang, thiet bi bdo 
met. 

Can dr dieu kien, yeu cdu thuc to ve bdo mat du lieu, co quan, don vi la chu 
quan he thong mang nOi b0 chit dOng trien khai xay dIkrng mo hinh, giai phdp an 
town bao mat, bao gom cac bien phap ky thuat nhu sau: 

a) Buoc 1: Kiem soat truy nhap to ben ngodi mang (set dung cac giao thiec 
mang c6 ho try chic Wang ma hoa thong tin nhu SSH, SSL/TLS, VPN); 

b) BuOc 2: Kiem soat truy nhap to ben trong mang 	cac thiet bi clau 
cued, may tinh ngueri sir dung ket not vao he thong mpg; giam sat, phat hien va 
ngan chin truy nhip tir ben trong mang den cac di chi Internet bi cam truy nhap); 

c) Buac 3: PhOng, chong xam nhap va phdn mem dOc hai, bao ve cac vimg 
mang may chil cong cong, may chil nOi b0, may chiu co se. du lieu va,viing mang 
nQi b0; co kW. nang to dOng cap nhat thud gian thuc co so du lieu, dau hieu phat 
hien tan cong. Vo hieu hoa tat ca cac dich vu khong can thiet tai tong vimg mang; 

d) Buoy 4: Cu hinh chirc nang xac thuc tren cac thiet bi ket n6i mang de 
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xac thuc nguiN sir dung quan tri thiet bi true tiep hoc to xa; 
d) Buck 5: Mpg khong day phai c6 coy the bao toan tinh toan vgn va bi mat 

dia thong tin duce truyen du tren mai truong mang, co huong da'n bao dam ATTT 
dank cho cac thiet bi du cuOi khi ket noi vao mang; dugc thiet lap cac tham so: 
ten, nhan clang dich vu (SSID), mat khau, cap phep truy nhap di voi dia chi vat 
IS,  (MAC address), ma He du lieu. Thuong xuyen thay dOi mat khau. Cac diem 
truy nhap khong day phai duce bao ve, tranh bi tiep can trai phep; 

e) &roc 6: He thOng may chu phai co chirc nang to dOng cap nhat ban ghi 
nhat lcST he thong trong khoang th6i gi an nhat dinh (toi thieu la 03 thang), luu tru 
th6ng tin ket noi mang, qua trinh clang nhap vao may chii, cac thao tac cdu hinh 
he thOng, loi phat sinh trong qua trinh hoat dOn4 va cac thong tin lien quan ye 
ATTT de phuc vu cong tac khac phpc su co va dieu tra ve ATTT khi xay ra. X6a 
sach thong tin, dir lieu tren may chu khi chuyen giao hoc thay doi muc dich sir 
dung. 

2. Co quan, don vi tham gia ket noi, sir dung he thOng mang dien r6ng 
(WAN), mang truyen so lieu chuyen dimg cua tinh c6 trach nhiem: 

a) Bao darn ATTT dOi vai he thong mang nOi b6 va cac thiet bi cua minh khi 
thuc hien ket noi vao he thong mang dien Ong, mang truyen so lieu chuyen dung; 
thong bao su co hoc cac hanh vi pha hoai, xam nhap ve So.  Th6ng tin va Truyen 
thong de xir 

b) Ph6i hop vai SO Thong tin va Truyen thong ra soat danh gia tinh hgp le 
cdu hinh dia chi IP ket noi mang dien r6ng, mang truyen so lieu chuyen dung trong 
qua trinh van hanh va sir dung cac he thong thong tin, may chtl, thiet bi CNTT cua 
minh co ket noi voi he thOng mpg dien rOng; 

c) Dinh ky sao luu thong tin, du lieu dung chung hru tit tren mang dien r6ng; 
d) Khong tiet l'6 phuong thirc (ten dang k3'7, mat khau, tien ich, tep ho tra va 

cac each thirc khac) a,truy nhap vao thOng mang dien rOng, mang Truyen so 
lieu chuyen dung cho to chirc, ca nhan khac; khong dugc tim each truy nhap duOi 
bat cu hinh thirc nao vao cac khu vue khong duce phep truy nhap. 

3. Co quan, don vi phai dp dung cac bien phap ky thuat can thiet bao dam 
ATTT trong hog dOng ket noi Internet, t6i thieu dap img cac yeu c&u sau: 

a) Co 114 thOng Wang lua va he thOng bao ve kiem sok truy nhap Internet, 
dap img nhu cau ket noi &Ong that ho trg cac ding nghe mang rieng ao thong 
dung va c6 phan cling ma h6a tich hop de tang Vic dO ma h6a dtit lieu, cung cap 
day du cac co the bao mat co ban nhu NAT, PAT, quan 17 luOng du lieu ra , vao 
va c6 kha nang bao ve he thong truOrc cac loai tan ding tir choi dich vu (DDoS); 

b) LQC bo, khOng cho phdp truy nhap cac trang tin c6 nghi ng6 chira ma d6c 
holac cac nOi dung khong phit hop; 

c) Khong m& trang tin hoc irng dung Internet ten may tinh chira dtir lieu 
quan trong hoc co kha nang tiep can cac dir lieu, img dung quan tong; chi thiet 
lap ket noi Internet cho cac may chd va thiet bi CNTT can phai co giao tiep voi 
Internet (cac may cha, thiet bi cung cap giao dien ra Internet dm trang tin dien ti r, 
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dich vu cong, thu dien tir; thiet bi cap nhat ban va. dieu hanh, mau ma d0c, mau 
diem yeu, mau tan cong). 

Dieu 11. Kiem tra, khic phuc sir c6 ATTT 
1. Ca quan, don vi chu quan he th6ng thong tin c6 trach nhiem ph6i hop vOi 

cac co quan, don vi chuyen trach ye CNTT, ATTT cua tinh: 

a) Ra sok, danh gia va xac dinh cac su c6 ATTT, cac rui ro ATTT c6 the 
xay ra vai timg thanh phan he thong thong tin trong pham vi quan 1/ cua minh. 
Tren ca sa dO, xay dung va phe duyet cac phuang an img ciru, xir 17 su co phii 
hop vai cac rui ro ATTT c6 the xay ra; 

b) Chuan bi san sang cac bien phap, phuong tien ky thu4t de phuc vu cho 
trien khai cac phuang an img ciru da dugc xay dung; 

c),Xay dung va ban hanh cac huang dan, quy trinh xir 15T su c6 ATTT d6i voi 
tirng doi tuong ngtrei sir dung cu the trong he thong thong tin theo huang dan ciia 
So Thong tin va Truyen thong; 

d) 'Thong bao cong khai cac phuang an lien lac vai b0 phan xir ly su c6 cho 
town b0 ca nhan lien quan he thong thong tin clang quan 

,d) Thuong xuyen kiem tra, ra soat tinh san sang caa cac phuong an irng ciru 
su co; thuc hien dung cac huang dan, quy trinh xir 17 su c6 ATTT. 

2. Khi c6 su c6 hoac nguy co mat ATTT, thu truang ca quan, don vi thuc 
hien: 

, a) Chi dao xac dinh nguyen nhan c6, c6 bien phap kh'ac phuc kip thei, han 
the thiet hai; 

b) Twang hop gap su c6 nghiem tong o mirc dO cao, khan cap (he th6ng bi 
gian down dich vu; dcr lieu tuyet mat hoac bi mat nha ntro.c c6 kha nang bi tiet 10; 
du lieu quan trong ciia he thong khong bao dam tinh,toan ven va khong c6 kha 
nang kh6i phuc dugc; he,thong bi mat quyen dieukhien) hoac‘chii quan he thong 
khOng kha nang to kiem sok, xir dugc six , thi phai phoi hop chat che,vOi 
DOi Ung ciru six c6 ATTT mang 	tinh va cung cap day thong tin six c6 de 
dugc huarng dan, ho trg cu the; 

c) Chan bi nOi dung bao cao su co, bao g6m: 
Ten,,  dia chi Don vi van hanh th6ng thong tin; chi' quan he th6ng th6ng 

tin; he thong thong tin bi six co; thai diem phat hien six co; 

Dau m6i lien lac ye su c6 cua don vi van hanh he th6ng bi su c6: Ten, chirc 
dien thoai, thu dien tir; 

MO to ve six c6: Loai su c6, hien tuong, danh gia so b6 rnirc,d6 nguy hai, mirc 
do lay lan, tac Ong dm su co den hog dOng binh thuOng dm to chirc; 

Don vi cung cap dich vu ha tang k*S7 thuat; 
L*e cac bien phap da trien khai hoac du kin trien khai 	xir 17 khic 

phuc six co;O 
Cac to chirc,,doanh nghiep dang 	trg img ciru, xir 157 va ket qua xir ly su 

co tinh den thai diem bao cao; 
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• 
Ket qua img cim sv c6 ban dau; 

Kien nghi de xuat huong (mg cim xir ly sv c6 (neu c6); 
Ban cap nhat mai that cim tai lieu mo to cac thanh phan he thOng thong tin, 

go b o 	cac vimg mang chirc nang; he thong thiet bi mang, thiet bi bao mat; he 
thOng may chi' he th8ng; he thong may chu (mg dung; dich vv va cac thanh phan 
khac trong he thong thong tin (trong trutmg ho)) sv co c6 kha. nang xay ra ten 
dien Ong hoac gay ra cac anh huong day chuyen, lam ten hai cho cac he thong 
thong tin quan trgng kHz). 

Dieu 12. Tiep nh#n thong tin bao cao sty co mat an toan thong tin mang, 
A A A 

Slr co mang truyen so lieu chuyin dung 
, 1. Dia chi tiep nhan thong tin, bao cao sv co mat an toan thong tin mpg; sv 

co tac, nghen, dirt, rat, khong truy cap dugc cua mpg truyen s6 lieu chuyen dung: 
Trung tam Giam sat dieu hanh,kinh to xa h'gi tap trung thugc So Thong tin va 
Truyen thong la b0 phan lam dau m6i lien lac (mg 	ATTT may tinh ten dia 
ban tinh va trong mang luOi (mg 	tren toan qu6c, qua cac thong tin lien he: 
Dien thoai: (0276).3611169, Email: hotro@tayninh.gov.vn.  

2. SCY Thong tin va Truyen thong xay dung he th6ng thong tin tiep nha.n, xir 
1.3",  va km vet thong tin xir ly su co tivc tuyen, xuAt ra cac bao cao hang thang de 
bao cap cho cac quan co tham quyen. 

Dieu 13. Giam sat an toan he tilting tilting tin mang 
1. D6i vai cac co. quan, don vi: 
TO chirc thvc hien viec giam sat an toan he th6ng th6ng tin dm co.  quan, don 

vi trvc tiep quan ly. Ngi dung va d6i tugng giam sat thvc hien theo quy dinh tai 
cac khoan 1, khoan 2 Dieu 24 dm Lust ATTT mang; thvc hien viec luu tra nhat 
kS,  tinh trang hoat dOng cim cac he th6ng th6ng tin tai cac may chit trong thai gian 
it nhat la 30 ngay de phvc vv cac cOng tac dam bao ATTT mang. 

2. Doi vai cac doanh nghiep cung cap cac dich vu vien thong, CNTT, Internet 
CO trach nhiem thvc hien theo quy dinh tai khoan 3 Dieu 24 dm Lu4t ATTT mang. 

Dieu 14. Ngan ch4n xung city thong tin tren mang 
1. DOi vai cac co quan, don vi chit quan trvc tiep cac he thOng thong tin: 

Quan ly chat the cac tai khoan da cung cap cho nguai dung va N thong thOng tin 
do minh quan 1Y. Khong de cac phAn tlr xau lgi dung he thong th6ng tin de tham 
nhap,,truy cap trai 	vao cac trung tam dang quan 13',, qua d6 tan cong vao cac 
he th6ng thong tin, co so du lieu dung chung cua tinh. 

2. So• Th8ng tin va Truyen thong: 
a) Chu tri, ph6i hgp vai cac don vi lien quan cua BO Thong tin va Truyen 

thong, cac quan, don vi c6 lien quan de tham muu xay dung va trien khai cac 
ke hoach, phuong an bao ve he thong thong tin dm tinh; san sang huy dOng hrc 
lucmg, phuong tien tham gia thvc hien cac nOi dung ngan chan xung dOt thong tin 
tren mang trong pham vi quan 1St; 

b) Xir 1y, khac phvc cac vu viec lien quan den xung dOt thOng tin tren mang 
thuOc pham vi quan ly theo quy dinh phap luat. 
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3. Cac doanh nghiep cung cap dich vu vin thong, CNTT, Internet cho cac 
co quan quan ly nha mac tinh co trach nhiem ngan chan xung dOt thong tin ten 
mang trong pham vi tharn quyen theo quy dinh tai Nghi dinh so 142/2016/ND-
CP ngay 14 thong 10 nam 2016 dm Chinh phu ve ngan chan xung dOt thong tin 
tren mang. 

Dieu 15. Xay d‘rng quy ch6 bao dam ATTT not bo 

Tren co s6 quy the nay va huong clan oda BO, nganh Trung uong, cac so, 
ban, nganh tinh, UBND cac huyen, thi xa, thanh ph6 ban hanh quy the bao dam 
ATTT not bo tai co quan, dia phucmg quy dinh r6 cac van de co ban sau: 

1. Phan cong cu the canbO, cong chdc chuyen trach CNTT, so dien thoai lien 
he khi co su co ve ATTT. 

2. Phan cong can bO, cong chirc chiu trach nhiem quan ly may tinh de du thao 
cac van ban, tai lieu c6 tinh mat; viec six dung va van hanh may tinh nay, dam bao 
tuan thd cac quy dinh oda phap luat ye bao mat va ATTT. 

3. Thies lap quy tac vao ra, guar]. VT phOng may chit; quy tac cai dat phan mem 
len may chd, may tinh tram. 

, 4. Quy tac phan loci va quail ly mdc 	tien d6i 	cac tai nguyen oda he 
thong thong tin (phan mem, du lieu, trang thiet bi CNTT). 

5. Kiem tra, ra soat va khAc phuc su co an toan cua he thong thong tin S1:1 
dung cac bien phap trong Dieu 11 oda Quy the nay. 

6. Quy tac quail ly bao darn an toan he thOng thong tin tai don vi; dam bao tinh 
toan yen, tinh tin cay, tinh thong nhat va tinh san sang dm du lieu trong quail lY 
va van hanh trao doi th6ng tin. 

7. Quy trinh xir ly cac su co anh huong den an toan he thong Lai don vi. 

8. Che (10 bao cao tang hop tinh hinh an toan oda he thong thong tin. 

Di&J 16. Quy trinh ph6i hqp 	cum sty c6 mpg bao dam ATTT so teen 
ilia ban tinh 

1. Quy trinh xi ly khAn cap: 

Khi phat hien he thong c6 nguy ca mat ATTT nhu: he tilting hog dOng cham 
bat thu6ng, khong truy cap &roc he thong dng dung, not dung ding (trang) thOng 
tin dien tir hoac giao dien irng dung bi thay doi, cac su co khac co lien quan thuc 
hien cac buoc co ban nhu sau: 

a) &rex 1: Ng& ket not he thong may chd ra khoi he thOng mang, bao cao 
scr co den Thd tracing co quan, don vi; 

b) Bu6c 2: Sao chep nhatky truy cap dm nguoi dung (logfile) va toan 1)6 du 
lisu dm he thong ra thiet bi luu trix (phuc vu cho cong tac phan tich); 

c) Buck 3: Khoi phuc 14i he thong, hoc sir dyrig he tiding du phimg va 
chuyen du lieu sao luu du pile:prig (backup) mOi nhat de he thong hoat dOng; 

d) Bu6c 4: Tang hop, bao cao su ca va not dung khac phuc gdi ve DOi dng 
edu de tong hop. 
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2. Nguyen tac ph6i hap trong ung ciru skr co: 

a) Dan vi van hanh he th6ng thong tin: 

Thkrc hien cac buoy khac phkic skr co theo Khoan 1 diet' nay. 

Cac,skr co vugt qua kha nang 	don vi thong bao den D6i 	dm de 
ho tra khac phvc va thkrc hien bao cao sir co mpg. 

T6ng hop, bao cao don vi chuyen trach CNTT (Sa Thong tin va Truyen 
thong) theo dinh kSt 06 thang mot lan va bao cao d6t xuat khi co yeu cau; 

b) DOi Ung dru: 

Tiep nhan th6ng tin, bao cao sir c6 mat an toan thong tin dm don vi. Phan 
hoi den email can ho tro theo 03 bu6c: Tiep nhan, HuOng xir ly, dong xir ly. Viec 
xtr Vi 16i dugc thkrc hien ngay khi nhan dugc email yeu cau. 

Phan h6i cho don vi, ca nhan giri thong bao, bao cao ban au ngay sau khi 
nhan dugc de xac nhan ve viec da nhan dugc thong bao, bao cao skr co. 

Tham tra, xac minh va phan loai sir c6 an toan th6ng tin mang a lkra ch9n 
phuang an irng cuu phii hap hoac de xuat voi Ban chi dao xay dung CQDT huang 
giai quyet trong truiyng hgp vugt tham quyen. 

Chu d6ng 1- 6 tra ngay don vi can img dru, xir 17 skr c6 trong kha nang va 
trach nhiem cua minh, cir can b6 k -ythuat cua D6i co mat tai dan vi bao sir c6 de 
ph6i hap, huong dan, ghi nhan gia.i,quyet sir c6, trong trueng hgp sir phirc tap, 
nguy Ca cao ve ATTT ma khong the huong dan, trao doi qua dien thoai, email voi 
don vi bi skr c6. 

Giam sat din bien tinh hinh img cuu su co va bao cao Ban chi dao,xay dung 
CQDT tinh; xuat, xin kin chi dao trong trueng hap khong thu6c tham quyen, 
pham vi trach nhiem hoac vugt kha nang xir ly cua minh. 

T6ng hap, bao cao Ca quan di'eu ph6i qu6c gia theo quy dinh va bao cao d6t 
xuat khi có yeu cau. 

c) Sa Thong tin va Truyen thOng bao cao ve Uy ban nhan dan tinh d6ng thiyi 
thOng bao den B6 Thong tin va Truyen thOng thong qua Trung tam Ling ciru khan 
cap kh6ng gian mang Viet Nam, de dugc h'6 tra khac phvc cac skr co vugt qua kha 
nang xir .1)',  cua dia phuang. 

Chtrcrng III 
TO CHeC THVC HIVNI 

Di'eu 17. Trach nhiem cua t6 chtic, ca nhan ben ngoai khi tham gia sir 
dung 4 thong thong tin dm quan nha milk, de giao tiep, cung cap va trao 
dill thong tin so v&i co' quan nha fluor 

1. Nghiem chinh thi hanh quy the nay va cac quy dinh khac cua phap luat ve 
bao dam ATTT mang. 
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2. Khi phat hiEn su c6 anh huong &II an toan he th6ng thong tin, phai th6ng 
bao ngay vOi co quan nha nuoc, nai to chirc, ca than dang thuc hiEn giao tiEp. 

3. Cac to chirc, ca nhan tham gia vao qua trinh ung dung CNTT ten dia ban 
tinh, chiu su thanh tra, kiEm tra cua cac ca quan nha nuov co tham quyEn ve linh 
vue ATTT. 

Di&i. 18. Trach nhikIn ciia can hi), cong chtic trong co quan nha ntrerc 
1. Nghiem chinh thi hanh quy chE nay va cac quy dinh khac cua phap luat ve 

bao dam ATTT. 

2. Khi phat hiEn su c6 anh huong dEn an toan hE th6ng thOng tin, phai thong 
bao ngay den can 136, cong chirc chuyen trach CNTT cua dan vi. 

3. Cac thong tin, tai liEu, van ban c6 tinh mat theo quy dinh, phai du thao, 
luu trir dung theo quy dinh ve bao mat va ATTT. 

4. Can bO, cong chirc chuyen trach CNTT: 

a) Theo nhiErn vu duac Thu truong ca quan, dan vi phan cong, chiu trach 
nhiErri tham muu chuyen mon va van hanh dam bao an toan hE thong thong tin tai 
co quan, dan vi; 

b) Huang clan, ho try nguoi dung tai co quan, dan Ai giai phap phOng, ch6ng 
vi rut, ma dOc may tinh. Thuc hiEn viEc danh gia, bao cao cac rui ro va mire dO 
cac rui ro anh huong den hog d6ng he th6ng thong tin dm don vi, cac giai phap 
co ban khac phuc cac rui ro; 

c) Phi hop vai cac ca than, to chirc co lien quan trong viEc kiEm tra, phat 
hiEn, pheng ngira, dau tranh, ngan chan xam plipm ATTT; tham gia khac phuc cac 
su co mat ATTT. 

Di&I 19. Trach nhik'm cua cac quan, don vi 
1. Dam bao an toan thong tin mang theo quy dinh hiEn hanh cua Chinh 

BO Thong tin va Truyen thong, Quy the nay va cac quy the not 13,6 khac. 

2. Bao cao dinh l(ST vao ngay 15/10 hang nam hoac d6t xuat theo yeu cAu ve 
SO. Thong tin va TruyEn thong dE tong h9p, bao cao t1' y ban than dan tinh, BO 
Thong tin va Truyen thong. 

3. Tuan thu va bao dam ATTT trong irng dung CNTT, dam bao an toan thong 
tin mang not 136 cUa ca quan, dan vi theo huOng dan cua Sa ThOng tin va Truyen 
thong theo quy dinh cua quy the nay va cac quy dinh khac cua phap luat c6 lien 
quan. 

4. Tuyen,truyEn, phi biEn quy chE nay va cac quy dinh khac 	phap luat 
có lien quan ye ATTT trong pham vi trach nhiEm va quyenh4n cua tirng ca quan. 

5. Xac dinh va trinh cap c6 thAm quyEn phe duyEt cap (10 hE th6ng thOng tin 
etia ca quan, don vi. 

6. Khi dugc ki6m tra cong tac dam bao an toan thong tin mang tai co quan, 
duan vi cu can b6 co chuyen mon ve CNTT tham gia doan kiem tra; phoi hap vOi 
doan kiem tra xay dung cac tieu chi va quy trinh ky-  thuat kiem tra cong tac dam 
bao ATTT. 
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7. Xay dung Quy the dam bao ATTT not b6 tai co quan, don vi theo quy 
dinh tai Dieu 15 dm Quy the nay. 

Dieu 20. Trach nhi@n cua So• Thong tin va Truyen thOng 
1. Tham muu Uy ban nhan dan tinh ve cong tac dam bao ATTT tren dia ban 

tinh va chiu trach nhiem tnrac Uy ban nhan dan tinh trong viec dam bao an toan 
cho cac he thong thong tin cap tinh. 

, 2. Xay dung va trien khai cac Ke hoach, chuong trinh, du an dau tu, dao tact 
ye ATTT trong Ung dpng CNTT ten dia ban tinh. 

3. Thy theo mirc d6 su c6, phi hop Trung tam Ling dm khan cep khong gian 
mang Viet Nam (VNCERT/CC) va cac don vi có lien quan huang dan xir Vi, irng 
dru cac su co ATTT tren dia ban tinh; canh bao cac van de ye ATTT trong cac co 
quan nha nuac tren dia ban tinh. 

4. Quan VT yen hanh, huang clan ket not mang truyen s6 lieu chuyen dung 
ciia cac co quan,Dang va nha nuac ten dia ban tinh; xir V/ cac van de lien quan 
su co mang truyen so lieu chuyen dung. 

5. Huang dan, 118 trg sao luu du pheng cac thong tin, co so. SI lieu cda cac co 
quan nha nuac mot cach an toan. 

6. Huang dan, giam sat cac don vi xay dung quy the va thuc hien viec dam 
bao an toan cho he thong thong tin theo quy dinh; huong dan cac co quan ye khung 
bao cao; dinh lcSi tong hop bao cao Uy ban nhan dan tinh va B6 ,Thong tin va 
Truyen thong va cac co quan có tham quyen ve cong tac ATTT so ten dia ban 
tinh. 

7. Tuyen truyen va dinh huong tuyen truyen, phi hop tuyen truyen den cac 
phuong tien truyen th6ng dai chung tren dia ban tinh ve cong tac bao dam ATTT. 

8. Hang snam, to chirc dao tao hoec cu nhan su tham gia cac khoa dao tao 
chuyen sau ye ATTT mang cho can b6, cong chdc chuyen trach CNTT dam bao 
ATTT mang cila cac co quan, don vi. 

9. Tham muu cung cep, ho troy cac co quan don vi thiet bi CNTT soan thao 
va km tilt van ban met. ChU tri phoi hap voi Cong an tinh tham dinh, bao hanh, 
bao tri dam bao an toan thong tin dm thiet bi CNTT soan did() va luu tit van ban 
met dm cac co. quan, don vi. 

10. Khdo sat, trien khai, xay dung mo hinh ket not mang not 1)6 (LAN) dam 
bao an toan thong tin chung cho CAC co quan, don vi trien khai thuc hien. 

11. Tham muu xay dung ke hoach hang nam, phi hop vai Ong an tinh va 
cac don vi co lien quan to,  chirc kiem tra dinh kS,  dam bao an toan thong tin mang, 
h' thong thong tin theo cap d6 ciia cac co quan, don vi. 

12. Tkchirc danh gia an toan thong tin mang cho the he th6ng thong tin dung 
chung, ha tang Trung tam tich hop du lieu dia tinh hang nam theo quy dinh. 

13. Chil tri xay dung du toan kinh phi thuc hien Ice hoach hang nam to ngu'6n 
Trung uong va tham muu UBND tinh bao cao B6 Thong tin va truyen thong de 
dugc bO tri von thuc hien hang nam theo quy dinh. 
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14. Th6ng bao cho cac dau mOi quan tri cong nghe th6ng tin tai cac co quan, 
don vi theri gian cu the khi có cap nhat thay doi he thong hoc bac, ngay cho cac 
&Au mOi khi có sit co cua cac he thOng dung chung de cac don vi chit dOng thOng 
bao cho don vi. 

Dieu 21. Trach nhrOn DOi img ctru 
1. Tham muu cac van ban huong dan, canh bao nguy co mat an toan thOng 

tin cho cac co quan, don vi. 

2. Phi hop vai Trung tam Ong cim khAn cap kh6ng gian mang Viet Nam 
(VNCERT/CC) va cac don vi có lien quan trong thuc hien nhiem vu dam bao 
ATTT mang. 

3. TO chirc thuc hien viec tip nhan va xir ly cac sit co ve ATTT. 

4. TO chirc thuc hien cac bien phap bao dam ATTT tren mpg may tinh cua 
cac co quan nha nuac tren dia,ban tinh; ho,tro ky-  thuat cho cac don vi trong viec 
pgan chan, phong ngira va khac phuc sit co lien quan den ATTT tren mpg may 
tinh. 

Ditu 22. Trach nhi?in Cong an tinh 
1. Chi' tri, phi hop vai So. Thong tin va Truyen thong va cac co quan, don 

vi có lien quan xay dung ke hoach va chiu trach nhiem quail ly, kiem soat, phong 
ngira, dAu tranh, ngan chan cac loci t6i pham lqi dung he thong thong tin gay 
phuong hai den ATTT mang trong co quan nha nuot. 

2. Chit tri, phi hop vai Si Thong tin va Truyen thong va cac co quan, don 
vi có lien quan to chirc Doan kiem tra ye ATTT mang de kip theri phat hien, xirl)",  
cac hanh vi vi pham theo quy dinh cua phap luat. 

3. Ph& hop Sa Thong tin va Truyen thong thAm dinh, bao hanh, bao tri dam 
bao an toan thong tin cua thiet bi CNTT sop thao va ltru tri van ban mat dm cac 
co quan, don vi. 

4. Cir can 136 phOi hop, tham gia doan kiem tra, danh gia cong tac dam bao 
ATTT trong hoat Ong ling dung CNTT cua cac co quan, don vi; Dieu tra va xir 
1)"7 cac truong hop vi pham cac quy dinh ve ATTT mpg theo tham quyen. 

5. Kiem tra d6t xuat cac co quan, don vi khi phat hien co dau hieu vi pham 
phap luat ve ATTT trong hoat d6ng img dung CNTT theo dung quy dinh cua phap 
luat. 

Dieu 23. Trach nhqm ctia cac doanh nghqp cung cap dich vu vigil thong, 
CNTT va Internet 

1. DAu to xay dung, trang bi ha tang ky thuat dap img day du cac yeu cau, 
tieu chuan ky thuat theo quy dinh cua B6 Thong tin va Truyen thong ve ATTT va 
cac not dung quy dinh tai Quy the nay. 

, 2. Ph& hop vai Si' Thong tin va Truyen thong de tham gia cac hog d6ng 
dieu phoi, ung dru, khac phuc sit co thong tin dam bao ATTT mang cho cac co 
quan, don vi trong qua trinh sir dung, khai thac sir dtmg dich vu. 
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3. Dam bao msng truy6'n so lieu chuyen dung cung cap cho cac co quan, don 
vi &roc thong suot, on dinh. 

4. Chiu hoan toan trach nhiem neu c6 ski co xay ra ma died gian xu ly \Toot 
qua 4 gier ke tir thoi diem nhan doge thong tin su co va chiu trach nhiem to& Uy 
ban than dan tinh v'e chat luong dich vu neu de so sv co xay ra qua 3 lan/thang/01 
don vi. 

Dieu 24. 'Filch nhi'On dm S& Tai chinh 

Phoi hgp vOi SO Thong tin va truyen thong dam bao kinh phi thkrc hien 
ice ho4ch tit nguon chi thugng xuyen hang nam theo quy dinh. 

Di&I 25. Trach nhi?in cita So' Ke ho4ch va Wan tir 
Hang nam, can c(r kha nang can d'6i ngan sach va de xuAt cua SO Thong tin 

va Truyen thong va cac co quan, don vi c6 lien quan, tham mtru Uy ban nhan dan 
tinh boyi kinh phi trier' khai thoc hien cac du an, nhiem vu bao dam ATTT theo 
phan cap hien hanh cua Luat Ngan sach nha ruro.c. Phan dau phan b"6 toi thieu 
10% tong mire chi cho Ong dung CNTT de thgc hien cac nhiem vu ye dam bao 
ATTT msng. 

Dieu 26. Trach nhi?n thi hanh 
1. Soy Th6ng tin va Truyen thong chu tri, phoi hop vori cac so., ban 

nganh, UBND cac huyen, thi xa thanh pho va cac don vi co lien quan trien khai 
thuc hien Quy the nay. 

2. Cac van ban quy plasm phap lust clan chi'L de ap dung tai Quy the nay 
dugc sira doi, blj sung hoac thay the bang van ban nu% thi ap dung theo cac van 
ban sus doi, bo sung hoac thay the. 

3. Trong qua trinh thvc hien, neu c6 Oat sinh kho khan, vuong mac, cac co.  
quan, don vi kip theri bao cao ye So.  Thong tin va Truyen thong tong hop de trinh 
UBND tinh xem xet, guy& dinh./. 
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