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UY BANNHAN DAN
TINH QUANG TR[

CQNG HOA xA HQI CHU NGHIA VI.eT NAM
D{le I~p - T•••.do - H"nh phDc

II

••

QUYCHE
Dam hao an toim, an ninh thong tin trong ho"t d{lng ung dyng eong ngh~

thong tin eiia cae CO'quan nha Ulrae tinh Quang Trj

(Ban himh kern thea Quyit<1inh 86:.35 /2016/Q£)-UBND ngiJy.R9/i/2016
cua UBND tinh Quang TriJ

Ch'fO'ng I
QUY DJNH CHUNG

Di~u 1. Ph"m vi di~u ehinh
Quy eh6 nay quy djnh v~ vi$e dam baa an toan, an ninh thong tin trong hoat

d(\ng trng d\lng eong ngh$ thong tin (CNTT) ella cae ca quan nha nuae tlnh Quang
Trj, baa g6m: Cong tae quan Iy dam baa an toan, an ninh thOng tin mang; vi$e ap
d\lOg cae bl$n phap quan ly ky thu~t, quan ly v~n hanh dam baa an toan, an ninh
thong tin d6i vai cae h$ th6ng thong tin.

Di~u 2. D8i tU'fllg ap dyng
I. Quy eh6 nay duge ap d\lng d6i vm cae ca quan nhit nuae tren dja ban tinh

Quang Tri, baa g6m: Cae ca quan ehuyen man thu(\e Uy ban nhiln dan tlnh va cae
dan vj S\Inghi$p tr\le thu(\e; Cae dan vi S\Inghi$p thu(\e tinh; Uy ban nhfm dan cae
huy$n, thi xii, thanh ph6; Uy ban nhan dan cae xii, phuimg, thi trin (sau day goi tit la
ca quan, dan vi).

2. Can b9, cong chuc, vien chirc dang lam vi~c trong cae co quail, dan vi neu t<;ti
Khoan 1 Di~u nay va nhUng ea nhan, t6 ehue co lien quan ap d\lOgQuy dinh nay trang
vi$e v~ hitnh, khai thite h$ th6ng thong tin tai cae cO'quan, dan vj.

Di~u 3. Mye dieh, nguyen tfte dam bao an toan, an ninh thong tin

1. Vi$e ap d\lOg Quy eh6 nay nhim giam thi~u duge cae nguy cO'gay mit an
toan thong tin va dam bilOan ninh thong tin trong hoat d(\ng trng d\lng CNTT ella cae
ca quan, dan vi.

2. Cae hoat d(\ng trng d\lng eong ngh$ thong tin phiti tuan thea nguyen tic dam
baa an toan thong tin duge quy dinh tai Di~u 4, Lu~t An toan thong tin mang; Di~u
41, Nghj djnh 64/2007/ND-CP ngay 10/4/2007 ella Chinh phll v~ ti'ng d\lng eong
ngh$ thong tin trang hoat d(\ng ella ca quan nha nuae.

Di~u 4. Ciai thieh tir ngfr
Trong Quy eh6 nay, cae tiI ngfr duai day duge hi~u nhu sau:
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1. An toan thOng tin s6: la thn(it ngu dUng de chi vi~e bao v~ thong tin s6 va
cae h~ th6ng thong tin eh6ng l~i cae nguy ca l\l nhien, cae hilnh di)ng truy e(ip, su
d\mg, phat tan, pha ho~i, sua d6i va pha My b~t hgp phap nhiim bao dam eho cae M
th6ng thong tin th\fe hi~n dUng ehire nang, ph\le V\l dung d6i tm;mg mi)t each silo
sang, chinh xac va tin c~y. NQi dung eua an toan thong tin m:;mg baa gam bao v~ an
toan m~ng va h~ tfrng thong tin, an toan may !fnh, du li~u va irng d\lng va dieh V\l
eong ngh~ thong tin.

2. H~ th6ng thOng tin: la mi)t t(ip hgp va ket hgp cae phfrn eirng, phfrn m8m, cae
h~ th6ng m~ng truy8n thong duqe xay dvng va sir dvng de thu th(ip, t~o, tai t~o, phan
ph6i va chia se cae dfr li~u,thong tin, tri thue nh~mph\Jc V\l cho cae m\lC tieu eua t6
ehire.

3. An toan, an ninh thong tin: La dilm bao thong tin duqe bao m(it, silo sang va
toan v~n.

4. Tinh tin e(iy: La dilm bao thong tin chi co the duqe truy e(ip bai nhfrng nguiYi
duqe e~p quy8n truy e(ip.

5. Tinh toan v~n: La bao v~ tfnh ehfnh xae, tfnh dfry du eua thong tin va cae
phuong phap xu ly thong tin.

6. Tinh silo sang: La dam bao nhung nguiYi duqe e~p quy8n co the truy e(ip
thong tin va cae tai li~u co lien quan ngay khi co nhu efru.

7. Log File: La mi)t t(ip tin duqe ~o ra biYimi)t may ehu web ho;;;emay eM
proxy co ehira t~t ea thong tin v8 cae ho~t di)ng !ren may ehu do.

8. Firewall: La rao ehiln (phfrn eirng, phfrn m8m) duqe laP fa nhiim kiem soat
nguiYidUng m~ng Internet truy nhaP vao cae thOng tin khong mong mu6n va nguiYi
dUngtit ben ngoai truy nhaP trai pliep thong tin trong m~ng ni)i bi).

9. Moi twang m~ng bao g6m: M~ng ni)i bi) (LAN); m~ng dien ri)ng eua Uy
ban nhan dan tfnh, eua nganh (WAN); m~ng truy8n s6 li~u ehuyen dung eua cae co
quan Dang, Nha nuae; m~ng rieng ao (VPN), m~ng Intranet; m~ng Internet.

10. TCVN 7562:2005: Tieu ehufrn Vi~t Nam ve rna th\fe hilnh quan ly an toan
thOng tin.

11. TCVN ISO/IEC 27001:2009: Tieu ehufrn Viet Nam v8 quan ly an toan
thong tin s6.

Chlf011g U

QUY DJNH DAM BAo AN TOm AN NINH THONG TIN

J)i~u5. Di~uki~ndam bao thl}'C hi~nnhi~mvt} an toan, an nioh thong tin

1. Cae co quan, dan vi phai ph6 biSn nhfrng kiSn thue ca ban vS an toan, an
ninh thong tin cho can b(>, cong chue, vien chile tmac khi tham gia sir d\lng cae h~
th6ng thong tin.
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2. Cae ca quan, dan vi ba tri ean bi), eong ehue, vien ehue lam eong tae ehuyen
traeh ha~ephIl !Taeh kiem nhiem v~ eong nghe thong tin phili thuimg xuyen duge daa
t?a, bbi du5ng ngbieP V\l v~ an taan, an ninh thong tin.

3. Xae diOO va un tien philn ba kinh phi di.n thiSt eha eae ha?t di)ng lien quan
dSn viee baa ve he thang thong tin, thong qua viee dau tu eae thiSt bi tuimg lua, eae
ehuang triOO ehang thu rae, virus may tiOO tren he thang may ebU, may tr?m va eae
eong tae khile lien quan dSn viee baa dam an taan, an niOO thOng tin.

4 Can b<), cong chuc, vien chirc tham gia dOELnkiSm tra c6ng tac dam bilO an
taan, an ninh thOng tin phili duge trang bi day du nhfrng kiSn thue va duqe t~p huiln
hang nam v~ eong tae dam baa an taan, an niOOthong tin.

f)i~u 6. Xay d,!ng quy chS ni)i bi,)v~ dam bao an toan, an ninh thong tin

Cae eo quan, dan vi phai xay dqng, ban hilnh quy ehS ni)i bi) v~ dam baa an
taan, an ninh thong tin; phili ciin eu eae ni)i dung eua tieu ehuk TCVN 7562:2005 va
TCVN ISO/IEC 27001 :2009 d~ quy dinh ro eae viln d~ sau:

a. M1,Ictieu, ph~ vi, d6i tuqng ap dJ,mg

Quy dinh ro m\le tieu, ph?m vi, dai tuqng ap d\lng eua quy ehS ni)i bi): Phimg,
ban ehuyen man va dan vi tr\Ie thui)e.

b. Ni)i dung baa dam an taan thong tin

- Neu ro eae bien phap quiln I;' ky th~t ca ban eha eong tae an taan thong tin

- Neu ro eae bien philp quan I;' v?n haOO trang eong tae an taan thong tin

e. Quy dinh e\l th~ quy~n va traeh nhiem eua timg dai tuqng:

- Quy~n va !Taeh OOiem eua lanh d?a dan vi

- Quy~n va traeh OOiem eua lanh d?a clip phimg

- QuySn va tnich nhi~m eua can b<),cong chile, vien chuc lam c6ng mc chuyen
tdeh v~ eong nghe thong tin (CNTT)

- QuySn va tnich nhi~m eua can b<), c6ng chuc, vien chile th\Ic hi~n c6ng tac
dilm baa an taan thong tin

- Quy~n va traeh nhiem eua nguiri su d\lng

d. Quy djOO v~ eilp philt, thu hbi, e~p OO~tva quan I;' eae tai khaan truy e~p
Val.'he thang thong tin

- Neu ro quy diOO v~ eap phlit, thu hbi, e~p OO~tva quan I;' eae tai khaan troy
e~p Val.' timg he thtmg thong tin.

d. Quy diOO v~ eong tae baa ve bi m~t nhil nuae v~ an taan thong tin tren moi
truimg m?llg.

e. Co ehS sal.' lun dfr lieu, eo ehS thong tin, baa eaa va phlli hgp kh~e phlle S\I
c6.

- Neu r5 CO' chS sao lUll dii' li~u, co chS thong tin.

- Neu ro ni)i dung baa eaa va phlli hgp kh~e phlle S\I ea
4
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g. Theo doi, kiSm tra, th&ngke, t&nghqp, bao cao theo diOOkYva dQtxuat.

- Neu ro vi~c theo doi, thai gian kiSm tra cac h~ th&ng thong tin
- Neu ro vi~c th&ng ke, t&nghqp, bao cao theo diOOky va dQtxuat

h. Khen thuang, ky lu~t

- Cac hiOOthuc khen thuang, kY lu~t.

i. T&chuc thlJc hi~n

- Cach thuc t&chuc thlJc hi~n.

DiSu 7. Trang thi.h hi va h" tAngclIng ngh~ thong tin

1. Phimg may chit cita cac co quan, dan vi:

- Cac thiSt bi mang quan trgng nhu tuang lira (firewall), thiSt bj dinh tuySn
(router), h~ th&ng may chit, ... phili dugc d~t trong phimg may chit va co cac bi~n
philp hilo v~, ngan ch~ xilm nhilp trai phep VaGphimg may chit. La khu VlJCh~n chS
tiSp c~n va dugc l~p d~t M th&ng camera giam sat. Phimg may chit phili co he th&ng
may philt di~n, he th&ng luu dien dit cong suat dS dam bao duy tri he th&ng thiSt bi va
may chit dugc ho~t dQng lien Wc.

- Chi nhfrng nguai co trach OOiemtheo quy dinh cua Thit truang co quan mai
dugc phep VilOphimg may chit. Qua triOOvao, ra phimg may chit phili dugc ghi nh~n
vao OO~tkYquan Iy phimg may chtl.

- Be, tri can bi}, c6ng chuc, vien chuc co nang h,rc chuyen mon cao dS quan ly,
v~ hilOOphimg may chit va duy tri chS dQ tr1JC24/7 dS dilm hilo an toan thong tin
mango

2. May chu:
cftu hiOOmay chit phili dit m~OOdS dap trng cong viec. May chit cita cac co

quan chi dung dS triSn khai phful mSm he th&ng, cac du lieU luu tru cfrn thiSt va cac
phfrnmSm ch&ng virus, ngoai ra khong dugc cai them bat cu phfm mSm khac.

3. ThiSt bi ch&ng set, phiJng chay, chua chay:
Cac co quan phai l~p d~t thiSt bi ch&ng set, trang bj thiSt bi phong chay, chua

chay dS hilo ve cac h~ th&ng cong ngM thong tin.
4. ThiSt bj chuySn m~ch (Switch):
ThiSt bi chuySn m~ch mang tin hgc cita cac co quan phili dilm hilo kha nang

cung cap cac chuc nang quan trj nh~m tang cuang dQ an toan va hilo m~t cho he
th&ng mang nhu: Cung d.p kha nang tir ch&i cac kSt n&i khong mong mu&n hay trai
phep vao M th&n.gva kh&ng chS s& lu~g kSt ~&ivao he. th6ng m~g nQi bi) thor;g
qua thiSt bi chuyen m~ch. Phili co it OOilt01 thiS! bi chuyen m~ch ho trg diOOtuyen
IP cho mBi m~ng nQi bQ, hd trq chuc nang di~ukhiSn truy c~p, chuc nang xac th\fC
thiSt bi, xac thlJCnguai su dvng va chuc nang hilo m~t quan trj m~ng.

5. TuiYnglira (Firewall):
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Cas ca quan,ph~i x~y d\lIlg tuimg lira dam bao cae yeu eau glim kM nang xir
ly duge so IUQ'llgkSt noi dong thai eao va ehiu duge thOng IUQ'llgeao, htl trg cae eong
ngh~ m\illg rieng ao thong d\l1lg va co phan eirng ma hoa tieh hgp dS tang kha nang
ma hoa dfr li~u, eung eilp day du cae co ehS bao m~t co ban, quan ly luling dfr li~u ra,
vao va co kha nang bao v~M th6ng truae cae lo~i tiln eong tir eh6i dieh V\l.

6. Trang qua trinh dilu tu mua silm thiSt bi CNTT, cae phan mi;m irng d\lng di
kem eilo luu y dSn xuilt xir hing hoa dS ditm bao an toan, an ninh thong tin m~ng.

Di~u 8. Quy djoh v~ quao trj philo m~m frog dyog

Trong qua trinh dilu tll, thiSt kS, xay d\lIlg, nang eilp cae philn mi;m h~ th6ng,
cae philo mSm irng d\lng dung chung trang cae ca quan nha nuae phii dap irng yeu
d.ll quantrLv~ hfmh dam bilO an toin, an ninh thong tin ffi;;tOg.

I. Quan ly tai nguyen: Can b(i, eong ehue, vien ehue lam eong tae quan tri
m~ng co traeh nhi~m kii;m tra, giitm sat ehue nang ehia se thong tin; t6 ehue eilp phat
tai nguyen tren may ebU theo danh m\le thu m\le eho tirng phimglban; khuySn eao
nguai dung din nhile vi~e ehia se tai nguyen e\le b(i tren may dang sir d\lng, tuy~t d6i
khong duge ehia se toan b(i 6 eirng. Khi thve hi~n ehia se tai nguyen tren may ehu
hoiie tren may e\le b(i phii sir d\l1lgm~t khilu di; bao v~ thOng tin.

2. Quan Iy dang nh~p h~ th6ng: Cae h~ th6ng thOng tin eilo giai h~n s6 lilo
dang nMp vao h~ th6ng. H~ th6ng tv d(ing khoa tai khoan hoiie co I~p tii khoan khi
lien !\Ie dang nhiip sai Vllgt qua s6 liln quy dinh. T6 ehire theo doi, giam sat tilt ea cae
phuang ti~n dang nh~p tir xa; yeu ci\u nguai sir d\lng diit m~t khilu vai d(i an toan eao,
giam sat, nhAc nha, khuySn CaD nen thay d6i m~.tkhftu thu<'mg xuyen.

3. Quan ly tai khoan: Cae tai khoan va dinh danh nguai dung trang cae h~
th6ng thong tin, bao glim: T~o mai, kieh ho~t, sira d6i va lo~i bo cae tai khoan, dling
thai tli ehue kii;m tra cae tai khoan eua h~ th6ng thong tin it nhilt 6 thang/liln thong
qua cae eong e\l eua M th6ng. Huy tai khoan, quyi;n truy e~p h~ th6ng d6i vai can b(i,
c6ng chuc, vien chuc da:chuy€n cong tac ho~c thai vi~c.

4. Quan Iy nh~t kY (log file): H~ th6ng thong tin pMi ghi nhan cae sv ki~n nhu:
Qua trinh dang nh~p vao h~ thiing, cae thao tae ci\u hinh h~ th6ng. Thuimg xuyen
kiSm tra, sao luu cae log file theo tirng tMng di; luu vSt theo doi, xae dinh nhiing sv
ki~n da xay ra eua h~ th6ng va h~n ehS vi~e tran log file gay anh huang dSn ho~t
d(ing eua h~ th6ng.

5. Phimg eh6ng ma d(ie, virus: Tren cae may ebU, cae thiSt bi di d(ing trang
m~ng va M th6ng thong tin phai eai diit philo mi;m eh6ng virus, thu rae pbU hgp dS
philt hi~n, IOl;li tm rna dQc, virus va cai d~t cae phfuI rnSm mlY tren may trl;lm.

6. Quan ly eai diit: Can b(i, eong ehue, vien ehue litm eong tae ehuyen traeh
CNTT co tnich nhi~m ki6m tra, dli d?t va chiu tnich nhi~m vS rnue d<) an toan, bEW
m~t cae philo mi;m irng d\lng ph\le V\l eong tae ehuyen nganh t~i cae may tinh eong
Vl,J. eua can bQ, cong chuc, vien chuc.

7. Xung d(it philn mi;m: Trong qua trinh thiSt kS, nang ci\p cae ph,ilo mi;m
ehuyen nganh pMi dam bao tuang thieh va tieh hgp duge vai cae pharr mem dung
chung dam bao tranh duge cae xung d(it va gay milt an toan thong tin.
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Di~u 9. Bao v~ bi m~t nha Ulro-ctrong ho~t iti}ng ung dyng CNTT
I. Quy djOOvS so~n tMo, in iin, pMt haOOva sao eh\lp tai li~u m~t:

a) Khong duge su d\lng may tiOOnbi m~ng internet dS so~ tMo van ban,
ehuySn giao, lou trfr thong tin co nQi dung thuQe bi m(it OOanuae theo danh m\le quy
diOO;eung dip tin, tili li~u va dua thong tin bi m(it OOanuae tren CbnglTrang thong
tindi~ntu.

b) Khong duge in, sao eh\lp tai li~u bi m(it nM nuae tren cae thi~t bi k~t nbi
m~ng internet.

2. Khi sua chua, kh~c ph\lc cae SlJ c6 eua may tinh dung SOlimthao van ban
m(it, cae ca quan pMi bao eao eho co quan co thilm quySn. Khong duge eho phep cae
eong ty tu nhan ho~e nguiYi khong co traeh nhi~m tn,!'e ti~p sua ehfra, xu Iy, kh~e
ph\le sveb.

3. Twae khi thaOOly cae may tiOOtrong cae ca quan nha nuae; can bQ, eong
ehue, vien ehue lam eong tae ehuyen traeh eong ngh~ thong tin pMi dung cae bi~n
phap ky thu(it xoa bo viOOvi@ndfr li~u tmng b elrng may Hnh.

Di~u 10. Quan (y, v~n Mnh h~ thang thong tin cua cooquan, it,ro vi

I. H~thbng thong tin eua cae co quan, dan vj pMi co ca eh~ sao lou dfr li~u a
mue M thbng, dfr li~u eua cae lrng d\lng, dfr li~u eua nguiYi su d\lng; ca eh~ sao lou
dfr li~u phai duge thVe hi~n thuiYngxuyen; thi~t bj lou tm dfr li~u duge sao lou pMi
dam bao yeu etiu ky thu~t; dfr li~u duge sao lou pMi dam bao tiOOsful sang va toim
v~n dap lrng yeu du ph\le hbi dfr li~u eho h~ thbng thong tin ho~t dQng biOOthuiYng
khi co S\J' c6 xay ra.

2. H~thbng thong tin eua cae ca quan, dan vi phai duge triSn khai ca eh~ bao
m(it, an toim thong tin biing cae thi~t bj phtin elrng va phiin mSm phu hqp vai quy mo
euadan vi.

3. H~thbng thong tin eua cae ca quan, dan vj (OOuh~ thbng thu di~n tu, h~
thbng thong tin diSu Moo tae nghi~p nQi bQ... ) pMi co co eh~ giai h~ mQt sb hfru
h~ liin dang OO(ipsai lien ti~p. N~u lien !\Ie dang OO(ipsai vuqt qua sb ltin quy dinh
thi h~ thbng se tv dQng khoa ho~e co l~p tai khoan tmng mQt khoang thm gian OOilt
djOOtruae khi ti~p t\le eho dang nh(ip.

4. H~thbng thong tin eua cae ca quan, dan vj phai duge triSn khai ehUe nang
giam sat tmy e(ip til ngoai vao h~ thbng, til h~ thbng gui ra ben ngoai; ghi l~i nMt ky
(log file) ra, vao h~ thbng dS ph\le V\leong tae kh~e ph\le sv eb, diSu tra, phan tieh va
lam r6 cae nguy ca gay ra milt an toan, an niOOthong tin; ehue nang khong eho ngum
dUng tmy e(ip mQt sb website khong phu hqp vai quy dinh hi~n Mnh.

5.H~thbng m~ng khong day (wireless) eua cae co quan, dan vj phili duge thi~t
l~p khoa khi tmy e~p vai tbi thiSu 8 ky llJ. PMi triSn khai cae gial phap phimg ehbng
xam OO(ip,t.in eong m~g WLAN (m~ng e\le bQkhong day) eua cae ca quan, dan vj.

6. M~g rieng ao (VPN) eua cae ca quan, dan vj k~t nbi d~ tmy e(ip van h~
thbng thong tin phili duge bao m(it; quan Iy va ki~m soat eh~t ehe cae k~t nbi; huy b6
k~t nbi khi khong con su d\lng.
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7. Tftt ea eac tai khoaI! truy e~p vao, h~ th6ng I!'ay eM, thi~t bi m<mg,may tinb,
cae Un,gd\mg phai dugc thiet I~p m~t khau; I!'~t khau phai duge d~t a mue bao m~t
c~o (so luqng ky tv va ni)i dun& cua m~t khau); m~t khftu co t6i thi~u 8 ky tv bao
go,!, chfr h!,a, c~fr thuimg, chfr so va ky tl,!d~c bi~t; pMi thuimg xuyen thay dbi m~t
khau vai ,tan suat pM hqp; danb sach tai khoan pMi dugc quan Iy, kiiim tra va c~p
nh~t; quyen truy c~p cua tai khoan pMi duge thi~t I~ppM hqp cho tUng dbi tuqng.

Di~u 11. Can be},cong chile, vieD chfrc lam cong tac chuyen trach v~ cong
ngh~ thong tin ella co' quan, (faD vi

I. Dugc dam bao di~u ki~n v~ dao !<lo,bbi duOng, h9C t~p, nghien cw, ti~p thu
ki~n thuc, ky thu~t va eong ngh~ mai d6i vai lInb VJ,!Can toan, an ninh thong tin.

2. Quan ly ch~t che vi~c di ehuy~n eac trang thi~t bi eong ngh~ thong tin luu
tIii cae thong tin thui)c danh ml,lcbi m~t nba nuac.

3. Thvc hi~n cftp pMt, thu hbi, c~p nb~t va quan ly tftt ca cac tai khoan truy c~p
vao h~ th6ng thong tin cua dan vi; huang dful nguai su dl,lng thay dbi m~t khfru ngay
sau khi dang nb~p IAndfru tien; bao v~ thong tin cua tai khoan theo quy dinb.

4. TriSn khai ap dl,lngcac giid phap t6ng thS dam bao an toan, an ninb thong tin
m?ng trong toan M th6ng; triSn khai cac giai pMp ky thu~t phong ch6ng virus, ma
d(Je h?i, thu rac cho h~ th6ng va may tinb ea nban; kiSm soat va co giai pMp ky thu~t
ch6ng truy c~p trai phep vito h~ th6ng thong tin.

S. Thuimg xuyen c~p nb~t cac ban va Ibi d6i vai h~ thbng, c~p nMt cac phien
ban mai d6i vai chuang trinb ehbng virus.

6. Thuimg xuyen sao luu dfr li~u theo quy dinb; kiSm tra dfr li~u sao luu pMi
dam bao tinb sful sang, tin e~y vit toan v,n.

7. Thuimg xuyen thve hi~n philn tleh, danb gia vit bao cao cae rui ro vit nguy
co gay mftt an toan, an ninb thong tin d6i vai M thbng thong tin eua dan vi; nguyen
nhan gay ra cae rui fO va nguy co gay mftt an toim, an ninh thong tin m<;lngbaa g6m:
Hi~n tuqng tl,!nhien (nhi~t di), khong khl, mua bao, set), truy e~p trai phep, virus, eb
y litm thay d6i thong s6 eftu hinb h~ th6ng vit pM huy dfr li~u. D6ng thai tham muu
va xay d\ffig phuong an h<;tnchS, kh~c ph\Jc die rui fO va nguy co co thS xay fa.

Di€u 12, Giai quy~t va kh~c ph •••c Sl,l' c6 an toan, an ninh thong tin

1. D6i vo; nguai su d\lng:
a) Thong tin, bao cao kip thai eho can bi?, eong chuc, vien ~hue Ian; cong tae

ehuyen trach v~ CNTT eua co quan, dan vi khi pMt hi~n cae sv co gay mat an toan,
an ninb thong tin m<mgtrong qua trinb tham gia vao M th6ng thong tin cua dan vi.

b) Ph6i hqp tleh cvc trang su6t qua trinb giai quy~t vit kh~c phl,lc sv e6.
2. D6i v6i can bQ, cong chuc, vien chuc lam cfmg tac chuyen tnich vS cong

ngh~ thong tin:
a) Xu ly khAn cftp: Khi pMt hi~n h~ th6ng ni)i bi) bi tftn eon~, thong,qua cae

dftu hi~u nbu lu6ng tin (traffic) tang len bat nga, ni)i dung bi thay doi, M thong ho?t
di)ng ch~ bftt thuimg dn thvc hi~n cae buac co ban sau:
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Buac I: Ng~t k~t n6i may chiI ra kh6i m?ng;

Buac 2: Sao chep nh\it ky (log file) va toan b9 dfr li~u ciIa h~ th6ng ra thi~t bi
luu trfr.,

. Buac 3: Khoi ph\lc l?i h~ th6ng b~ng cach chuy~n dfr li~u sao luu mai nhi\! d~
h~ thOng ho?t d9ng tra I?i binh thuang.

. L\ip bien ban ghi nh\in SlJc6 gay ra milt an toan, an ninh thong tin d6i vai h~
thong thong tin ciIa co 'Juan, don vi; dong thm thu tMp cac chiIng cu, diu v~t va
nguyen nhan gay ra SlJco (n~u co); dbng thiJi bao cao SlJc6 va k~t qua kh~c ph\lc SlJ
co cho ThiI tmang co quan, don vi.

b) Trang tmang hqp pMt hi~n SlJc6 xay ra ngoai kha nang giai quy~t ciIa co
quan, don vi pMi bao cao ngay cho co quan cap tren quan ly tf\lC ti~p va Sa Thong
tin va Truy~n thong d~ dugc h6 trg, huang din va ph6i hqp kh~c ph\lc SlJc6; dbng
thiJi tham muu van ban bao cao SlJc6 giri Sa ThOng tin va Truy~n thong, Cong an
doh va cae don vi co lien quan.

3. Sa Thong tin va Truy~n thong:

a) Quy~t dinh toan di~n v~ m~t ky thu~t d6i vai cac co quan, don vi trong qua
trinh kh~c phl,lc Sl,l cd vS an tmm, an ninh thong tin.

b) Chi d?o Trung tam CNTT va Truy~n thong nhanh chong h6 trg, ph6i hqp va
huang d&ncae co quao, dan vi kh~c ph\lC 8\1'cd m~t an tolm, an ninh thong tin.

c) Yeu d.u ngung ho?t d9ng m9t phim ho~c toan b9 h~ th6ng thong tin ciIa cac
co quan, don vi nh~ ph\lc V\lcong tac kh~c ph\lc SlJc6 an toan, an ninh thong tin .

. d) Ph6i hqp vai Cong an tinh trang di~u tra lam r6 cac nguyen nhan gay ra SlJ
c6 mftt an tolm, an ninh thong tin.

e) Trang tmang hqp slJ c6 xay ra co ph?m vi r9ng, anh huang va lien quan d~n
nhi~u nganh, nhi~u llnh VlJCphili thong bao khin cip va xin y ki~n chi d?o ciIa Dy
ban nhan dan tinh, B9 Thong tin va Truy~n thong.

Ch !fang III
TRAcH NHIJ!;M DAM BAo AN ToAN, AN NINH THONG TIN

Di~u 13. Traeh nhi~m eiIa So' Thong tin va Truy~n thong
I. Chiu trach nhi~m toan di~n tmac Dy ban nban dan tinh v~ cong tac dam bao

an toan, an ninh thong tin trong ho?t d9ng irng d\lng cong ngh~ thOng tin cua cae co
quan nha nuac tren ph?m vi toan tinh.

2. ThlJChi~n cong tac tham muu Dy ban nhan dan tinh ban hilnh:
a) Van ban chi d?o, k~ ho?ch, dSan nh~m dam bao an toan, an ninh thong tin.
b) Thanh l\ip doan kiSm tra lien nganh vS dam bao an toan, an ninh thong tin

m?ng trong ho?t d9ng irng d\lng cong ngh~ thong tin trang cac co quan nha nuac.
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3. Himg nam, t6 chuc dilOt~o ,chuye!, sau vb an toim, an ninh thong tin m~g
cho can b9, c6ng chuc, vien chuc; nhat lit doi tuqng can bQ, c6ng chirc, vien chile lam
cong tac chuyen trach CNTT nh~m dam bao an toim, an ninh thOng tin m~g cua cac
co quan, don vi.

4. Th\Ic hi~n nhi~m V\l cimh bao vb nguy co ho~c S\I c6 mit an toim, an ninh
thong tin.

5. T6 chuc H(\i nghi, H(\i thao chuyen db vb an toan, an ninh thong tin.

6. Ph6i hqp vai Trung tam (rng Clmkhin c&pmay tinh Vi~t Nam (VNCERT)
va cac dan vi co lien quan trong th\Ic hi~n nhi~m V\l dam bao an toim, an ninh thong
tin m~ng.

7. Phbi hqp vai Cong an tinh va cac co quan, dan vi co lien quan t6 chuc doim
kibm tra vb an toim, an ninh thong tin m~ng db kip thai phit hi~n, xu ly cac himh vi vi
ph~m theo thim quybn quy dinh.

8. CM d(\ng huang dfrn cac co quan, dan vi xay d\Ing quy chS n(\i b(\, h6 trg ky
thu~t,nQidung, thm gian bao CaD c6ng tae dam bilO an toan, an ninh thong tin.

9. T6ng hqp bao cao va thong bao vb tinh hinh an toim, an ninh thong tin m~ng
theo dinh kY cho B(\ Thong tin va Truybn thong, Uy ban nhim dim tinh va cac co
quan, dan vi co lien quan.

10. T6 chuc th\Ic hi~n vi~c tiSp nh~ va xu ly cac S\Ic6 vb an toim thong tin.

Di~u14. Trach nhi~meua cae CO'quaD, dan vi

1. Thli tru6ng cae co quan, don vi co tnlch nhi~mtuyen truySn, nang cao nh~n
thuc cho can bQ,c6ng chuc, vien chuc vS cae nguy co mAt an toan, an ninh h~ th6ng
thong tin; t6 chuc triSn khai th\Ic hi~n cac quy dinh t~i Quy chS nay va chiu trach
nhi~m tmac UBND tinh trong cong tac dam bao an toan, an ninh thong tin cua co
quan, dan vi minh.

2. Th\Tc hi~nva chi d?o can bQ, c6ng chile, vien chuc thuQe thAm quySn quan
ly th\IChi~n nghiem tlic Quy dinh nay.

3. CU can b(\, cong chuc, vien chuc lam cong tac chuyen trach vb cong ngh~
thong tin tham gia cac khoa dao t~o, b6i dufulg chuyen man trong Hnh V\ICan toim,
an ninh thong tin m~ng.

4. Dfru tu cac thiSt bi phfrn cfrng, phfrn mbm lien quan dSn cong tac dam bao an
toim, an ninh thOng tin,

5, Khi co S\I c6 ho~c nguy co mit an toim thong tin phai kip thai chi d~o kh~c
ph\lc ngay; Uti tien su d\lOg can b(\, cong chuc, ,;ien chuc lam cong mc ky thu?t
chuyen trach trang co quan, dan vi va thong bao bang van bim cho Sa ThOng tin va
Truybn thong, co quan cip tren quim Iy tr\Ic tiSp biS!. TmiYng hqp khong kh~c ph\lc
dugc thi ph6i hqp vai Sa Thong tin va Truybn thong ho~c co quan c&ptren quim ly
dS dugc huang dful, h6 trg.

6. Ph6i hqp ch~t cM vai co quan Cong an trong cong tac phimg ngira, diu .I
tranh, ngan cMn cac ho~t d(\ng vi ph~m an toan, an ninh thong tin, T~o dieu ki~n
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thu~ Iqi cho_cac co quan chuc nang tham gia kh~c ph",c S\l c6 va th\lc hi~n dung
theo huang dan.

. 7. Ph6i h91' v6i doan ki~m tra d~ tri~n khai c,?ng tac ki~m tra kh~c ph",c S\l c6;
dong thm cung cap day dll cac thong tin khi doan kiem tra yeu du.

8. Bao cao tinh hinh va k~t qua th\Ic hi~n cong tac dam bao an toan, an ninh
thong tin t~i co quan, dem vi va gui v~ S6 ThOng tin va Truy~n thong dinh ky hang
nam (tm6c ngay 15 thang 12).

J)i~u 15. Tritch nhi~m eoa can bQ, cong chuc, vieD chu-c trong cae co"quan,
dO'n vi

1. Tnlch nhi~m eua can bQ, cong chue, vien chuc lam cong hie chuyen tnich
cong ngh~ thong tin:

a) Chiu trach nhi~m tri~n khai cac bi~n pMp quan Iy v(l.nhanh, quan Iy ky
thu(l.tva tham mUll xay d\fng cac quy dinh v~ dam bao an toan, an ninh thong tin
mang cho toan bi) h~ th6ng thong tin clla dem vi minh theo ni)i dung Quy chS nay.

b) Chi! d\\ng ph6i hqp ,:6i ca nhan, dem vi co lien quan trong vi~c ki~m tra,
phlit hi~n va khac ph\lC 8\1' co ve an toim, an ninh thong tin.

c) Tuan thll theo S\l huang dan ky thu(l.t Clla S6 Thong tin va Truy~n thong
trong qua trinh kh~c ph",c S\l c6 v~ an toan, an ninh thong tin.

2. Tnich nhi~m clla can bi), cong chuc, vien chuc tham gia su d",ng va khai
thac h~ th6ng thong tin:

a) Nghiem tuc th\IC hi~n cac ni)i quy, quy chS, quy trinh ni)i bi) v~ dam bio an
toan, an ninh thong tin mang cua dem vi ding nhu cac quy dinh khac clla phap lu(l.tv~
llQi dung ll<IY.

b) Khi pMt hi~n nguy co ho(ic S\l c6 mfrt an toan, an ninh thOng tin m~ng phai
baa cao kip thai cho can bQ, cong chuc, vien chuc lam c6ng tac chuyen tnich c6ng
ngh~ thOng tin clla dem vi minh d~ kip thai ngiin cMn va xu 1y.

c) Nang cao y thuc canh giac va trach nhi~m v~ an toan, an ninh thong tin.

Chrrong IV
KIEM TRA CONG TAc DAM BAo AN ToAN, AN NINH THONG TIN

Di~u 16. K~ ho~ch ki~m tra hang nam
I. S6 Thong tin va Truy~n thong chu tri, ph6i hqp v6i Cong an tinh va cac dem

vi co lien quan tiSn hanh ki~m tra cong tac dam bao an toan, an ninh thong tin dinh
ky hang nam d6i v6i cac co quan, dem vi.

2. TiSn hanh ki~m tra di)t xufrt cac co quan, dem vi khi pMt hi~n co dfru hi~u vi
ph~ an toan, an ninh thong tin.

DiSu 17. Quan h~ ph3i h'lP va fnich nhi~m eoa cae nganh lien quan
1. S6 Thong tin va Truy~n thong co trach nhi~m:
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,

, a) CM tri, phbi hqp vai cac co quan chuc nang lien quan db thimh I?p Doan
ki~m tra c6ng tac dam bao an toan, an ninh thong tin, tri€n khai va baa CaD ket qua
kiem tra cho VBND tinh.

b) Tuyen truybn cong tac an toan, an ninh thong tin cho cac co quan, don vi
tren dia ban tjnh.

2. Cong an tinh co trach nhiem:

a) Phbi hqp Sa ThOng tin va TruySn thOng kiSm tra cong tac an toan, an ninh
thOng tin.

b) DiSu tra va xu Iy cac truimg hqp vi pham an toan, an ninh thOng tin thea
thfun quySn.

3. Tnich nhi~m cae cO'quan lien quan:

a) Cu can b(i, cong chuc, vien chuc chuyen trach tham gia Doan kibm tra, danh
gia cang tac an toan, an ninh thong tin khi co yeu cAu.

b) Phbi hqp xily d\Il1g cac tieu chi va quy tdnh k)' thu?t kibm tra cong tac an
toan, an ninh thong tin tren dia ban tinh.

Chlf{rng V

TO CHUC THVC HItN

Difu 18. Khen thtriing va xu Iy vi pham

1. Hang nam, Sa Thong tin va TruySn thOng dVa tren cac diSu tra, baa cao
cong tac an toan, an ninh thong tin cua cac co quan, don vi db l?p bang xbp hang an
toan, an ninh thong tin, dS xu:J.tUBND tinh xem xet khen thuimg thea quy dinh.

2. Cac co quan, don vi, ca nhiln co banh vi vi pham Quy chb nay, tily thea tinh
ch:J.t,muc d(i vi pham ma bi xu ly thea quy dinh.

Difu 19. Difu khoan thi Moh
S6 Thong tin va TruySn thong hu6ng din tribn khai thvc hien Quy chb nay.

Trang qua trinh thl,l'c hi~n,n8u co vuong rn~c,phat sinh, cae cO' quan, don vi
kip thai phan anh vS S6 Thong tin va TruySn thong db tbng hqp, baa cao UBND tinh
xem xet sua dbi, bi'>sung Quy chb cho phil hqp./. I-

TM. UY BAN NHAN DAN
CHUTICH
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, ,/':~, .'~\, PHV LVC 1
CAC BUOC CO BAl'!f)E XAY D1fNG KHUNG QUY CUE NOI BO DAM

BAo ANto.AN:mONGTIN TRONG HOAT DONG UNG DVNG
" . i;-;;-CONG NGHJI:THONG TIN

(Ban himh kern theiJ{2uydf ainh 86: 35/2016//QD-UBND ngay 29/8/2016
''-' eua UBND tinh Quang TriJ

BIfIYC1:L~p K~ ho~ch bao vi' an toan thong tin cho hi' thang thong tin
a. Thanh liip b(l phiin, t6 quan ly an taan thong tin

b. Xay dlJng djnh hu6ng co bim cho cong tac dam baa an taim thong tin, trang
do chi r5:

- Ml,lc dich ngftn h~n, trung h~ va dili h:;m;

- Phuong hu6ng va van bim phap quy, tieu chufrn cim tuan thu va tham khaa;
- V6c luqng nhan h,rcva kinh phi dfru tu.
c. Liip KS ha~ch xay dlJDghf th6ng baa vf an taan thong tin:

- Xac dinh va phan la~i cae nguy co gay Sl,Ic6 an taan thong tin,

- Ra sailt va liip danh sach cac d6i tw;mg dn dugc baa vf v6i nhfrng rna ta dfry
du vs: Nhifm vv; Chuc nang; Muc d(l quan trQng va cac d(ic diSm d6i tugng (phim
mSm, ph~n cimg ... )

- Xay dlJDgphuong an baa dam an taan cha cac d6i tuqng trang danh sach dn
duqc baD v~: nguyen tftc qU<lnly, v?n himh: cae giai phap bilO v~ va kh:ic ph,:!c SlJ
cd ...

- Lien l~c va hqp tac ch(it che vai S6 Thong tin va TruySn thong, Cong an tinh
cling nhu cae co quan, t6 chuc nghien elm va cung cfrp dich V1,I an toan m~g;

- Liip kS ha?ch dl,Itru kinh phi d~u tu cha hf th6ng baa vf.

BIfIYC2: Xay d,!ng hi' thang bao vi' an toan thong tin:
- T6 chuc dQi ngu can bQ, cong chuc, vien chuc chuyen tnich v~ cong ngh~

thong tin; can bQ, cong chuc, vien chue thl,fC hi~n cong tac dam baG an to~mthong tin
du nang ll,Icdam baa an taan thong tin cha cae hf th6ng thong tin;

- Xay dlJDghf th6ng baa vf an taan thong tin thea kS ha?ch.

BlfcYc3: Quan Iy va v~n hanh hi' th6ng bao vi' an toan thOng tin:
- Viin hanh va quan ly ch(it che ph~n cling, ph~n mSm thea quy djnh dii d(it ra;

- Khi philt hifn SlJ c6 c~n nhanh chong xac dinh nguyen nhan, tim bifn phap
khAc ph\lc va baa cao S\1' cd cho cae co quan chuc nang;

- Cai d(it d~y du, thuimg xuyen c(ip nhiit phim mSm, cac ban va 16i theo hu6ng
d~n cua nha cung dip, thuimg xuyen thay d6i miit khfru, SlrdVng miit kh~u v6i d(l an
toan cao.
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.1

,

BU"lrc4: Ki~m tra danh gia ho~t dqng cua h~ thBng an toan thong tin:
_ Thuimg xuyen kiSrn tra giam sat cac hoat d(lng cua h$ th6ng biw v$ an toim

thong tin noi rieng ciing nbu toim b(l h$ th6ng thong tin noi chung.
_Bao cao t6ng kSt tinh hinb theo dinh ky va d(lt xuk

Burrc 5: Bao tri va nang cAp hf thBng hao v~ an toan thong tin:
Thuimg xuyen kiSrn tra, biw tri h$ th6ng bao v$ an toan thOng tin. dn nbanb

chOng rna r(lng, nang clip ho~c thay thS khi dn thiSt.
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L 1,)J.,.1i T/~

r~~'(,>'-="'i':'0 PHl) Ll)C 2
KHUNG 1~)jI«;:.,K'Qf*QDAM BA<? AN ToAN TH?NG TIN TRONG

Fl0A.'t,~G G Dl)NG CONG NGHJ):THONG TIN
"'.~j;.~".~, ,(Banhan'fi~jin-t~yh ainh so: 35/2016//QD-UBNDngay 29/8/2016

~ cua UBNDtinh Quang Tri)

L M\le tieu, ph?m vi, d6i tm;mg ap d\lng
Quy dinh ro m\le tieu, ph?m vi, d6i tm;mg ap d\lng ella quy eh~ ni)i bi): Phimg,

ban ehuyen mon va dan vi tn!e thui)e.
2. Ni)i dung bao dam an toim thong tin
_Neu ro cae bien pMp quim ly ky thuat co ban eho eong tic an toim thong tin
_Neu ro cae bien pMp quan ly vim hanh trong eong tae an toim thong tin

3. Quy dinh e\l thS quySn va trach nhiem ella timg d6i tugng:

- QuySn va traeh nhiem ella liinh d?o dan vi

- QuySn va traeh nhiem eua liinh d?o efrpphimg
_ QuySn va tnich nhi~meua can bQ, cong chuc, vien chuc him cong tac chuyen

traeh vS CNTT
_ QuySn va tnich nhi~meua can b<), cong chue, vien chuc th\IC hi~ncong tac

dam bao an toan thOng tin
- QuySn va tnlch nhi~meua nguCri su d\lng
4. Quy dinh vS cilp pMt, thu hbi, caP nhat va quan Iy cae tai khoan truy caP

vao he th6ng thong tin
- Neu ro quy djnh vS efrp pMt, thu hbi, CaPnhat va quan ly cae tai khoan truy

caP vao timg he th6ng thong tin.
5. Quy dinh vS eong tae bao ve bi mat nha nuae vi; an toan thong tin tren moi

truang m?ng.
6. Co eh~ sao luu dfr lieU, co eh~ thong tin, bao eao va khite ph\le Sl!e6.

- Neu ro co eh~ sao luu dfr lieU, co eh~ thong tin.

- Neu ro ni)i dung bao eao va ph6i hgp khite ph\le SI!e6
7. Theo doi, kiSm Ira, th6ng ke, t6ng hgp, bao eao theo dinh ky va di)t xuilt.

- Neu ro viee theo doi, thai gian kiSm tra cae he th6ng thong tin
_Neu ro viee th6ng ke, t6ng hgp, bao eao theo dinh ky va di)t xufrt

8. Khen thuang, ky IUat
- Cae hinh thue khen thuang, ky IUa!'

9. T6 ehue thl!e hien
- Caeh thue t6 ehue thl!e hien.
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CQNG HoA xA H()I CHU NGHIA VIl):T NAM

Di)c I~p - T\" do - H~nh phuc

Quang Tri, ngay thang nam 20...

BAo cAo sV CO THANGINAM", .. ""

UBND TiNH QUANG TRj

TENDON V!

1. Thong tin chnng

I)~i di?n lanh d~o: _ _

Ten co quan: .

E-mail co quan: : _ _ .
I)" h .lyn t O~l cO'quan: .

2 Th- t' A A. oog m ve sl}'co:

S5 luqng may chu bi s\l' c5: .... _... may

a. H? diSu himh:
o Windows phien ban: _ .

o Linux phien bim: _.

o Ubuntu phien ban: _ _ .

o Khac: _ _ _ _ _ _

b. Chuc nang cua may cM: _ _ .

I
I

.................................................................................................................................

Th.... , .. h - . th' -c. en glan xay ra SlJco: gw p ut, ngay..... ang nam .

d M-. b" ,. 0 ta sa 9 ve s\I co: .

. .

.... .

...........................................................................................

e. Cac dich v1,1co tren may cM:

o Web server 0 Mail server

o FPT server

Dich V1,1khac:

o Proxy server

o Database server

o Application server

f. Cach thuc phat hi$n:

o Nguai dung cu5i o Quan tr! h$ th5ng
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o Qua h~ th5ng IDS/IPS 0 Kibm tra Log File
o Kibm Ira duimg truybn 0 Cong ty, t5 ehue tu van
Khae: .

g. Cae bi~n pMp dii xu I;' khi g~p sve5:
o Khong linn gi ea 0 Tv xu I;'
o Bao cao cap tren 0 H6 trq tir SaThong tin va Truyiln thong
o H6 trq tir VNCERT

Khae:

Ndi nh(i.n:
- S<'rTT & IT;

........................................................................................................

THU TRUONG DON VJ

(Ky ten va dong ddu)
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r~;~.~""" Ph~I~c4
l\lAJ.i;(t ~ TiNH HiNH AN TOA.N THONG TIN

Il-I~'r""n
(Ban Hanh:~~nfiiji,~ flJjif dinh s6: 35/2016//QD-UBND ngay 29/8/20166'\:sJ!!!!7 - dla UBND finh Quang TriJ

I ~

UBND TINH QUANG TR!
TENflONV!

CQNG HOA. xA HQI CHU NGHiA VUj;TNAM
D{ic I~p - T~' do - H"nh phoc

Quang Tri, ngay fhang nam 20 ...

BAo cAo TiNH HiNH AN TOA.N THONG TIN NAM ....

I. Danh gia hi~n tr"ng va d,! ki~n

1. vJ chinh stich, quiin If
- Xay d\ll1gquy chS n9i b9 dam biio an toan thong tin trong ho~t d9ng (mg d\lng cong
ngh~ thOng tin:

DKh- DC's'-b' ,ong 0, 0 van an ngay .

- Co thuimg xuyen ciip nhiit cong ngh~ dam biio an toan thong tin:
D Co DKhong

2. vJ tltlU fu:

- Da va d1,1kien dau tu vao cae n9' dun£ niw du6i dav:

NiH dun" Nam ....... DO' ki~n nam ti~o theo

Mua thiSt bi (phan c(mg va
phan mbm) an toao thong D D
tin

Nghien Clmsir d\lng phan D D
m~m rna mm6n rna
Dao t~o n£u6n nhiln l1,1c D D

Cac n9i dung khac: ................................. .................................

••••••••......................... .................................
........••••••••................. . ................................

, th- fd' b' d'hd- Da va d1,1kien sir l,mgn frng cong Cl). nao e ao am an toan ong m:

Con" cu Nam ....... DO' ki~n nam ti~o theo

Ph1n mbm di~t virus D D

Miitkhau D D

Tuim£ lira D D

C6n£ C\lrna bOa tiio tin D D
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Chit kv di~n tu 0 0
M(ll1g rieng aDVPN 0 0
H~ th6ng Phat hi~n xam nh(lp 0 0
NhUng cong Cl,l khac: ....................••.•••••••••• .................................

I . ................................. .................................
........ ......................... .................................

3. vi link kink an nink m(lng va xu Ii S1f' e6
T' k' "nh d-'- ong et cae S\l' co an m m?ng a xay ra trong nam:,

s6 Imrn"Slf co

Virus

Lira daD

Spyware/ Adware

TAn cong tir ch6i dich V\I (Dos, Ddos)

N(\i dung Website dan vi bi thav d6i (deface website)

Sv c6 khac: ...................................................................

......................................................................................
- Muc d(\ thi~t h?i uCrc!fnh trong nam do cac sv c6 an toin thong tin gay ra:

o Thi~t h?i gian tiSp: tri~u d6ng

o Thi~t h?i tfl,ICtiSp: tri~u d6ng

o Chi phi kh~c ph\lc: tri~u d6ng.
- Bi~n xu l' da a dvn khi sv co:

PhlfO'n
ica

, ,
So Ian

TV xu 1.

BaD CaDeft trell

Yeu cliu h6 trq tir nai khac

Phuang phap khac: .

......................................................................................
- C6ng vi~c rna ca quan dil thvc hi~n sau khi kh~c ph\lc duqc sv c6:

o Sua d6i chinh sach/hu6ng dfrn

o Nang caD y thuc
o Bliu tu them thiSt bj

o Ra soat I?i h~ th6ng
19
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o Dim t~o nang cao cho quan trj
o Dao t~o nang cao cho nguiri dimg, .

4. Ta chuc nhan hlC va bai duang nghi~p VI):
_sa luqng clm bi) chuyon trach va kiom nhi~m vS cong ngh~ thong tin:
o Can bi) chuyon trach vS CNTT, nguiri, trlnh di) chuyon man: .
o Can bi) kiom nhi~m vS CNTT, nguiri, trlnh di) chuyon man: .

_ sa luqng can bi) th",c hi~n cong tac dam bao an toan thong tin trong ho~t di)ng lrng
dl)ng CNTT:
o Can bi) th",c hi~n cong tac dam bao an toan thong tin la can bi) chuyon trachl

nom nhi~m vS CNTT, nguiri, trinh di) chuyon man: .

o Can bi) th",c hi~n cong tac dam bao an toan thong tin khong la can bi) chuyon
trachl kiom nhi~m vS CNTT, nguiri, trinh di) chuyon man: .

_Dan vi co nhu d.u bai duang nghi~p VI) an toan thOng tin:
o Danh cho Hinhd~o va can bi) quan ly, sa luqng d", kiSn nguiri
o Co banlNang cao vS an toan thong tin cho can bi) th",c hi~n cong tac dam bao an

tofm thong tin, s6 IUQ'I1g d\f kiSn ngmJi
o Cho nguiri dung, sa lugng d", kiSn nguiri

II. Y kiSn phan h&iva gop y them
.................................................................................................................................

.................................................................................................................................

.................................................................................................................................

.......... ' , .

.................................................................................................................................

Nui nh(ln:
- SaTT & TT;

_ .....
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