BO LAO PONG - THUONG BINH CONG HOA XA HOI CHU NGHIA VIET NAM

VA XA HOI Déc 1ap - Tw do - Hanh phuc
s6: 383 /QD-LDTBXH Ha Noi, ngay <6 thang 3 ndm 2015
QUYET PINH

Phé duyét Ké hoach trién khai cong tac ddm bio an toan théng tin mang theo
Chi thi so6 28-CT/TW ngay 16 thang 9 nam 2013 cua Ban Bi thw va Chi thi sb
15/CT-TTg ngay 17 thang 6 nam 2014 cia Thu twéng Chinh phu

BO TRUONG BO LAO PONG - THUONG BINH VA XA HOI

Can ctr Nghi dinh sé 106/2012/ND-CP ngay 20 thang 12 nim 2012 cua
Chinh pht quy dinh chirc nang, nhiém vu, quyén han va co céu to chire clia Bo
Lao dong — Thuong binh va Xa hoi;

Can ci Chi thi s6 01/CT-BLDTBXH ngay 8 thang 8 nim 2014 cta B6
truong Bo Lao dong — Thuong binh va X& hoi vé ting cuong an toan an ninh
thong tin tai B6 Lao dong — Thuong binh va Xa hoi;

Theo dé nghi cua Giam ddc Trung tam Thong tin,

QUYET PINH

Piéu 1. Phé duyét Ké hoach trién khai cong tac dam bao an toan théng tin
mang theo Chi thi s6 28-CT/TW ngay 16 thang 9 nidm 2013 cia Ban Bi thu va
Chi thi s§ 15/CT-TTg ngay 17 thang 5 nam 2014 cia Tha tuéng Chinh pha (Ké
hoach dinh kem).

Piéu 2. Kinh phi thuc hién Ké hoach dugc dam bao tir Ngan sach Nha
nudce va cac ngudn huy dong, tai tro hop phap khic theo quy dinh.

Piéu 3. Quyét dinh nay c6 hiéu luc ké tir ngay ky.

Diéu 4. Chanh Van phong B, Vu truong Vu Ké hoach — Tai chinh, Giam
déc Trung tAm Théng tin va Thi trudng cac don vi lién quan chiju trach nhiém

thi hanh Quyét dinh néy./?ﬁ(
v

Noi nhin:

- Nhu Diéu 4;

- B trudng (dé blc);
-Luu: VT, TTTT.




BO LAO PONG - THUONG BINH CONG HOA XA HOI CHU NGHIA VIET NAM
VA XA HOI Péc lap - Tw do - Hanh phuc

KE HOACH

TRIEN KHAI CONG TAC PAM BAO AN TOAN THONG TIN MANG THEO
CHi THI SO 28-CT/TW NGAY 16 THANG 9 NAM 2013 CUA BAN Bi THU VA
CHI THI SO 15/CT- TTg NGAY 17 THANG 9 NAM 2014 CUA THU TUONG
CHINH PHU GIAI POAN 2015-2020
(Kém theo Quyét dinh s 383 /QDb-LDTBXH ngay 26 /3/2015 cta B trudng

B6 LDTBXH)

I. Muc tiéu

1. Muc tiéu tong qudt

- Néang cao nhén thirc cia can bg, cong chire, vién chirc va ngudi lao dong
thudc Bo vé céng tac dam bao an toan thoéng tin;

- Khéc phuc nhiing so hé, thiéu s6t trong quan ly, st dung mang vién
thong, Internet trong Bo;

- Pam bao an toan - an ninh thong tin trén moéi truong mang cho moi hoat
dong trong Bg; dam bao tinh thdng nhat, dong bo cho viéc xay dung trién khai
céc hoat déng ing dung cong nghé thong tin cua BJ.

- Tang cudng an toan an ninh thong tin cho hé théng mang cua B9, ting
cuong an toan cho viéc trao dbi dir liéu va cac ung dung cong nghé thong tin
nham giup cho cac don vi ¢6 thé chia sé thong tin hay cap nhat dir liéu mot cach
an toan va hiéu qua, phuc vu tdt cho cong tac quan ly nha nudc cla cc don vi
trong Bo.

2. Muc tiéu cu thé dén nam 2020

- 100% cén bd cong chirc, vién churc chi sir dung hom thu dién tir cua B
(mail.molisa.gov.vn) dé trao ddi van ban, tai liéu trong cong viéc;

- 100% can bd cong chirc, vién chirc duge dao tao, tap huén vé an toan —
an ninh thong tin mang;

- 100% may tinh trong B¢ sir dung phan mém diét virus ban quyén;

- Chng thong tin dién tir ciia B, trang diéu hanh tac nghiép ndi bo, cac
cdng thong tin dién tir hodc trang théng tin dién tir cia B, hé théng mang cia
Bo duoc quét 16 hé)ng bao mét thuong xuyén;

II. Cac hoat dong, nhiém vu cu thé

Danh sach céc hoat dong, nhiém vu cu thé thuc hién Ké hoach dugc néu
tai Phu luc kém theo.



IIL. T6 chirc thyc hién

1. Cdc don vi thujc B9

- Quan triét trong don vi Ké hoach trién khai cong tac dam bao an toan
thong tin mang theo Chi thi s6 28-CT/TW ngay 16 thang 9 nim 2013 cta Ban bi
thu va Chi thi s6 15/CT-TTg ngay 17 thang 9 nam 2014 cia Thu tuéng Chinh
phu giai doan 2015-2020 cua Bo.

- Phéi hop v6i Trung tdm Thong tin trién khai K& hoach tai don vi.

- Chu dong b tri kinh phi trong du toan dugc giao hang nim dé bao dam
cong tac an toan thong tin mang theo Chi thi s6 28-CT/TW ngay 16 thang 9 nim
2013 ciia Ban bi thu va Chi thi sé 15/CT-TTg ngay 17 thang 9 nim 2014 cua
Thu tuéng Chinh phu. Hang nam, tong hop kinh phi trién khai cac néi dung
nhiém vu cong viéc lién quan dén cong tac bao dam an ninh, an toan théng tin
mang cung v6i ky 14p du toan hang ndm theo quy dinh.

2. Trung tam Thong tin

- Chu tri, phéi hop véi Vin phong Bo, Vu Ké hoach — Tai chinh va céc
don vi td chic thuc hién Ké hoach.

- Hudng dan va phdi hop véi cac don vi trong viée trién khai cac hoat
doéng bao dam an toan — an ninh thong tin tai cac don vi.

- Dinh ky hang nam bao cao Lanh dao B vé két qua thuc hién Ké hoach
trién khai cong tac dam bao an toan théng tin mang theo Chi thi sb 28-CT/TW
ngay 16 thang 9 ndm 2013 cua Ban bi thu va Chi thi s6 15/CT-TTg ngay 17
thang 9 nam 2014 cta Thu tudng Chinh phu giai doan 2015-2020.

3. Vu Ké hoach Tai chinh

Tong hop trinh Bo phén bd kinh phi cho cac hoat dong trong Ké hoach
trién khai cong tac dam bao an toan thong tin mang theo Chi thi s6 28-CT/TW
ngay 16 thang 9 ndm 2013 cta Ban bi thu va Chi thi s6 15/CT-TTg ngay 17
thang 9 nam 2014 ctia Thi tudéng Chinh phu giai doan 2015-2020 theo quy dinh.

Py




PHU LUC
~ DANH SACH CAC HOAT PONG, NHIEM VU CU THE THU'C HIEN KE HOACH
TRIEN KHAI CONG TAC PAM BAO AN TOAN THONG TIN MANG THEO CHi THI SO 28-CT/TW
NGAY 16 THANG 9 NAM 2013 CUA BAN Bi THU VA CHI THI SO 15/CT-TTg NGAY 17 THANG 9 NAM 2014
CUA THU TUONG CHINH PHU GIAI POAN 2015-2020
(Kém theo Quyét dinh s6 3§3 /QD-LDTBXH ngay 26 /3/2015 ciia B) truéng B) LDTBXH)

TT Hoat dong Noi dung cu thé Pon vi chu tri DPon vi phdi hop Thoi gian Ghi chu
Hoi nghi quan triét Chi thi | Quan tri¢t Chi thi 28-CT/TW cta Ban Bi
28-CT/TW cua Ban Bi thu | thu Trung uong Dang, Chi thi 15 CT/TTg
Trung wong Dang, Chi thi | cia Tha tudng Chinh phu, Chi thi cia B
1 15 CT/TTg cta Thu tuéng | trudng vé ting cudng an toan — an ninh bang uy Trung tdm Quy Indm | ooy pean
Chinh ph}i, Chi thi cua B9 | thong tin cua Bo LDTBXH toi toé}n t}~1é co quan Bo Thong tin 2014 : ;
truong ve ting cuong an | cdn bd cua BO, cung cap thong tin vé dién
toan — an ninh thong tin | bién chung cta tinh hinh an ninh thong
cia Bo LbTBXH tin tai Viét Nam
Dao tao can }96, cong chire, | Té chirc dao tao chuyén sdu cho can bod Vu T4 chirc Trung tam
2 | vién chirc v€ an toan — an | chuyén trach cong nghé thong tin cla e ia Thong tin Hang ndm
ninh thong tin mang Trung tdm Thong tin, cac don vi Can bo
T chitc hdi nghi nhdm dua ra nhitng van
Hoi nghi tap huén an toan | @& vé an tgz‘m bao mat trong tinh hinh Trung tim
3 | bao mat thong tin cho can | hién nay, dong thoi dua ra cac giai phap . Céac don vi Hang nam
bd cong chirc, vién chic dam bao an toan bao mat cho can by cong Thong tin
chire, vién chuce trong Bo
= . P <. | Thanh lap b6 phan chuyén trach tai Trun
4 Nehién cut va deA XUl am Th(")rI:g tir? nham d)éim bao an toan argl Vu Té chue Trung tam §
phuong éan thanh 1ap bd | . N n . ] .. . Nam 2015
phan Ve An toan thong tin nfnh tk:ong tin trf)ng 13(,), C?ua ra cac chinh Can bd Thong tin
sach vée ATTT cua B, nganh.




TT Hoat dong Noi dung cu thé Pon vi chii tri Pon vi phéi hop Thoi gian Ghi chu
Mua ban quyén phin mém diét virus cho T A
. 2 : S A o : rung tam . : . <
5 | Phong chong virus cac may tram cua B va cac don vi truc oL Céc don vi Hang nam
thude Thong tin
Mua License cho cic thiét | Cap nhdp License cho cac thiét bi bao Trung tam . o
6 S, N NI W . Hang ndm
bi bao mat mat, thiét bi VPN Thong tin
Quét 16 hdéng bao mat, | Ra soat, kiém tra céng thong tin dién tir Thuong
7 danh gia mic do bao mat | (www.molisa.gov.vn), trang di€éu hanh Trung tdm Cic don vi xuyén
ctia hé thong tai Trung tim | tic nghiép ndi bo (eMolisa) cua B, hé Théng tin ' (it nhét 02
Tich hop dit liéu théng mang tai TTTHDL lAn/nam)
Kiém tra ra soat an ninh | Ra soat, kiém tra nhim phat hién kip thoi
A A r A A r X A 5 A A re ~ Trun té.m .
g t013g the cac hé thong cac 1.0 h(gng bilO n.lat '(}01 voi nhirng g . Cac don vi Hang nam
thong tin cua tung don vi | website, cong thong tin di¢n tir, mang cuc Thong tin
thudc Bo bd cua cac don vi
Ra soat an toan - an ninh K’u.em' tra he,:, thclng an tf{an b‘ao o at @01 Trung tam
théne tin cac du &n cone | Vo1 €8¢ du an da thuc hién va tham dinh Thong tin trinh
9 nghég thong tin st dunz so bd cac du 4n cong nghé thong tin vé Trung tdm Cac don vi Hang nam | danh séch cu thé
ngéin sach nha nuéc vé bio hang myc an toan ,bao mét thor.lg tin Théng tin ¢6 du an trude kh{ trién
e A . mang doi véi cac du an dang thuc hién tai khai
mat thong tin trong Bo , . R
cac don vi trong Bo
Xay dung dy an nham trién khai h¢ thong
Xay dung va trién khai du an t?an an nn.ll} thgng ’tm trqng Bf) .
An “Tane cuone nine luc | B0 sung thiét bi may cha, thiét bi bao .
. £ CUONE NANE WC T hat, cac phin mém hé théng Trung tam VuKéhoach— | Nam 2016 -
10 | cong ngh¢ thong tin nganh B sung hé théng luu trit cho Trung tim Thong ti Tai chinl 2019
Lao dong — Thuong binh g 1 & & ong tin al chinh

va X4 hoi”

Tich hop Dit liéu cua Bo
- Xay dung hé thong giam sat hoat dong
trong h¢ thong mang cua Bo




TT Hoat dong Noi dung cu thé Pon vi chi tri Pon vi phdéi hgp | Thoi gian Ghi chi
- Xay dung hé théng bdo v€ an toan
thong tin cho cac hoat dong va giao dich
qua mang WAN gifta co quan B9, céac
don vi thuoc Bo va cac So;
- X4y dung hé théng canh bdo sy ¢b cia
Bo;
Trién khai cac bién phap ting cuong an
ninh mang nhu:
Xay dung phwong an ting | B 0 Sung céc thiét bi bao mét phi hop | . van phong Bo Trung tdm Thong
11 | cudong an ninh mang cua Vol hAe thong; v e ax A A ... | - Tong cuc Day nghé | tin hudng dan va Hang nam
don vi trinh Bo phé duyét | -, oiem ra va cai dat phan mém digt) thdm dinh
1 0 p ye virus: - Cac Cuc :
- Tang cudng theo doi, kiém tra noi dung
trén website;
Trang bi may tinh riéng
12 cho cdc don vi tranh két | Trién khai ddu tu may tinh riéng cho viéc Van phong B6 Vu Ké hoach - Tai | Nam 2015 —
noi mang Internet d¢€ soan | soan thdo cac van ban mat ; chinh 2016
thao van ban mét
Xay dung Quy ché an Vs \ A
13 toan, an ninh théng tin tai | Quy ché quy dinh dbi v&i cong tac an Trung tim ://anKpAh Eng 1130 Quy II nam
B Lao dong — Thuong | toan, an ninh thong tin tai B Théng tin - vu e noach - 2015
binh va X3 hoi Tai chinh
Ra SO?t mang Wlﬁ. do. “4C | Ra soat nhim dam bao an toan bao maét n N . . n Quy I nam ba thyc },nc;n
14 | don vi tu trién khai tai tru n LA R Trung tdm Thong tin | Van phong Bg trong Quy IV
. A cho h¢ thong mang trong B9 2015 <
s¢ co quan Bo niam 2014
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