UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM

TINH AN GIANG Poc 1ap — Tw do — Hanh phic
S6: 49 /2013/QD-UBND An Giang, ngay 31 thang 12 nam 2013
QUYET PINH

Ban hanh Quy ché bao dam an toan thong tin s6
trén moi trueo'ng mang trong hoat dong cia co quan nha nuéc
trén dia ban tinh An Giang

UY BAN NHAN DAN TINH AN GIANG

Can ctr Luat T6 chtrc Hi dong nhan dan va Uy ban nhan dan ngiy 26 thang 11 ndm 2003;

Can ctr Luat Ban hanh vin ban quy pham phép lut cua Hoi dong nhan dan va Uy
ban nhan dan ngay 03 thang 12 ndm 2004;

Can ctr Luat Cong nghé thong tin ngay 29 thang 6 nam 2006;

Can ctr Luat Giao dich Pién tir ngay 29 thang 11 nam 2005;

‘ Can cr Nghi dinh s6 64/2007/ND-CP ngay 10 thang 4 nim 2007 cta Chinh phu
vé Ung dung cong nghé thong tin trong hoat ddng ctia co quan nha nudec;

‘ Can cir Nghi dinh s6 72/2013/ND-CP ngay 15 thang 7 ndm 2013 cta Chinh phu
ve Quan ly, cung cap, st dung dich vu Internet va thong tin trén mang;

Cin ctr Nghi dinh s6 174/2013/ND-CP ngay 13 thang 11 nim 2013 ciia Chinh phu
quy dinh xir phat hanh chinh trong linh vuc buu chinh, vién thong, cong nghé thong tin
va tan so vo tuyén dién;

Cin cr Thong tu Lién tich s 06/2008/TTLT-BTTTT-BCA ngay 28 thang 11
nam 2008 cua Lién B Thong tin va Truyén thong, B6 Cong an V& bao dam an toan co
sO0 ha tang va an ninh thong tin trong hoat dong buu chinh, vién thong va cong nghé
thong tin;

Can cu Thong tu s6 23/201 I/TT-BTTTT ngay 11 thang 8 nam 2011 cua B
Thong tin va Truyén thong quy dinh vé viéc quan ly van hanh, st dung va bao dam an
toan thong tin trén Mang truyén so li¢u chuyén dung cta cac co quan Bang, Nha nudc;

Can cir Thong tu sO 25/2010/TT-BTTTT ngay 15 thang 11 nam 2010 cua B9
Thong tin va Truyén thong quy dinh viéc thu thap, st dung, chia sé thong tin ¢4 nhan va
cac bién phap bao dam an toan va bao v¢ thong tin ca nhén trén trang thong tin dién tir
hodc cong thong tin dién tir cia co quan nha nudc;

Theo dé nghi ctia Giam déc S¢ Thong tin va Truyén thong tai T trinh s6 62/TTr-
STTTT ngay 18 thang 12 nam 2013,



QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché bao dam an toan thong tin sd
trong hoat dong cta co quan nha nudc trén dia ban tinh An Giang.

Piéu 2. Quyét dinh nay c6 hiéu luc thi hanh sau 10 ngay ké tir ngay ky.

‘ Piéu 3. Chanh Vin phong Uy ban nhan dan tinh, Giam ddc S& Thong tin va
Truyén th()ng, Giam doc cac So, Ban, Nge‘lrnh, Chu tich Uy ban nhan dan cac huyén, thi
x4, thanh pho c¢o trach nhi¢m thi hanh Quyét dinh nay./.

Noi nhin: TM. UY BAN NHAN DAN TINH
- VP. Chinh phi (HN - TPHCM); 7
- Bo Thong tin va Truyén thong;

- Cyc Kiém tra vin ban - Bo Tu phap;
- TT: TU, HDND tinh;

- Chu tich va cac PCT. UBND tinh;

- VP.TU, cac Ban dang;

- UBMTTQ, cac doan thé tinh;

- Nhu Diéu 3;

- Co quan Bao, Dai tinh;

- Cong bao tinh;

- Cong thong tin dién tir tinh;

- Luu: VT.




UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
TINH AN GIANG Doc 1ap — Tu do — Hanh phic

QUY CHE
Bio dam an toan thong tin s6 trén moi tredng mang trong hoat dong
cia co quan nha nwéc trén dia ban tinh An Giang
(Ban hanh kém theo Quyét dinh sé: 49 /2013/0P-UBND ngay 31 thdng 12 nam 2013
ctia Uy ban nhdn dan tinh An Giang)

Chuong I
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh

Quy ché nay quy dinh vé cong tac bao dam an toan thong tin sb; trach nhiém cta to
churc, ca nhan trong hoat dong img dung cong nghé thong tin trén mdi trudng mang cla cac
co quan Nha nudc trén dia ban tinh An Giang.

Piéu 2. Poi twong ap dung

1. Quy ché nay ap dung ddi voi tat ca can bo, cong chic, vién chirc (sau day goi
tat [a CBCC-VC), cac co quan Nha nudc (CQNN) trén dia ban tinh An Giang.

2. T6 chiic, c4 nhan bén ngoai co lién quan khi tham gia sir dung hé thong thong tin
ctia co quan nha nudc, dé giao tiép, cung cap va trao doi thong tin s6 v6i co quan nha nudc;

3 Khuyén khich cac co Pang, Poan thé, T6 chuc Chinh tri-x3 hoi ap dung quy
ché nay trong hoat dong iing dung cong nghé thong tin (CNTT).

Piéu 3. Giai thich tir ngir

Trong Quy ché nay, cac tir ngir dudi diy duoc hiéu nhu sau:

1. Pt}én mém quan 1y van ban va chi dao diéu hanh trén méi truong mang: theo
khoan 4 Di€u 2 Quyét dinh s6 10/2012/Qb-UBND ngay 18 thang 6 ndam 2012 cia UBND
tinh An Giang vé viéc ban hanh quy ché sir dung Hé thong phan mém quan ly van ban va
diéu hanh trén moi truong mang trong co quan nha nudc trén dia ban tinh An Giang.

2. Bao dam an toan thong tin s6: La dam bao tinh tin cdy, tinh toan ven va tinh sin
sang cua thong tin so, trong do:

a) Tinh tin c@y: Dam bao thong tin chi c6 thé duoc truy cap boi nhitng nguoi duogc
cip quyén sir dung.

b) Tinh toan ven: Bao vé sy chinh xac va day du cua thong tin, thong tin khong bi
stra doi lam sai 1¢ch ndi dung.

¢) Tinh san sang: Thong tin cung cap duoc t6i doi tuong str dung c6 thim quyén
d6i voi thong tin khi c6 nhu cau.



3. Trao do6i dir licu dién tir (EDI - electronic data interchange): theo khoan 15
biéu 4 Luat Giao dich dién tir s6 51/2005/QH11 ngay 29 thang 11 nam 2005.

4. Tai khoan nguoi dung (User Account): theo khoan 8 Diéu 2 Quyét dinh sb
10/2012/QD-UBND ngay 18 thang 6 nam 2012 ciia UBND tinh An Giang vé viéc ban hanh
quy ché str dung Hé théng phan mém quan 1y van ban va diéu hanh trén moéi trudng mang
trong co quan nha nudc trén dia ban tinh An Giang.

5. Mang noi bd (LAN - Local Area Networks): 1a mang may tinh dugc thiét 1ap
bang cach két noi cac may tinh trong cung mét co quan, don vi cung mot tru sd, nham
chia sé tai nguyén, thi€t bi dung chung (nhu tap tin, may in, may quét...);

6. Mang dién rong (WAN) cua tinh: 14 mang may tinh duogc thiét 1ap bang cach
két ndi g1u’a Trung tdm Tich hop dir li€u tinh An Giang (Trung tdm Tin hoc - S& Thong
tin va Truyén thong) véi cac mang LAN cua céc co quan, don vi thong qua mang truyén
sO liéu chuyén ding cua cac co quan Pang, Nha nudc;

7. Mang truyen so liéu chuyén dung cua cac co quan Dang va Nha nuge (MTSLCD):
1a mang truyen dan tbc do cao, st dung phuong thirc chuyén mach nhin da giao thirc
trén nén giao thirc lién mang (IP/MPLS) st dung riéng trong hoat dong tng dung cong
nghé thong tin ctia cac co quan Pang va Nha nudc do Tap doan Buu chinh Vién thong
Viét Nam xay dung, van hanh;

8. Mang Internet: 14 mang mdy tinh toan cau, két ndi toi rat nhiéu may tinh va
mang may tinh con trén toan thé giodi.

9. H¢ thong thong tin: theo khodn 20 Dicu 3 Nghi dinh s6 72/2013/ND-CP ngay
15 thang 7 nam 2013 cua Chinh phu vé Quan ly, cung cap, st dung dich vu Internet va
thong tin trén mang;

10. Ung ciru sy cd6 mang va an toan thong tin: La hoat dong nham xt 1y, khic
phuc su ¢ gdy mét an toan thong tin trén hé théng théng tin.

11. Ung dung cong nghé thong tin trong hoat dong ciia co quan nha nuoc: theo
khoan 1 Diéu 3 Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cua Chinh phu vé tng
dung cong nghé thong tin trong hoat dong ciia co quan nha nudc;

12. Co s6 dir liéu (database): 1a mot hé théng cac thong tin co cdu trac hodc khong
ciu trac duge luu trir trén cac thiét bi luu trit thi cap (bang tir, dia tir.. ) nhim thoa mén
yéu cau khai thac thong tin dong thoi clia nhidu ngudi sir dung hay nhiéu chuong trinh,
phan mém g dung v&i nhiéu muc dich khac nhau;

13. Phan mém hé thong: theo khoan 2 Dicu 3 Nghi dinh s6 71/2007/ND-CP ngay
03 thang 5 nam 2007 cua Chinh phu quy dinh chi tiét va huéng dan mét s6 diéu cua Luat
Cong nghé thong tin vé cong nghiép cong nghé thong tin;

14. Phan mém tmg dung: theo khoan 3 Dicu 3 Nghi dinh s 71/2007/ND-CP ngay
03 thang 5 nam 2007 cua Chinh phu quy dinh chi tiét va huéng dan mét s6 diéu cua Luat
Cong nghé thong tin vé cong nghiép cong nghé thong tin;

15. May chu (Server): 1a may tinh duoc két nbi voi hé théng mang LAN, WAN

hodc mang internet, c6 nang luc xur ly cao, trén do cai dat cac phan mém dé phuc vu cho
cac may tinh khac truy cap, yéu cau cung cap cac dich vu hoic co s dir liéu.



Piéu 4. CBCC-VC chuyén trach CNTT
1. Pham chét va ning lyuc CBCC-VC chuyén trach CNTT:

a) Co pham chat t6t, c6 tinh than trach nhiém, y thic t6 chirc ky luat, y thic canh
giac gilr gin an toan thong tin.

b) Pugc dao tao trinh d cao dang trd 1én chuyén nganh vé Cong nghé thong tin,
Ly tin hodc Todan tin va cac nganh tuong duong tai cac co so gido duc thudc hé thong
giao duc qudc dan hodc tai cac co so gido duc hop phap ¢ nudc ngoai.

2. CBCC-VC chuyén trach CNTT c6 ning luc dap tmg khoan 1 Piéu nay va dugc
phéan cong:

a) Truc tiép thuc hién nhiém vu chuyén moén cong nghé thong tin, bao gém cac
cong viéc sau:

- Truec tiép tham gia xay dung cac (mg dung cong ngh¢ thong tin nhu: Cong/Trang
thong tin di€n tr, phan mém ung dung, co so dir li¢u,...;

- Tryc t@é'p tham gia van hanh, duy tri va khac phuc cac su c¢b hé thong ha tang k¥
thuat, phan mém ung dung, co s¢ dir li¢u (CSDL), Cong/Trang thong tin dién tr; van
hanh h¢ thong bao dam an toan, an ninh théng tin, ...;

b) Khong truc tiép thuc hié;n nhiém vu theo diém a khoan 2 Diéu nay, nhung truc
tiép tham gia quan ly nha nudc vé ing dung va phat trién cong ngh¢ thong tin tai cac co
quan, don vi chuyén trach vé cong ngh¢ thong tin.

Piéu 5. Nguyén tic chung vé bio dam an toan thong tin sb

1. Céac co quan, td chie, ¢4 nhan va CBCC-VC chiu trach nhiém trudc phap luat
ve ndi dung thong tin da chuyén di trén mang ndi bd (LAN), mang truyén so li¢u chuyén
dung cua cac co quan Pang va Nha nudc (mang WAN) va mang Internet.

2. Bao dam an toan hé thong thong tin trong hoat dong ctia co quan nha nudc;

3. Tuan thu cac nguyén tac, cac ti€u chuan, quy chuan k¥ thuat vé bado mat, an
toan thong tin so;

4. Két hop nhiéu bién phap bao dam an toan thong tin s6, nham phat hién va ngin
chan kip thoi cadc nguy co mat an toan, an ninh thong tin;

5. Khi xay ra su c6 vé an toan thong tin trong hoat dong cta co quan nha nudc
trén dia ban tinh, can tién hanh cac bién phap khac phuc nhanh chong, han ché thié¢t hai
tai dqn vi, dong thoi 1ap bi€n ban bao cao theo mau Phu luc I, gii vé S& Thong tin va
Truyén thong.

Piéu 6. Cac hanh vi nghiém cam

1. Luu trit, du thao trén may tinh két ¢6 ndi mang (Internet, Intranet, WAN, LAN)
van ban, tin, tai liéu, so li€u thudc bi mat Nha nudc hodc nhirng thong tin, tai li¢u mat khac
do phap luat nudc Cong hoa Xa hdi Chu nghia Viét Nam quy dinh;

2. Cac hanh vi pha hoai, st dung cac phuong tién ky thuat gady nguy hai cho hé¢
thong thong tin, lam roi loan, té liét mot phan hodc toan bd hé thong thong tin ctia cac co
quan Nha nudc;



3. Truy cap, khai thac, str dung, phat tan, thay d6i, pha huy cac thong tin sé thude
sO hitu cua cac ca nhan, to churc khac khi chua dugc phép cua chu so hiru;

4. Tao ra, cai dat, phat tan vi rat may tinh vao may tinh, mang LAN, mang truyén
s0 liéu chuyén dung cua cac co quan Pang va Nha nudc;

5. Truy cap vao cac trang thong tin di€n tu trén Internet bi cAm truy cap nhu: hoat
dong xam pham an ninh quéc gia, trat tu an toan xa hoi, vi pham thuan phong my tuc,
ban sic van hoa Viét Nam, xdm pham cac quyén va loi ich hop phap cua to chirc, ca
nhan, ... va cic trang théng tin dién tir khac trén Internet bi cAm truy cap;

6. X6a bo, lam mat tac dung cua cac phan mém bao dam an toan, an ninh thong
tin sO dugc cai dat trén thiét bi so; tu v thay doi cac tham so cai dat cua thi€t bi so;

7. Ngan chan viéc truy nhap dén thong tin cia to chirc, c4 nhan khac trén moi
truong mang, tru truong hop phap luat cho phép;

8. Bé khoa, trom cép, st dung mat khau, khoa mét ma, thong tin cua td chirc va ca
nhan khéc trén moi trudng mang;

9. T chire, ca nhan, CBCC-VC che giéu tén cua minh hodc gia mao tén cua td
churc, ca nhan khéac khi gui thong tin trén moi truong mang LAN, mang truyén so li¢u
chuyén dung cua céc co quan Pang va Nha nudc;

10. Loi dung chtc vu, quyén han trong quan Iy nha nuéc vé an ninh thong tin sd
de gay can tré hoat dong hop phap cua cac chu thé tham gia hé thong mang LAN, mang
truyén so li¢u chuyén dung ctua cac co quan Pang va Nha nudc, tham gia dich vu hanh
chinh cong trén Internet; xam pham quyén va loi ich hop phap cua co quan, t6 chic va
cong dan;

11. Cac hanh vi bi nghiém cam tai Diéu 12 Luat Cong nghé thong tin; cac hanh vi
khéc do céc co quan quan 1y nha nudc quy dinh ndi bd va phap luat cam.

Chuwong 11 '
GIAI PHAP BAO PAM AN TOAN THONG TIN SO

Piéu 7. Cac giai phap van hanh bio diam an toan thong tin so

1. Cong tac bao dam an toan thong tin sd

a) Déi voi cac co quan nha nudc:

- Trang bi day du céc kién thic biao mat co ban cho CBCC-VC trude khi cho phép
truy nhap va sur dung hé thong thong tin;

- Phan cong CBCC-VC chuyén trach CNTT, dé quan 1y k¥ thuat nghiép vu vé an
toan thong tin tai don vi;

- Thi truéng don vi tao diéu kién CBCC-VC chuyén trach CNTT hoc tép, tiép thu
cong nghé, kién thirc an toan thong tin;

- Cac cé nhan da qhém dut hop dong, thoi viée, chuyén cong tac, ... tién hanh huy
cac quyen truy cdp hé thong thong tin; thu hoi hodc huy céc tai san lién quan to1 hé thong
thong tin néu cé (khoa, thé nhan dang,...); ddm bao viéc chuyén day du quyén truy cép
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thong tin, dir liéu s6 tur cac tai khoan cd nhan néu trén, dén ca nhan khac dugc giao
nhi¢m vu thay the;

- Hang nam, xac dinh cic nhiém vy bao dam an toan thong tin hé thong (md rong,
nang cap trang thi€t bi; dao tao, boi duong kién thitc CNTT, ...), d¢ dé xuat kinh phi dén co
quan c6 tham quyén hodc phan bo kinh phi duy tri hoat dong hé thong thong tin hi¢u qua.

b) Ngudn kinh phi thuc hién nhiém vu chuyén mén thudc cong tic bao dam an
toan, an ninh thong tin do ngan sach nha nudc bdo dam, theo quy dinh cua Luat Ngan
sach nha nudc va cac van ban phap luat khac co6 lién quan.

2. Céc giai phap co ban dam bao trong van hanh an toan hé théng:

a) HE thong bao vé may chu dam bao chdong sét, hé thong 1am mat,...; dam bao
cung cip ngudn dién hoat dong lién tuc va 6n dinh.

b) Quan ly cdc tai khoan cta hé thong thong tin, tai khoan nguoi dung bao gom Tao
mdi, stra d6i, huy cac tai khoan. Thudng xuyén kiém tra cac tai khoan ctia hé thong thong
tin; trién khai cac cong cu dé hd trg viée quan 1y cac tai khoan ctia hé théng thong tin;

c) H¢ thong’thong tin gidi han t6i da 03 (ba) lan dang nhép lién tiép sai tai khoan
nguoi dl‘mg,’hé théng tu dong khoa tai khoé}n hoac co lép tai khoan trong mot khoang
thoi gian nhat dinh, d€ duoc dang nhap hé¢ thong thong tin lan ké tiép;

d) Kiém soat va theo ddi tat ca cac phuong phap truy cép tir xa t6i hé théng thong
tin, trién khai nhiéu co ché giam sat, cam két tir cac truy cap tir xa; phat hién som viéc
truy cap trai phép vao mang may tinh hay thiét bj luu trix dit lidu;

d) Giam sat, kiém tra truy cép khong day, str dung ching thue, ma hoa dé bao vé
truy cap khong day toi hé thong thong tin;

e) Thiét 1ap hé théng thong tin ghi nhan va luu vét cac su kién: Qué trinh ding
nhap hé théng, céc thao tic ciu hinh hé théng, qua trinh truy xuat hé théng,...Ghi nhan
day du cac thong tin trong cac ban ghi nhat ky, thoi gian luu trit cac ban ghi nhat ky hé
thong t6i thiéu 01 nim;

g) Cap nhat va luu trir cdu hinh chuan cac thanh phan cta hé thong, trude khi tién
hanh cai dat, thi€t 1ap cau hinh lai h¢ thong thong tin, ddm bao duy tri hoat dong cua hé
thong thong tin; Kiém soat qua trinh cai dat trén may chu;

b Cau hinh hé théng thong tin cung cip nhirng chirc ning co ban cho ngudi dung;
thiét 1ap cac ché do phan quyén truy cap theo chi dao cua Thu truong don vi;

1) Dinh ky sao luu (backup) thong tin, dit li¢u cua don vi va luu trir thong tin sao
luu ¢ noi an toan theo quy dinh; thuong xuyén ki€m tra thong tin, dir li€u sao luu dé dam
bao tinh san sang va toan ven,;

k) Trién khai co ché phong, chéng vi rat may tinh, cic su c6 do tAn cong mang,
nhu: cai dat tuong lua (firewall), phan mém di€t vi rat may tinh,....

1) Str dung mat khau: dit cho tai khoan sir dung & dang phirc tap (bao gdm chir
hoa, chit thuong trong bang chir cai, s6 hodc céc ky tu dac bi¢t), do dai tdi thiéu 8 ky tu.
Khéng tiét 10, chia sé mat khau cho nguoi khac, khi két thuc cong viée hodc chuyén giao
may tinh cho nguoi khac sir dung phai thoat khoi tai khoan nguoi dung.



Picu 8. Xay dung quy ché bao dam an toan thong tin ndi bd

Trén co s quy ché nay va huéng dan cia Bo, Nganh Trung uong, tung CQNN,
ban hanh quy ché bao dam an toan thong tin ndi bd, quy dinh 1d cac van dé co ban sau:

1. Phan cong cu thé CBCC-VC chuyén trach CNTT, sb dién thoai lién hé khi c6
su cd ve€ an toan thong tin;

2. Phan cong CBCC-VC chiu trach nhiém quan 1y may tinh dé du thao cac van ban,
tai liéu c6 tinh mat; viéc st dung va van hanh may tinh nay, ddm bdo tuan tha cac quy dinh
cta phap luat vé bao mat va an toan thong tin;

3. Thiét 1ap quy tic vao ra, quan 1y phong may chii; quy tic cai dat phan mém lén
may chu, may tinh tram;

4. Quy tac phan loai va quan 1y mic d6 vu tién d6i v6i cac tai nguyén cua hé
thong thong tin (phan mém, dir li€u, trang thiét bi...);

5. Kiém tra, ra soat va khic phuc sy ¢ an toan an ninh ctia hé théng thong tin sir
dung céc bién phap trong Dic¢u 7 cua Quy ché nay;

6. Quy tic quan 1y bao dam an toan hé thong thong tin tai don vi; dam bao tinh toan
ven, tinh tin cay, tinh thong nhat va tinh san sang cua dir li€u trong quan ly va van hanh
trao doi thong tin.

7. Quy trinh xtr Iy cac sy ¢b anh huong dén an toan, an ninh hé thong tai don vi;

8. Ché d6 bao céo tong hop tinh hinh an toan, an ninh ciia hé théng thong tin.

Piéu 9. Quy trinh phoi hop ing ciru s c6 mang bao dam an toan thong tin sé
trén dia ban tinh

1. Quy trinh xtr 1y khan cép

Khi phat hién hé théng c6 nguy co mét an toan nhu: hé thong hoat dong cham bat
thuong, khong truy cap dugc hé thong ing dung, ndi dung cong/trang thong tin dién tr
hodc giao di¢n rng dung bi thay doi, thuc hi¢n cac budc co ban:

a) Budc 1: Ngit két néi may chu ra khoi hé thong mang, bao cdo sy ¢ dén Thu
truong don vi, thong bao dén S¢ Thong tin va Truyén thong, doanh nghi€p cung cép ha
tang vieén thong dé ho trg khac phuc;

b) Budc 2: Sao chép nhat ky truy cap cua nguoi dung (logfile) va toan bd dir liéu
cua hé thong ra thiét bi luu trit (phuc vu cho cong tac phan tich);

¢) Budc 3: Khoi phuc lai hé thong, hodc str dung hé théng du phong va chuyén dir
li¢u sao luu du phong (backup) mai nhat dé h¢ thong hoat dong;

2. Nguyén tic phdi hop trong ing ctru sy ¢b

a) Cac don vi thuc hién khic phuc cac budc ban diu theo quy ché bao dam an
toan thong tin ndi bo.

b) Cac su ¢b vuot qua kha nang xtr 1y cta don vi, 14p bién ban ghi nhan va thong
bao dén So Thong tin va Truyén thong qua thu dién tur (email) sotttt@angiang.gov.vn va
ttth@angiang.gov.vn; tuy theo thoi diém va can bo phu trach, S& Thong tin va Truyén
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thong s€ co thong bao s6 dién thoai dé thong bao su cb; S6 Thong tin va Truyén thong s&
phoi hop gitra cac to chure, doanh nghiép lién quan dé€ khac phuc su co;
c¢) S& Thong tin va Truyén thong bao cao vé Uy ban nhan dén tinh déng thoi thong

bao dén Bo Thong tin va Truyen thong thong qua Trung tam Ung ctru khin cap May tinh
Viét Nam, dé dugc hd tro khic phuc cac su ¢d vuot qua kha ning xir Iy ctia dia phuong.

Chuong 111 '
TRACH NHIEM PAM BAO AN TOAN THONG TIN SO

Piéu 10. Trach nhiém cia to chirc, cA nhian bén ngoai khi tham gia sir dung
hé thong thong tin cia co quan nha nwéce, dé giao ti€p, cung cap va trao doi thong
tin so0 véi co quan nha nwéc

1. Nghiém chinh thi hanh quy ché nay va cac quy dinh khac cua phap luat vé bao
dam an toan thong tin so.

2. Khi phat hién sy ¢ anh huong den an toan, an ninh hé théng thong tin, phai
thong bao ngay v6i co quan Nha nudc, noi to chirc, ci nhan dang thuc hién giao tiép.

Piéu 11. Trach nhiém ciia CBCC-VC trong co quan nha nwéc

1. Nghiém chinh thi hanh quy ché nay va cac quy dinh khac cua phap luat vé bao
dam an toan, an ninh thong tin.

2. Khi phat hién sy c6 anh huong dén an toan, an ninh hé théng thong tin, phai
thong bao ngay véi dén CBCC-VC chuyén trach CNTT cua don vi.

3. Cac thong tin, tai li€u, van ban c6 tinh mat theo quy dinh, phai du thao, luu trir
dang theo quy dinh vé bao bao mat va an toan thong tin.

4. CBCC-VC chuyén trach CNTT:

a) Trién khai hodc tham muu dé trién khai thuc hién cac ndi dung tai Khoan 2
biéu 7 va Diéu 9 Quy ché nay;

b) Theo nhi¢m vu dugc Thu trudng don \{i phan cong, chiu trach nhiém tham muu
chuyén mon va van hanh ddm bdo an toan h¢ thong thong tin ctia don vi;

¢) Huéng dan, hd trg ngudi dung tai don vi giai phap phong, chong vi rat may
tinh. Thuc hién viéc danh gia, bdo cao céac rui ro va muc do cac rui ro anh huong dén
hoat dong h¢ thong thong tin cua don vi, cac gidi phap co ban khac phuc cac rii ro;

d) Phdi hop voi céc cac nhan, t6 chirc ¢6 lién quan trong viéc kiém tra, phat hién,
phong ngtra, dau tranh, ngan chan xam pham an toan, an ninh thong tin; tham gia khac
phuc cac sy ¢6 mat an toan, an ninh thong tin.

Piéu 12. Trach nhiém ciia cic co quan Nha nwée trén dia ban tinh

1. Co quan nhé nudc co bi su 96 vé an toan thong tin, thuc hién theo ndi dung quy
dinh tai khéan 1 Dicu 42 Nghi dinh s6 64/2007/ND-CP.

2. Thyc hién bao cdo dinh ky hang nam (trudc ngay 15 thang 10 hang nim) dén So
Thong tin va Truyén thong, theo mau huéng dan tir S& Thong tin va Truyén thong, lam co



SO dé S& Théng tin va Truyén thong tong hop bao cao UBND tinh va Bo Thong tin va
Truyén thong.

3. Tuén thu va bao dam an toan thong tin trong ting dung cong nghé thong tin theo
quy dinh quy ché nay va cac quy dinh khéac cta phap luat c6 lién quan.

4. Tuyén truyén, pho bién quy ché niy va cic quy dinh khac cua phap luat co lién
quan v€ an toan thong tin trong pham vi trach nhiém va quyén han cua tirng co quan.

Piéu 13. Trach nhiém ciia S& Thong tin va Truyén thong

1. Tham muu UBND tinh vé cong tic bdo dam an toan thong tin trén dia ban tinh
va phoi hop véi cac don vi cé lién quan trong viéc bao dam an toan cho cac hé thong
thong tin cap tinh.

2. Xay dung va trién khai cac Ké hoach, chuong trinh, du an dau tu, dao tao vé an
toan thong tin trong tng dung CNTT trén dia ban tinh.

3. Tuy theo mirc do su cd, phdi hop Trung tim Ung ctru khan cip may tinh Viét
Nam (VNCERT) va céac don vi ¢o lién quan hudng dan xtr 1y, img ctru cc su ¢b an toan
thong tin trén dja ban tinh; Canh bao cac van dé vé an toan thong tin trong cac co quan
nha nudc trén dia ban tinh.

4. Quan 1y van hanh, huéng dan két ndi mang truyén sb liéu chuyén dung ctia cac
co quan Pang va nha nudc trén dia ban tinh;

5. Hudng dan, hd tro sao luu du phong céc thong tin, co s¢ dir lidu clia cac co quan
nha nudc mot cach an toan.

6. Hudng dan, giam sat cac don vi xay dung quy ché va thyuc hién viéc dam bao an
toan cho h¢ thong thong tin theo quy dinh; Huong dan cac co quan vé khung béao cao;
dinh ky tong hop bao cao UBND tinh va B6 Thong tin va Truyén thong vé cong tac an
toan thong tin so trén dia ban tinh.

7. Tuyén truyen va dinh hudng tuyén truyén, ph01 hop tuyén truyén dén céc
phuong tién truyén thong dai ching trén dia ban tinh vé coéng tic bao dam an toan, an
ninh thong tin.

Piéu 14. Trach nhiém ciia S& Tai chinh

Huéng din lap du toan, quan 1y, st dung va quyét toan kinh phi ngan sich nha
nudc, thuc hién nhi€ém vy chuyén mon vé bao dam an toan, an ninh thong tin.

Piéu 15. Trach nhiém ciia S& Ké hoach va Pau tu

Ul tién bé tri ngudn kinh phi dau tu dé thuc hién cac du an bao dam an toan, an
ninh thong tin.
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) Chuong IV )
_CONG TAC THANH TRA, KIEM‘ TRA, )
KHEN THUONG VA XU LY VI PHAM AN TOAN THONG TIN SO

Piéu 16. Thanh tra, kiém tra

1. Céc t6 chirc, ca nhan tham gia vao qua trinh ing dung cong ngh¢ thong tin trén
dia ban tinh, chiu su thanh tra, kiém tra ciia cdc co quan Nha nudc c6 thim quyén vé linh
vuc an toan thong tin.

2. S6 Thong tin va Truyén théng, Cong an tinh phdi hop thuong xuyén hodc dot
xuat kiém tra, thanh tra v€ an toan an ninh thong tin trong hoat dong ung dung CNTT
trong co quan Nha nudc.

Piéu 17. Xir Iy vi pham

T chtc, ¢4 nhan ¢6 hanh vi vi pham cic quy dinh vé an toan, an ninh thong tin
trong rng dung cong ngh¢ thong tin cua co quan Nha nudc, tuy theo tinh chat, mac dd vi
pham s€ bi xur phat vi pham hanh chinh hodc truy ctru trach nhiém hinh sy theo quy dinh
cua phap luat.

) ChwongV
PIEU KHOAN THI HANH

Piéu 18. Trach nhiém thi hanh

1. S& Thong tin va Truyén thong chii tri, phdi hop véi cac S¢, Ban nganh, UBND
cac huyén, thi xa, thanh pho va cac don vi c6 li€n quan trién khai thuc hién Quy ché nay.

2. Trong qua trinh thyc hién néu co phat sinh kho khan, vudng mic can sira doi,
bo sung cac co quan, don vi kip thoi bdo cao vé S& Thong tin va Truyén thong tong hop
trinh UBND tinh xem xét, quyét dinh./.

Ho Viét Hiép
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PHU LUC I

MAU BIEN BAN SU' CO AN TOAN THONG TIN
(Ban hanh kem theo Quyét dmh S0: /2013/QD-UBND ngay  thiang  nam
2013 cua Uy ban nhdn ddn tinh An Giang)

Pon vi: CONG HOA XA HOQI CHU NGHIA VIET NAM
...................................... Poc lap - Tu do - Hanh phuc
....... , Ngay  thang  nam
B HO VA TN X e
B CO QUAN ®.oiiiiiiiiieiie e e et r e e e e eeeeeeeee e e e ettt ba b e reeaeaaaaaeaeaeaaeaanan
B EMAIL ® e aeeae e
B DN thOAl ..o ————

1. Thong tin vé sy co:
B MO tA SO DO VE S CO .

= Hinh thtrc phat hién * (danh ddu nhitng cdch thire dwoc sir dung dé phat hién
sy co)

O Qua hé théng IDS O Kiém tra Log File O Quan trj hé thong
O KhAC, A0 1A ..eeeiiieiieeee et
= Thoi gian xay ra sw cd *: .../... /....../.../... (ngdy/thang/ndm/gid/phit)

(Ngay, thang dién di 02 chir s6, nam dién dit 04 chir sé ,gio, phit dién di 02
chir so theo hé 24 gio).

= Thoi gian thuc hién bao cdo su ¢d *: .../... /.../...(ngay/thang/nam/gid/phut)
= Cac dia chi IP (IP ndi bé (LAN) phat hién hodc bi phdt hién s ¢é) (néu cd)

2. Thong tin vé hé thong xay ra su cd:

» He diduhanh * .o, Version * o,
= Cac dic,h vu co trén hé théng (danh ddu nhitng dich vu dwoc sw dung trén hé
thong)

O Web server O Mail server O Database server



O FTP server O Proxy server O Application server
O Dich VuKhac, 0 1 ....ooooviiiiiiiieeceee e,
= Cac dia chi IP cta hé thong (*)

(Chi liét ké cac dia chi IP duwoc sw dung trén Internet, WAN; khong can liét ké
cdac dia chi IP noi bg)

Chu y:
- Phai dién day di théng tin trong nhitng muc danh dau *

- Ky va ghi day du ho tén, chirc vu (néu co) vao cuoi ban bao cao.

Nguoi /PBon vi 1ap bién ban
(Ky va ghi du ho tén)



