
NGANHANG NHANIJdC
vrgTNAM

S& 6)0 /eD-NHNN

CQNG HOA XA HQI CHO NGHIA VTET NAM
DOc lOp - Tq do - Henh phfc

Hd Niri, ngoyJ(ttuing) ndn 2017

QTIYETDF{H
Ban hinh K6 ho4ch 6p dgng c6c giii phdp vA an toin b6o m$t

trong thanh to6n trr;c tuy5n vir thanh to{n th6 ngin hirng

TE6NG O6C NCAI HANG NHA NTI6C

Cdn cti Luqt Ngdn hang Nhd nubc ViQt Nam td lOtZOtOtgnt2 ngay 16 thdng

6 nim 2010;

Cdn cti Nghi dinh sii I6/2017ND-CP ngay 17 ttuing 02 ndm 2017 cita Chinh

phi quy dinh ch*c ndng, nhiQm w, quyAn hqn vd co cdu ili chtc cia Ngdn hdng Nhd

nudc Vi€t Nam;

Cdn c* Th6ng tu sti j5/2016/TT-NLINN ngay 29 ttuing l2 ndm 2016 cila Ngdn

hdng Nhi rurdc quy dinh an todn, bdo mAt cho viQc cung ciip dich vu ngdn hdng tAn
Internet;

Xdt di nghi ctia Cqc trudng CTtc C6ng nghQ th6ng tin,

QUYEr Drl-[H:

Didu 1. Ban hanh kdm theo Quytit tlinh nny Ki5 ho4ch 6p dgng giai ph6p vA an

tolin bAo mQt trong thanh to6n tr.uc tuy6n vd thanh torin th6 ng6n hang.

Di6u 2. quyiSt ainfr niy c6 hiQu llrc thi hanh k6 tu ngdy hj ban hdnh.

Di6u 3. Ch6nh Vdn phdng, Cgc tru6mg Cuc C6ng nghQ th6ng tin vi Thri
tru&ng c6c dcrn vf thuQc Ng6n hang Nhd nu6c Viet Nam, Gi6m tl6c Ngan hang Nhd

nudc chi nh6nh tinh, thanh phi5 tr.uc thuQc Trung uong; Chri tich H6i d6ng quan fti,
Chri tich HQi d6ng thinh vi6n, T6ng gi6m d6c (Gi6m <Itic) c6c t6 chric tin dsng, chi
nhrlnh ngAn hdng nudc ngoii, c6c t6 chric cung img dich vr1 trung gian thanh toan

chfu tr6ch nhicm thi hanh Quy6t dinh ndy./.
/t/

NoinhQn:V
- Nhu Didu 3;
- Ban Lail d4o NHNN;
- Luu: VP, CNTH.

Nguy6n Kim Anh



I

NGAN HANc NHA Nrjdc cONc noa xA HQI cuO NcHie vm. r uau
i,IEI_N4M OOc t4p - rrr do -Hanh phtu

. dno4cn
Ap dgng c6c giAi ph{p vd an toin bto n$t

trong thanh todn trgc tuy6n vir thanh todn th6 nglnh Ngin hhng

@an hdnh kim theo Q-uy€t dinlt s6 h,/0 /OD-NHNN
nC6yl4 tMng ! ndm 2017 aiaTh1ng diic NginhangNhinnoc)

A. MqC TrtU
- TEng cu&ng vai td quin If nhd nudc cua NgAn hang Nhd nudc tliii voi

c6ng t6c an ninh CNTI vd dich v* tiQn ich thanh to6n truc tuytfu, thanh to6n th€.

- N6ng cao ch6t hgng quAn I rui ro CNTT v]r ttrng cudng an ninh b6o mgt
cric dich vU ngen hang tgc tuy6n vi thanh toan th€ cua cdc t6 chuc tin dgng, chi
nh6nh ngdn hang nu6c ngodi vd t6 chric cung rmg dich vU trung gian thanh to6n.

B. N@M YU vA L8 rRiNH

t O6i vrfi c6c t6 chri'c tin dgng, chi nhdnh ngAn hlng nu,0c ngoi! t6
chrirc cung ftng dich vrl trung gian thanh to{n

1. Tri6n khai 6p dgng c6c gini phdp cOng nghQ x6c thrgc mfi trong thanh
to6n tr.uc tuy5n tr6n Internet (Internet Banking, Mobile Banking)

CIn crl phdn loai giao dch theo hen mrlc t4i Ph1r lgc 01 dinh kdnU ttr
01/01/2019 c6c t6 chrlc cung irng dich vu thanh to6n, trung gian thanh to6n ten
meng Intemet pMi tiiin knai 6p dung c6c giii ph6p x6c thu. c t5i thi6u nhu sau:

STT Giao dichl BiQn ph6p x6c thgc t5i tni6u2

I Giao dich lo4i A - T6n ttdng nhgp, m$t ktriu ho{c md PIN

,)
Giao dich lo4i B - SMS OTP.

- Ho{c ThE ma trfn OTP.
- Hofu Token OTP loei co ban, lhOng c6 chrlc ndng
x6c thyc nguoi dr)ng srl firng Tokan.

3 Giao dich loci C - Soft OTP ho{c Token OTP loei co bArL c6 chrlc
nEng x6c thgc ngu&i dtng sri d\mg phen mAm,
Token.
- Giii phdp x6c thrc qua hai k6nh.
- Ho{c x6c thgc bing d6u hiQu nh6n dang sinh tdc
hqc.

I Phen lo6 giao dich tham khAo t4i Phu luc 01.

' Ct i ti6t vE cSc giel ph6p x6c thyc tham ktio hi Phu luc 02.



Giao dfch lo4i D - Soft OTP ho6c Token OTP loai n6ng cao, c6 chric
nenC ky giao dich.
- Ho[c x6c thsc blng thi6t bi U2FruAF,

Ghi chri:

- BiQn phdp x6c thuc giao dch loAi D c6 th6 x6c thUc giao dch to4i A, B, C.
- Bign ph6p x6c thgc giao dich loai C c6 thri x6c thUc giao dch lo4i d B.
- BiQn ph6p x6c thpc giao dic.h loai B c6 th6 x6c thuc giao dich lo4i A.
- Trudmg hqp c6c tlcm vi srl dqng c6c bign ph6p x6c thpc kh6c c6c lo{ hen thi

b6o c6o Ng6n hing Md nudc (qua Cuc Cdng nghQ thOng tin) tru6c lfii 6p dqng.

2. Tri6n khai 6p dgng cfc gi6i phdp giim thi6u nii ro trong thanh to6n
the

C6c t6 chric cung wrg dich vu ttranh todn th€ phdi ni&r Wrai c6c gifi pMp
gi6m thi6u rui ro theo tQ tinh nhu sau:

STT Giti ph6p Thli hgn
hohn thinh

1 Th6ng b6o giao dich qua tin nhin SMS ho{c thu
difn trl

01101120t8

2 ml6t t6p hqn m{rc giao dch trong ngdy. 0t/01/2019

3 fni6t t4p tinh ntuig cho phep/ ltr6ng cho ph6p
thanh to6n tllc tuyiin.

oll0L/2019

4 fhi6t $p hgr mfc thanh to6n th€ tr.uc tuy6n trong
ngdy.

0y0t/2019

5 Thi6t $p tinh ndng cho phepi ktrOng cho phep thanh
to6n d nu6c ngodi (ngo4r tn) c6c giao dich tgc
tuvtu)

0y0t/2019

6 Tririn khai gdi ph6p x6c thy c 3D Secure @o{c
tuong duong) cho viQc thanh torin t.uc tuyiin vOi
thC qu6c t6.

0y0t/2019

I t"*1'"-*' I l./
3. Trong qrufl tinh tri6'o E4 n6u c6 kh6 khtul vuOng mic, cac donvib6(

c6o vd NgAn heng Nhi nu6c (qua Ctrc C6ng nghQ th6ng tin) d6 phi5i hsp xrt br.

tr. D6i y6i c6c tlol vi NgAn hlng Nhi nutrc

1 VU Truydn thdng ph6i hgp vdi c6c tton vi li0n quan thUc hi€n c6ng tric
truydn th6ng tl6n ngudi ddrL doanh nghiQp h5 tq hieu qu6 cho vifu 6p dgng c6c
ti6u chuAq oic gidi ph6p x6c thgc trong thanh todn tgc tuyiin vd thanh to6n thd.

xac thu s5.



2. Vp Thanh to6n co to6ch nhi6m ph5i hqp v6i CUc C6ng nghQ th6ng tin theo
d6i, girim stit vd ki6m tra vifu ri6n khai K6 hoach ndy.

3. Cu. c C6ng nghQ ttr6ng tin c6 ftrich nhiQm theo d6i, d6n d6c thgc hiQn viQc
4p dunq. Dt"l, k, heng n[m hoic dQt xu6t (khi cin ttri6t) t6ng hq,p tinh hinh, b6o
c6o Th6ns d5c NHNN. .,

: /t/
NoirtQn: U ,4.r"11Axrr., nA6
- Ban LAnh tlqo NHNN;
- Cdc tlcrn vi, Vtt CUc thu$c NHNN.
- Cdc TCTD, chi nh6nh ngrin hAng nudc ngoii;
- C{c t6 chuc crng ung dicb vr; tung gian thanh to6n;
- Luu VEn phdog, CUc CNTI.

lcru6Nco6c
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PHP LPC 02: CAC GIAI PHAP XAC TEI/C GIAO DICH TR-I.IC TUTEN

STT Giti ph6p Chi ti6t va siai ph{p

I SMS OTP Khi thyc hiQn giao dich thanh todn t.uc trryAn, h0 th6ng ngAn hang
tu. c tuy6n se grli tin nhin SMS c6 ch{ra mE OTP t6i tliQn thoqi kh6ch
heng (E dlng kf tudc.
Ki6ch hnng nhfp me OTP trtn giao dign thanh to6n tr.uc tuy6n rli
hoAn thinh eiao dich de ftanh totu.

2 ThG ma tr$n
OTP

Thd ma h.6n lA mQt beng 2 chi6u (ddng c6J), tuong fmg v6i m6i
ddng cQt li mQt mI OTP.
Khi thuc hiQn giao dich thanh to6n trgc tuyeq he th6ng ngan hang
tr1rc tuy€n sE thdng bdo s6 ddng cQt tren the ma rfn dd kMch hAng
nh$p mA OTP trrng tng hotui thinh eiao dlch thanh {o6n.

3 Soft OTP logi
co bln

PhAn mdm tgo me OTP (Soft OTP) thudng tluo. c cdi tldt t6n iliQn
thogi di d$ngl m6y tfnh bang il6 tEng hj v6iNg8n hang. D6i v6i loai
co.bin, m6 OTP tlugc sinh ngfru DhiCtr treo thli giaq ddng bQ v6i hQ

th6ng thanh to6n trUc tuy6n Qi ng6n hAng.
Khi thlrc hiQn giao dich thanh todn tgc tuy6q hQ th5ng ng6n heng
tryc tuy6n y6u c6u khdch hing nhflp mi OTP (lugc sinh bdi Soft OTP
dd hodn thnnh giao dich thanh todn,

4 Soft OTP loji
ning cao

Soft OTP loai nAng cao thuomg ctuqc oAi tHt r€n tliQn thopiAi dond
m6y tinh bf,ng tE illng kj vdi NgEn hang. D6i v6i logi n6ng cao, nf6
OTP tluqc tao k6t hgp v6i m{ cria ting grao dich (t'ansaction
signing).
Khi thyc hiQn $ao dich thanh todn truc tuy6rq he th5ng ngdn hdng
trUc tuy€n teo ra mQt mE giao dich th6ng b6o cho lh4ch hing.
Kh6ch hnng nhQp mE giao dich vio Soft OTP d6 phAn mErn qo ra me
OTP.
Sau- tl6-ldr6ch hang nhgp ml OTP tr&r giao diQn thanh to{n tyc
tuy6n dd hoan thinh giao dich thanh to6n.

5 Token OTP
logi cc bln

Token OTP le thi6t bi tpo mI OTP. D6i v6i loai co bdn, ma OTp
ttugc sinb ngiu nhi6n theo thdi gian, d6ng bQ v6i hQ thSng thanh
todn tyc tuyen gi ng6n hnng.
Khi thgc hiQn gpo dich thanh to6n tsgc tuy6n, hQ th6ng ngitn hdng
t4rc tuyen y€u c6u khdch hane nhip mtr OTP dugc sinh bdi Token
OTP d6 hoan tldnh giao dich thanh to6n.

6 Tokcn OTP
logi nAng cao

Token OTP loai n6ng cao h thi6t b! t+o m6 OTP. Trong tl6 ma Otf
dugc ta. o k6t hq,p vdt mE oua ttng giao dich (transactionligningl. .

Khi thlrg hiQn giao dlch thanh to6n truc tuy6q hQ th6ng ng6n hdng
tyc tuy6n tao ra mgt mE giao dich th6ng Mo cho khach hang.
Kh6ch hAng nhfp mA giao dlch vdb Token OTP tt6 thiSt bi t+o ra m6
OTP.
Sau. tl6.kh6ch hing nhip mE OTP t0n giao diQn thanh toen tu. c
luyOn tl6 hodn tlinh giao dich thanh todn.

XAc thgc hai
ktnh

Khi thlrc hi-€n giao dich thanh.todn tgc tuy6n, hQ th6ng gti th6ng tin
y€u cAu x6c thgc giao dich den triSt bi di rling crta ttrecn hing qua
k0nh thogi ho{c qua me USSD ho{c qua phAn mdm chuy0n dgng.
Kh6ch hdng phin hdi tgc ti6p qua k€nh th k6t n6i C6 xac nlln tro6c
kh6ng xic nhfa thgo hiQn giao dich.

t Sinh tritc hgc Khi thgc hiQn giao dich thanh todn tsgc tuyeq he th6ng nginnang
tgc tuy6n yeu cAu kh6ch hang trtnh diQn d6u hiou nh6n aeng sinh
rilc hgc cria khdch hnng kfi6 c6 khn nlne lilm gte de x6c thgo giao

4iS! (nhu lhu6o m[! tr-nh mach ng6n tay ho& bAn tay, m5ng mtit

6
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gigng r6i). 
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9 Universal 2nd
f,'actor/
Universal
Authentication
Framework
ru2FruAn

Khi thgchiQngiaoa;cl@
tru. c tuy6n yeu clu kldch hnng sr! dung Oiet Ui UZrruir ii- ti6[
qua c6ng USB ho{c kh6ng d6y (Bluetoot}r, NFC). Sau khi x6c thgc
sri dqng thi& bi beng me truy c6p ho{c a6u nipu sinh r,6c hqc, tt iiit
bi U2FruAf' sE tU dong giao ti6p v6i rinh duyet vd m6y chri xic
thuc tl6 x6c thuc dia cht website E vi giao dich.

l0 Chtr kf s6 Khithschignryoa!*u@
tgc tu)€n y6u c6u kh6ch hang nhpp chung thu s6 lluu rcn Oi6t b1
USB ho{c SIM di-En thoar)
Kh6ch hing pMi nhgp md truy cfp thi6t bi USB hotc SIM diQn thogi
vd chgn chring thu s6 tI6 kf giao dich.


