
co. NG HdA Xa Hor CHU NGHIA vET NAM
Dfc Ep - Tg do - E4nh phric

Hd Nili, nCdyAg fiuing 12 nim 2016

TSONG TTI
iQuy ainh vA an toin, bio m$t cho viQc cung c6p dichI vg ngin hirng tr6n Internet

Cdn ct LuQt Ngdn hong Nhd nu6c Vi€t Nam sA U1ZO t Otgnl2 ngay 16 tl.uing
6 ndm 2010;

Cdn ct Luit cdc tii chtc tin dlmg sii lZtZOtOtgUt2 ngrry 16 tlulng 6 nim
2010;

' Cdn ct Lwfr.t Giao dich dien fi td sttZOOStgUil 
"gry 29 thdng il ndm

2005;

Cdn ct Ludt an todn th6ng tin mqng ,ii aOnOl5/gHl3 ngay t 9 tfuing t t ndm
2015;

C-An c* Nghi illnh sii i5/2007/7tD-Cp ngdy 0s ttuing 3 nrim 2007 cia Chinh
phi vi gioo dich iti€n ab trong hoat il\ltg-ngtut iong;

Cdn ct NShi dinh sti |SO/ZOISNO-Cp ngdy It ttuing tt ndn 2013 crna
Chirt phn quy dinh chirc ning, nhipm v4, Suyen h4n vd co cdu tij chrtc oila Ngfrn
hdng Nhirumc Yi€t Nam;

Theo iti nghi cia Cltc 
"45 

Cltc C6ng ngh/ fin hsc,

Thiing ttdc Ngdn nbrs Nlry nudc Yipt Nam ban hinh Th6ng tu quy dfuhvi an
todn, bdo mdt cho vigc cutg ctip dlch w4 ngdn hbtg trOn Internet.

Chuung I
QIIYDF{HCEI]NG

Diau 1. Phpm vi ilidu chinh vn d5i tugmg ip dqng

l. Th6ng tu nay quy rtinh c6c y6u ciu iiim b6o an toiq bao mAt cho viQc
cung c{p dich vg ng6n hing tr6n I-nternet.

2. Thdng tu nay 6p dgng d5i vor cfuc tr5 chric tin {mg, chi nhinh ng6n hang
nu6c ngoi.i, t5 chric cung rmg dich vp tung gian thanh torin tai vi€t Nam (rau tlliy
ggi chung ld tton vi).

Di6u 2. Giii thich tir ngt vi thugt ngfr

Trong Th6ng tu niy, cric tu ngt dufi tl6y tlugc hi6u nhu sau:

xcArvsAxcxsANrIOc
EII4M

s6:i5 /20t6rm-NHNN

  
 
 
 
 

         
 
 
 
 
     www.LuatVietnam.vn 

 
 
  
 
 
 
 
 
 
 

           
    



7. Dich vu ngdn hdng tAn Internet Qnternet Banbing) ld c6c dich vU ngan
hang vd dich vu trung gian thanh toan duoc c6c tlon vf cung c6p th6ng qua mang
Tntemet.

2. HA thiing Internet Banking ti mQt tdp hgp c6 c6u tnic cfuc trang thi6t bi
,l , ,;.ph6n c[mg, ph6n mdm, co sd dt 1i0u, hQ th6ng mpng truy6n th6ng vd an ninh b6o
^ -: , r ).

m6t d€ san xuet, truydn nh6n, thu thgp, xri lj, lw trt vd trao d6i th6ng tin s6 phuc

vu cho vi6c qudn lf vd cung c6p dich vU lntemet Banking.

3. Khdch hdng ld c6c tO chtc, c6 nhAn sri dpng dich vU Intemet Banking.

4. Md kh6a bi mdt ditng mQt lin (One Time Password - OTP) Id mri kh6a bi
mat c6 gi6 tri su dung m6t ldn vd c6 hiQu luc trong mgt khoang thdi gian nh6t dinh,

thudng duoc su dung nhu mQt y6u t6 tht 2 dti x6c thrrc ngucri dirng truy cdp img
dUng ho[c thpc hiQn giao dich Intemet Banking.

5. Xdc thuc hai yiiu r.i li phuong ph6p x6c thgc y6u cdu hai y6u ti5 tI6 chrmg

minh tinh dung dAn cria m6t danh tinh. X6c thgc hai y5u t6 dga tr6n nhirng th6ng
tin md ngudi dung bi.it lsii ffN, md kho6 bi mft, ...) cirng v6i nhtng gi mri ngudi
dirng c6 (th6 th6ng minh, thilit bi token, diQn thoai di dQng ...) hoac nhirng d6u

hi6u sinh tric hgc cria ngucri dung d6 xdc minh danh tinh.

6. Md hda di€m tl,iu diSn di€m cuiii (end to end encryption) ld co ch5 md ho6

th6ng tin d di6m dAu tru6c khi gti di vd chi tlu-o. c giai md sau khi nhan dugc tai

tlitim cu6i trong qu5 frinh trao d6i th6ng tin gita c6c.rng dung, c6c thiiit bi trong hQ

th6ng nhim h4n ch6 rui ro bi lQ, lqt th6ng tin tr6n dudrng truyAn.

Didu 3. Nguy6n tic chung vd aim bio an to)rn, biio mit hQ th6ng c6ng

nghQ th6ng tin cho viQc cung c6p dich vg Internet Banking

l. HQ th6ng Intemet Banking duo. c x6p hgng ld hQ th5ng cOng ngh6 th6ng tin
quan trong vd tu6n thri theo quy <Iinh cta Ngdn hang Nhd nu6c rC aam b6o an

todn, b6o m$t hQ thi5ng c6ng nghQ th6ng tin trong ho4t tlQng ngdn hang.

2. DiLm b6o bi mflt th6ng tin lrtr6ch hang; tinh toan ve.n dt 1i6u giao dich

kh6ch hang vir mgi giao dch tai chinh cira kh6ch hang ph6i duo. c x6c thuc t5i thi6u
i!

nar yeu to.

3. Dam bio tinh s8n sang cria hQ th5ng lntemet Banking <ti5 cung c6p dfch vu

mot c6ch li6n tqc.

4. Thgc hiQn ki6m tra, drinh gi6 an ninh, b6o m6t hQ thi5ng Intemet Banking
theo ilinh kj hang nEm.

5. X6c tlinh nii ro, c6 biQn ph6p phdng ngia, xt lf rui ro trong cung cAp dich

vu Intemet Banking.

6. Circ trang thii5t bi ha tdng kf thuQt c6ng nghQ th6ng tin cung c6p dich vu

Intemet Banking phii c6 birn quydn, ngudn g5c, xu6t *,i 16 rdng; truong hqp kh6ng
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cdn h5 tro cta nhd san xuAt, kh6ng c6 kh6 ning ndng c6p di! cdi dat ph6n m6m
phi6n ban moi don vi phAi c6 k6 hoach n6ng c6p, thay th6 theo th6ng b6o cira nhd
san xu6t.

Chuong II
CAC QUY Dtr.{II CU THE

Mgc I
HA TANG KV THUAT CUA HE TIIoNG INTERNET BANKING

Didu 4. HQ th5ng m4ng, truytn th6ng vi an ninh bio mflt

. Don vi ph6i thii5t lap h€ th5ng mpng, truyAn th6ng vd an ninh b6o mQt dat y€u
cAu t5i thi6u sau:

l. HQ th6ng m4ng dugc chia t6ch thdnh c6c ph6n virng, r:tii thieu g6m: ph6n
vung ki5t n6i Intemet, ph6n vung trung gian gita m4ng n6i bQ vd mang Intemet
(ph6n vung DMZ), phdn vung nguoi dtng, ph6n wng quin tri, ph6n vung m6y
chri. c6c mrly tinh phuc vr.r cho viQc .r.rg c6p th6ng tin h€n Inrernet phai duoc tlit
trong ph6n vung DMZ. Cdc miry chri luu trft, xu ly dt liQu ph6i du-o. c tlbt trong
phdn vung m6y chri.

^ 
2. lrary bi c6c gi6i ph6p an ninh b6o m6t cho hQ thi5ng Internet Banking, tiii

thi,5u g6m: thi6t bi tudng hia; phdng ch6ng vi rut; phdng 
"frO"g 

tAn cOng tu ch6i
dich vU; tudrng ltia b6o v6 lop .mg dUng vd phdng chi5ng rin c6ng xdm nh6p.

3. Dt liQu nh4y cdm kh6ng tlucr.c luu btr tai phdn vung k6t n6i Intemet vd
phin vung DMZ.

4. KiSt ni5i tu b6n ngoii vdo hQ thiSng Intemet Banking phAi th6ng qua ph6n
vung DMZ ari nem sodt an ninh, b6o mfl

5. Thiist lsp chinh s6ch h4n cn6 tOi Aa cric dich 4r, c6ng k(it n6i vdo hQ th6ng
Internet Banking.

6. Kirim tra chinh s6ch an ninh bio m6t; quydn truy cQp; c6c k6t n5i, trang
thii5t bi, ph6n mdm cdi ttat b6t hgp ph6p vao hQ th5ng ryog roi thii5u ba thrtng m6t
Gn.

. 7. Kh6ng thiiit IQp k.5t ni5i tu meng kh6ng d6y ttr5n m6i truong vAn hdnh he
th5ng Intemet Banking.

8. Han ctriS ti5t n5i tu xa ttiS thgc hi6n c6ng t6c quin tri h€ th6ng. Trudng hqrp
tit Uu6c phai ki5t ,r5i tu *. vdo virng m6y chi, don vi phai sri dlrng giao thrio
truyAn th6ng dugc m6 h6a vd kh6ng luu m6 kh6a bi m6t t4ic6c ph6n m6m tiQn ich.

9. K6t n6i tu Intemet vdo hQ thring mqng nQi bQ d6 thgc hi€n c6ng tric qu6n tri
hQ thiing phri,i duo. c tuan thri c6c quy t8" sau,

{A

u
t

=
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a) Phai tluoc ngudi c6 thAm quy6n ph6 duyQt sau khi xem x6t muc dich, c6ch

thric k6t n6i;

b) Phai sir dpng giao thrtc truy6n th6ng duoc m6 h6a;

c) Thilit bi k6t n6i ph6i du<r. c cdi dflt cric ph6n mAm ddm bAo an ninh b6o mflt;

d) Phei sir dpng biQn phSp x6c thlrc hai yi5u t6 khi dSng nhAp h€ th6ng.

10. Dulng truy6n ti5t nOi Intemet phni dAm b6o tinh sEn sirng vd ttii thi€u phii
k6t n6i tir hai nhd cung c6p dich 4r kh6c nhau.

11. Trang bi gidi ph6p ddm b6o an todn b6o mAt gita c6c phdn vr)ng mang:

gita cric phdn vung m4ng khdc nhau phdi c6 thi6t bi tudng lua ho[c thi5t bi phdng
,i

cnong xam nnep.

Didu 5. HQ th6ng mdy chri vh phAn mdm hQ th5ng
). -r.t. YCu c6u d6i voi m6y chir

a) HiQu ndng su dpng trung binh hdng th6ng t6i da80% c6ng su6t tni6t ki5;

b) C6 tinh ndng sEn sdng cao: H6 th6ng Internet Banking phAi c6 m5y chir du

phdng tai ch5;

c) T6ch biet v6 l6-gic ho[c vQt ly voi c6c m6y chri ho4t itQng nghiQp vp kh6c.

2. Don vi pMi lip danh muc c5c phi'n mAm ducr. c ph6p cdi d[t tr6n m5y chri.

Dinh ky tOi tlieu s6u th6ng mQt lfor cQp nh{t, ki6m tra, dim b6o tu6n thir danh mpc

ney.

Didu 6. IIQ quin td co s& dfr IiQu

1, Hp quan tri co sd dt liQu phii c6 co ch6 b6o vQ vi phdn quy6n truy cQp <I6i

voi c6c tai nguy€n co sd dt liQu.

2. HQ thiSng Intemet Banking phii c6 cs sd dt tiQu d1r phdng t4i Trung t6m dU

phdng thim hga. Co sd dt 1i0u dU phdng phAi duo. c cflp nhflt kh6ng qu6 mQt gid so

v<ri co s& dt liQu chinh thric. Co sd dft liQu phii ilugc sao lrru tlinh kj hang ngdy.

C6c ban sao luu phai tlugc qudn lj, c6t gif an tod,n.

3. Don vi phai c6 biQn ph6p gi6m s6t, ghi nhat ky truy cQp co so dt liQu vd

c6c thao t6c khi truy cQp co sd dt liQu.

' Di6u 7. Phin mdm rfrng dgng Internet Banking

l C6c y6u cAu an todn, b6o mdt phai tlugc x6c ttinh trudc vir ti5 chric, trii5n

khai trong qu6 trinh ph6t triiSn phAn m6m img dung: ph6n tich, ttri6t t<ti, ki6m thri,

vfn hanh chinh thric vh b6o tri. C6c tai liQu v6 an toan, b6o mQt cria ph6n mAm phii
tlugc hQ thring h6a vd luu trt, sir dr,urg theo ch6 dO "Mat".

2. Dcm vi phii ki6m so6t md ngu6n ph6n mAm vot cdc y€u cAu tiii tni€u:
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a) Ki6m tra md ngu6n, nhim loai tru c6c do4n md dQc hai, c6c 16 h6ng bAo

mat;

b) Chi dinh cu th6 cric c6 nhdn quin llf md ngudn cria ph6n m6m img dung

Internet Banking,

c) Vi6c truy cQp t6i md ngu6n phii duoc nguoi c6 thAm quy€n ph€ rruyQt vd

duoc theo d6i, ghi nhQt ky;

d) Mi ngudn phAi dugc ltru trft an tod,n tai it nh6t hai tlia diL6m t6ch biOt;

tl) Truong hqp kh6ng <Iugc bdn giao md ngu6n, khi ky hqp d6ng hodc nghi€m
thu hqp ddng, don vi ph6i y6u cAu b6n cung c5p h-i cam k6t t<trOng c6 c6c doan md

dQc hei trong phAn m6m img dgng mua ngoiri.

3. Dorr vi phii ki6m tra thri nghi6m phdn m6m rmg dUng Intemet Banking d6p
^ :. :. ,.:,

ung cac yeu cau lot thleu sau:

a) Ldp vd ph6 duy€t k6 hoach, kich ban thri nghiQm phin mdm img dgng
Internet Banking, trong tl6 n6u rd c6c didu kiQn ve tintr an todn, bio mdt ph6i tluoc
d6p ung;

b) Ph6t hiQn vd lopi tru c6c l5i, cric gian lin c6 th6 xiy ra khi nhfp s6liQu tl6u
viro;

c) Drffi gi6, dd qu6t ph6t hiQn l5 h6ng, di6m y6u vd mdt k! thuQt. D6nh gi6
khA ndng phdng chi5ng c6c ki6u tdn c6ng: Injection (SQL, Xpath, LDAP...), Cross-

site Scripting (XSS), Cross-site Request Forgery (XSRF), Brut+Force;

d) Ghi lai c6c l6i vd qu6 trinh xri lj l5i, dec biQt ld c6c tdi v6 an tod,n, b6o mQt

trong c6c b6o c6o ,C t<iti- tra thri nghiQm;

tl) KiCm tra thri nghiQm c5c tinh n6ng an toin, biro mQt phii <lugc thgc hiQn

tr6n c6c trinh duyQt (ug dUrrg web) vd phi6n ban phAn m6m hQ th6ng cria thiiit bi
di <IQng (rmg dUng mobile); c6 co ch6 ki6m tra, th6ng b6o cho nguoi dung chpy
tmg dUng h6n c6c trinh duyQt, phi6n ban phdn m6m hQ thiing ,:16 dugc ki6m tra vi
tht nghiQm an toiur;

e) ViQc sti dung dt liQu trong qui trinh thi nghiQm phii c6 biQn ph6p phdng

ngira trrinh bi lqi dqne hoflc gAy nham ldn.

4. Tru6c khi tri6n khai ph6n m6m img dgng moi, don vf phii danh gi6 nhtug
rui ro cria qua hinh tri6n khai Ai5i vsi ho4t <lQng nghiQp vu, c6c hQ thiSng c6ng nghQ

th6ng tin li6n quan vd lfp, triiSn khai c6c phuong an h4n chii, khic phgc rui ro.

5. Eon vi thgc hiQn quan lj, thay dOi va nang c6p phi6n ban phAn mdm img
^loung oap tmg cac yeu cau sau:

jl
J{

l
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a) Phan tich drffi gi6 anh hu0ng cria vi6c thay d6i O5i voi hQ th5ng hiQn t4i vd
c6c h9 th6ng c6 li€n quan khric cria don vi cho m5i y€u cdu thay AOi pfrAn m6m img
dung;

b) C6c phi6n ban phdn m6m bao gdm c6 md ngu6n cAn dug" quan ry tqp
trung, lrru trt, b6o mdt vd c6 co ch6 phdn quy6n cho timg thdnh vi6n trong viec
thao t6c v6i c5c t6p tin;

c) Th6ng tin vA c5c phi6n bin, thdi gian c4p nhflt, nguoi cdp nhQt c6c phi6n
b6n ph6i duoc lrru 14i;

d) M5i phi6n b6n duoc ndng c6p phdLi duo. c ki6m tra tht nghiCm c6c tinh n6ng
an todn, b6o mft, mric dQ rui ro vd tinh 6n dinh tru6c khi triiSn khai chinh thric;

^Ld) Vi6c nring cdp phi6n ban phii c6n cu tr6n k6t qud thri nghi€m vd dugc
nguoi c6 thAm quyAn ph€ duy6t;

e) C6c phi6n ban phdn m€m img dung sau khi thu nghiQm thanh c6ng phAi

tlugc qu6Ln 11f' chat chE; trdnh bi sria tl6i tr6i phdp vd sin sdng cho viQc tri6n khai;

g) C6 c6c chi d6n rd ri,ng vA nQi dung thay d6i, huong d6n cap nhft phdn
m6m img dung, c6c th6ng tin li6n quan kh6c vir phii tluoc nguoi c6 thrim quydn
ph6 duy6t tru6c khi tri6n khai phi6n b6n mcri cho kh6ch hang.

6. C6c tinh ning bit buQc cria ph6n mAm img dpng:

a) Toan b6 dt liQu khi truydn tr6n m6i trudmg mang Intemet duo. c 6p dgng co
ch(i md h6a di6m <tAu d6n dii5m cu6i;

b) Dam b6o tinh todn vgn qla dt 1i6u giao dich, mgi sria di5i b6t hqp ph6p
phAi dugc ph6t hiQn trong qu6 trinh xri lj giao dich, luu fiff dt liQu;

c) C6 co ch6 ki6m so6t phi6n giao dich vd thoi gian truy c{p website, img
dpng. Trudng hgp ngudi sri dpng kh6ng thao t6c trong mQt khoang thdi gian do

don vi quy tllnh nhrmg kh6ng qu6 nim phrit, hQ th6ng qu tlQng ngit phiOn giao dich
ho4c 6p dung c6c biQn ph5p b6o vQ kh6c;

d) C6 chric n5ng che gi6u tttSi vcri viQc hii6n thi c6c md kh6a bi mft dung de

d6ng nhQp vdo hQ th6ng;

d) D.5i v6i kh6ch hang ld t6 chric, ph6n mAm r?ng dwrg ducy. c thiiit ki5 dC dam
bio viQc thlrc hiQn giao dich bao g6m tOi thi6u hai bu6c: t4o, ph6 duyQt giao dich
vi dugc thgc hiQn boi t5i ttri6u hai ngudi kh6c nhau.

Di6u 8. PhAn mdm rfrng dgng trGn thiSt bi di tlQng

Phdn m6m tng dUrrg Intemet Banking tr6n thii5t b! di dQng do tlon vi cung c6p
phni dim b6o tu6n thri c6c quy ttinh tar DiAu 7 Th6ng tu niry vir c6c y6u cAu sau:

1. Don vi ph6i chi 16 ttulng d6n tr€n website ho{c kho tmg dUng O6 Uracn
hang tii vn cdi tt{t phdn m6m (mg dgng Intemet Banking tr6n thi6t Ui al A6ng.
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2. Phan mAm img dgng phii dugc 6p dgng c6c biQn ph6p b6o vQ d6 han ch6
dich ngucrc.

3. Phan mAm img dpng ph6i x6c thlrc ngudi dirng khi truy c6p. Trudng hqp
x6c thgc sai li€n tii5p qu6 si5 lAn ao don vi quy dinh, nhmg kh6ng dugc qu6 nim
ldn, phAn m6m img dUng phii tU dQng khori t4m thdi kh6ng cho kh6ch hdng ti6p
tUc st dUng.

Mgc 2

xAc rn-rlc GIAO DICH TNTERNET BA|{KrNG

Didu 9. X{c thgc khich hing truy cip dich vg Internet Banking

1. Khrich hdng truy cfp sri dung dich vu Intemet Banking ph6i tluoc x6c thuc
tOi ttri6u bdng t6n ddng nh?p vd md kh6a bi mAt rl6p tmg citcyCu cdu sau:

a) TCn tlSng nhAp phii c6 tlO ddi tOi tnieu s6u ky r.u; kh6ng duoc sri dung todn
b6 ky tr,l trung nhau hodc li6n tuc theo thir tu trong bang chir c6i., cht s6;

b) Md kh6a bi mdt phii c6 d6 ddi tOi thieu s6u l<'j tu, bao gom c6c h-i r.u cht
vd s5, c6 chria cht hoa vd cht thulng hoic c6c lcf tg <t4c biet. Thdi gian hi6u luc
cta md kh6a bi mflt t6i <Ia 12 thring.

2. Phan m6m img dung Intemet Banking phii c6 rinh nEng bit bu6c kh6ch
hang thay tlOi ma kh6a bi mAt ngay tAn ddng nhflp dAu ti6n; kh6a tdi khoan truy c@p

trong trudmg hqp kh6ch hang nhdp sai m6 kh6a bi mst li6n tiilp qu6 s6 tan ao aon
vi quy dlnh, nhmg kh6ng duoc qu6 ndm 16n. Chi m6 kh6a t2ri khoan khi kh6ch
hang y6u cdu md t4i quAy giao dich.

Di6u f0. YGu cAu a5i vOrt c6c gitii phrlp x6c thgc giao dich

l. Don vi phAi ttrffi gi6 mric tlQ nii ro cria giao dich theo ttmg loai kh6ch
hring, lo4i giao dich, han mirc giao dfch dii cung cdp giitiph6p x6c thyc giao dich
phn hgrp cho kh6ch hdng lga chgn. Hgn mric giao dich kh6ng vugt qu6 han mric
quy dinh cria Th6ng d6c Ng6n hang Nhd nudc trong tung th<ri kj,,.

2. Y6u cAu aOi voi gi6i ph6p x6c thyc b6ng OTP gui qua tin nhin SMS ho4c
thu di-6n tu:

- a) OTP gui toi kh6ch hang phai kdm th6ng tin canh b6o ttO hhich hang nhfn
bii5t duo. c mgc tlich oia OTP;

b) OT? c6 hiQu luc t6i da kh6ng qu6 05 phrit.

3. Y6u cAu e5i vol gi6i ph6p x6c thgc beng th6 ma tr6n OTp:

a) Th6 ma tran OTP c6 thoi hgn sri dung ti5i da 0l n6m k6 tu ngdy tlene ky
rh6;

b) OTP c6 hi_€u lgc tiii da kh6ng qu6 02 phrit.

i

a

:
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4. YOu cau Ai5i voi gidi ph6p x6c thgc b5ng OTP tluoc tao tir ph6n mAm cdi

il[t tr6n thiist bi di rlQng:

a) Dcrn vi phai chi 16 dudng d6n tren website hoic kho img dgng Ae nracn

hang t6i vd cdi dgt ph6n mAm tpo OTP;

b) Phan mdm t4o OTP phii sir dung m6 kh6a do don vi cung c6p dil kich ho4t

tru6c khi st dqng. MQt md kh6a kich ho4t chi dugc su dung cho mQt thi6t bf di

dgng;

c) Phan mdm t4o OTP phni dugc ki6m so6t truy c4p. Trudng hqp x6c thgc

truy cflp sai ndm lin li6n titip, phAn mAm phii t1r tlQng kho6 kh6ng cho kh6ch hdng

str dpng tiiip;

d) OTP ci, hiOu ltrc t6i tla kh6ng qu6 02 phrit.
.l ,L.5. YOu cdu ddi vor giii ph6p x6c thgc bdng OTP duoc t4o tu thi6t bi (OTP

token): OTP c6 hiQu luc t5i a. Ur6"g quri 02 phirtl

6. YOu ciu d6i v6i gi6i ph6p x6c thuc bang cht kf s5: Don vfphAi sri dung

cht ky si5 vd dich vu chimg thgc chir kf si5 cria t6 chric cu.rg 
"6p 

dich vp chimg

thgc cht lqf s6 hoAt dQng theo quy dinh cria ph6p luat v6 chft hj s6 vd dich vU

chimg thgc cht lcf s6.

7. YCu cAu Aiii vol giii ph6p x6c thgc blng d6u hi€u nhin dqng sinh tric hqc:

d6u hiQu nhdn dane sinh tric hqc phei li d6u hi-6u duy nh6t gin voi m5i ktr6ch hang

vi kh6ng th6 gi6 mqo.

Mgc 3

QUANLf VANHANII

DiAu 11. Quin lf nhfln sg quin tri, vfn hirnh hQ th6ng Internet Banking

1. Dsn viphni phnn c6ng nhdn s1r gi6m sdt, theo d5i hoat dQng cria hQ thi5ng,

ph6t hiQn vd xri lj c5c sg c5 ty thuQt, c6c cuQc t6n c6ng mqng.

2. Donvi phai phdn c6ng nhAn s1r tii5p nhfn th6ng tin, trd trq hhach hang, kip

thdi 1i6n 14c voi kh6ch hang ktri ph6t hiQn c6c giao dich b6t ttruOng.

3. Nhan sg quAn tri, girim s6t vd v{n henh he th6ng tnternet Banking phii
tham gia c6c kh6a dho tao c{p nh{t kir5n thric an ninh, bio mQt hdng n6m.

4. ViQc cAp ph6t, phdn quy6n tii khoan quan tri hQ th6ng Intemet Banking

phAi duqc theo d6i, gi6m s6t boi bQ phan dQc lQp voi b0 phen c6p phrit tdi khoan.

Didu 12. Qu6n lf ho4t ilQng cria m6i trudng vfln hinh hQ th5ng Internet
Banking

l. Don vi kh6ng cii d{t, Iuu trE phdn m6m ph6t trii5n ring dung, mE ngudn

tr6n m6i trulng v$n hinh.
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2. CLc mdy tinh cria nhdn sg qudn tri, gi6m s5t vd vQn hanh phni duoc d{t
trong ph6n virng mqng quan td, tlugc chi ttit phdn mdm phdng chdng vi rut vd phAi

thi6t lep chinh s6ch t.u dQng kh6a mdn hinh sau mQt khoAng thdi gian kh6ng sri

dr,rng do don vi quy tlinh, nhtmg kh6ng qu6 05 phitt.

3. Eon vi phii thitit l6p chinh s6ch c6m truy cfp Intemet Ai;i vOi c6c m6y tffi
cria nhAn sq qufur tri, gi6m s6t vd vfn hanh.

Didu 13. Quin $ t5 n5ng, di6m y6u v6 mit ki thuft

Ecrn vi phni tfuc hiQn quan lj c6c 16 hOng, di6m y6u cria hQ th6ng Intemet

Banking vbi cdc nQi dung co b6n sau:

i. C6 biQn ph6p phdng, chiing, dd tim ph6t hiQn c6c thay dOi cria website, img

dpng Internet Banking.

2.T"1'i6t lQp co ch6 ph5t hiQn, phdng ch6ng xAm nhQp, t6n cdng m4ng vdo hQ

th6ng Intemet Banking.

3. Ph5i hgp vdi c6c tlon vi quAn lj nhd nu6c, c6c di5i tiic c6ng nghQ th6ng tin
kip thoi nim Uit c6c s1r c6, tinh hu0ng m6t an toirn, b6o mft ttr6ng tin dO c6 biQn

ph6p ngdn chin kip thoi.

4. Rd so6t, ki6m tra viQc cQp nhQt c6c ban v6 t5i cta ph6n mdm hQ thl5ng, hQ I
quin trf co sd dt ligu vi phin mdm img {mg t6i thi6u ba thang rnQt lAn. 

4

5. DAnh gi6 an ninh b6o mit AOi voi hQ th6ng Intemet Ba*ing tOi meu m5l /.

nEm mQt nn. fO chuc thgc hiQn di6n tdp t'in c6ng tht nghiQm tlii tC6m tra, ddnh gi6

mric ttQ dim b6o an ninh cira hQ thl5ng.

Di6u 14. HQ th5ng quin tri, gi6m s6t holt tlQng cia hQ th5ng Internet
Banking

l. Don vf phAi tfrii5t tQp hQ th6ng gi6m s6t, theo ddi ho4t dQng cria hQ th6ng

Intemet Banking.

2.Donvi ph6i xdy dlmg c6c ti6u chi vi phin mAm d6 x6c dinh c6c giao dch
b6t thuong dlra vio th<ri gian, vi hi dia lf, tAn su6t giao dch, sii ti6n giao dich, s6

mn aang nhfp sai qu6 quy dinh vd c6c d5u hiQu UAt ttruong khac.

3. Don vi phAi Ua tri ptrOng tti6u kni6n t6ch bi€t voi khu vgc ldm viQc chung

e6 thUc hi€n viQc quim tri, girim s6t, theo ddi ho4t ttQng cria hQ th6ng Intemet

Banking d6p img y€u cAu sau:

a) Nhdn sg ra vio phdng diAu ktriCn ph6i tlugc nguoi c,6 thAm quy6n ph6

duyQt;

b) Truy cQp hQ th5ng tIiS thuc hiQn c6ng t5c quiur tri, vdn hinh vd b6o tri ph6i

iluo. c thgc hiQn th6ng qua c6c thii5t bi <t{t tai phdng didu k}ri6n. Trudng hqrp can
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truy cflp tir xa ho{c truc tirip tr6n thi6t bi phii tluoc ngudi c6 thAm quyAn ph6

duyQt;

c) Truy cQp tir b6n ngodi vdo cric thi6t bi tlat tai phdng di6u kni6n phii 6p

dqng c6c biQn ph6p x6c thgc hai y6u t6.

Didu 15. Quin f sg c5 beo mft th6ng tin

Don vi phii thiiSt lQp biQn ph6p ghi nhQn, theo d6i vir xu ly c5c sg co an nffi
th6ng tin. Dinh ky ba thang m6t ldn don vi thUc hiQn tlanh gi6, tim nguy6n nhdn vd

chir dQng thsc hign c6c biQn ph6p phdng trdnh t6i di5n.

Didu 16. Dim bio ho4t ttQng liOn tBc

Don vi phii x6y dUtrg hQ th6ng dg phdng th6m ho4, quy trinh, kich ban tl6m

b6o ho4t dQng li6n tuc cho hQ thiSng Intemet Banking theo quy dinh cria NgAn hang

Nhir nu6c rC darn b6o an todn, b6o mft hQ th6ng c6ng nghQ th6ng tin trong hoat

dQng ngAn hang. Ngodi ra, don vf ph6i thgc hiQn:

1. Phdn tich, x6c dinh c6c tinh hul5ng c6 th6 g6y mAt an ninh th6ng tin vd gian

tloqn ho4t ilQng cira hQ thiing Intemet Barking. X6c dfnh, iilinh gi5 mfc d6 rrii ro,

khA ndng c6 thO x6y ra d6i voi timg tinh hui5ng ti5i thi6u s6u thring mQt lAn' LQp

danh sSch c6c tinh huling c6 mric dQ rui ro, khi ndng c6 th6 xiy ra theo c6c c6p dQ

cao, trung binh, ch6p nhfn <tugc vd thAp.

2. Xdy dpg phucmg rin (quy trinh, kich ban) xtr li kh6c phpc c6c tinh hui5ng

c6 mtc dQ rui ro, khi nEng c6 th6 xiy ra 6 ct,p d6 cao vd trung binh theo Kho6n 1

Di6u ndy. X6c dinh thoi gian dtmg hopt dQng ti5i ea Ae phltc h6i hQ th6ng, phr,rc h6i

dt liQu cho phuong an xri lf A5i vOi timg tinh hut6ng. T6 chric ph6 biiSn phuong an

xu tf di5n c6c nhdn sy c6 li6n quan tI6 hi6u rd nhiQm vu, c6ng viQc c6n phii thgc

hiQn kni ni $.
3. BO tri ngu6n nhdn lgc, td,i chinh vh c6c phuong tiQn k! thu{t tl6 t6 chric

di6n tfp phuong an xri lf vor cilctlnh hu6ng c6 mric dQ rui ro, kh6 n6ng xdy ra cao

theo tlinh k) tOi tnieu s6u thring mQt 16n.

a. L{p ki5 hopch vi tiiin hanh diSn t{p c6c biQn phSp ttim b6o ho4t tlQng kinh

doanh li6n tuc, luu git c6c hd so c6 li6n quan vd t6 chric <Ianh gi6 k6t qu6 di6n t{p'

Mgc 4

. BAo vP QurftN LqI cOA rmAcu HANG

Didu 17. Th6ng tin vt dicn vg Internet Banking

1. Don vi phii cung c6p th6ng tin vC dich vg Internet Banking cho kh6ch hirrg

tru6c khi dene W sir dpng dich vs, tiii ttri6u g6m:

10
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a) C5ch thric cung c6p dch vp: tr6n Internet, thi6t bi di dQng, viSn th6ng.

C6ch thric truy cQp dich vU Intemet Banking img v<ri timg phr.rong tiQn truy cAp

dich 4r tr6n Intemet, thi6t bi di dQng, viSn th6ng;

b) Han mric giao dich vd c6c biQn ph6p x6c thuc giao dich;

c) DiAu kiQn cdn thii5t va trang thi6t bi l'hi sn dung dich vp: thi6t bi tao OTP,

.O Oigr, tho4i di d6ng, thu di-6n tir, chimg thu si5, thi,5t bf di dQng d€ cdi dflt phdn

mem;

d) C6c rui ro li€n quan tli5n viQc su dung dich ru lntemet Banking.

2. Don vi phii th6ng tin cho kh6ch hdng v6 hqp d6ng 
"r.tg "ap, 

sir dpng dich

vu Intemet Banking, tiii thi6u g6m:

a) Quy€n lgi vd nghia vU ctia kh6ch hang sri dUng dich vr,r Lrtemet Banking;

b) Tr6ch nhiQm cira <lon vi trong b6o mdt cric th6ng tin c6 nh6n crla kh6ch

hang; c6ch thric tlon vi thu thAp, sri dung th6ng tin kh6ch hang; cam ket khong b6n,

ti6t 10, rd ri c6c th6ng tin kh6ch hang;

c) Cam ktit khd ndng il6m b6o hopt tlQng li6n tuc cira hQ thijng Internet

Banking;

d) C6c nQi dung kh6c cira don vi aOi voi dich vu Intemet Bru:king (ni5u c6)'

Di6u 18. Hur6mg din khich hirng sir dgng dich vg Internet Banking ;

l. Don vi phAi xdy dpg quy trinh, tii liQu huong dAn ciri d{t, sir dpng c6c )l

phdn m6m, ritg dUrrg, thiet bi thgc hiQn c6c giao dch Intemet Banking vir cung :
c6p, huong a6n ruracn hang su dgng c6c quy trinh, tdi liQu ndy'

2. Es' vi phAi huong d5n klh6ch hang thlrc hiQn c6c bi6rr ph6p tl6m bio an

tod,n, b6o mat ktri sri dUng dich vU Intemet Banking, tiii ttri6u g6m c6c nQi dung

sau:

a) 86o vp bi m6t md kh6a bi mQt, OTP vd kh6ng chia s6 c6c thii5t bi luu trt
c6c thdng tin ndy;

b) Cdch thiist Dp m6 kh6a bi mflt vi thay d6i md kh6a bi mQt tai khoan truy

cfp theo dinh kj, t6i thi6u mQt nF,m mQt Bn hodc khi bi 10, nehi bi l0;

c) Kh6ng dirng m6y tffi c6ng cQng tI6 truy cap, thgc hiQrr giao dich Intemet

Banking;

d) Ift6ng luu lai t6n tl6ne rhflp vd md kh6a bi mft tr6n c6c tinh duyQt web;

d) Tho6t 1<tr6i ung dUrrg Intemet Banking khi kh6ng sri dgng;

e) Nhan dqng vd hanh dQng xi U mQt s5 tinh hu6ng lia tl6o, gi6 m4o website;

g) y€u cAu ciri d4t, st dUng ph6n m6m digt vi rut tr€n thi6t bi c6 nh6n sir dgng

d6 giao dich Intemet Banking;
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h) Lua chon c6c gi6i ph6p x5c thlrc c6 mric 116 an todn, b6o mft phr) hqrp voi
nhu cdu cria kh6ch hang vA h4n mric giao dich;

i) Canh b6o circ rui ro li€n quan d6n vi6c sri dUng dich vu Intemet Banking;

k) Kh6ng sri dung c6c thi6t bi di ttQng de biphri kh6a tt6 tii vd sir dgng phan
mAm img dung Intemet Banking, phAn mdm tao OTP.

l) Th6ng b6o kip thoi cho don vi khi ph6t hiQn cdc giao dich b6t thuong;

m) Th6ng b6o ngay cho don v1 c6c trudng hqp: mAt, th6t lac, hu h6ng thii5t bi
tao OTP, sO Aipn thoai nh6n tin nhdn SMS, thi6t bi luu trft kho6 b6o mQt t4o chft lc_i

s6; bi lira d6o hodc nghi ngd bi lira dio; bi tin t{c holc nghi ngd bi tin tac t6n c6ng.

3. Don vi phdLi cung c6p cho kh6ch hang th6ng tin vC aAu mOi titip nhfn th6ng
tin, sli diQn thoai duong ddy n6ng vd chi d6n cho kh6ch hang quy trinh, c6ch thirc
ptrOi hqp xir Ij c6c l5i vd su c5 trong qu6 trinh su dpng dich vu

DiAu 19. Bio m$t th6ng tin kh6ch hirng

Don vi ph6i 6p dung c6c biOn ph6p d6m b6o an todn, brlo mQt co s0 dft li6u
khrich hdng, tiii ttri6u bao g6m:

1. Dt IiQu nhpy cim qia kh6ch hang kni luu trft, truyAn tr6n m4ng Intemet
phii duo. c mE h6a hodc che d6u.

Z. fnii5t lQp quy€n truy cQp tttng chric ndng, nhiQm vU cho nhSn sy thgc hiQn

nhiQm vu truy cQp dt liQu kh6ch hang; c6 bi-On ph6p girtun s6t m5i tan truy cQp.

3. C6 biQn ph6p quan lf truy cflp, ti6p cfn c6c thii5t bf, phucmg tiQn luu trft dfi
liQu v6 th6ng tin kh6ch hang d6 phdng chling nguy co l$, lgt th6ng tin kh6ch hang.

Chuong III
DItU IGOAN THI IIANII

Di6u 20. Ch5 d0 b6o c6o

C5c don vi cung c6p dich vq Intemet Banking c6 trlch nhiQm gui b6o c6o

b5ng v5n ban vA Ngan hang Nhi nu6c Viet Nam (Cpc C6ng nghQ tin hoc) nhu sau:

1. 86o c6o cuog cdp dich 4r Intemet Banking:

a) Thoi han gui b6o c6o: riSi tni6u 10 ngdy lim viQc tru6c khi cung c6p chinh

thric dich W Intemet Banking;

b) NQi dung bito cito:

(i) Dla chi website ho[c ho[c kho img dgng cung c6p dich vr;;

(ii) C6c san phAm, dich vu hi-6n <Iang cr-g c6p;

(iii) Ngdy cung c6p chinh thric;

(iv) Eon vi cung c6p san phArn hQ th5ng Intemet Banking;

t2
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(v) B6n thri ba duoc thu6 hoflc cirng hqp tfuc xdy dtmg, rrAn hnnh hQ th6ng

Internet Banking; c6c ho4t dQng 1i6n quan d6n hQ th6ng Intemet Banking c6 su

tham gia cira b6n thri ba vd hinh thric tham gia cira c5c b6n thri ba ndy;

(vi) C6c gi6i ph6p x6c thgc 6p du.rg v6i ttmg lo4i kh5ch hdng, lo4i giao dich

vir han mirc giao dich;

(vii) Cric tdi liQu kh6c vd ha t6ng c6ng nghQ rh6ng tin vd truyAn th6ng, nhdn

lgc, quy trinh k! thuft nghiQp vr1, c6c phuong rin xri li rui ro vii c5c nQi dung 1i0n

quan kh6c theo quy dinh t4i Chuong II cta Th6ng tu ndy.

2.86o c6o dOt xu6t:

a) Khi x6y ra c6c sg cO mAt an todn hoflc anh hu&ng d6n hoat dQng ctra h6

th5ng Intemet Banking trong vdng 05 ngdy kO tri thdi di6m ph.5t sinh s1r .O ho4c

phSt hiQn so 
"6, 

dotr vi phii gni b6o c6o theo nQi dung sau:

(i) Thdi gian, dia tli6m phrlt sinh sg c6;

(iD M6 tir so b6 rd ,o 
"5, 

tinh tr4ng khi xiy.u t,-, 
"6;

(iii) Nguy6n nhdn su ci5;

(iv) D6nh gi6 rui ro, 6nh hudng Oiil vei hQ th6ng Intemet Barking vd c6c hQ

thiSng kh6c c6 li6n quan;

(v) Tinh hinh thiet hai;

(vi) C6c biQn ph6p d6 thgc hi6n d6 khic phpc sg c6, ngdn c'h{n vd phdng ngria

rui ro;

(vii) Ki6n nghi, dA xu6t.

b) C6c truong hqp b6o c6o dQt xu6t kh6c theo y6u cdu cira Ngan hang Nhd

nu6c.

3. 86o c6o ndm:

Thdi hpn vi nQi dung b6o c6o theo quy dinh cira NgSn hdng Nhd nu6c vA chii

ttQ b5o c6o thting k6 6p {rng AOi voi c6c t6 chric tin dpng, ctri nhanh ng6n hang

nu6c ngoii.

Di6u 21. Trich nhiQm cria cic ilon vi thuQc NgAn hhng NIhi nufc

l. Cpc COng nghQ tin hgc c6 tr6ch nhiQm:

a) Theo d6i, t6ng hqp b6o c6o Th5ng tl5c NgAn hang Nhd nu6c tinh hinh thgc

hiQn viQc dAm b6o an toin, bAo mft hQ th5ng c6ng nghQ th6ng tin cu.tg c6p dich vu

Intemet Banking oua c6c don vf theo quy dinh tai Di6u 20 Th6ng tu ndy;

b) Cht tri, phi5i hqp voi c6c don vi li€n quan thuQc Ng6n hang Nhd nu6c x[r

lf c6c vuong mic ph6t sinh trong qu6 trinh tri6n khai thgc hi-6n Th6ng tu ndy.

t.l

L
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2. Co quan Thanh tra, girim s6t ngdn hang c6 trech nhiQm ph6i hgrp v6i CUc
C6ng nghQ tin hoc ki6m tra, girim srit vi6c thi hdnh Th6ng tu ndy vd xt lf vi pham
hanh chffi Oi5l voi hdrlh vi vi ph4m theo quy tlinh cria ph6p lu6t.

Didu 22. HiQu lgc thi hinh

Th6ng tu ndy c6 hiQu luc thi hdnh k0 tir ngiy OllOT lZOtT vd thay thi5 Th6ng tu
291201I/TT-NHNN ngiry 2ll9l20ll cria NgAn hang Nhn nu6c ViCt Nam quy tlinh
vA dam b6o an todn, b6o mQt cho viQc 

"r.rg 
c6p dich m ng6n hang tr6n Intemet.

Di6u 23. T6 chfc thuc hi6n

Chanh Ven phdng, Cgc trudng Cpc C6ng nghQ tin hgc vd Tht tru&ng c6c don
vi thu6c Ngdn hang Nhd nu6c Vi6t Nam, Gi6m d6c Ng6n hang Nhir nu6c chi
nh6nh tinh, thdnh ph6 truc thu6c Trung uong; Chri tich HQi tl6ng quan tri, Chir tich
H6i <I6ng thdnh vi6n, T6ng girim d6c (Girim d6c) c6c t6 chuc tin dung, chi nh6nh
ng6n hang nu6c ngodi, c6c t6 chftc cung img dich ru trung gian thanh to6n chiu
trrich nhi6m t6 chric thuc hiQn ThIngu ndy.lV

NoinhQn: 
g

- Nhu DiAu 23;

- Ban Linh d4o NHNN;
- Ven phdng Chinh phri;

,, ,-1 ,.1 .- r,Q I U pnap (oe Krem tra);

- C6ng b6o;

- Luu:VP, CNTH,PC.(V,/

ir Kim Anh

l7.rnoxc ooc
-aa61qg6116 rOa
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