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LOI NOI PAU

Tiéu chudn Nganh TCN 68 - 224: 2004 "Giao thitc két néi giita mang GSM
GPRS va mang Internet (Giao thirc IP) — Yéu cau ky thuat" dugc xay dung trén co sd
chép thuin nguyén ven cac yéu cau ky thuat cta tai liéu IETF RFC 791 (1981) cua Nhém
dac trach vé k¥ thuat Internet IETF).

Tiéu chudn Nganh TCN 68 - 224: 2004 do Vién Khoa hoc K§ thuat Buu dién
(RIPT) bién soan theo dé nghi cuia Vu Khoa hoc - Cong nghé va dugc ban hanh theo
Quyét dinh s6 33/2004/QD-BBCVT ngay 29/7/2004 ctia Bo trudng Bo Buu chinh,
Vién thong.

Tiéu chuian Nganh TCN 68 - 224: 2004 dugc ban hanh dudi dang song ngit (tiéng
Viét va ti€ng Anh). Trong trudng hop c6 tranh chip vé céch hiéu do bién dich, ban tiéng
Viét dugc 4p dung.

VU KHOA HOC - CONG NGHE
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GIAO THUC KET NOI GIUA MANG GSM GPRS
VA MANG INTERNET (GIAO THUC IP)
YEU CAU KY THUAT

(Ban hanh kém theo Quyét dinh s6 33/12004/QD-BBCVT ngay 29/7/2004
cua Bo truong Bo Buu chinh, Vién thong)

1. Muc tiéu va pham vi
1.1. Muc tiéu

Tiéu chudn nay quy dinh nhiing yéu ciu k§ thuat thiét yéu doi véi giao thic
két noi giita cdc mang GSM GPRS va mang Internet (giao thic internet — IP), nham
dam bao kha nang két noi, phdi hop hoat dong hiéu qua giita cic mang GSM GPRS
va mang Internet, phuc vu cong tac quan 1y két n6i mang ctia cac doanh nghiép.

Giao thic internet dugc thiét k€ dé dung trong cdc hé thong lién két clia cac
mang truyén thong may tinh chuyén mach g6i. Mot hé thong nhu thé duge goi 1a
mot “catenet”. Giao thiic internet gitp cho viéc truyén cédc khdi dit lieu, dugc goi 1a
cac goi tin, tir cadc nguon dén cac dich, trong dé cac nguon va cac dich 1a cac may
chi dugc nhan dang theo cac dia chi c6 do dai c6 dinh. Giao thiic internet ciing cho
phép phan doan va tdi 1ap rdp cdc gbi tin dai, néu cn thiét, dé truyén qua cdc mang
“g6i nho”.
1.2. Pham vi

Giao thic internet dugc giGi han cu thé trong pham vi cung cap céc chic ning
can thiét cho viéc phan phat mot goéi cac bit (mot géi tin internet) tir mot nguodn téi
mot dich trén mot hé thong lién két cac mang. Khong c6 cac co ché€ lam tang do tin
cay cua dit liéu ddu cudi - dau cudi, diéu khién ludng, sap x€p theo trinh tu, hodc
cac dich vu khac thuong thdy trong cac giao thic mdy chu - may chi. Giao thic
internet c6 thé str dung cdc dich vu clia cdc mang dang hé trg né dé cung cap nhiéu
loai dich vu va nhiéu chat lugng dich vu khdc nhau.

2. Tai liéu tham khao

[1] ETSI TS 101 348 V7.3.0 (3/2001), "Digital cellular telecommunications
system (phase 2+); General Packet Radio Service (GPRYS); Interwoking between the
Public Land Mobile Network (PLMN) supporting GPRS and Packet Data Networks
(PDN) (3GPP TS 09.61 version 7.3.0 Release 1998)”.

[2] IETF RFC 791 (1981): “Internet protocol” (STDS).
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3. Thuat ngtr

1822
Bdo cdo BBN 1822, “Dic ta vé tinh lién két clia mot mdy chi va mot
IMP”. Dac ta vé giao dién giita mot mdy chi va ARPANET.

Mao ddau ARPANET
Thong tin diéu khién trong mot ban tin cia mang ARPANET tai giao dién
may chu - IMP.

Bdn tin cua mang ARPANET
Don vi truyén gitta mot mdy chi va mot IMP trong mang ARPANET.
Kich ¢ toi da 1a khoang 1012 octet (8096 bit).

Goi ARPANET
Mot don vi truyén dugc st dung bén trong mang ARPANET giita cac
IMP. Kich ¢ t6i da 1a khoang 126 octet (1008 bit).

Pich
Dia chi dich, mot truong cta phan mao dau internet.

DF
Bit khong phan doan dugc mang trong trudng cac co.

Cac co
Mot trudng cua phan mao dau internet mang nhiéu loai cd diéu khién.

Do dich doan
Mot trudng clia phan mao dau internet cho biét mot doan & chd nao trong
g0i tin internet.

GGP
Giao thic Céng - Cong, giao thic duoc sir dung chi yéu gifta cac cong dé
diéu khién viéc dinh tuyén va cdc chiic ning cong khac.

Phan mao ddu
Thong tin diéu khién & phin ddu clia mot ban tin, doan, géi tin, géi hoac
khi di lieu.

ICMP

Giao thic ban tin diéu khién internet, duoc thuc thi trong mo-dun internet,
ICMP dugc str dung tir cdc cong t6i cdc mdy chil va giita cdc may chu dé
thong béo cac 16i va dua ra cac dé xuat dinh tuyén.
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Nhdn dang
Mot truong ctia phan mao dau internet mang gia tri nhan dang do bén gt
gan dé trg gitp viéc 1ap rap céc doan clia mot gai tin.

IHL

Trudong Do dai cua phan mao dau internet trong phan mao dau internet
cho biét do dai cia phan mao dau internet dugc tinh theo don vi tir 32 bit.

IMP
Bo xir Iy ban tin ctia giao dién, bo chuyén go6i cia mang ARPANET.

Dia chi Internet
Mot dia chi dich hoac nguodn 4 octet (32 bit) gom ¢6 mot truong mang va
mot truong dia chi cuc bo.

GJi tin internet
Don vi dit liéu dugc trao doi gitta mot cap mo-dun internet (bao gém ca
phan mao dau internet).

Poan internet
Mot phan dit liéu cia mot goi tin internet véi mot phan mao dau internet.

DPia chi cuc bo
Dia chi cia mot may chu trong pham vi mot mang. Viéc anh xa trén thuc
t€ mot dia chi cuc bo internet 1én cac dia chi may chu trong mot mang la
hoan toan phd bién, ké ca cdc 4nh xa nhiéu dia chi cuc bd vao mot dia chi
may chu.

MF
Co chi bao con doan dugc mang trong truong cac c¢O cia phan mao dau
internet.

Mo-dun
Mot su thuc thi mot giao thic hoac cac thu tuc khéc, thudng 1a bang phan
mém.

Co chi bdo con doan
Mot c0, dugc mang trong truong cac cO cta phan mao dau internet, cho
biét gbi tin internet nay cd chita phan cudi cua mot goi tin internet
hay khong.

NFB

S6 cac khai dit liéu ctia mot doan internet. Tic 1a, do dai cia mot phan di
liéu duoc do theo don vi 1a 8 octet.
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Octet
Mot byte 8 bit.

Cdc iy chon
Trudng Céc tly chon clia phdn mao dau internet cé thé bao gom vai tiy
chon, va méi tuy chon ¢6 thé ¢ chiéu dai 12 mot vai octet.

bém
Trudng Pém cta phan mao ddu internet duoc st dung dé dam bao ring dit
liéu bit dau trén bién tir 32 bit. Dém bing 0.

Giao thiic
Ky hiéu nhan dang giao thiic miic cao hon k€& ti€p, mot trudng ctia phan
mao dau internet.

Phan con lai
Phan dia chi cuc bo clia mot dia chi internet.

Nguon
Dia chi nguon, mot truong ctia phan mao dau internet.

TCP
Giao thiic diéu khién truyén tai: Mot giao thitc mdy chi - may chu cho su
truyén thong tin cdy trong cidc moi trudng internet.

Poan TCP
Don vi dit liéu duge trao déi gitta cdc mo-dun TCP (bao gém ca phan mao
dau TCP).

TFTP
Giao thic chuyén tép binh thudng: Mot giao thic chuyén tép don gian dua
vao UDP.

Thoi gian song
Mot trudong ctia phan mao dau internet cho biét giGi han trén vé thoi gian
ma g6i tin internet ndy c6 thé ton tai.

TOS
Loai dich vu.

Do dai tong
Trudng Do dai tong ctia phan mao dau internet cho biét do dai cta géi tin
tinh theo octet bao gom ca dit liéu va phan mao diu internet.
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1TL
Thoi gian song.
Loai dich vu
Mot truong cua phan mao dau internet cho biét loai (hoac chit luong) clia
dich vu doi véi goi tin internet nay.
UDP
Giao thuc goi tin nguoi dung: Mot giao thitc mic nguoi dung cho cac ung
dung huéng giao dich.
Nguoi diing
Nguoi dung giao thic internet. Ngudi ding nay cé thé 1a mot mo-dun giao
thiic mic cao hon, mot chuong trinh ing dung, hodc mot chuong trinh cong.
Phién ban

Trudng Phién ban cho biét khuon dang cia phan mao dau internet.

4. Yéu cau ky thuat
4.1. Yéu cau chung
4.1.1 Cac giao dién

Giao thic internet duoc cac giao thic mdy chi - may cha yéu cau trong mot
moi trudong internet. Giao thitc nay yéu ciu cdc giao thic mang cuc bo truyén goi
tin internet dén cong ké ti€p hodc dén may chu dich.

Vi du, mot mo-dun TCP s€ yéu cau mo-dun internet 14y mot doan TCP (bao
gbém ca phan mao dau TCP va dit liéu nguoi dung) lam phan dit liéu ctia mot géi tin
internet. Mo-dun TCP s€ cung cép cac dia chi va cac tham so khac trong phan mao
dau internet cho mo-dun internet thong qua cac doi so cua 1énh. Khi d6, mo-dun
internet s€ tao ra mot goi tin internet va yéu cau giao dién mang cuc bo truyén goi
tin internet.

Vi du trong truong hop ARPANET, mo-dun internet s€ yéu cau mot mo-dun
mang cuc bo bé sung ban ghi ddu nhém 1822 vao gbi tin internet nham tao ra mot
ban tin ctia mang ARPANET d¢€ truyén t6i IMP. Dia chi ciia mang ARPANET sé&
dugc suy ra tur dia chi internet theo giao dién mang cuc bo va s€ la dia chi cua may
cht ndo d6 trong mang ARPANET, may chi d6 c¢6 thé 1a mot cong doi vdi céc
mang khac.

4.1.2 Hoat dong

Giao thuc internet thuc hién hai chiic nang co s&: 1ap dia chi va phan doan.
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Cac mo-dun internet st dung céc dia chi duoc tai trong phan mao dau internet
dé truyén cac g6i tin internet vé cdc dich cua ching. Viéc lua chon mot dudng
truyén tai dugc goi 1a dinh tuyén.

Mo-dun internet st dung cdc trudng trong phan mao dau internet dé phan doan
va tai 1ap rdp céc goi tin internet d€ truyén qua cic mang “géi nhd” khi can thiét.

Mo hinh hoat dong 1a mot mo-dun internet luu tri trong moi mdy cht tham
gia vao qua trinh truyén thong internet va trong méi cong lién két cdc mang. Cac
mo-dun nay ding cdc qui tic chung dé dién giai cic trudng dia chi va dé phan doan
va lap rdp cdc goi tin internet. Ngoai ra, cic mo-dun nay (dac biét 1a cic mo-dun
internet luu trd trong cdc céng) cé cac thu tuc quyét dinh viéc dinh tuyén va cac
chitc nang khéc.

Giao thic internet coi méi g6i tin internet nhu mot thuc thé doc 1ap khong lién
quan véi bat ci gdi tin internet nao khac. Khong c6 cac két noi hoac cac kénh logic
(2o hoac khac).

Giao thtic internet sit dung 4 co ché chu yéu trong qua trinh cung cap dich vu
ctia n6: Loai dich vu, thoi gian s6ng, cdc tiy chon, va kiém tra tong phan mao dau.

Loai dich vu dugc st dung dé biéu thi chat luong dich vu mong muén. Loai
dich vu 12 mot tap hop triru twong hodc tdng quat héa clia cdc tham so dic trung
cho céac lua chon dich vu dugc cung cép trong cac mang cdu thanh internet. Cac
cong su dung chi dan vé loai dich vu ndy dé lua chon cdc tham s¢ truyén thuc cho
mot mang cu thé (mang duoc st dung cho ching ké ti€p, hodc cong ké tiép khi dinh
tuyén mot goi tin internet).

Thoi gian séng 1a mot chi dan vé mot giGi han trén cta thdi gian ton tai cua
mot goi tin internet. Thoi gian song dugc thiét 1ap bdi bén gl gbi tin va bi giam
doc theo tuyén tai cdc diém noé bi xtr 1y. Néu thoi gian séng bang 0 trude khi gai tin
internet dén dich, thi goi tin internet bi loai bo. Thoi gian séng ¢6 thé dugc coi nhu
mot gidi han clia thoi gian tu loai bo.

Cdc tuy chon cung cip cic chitc nang diéu khién cén thiét hoic hitu ich trong
mot s6 tinh huéng nhung lai khong can thiét trong phan 16n nhiing qué trinh truyén
thong thong thuong. Céc tlly chon bao géom nhiing dan x€p vé nhian thoi gian, bao
mat va dinh tuyén dac biét.

Kiém tra tong phdn mao ddu cho phép kiém tra thong tin sit dung trong géi
tin internet dang xir Iy c6 duoc truyén ding hay khong. Dit liéu nay c6 thé chita céc
16i. Néu ki€m tra tong phdn mao dau sai, géi tin internet 1ap tic bi loai bd bdi thuc
thé da phat hién ra 16i.

10
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Giao thic internet khong cung cip mot phuong tién truyén thong tin cay:
khong c6 cdc bao nhan dau cudi - dau cudi hay bao nhan theo chang; khong cé
kiém sodt 16i cho dit liéu, ma chi c6 ki€ém tra tong phan mao dau; khong c6 phat lai;
khong c¢6 diéu khién ludng.

Céc 161 dugc phat hién c6 thé duge thong bdo qua Giao thic ban tin diéu khién
Internet (ICMP), giao thiic nay dugc thuc thi trong mo-dun giao thuc internet.

4.1.3 Mot tuong quan vdi cdc giao thiic khdc

So d6 sau day minh hoa vi tri cua giao thic Internet trong phan cép cua giao
thirc:

HEESTTE i Ity S pieniey | o0
| Teet | FTP TFTP | oo | e
———— 4 I__+ L7_+ L_f+
- —— ———+ —-———
[ wpP | — | — |
—— —_ b4
|
————— +——
I IP & ICMP [
e ___ +—— 4
|
+ _____________

Hinh 1: Moi tuong quan cua giao thiic

Giao thtc Internet mot phia c6 giao dién véi cac giao thitc may chu - may chu
& muc cao hon va phia kia c¢6 giao dién véi giao thic mang cuc bo. Trong ngit canh
nay, mot "mang cuc bo" ¢6 thé 1a mot mang nhd trong mot tdoa nha hoic mot mang
16n nhu mang ARPANET.
4.1.4 M6 hinh hoat dong

M6 hinh hoat dong dé truyén mot géi tin tir mot chuong trinh ting dung dén
mot chuong trinh ting dung khac dugc minh hoa theo kich ban sau day:

Chiing ta gia dinh rang viéc truyén géi tin nay s€ phai qua mot cong trung gian.

Chuong trinh tng dung & bén giti chuén bi dif liéu clia né va yéu cdu mo-dun
internet cuc bo cua né gui dit liéu d6 nhu mot géi tin va truyén dia chi dich va cac
tham s6 khac thong qua cac doi s6 cta lénh.

Mo-dun internet chuin bi mot phan mao ddu cta géi tin va gén dit liéu véi no.
Mo-dun internet xac dinh mot dia chi mang cuc bo cho dia chi internet nay, trong
trudng hop nay 12 dia chi cia mot cong.

11
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Mo-dun internet guii géi tin nay va dia chi mang cuc bo dén giao dién mang
cuc bd.

Giao dién mang cuc bo tao ra mot phan mao diu clia mang cuc bo va gan géi
tin v6i nd, sau do6 gtri két qua qua mang cuc bo.

Goi tin t6i mot may cht céng duoc bao boc trong phan mao diu cia mang cuc
bo, giao dién cia mang cuc b tudc boé phan mao diu nay va chuyén giao goi tin
cho mo-dun internet. Dua vao dia chi internet, mo-dun internet xac dinh géi tin can
dugc chuyén tiép dén mdy cht khéc trong mot mang thit hai. Mo-dun internet xac
dinh mot dia chi mang cuc bd cho may chua dich. N6 yéu cau giao dién mang cuc
bo vdi mang thit hai nay dé giri g6i tin di.

Giao dién mang cuc bd nay tao ra mot phdn mao dau clia mang cuc bo va gan
g0i tin vao roi gui két qua dén mdy cha dich.

Tai may chu dich nay, géi tin bi giao dién mang cuc bd tudc bo phan mao dau
mang cuc bo va chuyén giao cho mo-dun internet.

Mo-dun internet x4c dinh riang g6i tin danh cho mot chuong trinh ing dung
trong mdy cht ndy. N6 chuyén dit lieu dén chuong trinh tng dung dé ddp tng mot
lenh hé thong, chuyén dia chi ngudn va cac tham so6 khdc nhu 1a céc két qua cua
lénh nay.

Chuong trinh Chuong trinh
Uing dung Ung dung
Mo6-dun Internet Mo6-dun Internet Mo6-dun Internet
LNI-1 /LNI-1 LNI-2\ LNI-2
Mang cuc b6 1 Mang cuc b6 2

Hinh 2: Buong truyén tdi

4.1.5 M6 td chiic ndng

Chtic nang hay muc dich ctia Giao thitc Internet 1a di chuyén cdc géi tin qua
mot tap hop cdc mang lién két v6i nhau. Viéc nay dugc thuc hién bang céch chuyén
g0i tin tt mo-dun internet nay dén mo-dun internet khac cho dén khi téi dich. Cac
mo-dun internet luu tri trong cdc may chu va cdc cong trong hé thong internet. Cac
g6i tin dugc dinh tuyén tr mot mo-dun internet dén mo-dun internet khac qua cac
mang riéng biét dua vao su dién giai mot dia chi internet. Do d6, mot bd phan quan
trong cua giao thuc internet la dia chi internet.

Trong viéc dinh tuyén cac ban tin tr mo-dun internet nay dén mo-dun internet
khéc, céc g6i tin co thé can di ngang qua mot mang ma kich thudc géi t6i da cia

12
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mang ndy nho hon kich thuéc cuia géi tin. Dé khac phuc khé khan nay, mot co ché
phan doan duoc cung cap trong giao thic internet.

4.1.5.1 Lap dia chi

C6 diém khac biét giita tén, dia chi va tuyén. Tén cho biét doi tuong tim kiém.
Dia chi cho biét vi tri. Tuyén cho biét 1am thé nao dé dén dé. Giao thiic internet chl
yéu lam viéc véi cac dia chi. Cac giao thic & mic cao hon (tic 1a may chi-may cha
hoac ting dung) c¢6 nhiém vu thuc hién phép anh xa tir tén sang dia chi. Mo-dun
internet 4nh xa cac dia chi internet 1én cac dia chi mang cuc bo. Cac tha tuc & miic
thap hon (titc 12 mang cuc bo hodc cic céng) c6 nhiém vu thuc hién phép dnh xa tir
cac dia chi mang cuc bo lén céac tuyén.

Céc dia chi c6 do dai ¢ dinh 1a 4 octet (32 bit). Mot dia chi bat diau bang phéan
mang, tiép theo la phan dia chi cuc bo (dugc goi la “phan con lai”). Cé6 3 khuon
dang hay phan 16p dia chi internet: & phan 16p dia chi A, bit bac cao 1a 0, 7 bit ké
ti€p chi thi phan mang va 24 bit cudi cung chi thi phan dia chi cuc bo; & phan 16p
dia chi B, 2 bit bac cao la 1-0, 14 bit k& ti€p chi thi phan mang va 16 bit cudi cung
chi thi phan dia chi cuc bo; & phan 16p dia chi C, 3 bit bac cao la 1-1-0, 21 bit ké
ti€p chi thi phan mang va 8 bit cudi cung la chi thi phan dia chi cuc bo.

Phai than trong trong phép anh xa cac dia chi internet vao cac dia chi mang
cuc bo; mot may chu vat 1y don phai cé kha nang phuc vu nhu thé né 1a vai mdy
chu khéc biét xét vé khia canh sir dung mot vai dia chi internet khdc biét. Mot s
may chu ciling s€ ¢6 vai giao dién vat Iy (multi-homing).

Nhu vay phai du phong cho mot may cha ¢6 vai giao dién vat Iy véi mang,
moi giao dién vat ly c6 vai dia chi internet logic.
4.1.5.2 Phan doan

Viéc phan doan mot gai tin internet 1a can thi€t khi géi tin internet khéi phat
trong mot mang cuc bo cho phép mot kich ¢& gbi 16n va phai di ngang qua mot
mang cuc bo han ché céc géi vao & mot kich ¢ nho hon dé dén dich cua no.

Mot géi tin internet ¢6 thé dugc ddnh dau “khong phan doan”. Bat ct géi tin
internet nao duoc danh dau nhu vay s€ khong bi phan doan internet trong bat cu
hoan canh nao. Néu géi tin internet duoc danh dau “khong phan doan” khong thé
phan phat dén dich clia né dugc néu khong phan doan thi géi tin nay sé bi loai bo.

Su phan doan, truyén tai va tdi 1ap rdp qua mot mang cuc bo ma khong thé
nhin thdy dugc doi v6i mo-dun cla giao thic internet dugc goi la phan doan
intranet va c6 thé dugc sur dung.

Thu tuc phan doan va tdi lap rdp internet phai ¢6 kha nang cit mot géi tin thanh
mot s6 manh gan nhu thy ¥, cdc manh nay ¢ thé duoc tai lap rdp sau ny. Bén nhan

13
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céc doan sir dung trudng nhan dang dé dam bdo ring cdc doan cla cdc géi tin khdc
nhau khong bi tron 1an. Truong do dich doan cho bén nhén biét vi tri cia mot doan
trong goi tin goc. Do dai doan va do dich doan xac dinh phan ma doan nay chi€ém
trong goi tin goc. CO chi bdo con doan cho biét (biang cach thiét lap lai) doan cudi
cung. C4c trudng nay cung cap du thong tin dé ti 1ap rdp céc géi tin.

Trudng nhan dang dugc sir dung dé phan biét cdc doan clia mot gébi tin vé6i cdc
doan cua gai tin khac. Mo-dun giao thic khoi phat ciia mot goi tin internet thiét 1ap
truong nhan dang & mot gid tri duy nhéat doi véi giao thiic va cap nguodn-dich dé6
trong thoi gian gadi tin ton tai trong hé thong internet. Mo-dun giao thic khoi phat
ctia mot goi tin ddy da thiét 1ap Co chi bdo con doan bang 0 va do dich doan bang 0.

Dé phan doan mot gbi tin internet dai, mot mo-dun giao thic internet (vi du,
trong mot cong), tao ra hai goi tin internet méi va sao chép noi dung cua céc trudong
phan mao dau internet tir géi tin dai vao ca hai phan mao dau internet méi. Dit liéu
cuia goi tin dai dugc chia thanh hai phan trén mot bién 8 octet (64 bit) (phan chia
thit hai c6 thé khong phai 1a mot boi s6 nguyén ctia 8 octet, nhung phan chia diu
tién thi bat buoc). Goi s6 khdi 8 octet trong phan chia dau tién 12 NFB (S6 khai cua
doan). Phan chia dau tién cua dit liéu dugc dat vao goéi tin internet méi dau tién, va
truong do dai tong duoc thiét 1ap bang do dai clia gbi tin ddu tien. CS chi bdo con
doan duoc thiét 1ap bang 1. Phan chia thd hai cta dit liéu dugc dat vao géi tin
internet m&i thit hai va trudong do dai tong dugc thi€t 1ap biang do dai cta géi tin thit
hai. Co chi bdo con doan mang cing mot gia tri nhu goéi tin dai. Truong dich doan
clia géi tin internet méi thit hai dugc thiét 1ap bang gid tri cia truong do trong goi
tin dai cong v6i NFB.

Thu tuc nay c6 thé duoc suy rong cho viéc phan tach thanh n phén, thay cho
viéc phan tach thanh 2 phan nhu da mo ta.

Dé ghép cac doan clia mot gbi tin internet, mot mo-dun giao thic internet (vi
du & mot mdy chu dich) t6 hop tat ca cac géi tin internet ¢6 ciing mot gia tri doi véi
4 trudng: nhan dang, ngudn, dich va giao thic. Viéc t6 hop dugc thuc hién bing
cdch dat phan chia dit liéu ctia moi doan vao vi tri tuong doi duoc xdc dinh bai do
dich doan trong phan mao dau internet cua doan d6. Poan dau tién sé c6 do dich
doan bang 0, va doan cu6i cuing s& c6 Co chi bdo con doan duoc thiét 1ap bang 0.
4.1.6 Cdc cong

Cac c6ng thuc thi giao thifc internet d€ chuyén tié€p céc goi tin giita cac mang.
Cac cong ciing thuc thi Giao thiic Céng - Cong dé phoi hop viéc dinh tuyén va
thong tin diéu khién internet khac.

Trong mot cong, cdc giao thiic mic cao hon khong can dugc thuc thi va céc
chiic niang cia GGP dugc b6 sung cho mo-dun IP.
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t—— e ——————— t
I IP & ICMP & GGP |
—_—_—_—— e ——— —+
I I
f—————— —+ f—————— —+
| Mangcuc bd | | Mangcuc bd I
—_—————— —-——————

Hinh 3: Cdc giao thiic cong
4.2. Yéu cau ky thudt

4.2.1 Khuon dang ciia phdan mao dau internet

T6m tat vé cac noi dung ctia phan mao dau internet nhu sau:

0 1 2 3
01234567 890123456 789012345467 8901
e e e e e e Bl Lk L EE e e e T e e R N R EE BT B e

| Phién ban | IHL | Loai dich vu | D6 dai tdng |
L R e ks ks sk ek k2 Ak Bk BT B T L R T TR AR P T
| Nhan dang | co | Do dich doan |
e e  TE T T Y TR T T EE T EE T T L L T R T T
| Thoi gian séng | Giao thiic | Kiém tra téng phan mao dau |
T T T R R P T T T T T R Y T T T R R T R L TR T R T T
| Dia chi nguén |
R R TE T T T R TR T R TR R T R L TR T R P T
| Pia chi dich |
R R TE T T T R TR T R TR R T R L TR T R P T
| Cac tuy chon | bém |
R R e TE T T T R PR T R TR R T R X TR T R P T

Hinh 4: Vi du vé phan mao ddu cua goi tin internet

Chu y ring mdi dau phan thoi bi€u dién mot vi tri bit.

Phién bdn: 4 bit

Truong Phién ban cho biét khuon dang cuia phan mao dau internet. Tai liéu
nay mo ta phién ban 4.

IHL: 4 bit

Truong do dai phan mao dau internet cho biét do dai cua phan mao dau
internet tinh theo don vi 1a cac tir 32 bit va do do chi ra vi tri bat diu cia phan dit
lieu. Chd y rang gi4 tri IHL t6i thiéu cho mot phan mao ddu ding 1a 5.

Loai dich vu: 8 bit

Loai dich vu cho biét cdc tham s6 triru tuong vé chét luong dich vu mong
muon. C4c tham so nay thudong duoc sir dung dé hudng dan viéc Iua chon cdc tham
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so dich vu thuc t€ khi truyén mot géi tin qua mot mang cu thé. Mot vai mang cung
cép thit tu wu tién cua dich vu, bang cdch nao dé sé xur 1y Iuu luong c6 thit tu vu tién
cao 1a quan trong hon so véi cdc luu luong khéc (thong thuong bang cach chi chap
nhan luu luong ¢6 thi tu vu tién trén mot mic nao do tai thoi diém co tai cao). Su
lva chon chu yéu 1a mot su can bang ba chiéu giita do tré thap, do tin cay cao va
thong luong cao.

Cac bit 0 - 2: Thi tu vu tién

Bit 3: 0 = Do tré binh thuong, 1 = Do tré thap
Céac bit 4: 0 = Thong luong binh thuong, 1 = Thong lugng cao
Cac bit 5: 0 = Do tin cay binh thuong, 1 = D0 tin cay cao
Bit 6 - 7: Puoc du trit dé dung trong tuong lai
+ - -q--+- -1--+- -2---+- -§--+- -4---+- -§--+- -9--+- -Z--+
: Th ty uu tién : D : T : R : 0 : 0 :
RO S R SR |

Thir tu vu tién
111 - Diéu khién mang
110 - Diéu khién lién mang
101 - CRITIC/ECP
100 - Uu tién hon tin ngan
011 - Tin ngéan
010 - Tc thoi
001 - Uu tién
000 - Thuong trinh
Viéc str dung céc chi bdo Do tré, Thong luong va Do tin cay ¢ thé 1am tang
chi phi cua dich vu (theo nghia nao d6). Trong nhiéu mang, chi tiéu tot hon déi véi
mot trong cac tham s6 nay dugc két hop véi chi tiéu kém hon trén tham s6 khac.
Ngoai trit nhitng truong hop rat khong binh thuong, t6i da 1a hai trong ba chi bao
nay s€ duoc thiét lap.
Loai dich vu dugc sit dung dé quy dinh céch xir 1y géi tin trong thoi gian
truyén goi tin qua hé thong internet.
Viéc chi dinh thit ty vu tién Diéu khién mang du kién chi dugc sir dung trong
pham vi mot mang. Viéc st dung va kiém soat viéc chi dinh d6 trén thuc t€ 1a ty
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theo ting mang. Viéc chi dinh Diéu khién lién mang du kién chi duoc st dung cho
nhitng bo khai phat diéu khién cong. Néu viéc st dung thuc t€ cdc chi dinh thit tu
vu tién nay dugc xem xét bdi mot mang cu thé, thi mang d6 c6 trach nhiém kiém
soat viéc truy nhap va st dung cac chi dinh tha tu vu tién do.

Do dai tong: 16 bit

Do dai tong 1a do dai cua géi tin, dugc do bang octet, bao gdm phan mao diu
internet va dit liéu. Truong nay cho phép goi tin ¢6 do dai téi 65535 octet. Cac goi
tin dai nhu vay 1a khong thuc t€ doi v6i hau hét cic may chu va cac mang. Tat ca
cac may chu phai san sang chip nhan cac goi tin ¢6 do dai t6i 576 octet (du ching
dén toan bo hay theo cdc doan). Nguoi ta khuyén nghi rang cdc mdy chua chi gui
cdc gbi tin 16n hon 576 octet néu ching dam béo ring dich sin sang chap nhan cac
g01 tin 16n hon.

S6 576 dugc chon dé cho phép mot khai dit liéu c6 kich ¢& hop 1y duoc truyén
(ngoai thong tin vé phan mao dau da dugc yéu ciu). Vi du, kich ¢d nay cho phép
mot khoi dit lieu 1a 512 octet cong v6i 64 octet ciia phan mao dau dé khép véi mot
g6i tin. Phan mao dau internet t6i da 1a 60 octet, va mot phan mao dau internet dién
hinh 1a 20 octet, cho phép mot khoang du trit cho cadc phan mao dau clia cac giao
thitc muc cao hon.

Nhdn dang: 16 bit

Mot gid tri nhan dang dugc gan boi bén glii dé trg gidp viéc ghép céc doan cua
mot goi tin.

Co: 3 bit

Céc cd diéu khién khac nhau

Bit 0: duoc du trit, phai bang 0

Bit 1: (DF) 0 = ¢6 thé phan doan, I = khong phan doan
Bit 2: (MF) 0 = doan cuoi clung, 1 = con doan nita
0. 1.2
AL TEEE PR
Il o DI M
I | F I F I
LT CETE TR

Do dich doan: 13 bit

Truong nay cho biét doan nay & ché nao trong géi tin.

Do dich doan dugc do theo don vi 8 octet (64 bit). Poan dau tién c6 do dich
doan bang 0.

Thoi gian séng: 8 bit

Trudng nay cho biét thoi gian t6i da ma goéi tin dugc phép 6 lai trong hé thong
internet. Néu truong nay chira gia tri 0, thi g6i tin phai bi hiy. Truong nay duoc stra
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déi trong qué trinh x&r 1y phan mao ddu internet. Thoi gian duge do theo don vi
giay, nhung vi méi mo-dun xtr Iy mot goi tin phai giam TTL di it nhat 1 giay du né
xu 1y gdi tin trong thoi gian dudi 1 gidy, TTL phai dugc coi nhu mot gigi han trén
cuia thoi gian mot géi tin c6 thé ton tai. Muc dich 1a khién cho céc goéi tin khong thé
phan phat duoc phai bi loai bo va quy dinh gidi han cho thoi gian s6ng toi da cla
g0i tin.

Giao thirc: 8 bit

Trudng nay cho biét giao thitc mic k€& ti€p nao duoc st dung trong phan dit
liéu ctia gai tin internet.

Kiém tra tong phdn mao ddu: 16 bit

Chi kiém tra t6ng trén phan mao ddu. Vi mot s6 trudng phan mao ddu thay doéi
(vi du thoi gian song), nén viéc kiém tra tong phan mao dau duoc tinh todn lai va
xdc minh tai méi diém ma phan mao dau internet duoc xtr 1y.

Thuat todn kiém tra t6ng 1a:

Trudng kiém tra tong 1a phan bu clia trudng 16 bit clia tong bl tat ca cac tir 16
bit trong phdn mao diu. Cho muc dich tinh to4n tong kiém tra, gi4 tri clia trudng
kiém tra tong phai bang 0.

DPay 1a mot thuat todn don gian dé tinh kiém tra tong va bang ching thuc
nghiém cho thay né 1a thich hop, nhung né 1a tam thoi va c6 thé duoc thay thé bing
mot thi tuc CRC, phu thuoc vao kinh nghiém trién khai vé sau.

Dia chi nguon: 32 bit (xem muc 3.2)

Dia chi dich: 32 bit (xem muc 3.2)

Cdc tuy chon: thay doi

Cac tuy chon c6 thé xuét hién hodc khong xuét hién trong céc goi tin. Ching
phai duoc moi mo-dun IP (mdy chi va cdc céng) thuc thi. Viéc truyén ching trong
bat cit goi tin riéng biét nao la ty chon (chit khong phai viéc thuc thi chidng).

Trong mot s6 moi trudng, ty chon bao mat c6 thé dugc yéu cau trong moi
g01 tin.

Trudng tiy chon c6 do dai thay doi. Co thé khong c6 tily chon nao hoic ¢6 thé
c6 nhiéu tuy chon. C6 2 truong hop vé khuon dang ctia mot tiy chon:

- Trudng hop 1: Mot octet don ki€u-tlly chon

- Trudng hop 2: Mot octet kiéu-tily chon, mot octet do dai-tly chon, va cdc
octet dit liéu-tuy chon hién thoi.

Octet do dai - thy chon tinh dén octet kiéu-tuy chon va octet do dai-tuy chon
cling nhu céc octet dit liéu - tuy chon.
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Octet kiéu - thy chon duoc xem nhu ¢6 3 trudng:
1 bit co sao chép;
2 bit loai tuy chon;
5 bit s6 tuy chon.
Co sao chép cho biét tuy chon nay dugc sao chép vao tit ca cac doan khi phan
doan.
0 = khong dugc sao chép
1 = dugc sao chép
Céc loai tuy chon la:
0 = diéu khién
1 = du trit d€ sir dung trong twong lai
2 = g r6i va do kiém
3 = du trit dé slr dung trong tuong lai
Céac tuy chon internet sau day dugc xac dinh:
LOAI SO PO DAI MO TA

0 0 - Két thic danh sach tuy chon. Tuy chon nay chi
chiém 1 octet, n6 khong cé octet do dai.

0 1 - Khong hoat dong. Tuy chon nay chi chiém 1 octet,
no6 khong c6 octet do dai.

0 2 11 Bao mat. Pugc dung dé truyén Bao mat, Phan chia
ngan, Nhom nguoi dung (TCC), va cdic Ma han ché
diéu khién tuong thich vdi cac yéu cau ctia DOD.

0 3 thaydséi Dinh tuyén nguén khong nghiém ngit. Pugc dung
dé dinh tuyén goéi tin internet dua trén thong tin do
nguon cung cap.

0 9 thaydsoi Dinh tuyén ngudn nghiém ngit. Pugc dung dé dinh
tuyén goi tin internet dua trén thong tin do ngudn
cung cap.

0 7 thaydoi Tuyén ghi. Pugc ding dé do lai tuyén ma mot goi
tin internet da di.

0O 8 4 ID luéng. Puoc dung dé truyén ky hiéu nhan dang
luong.

2 4 thaydoi Nhan thoi gian internet.
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Cac dinh nghia vé tuy chon riéng
Két thiic danh sdch tity chon

Tuy chon nay cho biét két thic cua danh sach tuy chon. Két thiic nay c6 thé
khong trung khép véi két thiic cia phan mao dau internet can ct theo do dai cua
phan mao dau internet. Tuy chon nay dugc st dung & phan cudi cua tat ca cac tuy
chon, chtt khong phai ¢ phan cudi cia méi tily chon va chi can ding néu phan cudi
cua cac tly chon khong tring khép véi phan cudi ciia phan mao dau internet.

C6 thé duoc sao chép, dugc sir dung, hodc bi x6a khi phan doan, hoic vi bat ci
1y do nao khac.

Khoéng hoat dong

Tuy chon nay c¢6 thé dugc sir dung giita cac tiy chon, vi du d€ can chinh phan
dau ctia mot tly chon tiép theo trén mot bién 32 bit.

C6 thé duoc sao chép, dugc sir dung, hodc bi x6a khi phan doan, hodc vi bat ci
1y do nao khac.

Bdo mat

Tuy chon nay cung cap moét phuong phap cho cac may chu gui cac tham so
bao mat, phan chia ngan, han ché diéu khién va TCC (nhém ngudi dung khép kin).
Khuon dang cua tuy chon nay nhu sau:

Kiéu = 130; D(_) dai = 11
Bdo mat (truong S): 16 bit
Chi dinh mot trong s6 16 mic bao mat (8 muc trong s6 16 muic nay dugc du
trit dé ding trong tuong lai).
00000000 00000000 - Chua dugc xép loai
11110001 00110101 - Mat
01111000 10011010 - EFTO
10111100 01001101 - MMMM
01011110 00100110 - PROG
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10101111 00010011 - Cam
11010111 10001000 - Bi mat
01101011 11000101 - Toi mat
00110101 11100010 - (Pugc du trit dé dung trong tuong lai)
10011010 11110001 - (Puoc du trit d€ dung trong tuong lai)
01001101 01111000 - (Puoc du trit dé dung trong tuong lai)
00100100 10111101 - (Puoc du trit dé dung trong tuong lai)
00010011 01011110 - (Puoc du trit d€ dung trong tuong lai)
10001001 10101111 - (Puoc du trit d€ dung trong tuong lai)
11000100 11010110 - (Puoc du trit d€ dung trong tuong lai)
11100010 01101011 - (Puoc du trit d€ dung trong tuong lai)
Phan chia ngdn (truong C): 16 bit
Mot gia tri toan 1a 0 duoc st dung khi thong tin da truyén khong dugc phan
chia ngan. Cac gi4 tri khac danh cho trudng chia ngan c6 thé dugc nhan tir Co quan
Tinh bao Quoc phong.
Han ché diéu khién (truong H): 16 bit
Céc gia tri d€ danh dau ki€ém so4t va phat hanh 1a céc chit ghép chit-s6 va duoc
xac dinh trong Sach huéng dan cua Co quan Tinh bao Qudc phong DIAM 65-19,
"Dénh diu bdo mat chudn”
Ma diéu khién truyén (truong TCC): 24 bit
Cung cidp mot phuong tién dé chia tdch luu lugng va xac dinh cac cong dong
c6 quyén loi duoc diéu chinh trong s6 cac thué bao. Céc gia tri TCC 1a cdc nhém ba
chit céi k& ti€p nhau, va kha dung tr Ma HQ DCA 530.
Phai duoc sao chép khi phan doan. Tuy chon nay xuat hién t6i da mot lan
trong mot goi tin.

Tuyén ghi va tuyén nguon khong nghiém ngdt

dmmmmma- L L ET TR LTt [[-======-- +

| 10000011| DPodai | Contrd | DU liéu tuyén

F=mmmmm-- LR LR Femmmmmma- [[========- +
Kiéu = 131

Tuy chon tuyén ghi va tuyén ngudn khong nghiém ngat (LSRR) dua ra mot
phuong phap dé nguén clia mot gaoi tin internet cung cap thong tin dinh tuyén duoc
str dung bdi cdc cong dé chuyén tiép gbi tin dén dich va dé ghi lai thong tin vé tuyén.

Tuy chon nay bat ddu véi ma kiéu tiy chon. Octet thit hai 12 do dai tiy chon
bao gom mai kiéu tlly chon va octet do dai, octet con tro va (do dai —3) octet dit liéu
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tuyén. Octet thit ba 12 con tro trd vao dit liéu tuyén chi bdo octet bat ddu dia chi
nguon ké ti€p sé duoc xu ly. Con trd la tuong d6i doi véi tiy chon nay va gia tri
hgp 1& nhd nhit cho con tro 1a 4.

Mot dit liéu tuyén bao gom mot day céc dia chi internet. Mdi dia chi internet
la 32 bit hodc 4 octet. Néu con tro 16n hon do dai, thi tuyén nguén 1a tréng (va
tuyén ghi day) va viéc dinh tuyén can dugc dua trén truong dia chi dich.

Néu da dén duoc dia chi trong truong dia chi dich va con tro khong 16n hon do
dai, thi dia chi k€ ti€p trong tuyén nguon thay thé dia chi trong truong dia chi dich,
va dia chi tuyén ghi thay thé dia chi nguon vira méi dung va con trd duoc tiang 1én 4.

Dia chi tuyén ghi la dia chi internet ctia chinh mo-dun internet nhu da biét
trong moi trudng ma gaéi tin ndy dang duoc yéu cdu chuyén tiép.

Tha tuc thay thé tuyén ngudn bang tuyén ghi nay (mic dit né ngugc véi trinh
tw ma né phai theo dé dugc sir dung nhu mot tuyén ngudn) c6 nghia 1a tuy chon (va
toan bo phan mao dau IP) van giit nguyén mot do dai khong déi khi goi tin qua
internet.

Tuy chon nay 1a mot tuyén nguén khong nghiém ngit vi IP ctia cong hoic
mdy chu duoc phép dung bit ct tuyén nao trong s6 cdc tuyén c6 cdc cong trung
gian khdc dé dén dia chi ké tiép trong tuyén.

Phai dugc sao chép khi phan doan. Xuét hién t6i da mot 1an trong mot goi tin.

Tuyén ghi va nguon nghiém ngdt

dmmmmma- L L ET TR LTt [[-======-- +

| 10001001| Do6dai | Contrd | D{r liéu tuyén

F=mmmmm-- LR LR Femmmmmma- [[========- +
Kiéu = 137

Tuy chon tuyén ghi va tuyén ngudn nghiém ngat (SSRR) dua ra mot phuong
phap dé nguén clia mot gai tin internet cung cip thong tin dinh tuyén dugc sir dung
boi céc cong dé chuyén ti€p goi tin dén dich va dé ghi lai thong tin vé tuyén.

Tuy chon nay bat ddu véi ma ki€u ty chon. Octet thit hai 1a do dai tiy chon,
bao gém ma ki€u tuy chon va octet do dai, octet con tro va (do dai -3) octet dit liéu
tuyén. Octet thit ba 12 con tro trd vao dit liéu tuyén chi bdo octet bat ddu dia chi
nguon ké ti€p sé duoc xu ly. Con trd la tuong d6i doi vé6i tily chon nay va gia tri
hop 1é nho nhét cho con trd 1a 4.

Mot dit liéu tuyén bao gom mot day céc dia chi internet. Mdi dia chi internet
1a 32 bit hay 4 octet. Néu con trd 16n hon do dai thi tuyén nguon 1a trong (va tuyén
ghi day) va viéc dinh tuyén can dugc dua trén truong dia chi dich.

Néu da dén duoc dia chi trong truong dia chi dich va con tro khong 16n hon do
dai thi dia chi k€ tiép trong tuyén nguon thay thé dia chi trong truong dia chi dich va
dia chi tuyén ghi thay th€ dia chi nguon vira méi ding va con tré dugc tang lén 4.

22



TCN 68 - 224: 2004

Dia chi tuyén ghi la dia chi internet ctia chinh mo-dun internet nhu da biét
trong moi trudng ma gaéi tin ndy dang duoc yéu cdu chuyén tiép.

Thu tuc thay thé tuyén ngudn bang tuyén ghi nay (mic dit né ngugc véi trinh
tw ma né phai theo dé dugc sir dung nhu mot tuyén ngudn) c6 nghia 1a tuy chon (va
toan bo phan mao dau IP) van giit nguyén mot do dai khong déi khi goi tin qua
internet.

Tuy chon nay 1a mot tuyén ngudn nghiém ngit vi IP ctia c6ng hodc may chu
phai gtri gdi tin truc ti€p dén dia chi k€ ti€p trong tuyén nguon chi qua mang két noi
truc ti€p (duoc chi bdo trong dia chi k€ ti€p) dé dén cong hodac mdy chu k€ tiép
(dugc chi dinh trong tuyén).

Phai dugc sao chép khi phan doan. Xuét hién t6i da mot 1an trong mot goi tin.

Tuyén ghi

Tuy chon tuyén ghi dua ra mot phuong phdp dé ghi lai tuyén ciia mot géi tin
internet.

Tuy chon bat ddu v6i ma ki€u ty chon. Octet thit hai 1a do dai ty chon, bao
gdém ma kiéu tlly chon va octet do dai, octet con tro va (do dai —3) octet dit lieu
tuyén. Octet thit ba 1a con trd tro vao dir liéu tuyén chi bdo octet bat dau viing k&
ti€p dé luu gilt mot dia chi tuyén. Con tro 1a tuong doi doi véi thy chon nay va gid
tri hgp 1é€ nho nhat cho con trd 1a 4.

Mot tuyén ghi bao gdbm mot day céc dia chi internet. M6i dia chi internet c6 do
dai 32 bit hay 4 octet. Néu con trd 16n hon do dai thi ving dit liéu cta tuyén ghi la
diy. May chu khoi phat phai thiét 1ap ty chon nay v6i mot vung dit liéu tuyén du
16n dé€ chita toan bo dia chi da yéu cdu. Kich c¢& cha tiy chon khong thay doi khi
dién thém céc dia chi vao. Céc noi dung ban diu cua ving dit liéu tuyén phai bang 0.

Khi mot mo-dun internet dinh tuyén mot goéi tin, né s€ kiém tra xem c6 tuly
chon tuyén ghi khong. Néu c6 tuy chon tuyén ghi, mo-dun nay cheén dia chi
internet cia chinh nd, nhu da biét trong moi truong ma goi tin nay dang duoc yéu
cau chuyén tiép vao tuyén ghi bat ddu tai octet do con tro chi bdo va tang con trd
lén 4.

Néu vung dit liéu tuyén da day (con trdé vuot qua do dai) thi goéi tin dugc
chuyén ti€p ma khong can chén dia chi vao tuyén ghi. Néu con chd nao d6 nhung
khong du dé chén mot dia chi day du, thi goi tin géc duoc coi nhu bi 16i va bi loai
bo. Trong ca hai trudng hop, mot ban tin vé van dé tham s6 ICMP c6 thé dugc gui
dén may chu nguon.
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Khong dugce sao chép khi phan doan, tuy chon nay chi xuat hién trong doan
dau tién va xuat hién t6i da mot 1an trong mot goi tin.

Tix nhdn dang luong

e - L L .|. ........ +
| 10001000/00000010]| ID luéng |
e - - e - +

Kiéu = 136; Do dai = 4
Tuy chon nay dua ra mot phuong phéap dé tir nhan dang luéng 16 bit SATNET
duoc truyén qua cdc mang khong hé trg khai niém ludng.
Phai dugc sao chép khi phan doan. Xuét hién t6i da mot 1an trong mot goi tin.

Nhdn thoi gian cua internet

LR Femmmmmaa Fommmmmma R +
|01000100| Dodai | Contrd | Tran | Co |
E EEEEE T Femmmmmaa Femmmmmaa Femmmmma- +
| Dia chi Internet |
LR LT Femmmmmaa LR e +
| Nhan thdi gian |
E EEEEE T EEEE R LR e +
| z |
Kiéu = 68

Do dai thy chon 1a s6 cdc octet trong tuy chon ké ca octet kiéu, octet do dai,
octet con trd, va cac octet tran/co (do dai t6i da 1a 40).

Con tro la s6 cac octet tir phan dau cta tuy chon nay dén phan cudi cta cac
nhan thoi gian cong véi 1 (tic 12 nd trd vao octet bat ddu khoang trong cho nhan
thoi gian k€ ti€p). Gia tri hgp 1é nho nhat 1a 5. Vung nhan thoi gian day khi con trd
16n hon do dai.

Phan tran (oflw) [4 bit] 1a s6 cdc mo-dun IP khong thé dang ky céc nhan thoi
gian do thi€u khoang trong.

Cac gia tri cua co (flg) [4 bit] la:

0: Chi cac nhan thoi gian, duoc luu gitt trong cac tir 32 bit lién ti€p,

1: Méi nhan thoi gian ditng sau dia chi internet ctia thuc thé diang ky,

3: Cac truong dia chi internet dugc chi dinh truéc. Mot mo-dun IP chi dang ky
nhan thoi gian ctia né néu né so khép dia chi clia chinh né véi dia chi internet duoc
chi dinh k& tiép.

Nhan thoi gian 1a mot nhan thoi gian 32 bit, can phai tinh theo miligidy tir nira
dém theo gid quoc t€. Néu thoi gian khong theo dang miligiay hoic khong thé duoc
cung cap tir nira dém theo gid quoc t€ thi bat cit thoi gian nao ciing c6 thé bi chén
vao nhu mot nhan thoi gian mién 1a bit bac cao cla truong nhéan thoi gian dugc
thi€t 1ap bing 1 dé chi bdo viéc dung mot gid tri khong chuén.

May chu khoéi phat phai thiét 1ap tiy chon nay véi mot vung dit liéu nhan thoi
gian du 16n dé chia toan bo thong tin yéu cdu vé nhan thoi gian. Kich ¢d cua tuy
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chon khong thay do6i khi dién thém céac nhin thoi gian vao. Nhitng noi dung ban
dau cua ving dit liéu cua nhan thoi gian phai bang 0 hodc bang cic cip dia chi
internet / 0.

Néu viung dit liéu nhan thoi gian da day (con trd vuot qua do dai) thi goi tin
dugc chuyén tiép ma khong can chén nhan thoi gian, nhung s6 dém tran duoc ting
lén 1.

Néu con chd nao d6 nhung khong di dé chén mot nhan thoi gian day du, hoic
ban than s6 d€m tran ciing tran, thi géi tin goc dugc coi nhu bi 16i va bi loai bo.
Trong cé hai trudng hop, mot ban tin vé van dé tham s6 ctia ICMP ¢6 thé duoc gui
dén may chu nguon.

Tuy chon nhan thoi gian khong dugc sao chép trong khi phan doan. N6 dugc
truyén trong doan dau tién va xuat hién t6i da mot 1an trong mot gai tin.

Dém: thay doi

Dém ctia phan mao dau internet duoc st dung dé dam bao rang céc phan cudi
ctia phan mao diu internet & trén mot bién 32 bit. Dém bang 0.

4.2.2 M6 ta

Viéc thuc thi mot giao thitc phai thiét thuc. Moi thuc thi phai hoat dong lién két
dugc vdi nhitng thuc thi khéc tao bdi nhiéu thuc thé khic nhau. Trong khi muc dich
ctia phdn mo ta nay 1a nham dién dat r6 rang, ddy du vé giao thiic, thi van c¢6 kha
nang c6 nhitng su dién giai khdc. Vé tong quan, mot thuc thi phai than trong trong
ch& do giri va phai rong rii trong ché do nhan ctia né. Tic 13, phai cin than dé gt
céc goi tin ¢6 khuon dang chuén nhung phai chap nhan bat ¢ géi tin nao ma c6 thé
dién giai duoc (vi du: khong phan doi cac 16i ky thuat khi nghia van con rd rang).

Dich vu internet co s& 1a dich vu dinh huéng géi tin va cung cdp su phan doan
céc g6i tin tai cdc cong, cung v6i viec tdi 1ap rap xdy ra tai mo-dun giao thic
internet dich trong may chua dich. Puong nhién, su phan doan va tai lap rap cdc géi
tin bén trong mot mang hoic theo su thoa thuan riéng giita cdc cong cia mot mang
ciing duoc cho phép vi su phan doan va tdi lap rdp nay la trong su6t d6i vé6i cdc giao
thic internet va cdc giao thic mic cao hon. Kiéu phan doan va tdi lap rdp trong
sudt nay duoc goi la su phan doan “phu thudc vao mang” (hoac intranet) va khong
duoc dé cap thém nita.

Céc dia chi internet phan biét cdc nguodn va cac dich véi mic cua may chu va
cling cung cap mot truong giao thac. Gia thiét 1a moi giao thic s€ cung cap moi su
ghép kénh can thi€t bén trong mot may cha.
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4.2.2.1 Lap dia chi

D¢ linh hoat trong viéc gdn dia chi cho cdc mang va tinh dén nhiéu mang c6
kich c¢& tir nh6 dén trung binh, su thé hién cua trudng dia chi dugc ma hoa dé xac
dinh mot s6 it mang v4i nhiéu mdy chii mot s6 lugng vira phai mang véi mot s
luong vira phai may cht va mot s6 lugng 16n mang véi it may chu. Ngoai ra, c6 mot
ma thoat dé€n ché do lap dia chi mé rong.

Cdc khuon dang cua dia chi

Cac bit bac cao Khuon dang Phan 16p
0 7 bit cia mang, 24 bit ctia may chu A
10 14 bit cua mang, 16 bit cia may chu B
110 21 bit cua mang, 8 bit ciia may chu C
111 Thoat dén ché do lap dia chi mé rong

Mot gia tri O trong truong mang danh cho mang nay. Gia tri nay chi dugc st
dung trong cac ban tin ICMP nhit dinh. Ch€ do 14p dia chi m& rong khong duoc
xdc dinh. Ca hai dic trung nay duoc du trit dé sir dung trong tuong lai.

bia chi cuc bo, do mang cuc bo gan, phai tinh dén viéc mot may cha vat 1y
don thuc hién vai trdo nhu vai may chu internet riéng biét. Tic 1a, phai c6 mot phép
anh xa giita cac dia chi cia may chu internet va cac giao dién mang/may chi ma
cho phép vai dia chi internet tuong tng véi mot giao dién. Cling phai tinh d€n mot
mdy chl ¢6 nhiéu giao dién vat Iy va coi cdc goéi tin tir mot vai giao dién trong sO
d6 nhu thé ching déu duoc 1ap dia chi dén ciing mot mdy chu don.
4.2.2.2 Phan doan va tai lap rap

Str dung truong nhan dang internet (ID) cung vé6i dia chi nguon, dia chi dich
va cdc trudng giao thitc d€ nhan dang céc doan clia goi tin cho viéc tdi 1ap rap.

Bit MF (Co¢ chi bao con doan) dugc thiét 1ap néu goi tin nay khong phai 1a
doan cu6i cung. Truong Do dich doan cho biét vi tri doan so v6i phan dau cua goéi
tin goc chua phan doan. Cac doan duogc tinh theo don vi 8 octet. Chién Iugc phan
doan duoc lap ra d€ mot goi tin khong bi phan doan ¢6 moi thong tin phan doan
bang 0 (MF = 0, do dich doan = 0). Néu mot gdi tin internet bi phan doan, phan dit
liéu ciia n6 phai bi ngét trén céc bién 8 octet.

Khuon dang nay cho phép 2"° = 8192 doan, méi doan c6 8 octet, do vay khuon
dang nay cho phép téng s6 65536 octet. Chu y rang, diéu nay la phu hop véi trudng
do dai tong clia g6i tin (di nhién, phdn mao didu dugc tinh theo do dai tong va
khong tinh theo cac doan).
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Khi xay ra phan doan, mot s6 tuy chon dugc sao chép, nhung cac tuy chon
khac van giit nguyén chi ¢ doan dau tién.

M6i mo-dun internet phai ¢ kha ning chuyén tiép mot goi tin 68 octet ma
khong can phan doan. Vi mot phdn mao dau internet c6 thé t6i da 1a 60 octet va
doan t6i thiéu 1a 8 octet.

Mabi dich internet phai c¢6 kha nang nhan mot géi tin 576 octet hodc duéi dang
mot gobi tin nguyén ven hodc dudi dang cdc doan can dugc tdi lap rap.

Viéc phan doan c6 thé 1am anh hudng dén cdc trudng sau:

(1) Trudng céc tuy chon

(2) Co chi bao con doan

(3) bo dich doan

(4) Truong do dai phan mao dau internet
(5) Trudong do dai tong

(6) Kiém tra tong phan mao dau

Néu bit co khong phan doan (DF) dugc thiét 1ap thi su phan doan internet cta
goi tin nay 12 KHONG duoc phép, mic du néd cé thé bi loai bo. Diéu nay co thé
dugc st dung dé ngin chian su phan doan trong cdc trudng hop mdy cht nhan
khong c6 du tai nguyén dé tai 1ap rdp cdc doan internet.

Mot vi du vé viéc diung dac trung khong phan doan 1a tai tuyén xudng mot
mdy cht nhd. Mot mdy chti nhd c6 thé ¢6 mot chuong trinh nap, chuong trinh nay
chip nhan mdt goi tin, luu trit né trong bd nhé va sau d6 thuc hién nd.

Céc thu tuc phan doan va tdi 1ap rdp da s6 duoc mo ta mot cach dé dang bing
céc vi du. Cac thu tuc sau day 1a nhiing vi du vé thuc thi.

Ky hiéu chung trong cic chuong trinh gia nhu sau: “=<” nghia la “nhd hon
hodc bang”, “#” nghia la “khong bang”, “=" nghia la “bang”, “<-” nghia 1a “duoc
thiét 1ap bang”. Ciing vay, “x dén y” bao gom x dén y va loai trir y; vi du, “4 dén 7”
s€ bao gom 4, 5, va 6 (nhung khong bao gom 7).

4.2.2.2.1 Vi du vé thu tuc phan doan

Goi tin ¢6 kich ¢d t6i da ma c6 thé dugc truyén qua mang k€ ti€p dugc goi 1a
don vi truyén t6i da (MTU).

Néu do dai tong nho hon hoidc bing don vi truyén t6i da thi dua gbi tin ndy t6i
budc k€ ti€p trong qua trinh xir 1y g6i tin, néu khong thi cat gbi tin thanh hai doan,
doan dau tién c6 kich ¢G toi da va doan thit hai 1a phan con lai ctia géi tin. Poan
dau tién duoc dua dén budc ké tiép trong qua trinh xur 1y goi tin, trong khi doan tha
hai dugc dua dén thu tuc nay trong truong hogp né van con qua 16n.
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Ghi chi:

FO - Do dich doan

IHL - D¢ dai phan mao dau internet
DF - Co chi bao khong phan doan
MF - Co¢ chi bao con doan

TL - Do dai tdng

OFO - Do dich ctia doan cii

OIHL - D¢ dai ctia phan mao dau internet ci
OMF - Co chi bao con doan cii
OTL - Do dai tdng cii

NFB - S6 khoi ctua doan

MTU - Don vi truyén téi da

Thii tuc:
IF TL = < MTU THEN dua géi tin nay dén budc ké ti€p trong qua trinh xt 1y

goi tin ELSE IF DF = 1 THEN loai bo géi tin ELSE

Pé tao ra doan diu tién:

(1) Sao chép phan mao dau internet goc
(2) OIHL <- IHL; OTL <- TL; OFO <- FO; OMF <- MF;
(3) NFB <- (MTU - THL*4)/8;
(4) Gan NFB * 8 octet dit liéu dau tién;
(5) Hiéu chinh phan mao dau:
MF <-1; TL<- (IHL*4) + (NFB*8);
Tinh toan lai Checksum;
(6) Bua doan nay dén budce k& ti€p trong qua trinh xur ly géi tin;
Dé tao ra doan thit hai:
(7) Sao chép c6 lua chon phan mao dau internet (mot s tuy chon khong
dugc sao chép, xem cdc dinh nghia vé tly chon);
(8) Noi thém dit liéu con lai;
(9) Hiéu chinh phan mao dau:
IHL<- (((OIHL*4) - (d6 dai cta cac tury chon khong dugc sao chép)) + 3)/4;
TL<- OTL — NFB*8 - (OIHL - THL)*4);
FO<- OFO + NFB; MF<- OMF; Tinh toan lai Checksum;
(10) Bua doan nay dén phép thlr phan doan; done.
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Trong thu tuc trén, moi doan (trir doan cudi) duoc thiét 1ap véi kich thudce toi
da cho phép. Mot cach khac c6 thé tao cdc goi tin ¢ kich ¢& nho hon kich ¢ t6i
da. Vi du, ngudi ta c6 thé thuc thi mot thi tuc phan doan ma lap lai viéc chia doi
cac goi tin 16n cho dén khi cac doan thu duogc c6 kich ¢& nhd hon kich ¢ clia don
vi truyén t6i da.

4.2.2.2.2 Vi du vé tht tuc téi 1ap rdp

Dai v6i moéi goi tin, tir nhan dang bo dém dugc tinh todn nhu su ghép noi cia
cac trudong nguon, dich, giao thiic, nhan dang. Néu dé 1a mot goi tin nguyén ven
(tiic 12 ca truong con nhi€u doan nita va truong do dich doan déu bang 0) thi bat ci
tai nguyén tai lap rap nao gin vai tir nhan dang dém nay ciing déu duoc giai phong
va goi tin dugc chuyén ti€p dén bude ké ti€p trong qua trinh x{t 1y gbi tin.

Néu khong cé san doan nao khac cung véi tir nhan dang dém nay thi tai
nguyén tdi lap rap dugc phan bo. Tai nguyén tai ldp rdp gdm c6 mot bo déem dit
liéu, mot bo dém phan mao diau, mot bang bit cia khoi doan, mot truong do dai di
lieu téng va mot bo dinh thoi. Dit liéu tir doan duge dat vao bo dém dit liéu can ci
theo do dai va do dich doan ctia n6 va céc bit dugc thi€t 1ap trong bang bit ctia khéi
doan tuong tng véi cac khoi doan da nhan duoc.

Néu dé 1a doan dau tién (tic 1a do dich doan bang 0) thi phdn mao diu nay
duge dat vao bo dém clia phan mao dau. Néu doé la doan cudi cung (tic 1a truong
con nhiéu doan nita bing 0) thi do dai ctua dit liéu tong duoc tinh todn. Néu doan
nay hoan thanh tron ven géi tin (dugc thir nghiém bang céch kiém tra cdc bit da
dugce thi€t 1ap trong bang khoi doan) thi géi tin duge gui dén budce k€ tiép trong qua
trinh xtr 1y géi tin; n€u khong thi bo dinh thoi duoc thiét 1ap bang tri s6 cuc dai cua
gia tri bo dinh thoi hién thoi va gia tri truong thoi gian séng tir doan nay va thu tuc
tdi 1ap rap s& thoi khong diéu khién nita.

Néu bo dinh thoi chay hét thoi gian, moi tai nguyén téi 1ap rdp cho tir nhan
dang dém nay duoc giai phong. Gia tri ban dau cia bo dinh thoi 1a bién thidp hon
trong khoang thoi gian cho tdi 1ap rdp. SO di nhu vay 1a vi thoi gian chd sé tang 1én
néu Thoi gian séng trong doan dang tGi 16n hon nhi€u gia tri ctia bo dinh thoi hién
tai nhung thoi gian cho sé khong giam néu Thoi gian song trong doan téi nhd hon
gid tri thuc ctia bo dinh thoi. Tri so t6i da ma bo dinh thoi ndy c6 thé dat tdi 1a thoi
gian song toi da (xap xi 4,25 phut). Khuyén nghi hién tai 1a thiét 1ap gia tri ban dau
cta bo dinh thoi bang 15 giay. Gia tri nay c6 thé thay doi theo kinh nghiém 1am
viéc v6i giao thitc nay. Chd y rang viéc lua chon gia tri cua tham sd nay ¢6 lién
quan dén dung lugng kha dung cta bo dém va toc do dit liéu ctia moi truong
truyén; tic 13, toc do dir liéu nhan véi gia tri cia bo dinh thoi bang kich ¢ cta bo
dém (vi du, 10 kbit/s * 15 s = 150 kbit).
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Ghi chu:
FO - b6 dich doan
IHL - D¢ dai phan mao dau internet
MF - Co& chi bao con doan
TTL - Thoi gian song
TL - Do dai tdng
NFB - S6 khoi cua doan
TDL - Do dai dit liéu téng
BUFID - Tt nhan dang bo dém
RCVBT - Bang bit nhan duoc cta doan
TLB - Gi6i han dudi ctia bo dinh thoi
Thu tuc:
(1) BUFID <- nguoén | dich| giao thic | nhan dang
2)IFFO=0ANDMF =0
(3) THEN IF bo dém véi BUFID duoc phan bo
(4) THEN x6a sach moi su tdi lap rap doi véi BUFID nay;
(5) Pua goi tin dén budc ké ti€p; DONE.
(6) ELSE IF khong ¢6 bo dém nao cung v6i BUFID dugc phan bo
(7) THEN phan b6 tai nguyén tai lap rdp voi BUFID;
TIMER <- TLB; TDL<- 0;
(8) bat dir liéu tur doan vao bo dém dit liéu vé6i
BUFID tur octet FO*8 dén
octet (TL — (IHL*4) + FO*8);
(9) bat cac bit RCVBT tur FO
dén FO + ((TL — (IHL*4) + 7)/8);
(10) IF MF = 0 THEN TDL <- TL - (IHL*4) + (FO*8);
(11) IF FO = 0 THEN dat phan mao dau vao bo dém phan mao dau
(12) IFTDL #0
(13) AND tét ca cac bit RCVBT tit 0 dén (TDL + 7)/8 duoc thiét 1ap
(14) THEN TL <- TDL + (IHL*4)
(15) Pua géi tin dén budc ké tiép;
(16) Giai phong moi tai nguyén tai lap rap
cho BUFID nay; DONE.
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(17) TIMER <- MAX (TIMER, TTL);

(18) Bo cho dén khi doan ké ti€p hoac cho dén khi bo dinh thoi hét han;

(19) Bo dinh thoi hét han: x6a sach moi su téi lap rap doi véi BUFID nay;

DONE.

Trong truong hop hai hoac nhiéu doan chia cing mot dit liéu hoac giong hét
nhau hoac do su chong chéo mot phan thi thu tuc nay s€ sit dung ban sao da tGi gan
nhat trong bo dém dit liéu va goéi tin da phan phat.
4.2.2.3 Nhan dang

Viéc lua chon tir nhan dang cho mot goi tin duoc thuc hién theo nhu cau nhan
dang duy nhat cdc doan ctia mot géi tin cu thé. Mo-dun giao thic dang tai 1dp rap
cdc doan xét thdy cdc doan thudc vé cing mot géi tin néu ching cé cing mot
nguon, dich, giao thdc va tir nhan dang. Vi vay, bén gt phai chon dung tir nhan
dang la don nhat d6i véi cap nguon, dich va giao thic trong thoi gian goéi tin (hoac
bat cit doan nao ctia nd) c6 thé vin con ton tai trong internet.

Nhu vay mot mo-dun giao thitc gui can chita mot bang cac tir nhan dang, mot
muc nhap cho méi dich ma né da lién lac véi trong thoi gian song t6i da cua goi
cudi cung doi véi internet.

Tuy nhién, vi truong cua tir nhan dang cho phép 65536 gia tri khac nhau, nén
mot s6 may chli c6 thé don gian st dung céc tir nhan dang don nhat khong phu
thuoc vao dich.

Viéc Iya chon tir nhan dang la thich hop v6i mot s6 giao thiic mic cao hon. Vi
du, cdc mo-dun giao thic TCP c6 thé phat lai mot doan TCP giong hét va xéc suat
thu ding s€ tang néu qua trinh phat lai chita cuing mdt tir nhan dang nhu qua trinh
phat ban dau vi cdc doan ciia mot trong hai géi tin c6 thé dugc sir dung dé két cau
mot doan TCP dung.

4.2.2.4 Loai dich vu

Loai dich vu (TOS) phuc vu viéc lua chon chat lugng dich vu internet. Loai
dich vu dugc chi dinh theo cdc tham s6 triru tuong: thi tu wu tién, do tré, thong
luong va do tin cay. Cac tham s triru tugng nay can dugc anh xa vao cac tham so
dich vu thuc ctia cdc mang cu thé ma goi tin di ngang qua.

Thit tu wu tién. Thuée do doc 1ap vé tAm quan trong ctia goi tin nay.

Do tré. Viéc phan phat nhanh 1a quan trong d6i véi cdc g6i tin c6 chi dan nay.

Thong luong. Toc do dit liéu cao l1a quan trong doi véi gai tin ¢6 chi dan nay.

Do tin cdy. Miic do c6 ging cao hon dé dam bdo cho viéc phan phat 1a quan
trong doi vGi cac goi tin ¢6 chi dan nay.
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Vi du, ARPANET c6 mot bit wu tién, va mot su lua chon gilta cac ban tin
“chuan” (loai 0) va cdc ban tin “khong bi ki€ém soat” (loai 3), (su lua chon giita céc
ban tin da g6i va don géi ciling c6 thé dugc xem nhu mot tham s6 dich vu). Céc ban
tin khong bi kiém soat c6 chiéu huéng dugc phan phéat kém tin cay hon va chiu do
tré nho hon. Gia sit mot goi tin internet can duoc gii qua ARPANET. Gia st loai
dich vu internet dugc cho nhu sau:

Thtt tu uvu tién: 5
bo tré: 0

Thong luong: 1
Do tin cay: 1

Trong truong hop nay, viéc anh xa cac tham sO nay lén cac tham s6 kha dung
doi v6i ARPANET s& nhu thé nao d6 dé thiét lap bit wu tien cia ARPANET lén
trén (vi thit tw vu tién cla internet ndm & nira trén trong dai cua nd) dé lua chon céc
ban tin chuén vi céc yéu cdu vé thong luong va do tin cay da duogc chi bdo, con yéu
cu vé do tré thi khong.
4.2.2.5 Thoi gian song

Thoi gian song duoc thiét 1ap bai bén guri bang thoi gian t6i da ma goi tin duoc
phép ton tai trong hé thong internet. Néu gdi tin ton tai trong hé thong internet lau
hon thoi gian song thi goi tin phai bi loai bo.

Trudng nay phai bi giam tai méi diém ma phin mao dau internet duoc xur 1y,
dé phéan 4nh vé thoi gian da dung dé xir Iy g6i tin. Du khong c¢6 sin thong tin noi bo
nao vé thoi gian da dung thuc t€ thi trudng nay cling phai bi giam di 1. Thoi gian
dugc do theo don vi la giay (gid tri 1 nghia 1a 1 giay). Nhu vay, thoi gian song toi
da 1a 255 giay hoac 4,25 phiit. Vi m6i mo-dun xtr Iy mot géi tin phai giam TTL di
it nhat 1a 1 gidy du cho n6 xtr Iy géi tin trong thoi gian it hon 1 giay, TTL phai dugc
hiéu chi nhu mot gi6i han trén vé thoi gian mot gbi tin ¢6 thé ton tai. Muc dich 1a
khién cho cdc géi tin khong thé phan phat duoc phai bi loai bo va dé gidi han thoi
gian song toi da cua goi tin.

Mot s6 giao thic két ndi tin cay & mic cao hon di dua trén cdc gia thiét rang
cac goi tin sao lai cli s€ khong dén nira sau mot khoang thoi gian nao do troi qua.
TTL 1a mot phuong phap danh cho céc giao thic nhu vy dé dam béo ring gia thiét
ctua ching dugc thoa man.

4.2.2.6 C4c tuy chon
Céc thy chon Ia tiy chon trong moi goéi tin nhung chiing dugc yéu cau trong
khi thuc thi. Tiac la, viéc mot tuy chon xuat hién hoac khong xuét hién 1a do lua

32



TCN 68 - 224: 2004

chon ctia bén gti, nhung mo6i mo-dun internet phai ¢6 kha niang phan tich moi tuy
chon. C6 thé c6 mot vai tily chon trong trudng tly chon.

Cac thy chon c6 thé khong két thic trén mot bién 32 bit. Phan mao dau
internet phai dién cdc octet ctia cdc s6 0 vao. Octet dau tién trong sO nhitng octet
nay c6 thé dugc hiéu 1a thy chon két-thiic-cac-tiiy-chon, va phan con lai duoc hiéu
la dém ctia phan mao dau internet.

Mobi mo-dun internet phai cé kha nang tic dong dén mdi tuy chon. Tuy chon
bao mat dugc yéu ciu néu can chuyén luu lugng mat, luu lugng cam, hodc luu
lwong da phan chia ngan.
4.2.2.7 Kiém tra tong

Kiém tra tong phdn mao dau internet duoc tinh todn lai néu phdn mao dau
internet bi thay doi. (Vi du, su giam thoi gian song, nhitng su bo sung hoic thay déi
doi voi Céc tuy chon internet, hodc do su phan doan). Kiém tra tong ndy & miic
internet nham bao vé cdc trudong ctia phdn mao diu internet khoi bi cac 16i trong
qua trinh truyén.

C6 mot so ting dung chap nhan mot vai 16i bit dit liéu trong khi khong chap
nhan cac tré do qua trinh phat lai. Néu giao thdc internet doi hdi su chinh xac cua
dit liéu thi c4c tng dung nhu vay khong thé dugc hd tro.

4.2.2.8 Cac 16i

Céc 16i cta giao thic internet c6 thé duoc thong bdo qua cdc ban tin ICMP.
4.2.3 Cdc giao dién

Mo ta chic nang cua cac giao dién ngudi dung doi véi IP 1a sy mo ta tudng
tuong, vi moi hé diéu hanh s&€ ¢6 cdc phuong tién khac nhau. Nhitng su thuc thi IP
khéc nhau c6 thé c6 cdc giao dién ngudi dung khac nhau. Tuy vay, moi IP phai
cung cap mot tap hop t6i thi€u nao d6 clia cac dich vu dé bao dam rang moi su thuc
thi ctia IP c6 thé hd tro cing mot su phan cap cua giao thitc. Muc nay chi 10 céc
giao dién chiic nang dugc yéu cau trong moi su thuc thi cua IP.

Giao thtc internet, mot phia giao dién v6i mang cuc bo va phia kia giao dién
vGi mot chuong trinh ¢ng dung hoac véi mot giao thitc miic cao hon. Trong phan
ti€p sau day, giao thiic mitc cao hon hoac chuong trinh tng dung (hoac ngay ca mot
chuong trinh céng) ciing s& dugc goi 1a “ngudi dung” vi nd st dung mo-dun
internet. Vi giao thiic internet 12 mot giao thic goi tin, nén s& c¢6 bd nhd t6i thi€u
hodc mot trang thai dugc duy tri gitta cdc qua trinh truyén gdi tin, va moi yéu cau
mo-dun giao thiic internet bdi nguoi dung s€ cung cép toan bo thong tin can thiét
cho IP dé thuc hién dich vu yéu cau.
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dau internet gdm c6 nam tir 32 bit va do dai téng clia gébi tin 1a 21 octet. G6i tin nay

PHU LUC A
CAC Vi DU VA KICH BAN

Vidu 1: Day 1a mot vi du vé gai tin internet mang dit liéu t6i thiéu:

3
01

1 2
4567890123456 78901
-t - E S o o e R e e L oL LL L

e e ok 1k Bk k ok b T D e R
i HL=5 | Loai dich vu | D6 dai téng = 21
e ik ks sk sk sk ek Bk Bk Tk T R e A e T T T T T
Nhan dang = 111 | C8=0 | Do dich doan = 0 |

Tw

2 34567 89
L R et

+

|

+

|

LR L e P EE S R L FE ST S SR LY S EE R T EE FE LT RT L TR PR EE BT T EE TE ET
| Thdi gian = 123 | Giao thic = 1 | Kiém tra téng phan mao dau |
LR e e P P S L FE ST S LR LY S LR R T EE FE Y RT L TR PR EE BT T LT TE ET
| Dia chi nguén |
LR L L P EE S L FE ST S CE LY S EE R T EE FE LY RT L TR PR EE BT T EE TE ET
| Dia chi dich |
LR e e P EE S L FE ST S SR LY S LR R T RE FE Y RT L TR PR Y BT T EE TE ET
| Dir lieu |

Fod-d-t-t-t-t-+-+

Hinh 5: Vi du vé goi tin internet

Chu y ring mdi dau phan thoi bi€u dién mot vi tri bit.

Pay 1a mot gai tin internet trong phién ban 4 clia giao thiic internet; phan mao

la mot géi tin day da (khong phai mot doan).

octet dit liéu), sau do 1a hai doan internet (c6 thé 1a do su phan doan cha goéi tin

Vidu?2:

Trong vi du nay, trudc tién 1a mot goi tin internet ¢6 kich c& vira phai (452

nay) néu kich ¢d t6i da duoc phép truyén 1a 280 octet).
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1 2 3
34567 890123456789 012345¢6 738901
S EE ST S SEEE SE TR EE S TE EE PE L T TE R BE TR EE T T EE TR R B R
o IHL=5 |  Loaidichvu | D6 dai tdng = 472 |
e T T R T T L S S L EE L S EE LR T T T EE EE TETE T TE T

Nhan dang = 111 | C8=0 | Do dich doan = 0 |

| =N

>

0

0

-+
h

2
+-+
Phién b

an

B Lk Lk o ot T T T T e A A A A A Lk ok ok ok ok bk ok ok et 3
Thai gian = 123 | Giao thiic = 6 | Kiém tra t6ng phan mao dau |
B Lk Lk o ik T T T T e e e A A A A e ok ok [k bk ok ok ok bt 3
Dia chi nguén |

B Lk Lk o ot T T T T e A A A A A A Lk ok ok ok ok bk ok ok et 3
Dia chi dich |

B Lk Lk o ot T T T T e A A A A A A Lk ok ok ok ok bk ok ok et 3
D{ liéu |

S e e e o Bk ok ek BE ik it ik ik tk ks ok Ik ok ek At Bk Rk T RS
D{r liéu

Dt liéu

N S A S A A A RS
Dit liéu |

T S S R =

+
|
+
|
+
|
+
|
+
|
+
|
+
N 4
1 |
+ -+
|

+

Hinh 6: Vi du vé goi tin internet

Lic nay doan dau tién l1a két qua cua viéc phan tach géi tin sau 256 octet dit
liéu.
1 2 3
567890 123456789012 34567890. 1
e e e i e et e e ok bk T LT T E S
HL=5 |  Loaidichwy | P dai téng = 276 |

| =N

4
+-

>

0

0

-+
h

2 3
+-+-
Phién b

+ 2
| an
=4

Rk LT T s L T b A P P X L O LI TR TR e
| Nhan dang = 111 | Co=1 | Db dich doan =0 |
L L et LT e e e T A L ks »
| Thoigian =119 | Giaothtc=6 | Kiém tra tdng phan mao dau |
R L LT e  th a h ks ik ik sk ik ik ks kb sk BF TR TR SRS
| Dia chi nguén |
R R L LT e E th a h ks ik ik sk ks ik ks kb Sk BF L TR SRS
| Dia chi dich |
R R L LT e E th a h ks ik ik sk ks ik ks kb Sk BF L TR SRS
| Dit ligu |
Rk kT e A e ok ek ik ik sk sttt sk ok sk o T TR RS
| Dit liéu |
N N
AN \
| D liéu |
R L LT e h at h ks ik sk ks ik ks sk b sk BF LR TR SRS
| D liéu |
L e sk sk o ok ks ek ik sk sk it i sk ik sk BT TR TR RS

Hinh 7: Vi du vé doan internet
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36

Va doan thu hai

1 2 3
567890123456,78901 234567 8901
B e e e e B e e e e e R e R T T N = RENE

HL=5 | Loai dich vu | D6 dai téng = 216
LT S PR R S ST S TR I R EEIE R EE R FE Y TE TE TR TE EE T TE BT
Nhan dang = 111 | co=1 | D6 dich doan = 32 |
LR R S e S S R R LR S ST R SE ST FE S TR P EE LE EE EY BT T EE TE L
Thai gian = 119 | Giao thiic = 6 | Kiém tra téng phan mao dau |
LR R S e S S R R LR S ST R SE ST FE S TR P EE LE EE EY BT T EE TE L
Dia chi nguén |
LT R e R S S R EELE Y ST R S ST P P TR ST EE LE FE Y T T EE BE L
Dia chi dich |

0
0
+ -
I
+
|
+
I
+
I
+
I
e T e R T e R ek L T T TR TR
|
+
I
N
I
+
I
+

>I_L

3 4
+ -

2
+-+
Phi nb

+ -+
an
|
+-

+++

D{r liéu I

e L E R S R R S P ST S AL S R S L EE R LR EE EE LR EF LL LE XL
D{r liéu

DU liéu
I EE SIS I SR SE SR S R S S IE ST TR LY SEEE EY TE T EE LR EY EE EE T I T 1

DU liéu
I S ST ST SE LY TEEY LT T R LY T EY TT

I
N
I
+

Hinh 8: Vi du vé doan internet

Vidu3:

Day 1a mot vi du vé géi tin chita céc tiy chon:

1 2 3
34567890123456789012345678901
B e e e e e e A e e g A e e e e b e =k T

HL=8 | Loai dich vu | D6 dai téng = 576
e R ks inh ik ks ks ek ik s ik ks it sk Bk Lk LE BT T T T
Nhan dang = 111 | co=0 | D6 dich doan = 0 |
L T e e b ok ik ik ek h hh ik dt h k dh Bk Bk R T T R
Thoi gian = 123 | Giaothtc=6 | Kiém tra t6ng phan mao dau |

B L T T T o e e b bk Lk Lk ok Tt T N R T O P P P e e
Dia chi nguén |

L T e e b ok ik ik sk h hh ik dt h h dk Bk Bk R T T T EE R
Dia chi dich |

L T e e b ok ik ik sk h ok ik h h k dh Bk Rk R T T R R
Tuy chon ma = x | Tuy chon d6 dai =3 | Gia tri Tuy chon | Tuy chon ma = x |
L T e e e b ok ik ik sk kit h k dh B ik T R EE T R R
Tuy chon do dai=4 | Gia tri Tdy chon | Taychonma=1 |
L T e e b ok ks ik sk ik ok ik h h h sk B ik T R EE T T R
Tuy chonmé =y | Tuy chon d6 dai = 3 | Gia tri TUy chon | Ty chon ma = 0 |
L T e e R e b ok ks ik sk bk kbt h h sk Bk T R T T R R
DU liéu

L e e R L L o e ks ok UL T L P P
D liéu
e T R T T T T T Tt T T T TR P e e T T T T T T T Y s b

+t—F+—/—F+—+—F—F+—F+—F+—+— +— +

I
N
D liéu I
[
+

Hinh 9: Vi du vé goi tin internet
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PHU LUC B
THU TU TRUYEN DU LIEU

Thi tu truyén phan mao diu va dit liéu da mo ta trong tai liéu nay duoc quyét
dinh theo miic octet. Bat cit khi nao mot so do6 cho thdy mot nhém céc octet, thi tha
tu truyén cdc octet d6 1a thi tu binh thuong ma chiing dugc doc bang ti€éng Anh. Vi
du, trong so do6 sau day céc octet dugc truyén theo thit tu ching dugc danh so.

81234567890123456789012345678981
T A R A P A P R AR +
| ; | 2 | 3 | 4 |
S N T
| 5 | 6 | 7 | 8 |
T A A A A
| 9 | 10 | 11 | 12 |
S N T s

Hinh 10: Thit tu truyén cdc byte

Bat cut khi ndo mot octet bi€u dién mot dai lugng bing s thi bit tan cing bén
trai trong so do la bit ¢6 trong s6 cao nhat hoac bit bac cao. Tic 13, bit dugc dan
nhan 0 1a bit cé trong s6 cao nhat. Vi du, so d6 sau day bi€u dién gia tri 170
(decimal).

01.2.3456. 7

S EE EE R
|1 010101 0]
+od-t-tottt-t-+

Hinh 11:Y nghia ciia cdc bit

Ciing vay, bat cit khi nao mot trudng da octet biéu dién mot dai lugng bing s6
thi bit tin cling bén trai ctia toan bo truong la bit cé trong s6 cao nhit. Khi mot dai
luong da octet dugc truyén thi octet c6 trong s6 cao nhat dugc truyén trude tién.
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PHU LUC C
Vi DU VE GIAO DIEN MUC TREN

Hai lénh vi du sau day thoa man cdc yéu ciu cho nguoi dung truyén thong
moO-dun giao thic internet (“=>" c6 nghia 1a tra vé):
SEND (src, dst, prot, TOS, TTL, BufPTR, len, Id, DF, opt => result)
Trong do:
src = dia chi nguon
dst = dia chi dich
prot = giao thuc
TOS = loai dich vu
TTL = thoi gian song
BufPTR = con tro6 dém
len = do dai bd dém
Id = tr nhan dang
DF = khong phan doan
opt = dit liéu tuy chon
result = tin hi¢u dap ung
OK = géi tin da dugc guri tot
Error = 16i trong cdc doi s6 hodc 16i ciia mang cuc bo
Chi y rang thi tu vu tién duge tinh dén trong TOS va tinh bao mat/phan chia
ngan dugc chap nhan nhu mot tuy chon.
RECYV (BufPTR, prot, => result, src, dst, TOS, len, opt)
Trong do:
BufPTR = con tro dém
prot = giao thuc
result = tin hi¢u dap ung
OK = géi tin da dugc nhan tot
Error = 16i trong céac d6i s

len = do dai bd dém
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src = dia chi nguon
dst = dia chi dich
TOS = loai dich vu
opt = dit liéu tuy chon

Khi nguoi dung gii mot goi tin, né thuc hién mot 1énh SEND cung cdp moi
doi s6. Mo-dun giao thic internet, khi nhan dugc 1énh nay, kiém tra cac doi so,
chudn bi va giri ban tin. Néu cdc d6i so 1a ding va géi tin dugc mang cuc bo chap
nhan thi Iénh phan hoi thanh cong. Néu cdc doi so6 1a sai, hodc goi tin khong dugc
mang cuc bd chip nhan thi Iénh phan hoi khong thanh cong. Khi cdc 1énh phan hoi
khong thanh cong, phai thong bdo vé nguyén nhan cua vén dé, nhung chi tiét cua
cac bdo cdo nhu vay la tuy thudc vao nhitng su thuc thi riéng.

Khi mot géi tin tir mang cuc bd dén mo-dun giao thic internet thi sé c6 hoac
khong c¢6 mot 1énh RECV dang treo tir nguoi dung da 1ap dia chi. Trong truong hop
dau tién, Iénh dang treo dugc ddp ung bang cich chuyén thong tin tir gbi tin dén
ngudi dung. Trong trudng hop thi hai, nguoi ding da 1ap dia chi dugc thong béo vé
mot gobi tin dang treo. Néu nguoi dung da 1ap dia chi khong ton tai thi mot ban tin
bao 16i ctia ICMP duoc phan hoi cho bén gt va dit liéu bi loai bo.

Thong bdo vé mot ngudi dung c6 thé qua co ché ngit gia hodc mot co ché
twong tu, thich hop véi viéc thuc thi trong moi trudng ctia hé diéu hanh cu thé.

Mot lénh RECV cuia ngudi diing sau d6 ¢6 thé dugc mot géi tin dang treo ddp
ting ngay lap tiic, hodc 1énh c6 thé treo cho dén khi mot goi tin dén.

Dia chi nguén duoc bao ham Iénh SEND dé phong trudng hop may chi gui ¢6
vai dia chi (nhiéu két noi vat 1y hodc nhiéu dia chi logic). Mo-dun internet phai
kiém tra xem dia chi nguén c6 1a mot trong s6 cac dia chi hop 1&¢ d6i v6i may cha
nay hay khong.

Mot thuc thi ciing c6 thé cho phép hodc yéu cdu mot 1énh dén mo-dun internet
dé cho biét su quan tAm hodc dé diang ky truée viec st dung doc quyén mot loai géi
tin (vi du tat ca goi tin dé c6 mot gia tri nao dé trong trudng giao thiic).

Muc ndy mo6 ta diac diém chiic nang mot giao dién USER/IP. Ky hiéu dugc st
dung Ia tuong tu véi da so thu tuc clia cac 1énh chiic nang trong cac ngdén ngit mic
cao, nhung cdch st dung nay khong cé y dinh loai trir cdc 1énh ctia dich vu kiéu
bay (vi du SVCs, UUOs, EMTs), hodc bat ctt dang truyén thong lién chuong trinh
nao khéc.
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FOREWORD

The technical standard TCN 68 - 224: 2004 "Interconnecting Protocol between
GSM GPRS network and Internet (IP Protocol) — Technical Requirements" is based
on the IETF RFC 791 (1981) of the Internet Engineering Task Force (IETF).

The Technical Standard TCN 68-224: 2004 is drafted by Research Institute of Posts
and Telecommunications (RIPT) at proposal of the Department of Science & Technology

of Ministry of Posts and Telematics. The technical standard is adopted by the Decision
No 33/2004/QD-BBCVT dated 29/7/2004 of the Minister of Posts and Telematics.

The Technical Standard TCN 68-224: 2004 is issued in a bilingual document
(Vietnamese version and English version). In cases of interpretation disputes, Vietnamese
version is applied.

DEPARTMENT OF SCIENCE & TECHNOLOGY
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INTERCONNECTING PROTOCOL BETWEEN
GSM GPRS NETWORK AND INTERNET (IP PROTOCOL)

TECHNICAL REQUIREMENTS

(Issued together with the Decision No. 33/2004/QD-BBCVT dated 29/7/2004
of the Minister of Posts and Telematics)

1. Motivation and scope
1.1. Motivation

This technical standard specifies the essential specifications required for the
interconnecting protocol between GSM GPRS networks and the Internet (internet
protocol — IP), to ensure that the interconnecting and interworking capabilities
between GSM GPRS networks and the Internet are effective, and to serve the
network interconnection management of telecommunications operators.

The internet protocol is designed for use in interconnected systems of packet-
switched computer communication networks. Such a system has been called a
"catenet". The internet protocol provides for transmitting blocks of data called
datagrams from sources to destinations, where sources and destinations are hosts
identified by fixed length addresses. The internet protocol also provides for
fragmentation and reassembly of long datagrams, if necessary, for transmission
through "small packet" networks.

1.2. Scope

The internet protocol is specifically limited in scope to provide the functions
necessary to deliver a package of bits (an internet datagram) from a source to a
destination over an interconnected system of networks. There are no mechanisms to
augment end-to-end data reliability, flow control, sequencing, or other services
commonly found in host-to-host protocols. The internet protocol can capitalize on the
services of its supporting networks to provide various types and qualities of service.

2. References

[1] ETSI TS 101 348 V7.3.0 (3/2001), "Digital cellular telecommunications
system (phase 2+); General Packet Radio Service (GPRS); Interwoking between
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the Public Land Mobile Network (PLMN) supporting GPRS and Packet Data
Networks (PDN) (3GPP TS 09.61 version 7.3.0 Release 1998)”.

[2] IETF RFC 791 (1981): “Internet protocol” (STDS).

3. Glossary

42

1822

BBN Report 1822, "The Specification of the Interconnection of a Host and
an IMP". The specification of interface between a host and the ARPANET.

ARPANET leader

The control information on an ARPANET message at the host-IMP
interface.

ARPANET message

The unit of transmission between a host and an IMP in the ARPANET. The
maximum size is about 1012 octets (8096 bits).

ARPANET packet

A unit of transmission used internally in the ARPANET between IMPs.
The maximum size is about 126 octets (1008 bits).

Destination

The destination address, an internet header field.
DF

The Don’t Fragment bit carried in the flags field.
Flags

An internet header field carrying various control flags.
Fragment Offset

This internet header field indicates where in the internet datagram a
fragment belongs.

GGP

Gateway to Gateway Protocol, the protocol used primarily between
gateways to control routing and other gateway functions.

Header

Control information at the beginning of a message, segment, datagram,
packet or block of data.
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ICMP

Internet Control Message Protocol, implemented in the internet module, the
ICMP is used from gateways to hosts and between hosts to report errors
and make routing suggestions.

Identification

An internet header field carrying the identifying value assigned by the
sender to aid in assembling the fragments of a datagram.

IHL

The internet header field Internet Header Length is the length of the
internet header measured in 32 bit words.

IMP
The Interface Message Processor, the packet switch of the ARPANET.
Internet Address

A four octet (32 bit) source or destination address consisting of a Network
field and a Local Address field.

Internet datagram

The unit of data exchanged between a pair of internet modules (includes
the internet header).

Internet fragment

A portion of the data of an internet datagram with an internet header.

Local Address

The address of a host within a network. The actual mapping of an internet
local address on to the host addresses in a network is quite general,
allowing for many to one mappings.

MF
The More-Fragments Flag carried in the internet header flags field.
Module

An implementation, usually in software, of a protocol or other procedure.

More-fragments flag

A flag indicating whether or not this internet datagram contains the end of
an internet datagram, carried in the internet header Flags field.
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NFB

The Number of Fragment Blocks in a the data portion of an internet
fragment. That is, the length of a portion of data measured in 8 octet units.

Octet
An eight bit byte.
Options

The internet header Options field may contain several options, and each
option may be several octets in length.

Padding

The internet header Padding field is used to ensure that the data begins on
32 bit word boundary. The padding is zero.

Protocol

In this document, the next higher level protocol identifier, an internet
header field.

Rest

The local address portion of an Internet Address.
Source

The source address, an internet header field.
CcP

Transmission Control Protocol: A host-to-host protocol for reliable
communication in internet environments.

TCP Segment

The unit of data exchanged between TCP modules (including the TCP
header).

TFTP
Trivial File Transfer Protocol: A simple file transfer protocol built on UDP.
Time to Live

An internet header field which indicates the upper bound on how long this
internet datagram may exist.
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Total Length
The internet header field Total Length is the length of the datagram in
octets including internet header and data.

TTL

Time to Live

Type of Service
An internet header field which indicates the type (or quality) of service for
this internet datagram.

UDP
User Datagram Protocol: A user level protocol for transaction oriented
applications.

User
The user of the internet protocol. This may be a higher level protocol
module, an application program, or a gateway program.

Version

The Version field indicates the format of the internet header.

4. Technical Requirements

4.1. General Requirements
4.1.1 Interfaces

This protocol is called on by host-to-host protocols in an internet
environment. This protocol calls on local network protocols to carry the internet
datagram to the next gateway or destination host.

For example, a TCP module would call on the internet module to take a TCP
segment (including the TCP header and user data) as the data portion of an internet
datagram. The TCP module would provide the addresses and other parameters in
the internet header to the internet module as arguments of the call. The internet
module would then create an internet datagram and call on the local network
interface to transmit the internet datagram.

In the ARPANET case, for example, the internet module would call on a local
net module which would add the 1822 leader to the internet datagram creating an
ARPANET message to transmit to the IMP. The ARPANET address would be
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derived from the internet address by the local network interface and would be the
address of some host in the ARPANET, that host might be a gateway to other
networks.

4.1.2 Operation

The internet protocol implements two basic functions: addressing and
fragmentation.

The internet modules use the addresses carried in the internet header to
transmit internet datagrams toward their destinations. The selection of a path for
transmission is called routing.

The internet modules use fields in the internet header to fragment and
reassemble internet datagrams when necessary for transmission through "small
packet" networks.

The model of operation is that an internet module resides in each host
engaged in internet communication and in each gateway that interconnects
networks. These modules share common rules for interpreting address fields and
for fragmenting and assembling internet datagrams. In addition, these modules
(especially in gateways) have procedures for making routing decisions and other
functions.

The internet protocol treats each internet datagram as an independent entity
unrelated to any other internet datagram. There are no connections or logical
circuits (virtual or otherwise).

The internet protocol uses four key mechanisms in providing its service: Type
of Service, Time to Live, Options, and Header Checksum.

The Type of Service is used to indicate the quality of the service desired. The
type of service is an abstract or generalized set of parameters which characterize
the service choices provided in the networks that make up the internet. This type of
service indication is to be used by gateways to select the actual transmission
parameters for a particular network, the network to be used for the next hop, or the
next gateway when routing an internet datagram.

The Time to Live is an indication of an upper bound on the lifetime of an
internet datagram. It is set by the sender of the datagram and reduced at the points
along the route where it is processed. If the time to live reaches zero before the
internet datagram reaches its destination, the internet datagram is destroyed. The
time to live can be thought of as a self destruct time limit.
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The Options provide for control functions needed or useful in some situations
but unnecessary for the most common communications. The options include
provisions for timestamps, security, and special routing.

The Header Checksum provides a verification that the information used in
processing internet datagram has been transmitted correctly. The data may contain
errors. If the header checksum fails, the internet datagram is discarded at once by
the entity which detects the error.

The internet protocol does not provide a reliable communication facility.
There are no acknowledgments either end-to-end or hop-by-hop. There is no error
control for data, only a header checksum. There are no retransmissions. There is no
flow control.

Errors detected may be reported via the Internet Control Message Protocol
(ICMP) which is implemented in the internet protocol module.

4.1.3 Relation to Other Protocols

The following diagram illustrates the place of the internet protocol in the
protocol hierarchy:

T e 1 T56T T30 i
| Temet | FTP TFTP | oo | oo
———— 4 I__J, I__l_J, I__l_J,
+———+ +———+ —-———
Tcp | wpP | — | — I
- ——+ by
I I I
——— - - ———————— +———+
I Internet Protocol & ICMP |
e __ ——
I
+H----—------ - - ——-— 1
[ Local Network Protocol I
——_—— e e — —+

Figure 1: Protocol Relationships

Internet protocol interfaces on one side to the higher level host-to-host
protocols and on the other side to the local network protocol. In this context a

"local network" may be a small network in a building or a large network such as
the ARPANET.

4.1.4 Model of Operation

The model of operation for transmitting a datagram from one application
program to another is illustrated by the following scenario:

47



TCN 68 - 224: 2004

We suppose that this transmission will involve one intermediate gateway.

The sending application program prepares its data and calls on its local
internet module to send that data as a datagram and passes the destination address
and other parameters as arguments of the call.

The internet module prepares a datagram header and attaches the data to it.
The internet module determines a local network address for this internet address, in
this case it is the address of a gateway.

It sends this datagram and the local network address to the local network
interface.

The local network interface creates a local network header, and attaches the
datagram to it, then sends the result via the local network.

The datagram arrives at a gateway host wrapped in the local network header,
the local network interface strips off this header, and turns the datagram over to the
internet module. The internet module determines from the internet address that the
datagram is to be forwarded to another host in a second network. The internet
module determines a local net address for the destination host. It calls on the local
network interface for that network to send the datagram.

This local network interface creates a local network header and attaches the
datagram sending the result to the destination host.

At this destination host the datagram is stripped of the local net header by the
local network interface and handed to the internet module.

The internet module determines that the datagram is for an application
program in this host. It passes the data to the application program in response to a
system call, passing the source address and other parameters as results of the call.

Application Application
Program Program
Internet Module Internet Module Internet Module
LNI-1 LNI-1 LNI-2 /LNI-2
Local Network 1 Local Network 2

Figure 2: Transmission Path

4.1.5 Function Description

The function or purpose of Internet Protocol is to move datagrams through an
interconnected set of networks. This is done by passing the datagrams from one

48



TCN 68 - 224: 2004

internet module to another until the destination is reached. The internet modules
reside in hosts and gateways in the internet system. The datagrams are routed from
one internet module to another through individual networks based on the
interpretation of an internet address. Thus, one important mechanism of the
internet protocol is the internet address.

In the routing of messages from one internet module to another, datagrams
may need to traverse a network whose maximum packet size is smaller than the
size of the datagram. To overcome this difficulty, a fragmentation mechanism is
provided in the internet protocol.

4.1.5.1 Addressing

A distinction 1s made between names, addresses, and routes. A name indicates
what we seek. An address indicates where it is. A route indicates how to get there.
The internet protocol deals primarily with addresses. It is the task of higher level
(i.e., host-to-host or application) protocols to make the mapping from names to
addresses. The internet module maps internet addresses to local net addresses. It is
the task of lower level (i.e., local net or gateways) procedures to make the mapping
from local net addresses to routes.

Addresses are fixed length of four octets (32 bits). An address begins with a
network number, followed by local address (called the "rest" field). There are three
formats or classes of internet addresses: in class a, the high order bit is zero, the
next 7 bits are the network, and the last 24 bits are the local address; in class b, the
high order two bits are one-zero, the next 14 bits are the network and the last
16 bits are the local address; in class c, the high order three bits are one-one-zero,
the next 21 bits are the network and the last 8 bits are the local address.

Care must be taken in mapping internet addresses to local net addresses; a
single physical host must be able to act as if it were several distinct hosts to the
extent of using several distinct internet addresses. Some hosts will also have
several physical interfaces (multi-homing).

That is, provision must be made for a host to have several physical interfaces
to the network with each having several logical internet addresses.

4.1.5.2 Fragmentation

Fragmentation of an internet datagram is necessary when it originates in a
local net that allows a large packet size and must traverse a local net that limits
packets to a smaller size to reach its destination.
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An internet datagram can be marked "don’t fragment." Any internet datagram
so marked is not to be internet fragmented under any circumstances. If internet
datagram marked don’t fragment cannot be delivered to its destination without
fragmenting it, it is to be discarded instead.

Fragmentation, transmission and reassembly across a local network which is
invisible to the internet protocol module is called intranet fragmentation and may
be used.

The internet fragmentation and reassembly procedure needs to be able to
break a datagram into an almost arbitrary number of pieces that can be later
reassembled. The receiver of the fragments uses the identification field to ensure
that fragments of different datagrams are not mixed. The fragment offset field tells
the receiver the position of a fragment in the original datagram. The fragment
offset and length determine the portion of the original datagram covered by this
fragment. The more-fragments flag indicates (by being reset) the last fragment.
These fields provide sufficient information to reassemble datagrams.

The identification field is used to distinguish the fragments of one datagram
from those of another. The originating protocol module of an internet datagram
sets the identification field to a value that must be unique for that source-
destination pair and protocol for the time the datagram will be active in the internet
system. The originating protocol module of a complete datagram sets the more-
fragments flag to zero and the fragment offset to zero.

To fragment a long internet datagram, an internet protocol module (for
example, in a gateway), creates two new internet datagrams and copies the
contents of the internet header fields from the long datagram into both new internet
headers. The data of the long datagram is divided into two portions on a 8 octet
(64 bit) boundary (the second portion might not be an integral multiple of 8 octets,
but the first must be). Call the number of 8 octet blocks in the first portion NFB
(for Number of Fragment Blocks). The first portion of the data is placed in the first
new internet datagram, and the total length field is set to the length of the first
datagram. The more-fragments flag is set to one. The second portion of the data is
placed in the second new internet datagram, and the total length field is set to the
length of the second datagram. The more-fragments flag carries the same value as
the long datagram. The fragment offset field of the second new internet datagram
is set to the value of that field in the long datagram plus NFB.

This procedure can be generalized for an n-way split, rather than the two-way
split described.

To assemble the fragments of an internet datagram, an internet protocol
module (for example at a destination host) combines internet datagrams that all
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have the same value for the four fields: identification, source, destination, and
protocol. The combination is done by placing the data portion of each fragment in
the relative position indicated by the fragment offset in that fragment’s internet
header. The first fragment will have the fragment offset zero, and the last fragment
will have the more-fragments flag reset to zero.

4.1.6 Gateways

Gateways implement internet protocol to forward datagrams between
networks. Gateways also implement the Gateway to Gateway Protocol (GGP) to
coordinate routing and other internet control information.

In a gateway the higher level protocols need not be implemented and the GGP
functions are added to the IP module.

t———————————— t
| Internet Protocol & ICMP & GGP I
—_—_—_—— e —— — —+
—————— —+ t————————
[ Local Net | | Local Net I
——————— +4 ————— +

Figure 3: Gateway Protocols

4.2. Technical Requirements
4.2.1 Internet Header Format

A summary of the contents of the internet header follows:

0 1 2 3
01234567 890123456789 0123454678901
e e e e e Bl Lk L T e e e el e e e T e N T T R N N

| Version | IHL | Type of Service | Total Length |
e R R e P S S S LR R TR LR L LT EE TR L FE T B EE TR T EE TF TE TE T TE
| Identification | Flags | Fragment Offset |
e L R e T S S ST T R TELE PE EE PR TR L T T EE TE TE T TE TF TE TE T T
| Time to Live | Protocol | Header Checksum |
R L R e T S S ST T R TELE PE EE FE TR L T T EE TE TE T TE TF TE TE T T
| Source Address |
R L R e T S S ST T R TELE PE EE FE TR L T T EE TE TE T TE TF TE TE T T
| Destination Address |
R L R e T S S ST T R TELE PE EE FE TR L T T EE TE TE T TE TF TE TE T T
| Options | Padding |
R L R e T S S ST T R TELE PE EE FE TR L T T EE TE TE T TE TF TE TE T T

Figure 4: Example Internet Datagram Header

Note that each tick mark represents one bit position.
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Version: 4 bits

The Version field indicates the format of the internet header. This document
describes version 4.

IHL: 4 bits

Internet Header Length is the length of the internet header in 32 bit words,
and thus points to the beginning of the data. Note that the minimum value for a
correct header is 5.

Type of Service: 8 bits

The Type of Service provides an indication of the abstract parameters of the
quality of service desired. These parameters are to be used to guide the selection of
the actual service parameters when transmitting a datagram through a particular
network. Several networks offer service precedence, which somehow treats high
precedence traffic as more important than other traffic (generally by accepting only
traffic above a certain precedence at time of high load). The major choice is a three
way tradeoff between low-delay, high-reliability, and high-throughput.

Bits 0-2: Precedence

Bit 3: 0 = Normal Delay, 1 = Low Delay

Bits 4: 0 = Normal Throughput, 1 = High Throughput

Bits 5: 0 = Normal Relibility, 1 = High Relibility

Bit 6-7: Reserved for Future Use

0 1 2 3 4 5 6 7
L LT e R R R Ltk )
I I | | I I I
[ PRECEDENCE | D | T | R | 0 | 0 |
| I | | | I |
L R T Y LR ETE LI TR
Precedence

111 - Network Control

110 - Internetwork Control
101 - CRITIC/ECP

100 - Flash Override

011 - Flash

010 - Immediate

001 - Priority

000 - Routine
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The use of the Delay, Throughput, and Reliability indications may increase
the cost (in some sense) of the service. In many networks better performance for
one of these parameters is coupled with worse performance on another. Except for
very unusual cases at most two of these three indications should be set.

The type of service is used to specify the treatment of the datagram during its
transmission through the internet system.

The Network Control precedence designation is intended to be used within a
network only. The actual use and control of that designation is up to each network.
The Internetwork Control designation is intended for use by gateway control
originators only. If the actual use of these precedence designations is of concern to
a particular network, it is the responsibility of that network to control the access to,
and use of, those precedence designations.

Total Length: 16 bits

Total Length is the length of the datagram, measured in octets, including
internet header and data. This field allows the length of a datagram to be up to
65,535 octets. Such long datagrams are impractical for most hosts and networks.
All hosts must be prepared to accept datagrams of up to 576 octets (whether they
arrive whole or in fragments). It is recommended that hosts only send datagrams
larger than 576 octets if they have assurance that the destination is prepared to
accept the larger datagrams.

The number 576 is selected to allow a reasonable sized data block to be
transmitted in addition to the required header information. For example, this size
allows a data block of 512 octets plus 64 header octets to fit in a datagram. The
maximal internet header i1s 60 octets, and a typical internet header is 20 octets,
allowing a margin for headers of higher level protocols.

Identification: 16 bits

An identifying value assigned by the sender to aid in assembling the
fragments of a datagram.

Flags: 3 bits

Various Control Flags

Bit 0: reserved, must be zero

Bit 1: (DF) 0 = May Fragment, 1 = Don’t Fragment
Bit 2: (MF) 0 = Last Fragment, 1 = More Fragments
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Fragment Offset: 13 bits
This field indicates where in the datagram this fragment belongs.

The fragment offset is measured in units of 8 octets (64 bits). The first

fragment has offset zero.
Time to Live: 8 bits

This field indicates the maximum time the datagram is allowed to remain in
the internet system. If this field contains the value zero, then the datagram must be
destroyed. This field is modified in internet header processing. The time is
measured in units of seconds, but since every module that processes a datagram
must decrease the TTL by at least one even if it process the datagram in less than a
second, the TTL must be thought of only as an upper bound on the time a datagram
may exist. The intention is to cause undeliverable datagrams to be discarded, and
to bound the maximum datagram lifetime.

Protocol: 8 bits

This field indicates the next level protocol used in the data portion of the

internet datagram.
Header Checksum: 16 bits

A checksum on the header only. Since some header fields change (e.g., time
to live), this is recomputed and verified at each point that the internet header is
processed.

The checksum algorithm is:

The checksum field is the 16 bit one’s complement of the one’s complement
sum of all 16 bit words in the header. For purposes of computing the checksum, the

value of the checksum field is zero.

This is a simple to compute checksum and experimental evidence indicates it
is adequate, but it is provisional and may be replaced by a CRC procedure,

depending on further experience.
Source Address: 32 bits

The source address. See section 3.2.
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Destination Address: 32 bits
The destination address. See section 3.2.
Options: variable

The options may appear or not in datagrams. They must be implemented by
all IP modules (host and gateways). What is optional is their transmission in any

particular datagram, not their implementation.
In some environments the security option may be required in all datagrams.

The option field is variable in length. There may be zero or more options.

There are two cases for the format of an option:
Case 1: A single octet of option-type.

Case 2: An option-type octet, an option-length octet, and the actual option-

data octets.

The option-length octet counts the option-type octet and the option-length

octet as well as the option-data octets.
The option-type octet is viewed as having 3 fields:
1 bit copied flag;
2 bits option class;
5 bits option number.

The copied flag indicates that this option is copied into all fragments on

fragmentation.
0 = not copied
1 = copied
The option classes are:
0 = control
1 = reserved for future use
2 = debugging and measurement
3 =reserved for future use

The following internet options are defined:
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CLASS NUMBER LENGTH DESCRIPTION

0 O -
0 1 -
0 2 11
0 3 var.
0 9 var.
0 7 var.
0 8 4
2 4 var.

End of Option list. This option occupies only 1 octet; it
has no length octet.

No Operation. This option occupies only 1 octet; it has no
length octet.

Security. Used to carry Security, Compartmentation,
User Group (TCC), and Handling Restriction Codes
compatible with DOD requirements.

Loose Source Routing. Used to route the internet
datagram based on information supplied by the source.

Strict Source Routing. Used to route the internet
datagram based on information supplied by the source.

Record Route. Used to trace the route an internet
datagram takes.

Stream ID. Used to carry the stream identifier.

Internet Timestamp.

Specific Option Definitions

End of Option List

LT +
| 00000000 |

This option indicates the end of the option list. This might not coincide with

the end of the internet header according to the internet header length. This is used

at the end of all options, not the end of each option, and need only be used if the

end of the options would not otherwise coincide with the end of the internet

header.

May be copied, introduced, or deleted on fragmentation, or for any other

reason.

No Operation
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This option may be used between options, for example, to align the beginning
of a subsequent option on a 32 bit boundary.

May be copied, introduced, or deleted on fragmentation, or for any other
reason.

Security

This option provides a way for hosts to send security, compartmentation,
handling restrictions, and TCC (closed user group) parameters. The format for this
option is as follows:

------------------- VVELEE StV AL CEEVIALEL TEEYYETEY ]
I10000010I00001011ISSS SSSICCC CCCIHHH HHHI TCC |
LR LEEEEL LR El [/===%=-== [/===%==- [/===%=== [/===-*

Type = 130; Length 11
Security (S field): 16 bits
Specifies one of 16 levels of security (eight of which are reserved for future use).
00000000 00000000 - Unclassified
11110001 00110101 - Confidential
01111000 10011010 - EFTO
10111100 01001101 - MMMM
01011110 00100110 - PROG
10101111 00010011 - Restricted
11010111 10001000 - Secret
01101011 11000101 - Top Secret
00110101 11100010 - (Reserved for future use)
10011010 11110001 - (Reserved for future use)
01001101 01111000 - (Reserved for future use)
00100100 10111101 - (Reserved for future use)
00010011 01011110 - (Reserved for future use)
10001001 10101111 - (Reserved for future use)
11000100 11010110 - (Reserved for future use)
11100010 01101011 - (Reserved for future use)
Compartments (C field): 16 bits

An all zero value is used when the information transmitted is not
compartmented. Other values for the compartments field may be obtained from the
Defense Intelligence Agency.
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Handling Restrictions (H field): 16 bits

The values for the control and release markings are alphanumeric digraphs
and are defined in the Defense Intelligence Agency Manual DIAM 65-19,
"Standard Security Markings".

Transmission Control Code (TCC field): 24 bits

Provides a means to segregate traffic and define controlled communities of

interest among subscribers. The TCC values are trigraphs, and are available from
HQ DCA Code 530.

Must be copied on fragmentation. This option appears at most once in a

datagram.

Loose Source and Record Route

+ I
I 10000011 | Length | Pointer | Route data
A S S —— [ R —— [[== === +

Type = 131

The loose source and record route (LSRR) option provides a means for the
source of an internet datagram to supply routing information to be used by the
gateways in forwarding the datagram to the destination, and to record the route

information.

The option begins with the option type code. The second octet is the option
length which includes the option type code and the length octet, the pointer octet,
and length-3 octets of route data. The third octet is the pointer into the route data
indicating the octet which begins the next source address to be processed. The
pointer is relative to this option, and the smallest legal value for the pointer is 4.

A route data is composed of a series of internet addresses. Each internet
address is 32 bits or 4 octets. If the pointer is greater than the length, the source
route is empty (and the recorded route full) and the routing is to be based on the

destination address field.

If the address in destination address field has been reached and the pointer is
not greater than the length, the next address in the source route replaces the address
in the destination address field, and the recorded route address replaces the source

address just used, and pointer is increased by four.

The recorded route address is the internet module’s own internet address as

known in the environment into which this datagram is being forwarded.
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This procedure of replacing the source route with the recorded route (though
it is in the reverse of the order it must be in to be used as a source route) means the
option (and the IP header as a whole) remains a constant length as the datagram
progresses through the internet.

This option is a loose source route because the gateway or host IP is allowed
to use any route of any number of other intermediate gateways to reach the next
address in the route.

Must be copied on fragmentation. Appears at most once in a datagram.

Strict Source and Record Route

+ I
I 10001001 | Length | Pointer | Route data
A S S —— [ R —— [[== === +

Type = 137

The strict source and record route (SSRR) option provides a means for the
source of an internet datagram to supply routing information to be used by the
gateways in forwarding the datagram to the destination, and to record the route
information.

The option begins with the option type code. The second octet is the option
length which includes the option type code and the length octet, the pointer octet,
and length-3 octets of route data. The third octet is the pointer into the route data
indicating the octet which begins the next source address to be processed. The
pointer is relative to this option, and the smallest legal value for the pointer is 4.

A route data is composed of a series of internet addresses. Each internet
address is 32 bits or 4 octets. If the pointer is greater than the length, the source
route is empty (and the recorded route full) and the routing is to be based on the
destination address field.

If the address in destination address field has been reached and the pointer is
not greater than the length, the next address in the source route replaces the address
in the destination address field, and the recorded route address replaces the source
address just used, and pointer is increased by four.

The recorded route address is the internet module’s own internet address as
known in the environment into which this datagram is being forwarded.

This procedure of replacing the source route with the recorded route (though
it is in the reverse of the order it must be in to be used as a source route) means the
option (and the IP header as a whole) remains a constant length as the datagram
progresses through the internet.
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This option is a strict source route because the gateway or host IP must send
the datagram directly to the next address in the source route through only the
directly connected network indicated in the next address to reach the next gateway
or host specified in the route.

Must be copied on fragmentation. Appears at most once in a datagram.

Record Route

+ /l
I 00000111 | Length | Pointer | Route data
A S S —— [ R —— [[== === +

Type = 7

The record route option provides a means to record the route of an internet
datagram.

The option begins with the option type code. The second octet is the option
length which includes the option type code and the length octet, the pointer octet,
and length-3 octets of route data. The third octet is the pointer into the route data
indicating the octet which begins the next area to store a route address. The pointer
is relative to this option, and the smallest legal value for the pointer is 4.

A recorded route is composed of a series of internet addresses.Each internet
address 1s 32 bits or 4 octets. If the pointer is greater than the length, the recorded
route data area is full. The originating host must compose this option with a large
enough route data area to hold all the address expected. The size of the option does
not change due to adding addresses. The intitial contents of the route data area
must be zero.

When an internet module routes a datagram it checks to see if the record route
option is present. If it is, it inserts its own internet address as known in the
environment into which this datagram is being forwarded into the recorded route
begining at the octet indicated by the pointer, and increments the pointer by four.

If the route data area is already full (the pointer exceeds the length) the
datagram is forwarded without inserting the address into the recorded route. If
there i1s some room but not enough room for a full address to be inserted, the
original datagram is considered to be in error and is discarded. In either case an
ICMP parameter problem message may be sent to the source host.

Not copied on fragmentation, goes in first fragment only. Appears at most
once in a datagram.

Stream Identifier

------------------------ e EEEEEEEYT 3
I10001000|00000010| Stream ID |
E LY TP L PR LR TR +

Type = 136 Length = 4
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This option provides a way for the 16-bit SATNET stream identifier to be

carried through networks that do not support the stream concept.
Must be copied on fragmentation. Appears at most once in a datagram.

Internet Timestamp

Fmmmmmmaa Fmmmmma- Fmmmmmmn- Fmmmmmna- +
| 01000100| Length | Pointer | oftlw | Fig |
Fmmmmmmnn Fmmmmma- Fmmmmmmn- Fmmmmmna-

| Internet address |
LR N bl S e +
| Timestamp |
Fmmmmmman R CEEE T e +
| : |

Type = 68

The Option Length is the number of octets in the option counting the type,

length, pointer, and overflow/flag octets (maximum length 40).

The Pointer is the number of octets from the beginning of this option to the
end of timestamps plus one (i.e., it points to the octet beginning the space for next
timestamp). The smallest legal value is 5. The timestamp area is full when the
pointer is greater than the length.

The Overflow (oflw) [4 bits] is the number of IP modules that cannot register
timestamps due to lack of space.

The Flag (flg) [4 bits] values are
0: Time stamps only, stored in consecutive 32-bit words,
1: Each timestamp is preceded with internet address of the registering entity,

3: The internet address fields are prespecified. An IP module only registers
its timestamp if it matches its own address with the next specified internet
address.

The Timestamp is a right-justified, 32-bit timestamp in milliseconds since
midnight UT. If the time is not available in milliseconds or cannot be provided
with respect to midnight UT then any time may be inserted as a timestamp
provided the high order bit of the timestamp field is set to one to indicate the use of

a non-standard value.

The originating host must compose this option with a large enough timestamp
data area to hold all the timestamp information expected. The size of the option
does not change due to adding timestamps. The intitial contents of the timestamp

data area must be zero or internet address/zero pairs.
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If the timestamp data area is already full (the pointer exceeds the length) the
datagram is forwarded without inserting the timestamp, but the overflow count is
incremented by one.

If there is some room but not enough room for a full timestamp to be inserted,
or the overflow count itself overflows, the original datagram is considered to be in
error and is discarded. In either case an ICMP parameter problem message may be
sent to the source host.

The timestamp option is not copied upon fragmentation. It is carried in the
first fragment. Appears at most once in a datagram.

Padding: variable.

The internet header padding is used to ensure that the internet header ends on
a 32 bit boundary. The padding is zero.

4.2.2 Description

The implementation of a protocol must be robust. Each implementation must
expect to interoperate with others created by different individuals. While the goal
of this specification is to be explicit about the protocol there is the possibility of
differing interpretations. In general, an implementation must be conservative in its
sending behavior, and liberal in its receiving behavior. That is, it must be careful to
send well-formed datagrams, but must accept any datagram that it can interpret
(e.g., not object to technical errors where the meaning is still clear).

The basic internet service is datagram oriented and provides for the
fragmentation of datagrams at gateways, with reassembly taking place at the
destination internet protocol module in the destination host. Of course,
fragmentation and reassembly of datagrams within a network or by private
agreement between the gateways of a network is also allowed since this is
transparent to the internet protocols and the higher-level protocols. This transparent
type of fragmentation and reassembly is termed "network-dependent" (or intranet)
fragmentation and is not discussed further here.

Internet addresses distinguish sources and destinations to the host level and
provide a protocol field as well. It is assumed that each protocol will provide for
whatever multiplexing is necessary within a host.

4.2.2.1 Addressing

To provide for flexibility in assigning address to networks and allow for the
large number of small to intermediate sized networks the interpretation of the
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address field is coded to specify a small number of networks with a large number
of host, a moderate number of networks with a moderate number of hosts, and a
large number of networks with a small number of hosts. In addition there is an
escape code for extended addressing mode.

Address Formats

High Order Bits Format Class
O ________________ 7 bits of net, 24 bits of host
10 14 bits of net, 16 bits of host b
110 21 bits of net, 8 bits of host c
111 escape to extended addressing mode

A value of zero in the network field means this network. This is only used in
certain [CMP messages. The extended addressing mode is undefined. Both of these
features are reserved for future use.

The local address, assigned by the local network, must allow for a single
physical host to act as several distinct internet hosts. That is, there must be a
mapping between internet host addresses and network/host interfaces that allows
several internet addresses to correspond to one interface. It must also be allowed
for a host to have several physical interfaces and to treat the datagrams from
several of them as if they were all addressed to a single host.

4.2.2.2 Fragmentation and Reassembly

The internet identification field (ID) is used together with the source and
destination address, and the protocol fields, to identify datagram fragments for
reassembly.

The More Fragments flag bit (MF) is set if the datagram is not the last
fragment. The Fragment Offset field identifies the fragment location, relative to the
beginning of the original unfragmented datagram. Fragments are counted in units
of 8 octets. The fragmentation strategy is designed so than an unfragmented
datagram has all zero fragmentation information (MF = 0, fragment offset = 0). If
an internet datagram is fragmented, its data portion must be broken on 8 octet
boundaries.

This format allows 2'° = 8192 fragments of 8 octets each for a total of 65536
octets. Note that this is consistent with the the datagram total length field (of
course, the header is counted in the total length and not in the fragments).
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When fragmentation occurs, some options are copied, but others remain with
the first fragment only.

Every internet module must be able to forward a datagram of 68 octets
without further fragmentation. This is because an internet header may be up to 60
octets, and the minimum fragment is 8 octets.

Every internet destination must be able to receive a datagram of 576 octets
either in one piece or in fragments to be reassembled.

The fields which may be affected by fragmentation include:
(1) Options field
(2) More fragments flag
(3) Fragment offset
(4) Internet header length field
(5) Total length field
(6) Header checksum

If the Don’t Fragment flag (DF) bit is set, then internet fragmentation of this
datagram is NOT permitted, although it may be discarded. This can be used to
prohibit fragmentation in cases where the receiving host does not have sufficient
resources to reassemble internet fragments.

One example of use of the Don’t Fragment feature is to down line load a
small host. A small host could have a boot strap program that accepts a datagram
stores it in memory and then executes it.

The fragmentation and reassembly procedures are most easily described by
examples. The following procedures are example implementations.

General notation in the following pseudo programs: "=<" means "less than or
equal", "#" means "not equal", "=" means "equal", "<-" means "is set to". Also, "x
to y" includes x and excludes y; for example, "4 to 7" would include 4, 5, and 6
(but not 7).

4.2.2.2.1 An Example Fragmentation Procedure

The maximum sized datagram that can be transmitted through the next
network is called the maximum transmission unit (MTU).

If the total length is less than or equal the maximum transmission unit then
submit this datagram to the next step in datagram processing; otherwise cut the
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datagram into two fragments, the first fragment being the maximum size, and the
second fragment being the rest of the datagram. The first fragment is submitted to
the next step in datagram processing, while the second fragment is submitted to
this procedure in case it is still too large.

Notation:
FO - Fragment Offset
IHL - Internet Header Length
DF - Don’t Fragment flag
MF - More Fragments flag
TL - Total Length
OFO - Old Fragment Offset
OIHL - Old Internet Header Length
OMF - Old More Fragments flag
OTL - Old Total Length
NFB - Number of Fragment Blocks
MTU - Maximum Transmission Unit
Procedure:

IF TL =< MTU THEN Submit this datagram to the next step in datagram
processing

ELSE IF DF =1 THEN discard the datagram ELSE
To produce the first fragment:
(1) Copy the original internet header;
(2) OIHL <- IHL; OTL <- TL; OFO <- FO; OMF <- MF;
(3) NFB <- (MTU - IHL*4)/8;
(4) Attach the first NFB*8 data octets;
(5) Correct the header:
MF <- 1; TL <- (IHL*4) + (NFB*g);
Recompute Checksum;
(6) Submit this fragment to the next step in datagram processing;

To produce the second fragment:
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(7) Selectively copy the internet header (some options are not copied, see
option definitions);

(8) Append the remaining data;
(9) Correct the header:
IHL <- (((OIHL*4) - (length of options not copied)) + 3)/4;
TL <- OTL - NFB*8 - (OIHL-IHL)*4);
FO <- OFO + NFB; MF <- OMF; Recompute Checksum;
(10) Submit this fragment to the fragmentation test; DONE.

In the above procedure each fragment (except the last) was made the
maximum allowable size. An alternative might produce less than the maximum
size datagrams. For example, one could implement a fragmentation procedure that
repeatly divided large datagrams in half until the resulting fragments were less than

the maximum transmission unit size.

4.2.2.2.2 An Example Reassembly Procedure

For each datagram the buffer identifier is computed as the concatenation of
the source, destination, protocol, and identification fields. If this is a whole
datagram (that is both the fragment offset and the more fragments fields are zero),
then any reassembly resources associated with this buffer identifier are released
and the datagram is forwarded to the next step in datagram processing.

If no other fragment with this buffer identifier is on hand then reassembly
resources are allocated. The reassembly resources consist of a data buffer, a header
buffer, a fragment block bit table, a total data length field, and a timer. The data
from the fragment is placed in the data buffer according to its fragment offset and
length, and bits are set in the fragment block bit table corresponding to the
fragment blocks received.

If this is the first fragment (that is the fragment offset is zero) this header is
placed in the header buffer. If this is the last fragment ( that is the more fragments
field is zero) the total data length is computed. If this fragment completes the
datagram (tested by checking the bits set in the fragment block table), then the
datagram is sent to the next step in datagram processing; otherwise the timer is set
to the maximum of the current timer value and the value of the time to live field
from this fragment; and the reassembly routine gives up control.
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If the timer runs out, the all reassembly resources for this buffer identifier are
released. The initial setting of the timer is a lower bound on the reassembly waiting
time. This is because the waiting time will be increased if the Time to Live in the
arriving fragment is greater than the current timer value but will not be decreased if
it is less. The maximum this timer value could reach is the maximum time to live
(approximately 4.25 minutes). The current recommendation for the initial timer
setting is 15 seconds. This may be changed as experience with this protocol
accumulates. Note that the choice of this parameter value is related to the buffer
capacity available and the data rate of the transmission medium; that is, data rate
times timer value equals buffer size (e.g., 10 kbit/s * 15 s = 150 kbit).

Notation:

FO - Fragment Offset

IHL - Internet Header Length

MF - More Fragments flag

TTL - Time To Live

NFB - Number of Fragment Blocks

TL - Total Length

TDL - Total Data Length

BUFID - Buffer Identifier

RCVBT - Fragment Received Bit Table
TLB - Timer Lower Bound

Procedure:
(1) BUFID <- source|destination|protocollidentification;
2)IFFO=0AND MF =0
(3) THEN IF buffer with BUFID is allocated
(4) THEN flush all reassembly for this BUFID;
(5) Submit datagram to next step; DONE.
(6) ELSE IF no buffer with BUFID is allocated
(7) THEN allocate reassembly resources with BUFID;
TIMER <- TLB; TDL <- 0;
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(8) put data from fragment into data buffer with BUFID from octet FO*8
to octet (TL - (IHL*4)) + FO*8;

(9) set RCVBT bits from FO to FO + ((TL - (IHL*4) + 7)/8);
(10) IF MF = 0 THEN TDL <- TL - (IHL*4) + (FO*g)
(11) IF FO = 0 THEN put header in header buffer
(12) IF TDL # 0
(13) AND all RCVBT bits from 0
to (TDL + 7)/8 are set
(14) THEN TL <- TDL + (IHL*4)
(15) Submit datagram to next step;
(16) free all reassembly resources
for this BUFID; DONE.
(17) TIMER <- MAX(TIMER,TTL);
(18) give up until next fragment or timer expires;
(19) timer expires: flush all reassembly with this BUFID; DONE.

In the case that two or more fragments contain the same data either identically
or through a partial overlap, this procedure will use the more recently arrived copy
in the data buffer and datagram delivered.

4.2.2.3 Identification

The choice of the Identifier for a datagram is based on the need to provide a
way to uniquely identify the fragments of a particular datagram. The protocol
module assembling fragments judges fragments to belong to the same datagram if
they have the same source, destination, protocol, and Identifier. Thus, the sender
must choose the Identifier to be unique for this source, destination pair and
protocol for the time the datagram (or any fragment of it) could be alive in the

internet.

It seems then that a sending protocol module needs to keep a table of
Identifiers, one entry for each destination it has communicated with in the last

maximum packet lifetime for the internet.

However, since the Identifier field allows 65,536 different values, some host
may be able to simply use unique identifiers independent of destination.
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It is appropriate for some higher level protocols to choose the identifier. For
example, TCP protocol modules may retransmit an identical TCP segment, and the
probability for correct reception would be enhanced if the retransmission carried
the same identifier as the original transmission since fragments of either datagram
could be used to construct a correct TCP segment.

4.2.2.4 Type of Service

The type of service (TOS) is for internet service quality selection. The type of
service is specified along the abstract parameters precedence, delay, throughput,
and reliability. These abstract parameters are to be mapped into the actual service
parameters of the particular networks the datagram traverses.

Precedence. An independent measure of the importance of this datagram.
Delay. Prompt delivery is important for datagrams with this indication.
Throughput. High data rate is important for datagrams with this indication.

Reliability. A higher level of effort to ensure delivery is important for
datagrams with this indication.

For example, the ARPANET has a priority bit, and a choice between
"standard" messages (type 0) and "uncontrolled" messages (type 3), (the choice
between single packet and multipacket messages can also be considered a service
parameter). The uncontrolled messages tend to be less reliably delivered and suffer
less delay. Suppose an internet datagram is to be sent through the ARPANET. Let
the internet type of service be given as:

Precedence: 5
Delay: 0
Throughput: 1
Reliability: 1
In this example, the mapping of these parameters to those available for the
ARPANET would be to set the ARPANET priority bit on since the Internet

precedence is in the upper half of its range, to select standard messages since the
throughput and reliability requirements are indicated and delay is not.

4.2.2.5 Time to Live

The time to live is set by the sender to the maximum time the datagram is
allowed to be in the internet system. If the datagram is in the internet system longer
than the time to live, then the datagram must be destroyed.
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This field must be decreased at each point that the internet header is processed
to reflect the time spent processing the datagram. Even if no local information is
available on the time actually spent, the field must be decremented by 1. The time
is measured in units of seconds (i.e. the value 1 means one second). Thus, the
maximum time to live is 255 seconds or 4.25 minutes. Since every module that
processes a datagram must decrease the TTL by at least one even if it process the
datagram in less than a second, the TTL must be thought of only as an upper bound
on the time a datagram may exist. The intention is to cause undeliverable
datagrams to be discarded, and to bound the maximum datagram lifetime.

Some higher level reliable connection protocols are based on assumptions that
old duplicate datagrams will not arrive after a certain time elapses. The TTL is a
way for such protocols to have an assurance that their assumption is met.

4.2.2.6 Options

The options are optional in each datagram, but required in implementations.
That is, the presence or absence of an option is the choice of the sender, but each
internet module must be able to parse every option. There can be several options
present in the option field.

The options might not end on a 32-bit boundary. The internet header must be
filled out with octets of zeros. The first of these would be interpreted as the
end-of-options option, and the remainder as internet header padding.

Every internet module must be able to act on every option. The Security
Option is required if classified, restricted, or compartmented traffic is to be passed.

4.2.2.7 Checksum

The internet header checksum is recomputed if the internet header is changed.
For example, a reduction of the time to live, additions or changes to internet
options, or due to fragmentation. This checksum at the internet level is intended to
protect the internet header fields from transmission errors.

There are some applications where a few data bit errors are acceptable while
retransmission delays are not. If the internet protocol enforced data correctness
such applications could not be supported.

4.2.2.8 Errors

Internet protocol errors may be reported via the ICMP messages.
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4.2.3 Interfaces

The functional description of user interfaces to the IP is, at best, fictional,
since every operating system will have different facilities. Different IP
implementations may have different user interfaces. However, all IPs must provide
a certain minimum set of services to guarantee that all IP implementations can
support the same protocol hierarchy. This section specifies the functional interfaces
required of all IP implementations.

Internet protocol interfaces on one side to the local network and on the other
side to either a higher level protocol or an application program. In the following,
the higher level protocol or application program (or even a gateway program) will
be called the "user" since it is using the internet module. Since internet protocol is
a datagram protocol, there is minimal memory or state maintained between
datagram transmissions, and each call on the internet protocol module by the user
supplies all information necessary for the IP to perform the service requested.
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APPENDIX A
EXAMPLE & SCENARIOS

Example 1: This 1s an example of the minimal data carrying internet
datagram:

0 1 2 3
01234567 890123456 789012345467 8901
e e e e Rt s ke e e e e e e e e e e e e e e s

| ver=4 | ML=5 | TypeofSemice | Total Length = 21 |
e R R e P S S S LR R TR LR L LT EE TR L FE T B EE TR T EE TF TE TE T TE
| Identification = 111 | Fig =0 | Fragment Offset = 0 |
+-d-t-t-t-t-t-F-F-t-F-F-F-F-t-t-F-t-t-F-F-F-F-F -ttt -F-F-F-+-+-+
| Time =123 | Protocol = 1 | Header checksum |
+-d-t-t-t-t-t-F-F-t-F-F-F-F-t-t-F-t-t-F-F-F-F-F -ttt -F-F-F-+-+-+
| Source address |
R L R e T S S ST T R TELE PE EE FE TR L T T EE TE TE T TE TF TE TE T T
| Destination address |
R L R e T S S ST T R TELE PE EE FE TR L T T EE TE TE T TE TF TE TE T T
| Data |

+o+-t-t-t-t-+-+-+

Figure 5: Example Internet Datagram

Note that each tick mark represents one bit position.

This is a internet datagram in version 4 of internet protocol; the internet
header consists of five 32 bit words, and the total length of the datagram is 21
octets. This datagram is a complete datagram (not a fragment).

Example 2:

In this example, we show first a moderate size internet datagram (452 data
octets), then two internet fragments that might result from the fragmentation of this
datagram if the maximum sized transmission allowed were 280 octets.
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0 1 2 3
+9+1+%+§+f+§+§+2+§+9+9+1+%+§+€+§+§+Z+§+9+9+1+%+§+f+§+§+2+§+9+9+1+
| Ver=4 IHL=5 | Type of Service | Total Length = 472 |
e e T T e S E LS R LR LR L T R R PR LY T EE L TR L T T TF TE T
| Identification = 111 | Flg=0 | Fragment Offset = 0 |
+-+-t-d-t-t-t-t-t-t-t-t -ttt -ttt -ttt -ttt -t-t-t-+-+-+
| Time =123 | Protocol = 1 | Header checksum |

LR L R EE T P S R FE L FE TR R SR R P RE SE PR R EE TR EE B TY T T TE L
| Source address |
LR L R EE T P S R FE L FE TR R SR R P RE SE PR R EE TR EE B TY T T TE L
| Destination address |
LR L R EE T P S R FE L FE TR R SR R P RE SE PR R EE TR EE B TY T T TE L
| Data |
SR EE L CE LR T PR E PR FE L FETEEE FEEE SR SE RE P TR EL EE TR Y B Y T TE TF L
Data

Data
L T T S A R ST PR FE EE S T L R SR EE EE TR FEEE TE TE EE TY TE EE TY
Data |
CLE A SR SR SR LR LR EE TE LE T

I I

N N
I I
T- -+
+-

Figure 6: Example Internet Datagram

Now the first fragment that results from splitting the datagram after 256 data
octets.

1 2 3
2 34567 890123456789 012345¢6789°01
e e e kT et e R e e A e el T A e A T e e e
4 |

| Ver = IHL =5 | Type of Service | Total Length = 276
LR R T T P S L FE L P TE L FEEE S S RE P TR EL EE TR EE EY Y TETE TF L
| Identification = 111 | Flg=0 | Fragment Offset = 32 |
LR L R EE T P S R FE L FE TR R SR R P RE SE PR R EE TR EE B TY T T TE L
| Time =119 | Protocol = 6 | Header checksum |
LR L R EE T P S R FE L FE TR R SR R P RE SE PR R EE TR EE B TY T T TE L
| Source address |
LR L R EE T P S R FE L FE TR R SR R P RE SE PR R EE TR EE B TY T T TE L
| Destination address |
LR L R EE T P S R FE L FE TR R SR R P RE SE PR R EE TR EE B TY T T TE L
| Data |
L EE L CE LR T PR E PR L FE L FETE LY FEEE SR SE RE P TR ST EE TR EE B Y T TE TE L
Data

0
01

Data

S L EE T EE P P L PR FESE S TE L R SR EE EE TR FEEE TF TE EE TY TE EE TY
Data

e L e R S R R S P ST S AL S R S LR EE R LR EE AL LR EF L TE XL

I I

N N
I I
T- -+
+-

Figure 7: Example Internet Fragment
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74

I
N

I
+-
|
+-

And the second fragment.

0 1 2 3
+9+1+?+§+f+§+§+z+§+9+9+1+?+§+f+§+§+z+§+?+9+1+%+§+f+§+§+z+§+?+9+1+
| Ver=4 | IHL =5 | Type of Service | Total Length = 216 |
E EE CE TE T P e S T ST S TR LR L P Y TR R T YT T TR L TR T TF T TE TE
| Identification = 111 | Flg =0 | Fragment Offset = 32 |
+-+-t-d-t-t-t-t-t-t-t-t -ttt -ttt -ttt -ttt -t-t-t-+-+-+
| Time = 119 | Protocol = 6 | Header Checksum |

LR L R EE T P S R FE L FE TR R SR R P RE SE PR R EE TR EE B TY T T TE L
| Source address |
LR R S T T P L PR PE L PE LR Y PR FE PE PE PE PR R P TR PE FY BT T EE BE L
| Destination address |
LR L R EE T P S R FE L FE TR R SR R P RE SE PR R EE TR EE B TY T T TE L
| Data |
CEE EE L CE LR PR PR FE L FETELE FEEE S SE RE S PR ST EE TR Y EY ¥ T TE TF L
Data

Data
S L T T S P P L PE R FE EE S T L R TR EE EE TR FEEE TF TE EE TY TE EE TY
Data
I S ST ST SE LY TEEY LT T R LY T EY TT

I
X
I
-+

Figure 8: Example Internet Fragment

Example 3:

Here, we show an example of a datagram containing options:

3

1 2
567 890123456 78901234567 8901
e T e e e A e e Tt b b T B R D A R R T E R e

+ +
| | HL=8 | TypeofService | Total Length = 576 |
+ A A I Re
| Identification = 111 | Flg=o0 | Fragment Offset = 0 |
S S R A A RS
| Time = 123 | Protocol = 6 | Header Checksum |
dododobodododobotodobod bbbttt obo bbb tod bbbttt
| Source address |
S A A AR RS
| Destination address |
T S R A A RS
| Opt. Code = x | Opt. Len=3 | Option value | Opt. Code = x |
S R A AR RS
| Opt. Len=4 | Option value | Opt. Code =1 |
T S R A A RS
| Opt. Code =y | Opt. Len=3 | Option value | Opt Code=0 |
S R A A RS
I Data
Y

+

|

I
N
Data I

e R T I P e A S I S PR LS S S EE ST FE PR LY ST EE T LT BT TE EY LT TE ET
Data |

e R T I P S A S I S PR L SR S S EE ST FE L LY ST EE T TF BT TE EY LT TE ET

Figure 9: Example Internet Datagram
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APPENDIX B
DATA TRANSMISSION ORDER

The order of transmission of the header and data described in this document is
resolved to the octet level. Whenever a diagram shows a group of octets, the order
of transmission of those octets is the normal order in which they are read in
English. For example, in the following diagram the octets are transmitted in the
order they are numbered.

0 3
0

012345678901234567890123456789 1

R T RN e R A A A P T i P F AR F TR TS
| ; | 2 | 3 | 4 |
S N T
| 5 | 6 | 7 | 8 |
T S N T s
| 9 | 10 | 11 | 12 |

R A L Tk L T T T T P T R P A L Tk T EE PR P e
Figure 10: Transmission Order of Bytes

Whenever an octet represents a numeric quantity the left most bit in the
diagram is the high order or most significant bit. That is, the bit labeled O is the
most significant bit. For example, the following diagram represents the value 170
(decimal).

01.2.3 4567
SR EE EE B R
|1 010101 0]
SR T TE TR R

Figure 11: Significance of Bits

Similarly, whenever a multi-octet field represents a numeric quantity the left
most bit of the whole field is the most significant bit. When a multi-octet quantity
is transmitted the most significant octet is transmitted first.
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APPENDIX C
AN EXAMPLE UPPER LEVEL INTERFACE

The following two example calls satisfy the requirements for the user to
internet protocol module communication ("=>" means returns):

SEND (src, dst, prot, TOS, TTL, BufPTR, len, Id, DF, opt => result)
where:

src = source address

dst = destination address

prot = protocol

TOS = type of service

TTL = time to live

BufPTR = buffer pointer

len = length of buffer

Id = Identifier

DF = Don’t Fragment

opt = option data

result = response

OK = datagram sent ok

Error = error in arguments or local network error

Note that the precedence is included in the TOS and the security/compartment
is passed as an option.

RECY (BufPTR, prot, => result, src, dst, TOS, len, opt)
where:

BufPTR = buffer pointer

prot = protocol

result = response

OK = datagram received ok

Error = error in arguments
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len = length of buffer

src = source address

dst = destination address

TOS = type of service

opt = option data

When the user sends a datagram, it executes the SEND call supplying all the

arguments. The internet protocol module, on receiving this call, checks the
arguments and prepares and sends the message. If the arguments are good and the
datagram is accepted by the local network, the call returns successfully. If either
the arguments are bad, or the datagram is not accepted by the local network, the
call returns unsuccessfully. On unsuccessful returns, a reasonable report must be

made as to the cause of the problem, but the details of such reports are up to
individual implementations.

When a datagram arrives at the internet protocol module from the local
network, either there is a pending RECV call from the user addressed or there is
not. In the first case, the pending call is satisfied by passing the information from
the datagram to the user. In the second case, the user addressed is notified of a
pending datagram. If the user addressed does not exist, an ICMP error message is
returned to the sender, and the data is discarded.

The notification of a user may be via a pseudo interrupt or similar mechanism,
as appropriate in the particular operating system environment of the
implementation.

A user’s RECV call may then either be immediately satisfied by a pending
datagram, or the call may be pending until a datagram arrives.

The source address is included in the send call in case the sending host has
several addresses (multiple physical connections or logical addresses). The
internet module must check to see that the sourceaddress is one of the legal
address for this host.

An implementation may also allow or require a call to the internet module to
indicate interest in or reserve exclusive use of a class of datagrams (e.g., all those
with a certain value in the protocol field).

This section functionally characterizes a USER/IP interface. The notation
used is similar to most procedure of function calls in high level languages, but this
usage is not meant to rule out trap type service calls (e.g., SVCs, UUOs, EMTs), or
any other form of interprocess communication.
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