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L&i néi dau

TCVN 10176-8-4:2017 hoan toan twong dwong véi 1SO/NEC
29341-8-4:2008

TCVN 10176-8-4:2017 do Tiéu Ban ky thuat tiéu chuan quéc gia
TCVN/JTC 1/SC 35 Giao dién nguoi st dung bién soan, Tang
cyc Tidu chuan Do lwdng Chét lwgng d& nghi, Bd Khoa hoc va
Céng nghé céng bé.

B TCVN 10176-8 Cong nghé théng tin — Kién trac thiét bj UPnP
gbm céc tiéu chuén sau:

- TCVN 10176-8-1:2017 (ISO/IEC 29341-8-1:2008), Phan 8-1:
Giao thirc didu khién thiét bj internet gateway — Thiét bj internet
gateway

- TCVN 10176-8-2:2017 (ISO/IEC 29341-8-2:2008), Phan 8-2:
Giao thirc diéu khién thiét bj internet gateway — Thiét bi mang cuc
bd

- TCVN 10176-8-3:2017 (ISO/IEC 29341-8-3:2008), Phan 8-3:
Giao thirc didu khién thiét bj internet gateway - Thiét bj mang
dién rong

- TCVN 10176-8-4:2017 (ISO/IEC 29341-8-4:2008), Phan 8-4:
Giao thirc didu khién thiét bj internet gateway — Thiét bi két nbi
mang dién rgng

- TCVN 10176-8-5:2017 (ISO/IEC 29341-8-5:2008), Phan 8-5:
Giao thirc diéu khién thiét bi internet gateway — Thiét bi diém truy
cép mang cuc bd khdng day

- TCVN 10176-8-10:2017 (ISO/IEC 29341-8-10:2008), Phén 8-10:
Giao thirc diéu khién thiét bi internet gateway — Dich vy quan ly
c4u hinh host mang cuc b

- TCVN 10176-8-11:2017 (ISO/IEC 29341-8-11:2008), Phan 8-11:
Giao thirc didu khién thiét bi internet gateway — Dich vy chuyén
tiép tang 3

- TCVN 10176-8-12:2017 (ISO/IEC 29341-8-12:2008), Phan 8-12:
Giao thire didu khién thiét bj internet gateway — Dich vu xac thuc
lign két
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- TCVN 10176-8-13:2017 (ISO/IEC 29341-8-13:2008), Phan 8-13:
Giao thirc didu khién thiét bi internet gateway — Dich vy radius tir
may tram

B6 tiéu chudn qudc té ISO/NEC 29341-8 Information technology —
UPnP device architecture con cac tiéu chuén sau:

- ISO/IEC 29341-8-14:2008, Part 8-14: Internet Gateway Device
Control Protocol - Wide Area Network Cable Link Configuration
Service

- ISONEC 29341-8-15:2008, Part 8-15: Internet Gateway Device
Control Protocol - Wide Area Network Common Interface
Configuration Service

- ISC/IEC 29341-8-16:2008, Part 8-16: Internet Gateway Device
Control Protocol - Wide Area Network Digital Subscriber Line
Configuration Service

- ISO/IEC 29341-8-17:2008, Part 8-17: Internet Gateway Device
Control Protocol - Wide Area Network Ethernet Link Configuration
Service

- ISO/NEC 29341-8-18:2008, Part 8-18: Internet Gateway Device
Control Protocol - Wide Area Network Internet Protocol Connection
Service

- ISO/NEC 29341-8-19:2008, Part 8-19: Internet Gateway Device
Control Protocol - Wide Area Network Plain Old Telephone Service
Link Configuration Service

- ISO/EC 29341-8-20:2008, Part 8-20: Internet Gateway Device
Control Protocol - Wide Area Network Point-to-Point Protocol
Connection Service

- ISONEC 29341-8-21:2008, Part 8-21: Internet Gateway Device
Control Protocol - Wireless Local Area Network Configuration
Service
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Cong nghé thong tin - Kién trac thiét bj UPnP -
Phan 8-4: Giao thirc diéu khién thiét bi internet gateway -
Thiét bi két ndi mang dién rong

Information technology — UPnP device architecture -
Part 8-4: Internet gateway device control protocol — Wide area network connection device

1 Pham vi ap dung

Tiéu chudn nay phi hop véi kién truc thiét bi UPnP, phién ban 1.0.
Thiét bi kiét n6i WAN la thiét bi ao B4t budc xac dinh theo
urn:schemas-upnp-org:device:WANDevice

Mét thé hién cla thiét bi WAN duoc quy dinh theo thiét bi gbc
urn:schemas-upnp-org:device:internetGatewayDevice

Thiét bi két néi WAN 12 mét bd chira cho cac dich vy lién két va két néi dac trwng cho lién két trén
giao dién WAN. Hau hét cac kidu giao dién WAN c6 thé dugc mé hinh héa bdi thé hién don cua
thiét bi két ndi WAN. Tuy nhién, trong truedng hop DSL, mdi VC c6 thé ¢b cac thudc tinh lién két
duy nhét va ¢6 thé dugc cung cép cho cac dich vy két ndi ma khac véi cac VC khac. Trong
tredng hop ndy, méi VC s& dwge md hinh hda bdi thé hién cla thiét bj két ndi WAN. Ciing nhuw
vdy, trong truong hop modem POTS dya trén thiét bj internet gateway, mbi thé hién cla ISP
riéng biét c6 thé dwoc md hinh héa nhw mét thé hién cla thiét bj két ndi WAN.

Didu 2.3 mb ta chi tiét hon céc dich vu c6 trong thiét bj két néi WAN.
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Thiét bj internet gateway

Thiét bj WAN | Thiét bi két néi WAN -
Dich vy két ndi WAN **
Dich wy céu

- hinh  lidn  két 7
Dich wu cu §| | waN* :
'c‘a""u"nfﬁiu‘"é“ Dich vu két ndi WAN **
* POTS, DSL, cép, Ethernet e, 5 8

s ¢

*IP,PPP . e
‘-" 5 31\. e

Dich vu Thidt bi két REIWAN

chuyén tiép
tang 3

Hinh 1- Hé théng phéan cép dich vu va cac thiét b WANConnectionDevice
2 Xac dinh thiét bi

2.1 Kiéu thiét bi
Kiéu thiét bj sau day dinh danh thiét bi phi hop véi méu nay:

urn;schemas-upnp-org:device:WANConnectionDevice: 1

2.2 M0 hinh thiét bj

Céac san pham cho biét thiét bi kidu urn:schemas-upnp-org:device:WANConnectionDevice:1
phai thiec thi s lwgng phién ban téi thidu cla tit cd cac thiét bi va dich vu cai s8n bt budc quy
dinh trong bang duwoi day:



Bang 1 - Cac yéu cau cua thiét bj
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Kiéu thiét bi

Géc

Bat
budc
hoac
tay
chon

Kiéu dich vu

Bit bude
hodc tuy
chon

Dich vy ID'

WANPOTSLinkConfig:1

Tuy chon
cho cac
modem
POTS

WANPOTSLink
c1

WANDSLLinkConfig:1

Tuy chon
cho cac
modem
DSL

WANDSLLinkC1

WANCableLinkConfig:1

Tay chon
cho cac
m‘odem
gan

mang
Ethernet

WANCabielinkC
1

WANEthernetLinkConfi
a:1

Bat bujc
cho céc
modem
hé  tro
cac  két
noi  dya
trén PPP

WANEthLinkC1

WANPPPConnection:; 1

Bat budc
cho cac
modem

hé tro
cac  két
ndi dya
trén PP

Nhiéu thé hién
c6 thé thyc hién
trong thiét bj két
ndi WAN 13
WANPPPConn1
WANPPPConni
WANPPPConn1
Va wv...

- WANIPConnection: 1

Bat bude
cho céac
modem

hd trg
cac  két
néi dya
trén IP

Chi mét thé
hién & moi thiét
bi két ndi WAN
dwoc hinh dung
ra tai thei diém
nay, mdc du
thiét ké co thé
hé trg nhidu
thye hé trong
teong lai. Cac
10 dich vy cho
nhidu thé hién
séla
WANPPPConn1
WANPPPConn1
WANPPPConn1
Va vv...

Cac dich vy khong theo
chudn duwoc nha cung
cép UPnP cai san

Khong
theo
chuén

Chuwa xac dinh

Céc dich vy khéng theo
chudn dwgc nha cung cép
UPnP cai san

Chua
Xac
dinh

Khong
theo
chudn

Chwa xac dinh

Chuwa xéc
dinh

Chura xac dinh

a3t trudc bdi tién td urn:upnp-org:servicelD
CHU THICH: tr modem trong bang lién quan dén giao dign WAN (hodic thiét bi WAN)
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2.2.1 M6 ta cac yéu ciu thiét bj

M&i thiét bi két ndi WAN mé hinh hoa mot lién két trén giao dién WAN vat Iy. Thiét bi WAN c6 thé
chira mdt hodc nhiéu thé hién cua thiét bi két ndi WAN twong ty véi mét hodc nhiéu lién kiét linh
hoat trén modem. Dich vu c4u hinh giao dién chung cho WAN 1a mét dich vu trong thiét bj WAN
ma mé hinh héa cac thudc tinh va hoat djng chung théng qua tat ca cac lién két va tat ca cac thé
hién cta két ndi trén mot lién két.

2.2.2 Méi quan hé giiva cac dich vu

Bién trang thai DefaultConnectionService trong dich vu chuyén tiép téng 3 dé cap dén UDN
clia thé hién thiét bi kiét néi WAN — day la phan phu thudc bén ngoai. Ciing ¢ thé c6 cac phan
phy thugc gitra thé hién cy thé cla dich vy WAN*LinkConfig va WAN**Connection trong thiét bj
két ndi WAN.

2.3 Ly thuyét vin hanh

Cac két ndi internet duge bt dau tir giao dién WAN cdia IGD hodc dwoc chuyén tiép hay ndi cau
qua giao dién WAN. DSL ¢6 thé dwoc cung cép dé hd tror ddng théri nhidu mach do (Virtual
Circuits =VCs). M&i VC c6 thé dwoc cung cép 1an lwot d& hd trg mét hodc nhidu két ndi PPP hodic
mdt két ndi IP. D& tan dung cac kich ban nay, mdi thiét bi WAN bao gdbm mot hojc nhiéu thé hién
clia thiét bi két ndi WAN. Mot thiét bi két ndi mang bao gdm lién két logic va vt ly trén giao dién
WAN qua cac két ndi dwoc md hinh hoa. Thém nira, cac két ndi trén giao dién WAN c6 thé 1a kiéu
PPP ho#c IP. Cac két ndi nay dwoc mé hinh héa bdi céac thé hién cta dich vy
WAN{PPP/IP}Connection twong tirng. Cac dic tinh dic trwng cho lién két dwoc md hinh hoa
trong dich vy WAN{POTS/DSL/Cable/Ethernet}LinkConfig.

Theo kién truc thiét bi UPnP phién ban 1.0, sb lwong téi da clia cac thé hién cla thiét bj két nbi
WAN 14 tinh va quy dinh trong tai liéu mé ta thiét bi internet gateway. Twong tw, s lugng cac thé
hién clia dich vu WAN{PPP/IP}Connection chza trong mbi thiét bj két n6i WAN ciing dwoc quy
dinh trweéc.

Binh nghta cac dich vu WAN*LinkConfig' va WAN*Connection’ dwgc dua trén cac myc tiéu
sau day:

- Tinh @én sy khac biét gira cac kich ban truy cap internet ma doc lap véi cac kiéu modem sl
dung va céc kich ban céu hinh dc trung cho cac kiéu modem. Diéu nay cho phép viéc mé hinh
h6a dé dang hon cac kich ban két ndi khac nhau ddc 14p véi kidu modem co ban va cau hinh
cla né.

! Tham khdo céc dy thao DCP di kém cho cac md t3 WAN*LinkConfig cy thé va md ta cac bién nhv Ia
LinkType.

2 Tham khdo cac dy thdo DCP di kém cho cac mé 14 dich vy WAN*Connection cu thé va céc bién nhv la

PossibleConnectionType va ConnectionType.

10
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- H& tro hdu hét cac kidu két ni trién khai chung (bt ngudn tai giao dién WAN clia gateway hoic
chuyén tiép/ndi cau qua gateway)

- H& trg tao cAu hinh thi céng (co thé cin cac co ché an ninh ngoai bang thang hodc co ché diéu
khi&n truy cap) hoac tw dong clia cac théng sb trén modem

- Bam bao viéc m& rdng cac kiéu két néi méi trong twong lai.

Céc kich ban vé cdu hinh va tinh két ndi 12 doc lap véi nhau. Tuy nhién, c6 mét méi quan hé dwoc
bao ham trong cac diém didu khidn yéu clu hoan thanh cac hoat déng tao cdu hinh trudc tién
(trr phi qua trinh nay dwgc hoan thanh ty déng) trwdc khi bat diu moi hoat déng lién quan dén
két néi. Chu ¥ rdng viéc tao cdu hinh thd céng va tw déng cla modem Ia cac van hanh loai trir 13n
nhau trong hau hét cac trwdng hop. Thém niva, trong hdu hét cac kich ban trién khai, tao cau
hinh ty dong cé wu thé hon so véi tao cau hinh thl cong.

Qua trinh tao cu hinh va quan ly cac két néi WAN tiép theo thdng qua 3 bién:

- LinkType: néu dugc xac dinh trong dich vu WAN*LinkConfig thi bién nay sé& chi ra giao thirc
tao cdu hinh trén lién két cu thé. Bién nay co thé duoc thiét lap th( cong hodc thdng qua cor ché
ty dong (vi dy, AutoConfig® quy dinh béi DSLForum)

- PossibleConnectionTypes: chi quy dinh cac kiéu két ndi dwoc phép trong thirc thi riéng cho
céu hinh lién két modem cu thé (dwoc chi ra bdi gia tri cha LinkType). Bién nay dugc xac dinh
trong dich vu WAN*Connection.

- ConnectionType: chi ra kidu két néi cy thé dwoc lwa chon tir cac két ndi dwoc phép trén mét
lién két dwoc chi ra bdi PossibleConnectionTypes. Bién nay dwoc xac dinh trong dich vy
WAN*Connection.

Hinh 2 minh hoa qua trinh quan Iy tao cAu hinh va két néi st dung modem DSL. Chl y réng bén
tao cAu hinh va ngudi st dung cac két ndi tiép theo khong cén la cac thé hién gibng nhau. C6 4
budc dwoe mbd ta dwdi day:

- Budc 1: Thé hién tao cu hinh thiét [ap bién LinkType cho gia tri thich hop.

- Buéc 2: Gia trj clia bién LinkType dwoc két hgp véi cac kha nang clia modem dé dua ra danh
muc cac kiéu két ndi danh cho ciu hinh riéng.

- Bwéc 3: Bién PossibleConnectionTypes duwoc cap nhat véi danh muc nhén duoc tir
buwée trén.

- Buéc 4: Sau do, diém didu khién co thé bt dAu PossibleConnectionTypes mét két ndi
béng cach thiét lap bién ConnectionType cho gia tri t¢ danh sach quy dinh trong

PossibleConnectionTypes. Trong buéc nay diém didu khién danh gid cac kha nang cla

% Tham khao dién dan DSL website (www.dslforum_org) Gé biét thém chi tiét.

1
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chinh né d6i véi cac kha ning thé hién trong PossibleConnectionTypes Va la chon mot kha
ndng phi hop cho viéc s dung. Trong moét sd kich ban trién khai, gia tri cla bién
ConnectionType c6 thé chi doc tir bdi canh diém diéu khién.

Lap cu hinh thil ¢dng qua Co ché 14p céu hinh 1y dbng
didm diéu khién UPnP

\OR /

Céu hinh lién két

Bwéc 1
Dich vy cdu hinh lién két Budc 3
DSL WAN C&p nhat
Kidu lién két \. 6t né
Dich vy két ndi PPP WAN
Buéc 2

Cac kh ning vé han ché / f;ac kidu két néi co thé xay
clia modem

kiéu két nbi

Bwoc 4
E

Diém dibu khién thiét
lap két ndi

Hinh 2 - Quan ly tao ciu hinh va két nbi

Bang sau day liét ké cac két hop hop 1é clla LinkType va PossibleConnectionTypes c¢ling
nhu kiéu dich vu két ndi cho cac kidu giao dién WAN khac nhau.

Kiéu Kiéu lién két Cac kha nidng | Cac kiéu két ndi | Kiéu dich vu két néi
modem sdn ¢ cla ¢6 thé thwe hién
modem dwoc

DSL Khong cdu hinh [ Knéng ap dung | Khong cdu hinh | Khéng 4p dung
EoA’ Bridge IP_Bridge Két ndi IP WAN

Router IP_Routed Két néi IP WAN

IPoA Router IP_Routed Két ni IP WAN

CIP Router + CIP IP_Routed Két n6i IP WAN

|

4 ¥ i £ 3 =, e . P
Tham khéo cac mé ta dich vy WAN*LinkConfig cho mdt mé ta chi tiét hon vé mdi trong sé cac gia tri cia
LinkType va PossibleConnectionType.

12
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Kiéu Kiéu lién két Cac kha ndng | Cac kiéu két ndi | Kiéu dich vu két nbi
modem san cé cla c6 thé thyc hién
modem dwoc
PPPoA Router IP_Routed Két ndi PPP WAN
PPTP Relay PPTP _Relay Két ndi PPP WAN
PPPGE Relay PPPoE_Relay Két ndi PPP WAN
L2TP Relay L2TP_Relay Két n6i PPP WAN
DHCP Spoofer | DHCP_Spoofed | Két n6i PPP WAN
PPPoE Router [P_Routed Két néi PPP WAN

PPTP Relay PPTP _Relay Két néi PPP WAN
L2TP Relay L2TP_Relay Két n6i PPP WAN
Bridge PPPoE_Bridged | Két ndi PPP WAN
DHCP Spoofer DHCP_Spoofed | Két ndi PPP WAN

Cable Ethernet Router IP_Routed Két nbi IP WAN
Bridge IP_Bridged Két ndi IP WAN

POTS DialupPPP Router IP_Routed Két ndi PPP WAN

Gan mang | Ethernet Két ndi IP WAN

Ethernet

(bén ngoai)
Bridge iP_Bridged Két ndi 1P WAN
Router* IP_Routed Két ndi PPP WAN

*Cha thich cho nguwdi thyc thi: cac kiéu két néi dya trén PPP, khoi nguén ti» giao dién WAN cla

IGD, c6 thé thwe hién dugc cho modem bén ngoai gdn mang Ethernet, hau hét thong qua lién két
Ethernet hodc IP. Vi dy, két nbi PPPoE c¢6 thé bét ngudn trén giao dién WAN ciia IGD, két thic tai
ISP head-end(trung tam thu phat tin hiéu), v&i modem gén bén ngoai hoat ddng nhu mdt céu néi

Ethernet truyén qua. Tuy nhién, viéc md hinh hoa (cac) kiéu két ndi nay cé thé yéu clu cac bién
bd sung va’hodc cac hoat déng trong dich vy két néi PPP WAN ma khong dugc xac dinh b&i Ban
IGD working committee. N&u cén, cac tinh nang nay nén dwoc thuc thi nhw cac phan mé rong

cua nha cung cép.

3 M0 ta thiét bi bang XML

<?xml version="1.0"2>

<root xmlns="urn:schemas-upnp-org:device-1-0">

<specVersion>

<major>l</major>

<minor>0</minor>

13
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</specVersion>
<URLBase>base URL fcr all reiative URLs</URLBase>
<device>
<deviceType>urn:schemas-
upnporg:device:WANConnectionlevice:i</deviceType>
<friendlyName>short user-friendly titie</friendlyName>
<manufacturer>manufacturer name</manufacturer>
<manufacturerURL>URL to manufacturer site</manufacturerURL>
<modelDescription>long user-friendly title</modelDescription>
<modelName>model name</modelName>
<modelNumber>model number</modelNumber>
<modelURL>URL to model site</modelURL>
<serialNumber>manufacturer's serial number</serialNumber>
<UDN>uuid:UUID</UDN>
<UPC>Universal Product Code</UPC>
<iconList>
<icon>
<mimetype>image/format</mimetype>
<width>horizontal pixels</width>
<height>vertical pixels</height>
<depth>color depth</depth>
<url>URL to icon</url>
</icon>
<!-XML dé& khai béo cac biéu tuong khac, néu cé -->
</iconList>
<serviceList>
<service>
<serviceType>urn:schemas~
upnporg:service: WANDSLLinkConfig®:1</serviceType>
<serviceld>urn:upnp-org:servicelId: WANDSLLinkCl</serviceld>
<SCPDURL>JRL to service description</SCPDURL>
<controlURL>URL for control</controlURL>
<eventSubURL>URL for eventing</eventSubURL>
</service>
<service>
<serviceType>urn:schemas-upnp-
org:service:WANPPPConneCtionS:1</sezviceType>
<serviceld>urn:upnp-org:serviceld: FANPPPConnl</serviceld>
<SCPDURL>YRL tc¢ service description</SCPDURL>
<controlURL>URL for control</controlURL>
<eventSubURL>URL for eventing</eventSubURL>

® CHU THICH cho nha thie thi: Khuén mAu nay dai dién cho mot kiéu lién két - trong tredng hop nay la
DSL. Phu thuéc véo kiéu modem, tén dich vy dac trung cho thiét bj bd sung hoac thay thé

§ CHU THICH cho nha thye thi: Khudn méu nay dai dién cho mat kiéu két ndi - trong trwdng hop nay 12
PPP. Phy thugc vao kidu modem, tén dich vu bd sung hodc thay thé

14
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</service>
<!-- Cic khai bado cho cac dich vy khac dugc nha cung cdp UPnP thém vdo (néu
cd) -=> J
</serviceList>
<devicelist>
<!-mé td cac dich vy cai s3n do nhd cung clp UPnP them vao {néu cé) -->
</devicelist>
<presentationURL>URL for presentation</presentationURL>
</device>
</root>

4 Kiém thi

Khéng c6 cac kiém tht v& ngtr nghia ndo dwoc xac dinh trong thiét bi nay.

15
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Phu luc A
{Tham khao)
Cac tiéu chuin goc vé UPnP
Trong tiéu chudn nay, c6 thé tao ra tham chiéu dén cac tiéu chuin gbc vé UPnP. Cac tham chiéu
nay nham muc dich duy tri tinh nhat quan gi®a cac dic ta do ISO/IEC va hiép hdi cac nha thuc

thi UPnP cong bd. Bang sau day chi ra cac tiéu dé tiéu chudn UPnP va phén twong (ng cla
TCVN 10176 (ISONEC 29341)

Tiéu dé tiéu chuin vé UPnP Tiéu chuan twong ng

Kién trac thiét bj UPnP phién ban 1.0
Thiét bi co s& UPnP

Kién tric &m thanh va hinh dnh
Thiét bi két xuat media

Thiét bi may chl media

Dich vu van tai am thanh va hinh anh
Dich vu quan ty két ndi

Dich vy thw muc néi dung

Dich vu kiém soat két xuét

Thiét bi két xuat media mirc 2

Dich vy may chl media mirc 2
Khudn méu cau tric d liéu

Dich vy van tai 4m thanh va hinh dnh méc 2
Dich vy quan ly két ndi mire 2

Dich vu thw muc ndi dung miec 2
Dich vy kiém soat két xuét mirc 2
Ghi chép dinh ky mirc 2

Thiét bi camera an ninh sé

Dich vu chup anh dgng an ninh sé
Dich vu cai d&t camera an ninh sé

Dich vu chup anh khéng ddi an ninh sé

16

(ISO/IEC 29341-1)
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