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L néi dau

TCVN 12819:2020 dirge x4y dipng dira trén co s& tham khdo “collaborative
Protection Profile for Stateful Traffic Filter Firewalls” duoc phat trién bai
Cdng ddng ky thuat mang quéc té va dugc phé chuldn bdi CCRA, phién ban
1.0, nhgay 27/02/2015.

TCVN 12819:2020 do Cuc An toan thdng tin bién soan, B Thing tin va

Truyén théng d& nghi, Tong cuc Tiéu chuan Bo lwdng Chat lwong thdm
dinh, Bé Khoa hoc va Céng nghé ¢dng bd.



TIEU CHUAN QUOGC GIA TCVN 12819:2020

Cong nghé théng tin - Cac ky thuat an toan - H6 so bao vé cho
thiét bj twéng 1ra loc lwu lwong ¢6 trang thai

information Technology - Security techniques - Prolection profile for Stateful Traffic Filter
Firewalls

1 Pham vi ap dung

Tigu chudn nay quy dinh hé so bao vé& cho thiét bj tiréng Itra loc Iuru lgng cb trang thai, thé hign cac
yéu cAu chirc ndng an toan (SFR) va yéu cdu dam bao an toan (SAR) déi vé&i thiét bj twémg Ilra loc Iy
lvong co trang théi. Céc hoat ddng danh gia cu thé ma td chirc ddnh gia thire hign nhdm xéc dinh xem
mét san phdm cé dap (ng hay khdng céc SFR néu trong tiéu chuan nay dwgc md ta trong [SD-ND] va
[SD-FWI.

Tiéu chudn nay 4p dung vo qud trinh d4nh gid an toan théng tin @i véi thiét bi twimg Ilka loc vy
lwvong cb trang thai theo c¢dc tiéu chi danh gia duge quy dinh trong TCVYN 8709-1:2011
(ISONEC 15408-1:2009), TCVN 8709-2:2011 (ISOMEC 15408-2:2008) va TCVN 8709-3:2011
(ISO/IEC 15408-3:2008).

2 Tai liéu vién dan
Cac tai liéu vién dan sau day 13 can thiét dé ap dyng ddi vai tieu chudn nay. D& vii tai liéu vién dan ghi

n3m cong b thl 4p dung phién ban dwoc néu. oI vdi 1l lidu vien dan khong ghi ndm cdng bé thl ap
dung phién ban méi nhat (bao gbm ca phién ban stra ddi, bd sung).

TCVN 8709-1:2011 (ISO/MEC 15408-1:2009), “Céng nghé thong tin - Cac k¥ thuat an toan - Cac tiéu chi
dénh gla an toan CNTT - Phan 1: Gi6i thiéu va mé hinh tdng quat”.

TCVN 8709-2:2011 (ISO/MEC 15408-2:2008), "Céng nghé thong tin - Cac ky thuat an toan - Cac tiéu chi
danh gia an todn CNTT - Phén 2: Céc thanh phan chirc ndng an toan”.

TCVN 8709-3:2011 (ISO/IEC 15408-3:2008), “Cang nghé théng tin - Cac k¥ thuat an toan - Cac tiéu chi
dénh gia an todn CNTT - Phan 3: C4c thanh phin dam bao an toan".

TCWVN 11388:2016 (ISONEC 18045:2008), “Cong nghé thong tin - Cac ky thudt an toan - Phuong phap
dénh gia an todn céng ngh# théng tin” [CEM].

Evaluation Activities for Stateful Traffic Filter Firewalls cPP (Céc hoat dong dénh gi doi v6i hé so béo
vé cho tudmg Iva fpe i lugng co trang théi), Phién ban 1.0, 27/2/2015 [SD-Fw].

Evaluation Activities for Network Device ¢PP (Céc hoat ddng danh gia ddi véi hd so béo vé cho thiét bj
mang), Phién ban 1.0, 27/2/2015 [SD-ND].



TCVN 12819:2020

3 Thuat ngir va djnh nghia

Tiéu chudn nay s& dung cac thuat nglr va dinh ngha trong TCVN 8709-1:2011 va céc thuét nglr sau:
31

Quan trj vién (administrator)

Nguéi diing c6 quyén quan Iy 8é cAu hinh hode cap nhat TOE.

3.2

Bao dam (assurance)

Co s& dé tin cy ring mét TOE théa man cic SFR [xem TCVN 8709-1:2011],

33

Chudi khéa (key chaining)

Phuong phap st dyng nhigu I6p khda ma hda dé bao vé dir ligu, Khéa lop trén ma hda khoa lop dudi,
khoa lép dudi ma hda div liéu; sd lwong cac |6p khoa la bat ky.

3.4
Quan trj vién an toan (security administrator)

Khai niém quan trj vién an todn va quan fri vién dwoc s dung theo céch cb thé hoan déi nhau trong

tiéu chudn nay.
3.5
Dich danh gia (Target of Evaluation - TOE)

Mot tp phan mém, phén sun va/hodc phin efng cung véi tai lidu hwéng dan néu co [xem TCVN
8709-1:2011].

36
ChiFc ndng an toan clia TOE (TOE Security Functionality - TSF)

Tinh néng két hop tat ca phdn cing, phan mém, va phan sun cla TOE ma dya vao dé TOE méi thwe
thi dugre chinh xdc cac SFR [xem TCVN 8709-1:2011].

3.7

D lieu chlec ndng an todn cta TOE (TSF data)

D liéu cho hoat ddng clia TSF lam co s& cho thyre thi cdc yéu cdu.
4 Ky higu va thuat ngir viét tat

AEAD Chudn mat ma hda cé xac thye véi dir - Authenticated Encryption with
lieu dwore lién két Associated Data

10



AES
CA
CNTT
CBC
CRL
CH

DSA
ECCH

ECDSA

EEPROM

FIPS

GCM
HMAC

HTTPS

IP
IPsec
NIST

OCSP

PP
RBG
RSA
SAR
SD

SFR

Chuén ma héa ning cao

Té chire chitng thyre

Caong nghé théng tin

Chudi mat ma khdi

Danh sach cac ching thy bj thu hdi

Thuat toan/phrong phép trac déi khéa
Diffie-Heliman

Thuat toan chir ky sb

Diffie-Hellman dwa trén dwéng cong
elliptic

Thuat toan chi kj sb dya trén dudng
cong elliptic

B& nhé chi doc 6 thé 1ap trinh x6a
dién

Céc chudn x ly théng tin lién bang

Ché dd dém Galois

Ma xac thyre théng digp ham bdm cd
khéa

Giao thire truyén dan siéu van ban an
toan

Giao thirc Internet

Giao thirc Internet an todn

Vién fiéu chudn va céng nghé quéc gia
{(Hoa Ky)

Giao thure kiém tra trang théi ching thu
trc tuyén

Hé so bao vé

Bo sinh bit ngau nhién

Thuat toan Rivest Shamir Adleman
Yéu cau bdo dam an toan

Tai liéu hé try

Yéu cau chirc nding an todn

TCVN 128158:2020

Advanced Encryption Standard
Cerlificate Authority
Information Technology
Cipher Block Chaining
Cerlificate Revocation List

Diffie-Hellman

Digital Signature Algorithm
Elliptic Curve Diffie Hellman

Elliptic Curve Digital Signature
Algorithm

Electrically Erasable Programmable
Read-Only Memory

Federal Information Processing
Standards

Galois Counter Mode

Keyed-Hash Message Authentication
Code

HyperText Transfer Protocol Secure

Internet Protocol
Internet Protocol Security

National Institute of Standards and
Technology

Online Cerificate Status Protocol

Protection Profile

Random Bit Generator

Rivest Shamir Adleman Algorithm
Security Assurance Requirement
Supporting Document

Security Functional Requirement

1"
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SHA Thuat todn bam ho SHA Secure Hash Algorithm

SSH V6 boc an toan Secure Shell

ST Bich an toan Security Target

TLS An toan ting giac van Transport Layer Security

TOE Bich danh gia Target of Evaluation

TSF Chirc nang an toan TOE TOE Security Functionality

TSS Pic t2 tom tit cia TOE TOE Summary Specification

VPN Mang riéng ao Virtual Private Network

ATS Mat ma khéi c6 the tinh chinh XEX (XOR Encrypt XOR) Tweakable

Block Cipher with Ciphertext Slealing
5 Gi&i thiéu Hé so bao vé
5.1 Téng quan vé TOE

Tiéu chudn ndy néu rd cac yéu cau dé danh gid cac tudmg Iira loc Iy Iwgng c6 trang théi (sau day gol
tat la twong Itva). Cac san phm nay 1 cac thiét bi bao v& ranh giéi nhu céc tweng Ira chuyén dyng,
cac bd dinh tuyén, cac thiét bj chuy&n mach duor thiét ké dé kiém soat ludng thang tin gitra cac mang
kél ndi. Trong mét sb trwong hep, cac twdmg Itra thye hién céc tinh ndng an toan cé chirc nang tach
biét hai mang riéng biét - m{t mang déng tin cay hodc dwgc bdo vé va mit mang ndi bd hodc bén
ngoai khéng tin cAy nhu Internat - d6 chi 13 mét trong nhidu (ing dung co thé c&. Thuéng thi twéng lira
c6 nhiéu két néi mang vat Iy kha dyng cho nhiéu cAu hinh cling nhu cac chinh sach vé ludng thong tin
mang.

Céac TQE phan tan n&m ngoai pham vi clia tiéu chudn ndy va di kién s& duge dua vao trong pham vi
clia phién ban tiép theo.

5.2 Cac trwéng hop siv dung TOE

Tigu chudn nay d& ¢ap téi tudng Ira thue hién loc luu lwong & tAng mang 3 va 4. Mat twéng Itra 14 mét
thiét bj bao gdm phn cirng va phan mém dwgc két ndi véi hai hodc nhigu mang riéng biét va cé vai trd
l4 co sé& ha fang trong téng thé mang doanh nghiép.

Loc Iuru leng cb trang théi co § teéng la trdng Iva sé theo déi trang théi clia tirng két ndi théng qua
nd va ¢ kha nang chin cac gdi di¥ liéu khdng thudc vé& mat ludng théng tin hop 1€, Théng tin nhw sé
th» tw TCP, cac ACK, céc tly chon [P cling dwoc lwu lai bang cach lwu trly cac sé lidu vao bang trang
théi déng. Cac can nhic khac trong viéc dwa ra quyét dinh chép nhan, chin, hodc ghi nhat ky cic gdi
tin 1a dwa vao cac cBng va dia chi IP ngudn va dich hoic khi cac dia chi ngudn hodc dich khéng phi
hop v&i céc giao dién dwoe Ginh céu hinh.

Céc phién ban sau clia tiéu chun nay s& dugc dwa vao chirc ndng tiy chon (vl dy: ché @8 trong suét),
Céc hd so bdo vé trdng Iva twong lai sé dwrge s dung d& chi dinh cac bo chirc ning bd sung (vi dy:

12
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loc tng dung). Trong tiéu chun nay, cic tinh ning bé sung nhu vy dwec bd qua nhdm phyc vu cho
my¢ dich danh gia trlr khi ching c6 thé ¢6 mét 56 anh hudng v& cac yéu cAu an toan duwgce néu & day.
Trong khi c6 nhiéu thiét bi sé dwoe danh gid theo tiéu chudn nay cé kha ndng thirc hién NAT hodc
PAT, sé khéng co yu cau ndo quy dinh vé kha nang nay.

6 Cac tuyén b tuan thu

Nhw da néu trong tai liéu vién din, tigu chuan nay:

- tuan thi véi TCVN 8709-1:2011; TCVN 8708-2:2011 va TCVN 8709-3:2011;

- 12 m& rgng Phan 2 (TCVN 8709-2:2011) va tuan thi Phan 3 (TCVN 8709-3:2011);
- khéng tuyén b tuan thl v&i hd so bao vé& nao khac,

Phweng phép 4p dung & danh gia hd so bao v& dwye néu trong [CEM). Hd so bdo vé ndy dap (ng
cac ho bado ddm sau day. APE_CCL.1, APE_ECD.1, APE_INT.1, APE_OBJ.1, APE_REQ.1 va
APE_SFD.1,

D& phl hop Vol tiéu chudn nay, mot TOE phai chirng minh s tuén tha chinh x&c. Sw tuan th chinh
xac, nhur 14 mot tap con ela sy tuan thl nghiém ngat dwoc néu trong TCWN 8709, dwgre dinh nghia la
ST chira 14t c& cac yéu cAu trong didu 9 (d3y la nhirng yéu cdu bt budc) cia tiéu chudn nay va cac
yBu cau cb thé co tlr Phy lyc A (day la nhirng SFR tly chon) hodic Phu lyc B (d4y la cac SFR dya trén
Iwa chon, mjt sb s 12 bat bude theo cac Iywa chon duge duwa ra trong cac SFR khac) cla tigu chuln
nay. Trong khi phép lap duoc cho phép, khang ¢6 yéu ciu bd sung nao (theo TCVN 8709-2:2011 ho#c
8709-3:2011, hodc dinh nghia v& céc thanh phin dugc mé ring chira co trong tiéu chuan nay) duge
phép dwa vao ST. Hon nira, khdng c6 yéu ciu ndo trong diéu 9 cda fiéu chudn nay dugc phép bé qua.

7 M6 ta cac vin dé an toan

Mt terang Itba I9c Iuu luong ¢b trang thai (dgc xac dinh 13 mét thiét bj loc iru Igng mang cac tang 3
v3 4 (IP va TCP/UDP}) duorc t8i wu héa théng qua kiém tra géi fin ¢ trang thai) duge st dung nhdm
muyc dich cung cép moét bd cac yéu clu t6i thidu, co ban nhdm gidm thiéu cidc mél de doa da duoc xéc
dinh v& mb ta rd rang.

Twirng Itra 6 kha néing dbi sanh cac géi tin toi mot két nbi da kich hoat (va duwgc phép) da biét va cho
phép cac gbi tin nay, chan cac géi tin khac. Tuong Ia thuong ¢é chire nang nhue [a mat thiét bj ranh
gidi gilra hai mién an toadn mang riéng biét, va do d6, phai cung clp mét bd chirc néng an toan théng
thuréng toi thidu, Cac yéu chu chirc ndng nay xac dinh rd cac giao tiép dugc y quyén v&i tudng lira,
céc kha nng kiém todn, céc truy cip nguwrdi ding, cac qua trinh cap nhat, va cac thl tyc tyw kiém tra
cho cac thanh phin quan trong.

7.1 Cac méi de doa

13
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Cac méi de doa di véi twéng Itra dugc phan nhém theo cac Iinh vige chive ning clia thiét bj trong cac
didu dwo day.

7.1.1 Céc giao tiép voi twdng liva

Mot turang Iva két ndi véi cac thiét bi mang va céc thue thé mang khac. Cac diém cudi clia két ndi nay
c6 thé cach xa v& mat dia Iy va logic va ¢6 thd di qua mét loat cac hé théng khac. Cdc ha théng trung
gian cd thé khang déng tin cay tao ra céc co hoi giao tiép trai phép véi twding Ilra hodc gay hai dén cac
giao tiép duoc (y quyén. Chirc ning an toan ciia twérng Iva phai co kha nang bdo vé bat ky leu luong
mang quan frong ndo (lwu lwong truy cdp quan tri, lwu legng xdc thye, vy lwong kiém toan...). Viée
glao tiép véi twérng Ilra chia thanh hai loai: giao tiép dwoc Gy quyén va tral phép,

Giao tiép degc Gy quyén bao gém lwu lwgng mang binh thudng duge cho phép theo chinh sach dugc
kh&i nguén va két thic tir twéng Itra theo vén di cla myc dich thiét ké. Didu nay bao gdm lwu lwong
mang quan trong, chéng han nhu quan trj tuong Ira va giao tiép v&i mét may chi xac thire hoéc ding
nhap kiém toan, ma ddi hdi mét kénh an toan dé bao vé giao tigp. Chike nang an toan clia twdng Ika
bao gbm kh& ndng dam bao chi cho phép céc giao tiép dwgc Gy quyén va kha néng cung cip mét kénh
an toan cho Iru lrgng mang quan trong. BAt ki giao 1iép khic véi nhirng diéu trén dwoc xem la giao
tiép tral phép.

Cac mébi de doa chinh dbi v&i cac giao tiép twong I0ra dwoc d& cép trong tigu chudn nay tép trung vao
mdt thire thé bén ngoal, tréi phép o truy cép, slra abi hodc tiét 16 lwu lvong mang quan trong. Viéc s
lya chon céc thuat todn ma héa kém hodc st dyng céc giao thire dwdng hdm khéng chuan hoa clng
nhu céc y quy®n quan trj yéu, chang han nhu diing mat khau d2 doan hodc sit dyng mét khau mac
dinh, s& cho phép mot tac nhan de doa truy cap trai phép vao tedng Iva. Ma hoa yéu hay khéng c6 ma
héa hdu nhw khang cb hodc co rét it sy bdo vé lwu lwgng truy cdp, cho phép tac nhan de dga doc, thao
tAc varhodc kidm soat cac d liéu quan trong mét cach dé dang. Céc giao thirc dwirng hdm khéng
chuén héa khéng chi giéi han kha néng trrong tac clia twéng Ira méa con thieu s dam bao va tiéu
chufin hoa tin cay.

7.1.1.1 TUNAUTHORIZED_ADMINISTRATOR_ACCESS

C4c téc nhan de doa ¢ thé cd gang lay dwoc quyén truy cap cla quan trj vién d& vao tuéng I0a bing
cac céch thirc bét chinh nhw: gia mao quan trj vién cla tuwéng liva, gia dang tréng Iira doi véi quan tri
vién, phat lai phién quan tr (toan b hodc cac phén duwgc chon), hoac thuc hién céc cudc tan cdng
trung gian, s& cé dwgc truy cap vao phién guan trj, hodc cac phién gitra tudng Ilva va mdt thiét bi
mang. LAy dwoc thanh céng quyén truy cp qudn tri s& cho phép cac hanh ddng déc hai xam hai den
cac chirc néng bdo mat cla twdng IC0xa va mang mad nd cu trd.

7112 TWEAK_CRYPTOGRAPHY

Cac tic nhén de doa cd thé khai thac cac thuat toan ma héa yéu hodc thyre hién tAn cdng vét can débi
véi khdng gian khda, Céc thuat toan ma hoa, ché @6 va kich thwére khda duwge chon kém sé cho phép
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ké tAn cBng pha dugc thudt toan hoac tAn cang vét can khéng gian khoéa va cho phép ching truy cap
trai phép, doc, thao tac vathodc kifm soat lvu lgng véi nd e téi thiéu.

7.1.1.3 TUNTRUSTED_COMMUNICATION_CHANNELS

Céc tac nhan de doa cb the cb gang nhdm muc tiéu vao céc tudng Ilra khdng st dung cac giao thire
dwérng ham an toan duro tiéu chudn héa d& bao v@ Iy legng mang quan trong. K& tAn cang cé thé loi
dung cac giac thirc duge thiét ké kém hodc quan Iy khéa kém dé thyc hién thanh céng cac cuge tan
cdng trung gian, phat lai cic cude tAn cbng... Céc cudc tan cdng thanh ctng sé dan dén mat tinh bao
mat va tinh todn ven cla lwu lwong mang quan trong va ¢b kha n2ng dan dén hw hai cda chinh tdng
Itra.

7.1.1.4 TWEAK_AUTHENTICATION_ENDPOINTS

Céc tdc nhan de doa cd thé lgi dung céc glao thire bdo mat st dung cac phuong thirc yéu dé xac thyc
cac diém cudi - vi dy: mat khiu duoc chia s ¢é thé dodn dugc hodc dwoc truydn t3i duéi dang ban
r6. Hau qua cing giéng nhw mot giao thirc duoc thiét ké kém, ké tAn cong co thé gia trang thanh quan
trj vién hoac thiét bj khac va k& tn cng c6 thé ty chén vao ludng mang va thyc hign mét cude tan
céng trung gian. Két qua 1a Iy lweng truy cap mang quan trong bj 18 va co thé mét tinh bio mat va tinh

toan ven va co kha néng twirng Itva cd thé bj xam pham.
7.1.2 Cac cap nhat hgp €

Cap nhat phdin mém va phan sun tudng Iira 13 rdt can thigt & dam béo duy trl chire nang an toan clia
{wong Itra. Ngudn va ndi dung cia ban cap nhat dwgc ap dung phai dugc xac nhan bang céc phuong
phap mat ma; néu khéng, mét ngudn khong hop 1& ¢6 thé viét cdc cap nhat phin mém hodc phan sun
cUa chinh né lam pha v& chirc ndng an toan cla twong Iva. Cac phwong phép xac nhan ngudn va néi
dung clia mét ban cap nhat phan m&m hodc phin syn bing phirong phap mat ma thwong lién quan
dén cac luge @b chir ky mat ma trong d6 céc gia trj bam ciia cic ban cap nhat duoc kj sb.

Cac phién ban phan mém hodc phin sun chura duroc va sé dé khién twomg Ira d& bj anh huwdng boi
cAc tac nhan de doa dang cb pha v& chirc nang an foan bang cach st dung cac 18 hdng da dugc biét
@é&n. Céc ban cap nhat khéng dugc xac nhan hodc dwoc xac nhan béng cach s dung mat ma hoéa
khéng an toan hodc yéu s& knhién phan mém ho#ic phan sun duge cap nhat dé bj anh hudng bdi cac
tac nhan nguy hiém dang cb stra @i phdn mém hodc phan sun cho loi thé ciia ho.

7.1.21 T.UPDATE_COMPROMISE
Céac tac nhan de doa cb thd cé géng cung cép bin cap nhat bi xam pham cla phan mém hodc chuong
frinh cor s& 1dm suy yéu chire ndng bao mat cua thiét bj. Cac ban cap nhat khong duge xédc nhan hodc

dwge xac nhan bang cach sir dyng mat ma khéng an toan hoic yéu khién phan mém cép nhat dé bj
thay dbi lén It,

7.1.3 Hoat ddng kiém toan
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Kiém toan céc hoat dong twang IPa 1a mét cdng cu cb gié trj 88 cac quan irj vién theo déi tinh trang clia
thiét bi. No cung cip phirong tién cho gidl tinh cla quan tri vién, bao céo hoat ddng chirc ning an
toan, t&i thiét cac sy kién va phén tich vén d&. Qué trinh x& Iy d& d4p (ng céc hoat dbng clia thiét bi cé
thé duwa ra céc chi béo v& sur tht bai hosc hu hai clia chire nEing an toan, Khi céc chi béo vé hoat 6dng
c6 tic dong dén chire nang an todn khéng duge tao ra va khong dugc gidm sat thi c6 thé cac hoat
ddng nhur vay sé xay ra ma quan trj vién kndng nhan thire dwge. Hon niza, néu hd sor khong durge tao
lap ho&c gilr fai, thi vigc tai thiét mang va kha nang hiéu Gwoe pham vi clia tac ddng sé b anh hudng
tieu circ. Cac méi quan tam khac 13 bdo vé dir lidu kiém toan d3 dwoc 13p hd so khoi nhitng thay ddi
hodc x6a bd tréi phép. Digu nay cé th& xay ra trong ndi b TOE, hodc trong khi dir liéu kiém todn dang
duge chuyén sang thiét bj luu trir bén ngoai.

Lwu y réng tidu chufn ndy yéu cAu twdng Itra tao ra div li8u kiém todn va coé kha nédng giri dir liéu kiém
toan dén mét thire thé mang dang tin cay (Vi dy: may cht syslog).

7.1.3.1 T.UNDETECTED_ACTIVITY

C4c tac nhan de doa cb thd ¢b géng truy cap, thay ddi, va/nodc sira dbi céc chirc nang bdo mat clia
tuéng Ira ma quan trj vién khang nhan thire dwoce didu nay. Didu ndy cé thé dan dén ké tn cdng tim
ra con dudng (vi dy: cAu hinh sai, thiéu sét trong san phdm) @& xam nhap thiét bj va quan trj vien sé
khdng biét drgre rang thiét bj d3 bj xam nhap.

7.1.4 Cac Oy nhigém xac thirc quan trj vién, twong liva va dir ligu

Tuwéng ICra chiva dir liéu va céc Oy nhiém x&c thre ma céac dir liéu nay phai duwge Iuu trlr an toan va
phdi han ché mdt cach hop Iy quyén truy cap danh cho cac thire théd duoc dy quyén. Vi du bao gdm
cau hinh, phn sun, phin mém twdng Ikka, dy nhiém xac thyre cho céc kénh an toan va Oy nhigém xac
thirc clla quan trj vién, Cac khoa twémg Ilra va quan trj vién, cac tai liéu quan trong v2 Uy nhiém xac
thwe cAn dwoc bao vé kndl bi tiét 16 fral phép va sra d6i. Hon nia, chire ndng an toan clia twéng Ika
can yéu chu thay ddi cac iy quyén xée thic mac dinh, chang han nhw mat khdu quan tri vién.

Viéc thidu khd ndng lwu trly an toan va xt Iy khéng dung cac Gy nhiém va di liéu, ching han nhw céc
{y nhiém khdng dugc ma héa bén trong céc tép tin cAu hinh hodc truy cap vao cac khba phién kénh an
todn, co thé cho phép ké tdn cong khéng chi truy cap vao tdng lira ma cbn 1am &nh hwdng t6i tinh an
todn clia mang Iuéi thong qua céc stra dbi duoc Gy quygn cho cdu hinh hodc cac cudc tan céng trung
gian. Céc cufic tn cong ndy cho phép mét thye thé tréi phép truy cép va thye hién céc chive nang
quan trj bang cac Uy nhidm cla quan tri vién dwoc Oy quyén va ngan chin tét cd cac leu lweng nhu 14
mét diém cudi duoe Gy quyén. Diéu nay din d&n kho khan trong viéc phat hign cac téc dong co hai tdi
tinh an toan va tai thiét mang, co khd nang cho phép truy cap tréi phép vao dir ligu cla quan tri vién va
tudng Ira.

7.1.4.1 T.SECURITY_FUNCTIONALITY_COMPROMISE
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Céc tac nhan de doa cb thé tac dong cac dl¥ lidu twirng Itra va dy nhiém va cho phép tiép tuc truy cap
vao tréng Iira va dir fiéu quan trong clla né. Céc tac déng dén Uy nhidm bao gém thay thé cac dy
nhiém hién c6 bang Oy nhidm cla k& tan cong, sira ddi cac y nhiém hign c6 hodc cd dwgc cac Oy
nhiém quan trong cia quan trj vién hodc twéng lira dé sty dyng.

7.1.4.2 T PASSWORD_CRACKING

Cac tac nhan de doa ¢b thé tan dung cdc mat khdu quan tri yAu dé truy cap d%c quyén vao twing Ilka,
C6 quyén truy cap dic quyén vao tuang I0ra sé gilp cho ké tan ¢ng truy cap thodi mai vao I lueng
mang mé& khéng bj khda va co thé cho phép ho t4n dung cac mbi quan hé tin cay tir cac thiét bi mang
khéc.

7.1.5 Sy thit bai ctia cac thanh phin tiwong liva

Co ché an toan ciia tudng Itha thréng duge xay dyng b cac gbe tin cay t&i cac bd co ché phirc tap
hon. Céc thét bai cé thé gay ra cac tac ddng dén cac chire ndng an todn clia tuémg Ira. Mét twdng Itva
tu kiém tra cac thanh phan quan trong v& an toan clia né & ca khi khdéi ddng va trong thai gian chay sé
dam baoc dd tin cAy cla chire ndng an toan cda twdng Ida.

7.1.5.1 T.SECURITY_FUNCTIONALITY_FAILURE

Mgt thanh phén cla twdrng ICa co thé that bai trong qué trinh khéi dong hodc trong qua trinh hogt ddng
gdy ra tac ddng hodc that bai trong chlrc ning an toan cla twirng Ilra, 1am cho twiong Ilra d& bj tn
cdng.

7.1.6 Tiét 16 thong tin tral phép

Cac thiet bj frong mét mang dwgre bao vé cd the chiu cac méi de doa gay bdi thiét bj ndm ngoai mang
lw@i bio v&, dang cb ging thuc hién cdc hoat ddng trai phép. Néu cac thiét bi bén ngodi ddc hai da biét
¢t thé giao tidp v&i cac thidt bj trong mang dwge bao vé& hodc néu thiét bi trong mang duge bio vé ¢
thé thiét 18p giao tiép vér céc thiét bj b&n ngoai nay thi nhimg thiét bj bén trong nay co thé dé bj tiét 16
théng tin mét cach trai phép.

Tir goc & xAm nhap vao, cac twong I{a cé chirc nEng han ché quyén truy cap vao céc dja chi mang
dich cy thd va cac cdng trong mot mang duec bao vé. V&I nhivng han ché nay, qua trinh quét cdng
mang chung s& bj ngan chan khdng d& tiép can t&i cac mang hay céc may duoc bdo vé cling nhur viée
truy cap thong tin trén mang dwgc bao vé ¢ thé bj gidi han & cac cong Gugc dinh cdu hinh cy thé trén
cac nit mang da dugc xac dinh (vi dy céc trang web tlr mét may chil web ctia cdng ty dwge chi djnh).
Ngodi ra, fruy cap co thé dwgc gidi han & chi cac dja chi va cdng ngudn cy thé dé cac mang hodc ndt
mang cu thé co thé bj chan truy cap vao mang dugc bdo vé do @6 han ché hon nita khé nang tiét 1o
théng tin.

Tl goc a0 rd i ra ngoai, cac tweng I0a ¢b chire ndng han ché 1am thé nao cdc ndt mang hoat dong
trén mét mang dwge bdo vé ¢b thé két ndi va giao tiép véi cac mang khéc gidi han cach thic va dja
17
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didm phé bién théng tin, Cac mang bén ngoai cy thé co thé bj chan hodn toan hodc cac duwdng di ra cé
th bj giéi han & cac dja chi valhodic cdng cy thé. Ngedi ra, céc tly chen di ra sdn cd cho céc ndt mang
trén mang duoc bao vé ¢ thd durgc bdo vé & dam b3o ring cac k&t ndi ra ngodl dwoc dinh tuyén qua
¢4 proxy hodc bb loc Uy quydn @& gidm thidu viéc tiét 16 knong thich hep cla dix liéu duge day ra.

7.1.6.1 TNETWORK_DISCLOSURE

Mt ké tAn cong c6 thé cb géng "anh xa" mdl mang con @& xac dinh cac may ndm trén mang, va lay
cap dia chi [P cla cdc mdy, cling nhu céc dich vy (cAc cdng) mé cdc may dd dang cung cdp. Thong tin
nay co thé dwgc sit dung d& gén cac cude thn céng vao cae may d6 théng qua céc dich vy dworc xuét
ra.

7.1.7 Tiép cén khéng phu hop téi céc djch vy

Cac thiét bj nam bén ngoai mang dugc béo vé ¢ thé tim cach thic hién cac dich vu nédm trén mang
dwgc bao v& ma chi danh cho truy cap tir bén trong mang duoc bao vé. Céc thiét bi ndm ngoai mang
dwyc bdo vé cling ¢d thé cung cip cac dich vy khéng phi hgp cho truy cdp tir bén trong mang dwec
bdo vé.

Tlr géc db ngodi vao, twong Iia cb thd dwgc ciu hinh dé chi cé nhitng méy chl mang dwgc thiét ké
danh cho truy cap tr bén ngoai ¢6 thé truy cap Gwoe va chi thdng qua cac cong chi dinh. Didu nay gilp
gidm thiéu kha nang cac thwe thé mang bén ngoai mot mang dugc bdo vé truy cap cac may chll mang
hoac dich vy chi danh cho st dung hodc truy ¢ap bén trong mét mang duwrge bao vé.

Tty goc df trong ra, céc tudmg Itba c6 tha dwoe dinh cAu hinh @ chi nhitng dich vu bén ngodi cy thé (vI
dy, dira vao cong dich) cd thé dugc truy cap lir bén trong mét mang dirge bao vé. Vi dy, viéc truy cap
vao c4c dich vu thu ban ngodi cé thé bj chin dé thuc thi cac chinh séch clia cong ty di vai vige truy
cap cdc may chi email khdng kidm soat dugc. Liru § riing hidu qud clia mét twing Itra kha han ché doi
v&i van dé nay vi cac mdy chll bén ngodi cé thé cung cap dich vy trén cac cdng thay thé - day 12 noi
twérng Itra loc ('ng dung (Application Filter Firewall) cung c&p bo vé dang tin cay hon.

7.1.7.1 TNETWORK_ACCESS

Vi kién thire vé cac dich vy dwoc xuét ra béi cic may trén mang con, ké tan cong cé thé cb géng khai
thac céc dich viy d6 bang cach gén céc tan cdng vao céc dich vy do.

7.1.8 Sir dung sai djch vu

Céc thiét bj ndm ngoai mét mang "dwec bdo vé", trong khi durgc phép truy ¢ép cac dich vy cdng cfng
oy thé duee cung clp bén trong mang durgc bdo vé, co thé cd thue hign cac hoat déng khéng phi hop
khi dang giao tiép vai cac dich vy cong cdng dwec phép. Mot sb dich vu nhét dinh dugre cung cép trong
mang droc bio vé ciing cé thé chira rdi ro khi truy c8p tr bén ngodi mang duoc bao vé. Cén lru ¥
rang turéng Itra chi don gian thue thi cée quy tic duge cy thé cho mdt giao dién mang. Quan niém vé
mét mang dwgc bao vé hodc dang tin cay 12 sy dGc rit rat hiru ich khi xay dyng bd quy tic.
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Tl g6¢ 6 xam nhap vao, ngudi ta thudmg gid dinh rang cac thyc thé hoat ddng trén cdc mang bén
ngoai khéng bj rang budc bdi che chinh sach sir dung cho mét mang dugc bao vé nhat dinh. Tuy
nhién, cac twéng Ira cb thé ghi lai hanh vi vi pham chinh sach thé hién sy vi pham céc tuyén bd sl
dung cdng khai cho cac dich vy cong cdng hién co.

Tir gbe 49 ro ri ra ngodi, cac twdng ICra cé thé Sugc cau hinh dé gilp thyc thi va gidm sat cac chinh
sach s dung mang dwoc bdo vé. Nhw da gidi thich trong cac méi de doa khac, mét twémg I0ra co thé
han ché viéc phd bién dir liéu, truy cip cac may chl bén ngoai, va tham chl 12 gidn doan dich vy - tat
¢ nhitng didu nay cé thé lién quan dén cac chinh sach sir dung cla mdt mang dwge bdo vé va nhw
vay la dof twyng cua mdt SO quan tam vé thire thi. Ngoai ra, twémng Iva ¢6 thé dwoc cau hinh dé ghilal
céc st dung mang giita mang dugc bao vé va mang bén ngoai va do b cb thé cé tac dung xac dinh
cdc vi pham chinh sdch stk dung cd thé cd.

7.1.8.1 T.NETWORK_MISUSE
Ké tén cdng c5 thé cb sir dung cac dieh vy durere xufit bdi cac may theo cach thire khéng duge chi ¥

b&i cdc chinh sach an toan ctia mat site. Vi dy, mdt keé tan céng co thé sty dung mét dich vy dé "an
danh" may cla ke tan cong khi ho 1an cang céc méy khac.

7.1.9 Lwu lwgng ddc hai

Mdt tréing Iira cling cung cap bao vé chéng lai cac géi dir lidu déc hai hodc bj thay ddi. Né sé béo vé
chéng lai céc cude tn cong nhur stva ddi thang tin trang thai két ndi va céc cude tén cdng I3p lai. Céc
cubc tn cong nay cé thé khién tedng Ira, hodc cac thidt bj ma nd bao vé, cip quyen truy cip trai phép
hodc tham chi 1a tao 1ap T chdi dich wy.

7.1.8.1 T.MALICIOUS_TRAFFIC

Ké tan cBng cd thé cb géng givi cdc gdi thong tin khéng dung dinh dang t&i mdt may tinh voi hy vong
gay ra tinh trang ng3n xép mang holc c4c dich vy dang King nghe trén cac cbng UDP/TCP cla may
dich bl sw cb.

7.2Céc gla djnh

Didu nay md ta cac gid dinh dwge thwe hién trong vide xac dinh cac mbi de doa va yéu ciu an toan dbi
v&i tedng Ilra. Tudng Itra khéng dwgc ky vng cung cap dam bao trong bét ky khu vire nao, va do db,
khéng duwa ra cac yéu chu §é gidm thiéu cac méi de doa lién quan nay.

7.21 A.PHYSICAL_PROTECTION

Tuéng Itra dwgc gia dinh 13 duge bao vé vé& mat vat Iy trong mbi trudng hoat dong cla né va khéng b
céac cudc tan ¢dng 1am anh hudng dén an toan va/hodc can thiép vao cac két néi vat Iy cling nhir van
hanh chinh xac clia twong Ita. Bao vé nay duec gid dinh la di d& bao vé tuwdng lva va dir ligu no
chira. Do @6, PP nay sé khong dua vao bat ky yéu cdu ndo v bao vé& chéng trdm cap hodc cdc bién
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phap giam thiéu tan cdng vat Iy khac. PP nay sé khéng mong di sén phdm béo v& ngan cac truy cép
vao twong IPa cho phép cac thyc thé tréi phép trich xuét die lidu, viret qua cac kiém soat khac, hodc
thao tac véi twdmg I0ra.

[OE.PHYSICAL]
7.2.2 ALIMITED_FUNCTIONALITY

Twéng Ira duwgre gid dinh 13 cung cép chi¥c nang k&t néi mang va lgc 1dm chire ndng cbt 16i va khang
cung cép cac chizc nang/dich vu co thé dwoe coi 1a tinh ton myc dich chung. Vi dy, tweéng Ika khong
nén cung cap nén ting tinh todn cho céc (g dung muc dich chung (khdng lién quan dén chirc nang
két noi mangfloc).

[OE.NO_GENERAL_PURFOSE]
7.2.3 A.TRUSTED_ADMINSTRATOR

Cac quan trj vién dwoc Gy quyén cho trdng Ira dwoc gid dinh 13 déng tin cdy va hanh ddng vi lei ich
¢ao nhat v& an toan cho td chirc. Bidu nay bao gom dao tao phi hgp, tuan thii chinh sach, va bam sat
cac tai lidu hweng dan. Quan trj vién phai dang tin ¢y d& dam bao mat khdu/ly nhiém Gl manh va
entropy va khéng co ¥ dinh gay ddc hai khi quan tr twéng |ra. Tudng Ilra khéng ky vong b kha nang
chéing lai quan tri vién gid mao thue hién viéc chil dng vwgt qua hodic lam dnh hudng dén tinh an toan
cua nd,

[OE.TRUSTED_ADMIN]

7.2.4 AREGULAR_UPDATES

Phan m&m va phin sun twong I¥a duge gid dinh duoc quan tri vién cdp nhat thrdng xuyén cac ban
cap nhat da phat hanh khi I8 héng da dugc phét hién.

[OE.UPDATES]

7.2.5 ALADMIN_CREDENTIALS_SECURE

Cac Jy nhiém clia quan trj vién (khéa riéng) Gwoc st dung @& truy cap vao twéng Iira dree bao vé bdi
nén tang may chil leu trir,

[OE.ADMIN_CREDENTIALS_SECURE]

7.3 Chinh séch an toan cla té chic

Chinh sach an todn clia té chirc 13 mdt tap hop cdc quy téc, phwong phap va thl tuc do mot t& chire
ban hanh @& dap (ng nhu cAu an toan. B& phuc vu cho cac muc dich cla tiéu chudn ndy, mét chinh
sach duy nhat dwere mo ta trong cac diéu duwéi Gay.

7.3.1 P.ACCESS_BANNER

TOE sé hién thi bidu ngr ban d4u mb ta céc han ché s& dyng, céc thda thuan phép Ij hodc bat ky
thdng tin thich horp ndo khac ma ngudl dung s& ddng ¥ khi truy cap vao TOE.
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[FTA_TAB.1]
8 Cac muc tiéu an toan
8.1 Cac muc tiéu an toan cho mdi trwong hoat ding
Céc didu dwdi gy md ta cac myc tiéu cho méi trwdng hoat déng.
8.1.1 OE.PHYSICAL

An toan vat ly, tang xing véi gia trj cla TOE va dir iéu ma né chika dng, duoc cung cap béi mai
trrerng.

8.1.2 OE.NO_GENERAL_PURPOSE

Khdng c6 kha ndng tinh todn muc dich chung (vi dy, trinh bién dich hodc cdc rng dyng ngwei dung) co
san trén TOE, ngodi cac dich vy can thiét cho hoat dong, quan Iy va hé tre clia TOE.

8.1.3 OE.TRUSTED_ADMIN
Quan tr| vién TOE duoc tin cay tuan thd va 4p dyung tat ca 1ai lidu hwéng din mét cach dang tin cy.
8.1.4 OE.UPDATES

Phin sun v& phin mém TOE duoc cap nhat thudng xuyén bdi mdt quan tri vién & dap (ng kip thoi
v&iviée phat hanh ban cip nhat s3n phdm do céc 16 héng dugrc biét dén.

8.1.5 OE.ADMIN_CREDENTIALS_SECURE
Cac fiy nhiém cila quan tr vién (khéa bi mat) duoc s dung dé truy cap vao TOE phéi dugc bdo vé
trén bat ky ndn tng khac ma ching lueu tri.

9 Cac yéu clu chivc nang an toan

Céc yéu ciu chive ndng an toan duge quy dinh trong céc didu dwéi day. Cac SFR trong diéu nay 18 céc
SFR bat budc ma bt ky TOE tuan thd nao phai dap ng. Dira trén cac lira chon dugc dira ra trong cac
SFR, viéc dwa vao mdt sd SFR dya trén lya chon trong Phu lyc B cling rat can thiét. Cac SFR tly chon
bd sung cling cé thé dworc dp dung tlr nhing yéu ciu duoc liét ké trong Phy luc A.

Céc hoat d9ng danh gid dwec dinh nghia trong [SD} mé ta nhirng hanh dgng nha danh gia sé thuc higén
d2 xac dinh sy tuan thi clia mdt TOE oy thé voi cac SFR. Do d6, ndi dung clia c4c hoat ddng dann gia
ndy s& cung cap nhidu thong tin chi tiét hon v& cac s3n phAm can thiét duge yéu clu tir céc nha phat

trién TOE.

9.1 Cac quy wirc

Cac quy woe dwgc st dung d2 md ta cac SFR nhur sau;
- Chi dinh: dwec trinh bay duwdi dang vén ban in nghiéng,
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- Tinh chinh boi tac gid PP: dugc trinh bay in dim va gash-rgang, néu can;
- Lyra chgn: duge trinh bay durdi dang van ban gach chén,
= Chi dinh trong mét wa chon: dwoc trinh bay diréi dang van ban in nghiéng va gach chén;

- Lap lai: duoc thé hién bang cach viét thém s6 1an 1dp trong ngodc don, vi du, (1), (2), (3) vathodc
bing céach thém mét chudi bat d4u bing "/".

Cac SFR m& rong duge xac dinh h&ng céch dat mot nhan 'EXT' & cudi tén SFR,
9.2 Cu tric SFR

Hinh 1, Hinh 2, Hirh 3, Hinh 4, Hinh 5 va Hinh 6 thé hién lién két gitra c4c yéu cAu chie ndng an toan
(SFR) trong didu 9.3 - 9.1, Phu luc A va Phy luc B, va cac khu chire nang cor ban ¢ling nhu céc hoat
ddng ma TOE cung cép. Cac biéu db cung cdp mot béi canh cho cac SFR lién quan dén viéc si¥ dung
chling trong TOE, frong khi cac didu khéc xéc dinh cac SFR duge nhom bdi lérp triru twegng va cac he
{family) theo quy djnh TCVN 8708-2:2011.

Nhin chung, cic SFR tlr Phy luc B dugc yéu chu bdi ST dwoc xéc dinh b&i céc lwa chon dwoc thyc
hién trong cac SFR khédc. VI dy: FTP_ITC.1 va FTP_TRP.1 (treng céc didu 9.10,1.1 v& 8.10.2.1) méi
diéu dBu c6 céc Iwa chon clia mét giao thirc duwree si dyng cho loai kénh an toan dwoc mo 14 béi SFR.
Viéc lira chon (cac) giao thirc & day quyét dinh cac SFR cu thé theo giao thirc nao trong digu B.2.1
ciing Suoc yéu ciu trong ST,

Céc SFR trong Phu luc A c6 thé dugc dira véo ST néu chiing duge cung cap béi TOE, nhung khéng
bét budc @& TOE xac nhén sy phi hop voi tiéu chudn nay.
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F1E e Gino thire, thye thé, of dh vy cpthd
10 ThP.1 duige s dyung, v xbc Sinh
= yéu £du giao thde SFAs cho
B kdah
- FC3_HTTPS_EXT.1
Giao thue FC5_IPSEC EXT.A ous e glan thire ey (hd
FCS_S8HC EXT 1 diuge a dgng bk cic hdnh
FCS_SSHS_EXT 1
FCS_TLSC_EXT.1R 2
FC8 YT.14.2
M3t mi hba
co ban FCS 0. B4 4inh kida phi a6l iy
Quin i khéa FCS_CKM.2 Thiétlipichda
FC5_CHM .4 Hiy khdw
FMT_SMF A Cou b Pagt il Buge Dn kit &fn quin iy
ting dudl SFRs
FMT_MTDL. 1 AdminAct FAIT_SMRLZ, FMT_SMF1 &
FIAT_MTCL
FCS_COP.1(1} AES i héasgdl md
FCS_COP.M2) Too v sbe b chi ey
FCS_COP.1(3) Bimn
FCS_COoP.(e) Bim khdo
B4 sinh tac FGS_RAG EXT.1 8¢ ainh tyobit nglu nhidn
bit ngau nhién
FiA_xs08_EXT. XAcphgn chung by M g esethye treng o glad Lhie
Chuing thy (i ¢hon cha L Kidm e vihode
K500 FIA X500 EXT2 e thycchitap thy cdp nhit tn civd
FIA NS08 EXTA Yy clu ching Thy
Bio b khda
FPT_SHF_EXTA Bic wé ching Ll sif
duge u trid truy chp cic khéa bl mat/khon
rlang duse L tny
Blovichdng Iyl dOlidy

Bio v ndi dung

thing dutrang géltin

Hinh 1 - CAu tric SFR trong cac truyén théng dwoc bio vé
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Xac thuic
udn tr| vién
L q I ]

'
5
"

Phugng phap

xac thyfc

BiovédUliéu

Trang tya dé

Bdo v

[ Hoat d8ng diing J
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phién

Quinly

:

FA_UAU EXT.2
FiA_UiA_EXT.

FlA_PMG_EXT.A
FIA_UAU.7

FPT_APW _EXT.1

FTA_TAB.1

FTA_SSLd4
FTA_SSL_EXT.1
FTA_SSLA

FMT_SMR.2
FMT_SMF.1

Fhugng phap ihd dung

Dich wy tién xdg thyc

Ring bude mit khdu
Bdo vé vitrl nhap ma3t khéu

Eao vé nol uu tnd mét khdu

Trang hién thi tya dé

Két thic phien khéi tao ngubi ding

Két thic phién truy nhép ti xa by ddng

Binh nghia vai trd qudn trf vidn an toan
Bréc tA chdc ndng quén Iy

Hinh 2 - Cdu tric SFR trong xac thyc quan tr vién

()

Tity chon:
Chiling thu
X509

FPT_TST_EXT A C!::h,ftiém tra co bdn
FPTISTEXT2  Yéuddusirdyng chitng thy
FIA_X509 EXT 1 Kiém chong chitag thu
FIA X800 EXT2  Micnhin ching thy
FIA_X500 EXT2  Yeu cluchdng thy

Hinh 2 - CAu tric SFR trong hoat déng chinh xac



‘ Cép nhit tin cdy I

Cha ky
_sd

FPT_TUD_EXT.1

FPT_TUD_EXT.2

FIA_XS00 EXT.1
Fli_X500 EXT.2
FIA_X509_EXT.3
FMT_SMF 1

Quin Iy

FWT_MOF. 1{1¥TrustedUpdate

Optional:

FMT_MOF. 1{2)Trustsd Upcats

FAU_GEN1
FAU GEN2
FAL_8TG EXTA
FPT_STMA

FAU_STG.1

FAU_STG_EXT 2

FAU_STG_EXT3

Tiry chon:
Qudn ly

FMT_MOF. 1(1 bAwci
FT_MOF 12xAudit
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Cde ptu clu sl dyng
trong xdc nhinch ki s8
i FCS CORWD)
Yéu ciucho vide s0dyng ching thu
Klém chwng chingthy
M thyc chilng thy

Yeu cduching thy

Xic dinhbignphip
cho syxic thyc cba
¢3p nhdt tincly

Bupc lidn két dn
quin iy SFRs
FMT_SWIRZ & FMT_FDA

Ap dyng néuTOE cung cip
nang Kctly chign cho
cccdp nhdt b dgng

By 10 k& én
cac sy kipn of thif kidm todn

trong bing 1,2 &3
Cibc sy kien Bén k8t aEnngudd dong -
Due Tidn kit & kinh an todn/
ummzzzmﬁnm glaothite s0 dyng cho két n&:
Ddu thix glan cda mdy chd kiém win FTP_TCA)
cic binghl kiém todn

Taod(r llbu kidmtodn

8o vé diov it kidm todn ndi b
Mt théng tinbinahl
Canh béo vE khé&ng glan nhit k ki&m fodn thip

FPT_FLE.1/ocSpace An todn cho trang thal Sy nhit kp kiSm todn”™

Biufge ken kit dén quin i
SFAs FT_SMRLD, FMT_SMF1
L FMT MDA

FMT_MOF . 1ocSpaca
Hinh 4 - Cu tric SFR trong kidm toan va cip nhit tin cdy
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Cac phign c5 thé 1 cuc bOhode trxa; cA¢ kETnGi
Quén Iy 1ir ¥ duige Bén ket qua vig sirdung kénh an todn/
giao thik (FTP_TRE1)

FMT_SAR 2 Xac dinh val brd elia gudn bif wisn an toan
FMT_SMF.1 Bxde thh chacdic chie rang
n
Quin®y i
i FMT_MTDA Quinly dolidu TSF chung
ol - b cic qudn: o] vikn an todn

EMT_MOF 1{1yTrusimdUpdate  KI€m sodthinh vicdp nhit

thit céng
Tay chon: FMT_MOF.1() Aadit
Quén ¥ FMT_MCF 1(2\Auct CAu hinh kiém lodn {ndu cf trang TOE)
—uan ly FMT_MOF 1.0cSpace
kiem todn
FMT_MOF. 11 )Adnsnast TSF vy cfu hink djeh vy (ndu <6 treng TOE)

Ty chon: FIMT_MOF. 12V AcminAct

Cau hinh EMT_MTD, LAdminAct Cudn Iy cic khéa(néu <6 trong TOE)
TOE chung

FMT_MOF A2 Trusleclpdale  Kifm sodt hanh vi ¢3p nhat tir déng
Hinh 5 « C4u trac SFR trong quan 1y

Loc U Iugng
¢a trang théi

Cacludtloc

Tily chon: Giac dich il suf gla tang ding

L y hi FPW_RUL ExT.2  budtlocchocac ciha cdc luft cho cac giso thie
Qc giao thuc glao thik-ddng dugik phain b trén chc céng nghu

dong nhiénkhi céc két ndl thit lap

Hinh 6 - CAu tric SRF trong quy tac twdng liva
9.3 Kidm toan an toan (FAU)

FRw RUL BXT.)  Ludtlocglaothitc cobdn

9.3.1 Tao di? liéu kiém toan an toan (FAU_GEN)

Dé dam bao réng théng tin ton tal cho phép céc quan tr vién phat hign céc vAn dé cb y va khdng cha §
véi cAu hinh vashodc hoat ddng clia hé thdng, thi c&c TOE tuan thli phéi cd kha nang tao ra céc di liéu
kiem todn nhdm muc dich phat hién hoat ddng d6. Viéc kidm todn céc hoat ddng qudn tri cung cép
thdng tin c6 thé duoc st dung dé thic day hanh dong khic phuc ndu hé théng khdng dwec cdu hinh
chinh xac. Kiém toén cac sy kién hé théng da chon c6 thd cung cdp dau hiéu clia sir that bal cla cac
phén quan trong ctia TOE (vi du nhw qué trinh cung cAp mat ma khong hoat déng) hodc hoat ding bét
thuréng dang ngdr (vi du nhwe thiét 1ap phién quan trj vao mot théi didm dang ngdy, cac thdt bai 1p lai
trong viéc thiét Iap cac phién hodic x4c thyrc véi hé théng).
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Trong mét sé truémg hop, ¢6 thd c6 mét Iwgng I thang tin kidm todn duoe sinh ra cé thé &p ddo TOE
hodc cac quan frj vién o frach nhiém xem xét théng tin kiem todn. TOE phai ¢ kha nang gui théng tin
kiém toan téi mot thyre thé tin cdy bén ngoai. Théng tin ndy phai cé dau thei gian (timestamp) dang tin
cay, gilp sdp xép thong tin khi gl dén thiét bj ban ngaai.

M4t lién lac véi may cha kiém toan 13 didu nguy hiém. Mac dil ¢d nhiéu cach dé giam thiéu nguy co
nay, nhung tiéu chuin nay khong bat budc phai cé hanh dong cy thé; méc do Gé hanh ddng ndy bao
toan théng tin kidm todn va van cho phép TOE dap Ung cac chirc ndng cla no sé quyét dinh vé tinh
phis hop clla TOE trong mét méi trvéng cu thé.

9.3.1.1 FAU_GEN.1 Tao dir li¢u kiém toan

FAU_GEN.1.1 TSF phai tao ra m§t hd so kiém ton cho céc sy kign kiém toan sau:

a) Khéi ddng va déng cac chirc nang kiém toan;

b) T4t ca cac sy kién cb thé kifm todn duoc dbi vei mivc kifm todn khéng xac dinh; va
¢) Tat ca céc hanh déng quén trj bao gom:

- Dang nhép va déng xuéat (tén ctia tai khodn ngudi ding sé dugc dang nhép néu tai khodn ngudi dung
¢4 nhén dugc yéu céu cho quén bij vién).

- Thay ddi cdu hinh lién quan dén an toan (bén canh théng tin vé mat thay doi da xay ra, thi nhimg gi
da durge thay @bi phai duoc ghi lai).

- Tao ralnhép vao, thay ddi, hodc xda cac khoa ma hoa (bEn canh céc hanh dgng, mjt tham chiéu khoa
hay tén khoa phai durge ghi lai)

- Thiét 1ap lai mat khéu (tén clia tai khodn ngurdi ding lién quan phai duoc ghi lai).

- Khéi dong vé diing dich vy (néu ép dung)

- Lira chon: [khbng céc hanh déng khéc, chi dinh: [danh séch sl dung céc dac quyén khéc):
d) C4c s kién c6 thé kiém todn dugc xéc dinh cu thé duge néu trong Bang 1.

Cho thich ap dung: Néu danh sach cia “cac hanh @8ng quan tri” xuét hién khong hean chinh, thi chi
dinh trong liza chon nén dugrc st dung dé ligt ké cac hanh dong quan trj bd sung dwoc kiém toan.

Tac gid ST thay thé tham chiéu chéo cho cac bang sw kién kiém toan véi mot tham chiéu chéo thich
hop cho ST. Bidu nay ciing phai bao gdm céc phan cé lién quan cla Béng 3 va Bang 4 cho cac SFR
tly chon va cac SFR dya trén Iya chen o trong ST.

Chi thich ap dung: TAc gid ST cd thé dwa céc sy kién co thé kiém toan khac mét cach trure tiép vao
trong bang; khéng giéi han trong danh sach trinh bay.
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TSS phdi x4c dinh thong tin nao duwge ghi lal dé xac dinh khéa lign quan cho nhiém vy quan trj tao ra/
nhép vao, thay déi hodc xda cac khda mat ma.

Déi véi FAU_GEN.1.1, thuat ngi "dich vy dé cap dén dudng dan dang tin cay va giao tiép kénh dang
tin cay, tir kiém tra theo yéu cAu, cap nhat tin cay va cac phién quan frj vién (tdn tai theo dudng dan
dang tin cay) {vi dy netconf).

FAU_GEN.1.2 TSF phai ghi lai trong tirng hd so kiém toan it nhat thang tin sau:
a) Ngay va gié clia sw kién, loai sy ki€n, chii 38 va k&t qua (thanh céng hay that bai) clia sy kién; va

b) ©8i véi tirng loai sy kién kiém toan, dwa véo cac dinh nghia céc thanh phédn chirc nang ¢b trong
PP/ST, théng tin ghi trong cdt 3 Bng 1.

Chii thich ap dung: Tac gid ST thay thé tham chiéu chéo cho bang cac sir kién kiém toan voi mét
tham chiéu chéo thich hgp cho ST, Digu nay cling phdi bao gbm céc phan cé lién quan & Bang 3 va
Bang 4 cho c&c SFR tly chon va lira chon cé trong ST,

Bang 1 - SFR va cic sy kién cé thé kiém todn

Yéu ciu Céc sw kién kidm toan N&i dung hd so kiém tein bd sung
FAU_GEN.1 Khéng. Khéng.

FAU_GEN.2 Khéng. Khdng.

FAU_STG_EXT.1| Khéng. Khang.

FCS_CKM.1 Khéng. Khong.

FCS_CKM.2 Khéng. Khéng.

FCS_CKM.4 Khéna. Khong.

FCS_COP.1(1) Khéng. Khdng.

FCS_COP.1(2) Khdng. Khdng.

FCS_COP.1(3) | Khéng. Khdng.

FCS_COP.1(4) Khéng. Khéng.

FCS_RBG_EXT.1| Khéng. Khéng.

FDP_RIP.2 Khéng. Khéng.

FIA_PMG_EXT.1 | Khéng. Khdng.

FIA_UIA_EXT.1 | Tt ca sir dung co ché dinh danh va | Binh danh ngudi diing, ngudn géc clia

xac thye. nd lc (vi dy, dia chi IP).

28



TCVN 12819:2020

FIA_UAU_EXT.2 | Tat ca sir dyung c ché dinh danh va | Ngudn gbc clia nd Iye (vi du, dja chi
xac thye. IP).
FIA_UAU.7 Khéng. Khang.
FIA_X509_EXT.1 | Xac thue chivng thu khéng thanh céng. | Ly do théat bai.
FIA_X509_EXT.2 | Khéng. Khang.
FIA_X509_EXT.3 | Khang. Khéng.
FMT_MOF 1(1)/ | N& luc khdi tao m@t cap nhat thi | Khéng.
TrustedUpdate chng.
FMT_MTD.1 T4t ca cac hoat ddng qudn Iy cla dir | Khéng.
fidu TSF.
FMT_SMF.1 Khéng. Khong.
FMT SMR.2 Khéng. Khong.
FPT_SKP_EXT.1 | Khing. Khong.
FPT_APW_EXT.1| Khdng. Khéng.
FPT_TST_EXT.1 | Khang. Khéng.

FPT_TUD_EXTA

Bat dau cip nhat; két qua clia nd lyc
¢3p nhét {thanh céng hay that bai).

Khéng cé théng tin b sung.

FPT_STM.1 Thay ddi thoi gian. Cac gia t ci va méi cho thoi gian,
Ngubn gbec clia nd lec thay @bi thoi |
glan - thanh cong va that bai (vi du: dia
chi IP).

FTA_SSL_EXT.1 | N8 lyc m& khéa mét phign twong téc. | Khong.

FTA_SSL.3 Két thic mdt phién tlr xa bing co ché | Khong.

khéa phién.

FTA_SSL.4 Két thiic mt phién twong tac. Khong.

FTA_TAB.1 Khdng. Khong.

FTP_ITCA Khéi tao k&nh dang tin cay. Két thic | X4c dinh bd khdi tao va& myc tiéu cac

kénh dang tin cdy. Sy thét bai cla
cac chrc néng cla kénh dang tin cay.

nd lvc thiét lap céc kénh tin cdy bi that
bai.
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FTP_TRP.1 Khéi tao dwdng dan tin cdy. Két thic | Xac dinh dinh danh nguti ding da xac
dwéng dan tin cay. Sy that bai cia | nhan,
cac chirc nang dudng dan tin cay.

FFW_RUL_EXT.1| Ap dung céc qui tic duoc cdu hinh | Bia chi ngudn va dich:
bﬁr‘lg thao téc .]Dgh. Cang nguﬁn va dich:
Giao thirc tAng giao van;

Giao dién TOE
Thé hién cdc géi tin bi gidm xudng do | Giao dién TOE khéng thé x Iy cac géi
qua nhidu luu lwong mang. tin:

B& xac djnh quy tic gay ra giam gdi tin,

Chii thich 4p dung: Cac sy kién kiém todn bd sung sé ap dyng cho TOE tly thudc vao cac yéu ciu
thy chon va dwa trén Iipa chon tir Phu luc A va Phu luc B. Do dé, tac gid ST phai bao gdm cac sy kién
bd sung ¢ lién quan dugce xéc dinh frong Béng 3 va Bang 4.

Sie kign kiém toan dbi v&i FIA_X509_EXT.1 dua {irén TOE khdng thé hoan tat viéc xac nhan ching thu
bang céch dam bio nhiing didu sau: '

- S hién dién cda tién ich m¢ rong basicConstraint va CA flag dwgc @it thanh TRUE cho tat c3
cac ching thu CA;

- Xac minh chlr k§ 6 ctia CA co phan cép dang tin cay;
- Bocitruy cdp CRL hodc truy cap may chli OCSP.

Néu bAt ki kiém tra ndo thit bai, thi mot sy kién kiém toan véi 18i d6 s& duwoe ghi vao nhat ky kiém
toan,

9.3.1.2 FAU_GEN.2 Lién két djnh danh ngwi ding

FAU_GEN.2.1 Déi véi cac st kién kim toan phat sinh {ir c4c hanh d6ng clia ngudi diing d& duroc xac
dinh, TSF phai cé thé lién két mbi si kién cd thé kiém toan dwgce voi dinh danh clia ngudi ding tao ra
sy kign.

9.3.2 Lwu triv siy kién kiém toan an toan (Extended - FAU_STG_EXT)

Mt thiét bj mang TOE khéng duwoc ky vong phai chiu trach nhiém déi voi tat ca cac luu triy kidm toan.
Mac dii thiét b durge yéu cau lwu trik div liéu cyc bo tai thdi didm tao ra dir ligu kiém todn, va phai thyc
hién mdt sé hanh ddng thich hgp néu dung lwgng luu trir cue bd bj vwret qua, TOE clng phéi co kha
nang thiét lp mot lién két an toan téi may chl kiém toan ddc lap @& cho phép lwu trle Kiém toan bén
ngoai.

9.3.2.1 FAU_ STG_EXT.1 Lwu trir si kién kidm toin dwerc bdo vé
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FAU_STG_EXT.1.1 TSF phai c6 thé truyén div liéu kiBm toan da tao sang mét thue thé CNTT bén
ngoai si¥ dung mot kénh tin cay theo FTP_ITC.A.

Chu thich ap dung: D& Iya chon tiy chon truyén di liéu kiém toan 64 duoc tao sang mot thue thé
CNTT bén ngodi, TOE dya vao mdl may chti kiém toan khdng phai 1& TOE dé Iuu tri va xem lai hd so
kiém toan. Viéc Ieu trl cac hd so kidm todn ndy va kha niing cho phép quan frj vién xem lai hd so kiem
toan duo'c cung cap b&i moi trwérng hoat dBng trong trwdng hop G6.

FAU_STG_EXT.1.2 TSF phai c6 thé lwu trl di¥ liéu kiém toan d tao 1én chinh TOE.

FAU_STG_EXT.1.3 TSF phai [lwa chon: logi bd di¥ ligu kiém todn mdi, ghi dé céc bén ghi kidm toén
lrudre 06 theo quy tc saw: fohi dinh: nguyén tdc ghi dé céc ban ghi kiém foén trude do], fchi dinh: hanh
déng khac]] khi khéng gian luu trér cuc bd cho dir liéu kidm toan da day.

Chu thich ap dyng: May chi dang nhap bén ngoai c6 thé dwgce st dung [am khong gian lwu tri thay
thé trong truéng hep khang gian Iwu trl cyc bd day. Cac ‘hanh Gdng khae" trong trwdng hop nay cd
thé& duoc dinh nghia 1 “glri ngay kiém toan méi cho mét thire thé CNTT bén ngoai”.

9.4 Ho tre md hoéa (FCS)
9.4.1 Quan Iy khéa mi héa (FCS_CKM)

Pigu nay x4c dinh cic yéu cau v& mat ma lam nén tdng cho cac thudc tinh bdo mét khac clia TOE, bao
gbm viéc tao khoa va tao bit ngdu nhién, phuong thike thiét [ap khoa, hily khda va cac thao tac ma héa
khac nhau & cung cap ma héa/giai ma AES, xdc minh chi¥ ky, tao gia trj bam, va tgo gia frj bam co
khoa.

Cac S5FR nay hd tre viéc thire hién cde SFR cép giao thirc dira trén Ira chon trong Phy lye B.
9.4.1.1 FCS_CKM.1 Tao khéa ma hoa (d& dwoc tinh chinh)

FCS_CKM.1.1 TSF sé tao cac khoéa ma hda dbéi xing theo thuat todn tao khdéa ma héa cu thé: [lua
chon:

- Cac co ché RSA st dung céc kich thuéc khda ma héa 2048 bit hodc I6n hon dép tng
tiéu chuan sau: FIPS PUB 186-4, “Tiéu chudn Chi ky s6 (DSS)”, Phu luc B.3;

- Cor ché ECC st dyng “NIST curves” [Lya chon: P-256, P-384, P-521] dap irng tiéu
chudn sau: FIPS PUB 186-4, “Tiéu chuan Chi ky s6 (DSS)", Phy luc B.4;

- Co ché FFC si¥ dung cdc kich thude khda ma hda 2048 bit hodc I6n hon dip ng tiéu
chudn sau: FIPS PUB 186-4, “Tiéu chudn Chir ky sé (DSS)”, Phy luc B.1

Ch thich ap dyng: Téc gia ST chon fat ca cac co ché tao khba duoc siv dung dé thiét 13p khoa va
xac thyre thiét bi. Khi tao khéa durge siv dung dé thiét 1ap khoa, céc lvge dd trong FCS_CKM.2.1 va céc
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giao thire ma hoa dugc chon phai phl hop vél sy lva chon. Khi tao khéa dugc sir dung dé xac thuc
thiét bi, khéa cbng khai di kién s& duec lign két vél mét chiing thu X.500v3.

Néu TOE hoat déng nhuw mét dbi tuong tiép nhan trong lugc ad thidt lap khéa RSA, TOE khéng chn
phdi thyre hién viée tao khéa RSA.

9.4.1.2 FCS_CKM.2 Thiét I4p khéa ma héa (d3 dwee tinh chinh)

FCS_CKM.2.1 TSF sé thwe hién viéc thiét 1ap khoa ma hoa theo mdt phwong phép thiét 13p khda ma
hda cu thé: [lua chon:

- Céc lwoc do thiét I3p khda dywa trén RSA dép ting cdc yéu céu sau: NIST SP 800-56B, "Dé
xuét danh cho céc lwoe do lap khoa theo cip st dung phwong phap tim thira sé nguyén
t8";

- Céc lwoe db thiét Iap khéa dwa trén dudng cong Elliptic dip éng céc yéu cau sau; NIST
SP 800-56A, "Dé xuat danh cho céc lwyc do thiét iap khéa theo cdp s dung Thudt todn
logarit réd rac”;

-~ Céc lwoe da thiét I3p khéa dira trén trwdmg xac dinh dép dng céc yéu cdu sau: NIST SP
800-56A, "Pé xudt danh cho cac lwore db thiét Iip khoa theo cdp str dung Thudt foan
logarit réd rac”

Chu thich ap dung: Pay la SFR FCS_CKM.2 tinh chinh @é gidl quyét viéc thiét |ap khéa chlr khéng
phdi t& phan phdi khoa.

Tac gid ST chon tAt c3 céc luoc db thiét 13p khda dugc st dung cho c4c giao thirc ma hda da duoc
chon.

Cac luge db thiét lap khoa dya trén RSA dwgc mo ta trong didu 9 clia NIST SP 800-56B; tuy nhién,
dieu 9 dira vao viéc thirc hién cac diéu khac trong SP 800-56B. Néu TOE hoat dong nhur mét bé phén
tiép nhan trong lwee B thiét 1ap khéa RSA, thi TOE khéng cin phai thire hién viée tao khda RSA.

Céc duéng cong Elliptic dwoc sir dung cho hwos db thiét lap khéa teong quan véi cdc duong cong
durgre xac dinh trong FCS_CKM.1.1.

Cac théng sb vé& tén mién duge st dung cho lge 84 thiét 1ap khoa dira trén treang xac dinh duge quy
dinh cy thé bang tao khoa theo FCS_CKM.1.1.

9.4.1.3 FCS_CKM.4 Pha hily khéa ma hoa

FCS_CKM.4.1 TSF phai pha hily cédc khdéa ma hoa theo mdt phureng phap pha hiy dwge xac dinh cy
thé [ia chon:

- D&i voi b nhe tam then, vige pha hiy khoa sé dupe thue hién bdng cédch ghi dé truc tiép [lwa
chon: bao gBm mét méu (pattern) gié ngBu nhién sir dyng RBG cla TSF, bao gom céc sO
khdng] va theo sau 14 mdt quéa trinh read-verify (Joc-x4c minh).

o Néu viée doc-xéc minh dir liév dupc ghi dé thét bai, thi qué trinh sé& dugre 1ap lai.
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- Doi véi EEPROM dién tinh, sy pha hiy sé dupe thyre hién béng cédch ghi dé tr tiép, bao gom
mét mau gid ngdu nhién s& dung RBG cla TSF (nhuw dé néu trong FCS_RBG_EXT. 1), sau do
la qud trinh doc- x&c minh.

o Néu viéc doc-xac minh dik liéu duwoc ghi dé that bai, thi qud trinh sé dwyc lap fai.

- Doi voi b) nht flash dién tinh, viée phd hiy khéa sé duge thye hién bang céch [liva chon: ghi
dé trure tiép bao gdm céc s6 khbng, x6a khoi] va theo sau I2 mdt qua trinh read-verify (doc-xéc

minh),
o Néu vige doc-xdc minh di liéu duoc ghi dé that bai, thi qué trinh sé dugc Idp fai

- D&i vei bd nh& Gién tinh khic véi EEPROM va b¢ nhé flash, viéc pha hiy khda sé duge thuc
hién béng cach ghi dé 16n ba Ian hodc nhiéu ldn bang mot méu ngdu nhién duoc thay déi
trisde méi lan ghi

]

Pap (ng tigu chuan sau; Khong tiéu chudn.
9.4.2 Thao tac ma hoa (FCS_COP)
9.4.2.1 FCS_COP.1 Thao tac ma hoa

FCS_COP.1.1(1) TSF phai thirc hién mé hoa/giai mé theo mat thuat todn ma héa AES cy thé duroe st

dung trong ché do [lwa chon: CBC, GCM] va cac kich thude khda ma héa [lwa chon: 128 bit, 192 bit, *
256 bil) dap (ng cac tidu chudn sau; AES theo qui dinh trong 1SO 18033-3, [lira chon; CBC theo quy

Ginh cda ISO 10116, GCM theo qui dinh trong ISO 19772].

Chi thich 4p dung: B&i véi Iwa chon dAu tién clia FCS_COP.1.1 (1), tc gid ST nén chon ché d6 hodc
cac ché d6 c¢6 AES hoat déng. D6i véi Iwa chon thir hai, tAc gia ST nén chon cdc kich thudrc khéa
dwoe h tro béi chire nang ndy. Cac ché d va kich thudc khda dugc chon & day tuong ing véi céc
Iya chon clia bd gidi ma dwgc thyre hign theo céc yéu ciu kénh dang tin cay.

FCS_COP.1.1{2) TSF phai thwee hién cac dich vy chir ky ma hoa (tao va xac thyc) theo thuat toan ma
hoa cu thé [lwa chon:

- Thut todn Chir ky s6 RSA va céc kich thude khda mé héa (mé-dun) fchi dinh: 2048 bit hoéc
[6n honj,

- Thuét todn Chl ky sb dwdng cong Elliptic va cédc kich thude khéa méd hoa [chi dinh: 256 bit
hoéc I6n hon]
]
Dap Ung céc 1iéu chudn sau: [iwa chon:

- DA véi céc hepe 8 RSA: FIPS PUB 186-4, “Tiéu chudn chiv ky s8 (DSS)", Digu 5.5, st
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dung PKCS #1 v2.1 Céc lupc db chib ky RSASSA-PSS vashodc RSASSA- PKCS2vi_5;
ISONEC 9796-2, Lurye 66 chir ky s6 2 hodc Lupe db chik ky 86 3

- Doi voi lroe 86 ECDSA: FIPS PUB 188-4, “Tiéu chudn chi ky s6 (DSS)", Bidu 6 va Phu luc
D, thire hign “cac duong cong NIST® P-256, P-384, va [lwa chon: P- 521, khong duéng
cong néo khacj; ISONEC 14888-3, Diéu 6.4

.
Chit thich ap dyng: Tac gia ST nén chon thuat toan da duoc thuc hién dé tao chi ky 6. B véi (cac)
thuat 10an da chon, tac gia ST nén thuc hign cac chi dinhfiya chon thich hop d& xac Ginh cac tham sb
dugre thwe hién cho thuat toan da.

FCS_COP.1.1(3) TSF phai thire hién cac dich vu bAm ma hda theo mét thuat toan ma hoa cu thé [ira
chen: SHA-1, SHA-256, SHA-384, SHA-512, khdng cd cdc thuat todn khéc) va-edekich-thuoekhoa
ma-haa{fehi-dinh: cac «ichthude«héama-héa) dao ung tidu chudn sau: ISO/IEC 10118-3:2004,

Chi thich 4p dung: Céc nha cung cip dwoc khuyén khich thue hién céc giao thive cdp nhat hé trg hé
SHA-2; cho @én khi céc giao thire duoc cap nhat duoc hd tre, tiéu chudn nay cho phép hé trg cho viée
trién khai SHA-1 phll hop véi SP 800-131A.

Lwa chon bam phai phU hop véi stee manh téng thé cla thuat toan dugc str dung cho FCS_COP.1 (1)
va FCS_COP.1 (2) (vi du: SHA 256 cho cac khoa 128-bit).

FCS_COP.1.1(4) TSF phai thyc hién xdc thue tin bdo bdm-0d khda theo mét thudt toan mé hoa xac
dinh [fra chon: HIMAC-SHA-1, HMAG-SHA-256, HMAC-SHA-384, HMAC-SHA-512] va cac Kich thuée
khoa ma héa [chi dinh: kich thuée khéa (theo bit) dwrore sir dung trong HMAC] va kich cor tom lwgee tin
béo [lwa chon: 160, 256, 384, 512] bit d4p (g céc tiéu chudn sau day. ISOJEC 9797-2: 2011, diéu 7
"Thuét toan MAC 2"

Chu thich ap dung: Kich thwdc khoa [k] trang chi dinh roi vao khodng gitra L1 va L2 (dugc xac dinh
trong ISO/IEC 10118 cho ham bam thich hop). Vi du; bl v&i SHA-256, L1 = 512, L2 = 256, trong d6 L2
<=k<=L1,

9.4.3 B6 sinh bit ng&u nhién (Extended - FCS_RBG_EXT)

9.4.3.1 FCS_RBG_EXT.1 Bd sinh bit ngau nhién

FCS_RBG_EXT.1.1 TSF phai thyrc hién céc dich vy tao bit ngau nhién theo ISO/IEC 18031:2011 sir
dung [lwa chon: Hash_DRBG (bét ki), HMAC_DRBG (bét ky), CTR_DRBG (AES)).

FCS_RBG_EXT.1.2 RBG xac dinh sé duoc gieo (seeded) bdi it nhdt mdt ngudn entropy ma tich Ity
entropy i [lwa chon: fchl dinh: s6 luyng ngudn dira trén phén mém] ngudn nhidu dywa trén phan mem,,
[chi dinh: s6 luong ngudn diea trén phén céng] ngubn nhidu dire trén phén cong) véi mirc toi thidu Ia
[lva chon 128 bit, 192 bit, 256 bif] cla entropy t&i thidu bdng 6 v&i 6O manh an toan |&n nhat, theo
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ISONEC 18031 2011 Bang C.1 "Bang P$ manh an fodn cho ham bam", clia cac khba va bam ma né
sé tgora.

Chi thich ap dung: B&i voi lwa chon dau tién trong FCS_RBG_EXT.1.2, ST chon it nhat mét trong sb
cac loai ngudn nhidu. Néu TOE chira nhidu ngudn nhiéu cling loai, thi tac gia ST sé& cho vao chi dinh
véi s6 Ilgng thich hop cho tirng loai ngudn (vi du: 2 ngudn nhiéu dwa trén phan mém, 1 ngubn nhiéu
dia trén phan clirng). Céc tai lidu va cac bai thir nghiém dugc yéu cau trong hoat 6dng danh gia cho
thanh phan nay nhét thiét phai bac gém méi ngudn dwerc chi dinh trong ST.

ISONEG 18031:2011 chia ba phwrong phap tao cac $6 ngau nhién khac nhau; méi mdt phwong phéap
phu thudc vao céc cryptographic primitive (ma héa nguyén thiy) cor ban (céc ham bam/mét ma). Tac
gia ST sé& chon ham dwyc st dung, va dwa céc cryptographic primitive co ban dugce siv dung trong yéu
chu. Mac dU cic ham bam da xac dinh (SHA-1, SHA-224, SHA-2568, SHA-384, SHA-512) duge cho
phép d4i voi Hash_DRBG ho#ic HMAC_DRBG, nhung chi cac trién khai dva trén AES d@bi voi
CTR_DRBG la Guge phép.

Néu chidu dai khoa cho viéc trién khai AES duoe sit dung & Gy khac véi chidu dai duoc st dung @8
mé& hda div lidu ngwdi ding thi FCS_COP. 1 c6 thé phai duoe didu chinh hodc Iap lai dé phan anh do
dai knoa khac nhau. B6i véi vigc Iya chon trong FCS_RBG_EXT.1.2, tic gid ST chon sé bit téi thiéu
cla entropy duoc st dyng dé gieo (seed) RBG.

8.5 Bao vé dir ligu nguei dung (FDP)

Didu nay y&u chu TOE dam béo rang né khong str dung lai géi théng tin ¢l khi truyén géi méi.

9,5.1 Bao vé théng tin dw thiva (FDP_RIP)

9.5.1.1 FDP_RIP.2 Bdo vé théng tin dw thiva hoan toan

FDP_RIP.2.1 TSF phai dam bdo ring b4t ky ngi dung thdng tin trwée d6 clia mt tai nguyén sé khéng

cdn kha dung khi [fea chon: phan b tai nguyén téi, gidi phdng tal nguyén da cép cho) tat c3 cac dbi
tuong.

Ch thich ap dung: "Tai nguyén" trong bdi canh clia yéu cAu nay la cac gai tin mang dugc glii qua
TOE (tréi ngwgc voi "dén", nhr trréng hop khi mét quan trj vign an toan két ndi véi TOE). Méi quan
tam & G4y 1a khi mot géi tin mang dugc gli di, bd dém hodc viing bd nhé duge goi tin st dung van
chira di liéu tlr goi @6, va néu bo dém dd dwgc st dung lai thi nhirng d liéu dé co thé vén con va di
vao mdt gbi tin mai.

9.6 Binh danh va xac thyc (FIA)

Dé cung cdp mét phwrong tién dang tin cdy cho cdc quan trj vién twong téc véi TOE, TOE cung cép cor
ché dang nhap dya trén mat khu. Quan trj vién phal ¢6 khd n&ng soan mét mat khAu manh va cd céc
co' ché dé mat khau phai dugc thay abi thuéng xuyen. D& tranh cac cude 1An cong ma k& tAn cong co
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thé quan st duge khi quan trj vien dang gé mat khdu, mat khdu phai duoc che khuét trong qua trinh
dang nhép. Khda hodc két thic phién clng phai dwyc thie hign dé gidm thiéu nguy co mot tai khodn
dang dugc sl dung bt hop phap. Mat khdu phai duge luu trlr dudi dang bi che khudt va khdng cb
giao thic ndo dwoe cung cp d8 doc mat khau hodc tép mat khau khi hién thi dudi dang ban .

9.6.1 Quan Iy mat khiu (Extended - FIA_PMG_EXT)
9.6.1.1 FIA_PMG_EXT.1 Quan ly mat khau

FIA_PMG_EXT.1.1 TSF phai cung cép céc khd nang qudn Iy mt khau duwdi day danh cho céc mét
khdu clia quan tri vién;

a) Mat khau cé thé bao gdm cée két hgp tt céc chir hoa va chir thudmg, sb va céc ky tu ddc biét sau
day: [chon: "I", "@", "#", "§", "%" "\, "&" "™ (", )", [chi dinh. cdc ky b khac]):

b) Chigu dai mét khau tdi thibu phai dwoc quan trj vien an todn xéc dinh va phai hé tre mat khéu t 15
ky tw tror ién.

Chu thich ap dung: T4c gid ST chon céc ky tw ddc biét duoc hd tro bdi TOE; ho co thé tuy v liét ké
céc ky ty dic bigt bd sung duge hd tre bing céch sl dyng chi dinh. "Mat khau quan tr* dé cap dén
cic mat khau dwoc quan tr vién st dung tai bang didu khidn cuc b, qua cac giao thire hé tro mat
khdu, ching han nhw SSH va HTTPS, hodc cp dit liéu céu hinh hd tro céc SFR khéc trong ST.

9.6.2 Binh danh va xac thyc ngwoi dung (Extended — FIA_UIA_EXT)
9.6.2.1 FIA_UIA_EXT.1 Djnh danh va xac thwe ngwéi dang

FIA_UIA_EXT.1.1 TSF ph3i cho phép cac hanh dong sau day trirde khi véu cAu cac thwe thé khong
phai 12 TOE khdi tao qua trinh djinh danh va xéc thye:

- Hién thj banner canh béo thee FTA_TAB.1;
- [lwa chon; khdng cdc hanh dong khéc [chi dinh: danh séch cédc djch vy, cac hanh dong duoc
thie hign béi TSF dé dap umg cac yéu cdu khdng phéi TOE )
FIA_UIA_EXT.1.2 TSF phai y&u ciu mdi ngwdi dung quan tri duwoc dinh danh va xac thye thanh cbng
trrére khi cho phép bét ki hanh déng nao lam TSF trung gian thay mét cho ngudi dang quan tri 66.

Chi thich ap dung: Yéu cAu ndy 4p dung cho ngwdi ding (cac qudn tri vién va cdc don vi CNTT bén
ngoai) cac dich vy co san trye tidp tir TOE, va khang phai cac dich vy ¢6 san bang cach két ndi thang
qua TOE. Trong trwérng hop cé it hodc khéng cé dich v ndo cé s3n cho cac don vj bén ngoai trwée khi
dinh danh va xdc thie, néu céd mét sb ¢d san (¢ thé 13 ICMP echo), thi ching phai dugc ligt ké trong
cdu lénh chi dinh; néu khéng "khdng cé hanh ddng khac" duec lwa chon.

Xac thwe ¢b thé dura trén méat khiu théng qua bang didu khién cuc bd hodc théng qua giao thire hé trg
mat khdu (nhuw SSH) hodc dya trén chimg thu (nhw SSH, TLS).
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Péi véi cac giao tidp véi cac thire thd CNTT bén ngoai (vi du: méy chil kiém todn hodc may chii NTP),
cac két ndi nhw vy phai dugrc thye hién theo FTP_ITC.1, c6 giao thirc thire hién dinh danh va xac
thure. Didu ndy ¢6 nghta 1a céc giao tiép nhw vay (vi du, thiét 1ap két néi IPsec t&i méay cha xac thyc) sé
khéng duoe xac dinh cu thé trong chi dinh, do viée thiét lap két ndi "tang sb dém" méi khi khdi dong
qua trinh dinh danh va xac thuc

9.6.3 Xac thye ngwéi ding (FIA_UAU) (Extended - FIA_UAU_EXT)
9.6.3.1 FIA_UAU_EXT.2 Co ché xéc thwe dwa trén mat khdu

FIA_UAU_EXT.2.1 TSF phai cung cp co ché xéac thyc dya trén mat khdu cuc b, flira chon: [chi dinh:
co ché xéc thiee khéc], khdng] dé thue hién xac thire ngudi ding quén tri.

Chii thich ap dyng: Chl dinh cn dugc sl dyng d& xéc dinh bét ky co ché xac thyc cyc bd bd sung
ndo duoc hd tro. Céc co ché xac thue cuc bd duoc dinh nghta 14 cac co ché xdc thire cuc bd xdy ra
théng qua bang didu khidn cuc bd; céc phién quan trj tl xa (va cac co ché xac thye lién quan) dwoc
quy dinh trong FTP_TRP.1.

9.6.3.2 FIA_UAU.7 Phan héi xac thie dwoe bao vé

FIA_UAU.7.1 TSF chicung cip phan hdi bj che khudt cho ngudi ding guan tri trong khi qua trinh xac
thue dang dwoc tién hanh tai bang didu khién cuc bp.

Ch thich &p dung: “Phan hd| b| che khuat "cé nghTa 14 TSF khdng hién thj bt ky di liéu xac thwe nao
duwoc nhap bdi ngudi ding (vi dy nhir phan héi clla mat khau) méc di chi bao vé tién @ xdc thire ¢
thé dugre cung cap (nhur dAu hoa thj cho mdi ki ty). Didu nay ciing ngy ¥ rng TSF khang phén hoi bat
ky théng tin nao trong qua trinh xéc thyc 16i ngudi ding ma chi cé thé cung cép dau hiéu vé dir liéu
xac thire,

9.6.4 Xac thye str dyung cac chirng thw X.509 (Extended - FIA_X509_EXT)
9.6.4.1 FIA_X509_EXT.1 Xac nhan chirng thw X.509
FIA_X509_EXT.1.1 TSF phdi xac nhan ching thu theo céc quy tic sau

- Xac nhan chirng thir RFC 5280 va xac nhan dwirng dan chirng thu.

- Budng dan chiing thu phai két thuc bang mot chirng thu CA tin cay.

- TSF s& xdc nhan duwdng dan chiing thir bang cach dém béo sy hién dién cla phan m& rdng
basicConstraints va flag CA dugre cai dat thanh TRUE cho tt ca cac chirng thu CA.

- TSF sé xdc nhén tinh trang thu hdi gidy ching thir bang cach st dyng [iva chon: Giao thirc
trang thai chieng thur trize tuyén (OCSP) theo quy dinh tai RFC 2560, mit danh sach thu héi
chimg thw (CRL) nhuw da quy dinh irong RFC 5758).

- TSF s& xac nhan extendedKeyUsage theo céc quy tac sau:
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o Céc chirng thw dupe str dyng cho céc cép nhél tin cay va xac minh tinh hop mé thue thi
sé cé myuc dich Ky higyu mad (iokp 3 véi OID 1.3.6.1.5.5.7.3.3) trong trudng
exfendedKeyUsage.

o Céc chimg thw méy chd duoc trinh bay cho TLS s8 c6 myc dich Xéc thue May ehd (id-
kp 1v&i OID 1.3.6.1,5.5.7.3.1) trong trrdrng extendedKsyl/sage.

o Céc ching ther may khdch duge trinh bay cho TLS phai c6 muc dich Xéc thue Khéach
héng (id-kp 2 v6i OID 1.3.6.1.5.5.7.3.2) trong tridng extendedKeyUsage.

o Céc chirng thw OCSP duog trinh bay cho céc phan hdi cda OCSP sé ¢ muc dich Bing
ky OCSP (fd-kp 9 v&i OID 1.3.6.1.5.5.7.3.9) trong trudmg extendedKeylUsage.

Chu thich ap dung: FIA_X509_EXT.1.1 liét ké cdc quy tic & xac nhan ching thw. Tac gid ST Iya
chon xem trang thai thu héi e6 duge xae minh béng cach sir dung OCSP hay cac CRL hay khéng. Cac
glao thirc kénh/dweng din dang tin cdy yéu cu chirng thir dwgc st dyng; viéc siv dyng nay yéu cau
céc quy tac extendedKeyUsage dwoc xac minh.

Vigc x4c nhan hop 1€ dy kién sé két thiic bang mét ching thu CA gbc dang tin cay trong mét noi lwu
trlr goc duoc quan Iy bi nén tang.

FIA_X509_EXT.1.2 TSF chi coi mét chikng thu nhw 14 mét chirng the CA néu basicConstraints va flag
CA dworc cai dét thanh TRUE.

Chu thich &p dung: Yéu clu nay ap dyng cho cac chimg thu duwrgc TSF st dung va xi I v& han ché
cac ching thu cb thé dwoc bd sung 1am ching thw CA dang tin cdy.

9.6.4.2 FIA_X509_EXT.2 Xac thwc chirng thw X.508

FIA_X509_EXT.2.1 TSF phai sir dung chiing thw X.508v3 theo dinh nghia b&i RFC 5280 dé hé trg xac

thyre cho [lua chon: /Psec, TLS, HTTPS, SSH] va [lwa chen: code signing cho cac ban cép nhét phéan
mém hé théng, code signing dé xdc minh tinh todn ven, [chl dinh. s& dung khac], khong st dung thém),

Chu thich ap dung: Sv lua chon cuz tac gia ST phi hgp véi lwa chon cia FTP_ITC.1.1. Cac chiing
thu c6 thé Guere tly chon st dung cho cac cap nhat phan mém hé théng (FPT_TUD_EXT.1) va d& xac
minh tinh toan ven (FPT_TST_EXT.2).

FILE_X508_EXT.2.2 Khi TSF khéng thé thiét 14p két ndi ¢é xac dinh tinh hep 18 clia chieng thw, TSF s&
[Ilwa chon: cho phép quén trj vién chon chép nhén chitng thu trong céc trudng hop nay, chép nhan
chimg thu, khéng chép nhan chimg ths.

Chu thich 4p dung: Thang thudng mét két ndi phai dwoc thiét 13p dé kidm tra tinh trang thu hoi clia
mdt chirng thw — k& ca tdi mét CRL hay thire hién fra clru bang cach s dung OCSP. Lyra chon dugc
s> dyng d€ mé ta hanh vi trong treding hep khéng thé thiét lap két ndi nhu vay (vi dy do 18i mang). Néu
TOE da xéac dinh chimg thu hop 16 theo tAt ¢é cdc quy téc khac frong FIA_X509_EXT.1, thi hanh vi
duge thé higén trong Iya chon s& xéc dinh tinh hep 18, TOE khéng dwgc chip nhan chirng thw néu né
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khéng tuan thi bat ky quy tic xac nhan hop 1€ ndo khéc trong FIA_X509_EXT.1. Néu tly chon quan tri
vién cau hinh duoc chon bdi tic gid ST, thi tAc gid ST clng chon chirc ndng twong (ng trong
FMT_SMF 1.

9.6.4.3 FIA_X509_EXT.3 Yéu cau chirng thu X.509

FIA_X508_EXT.3.1 TSF phai tao ra mét Thng bao yéu céu chirng thw theo quy dinh clia RFC 2986 va
¢6 thé cung clp cac thong tin sau trong yéu cau: khoa cong khai va [lwa chon: thing tin vé thiét bi cu
thé, Tén thuimg, Té chire, Pon vj T8 chir, Quéc gia).

Chii thich ap dyng: Khda céng khai 1& phan khéa céng khai clia cdp khéa cdng khai - khéa riéng duwoc
tao ra b&i TOE nhu quy dinh trong FCS_CKM.1 (1).

FIA_X509 EXT.3.2 TSF phai xdc nhan chudi ching thu tir CA gdc khi nhén duoc Phdn hdi ching thu
CA.

9.7 Quén Iy an toan (FMT)

Céc chire nang quan Iy duoc yau chu trong dieu ndy mé td cac kha niing can thiét dé hd trg vai trd
quan trj vién an todn va bo cac chire ndng quan Iy an toan co ban dé quan Iy cac khia canh c6 thé clu
hinh cé trong cac SFR khac (FMT_SMF 1), quan ly chung dir liéu TSF (FMT_MTD.1), va cho phép cac
cip nhat TOE (FMT_MOF.1 (1) / Cap nhét tin cdy).

Cac yéu cau quan ly cbt 16i nay duoc bd sung bdi cac yéu cau tiy chon trong digu A3 va cac yéu cau
dya trén la chon trong diéu B.4, theo céc kha nang clia TOE.

9.7.1 Quan ly cac chire nang trong TSF (FMT_MOF)
9.7.1.1 FMT_MOF.1(1){TrustedUpdate Quan Iy hanh vi cac chirc ndng an todn

FMT_MOF.1.1(1)TrustedUpdate TSF phai han ché kha ning kich hoat cac chirc ndng cép nhéat th
cbng cho céc quén trj vién an toan.

Ghu thich ap dung: FMT_MOF.1(1)/TrustedUpdate han ché viéc khdi tao cap nhat th(i cong b céc
quan frj vién an toan.

9.7.2 Quan Iy di¥ lidu TSF (FMT_MTD)
9.7.21 FMT_MTD.1 Quan ly di¥ liéu TSF
FMT_MTD.1.1 TSF phai gi&i han kha nang guan |y dir ligu TSF cho céc quén trj vién an toan.

Chu thich &p dung: Ti¥ "quan Iy" bao gdm nhuwng khang gidi han trong viéc tao, khéi tao, xem, thay
ddi mac dinh, stva ddi, x6a, va ndi thém. SFR nay bao gbm ca viéc cai dat lai mat khAu nguai ding béi

quan trj vién an foan.

9.7.3 Dic ta cua cac chie nang quan ly (FMT_SMF)
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9.7.3.1 FMT_SMF.1 Dac ta cla cac chire nadng quan ly
FMT_SMF.1.1 TSF phai c6 kha nang thue hién céc chirc néng quan ly sau.
- Kha ndng quan ly TOE cuc bé va tr xa;
- Kha ndng cAu hinh cdc banner truy cap,
- Kha néng céu hinh thoi gian khdng hoat déng cla phién trube khi két thic hodc khoa phién;

- Khé néng cip nhét TOE, va xdc minh céc ban cép nhat st dung kha nang chiv ky sé lrude khi
cai dat nhirng ban cép nhat,

Kha ndng céu hinh céc quy téc twong lia;
[ra chon;
o Kha néng céu hinh hanh vi kiém loén;

o Kha ndng céu hinh danh séch céc djch vy TOE cung cép sén cd trudc khi mot thue thé
duwgre dinh danh va xac thye, nht quy dinh trong FIA_UIA_EXT.1;

o Khé ndng céu hinh céc chivc ndng ma héa;

o Khbng 6d kha nang khéc.]
Chii thich &p dung: TOE phai cung cép chirc ning cho ca quan trj cuc bé va tir xa, bao gom kha nang
dinh cau hinh biéu nglr truy cap cho FTA_TAB.1 va théi gian khéng hoat dong cla phién cho
FTA_SSL.3 & FTA_SSL.4. Diéu "Kha nang cép nhat TOE, va xac minh cic ban cép nhat sir dung kha
nang chir ky s trwére khi cai dét nhirng ban cap nhat" bao gdm cac chirc ndng quan Iy cd lién quan 1l
FMT_MOF.1 (1) ! TrustedUpdate, FMT MOF.1 (2) / TrustedUpdate (néu cé trong ST),
FIA_X509_EXT.2.2 va FPT_TUD_EXT.2.2 (néu co6 trong ST va néu chung bao gdbm hanh déng cau
hinh clia quan trj vién). Tirong t, Ira chon "Kha nang cAu hinh hanh vi kiém toan" bao gdm cac chive
nang quan ly c6 lién quan tr FMT_MOF.1 (1) / audit, FMT_MOF.1 (2) / audit, FMT_MOF 1.1 (1) /
AdminAct, FMT_MOF.1.1 (2) / AdminAct va FMT_MOF .1 / LocSpace (d6i voi tat ca cac SFR cé trong
ST). Néu TOE cung cap khd nang cho quan tr] vién cu hinh hanh vi kiém toan, c¢Au hinh céc dich vu
s8n ¢d trwdre khi dinh danh hodc xac thire, hoSic néu bat ky chirc nang méa héa nao trén TOE cb thé
duec céu hinh, thi tac gia ST dwa ra lra chon hodc céc lira chon thich hop trong phan lira chon thiy
hai, néu khéng thi chon "Khéng cé kha ning khéc."

9.7.4 Vai trd quan Iy an toan (FMT_SMR)
9.7.4.1 FMT_SMR.2 Céac giéi han ddi voi cac val trd an toan
FMT_SMR.2.1 The TSF phai duy trl cac vai trd:

- Quaén lij vién an toan.

FMT_SMR.2.2 TSF phai co thé lién két nguéi duing véi vai tro.
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FMT_SMR.2.2 TSF phdi dam bdo ring c4c didu kién

- Vai tro quan Urj vién an todn sé co thé quén Iy TOE cye bj;

- Vaitro quan trf vién an todn sé cd thé quan Iy TOE tir xa,
duwyc dap ung.
Chi thich ap dung: FMT_SMR.2.3 yéu cdu quan tri vién an toan cé thé quan Iy TOE thong qua bang
didu khién cuc bd va théng qua co ché tir xa (IPsec, SSH, TLS, TLS [ HTTPS).
9.8 Bao vg TSF (FPT)

Bidu nay xac dinh cac yéu ciu cho TOE d& bdo vé cac di¥ lidu an todn quan trong nhu khda va mét
khdu, cung cép cac ty kidm tra Gé theo ddi hoat dong chinh x4c lién tyc clia TOE (bao gdm phét hién
céc 16i cla phén syn hodc tinh todn ven phin mém) va cung cap céc phirang phap dang tin cay cho
céc ban cap nhat cho phdn mém/phin syn TOE. Ngodi ra, TOE dwoc yéu ciu cung cap dau thai gian
(fimestamp) d4ng tin cay dé hé tre luu hd so kidm todn chinh xac theo ho FAU_GEN.

9.8.1 Bao vé div ligu TSF (Extended — FPT_SKP_EXT)
9.8.1.1 FPT_SKP_EXT.1 Bao vé dir lidu TSF (dé doc tit ca khoa ddi xieng)

FPT_SKP_EXT.1.1 TSF phéi ngan khéng cho doc tat ca cac khoa duge chia sé trwéc, cac khoéa ddi
x(rng va cac khoa ca nhan.

Chai thich ap dung: Myc dich clia yéu chu nay la @é thiét bj bao vé khéa, tai lidu quan trong va cac Uy
nhiém xac thyc khoi bj tiét 16 trai phép. Dir 1iéu nay chi nén duoc truy cap cho cac muyc dich lién quan
dén chirc ndng an toan dugc chi dinh va khdng ¢in phdi dwgc hién thiftruy cap & cdc thoi diém khac,
Yéu cau nay khéng ngan thiét bi c6 cac chi bdo vé sy tdn tai, dang duoc sl dyng hodc dang con hiéu
l#c cla céc d@ liéu nay.

9.8.2 Bao vé mit khdu quan trj vién (Extended — FPT_APW_EXT)

9.8.2.1 FPT_APW_EXT.1 Bao vé mét khdu quin trj vién
FPT_APW_EXT.1.1 TSF phai lwu trlr mat khau & dang khong phai I3 ban ré.
FPT_APW_EXT.1.2 TSF phéi ngén chin viéc doc céc mét khdu dang ban rd.

Chu thich ap dyng: Myc dich cla yéu chu 1a di¥ lidu xac thyc mat khdu thd khdng dwrge luu trir dudi
dang cc thong tin ré rang, va khéng c6 ngudi ding hodc quan tr vién ndo cd thé doc dwge mat khiu
dang bén r& thong qua cac giao thirc "binh thwémg". MOt quan trj vién ndm quyén quan tri cao nhat cla
qua trinh tat nhién cé thé doc trpe tiép bd nhé Gé 1ay mat khau nhung duge tin tedng 1a sé khong l1am
nhu vay.

9.8.3 Thir TSF (Extended — FPT_TST_EXT)
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D2 phat hién mét sé 18i clia cac co ché an toan tidm An dwoe sk dung béi TSF, TSF sé thue hién ty
kiém fra, Mirc dé ty kidm tra nay duge danh cho nha phat trign san phim, tuy nhién, mét bj ty kidm tra
toan dién hon sé tao ra mot nén ting dang tin ¢y hon dé phat trién phin mém Enterprise Architect.

(D6i veri thanh phan nay, cac yéu cAu dua trén lya chon duoc trinh bay & Phu luc B)
9.8.3.1 FPT_TST_EXT.1 Thiv TSF (dwoc mé réng)

FPT_TST_EXT.1.1 TSF phai chay mét b ty kiém tra: [ia chon: khi khdi dong ban dau (bat ngudn),
dinh ky trong qué trinh hoat dng binh thuong, theo yéu cau cta ngudi ding duge Uy quyén, iai cac
diéu kién [chl dinh: céc diéu kién ma tu kim tra nén thuc hién]] @ ching minh hoat déng chinh xédc
cla TSF: [chi dinh: danh sédch céc baf twr kidm tra do TSF thue hién].

Chu thich ap dung 1: Biéu mong doi 1a cac bai ty kiém tra dwge the hién trong qua trinh khdi déng
ban dau (khi bat ngudn). Céc tay chon khac chi nén duge si dung néu nha phat trién cb thé gidi thich Iy
do tai sao chiing khéng duoc thize hién trong qua trinh khdi dong ban dau. Cac bai tir kiém tra dé xac
minh tinh todn ven clia phdn m&m v& phan sun cling nhw hoat déng chinh xac clia céc ham ma hoa can
thiét @& d4p tng céc SFR dwoc ky vong it nhit phai duwege thie hién. Néu khéng phai tat cd cac bai ty
kiém tra dwgc thwe hién trong the gian khé! dfng thi cdn 13p lai nhidu 1An c4c SFR vdi céc tly chon
thich hop duge chon. Treng cac phién ban sau nay clia tiéu chudn nay, cac tw kiém tra s& dwoc yéu
cAu phai co it nhét cac co ché a8 khéi d8ng ¢é do Irémg bao gdm céc bai tur kiem tra cac thanh phén co
do hrdng,

Chi thich ap dung 2: Néu chirng thu dirge sty dung béi co ché ty kigm tra (vi dy dé xac minh chi¥ ky
dé x&c minh tinh toan ven), cac ching thu sé dugc xéc thyc theo FIA_X508_EXT.1 va phai dvoc chon
trong FIA_X509_EXT.2.1. Thém vao d6, FPT_TST_EXT.2 phai dwoc dwa vao ST.

9.8.4 Cap nhét tin cdy (FPT_TUD_EXT)

Quan tr| vién khéng thd x&c minh dwgc cac ban cap nhat cho hé théng durge tin cay cé thé din Gén lam
héng toan bb hé théng. Dé tao dé tin cay vao ngudn cap nhat, hé thdng co thé cung cép cac co ché va
thl tuc mAa hoa Gé thu nhan ban cap nhat, kidm tra ban cap nhat théng qua co ché chir ky sd dugc
cung cép bdi TOE va cai dat ban cap nhat trén hé théng. Mac dli khéng c6 yéu cau rang qua trinh nay
duwgc tyy ddng hoan toan, tuy nhién, tai liéu hiréng dan s& néu chi tiét cac thQ tue phai duge thie hién
thli cong, cling nhuw céch thirc quan trj vign bao dam dwgc chir ky trén ban cdp nhét 1a hgp 8.

{Déi v&iho nay, cac yéu chu dira trén liya chon duoc trinh bay & Phy lyc B)
9.8.4.1 FPT_TUD_EXT.1 Cap nhat tin cay

FPT_TUD_EXT.1.1 TSF phi cung cip cho qudn trj vién an foan kha n&ng truy van phién ban thyc
hién hién tai cla phan mém/phan sun TOE ciing nhw phién ban phAn mém/phan sun TOE duwoc cdi dat
gan ddy nhét

Chii thich 4p dyung: Phién ban hién dang chay (dang dwoc thyc thi) cd thé khong phdi la phién ban
dwrgc cai dat ghn day nhat. Vi dy, c6 thd 14 ban ¢ap nhat da dugc cai dat nhung hé thdng yéu clu khdi
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ddng lai (reboot) trudre khi ban cap nhat ndy s& chay. Do @6, cAn ré rang rang truy vén nén thé hién ca
phién ban dugc thyc hién gin day nhét cling nhw ban cap nhat dugc cai 4t gan day nhét

FPT_TUD_EXT.1.2 TSF phai cung cap cho céc quan trj vién an toan kha nang ty khai tao cac ban cap
nhat cho phdn mém/phan syn TOE mét cach thl cdng va [lwa chon: hé try ly kidm tra cde cdp nhatl, hd
trer cdc cdp nhat tw dong, khong o co ché cdp nhat khéc).

Chu thich ap dung: Viéc lya chon trong FPT_TUD_EXT.1.2 phan biét sy hd trg tu kiém tra cac cap
nhat va hé tro cac cap nhat tw dong. Thy chon dAu tién dé cap aén mét TOE kiém tra xem cé kha dung
mét ban cap nhat mdi hay khdng, théng bao cho quan tri vién (vi du, théng qua mét tin nhén trong phién
quan trj vién, théng qua tép nhat k) nhuwng yéu cAu Quan trj vién dwa ra mét s6 hanh ddng dé thie hién
cap nhat. Tuy chon thr hai d& cap dén mot TOE kiém tra cac ban cap nhét va ty dong cai dat ching khi
¢6 sdn.

FPT_TUD_EXT.1.3 TSF phai cung cap céc phuong tién dé xac thirc ban cép nhit phan sun/phan mém
cho TOE st dung [lwa chon: co ché chir ky s6, bdm cong khai] trwdc khi cdi it céc ban cap nhét dé.

Chi thich ap dung 1: Co ché chir ky sd duge tham chiéu trong lya chen cla FPT_TUD_EXT.1.3 13
mét trong nhing thuat todn duge qui dinh trong FCS_COP.1(2). Ham bam da cong bd duwie tham chiéu
trong FPT_TUD_EXT.1.3 duorc tao ra b&i mét trong cac ham qui dinh trong FCS_COP.1(3). Tac gia ST
phéi Ia chon co ché dirge thire hign bél TOE; ¢6 thé chap thuan thuwe hién ¢ hai co ché.

Chi thich 4p dung 2: C4c phién ban sau clia tiéu chudn nay s& yéu ciu st dung co ché chl ky s cho
cac cap nhat tin cay.

Chu thich 4p dung 3: Néu cac chirng thw dwec st dung trong oo ché xac nhan cép nhat, cac ching
thur duge xac thue theo FIA_XS08_EXT.1 va ¢in phai duoc Iua chon v FIA_X509_EXT.2.1. Ngodi ra,
FPT_TUD_EXT.2 phéi bao gbm trong ST.

Chu thich 4p dung 4: “Cap nhat" trong bdi ¢anh clia SFR d& cap dén qua trinh thay thé mét thanh
phan phin mém thuréng tri trén hé thdng, khong kha bién bang mét phan mém khac. Phan mém cl
duc goi la hinh anh NV, phan mém sau & hinh anh cap nhat. Mic du hinh anh cap nhat thuwdng méi
hen hinh dnh NV, tuy nhién day khong phai la mét yéu cau bét budc. Co nhidu trwdng hgp hgp phap
chil s& htru hé théng mubn chuyén mét thanh phan sang mot phién ban ¢l han (vi du khi nha san xuét
linh kién phat hénh ban cap nhat bj 1&i hoéc khi hé théng dyra vao tinh nang khéng cén ¢ trong ban cap
nhat), Twong tw nhw vay, chll s& hiku khac ¢ thé mudn cdp nhat véi cing mot phién ban véi hinh anh
NV @é phyc hdi tir b nhé bj I5i.

T4t ca céc thanh phan phén mém I (vi dy: ing dung, trinh diéu khién, kernel, phan syn) clia TSF phai
dugc ky s6 bdi nha sdn xudt twong Gng va sau dé dugc xac minh bdi cor ché thye hién cép nhéat. Vi no
cac thanh phan dwyc cong nhan 12 6 thé duoc ky bdi cac nha san xut khac nhau, nén qua trinh cép
nhéat cAn phéi xac minh rdng ca ban cép nhét va ban hinh &nh NV da dwgc san xuat bdi cing mft nha
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san xuat (vi dy bang cach so sanh cac khoa cong khai) hodc duoe ky béi cac khéa ky hop phap (vi dy:
xa¢ minh thanh céng cac chirng thu khi st dung cac ching thie X.509).

9.8.5 Cac dau th&i gian (FPT_STM)
9.8.5.1 FPT_STM.1 Dau théi gian dang tin cay
FPT_STM.1.1 TSF ¢ thé cung cap cac dau théi gian dang tin cay.

Chu thich ap dung: TSF khéng cung cip théng lin dang tin cdy vé& thdi gian hién tai tai vi tri clia TOE,
nhung tly theo théng tin v& théi gian va ngdy bén ngoai, sé duge cung cép nhén cdng bé&i quan trj vién
hodc théng qua viéc st dung mot may chil NTP. Thudt nglr "dau thoi gian dang tin cay" dé cap dén viéc
str dyng nghiém ngdt théng tin vé thei gian va ngay, duoc cung cdp bén ngoai, va ghi lai tat ¢a cac thay
abi vé cai g3t thoi gian bao gdm thong tin vé thai gian ¢l va moi. VoI théng tin ndy, ther gian thire cho
tt ca céc dir liéu kiém todn c6 thé tinh todn duge.

9.9 Truy cép TOE (FTA)

Pigu nay quy dinh ¢y thé cac yéu cAu lién quan dén an toan cla cac phién quan trj dwyc thie hign trén
TOE. Déc biét, ca phién cuc bd va tir xa déu dwgc gidm sat vl khong hoat dong va bj khéa hodc cham
dit khi dat toi mét khoang théi gian ngwéng. Quan trj vién ciing phai cé kha nang cham dit cac phién
trerng tac clia minh, va phai cé mét thong bao tw vén dwoc hién thi vae dau mdi phién.

9.9.1 Khéa phién dwee TSF khéi tao (Extended — FTA_SSL_EXT)
9.9.1.1 FTA_SSL_EXT.1 Khéa phién dwege TSF khevi tao
FTA_SSL_EXT.1.1 TSF phai, d6i v&i cac phign twong 14c cuc bd, [lwa chon:

- Khoa phién - v higu héa bat ky hoat dfng néo cda thiét bj truy cdp / hién thi di ligu nguoi ding
ngoai viéc m& khéa phién va yéu cdu quan trf vién xdc thuc lai cho TSF trude khi mé khéa
phién;

- Két thac phién]

Sau mét giai doan th&i gian khéng hoat déng qui dinh bdi Quan tri vién.
9.9.2 Két thiic va khéa phién (FTA_SSL)
9.9.2.1 FTA_SSL.3 Két thiic dwec khdi tao bdi TSF

FTA_SSL.3.1 Sang lgc: TSF phai két thic mét phién twong tac ti xa sau mét khoang théi gian khéng
hoat dfng phién duoc Quan tri vién céu hinh.

9.9.2.2 FTA_SSL.4 Két thiic dwoc khéi tao boi ngwéi ding

FTA_SSL.4.1 Sang loc: TSF phdi cho phép két thic phién twong tac cla chinh Quan trj vién
8.9,3 Céc banner truy cap TOE (FTA_TAB)

9.9.3.1 FTA_TAB.1 Céac banner truy cdp TOE mic djnh
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FTA_TAB.1.1 Sang loc: Trwéec khi thiét 1ap mot phién nguei ding- quan trj vién, TSF phéi hién thi
théng béo tu vin dugc quan trj vién an todn chi dinh va théng béo canh bdo vé sy chédp thudn lién
quan d&n viéc str dung TOE.

Chu thich ap dung: Yéu ciu ndy dugc ap dyng cho cic phién trong tac gitva ngudi ding va TOE.
Céc don vi CNTT thiét 1ap cdc két néi hodic cdc két ndi cd I2p trinh (vi dy, cac cube goi thl tuc tir xa
qua mang) khong bét bude phai c6 y&u clu nay,

9.10 Cac kénh/dwdng dén tin cay (FTF)

Dé gidi quyét cic van dé lign quan dén truyén dir liéu nhay cam dén va di tir TOE, cac TOE tuan thd sé
cung cAp ma hoa cho cac dudng din truydn gitka ching va diém cudi. Cac kénh ndy dwoc thirc hién
b&ng céch sl dung mot (hoc nhidu hon) bdn giao thirc chudn: IPsec, TLS, HTTPS, va $8H, Céc glac
thire nay dugc quy dinh béi RFC cung cAp dwa ra nhiéu lya chon thize hién. Céc yéu cau da dugre ap
dyng di véi mot sb cac lya chon nay (dac biét la cac lira chon cho cac nguyén mau ma hoa) dé cung
cép kha ning tuong tac va chéng lai cudc tAn cong ma hoa.

Ngoai viéc cung cp bao vé chéng lai tiét 16 (va phat hién stra dbi) cho céc giao tiép, mi giao thike
duge mbd ta (IPsec, SSH, TLS va HTTP3) cung cép xac thyre hai chiéu & méi digm cudi theo céch an
toan ma hoa, cé nghia |4 ngay ca khi cd mt ké t&n cong nguy hiém gitra hai diém cudi, thi bat ky nd
lec dé dai dién cho chinh minh vao mét trong hai diém cudi cla dudng din giao tiép nhu bén giao tiép
khac sé duwgc phat hién,

9.10.1 Kénh tin cay (FTP_ITC)
9.10.1.1 FTP_ITC.1 Kénh tin cdy Inter-TSF (44 dwec tinh chinh)

FTP_ITC.1.1 TSF ph3i c6 kha ndng st dung [Lwa chon: /Psec, SSH, TLS, HTTPS] dé cung cép mdt
kénh thong tin két ndi dang tin cay gitba TSF va céc thye thd IT duoc Uy quyén hd trer cac khd néng
sau: server kiém tra, [lwa chon: server xéc thire, chi dinh: cac khé néng khac], ¢b sy khac biét vé mat
logic vai cac kénh truyén thdng khac va co kha nang xac dinh chéc chan cac didm két thuc va bao vé
tinh an toan cua dit ligu k&nh va phat hién céc trwong hep sira dbi dir liéu kénh.

FTP_ITC.1.2 TSF phai cho phép TSF, hoic cic thwc thé IT dwoc tiy quyén thirc hién hoat dong két
néi thong tin théng qua kénh dang tin cay,

FTP_ITC.1.3 TSF phdi b4t d4u thwe hién hoat déng thdng tin két ndi théng qua kénh dang tin cay [chi
dinh: danh sach cac djch vu ma TSF c6 thé két ndi).

Chu thich 4p dung: Muc dich cla yéu cAu trén 13 cung cAp mdt phuong tién ma giao thike ma héa cd
thé durgc siv dyng d& bao vé théng tin k&t ndi bén ngoai véi cac thire thé IT dwge Oy quyén ma TOE
twong tac dé thirc hién cac chire nang clia né. TOE st dung it nhét mot trong cdc giao thic dugre ligt
ké dé két ndi voi may chil cé tinh nang thu thap théng tin kiém todn. Néu TOE két ndi véi mat may chl

xac thyc (vi dy, RADIUS), thl tac gia ST chon "mdy chil xac thyc" trong FTP_ITC.1.1 va két ndi nay
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phai co kha nang dugrc bao vé b mdt trong cAc giao thike drge liét k8. Néu cac thyc thé IT dugc y
quyén khac (vi du: may chi NTP) dugc bao vé, tac gid ST sé tién hanh céc chi dinh phi hgp (cho céc
thyee thd d6) va dua ra céc lea chon (d&i voi cac giao thize dugc st dung d& bao vé cac két néi 46).
Tac gid ST chon (cac) co ché duwoc hd tre bdi TOE, va sau d6 dam béo réng céc yéu cdu vé giao thic
chi tiét trong Phu luc B twong ting vé&i lwa chon clia hg d& duwec dwa ra trong ST. Néu TLS duwoc chon,
tac gia ST s& y&u chu FCS_TLSC_EXT.2 thay vi FCS_TLSC_EXT 1.

M&c di khéing cd yéu cAu tr phia thuc hién két ndi, tuy nhién, trong chi dinh cho FTP_ITC.1.3, tac gid
ST d liét ké cac dich vu ma TOE cb thé bét dAu tién hanh két ndi vai thie thd CNTT duwoc Oy quyén.

Yéu cAu nay ham ¥ réng c4c thong tin két ndi khdng chi duwrgre bdo vé khi ching vira duge thiét lap ma
con duge két néi lai sau khi mat dién. Co thé xay ra tredng hop mét sé phdn cai 3t TOE tham gia thiét
lap c&c duwdng him theo phuong phép thl cong d2 ty bdo vé cac két ndi khac, va néu sau khi mét
dign, TOE cd géng thiét 1ap lai két néi mot cach tw ddng (khi cin thiét) voi can thigp bang phwong phap
thd cdng, c6 thé co mdt clra sb tao ra, tai day dbi trong tAn cong co thé co duec théng tin quan trong
hodc dugre chap thudn két néi.

9.10.2 Bwong dan da ng tin cdy (FTP_TRP)
9.10.2.1 FTP_TRP.1 Buéng din dang tin cdy (43 dwege tinh chinh)

FTP_TRP.1.1 TSF phai ¢ khd ndng st dung [Lwa chon: [Psec, $SH, TLS, HTTPS] dé cung cép
mét kénh théng tin k&t ndi Gang tin cay gitra TSF va cac quan trj vién tir xa duge Oy quyén coé sy khac
bigt vé logic vé&ri cac dwamg din khac va ¢b kha nang xac dinh chéc chan cac diém két thic dong thoi
bdo vé tinh an toan cla di lidu kénh va phél hién céc trwng hop sira ddi di ligu kénh.

FTP_TRP.1.2 TSF cho phép céc quan tri vién tir xa thirc hién théng tin két ndi thdng qua duéng dén
dang fin cy.

FTP_TRP.1.3 TSF yéu cu s dung duwéng din dang tin cay dé xac thwe quan tri vién ban diu va
tat ca hoat ddng quan tri ti xa.

Chii thich 4p dung: Y&u cu ndy Gam bao cac quan tr| vién tir xa dwgc Oy quysn co thé thire hign két
néi voi TOE théng qua mdt dudng din dang tin cdy va tAt ca cac két ndi voi TOE thdng qua céc quén
tri vién 1l xa duoc thuc hién théng qua duéng dan nay. DI liéu dwec truyén trong kénh truyén tin déng
tin ¢8y nay dirg'c ma hoa theo quy dinh clia giao thire duoc chon trong Iwa chon dau tién, Téc gid ST
chon (cac) co ché duoe hd try bdi TOE, va sau dé d3m bao rang céc yéu chu vé giao thire chi tiét
trong Phy lyc B twong tkng vdi Ira chon giao thire dugce dira vao trong ST.

9.11 Twéng ltva (FFW)
9.11.1 Twdng Itra loc lwu lweng co trang thal (FFW_RUL_EXT)

Dé giai quyédt cac van d2 lién quan dén vide tiét 16 trai phép thong tin, truy cdp khéng hep 1é vao céc
dich vy, lam dung djch vy, gian doan ho3c tir chdi dich vy, va thim dod dya trén mang ludi hé théng,
TOE tuan thi sé thyre hién kha nang Loc Itu Ireng c6 trang thai, Khd nang nay sé han ché lubdng luu
46



TCVN 12819:2020

lwong mang gilra cadc mang duwgc béo vé va cac mang k&t néi khac diza theo dia chi mang va céc ebng
cia nit mang xut phat (ngudn) va/hodic nhan (dich) luu lwgng truy cap mang cing nhir théng tin ket
néi da dugc thiet |ap.

Hoat déng kidm tra géi tin c6 trang thai dirge sir dung dé& hd trer thire hign luu lwong goi tin théng qua
TOE. Thay vi 4p dung bd quy tic dbi v&i tirng goi tin durge xi 1y tai mt giao dién TOE, TOE sé x4c
dinh xem gdi tin co thudic két noi da dwyc thiét 1ap va dupc "phé duyét" hay khong. Mot bd thude tinh
t6i thidu dwoc st dung dé xac dinh liu mot géi tin co phai 12 mét phan clia phién a4 dworc thiét 1ap cho
TCP va UDP va tac gia ST dwge phép mé réng cac thude tinh dé duge xem xét cho cac phién TCP va
béd sung giao thire ICMP néu mubn,

Cac TOE tuan thi sé thire hign kha nang ghi lvu lwong mang. Cu thé, TOE sé& cung cp phuong tién
@& quan tri vién I3p cdu hinh cac quy tic tudng Itra cy thé nhdm thire hign chivc nang “ghi" khi luu
lwong mang dirge xac dinh 13 phit hop véi quy tac da dwyc cdu hinh. Do d6, bat o khi ndo quy tac
cla twiyng Wra dwoe cAu hinh khdp voi “log" 86 tra vé ban ghi sy kign.

8.11.1.1 FFW_RUL_EXT.1 Loc hwu lwong co trang thai

FFW_RUL_EXT.1.1 TSF phai thirc hién vidc kidm toan Iwu lwgng truy cip trén thanh trang {hai cla cac
mang goi tin dé xt Iy TOE.

Chii thich ap dung: Tinh néng nay xac dinh chinh séch (Loc Iuu lwgng cd trang thai) dwee ap dung
cho céc gdi tin mang duec xU IY tal céc giao dién ciia TOE. M&i gdi tin nhan duec & mét giao dién cla
TOE c6 mot b quy tic thé hign viée Ap dung chinh sach nay, hodc sé duge x4c dinh ring gdi tin thudc
vé mot két néi da duoc thiét lap. Cac phan tl con lai trong thanh phan nay cung cap théng tin chi tiét
vé chinh séach nay.

Yéu cau nay sé duoc thips thi ngay ca khi lru lwgng mang cua giao dién mang bj bao héalqua tai.

Biém quan trong can lwu ¥ 12 TOE, vén bao gém ¢a n&n tdng co ban, khéng thé cho phép cac géi tin
mang lu théng trir khi trong b quy tac cb quy thc cho phép luru théng, hodc géi tin durge coi la thudc
mdt k&t néi @& dugc thiét 1ap va cho phép luu théng. Nguyén tac ndy cin phai dugc tudn thi trigt gé
khi kh&i ddng TOE, va khi TOE gap I8i.

FFW_RUL_EXT.1.2 TSF phéi cho phép xac dinh cac quy tac Loc lwu legng co frang thai, st dyng céc
trrdng giao thirc mang sau:

- ICMPv4

o Loai
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o Ma
S

o Biachingudn

o Bjachi dich

o Giao thirc tng giao van
. P8

o Diachingutn

o BDijachidich

o Giao thirc tang giao véan

o [lwa chon: loal mao dau IPv6 md rong [chi dinh: danh séch céc trudng trong méo diu
mé ring IPvE], khéng co triréng khac)

. TCP
o Cbng ngudn
o Cong dich

- UDP
o CBng ngudn
o Cdng dich

- Va giao dién riéng biét.

Chix thich 4p dung: Tinh n3ng nay xac dinh cac thudc tinh khac nhau cd thé ap dung khi xay dung cac
quy tdc s& dwoe thue thi theo yéu cAu nay - giao didn ap dung la mét thudc tinh cla TOE va cdc thudc
finh cén lai dwge xéc dinh trong cac RFC lién quan. Luu y rang 'Giao thirc tAng giao van" 1 trudng
IPv4 / IPv6 x4c dinh giao thire dp dung, ching han nhu TCP, UDP, ICMP hoac GRE. Cac mao dau mé
réng IPvB duoc dinh nghTa trong RFC 2460 va tac gia ST cd thé xac dinh cac trwdng nam trong mdi
mao dau m& rong dwoce hd trg, ndu cd thé s dung lam thube tinh xay dyeng quy téc kiém tra. Ngoai ra,
'Giao dién’ dwo'c néu & trén 1a cdng bén ngoai noi truyén hodic nhan L lwong mang thich hop.

FFW_RUL_EXT.1.3 TSF phai cho phép két néi cdc hogt ddng sau véi cac quy tac Loc lwu legng mang
¢b trang thai: cho phép hodc hdy kha ning dang nhap hoat dénag.

Chu thich p dung: Tinh ning nay xdc dinh cac hoat dong cd thé lign két véi cac quy tac dwoyc sl
dung dé khép lwu Ieong mang. Lwu ¥ rdng dir lidu cdn ddng nhap dugc xac dinh trong cdc yéu céu
Kiém toan an toan trong Bang 1.

FFW_RUL_EXT.1.4 TSF phai cho phép céc quy t4c Loc luu Iegng mang co trang thai gén véi ting
giao dién mang riéng biét.
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Chii thich &p dyng: Tinh ning ndy x4c dinh v tri gan cé¢ quy téc. Cy thé, mét TOE phi hop phai ¢b
kh& ndng gan cac quy téc loc cho méi giao dién mang riéng biét va co sdn ma xt Iy Iy lwgng mang
tang 3 va 4. Mt giao dién mang riéng biét cb thé 12 giao dién vat Iy hodc logic tuy nhién khong bat
puée phdi nhin thay duwoc iy gée dd mang (vi du: khdng cin phai gan dja chi IP cho no).

Lwu § ring co thé cé mét bd quy tic rieng cho méi giao didén ho#ic cé6 mdt bd giao thirc chia sé ma lién
két cac quy tic voi cac giao dién cu thé theo mot cdch ndo dé.

FFW_RUL_EXT.1.5 TSF phai

a) chap nhan géi tin mang ma khéng can x& Iy thém cac quy tic Loc Iuu lwgng cé trang thai néu nd
khép vai phién dwoc thiét 1ap va dugc cho phép ddi véi cac giao thire sau: TCP, UDP, [lua chon:
ICMP, khéng co giao thuc khdc) dwa trén cac thufce tinh géi mang sau:

1. TCP: djz chi nguon va dich, cdng nguon va dich, sb thir tip, oo,
2. UDP: dja chi ngudn va dich, cdng ngubn va dich;

3. |ra chon: ICMP: dja chi nguﬁn vé dich, loai, [lira chon: ma, [chi dinh: danh séch céac thufc
tinh phu hopll, khéng cé giao thixc khac).

b) Leai bé cac lwu Iirgng truy cap hién co ra khaéi bd heu legng truy cap da thiét lap dyra trén: [Iya chon:
thoi gian che khéng hoat ddng phién, hoan thanh luu lugng théng tin dy kién).

Chi thich ap dyng: Tinh ndng nay yéu cau phai xac dinh cac giao thirc ma TOE cd thé xac dinh va
quan Iy trang thai sao cho co thé thiét 14p va st dyung cac phién dé dwa ra quyét dinh lwu legng truy
cap trai nguwge vai viée xt Iy ddy al cdc quy tac duec dinh ciu hinh. Tinh ning ndy cling yéu cau st
dung cac thude tinh thich hop dé xac dinh ligu mét g6i mang ¢ tweng thich hay khéng va phién thist
lap ¢é duoe xac dinh hay khang.

Néu ICMP dugc chon 1a mét giao thirs, cac dia chi ngudn va gich can phai duge xem xét dé xac dinh
xem gbi tin ¢6 thuée mét két ndi da dugc thiét 13p hay khéng. Loai va thudc tinh ma cé thé duge siv
dung @& tao ra tinh nang hiéu qua hon trong viée x4c dinh xem lidu mdt géi tin ICMP cb phai 14 nhitng
gl dwee mong doi trong lubng két ndi duege thiét 1ap. VI dy, ngudi ta khdng mong dol Ioi dap echo sé 13
mét phén trong leu lwging théng tin ndu mét yau cau echo da khéng duwgre tiép nhén. Chi dinh mé trong
viéc lya chon cac thudc tinh ICMP dugc st dyng cho céc trrdng hop thirc thi cé thé st dung thudc
tinh IPvG.

Myc b) thufe phan nay yéu cdu dic ta cach thirc tuong 10ra co thé xac djnh réing cic lubng théng tin da
dworc thiét 12p nén dwoc loai bd khdi 1ap hop céac ludng théng tin d& dugc thiét |4p bang cach quan sat
cac sy kién chdng han nhw sy kién chém dit cla mét phién TCP dugc khdi tao bdi mét trong hai diém
dau cudi cé c&r FIN trong gdi tin TCP. Néu céc giao thirc duge xi Iy theo cach khac nhau, ngudi ta hy
vong rang ST sé xac dinh cac khac biét nay.
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FFW_RUL_EXT.1.6 TSF phdi thwe thi cac quy tic Loc lwu lwgng co trang théi trén tat ¢ lvu lweng
mang, cy thé nhu dwdi day:

a) TSF sé loai bd va co kha nang [lwa chon: dém, ghi laf] cac gdi di liéu khéng hop 18;

b) TSF s& loai bo va c6 kha néng [lwa chon: dém, ghi lei] cac gbi tin bl phan manh ma khéng thé 1ap
ghe&p lai mét cach hoan chinh;

c) TSF s& loai bd va c6 kha nang ghi lai cac géi div liéu co dia chi ngudn duree xac dinh dang ném trong
mét mang mang quéng bé;

d) TSF sé& loai bd va c6 kha nang ghi cac géi tin co dla chi ngudn clia duoc xac dinh ndm trong mang
multicast; mirc d3 TSF s& loai bé va cé kha ning ghi lai cac géi tin mang ¢6 dja chi ngudn dugc xéac
dinh la dia chi loopback;

e) TSF sé loai bd va cb kha nang ghi lai cac goi tin mang c6 dja chi ngudn hoic dja chi dich khéng xac
dinh (tlc 14 0.0.0.0) hodc mét dja chi "danh cho viéc st dung trong twong lai” (vi dy: 240,0.0.0/4) theo
quy dinh tai RFC 5735 cho IPv4;

f) TSF s& loal bd va ¢6 khd niing ghi lai c&c g6i tin mang ¢6 dia chi ngudn hodc dia chi dich dugc xéc
dinh 1a "dja chi khdng ¥ac dinh" hogc dja chi "danh cho viée xac dinh va sl dung trong tuong lai* (vi du
céc dia chi may tram khéng cd trong pham vi dja chi ndy: 2000::/3) theo quy dinh fai RFC 3513 d6i voi
IPvE;

g) TSF sé loai bd va cb kha nang ghi lai cac géi fin mang véi cac tiy chon IP: Binh tuyén ngudn thiéu
chét ché, Bjnh tuyén ngudn chinh xac hodc Bjnh tuyén cy thé can ghi nhén; va

h) [Ia chon: fchi dinh: cac quy tac méc dinh khéc thyc thi bdi TOE], khéng ¢6 quy tac néo khéc).

Chia thich ap dung: Cac sika dfi trong trong lai ciia tidu chudn nay sé yéu cdu TOE thire hién cac quy
tac mac dinh ndy ma khéng cin 4p dung cAu hinh.

FFW_RUL_EXT.1.7 TSF phai c6 kha nang loai bd va ghi lai cac quy tac sau;

a) TSF sé& loal bo va cé khd nang ghi lai cdc géi tin mang cb dia chi ngudn & dia chl cla giao dién
mang no' tiép nhan gdi tin mang;

b) TSF sé loai b3 va ¢ kha nang ghi lai cac géi tin mang cé dia chi ngudn hoZc dia chi dich 12 dja chi
liEn két cuc bd:

¢) TSF sé loai bé va ¢ kha nang ghi lai cac géi tin mang c6 dja chi ngudn khéng thudc céc mang c6
két nbi véi giao dién mang ma géi tin mang da nhan.

Chi thich ap dung: Lwu ¥ rdng céc quy 1ac ndy cb thé dwoc 1ap cau hinh.

FFW_RUL_EXT.1.8, TSF phai x(r ly cac quy téc loc leu lwgng truy cép 4p dung theo trinh iy xac dinh
Awore kidm soét.
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Cha thich &p dung: Tinh nang nay yéu cdu quan trj vién phal cé kha néing x4c dinh trinh ty X Iy céc
quy tée loc dueoe céu hinh cho phi hep. Quy téc lpc chl 4p dyng khi mét phién cho phép chua dugc
thiét 1ap hodic quy tic ddng da dworc tao lap.

FFW_RUL_EXT.1.9 The TSF phai tir chéi ludng gél tin néu quy tac khdng khép.

Cha thich dp dyng: Tinh nang nay yéu cAu rang, trir khi mét goi tin 12 mét phan cla mét phign dworc
thiét 18p, hanh vi luén tir chél I Ibgng truy ¢ap mang khi khdng cd quy tac ap dyng va khdng yéu cau
co cac hoat ddng khac, mac di ching knéng nhat thiét bi cim.

FFW_RUL_EXT.1.10 TSF ¢6 kha nang giéi han mat s6 két néi TCP half-open duwegc xéc dinh & khia
canh quan frj. Trudng hop dat ti gidi han cau hinh, cac két ndi méi s& bj bd va trwdng hop bd sé
duoc [lva chon: dém, ghi lail.

Chi thich ap dung: K&t ndi TCP half-open 12 mét dang k&t ndi chwa hoan thién day dl qua trinh bt
tay ba buwérc nhw dd néu trong RFC 793, Cac két néi TCP chua hoan thién, vi du cac két ndi mai hoan
thanh cac phan SYN va SYN-ACK clia qué trinh bt tay ba burdc, sé sir dung cac tai nguyén trong céc
may chl cudi va céc thiét bj Loc It lugng ¢b trang thai frong dudng truyén leu lwgng va, khi 60 so
lwong, cé thé dan dén tinh trang t& chéi dich vy. B& bao vé chinh TOE va céc dich vy bao vé theo myc
tiéu dat ra, cac TOE phl hop s& c6 kha ndng han ché sé lweng cac két néi TCP nira md.

10 Yéu cadu ddm bdo an toan

Tiéu chudn ndy xdc djnh cic yéu cdu dam bdo an lodn (SAR) dé danh gia vién ap dyng danh gia tai
liéu hwdng din phyc vu cho viée danh gid va thwe hién kiém tra doc |ap.

Didu nay liét ké bd SAR {rong TCVN 8708-3:2011 da dwye yéu cau frong cac danh gia dbi vdi tidu
chuan ndy. Cac hoat ddng danh gia ¢4 nhan cin dugc thire hién da dwoc néu tai [SD).

Mé hinh chung dé d4nh gi4 TOE theo c4c ST duoc viét dé tuan thd tieu chufn nay duoc md td nhu
sau: Sau khi ST da dugc phé duyét dé danh gia, phong thir nghiém sé nhan TOE, moi trwdng hé try
thir nghiém (néu can) va tai liéu huang din cho TOE. Phong thir nghiém sé thire hién céc hoat dong
danh gid theo Phuong phap danh gia an toan céng nghé théng tin [CEM] cho cac yéu cau dam bao an
toan thdng tin ASE va ALC. Phéng thir nghiém clng thwe hién cac hoat ddng dénh gia cd trong SD,
nh&m muc dich gidi thich cdc yéu cAu dam bdo danh gia an toan théng tin CEM khéc khi ching ap
dung déi voi cdng nghé cy th& néu trang TOE. Cac hoat déng danh gia durge ghi trong SD cling g
thich ré nhieng gl ma nha thiét k& cin dé& chirng minh TOE pht hgp v&i PP nay.

Céc yéu chu dam bao an toan TOE dugc xac dinh trong Béng 2.
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Bang 2 - Cac ydu cdu dam bao an toan

Lé&p bdo dam an toan Thanh phén d3m bao an toan

Céac tuyén bo tuan thi (ASE_CCL.1)

Binh nghfa thanh phin md réng (ASE_ECD. 1)
Gigi thiéu ST (ASE_INT.1)

Muc tiéu an toan (ASE) Cac myc tidu an toan cho méi trutng van hanh
Cac yéu céu an toan (ASE_REQ.1)

Dinh nghia van d& an toan (ASE_SPD.1)

Pac ta tom tat TOE (ASE_TS3.1)

Phét trién (ADV) Déc ta chirc ndng co ban (ADV_FSP.1)

Huéng dan sl dyng (AGD_OPE 1)

Th tye chudn bj (AGD_PRE. 1)

Gan nhan cho TOE (ALC_CMC.1)

Pham vi CM TOE (ALC_CMS.1)

Thi» nghiém (ATE) Thir nghiém ddc lap — mau thi nghiém (ATE_IND.1)
| Dénh gid diém yéu (AVA) Khéo sat diém yéu (AVA_VAN.1)

10.1 ASE: Muc tiéu an toan

Tai liéu héng din (AGD)

H& trg vong ddi (ALC)

ST duroc danh gia theo cac hoat déng ASE chi dinh trong CEM. Ngoai ra, ¢é thé co cac hoat ddng
danh gis duec chl dinh trong SD dé dua cac mé ta cin thiét vio trong TSS, véi ndi dung cy thé aéi voi
tirng loai céng nghé TOE.

Phu luc D mé t cac thang tin du kién s& dugc cung cap lidn quan dén chét lgng cla entropy trong b
sinh bit ngau nhién.

ASE_TSS.1.1C Sang loc: Phin déc ta tém tit TOE s& mé ta cach thie TOE ddp ¢ng mdi SFR. Trong
trwong hgp phan tich entropy, TSS dugc két hop si» dyng clng, bao gdm céac théng tin bo
sung can thiét vé Entropy.

Céac yéu cu G4t ra dbi véi vide tuan thl chinh xac Dich an toan (ST) duge mé ta trong diéu 6 va trong
[SD-ND, 3.1].

10.2 ADV: Phat trién

Thong tin thiét ké vé TOE co trong tai liéu huéng din, c6 san cho ngwii ding cudi, kém theo phin
TSS cilia ST va bat ky thong fin bd sung can thiét khéng durec thyre hién cong khai theo yéu clu cla
tiéu chudn nay.

10.2.1 Ddc ta chire ning ¢’ ban (ADV_FSP.1)

Phan d3c ta chirc ndng ndy mé 3 cac giao dién chlrc nang an toan TOE (TSFI). Khéng cAn phai ¢o
mt dic ta chinh thire hodc ddy dU v& céc giao thirc ndy. Ngoai ra, do cac TOE phii hop véi tiéu chun
nay nhét thiét phai c6 céc giao dién véi méi tredng hoat déng ma ngudi sir dyng TOE khéng trirc tiép
s(r dyng nén cdn c6 it didm chi rd vé cac giao dién nay bdi I8 chi cb thé thire hién thir nghiém gian tiép
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cac giao dién nhw vay. Bi véi tieu chudn ndy, cac hoat déng danh gia cho ho nay tap trung vao kha
nang hiéu céc giao dién dwgc trinh bay trong TSS dé dap (ng cac yéu clu chirc néng va céc giao dién
Suoc trinh bay trong tai iéu AGD. Khdng cAn thém bat ky tai lidu "d3c ta chirc ning" ndo khdc s dyng
cho hoat dong d&nh gia xac dinh trong SD.

Cdc hoat déng danh gi4 trong SD g&n lidn v&i cac SFR ap dung; vi cac hoat déng nay cb gin két tryc
tidp véi cac SFR nén viéc do tim trong thanh phan ADV_FSP.1.2D da duoc thie hién triét dé va khing
cén tai lidu bd sung.

10.3 AGD: Tai liéu hwéng dan

Tai ligu hwdng din s& dwoc cung cip kém theo ST. Tai liéu nay cin ¢ ndi dung md ta cach thirc nhan
vién IT x4c minh rang mél truong hoat déng ¢& thé hoan thanh val trd cla né dbi véi chire nang an
toan. Tai liéu hwéng din nén duge trinh bay don gian d& nhan vién IT ¢ thé doc hidu d& dang

Tai liéu huéng din phai dwoe cung cdp cho tat ca méi trrding hoat dgng dwore sdn phdm hd trey nhu
da ghi trong ST. Tai liéu nay bao gom:

- Cac hiréng din dé cai dat thanh céng TSF trong mai frvdng d5; va

- Cac huong din dé quan Iy an toan TSF nhu [& mat san phdm va nhu 1a mot thanh phan cla moi
trirdrng hoat dgng lon hon; va

- Cac huéng dén vé vise cung ¢ap kha ndng quan trj duge bao vé.

Ngodi ra, cln cung cép c4c tai ligu hwong dan lién quan d&n chirc nang an toan oy thé; céc yéu ciu
@61 véi tai liéu huéng din nay dugce trinh bay trong cac hoat déng danh gia tai SD.

10.3.1 Tai ligu hwéng din siv dung (AGD_OPE.1)

Knhong cd tal liéu hwdng dan st dung riéng. Cac ndl dung hwdng dan cho ngudi dung, quan tri vién va
nha phat tridn (rng dung cé tha duoe trinh bay xen k& & céc fai liéu hoéc cac trang web.

Nha phét trién (rng dung nén xem Xét cac hoat déng ddnh gié ¢b trong SD dé xac dinh ngi dung chi tiét
cla tai liéu hwang dan s& dugce danh gia vién kiém tra sau nay, Diéu nay gilp cung cap cac théng tin
cén thiét cho viéc chudn bj tai lidgu hwdng dan dat yéu ciu.

10.3.2 Quy trinh chudn bj (AGD_PRE.1)

Ngoadi tai liu huéng dan hoat déng, nha phét tridqn (ng dung cln xem xét cic hoat ding danh gia dé
xac dinh ndi dung yéu cau dat ra dbi véi quy trinh chuan bi.

10.4 Lép ALC; HO tre vOng ddi

O mirc 33 ddm bao cung clp cho cic TOE phit hop véi tidu chuan ndy, hd trer vong ddi duge gidi han
& cdc khia canh vong d&i ma ngwoi dung cudi cb thé theo di, hoan toan khdng lién quan dén hoat
aéng kiém tra quy trinh phét trién va quan Iy cAu hinh cla nha cung cAp TOE. Didu nay khdng c6 nghTa
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sé gidm bot vai trd hoat dong quan trong clia nha phét trién dng dung frong viéc déng gbp vao dj tin
cay chung clia mdt san pham; Thay vao dé, diéu nay phan anh cdc théng tin cin dwec cung cép cho
hoat dbng danh gia & mic dd dam bao nay.

10.4.1 Ghi nhan TOE (ALC_CMC.1)

Tinh n3ng ndy dugc ding d8 x4c dinh TOE sao cho nd cb thé phan biét dege voi cic san phim hodc
phién ban khae ti cling mét nha cung cap va ¢b thé d& dang x4c dinh khi duge mua bdi ngudi ding
cudl. Nhan c6 thé bao gdm "nhan clng” (vi dy, déng dau vao phan Kim loai, nhan gidy) hodc "nhan
mém" (vi dy, trinh bay bang dién t khi duoc yéu ciu).

Danh gia vién thire hién cac don vj céng viéc CEM lién quan dén ALC_CMC.1.
10.4.2 Pham vi TOE CM (ALC_CMS.1)

Xét trong pham vi TOE va cdc yéu cau vé bang chirng danh gié lién quan, danh gia vién thuwe hién cac
don v cdng viéc CEM lién quan dén ALC_CMS 1.

10.5 Lép ATE: Thir nghiém

Thir nghiém 14 cu thé theo khia canh chirc ndng clia hé thong cling nhw khia canh theo thiét ké hodc
cac diém yéu thye thi. Cace thir nghigm trude duge thuc hign théng qua ho ATE_IND va thir nghiém
sau dugc thue hién thdng qua ho AVA_VAN. B6i véi tidu chuln nay, thir nghiém dugc thipe hién diya
trén cédc chitc ndng va giao dién dwoc quang cdo va phy thude vao tinh sin cé cla théng tin thiet ké.
M4t trong nhi¥ng d4u ra chinh clia qué trinh d4nh gi4 14 bdo céo thlr nghiém nhw da néu trong céc yéu
cAu sau,

10.5.1 Thir nghiém déc lap - Tinh tuan tha (ATE_IND.1)

Thi¥ nghiém duwgc thyc hién d8 xac nhan chirc ndng dwgc mb ta frong TSS cling nhu tai ligu hwong
dén (bao gbm cac hwéng din "cAu hinh duec danh gid"), Trong tam cla th nghiém 12 @& x4c nhan
réng cAc yéu cAu dwoc ndu trong didu 9 dugc dap tng. Cac hoat Gong danh gid trong SD xac dinh cac
hoat Gong thir nghiém cy thé cAn thiét & xac minh sy phu hop véi cée SFR. Bénh gid vién xay dyng
mét béo cao thir nghiém ghi lai k& hoach va két qua thlr nghiém clng nhw céc |ap ludn bao trim tap
trung véo céc t8 hep nén 13ng/TOE dang tuyén bd tuan thi véi tiéu chudn nay,

10.6 Lép AVA: Danh gia diém yéu

B6i voi phién ban dAu tién cla tidu chudn ndy, dy kién s& khao sdt cdc ngubn mé dé phat hién cac
@iém yéu da tling dwge phat hién trong cac loai san phdm nay va dra ngi dung ndy vdo thio luan
AVA_VAN. Trong héu hét cac trudmg hop, céc diém yéu ndy ddi hdi phirc tap hon cac diém yéu cla
mdt déi tweng tan cong théng thudmg. Théng tin ndy sé dwoc st dung dé thiét 1ap cac hb so bao vé
trong twong lai.

10.6.1 Khdo sat diém yéu (AVA_VAN.1)
Phy lu¢ A trong [SD] dwa ra hwong dan dé danh gia vién thyc hién phan tich diém yéu,

54



A.0 Gi&l thigu

Phy lyc A
(Quy dinh)
Céc yéu cau tiy chon

TCVN 12819:2020

Nhw d3 ndu trong phdn gidi thidu vé tiéu chudn ndy, c4c yau ciu co ban (nhirng gi phai dugc thue
hién b&i TOE) dwgc chira trong phan than clia tiéu chudn nay. Ngoai ra, con ¢o hai loai yéu cau khac
dwgre quy dinh trong Phu luc A va B,

Loai dau tién (trong Phu luc nay) bao gdm céc yéu cdu cé thé duge dua vao ST, nhung khéng bat

budc d& TOE xac nhan sy phil hgp véi tieu chudn nay. Loai thir hai (trong Phu lyc B) bao gdm céac yéu
cau dya trén céc lya chon trong cac SFR khac ti PP: néu lya chon nhét dinh dwoc thye hién, thi cac
yéu cau bd sung trong phu luc dé s& cin phai dugc bac gdm trong phén than cua ST (vi dy, cac giao
thire mat ma duwgre chon trong mot yéu cau kénh dang fin cay).

A.1. Kiém toén cac sy kién cho céc SFR tiy chon

Bang 3 - SFR tly chon TOE va cac sw kién co thé kiém toan

Cac ngl dung ghi chép

Yéu ciu Cac sy Kign cé thé kiém toan
e kiém todn bd sung
FAU_STG.1 Khéng. Khéng.
FAU_STG_EXT.2 Khong. Khang.
FAU_STG_EXT.3 Cénh bao ve thiéu khong gian lvu | Khong.
trir cho cac sip kién kiém toan.
FMT_MOF.4 {1 Audit Stra dbi hanh vi truyén di¥ ligu ki€ém | Khéng.
toan t&i mot thuc thé CNTT bén
ngoai.
FMT_MOF.1(2)fAudit Sira ddi hanh vi x& |y div liéu kiém | Khong.
toan.
FMT_MOF.1{1)¥AdminAct | Sira dbi hanh vi clia TSF. Khéng.
FMT_MOF.1(2)/AdminAct | Khoi ddng va nglmg céc dich vu. Khéng.
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FMT_MOF.1(1)/LocSpace | Stra @i hanh vi cla chirc nang | Khdng.
kiém toan khi khéng gian Iwu tr&
kiém toan cuc bg day.
FMT_MTD.1/AdminAct Sira @di, xda, tao/nhép cac khéa | Khéng.
mat ma.
FPT_FLS.1/LocalAudit Khdng. Khéng.
Storage Space Full
FFW_RUL_EXT.2 Buoce dinh nghia trong ST. Buge dinh nghfa trong ST.

A.2 Kiém toan an toan (FAU)
A.2.1 Kiém toan an toan lwu trir sy kign (FAU_STG.1 & M rong - FAU_STG_EXT)

Khéng gian lwu trlr cuc bé cho dir li8u kiém todn o thé cin thiét véi TOE, va TOE sau 66 cé thé yéu
cAu béo vé déu vét kiém toén khdi cac sira 46i khong hop phap (bao gbm ca viéc xoa bd) nhw da mé
ta tai FAU_STG.1. Khdng gian luru triv cyc bd cho div liéu kiém toan clta mét thiét bj mang & hiru han,
va néu khéng gian lwu trle cuc b bj virgt qud thi d ligu kiém toan cé thé bj mat. Quan trj vién phai
quan tam dén sé luong ban ghi kiém todn bi mat, bi ghi d&... Con s6 nay c6 thé I3 diu hiéu cho thay
mét van d& nghiém trong da xay ra sau khi khong gian luu iri vurot qué di iéu kiém toan duoc tao lign
tuc. Do 66 FAU_STG_EXT.2 v& FAU_STG_EXT.3 dugc dinh nghia dé thé hién nhitng kha néng tay
chon nay cla thiét bj mang.

A.2.1.1 FAU_STG.1 Bao vé lwu triv bang chirng kiém toan

FAU_STG.1.1 TSF phdl bdo v& cac hd so kidm todn duee Iwu trle trong qua trinh kiém toan khdi viée
x6a trai phép.

FAU_STG.1.2 TSF phal ¢6 thé ngan naira céc sla dbi trai phép vao cac hd so kifm todn dwoc heu trlr
trong dau vét kidm toan.

A.2.1.2 FAU_ STG_EXT.2 Tinh to&n dir liéu kiém toan bj mat

FAU_STG_EXT.2.1 TSF phai cung cép thong tin vé sé Iugng hd so kiém toan (lwa chon. bf x6a, ghi
deé, chi dinh: cac théng tin khac) trong trwdng hop luu trer cyc bb da day va TSF thye hién mét trong
cac hanh déng duges xac dinh trong FAU_STG_EXT.1.3,

Chu thich ap dyng: Tuy chon ndy nén Guge chon néu TOE hé trg chirc nang nay.

Trong trwong hop I trlr cuc bd cho cac hd so kiém todn bj x6a bdi quan tri vién, cac tinh toan lién
quan dén lua chon trong SFR nén dwoc @it lai vé gia tri ban dau (thuéng 14 0). Tai liéu hwéng dan nén
¢hira mot canh béo cho quan trj vién vé viéc mat dir liéu kiém toan khi anh ta xéa kru trir cuc bd cho
céc hd so kiém toan.

A.2.1.3 FAU_ STG_EXT.3 Hién thj cdnh bao cho khéng gian Iwru triv cuc bo
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FAU_STG_EXT.3.1 TSF phai tao ra mt canh bao dé thdng bao cho ngudi diing trrdre khi khang gian
lwu trl cyc bH cho dir liéu kiém todn duge st dung tdi han va/hodc TOE s& mét dir ligu kiém todn do
khéng gian cuc bd khéng day 4u.

Chi thich ap dung: Tly chon nay nén duoc chen néu TOE tao ra nhw 1a canh bao @ théng bac cho
ngudr ding trwdc khi khong gian Iwu trie cuc bé cho d lidu kiém todn duge sl dung hét. Dieu niy co
thé hiru ich néu cac s\ kién kiém toan chi duec luu triz trén khong gian luu triF cyc bo.

Phai dim bdo réng théng digp canh bao theo yéu ¢Au clia FAU_STG_EXT.1.3 ¢6 thé dwec truyén dat
t6i ngudi ding. Viéc truyén théng phai dugc thie hién théng qua ban ghi kiém todn chinh né bdi vi né
khéng thé dwere d3m bao rdng mét phign quan tri dang hoat d8ng tai thoi diém xay ra sy kién.

A.3 Quan Iy an toan (FMT)
A.3.1 Quan ly cac chirc nang trong TSF (FMT_MOF)
A.3.1.1 FMT_MOF.1 Quan Iy hanh vi chire ning an todn

FMT _MOF.1.1(1)/Audit TSF phai han ché khd nng x4c dinh hanh vi, sta d8i hanh vi clia cac chirc
néng truyén di lidu kiém todn téi mét thire thé CNTT bén ngoai cho cdc quén tr vién an toan.

Cha thich ap dung: FMT_MOF.1(1)/Audit nén ludn dwoc chon néu cac giao thirc truyén ddn dé truyén
dir liéu kiém toan cho mét thyc thé CNTT bén ngodi nhw dwgre dinh nghfa trong FAU_STG_EXT.1.1
dwgre cau hinh.

FMT_MOF.1.1{2)/Audit TSF phai han ché khad nang xac dinh hanh vi, slra ddi hanh vi clia cac chire
nang x(* ly di¥ liéu kiém todn cho cac quan trj vign an toan.

Chii thich ap dyng: FMT_MOF.1(2)/Audit chi nén duoe chon néu xi I dir lidu kidm toan dwge céu
hinh, Thudt ngr "xtr ly di¥ liu kidm toan" dé cap dén cac tlly chon khac nhau dé lira chon va chi dinh
frong cac SFR FAU_STG_EXT.1.2, FAU_STG_EXT.1.3 va FAU_STG_EXT.2.
FMT_MOF.1.1{1)/AdminAct TSF phai han ché kha ndng stva doi hanh vi clia cac chirc nang TSF cho
céc quan i vién an foan.

Chu thich ap dung: FMT_MOF.1{1)/AdminAct chi nén dwoc chon néu hanh vi clia cac chirc ndng an
toan TOE duwoc cAu hinh,

FMT_MOF.1.1(2)/AdminAct TSF phai han ché kha ndng cho phép, vb hiéu héa céc dich vy chic ndng
cho quan trj vi&n an toan.

Cht thich dp dung: FMT_MOF.1(2)/AdminAct chl nén chon Iwa quan trj vién cb kha ning khoi dong
va tat céc dich vy.

FMT_MOF.1.1/LocSpace TSF phai han ché kha ning xdc dinh hanh vi, stka ddi hanh vi clia céc chirc
néng kiém todn chire néng khi khéng gian luu trir kidm toan cuc bb dAy cho cac quan tr vién an toan.

57



TCVN 12819:2020

Cha thich &p dyng: FMT_MOF . 1/LocSpace chi nén dwge chon néu hanh vi cla cac chire nang kiém
todn khi khong gian lwu trl kidém todn cuc bd ddy 12 chu hinh dugrc,

A.3.2 Quan ly dir ligu TSF (FMT_MTD)

A.3.2.1 FMT_MTD.1/AdminAct Quan |y di# lidu TSF

FMT_MTD.1.1/AdminAct TSF phai han ché khd nang siva ddi, xda, tao/nhdp cac khéa mét ma cho
cac quan trj vién an toan.

Chii thich ap dung: FMT_MTD.1.1/AdminAct chi nén chon néu cac khéa mat ma cé thé duge stra ddi,
x0a hodc tao ra/nhap vao bai quan trj vién an toan,

A.4 Bao vé TSF [FPT)

A.4.1 Khéng an toan (FPT_FLS)

A.4.1.1 FPT_FLS.1/LocSpace LGi adi vori lwu gilr trang thai an toan

FPT_FLS.1.1/LocSpace TSF phai bdo vé trang thai an toan khi xy ra cac loai I6i sau: Khéng glan lvu
trlr cuc bd cho di» lidu kidm toan da Gy

Chii thich 4p dung: SFR nay sé& duoc thém vao néu TOE dugc dinh cau hinh d& ngan chin tat ca cac
chitc ndng an toan (nghia I3 bdo vé trang théi an toan) néu khéng con khdng gian leu tri¥ cye bd cho
di¥ liéu kiém toan. Béng céch nay, ké tan cdng sé khong thé gidu hanh déng cla minh béng cach tao
ra cac sy kidn kiém todn bd sung. Hanh vi nay dugc dw kién sé dwge méd phdng trong
FAU_STG_EXT.1.3 trong chi dinh cudi clng cla viing lwa chon (nghTa Ia 'tuy chon khac).

A5 Twong |lva (FFW)
A.5.1 Twirng Itra lgc lwu lwgng o trang thai (FFW_RUL)
A.5.1.1 FFW_RUL_EXT.2 Loc c6 trang thai clia cac giao thirc ddng

FFW_RUL_EXT.2.1 TSF phai ty déng dinh nghia cac quy tac hoac thiét |ap cac phién cho phép luu
Irgng mang truyén cho cac giao thirc mang sau day [lwa chon: FTP, SIP, H.323: [chi dinh: céc giao
thirc khédc dupc hé trol, khong o giao thire khéc).

Chu thich ap dung: Thanh phin nay doi héi phai cé diic ta clia cic giao thire phivc tap hon yéu chu
twdng Ilra cho phép I lwgng mang chdy néu quy tic hién tai khéng rd rang cho phép dong chay. Vi
dy, giao thirc FTP yéu cAu ca két ndi didu khidn va két nbi div lieu néu nguwdl dung chuyén céc tap tin.
Trong khi nhiu céng duoc biét 13 ¢b lién quan, ¢bng 21 (cBng didu khién trén may chd FTP) va céng
20 (cdng di¥ liéu trén may chil & ché da hoat dong), cb cac cdng ngdu nhién> 1023 duoce siv dung &
phia khach hang. O ché db thy ddng, may chll FTP ¢6 thé st dung mét cdng ngdu nhign> 1023 thay vi
edng 20. K&t néi dir libu duoc khéi tao béi may khéach & ché @8 thy ddng va dwge phdng theo bdi may
chit FTP trong ché 49 hoat ddng.
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Déi voi cac loai glao thire nay, viéc thiét 1ap két ndi "méi" 1a duoe phép, méc di bd quy téc dudng nhu
c6 thé phd nhén né (vi duy, vi mét quy tac khong thé di doan cdng ngdu nhién nao s& duge siv dung
bé&i may khach hosic may chi, quy tic mic dinh 14 tl chéi c6 thé ap dyng). TSF ¢ thd tao ra mét quy
tc dong dé quan Iy ludng lwu lweng, hedc TSF ngdm dinh cho phép két ndi mdi dugc thiét lap dya
trén sy mong doi cla viéc thire hién giao thirc nhie da néu trong RFC hodc tiéu chuén twong duong.
Bidu quan trong can lwu ¥ 14 s& khong co bAt ky gdi tin mang ndo dwgc kiém tra ngodi Idp 4
(TCP/UDP). Y&u cau nay don gidn dbi hdi tac gia ST phdi xac dinh c4c Gidu Kién theo d6 mdt quy tac
duge Gwa vao twdng lra d& cho phép cac két ndi mong doi v&i céc cdng UDP/TCP khéng thé dodn
trrére dwere thiét 13p chinh xéc.

Néu téc gid ST bao gém céc giao thire bd sung, ho phéi xac dinh RFC ho#c tiéu chudn tuong duong
xac dinh hanh vi cla giao thike, nhw da |am cho FTP & trén.
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B.0 Giéi thiéu

Phuluc B
(Quy dinh)

Cac yéu cau dwa trén lwa chon

Nhu 84 néu trong phin giéi thiéu vé PP, cac y&u cau ¢o ban (nhirng hanh dong can phai duore thue
hién b&i TOE ho#c nén tang co ban clia TOE) bao gbm trong phén than clia tidu chudn nay. Cé cac yéu
cau bd sung dira trén cic lwa chon trong phan than clia PP; khi cac lwa chon nhét dinh dwee thyr hién,
can dura vao c4c yéu cu bé sung bén dudi,

B.1 Cac s kién kidm todn ddi v&i cac SFR dwa trén lya chon

Bang 4 - Cac SFR dya trén Iwa chon va cac sw kién cé thé kiém toan

phién SSH.

Yéu ciu Céac sw Kién c6 thé kiém toan | Noi dung ghi chép kidm toan
b6 sung
FCS_HTTPS_EXT.1 Thét bal trong viéc thiét lap Ly do thét bai,
phién HTTPS.
FCS_IPSEC_EXT." Thét bal trong viée thiét 1ap mét | Ly do thét bai.
IPsec SA.
FCS_SSHC_EXT.1 Thét bai trong viéc thiét 13p Ly do thét bai,

Nhap lai mat khdu SSH thanh
cong.

Piém cudi két ndi khang phai
TOE (Bia ch IP).

phién TLS.

FCS_SSHS_EXT.1 Thét bai trong vige thiét lap Ly do thét bai,
phién SSH.
Nhap Iai mat khdu SSH thanh Bidm cubi két ndi knong phai
céng. TOE (Bja chi IP).

FCS_TLSC_EXT.1 Thét bai trong viéc thiét lap Ly do thét bai.
phién TLS.

FCS_TLSC_EXT.2 Thét bai trong viée thiét 1ap Ly do thét bai.
phién TLS.

FCS_TLSS_EXT.1 Thét bai trong viéc thiét 1ap Ly do thét bai.
phién TLS.

FCS_TLSS_EXT.2 Thét bai trong viéc thiét 1ap Ly do thét bai,
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FPT_TST_EXT.2 Tur kiém tra thét bai. Ly do thit bai (bao gbm dinh
danh cé chirng thir khéng hgp
1€).

FPT_TUD_EXT.2 Cap nhat that bai. Ly do that bal (pac gbm dinh
danh ¢6 ching thu khéng hop
I€).

FMT_MOF.1(2)TrustedUpdate | Bat ho3ic TAttinh nang kiém tra | Khéng.

tw ddng d& cép nhét hodc tw
déng cap nhat.
B.2 Hb tror md hoa (FCS)

B.2.1 Giao thiec mit ma (M& rong - FCS_HTTPS_EXT, FCS_ IPSEC_EXT, FCS_SSHC_EXT,
FCS_SSHS EXT, FCS_TLSC EXT, FCS_TLSS_EXT)

B.2.1.1 FCS_HTTPS_EXT.1 Giao thivc HTTPS
FCS_HTTPS_EXT.1.1 TSF phai thirc hién giao thirc HTTPS tuan thi cac yéu chu ciia RFC 2818,

Chii thich ap dung: Tac gia ST phai cung cAp Al chi tiét 6 xac djnh cach thir thyrc hién tuan thi cac
tiéu chudn xac dinh; diéu ndy cé thé dwoce thue hién bing cach thém céc phan t vao thanh phin nay
ho3c béng cach bd sung thém chi tiéf trong TSS.

FCS_HTTPS_EXT.1.2 TSF phai trién khai thyc hién HTTPS théng qua TLS.

FCS_HTTPS_EXT.1.3 TSF phii [lya chon: khdng thidt 1ap két ndi, yéu cau iy quyén @2 thiét 1ap két
ndi, khong cd hanh dong khéc] néu ching th khdng hep 18,

Chi thich ap dung: Hiéu lyc dugce xac dinh béi duding din chirng thir, ngdy hét han va trang thai thu
hdi theo RFC 5280.

B.2.1.2 FCS_IPSEC_EXT.1 Giao thirc IPsec

Céc diém cubi cla truyén thong thiét bj mang co thé cach xa ve dja Iy va logic va ¢t thé &i qua mét loat
cac hé théng c6 thé khong dang tin cay khac. Chire ning an toan cla thiét bi mang phai cé khi ning
bao vé bat ky lvu [rong mang quan trong ndo (ILu lwgng truy cap quan tri, lwu lwong xdc thue, luvu
lwong kiém todn...). Viéc trién khai thyc hién IPsec 14 mét cach téi wu dé cung cdp mét kénh truyén
théng dworc xac thue chung gilra thiét bj mang va mét thye thé CNTT bén ngoai.
IPsec khdng phai |a thanh phn bat bubc clia fiéu chudn ndy. Néu TOE thue hign IPsec, cn phai co
mét Iwa chon tweng tng trong FTP_ITC.1 valholic FTP_TRP.1 d& xac dinh giao thirc IPsec dugc thue
hign 66 béo vé.
IPsec |& mat giao thirc peer to peer (mang ngang hang), do d6 khong cin phan chia thanh céc yéu ciu
riéng biét clia mdy khéach va may chil.
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FCS_IPSEC_EXT.1.1 TSF phai thyee hién kién tric IPsec theo quy dinh trong RFC 4301,

Chua thich ap dyng: RFC 4301 yéu cAu thc hién IPsec d& bio vé luu lweng P thdng qua viéc sk
dung Co s& di¥ liéu Chinh sach An toan (SPD). SPD dwere sit dung d& xdc dinh cach xir Iy cac géi tin
IP: BAO VE géi tin (vi dy, ma hda géi tin), BO QUA cac dich vy IPsec (vi du, khéng ma hoa), hodc HUY
BO goi tin (vi du, dirng gdi tin). SPD c¢d thé dwoc thwe hign bang nhidu cach khac nhau, bao gom céc
danh sach kidm soat truy cip router, cac b8 quy tic clia twéng Ira, SPD "truyén théng"... Khéng phu
thudc vao chi tiét thurc hién, ¢6 mot khai niém v& mét "quy tAc" ma mét gdi tin dwoc "ddi sanh'" va mét
hanh dédng k&t qua dién ra.

Méc du phdi co m6t phuong phap dé sap xép cac quy tac, tuy nhién khong bét buéc phai ¢d mét cach
tiép can chung @& sép xép cac quy téc, mién 1a SPD cb thé phan biét cac géi tin IP va ap dung cac quy
tac twong (g, C6 thé c6 nhifu SPD (mdt SPD cho mdi giao dién mang), nhwng didu nay 14 khéng bét
buge.

FCS_IPSEC_EXT.1.2 TSF phai cé mdt muc nhap danh nghfa, cuéi cling trong SPD danh cho bét c
di¥ iéu nao da ddi sanh khong khérp va loai bd di liéu nay.

FCS IPSEC EXT.1.3 TSF phai thyc hién ché d van chuyén (transport mods) vé [lva chon: ché do
dwdng ham, khong cé ché do khéc]

FCS_IPSEC_EXT.1.4 TSF phai thyc hién giac thirc ESP trong IPsec theo quy dinh cla RFC 4303
thing qua viéc sl dyung cac thuat todn mat ma AES-CBC-128, AES-CBC-256 (ca hai thuat toan duoc
quy dinh frong RFC 3602) va [lyra chon: AES-GCM-128 (quy dinh trong RFC 4106) , AES-GCM-256
(quy dinh trong RFC 4106), khdng c6 céac thuél toan khéc] cling v&i mbt HMAC dira trén SHA.

FCS_IPSEC_EXT.4.5 TSF phai thirc hién giao thire: [Iwa chon:

- IKEv1, strdung Ché 66 chinh (Main mode) déi v&i céc trao doi trong Giai doan 1, theo quy dinh
trong RFC 2407, 2408, 2409, RFC 4109, [lwa chon: khong c6 RFC khéc quy dinh vé s8 thi ty
mé réng, RFC 4304 quy dinh vé céc 56 thir tu md réng] va [lia chon: khédng ¢é RFC quy dinh
vé ham badm, RFC 4868 guy dinh vé ham bam];

- IKEv2 nhu duge quy dinh trong RFC 5996 va [lua chon: khdng hé tre vurot fiong NAT (NAT
traversal), hé tro bal bude virgt tong NAT nhw @3 quy dinh trong RFC 5996, diéu 2.23)], va [lyra
chon. khong et RFC quy dinh vé ham bim, RFC 4868 quy dinh vé ham bam]

]

Chu thich ap dung: Néu TOE thiyre hién thuat todn bam SHA-2 cho IKEv1 hodc IKEvZ, tac gid ST
chon RFC 4868. Néu tac gia ST chon IKEv1, FCS_IPSEC_EXT.1.15 ciing phai dwgc bao gém trong
ST. IKEv2 dwgrc yéu ciu cho nhirng TOE danh gid sau quy 3 nam 2016.

FCS_IPSEC_EXT.1.6 TSF phai ¢am bdo dit liu vin chuydn duoc ma hda trong giao thive [lya chon:
IKEv1, IKEv2)] sir dung cac thuét todn mat ma AES-CBC-128, AES-CBC-256 theo quy dinh trong RFC
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3602 va [Iva chgn: AES-GCM-128, AES-GCM -256 theo quy dinh trong RFC 5282, khéng cd thudt toan
khéac).

Chu thich ap dung: Chi ¢6 thé chon AES-GCM-128 va AES-GCM-256 néu IKEv2 cling dwoc chon, vl
khéng cé RFC quy dinh AES-GCM bl vai IKEv1,

FCS_IPSEC_EXT.1.7 TSF ddm bac rang [iva chon:

- Quén #rj vién an toan cd thé thiét ldp thdi han st dung cta SA IKEv1 Giai doan 1 dva trén [lya
chon:

o §6 byte;
o khoang thoi gian, trong do céc gié i thei gian cé thé duwge dinh céu hinh trong [ohi dinh:
ddy sb nguyén tinh dén 24] gio;
I
- Quén tr vién an toan o6 thé thiét 1ap thdi han stk dung ctia SA IKEv2 [iya chon:
o sbbyte;

o khodng thoi gian, trong do cac gia tri thér gian ¢6 thé duge dinh céu hinh trong [chi dinh:
déy sb nguyén tinh dén 24] gicr

1

Chu thich ap dung: Tac gid ST chon c4c y8u chu |KEv1 hodc cdc ydu chu IKEv2 (hodc ca hai, thy
thudc vao sy Iiva chon trong FCS_IPSEC_EXT . 1.5). Tac giad ST chon théi han sir dung dua trén dung
lrgng hodc thai han st dung dira trén thai gian (hodc két hgp ca hai). Yéu cdu nay phai duge thire
hién bang cach cung cip thoi han sir dung do guan trj vién an todn thiét lap (véi hudng dan thich hop
trong cac tai lidu dwoc AGD_OPE ly quyén), Cac gi®i han duwgc lap trinh cing sé khdng dap g
dugc yéu chu nay. Noi chung, cac chi dan d thiét 1ap cac théng sb cla viéc thwe hign, bao gbm thoi
han sir dung clia SA cAn dura vao tai liéu hirdng dén thiét [ap cho AGD_OPE.

FCS_IPSEC_EXT.1.8 TSF dam bao rang [/tra chon:

- Quén trf vién an todn cd thé thiét 1ap thoi han st dung cla SA IKEv1 Giai doan 2 dyra trén [lua
chon:
o 50 byte;
o khodng thoi gian, trong do céc gia trj thei gian ¢6 thé duor dinh cdu hinh trong [ehi dinh:
day so nguyén tinh dén 8] gic
I
- Quén trj vién an toan c6 thé thiét I4p thoi han sir dung ctia Child SA IKEv2 fliva chon:
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o 8 byte;

o khodng thdi gian, trong dé céc gi tr théd gian ¢6 thé dupe dinh céu hinh trong okl dinh:
déy sé nguyén tinh dén 8] gidr

].

Chu thich ap dung: Téc gia ST chon cac yéu cu IKEv1 hodc céc yéu cdu IKEv2 (hoac cd hai, tuy
thugc vao sw a chon trong FCS_IPSEC_EXT.1.5). Tac gid ST chon thai han st dung diya trén dung
lrgng hodc théri han st dyung dwa trén thdi gian (hodc két hop ca hai). Yéu ciu nay phai dvoc thyc
hién bdng c&ch cung cap thdi han s dung do qudn trj vién an toan thiét 1ap (véi hwéng dén thich hop
trong cac ti lidu duwge AGD_OPE Uy quyén). Céc gi6i han dwgc Iap trinh cirng sé khdng dap (ng
duoe yéu cau nay. Néi chung, céc chi din & thiét 13p cac théng sb cla viée thire hign, bao gém th&i
han st dyng clia SA can dwa vio tai lidu hwéng dan thiét 1ap cho AGD_OPE,

FCS_IPSEC_EXT.1.9 TSF phéi tac gia trj bi mat x dwoe s& dung trong trao @bi khéa IKE Diffie-
Hellman ("x" trong g"x mod p) st dung b tao bit ngéu nhién dwge chi dinh trong FCS_RBG_EXT.1 va
6 A6 dai It nhét 12 [chi dinh: (Mt hodic nhiéu) sO (céa) bit it nhat gdp doi df an toan cta nhom Diffie-
Hellman duoc thda thudn).

Chii thich ap dung: Bdi véi DH nhom 19 va 20, gid trj “x" 1a s nhan diém cho diém phat G.

Vi viéc thuc hién cé thé cho phép cac nhém Diffie-Heliman khac nhau duoc thda thuan dé st dung
trong viéc tao 1ap cdc SA, viéc x4c dinh trong FCS_IPSEC_EXT 1.9 c6 thé chia nhiéu gié tri. D& v&i
mdi nhém DH duge hd tr, tac gid ST tham khao Bang 2 trong NIST SP 800-57 "Khuyén nghj vé& quan
ly khéa - Phan 1: Téng quat" d& xac dinh d3 manh an toan ('c4c bit an foan") lién quan dén nhém DH.
M&i gia trj duy nhat sau d6 dwoc sir dyng dé dien vao chi dinh cho phan tr nay. VI du, gia st viéc thye
hién hd trg nhom DH 14 (2048-bit MODP) va nhém 20 (ECDH s& dung dudng cong NIST P-384), T
Bang 2, gia trj cac bit an toan cGia nhom 14 12 112, va nhém 20 1a 192,

FCS_IPSEC_EXT.1.10 TSF phai tao ra cac nonce @& sir dyng trong céc trao ddi [lwa chon: IKEVT,
IKEVZ] 36 dai [lwa chon:

- [chidinh: 35 manh an toan lién quan dén nhém Diffie-Hellman @3 théa thuén];

- 6 kich thuéc it nhét 128 bit va bang it nhat mét niva kich thude du ra ciia ham bam gia ngiu
nhién d4 duge thoa thuén (PRF)

].
Cha thich ap dung: Tac gia ST phai chon tiy chon thir hai déi véi d5 dai clia nonce néu chon IKEv2

(vi diéu nay duoc yeu clu trong RFC 5996). Tac gia ST c6 thé chon mét trong hai tly chon déi véi
IKEV1.
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Vi vige thue hign cé thé cho phép cac nhém Diffle-Hellman khac nhau duoc théa thuén dé st dung
trong viéc tao I&p cac SA, viéc xac djnh trong FCS_IPSEC_EXT.1.8 ¢é thé chiva nhidu gia tr|. B4 véi
m&i nhém DH duoc hé tro, tac gid ST tham khdo Bang 2 trong NIST SP 800-57 "Khuy&n nghj vé quan
Iy khéa - Phan 1: Tdng quat" dé xac dinh do manh an todn ("céc bit an toan") lién quan dén nhém DH.
Mbi gia tri duy nhat sau @6 dwoc s dung dé Gidn vao chi dinh cho phan tl nay. VI dy, gia st viéc thuc
hién hd tro nhém DH 14 (2048-bit MODP) va nhém 20 (ECDH sir dung dwéng cong NIST P-384). Tir
Bang 2, gia trj cac bit an toan cta nhdm 14 & 112, va nhom 20 14 182,

B@&i vi cac nonce b thé dwec trao ddi trede khi nhém DH duec théa thuan, nonce dwoe st dung cin
dii lén da hé tro tAt ca cdc dé xust duec chon cho TOE trong trao ddi.

FCS_IPSEC_EXT.1.11 TSF phai dam bao rdng tat ca cac giao thirc IKE thirc hién cic nhém DH 14
(2048-bit MODP) va [liya chon: 19 (ECP ngdu nhién 256 bit), 5 (1536-bit MODP), 24 (2048-bit MODP
véf 256-bif POS), 20 (ECP ngéu nhién 384-bit), khéng ¢6 nhém DH khéc).

Cha thich ap dung: Lira chon dugc str dung & chi dinh céc nhém DH bd sung dwge hi try. Didu nay
&p dyng cho céc trao ddi IKEv1 va IKEv2. Déi v&i cac san pham danh gid sau quy 3, 2015, yéu cau
nhém DH 19 (ECP ngau nhién 256 bil) va DH nhém 20 (ECP ngau nhién 384 bit). Luwu y: D6i véi bat ky
nhém DH bé sung nao duoc chl dinh, nhdm nay phai tuéin thl céc yéu cau (vé cac khoa tam thoi dugc
thiét 1ap) durgrc liét ké trong FCS_CKM. 1.

FCS_IPSEC_EXT.1.12 TSF phai d3m bao theo mac dinh rdng d manh ctia thuat toan dbi xiing (vé sb
lwong bit trong khoa) duoc thuong lugng d& bao vé két nbi [lya chon: IKEVT Giai doan 1, IKEV2
IKE_SA] 1&n hon hodc trong duang d& manh cla thuat toan déi xtng (vé sé lveng bit trong khoa)
dwec thirong legng @& bao vé két néi (Iwa chon: IKEv Giai doan 2, IKEv2 CHILD_SA].

Ch thich ap dung: Téc gia ST chgn mot hodc ca hai liva chon IKE dira trén nhirng gi duge thire hién
boi TOE. R6 rang, (cac) phién ban IKE dwec chen phai nhat quan khdng chi trong phén tl nay ma con
véi cic lwa chon khac clia cac phdn ti khac trong thanh phin nay. Ma3c di cé thé chdp nhan kha ning
nay dwgc cdu hinh, cau hinh méc dinh trong cdu hinh duge dénh gid ("'ngoal pham vi" ho#c theo
huwéng din cdu hinh trong tai liéu AGD) phai cho phép kich hoat chirc ning nay.

FCS_IPSEC_EXT.1.13 TSF phai dam bdc rdng tAt ca céc giao thirc IKE thire hién xéc thire ngang
hang st dung [lwa chon: RSA, ECDSA] st dung cac chirng thw X.508v3 pht hgp véi RFC 4945 va
[Iwa chon: Céc khda chia sé trude, khbng ¢d phuong phap khécl.

Chi thich &p dung: Cn cd it nhit mdt phwong thirc xdc thye ngang hang dya trén khéa céng khai dé
phil hop véi tiéu chudn nay; mét hodic nhidu Iwoe db khéa cong khal dwge chon bdi téc gid ST dé
phan dnh nhing gi dugc thire hién. Tac gid ST clng 6am bao réng cac yéu cau FCS thich hop phén
&nh cac thust toan duge sir dyng (va cic kha ndng tao khéa, néu drrge cung cap) duge liét ké 6é hé
trg céc phuong phap @8, Lueu ¥ réing TSS sé gidl thich chi tiét vé cach thire si? dyng céc thudt toan nay
(vi du: RFC 2409 xac dinh ba phwong phap x4c thye st dung khda cdng khai, méi mft hd trg sé dugc

65



TCVN 12819:2020

mo ta trong TSS). Xéc thire ngang hang sir dyng chipng thu ECDSA X.509v3 sé durgre yéu cdu cho céc
TOE danh gia sau quy 3, 2015.

FCS_IPSEC_EXT.1.14 TSF chi thiét lap mét k&nh déng tin cay cho céc giao thirc ngang hang ¢b chirng
th hop 18,

Chi thich ap dyng: Céac thudt toan chitng thyc ngang hang dueoe hd trg tuong ty nhu
FCS_IPSEC_EXT.1.1.

B.2.1.3. FCS_SSHC_EXT.1 Giao thirc may khach SSH

FCS_SSHC_EXT.1.1 TSF phai thue hién giao thire SSH tudn thi RFC 4251, 4252, 4253, 4254, va
llwa chon: 5647, 5656, 6187, 6668, khéng ¢é RFC khéc).

Chii thich ap dung: Tac gia ST chon cac RFC béd sung ma da cé yéu cau tuan thi. Luu y réng cac
RFC cén phai nhit quan véi céc liya chon trong céc phan ttr sau cla thanh phdn nay (vi dy, céac thuat
todn mat ma duoc phép). RFC 4253 chi ra cac thuat toan mat ma nhét dinh 1a "PUQC YEU CAU".
Bidu nay co nghia 13 viéc trifn khai phai bao gdm viéc hd tre, khdng phai 12 cac thuat toén phdi duoc
kich hoat d& sir dyng. Viéc dam bao rdng cac thuat toan dwee chi Ginh a "BUQC YEU CAU” nhung
khéng ducc liét ké trong céc phéin tlr sau clia thanh phan nay Ia ndm ngoai pham vi clia hoat ddng
dam bdo dbi véi yéu clu nay.

FCS_SSHC_EXT.1.2 TSF phéi dam bao viéc thwe hién giao thirc SSH hé tryy cac phuong phap xéac
thiee sau ddy nhu duoc mb ta trong RFC 4252 dira trén khoa cong khai va dwa trén mat khau,

FCS_SSHC_EXT.1.3 TSF phai dam béo rdng, nhi dwgc mé ta trong RFC 4253, cac goi tin Ién hon [chi
dinh: sé byts] byte trong két néi van chuyén SSH bi loal bd.

Chi thich 4p dung: RFC 4253 quy dinh viéc chip nhan "cac gdi tin I&n" véi thong bao trwde réing céc
gbi tin nén ¢6 "dd dai hop V" hodc b loal bd, Vige chl djnh phal dwoc dién bdi téc gid ST véi kich
thurée gol tin thi da dwoc chép nhan, do d6 xac dinh "6 dai hop Iy cho TOE.,

FCS_SSHC_EXT.1.4 TSF phai dam bdo réng viéc thire hién van chuyén SSH sl dung cac thuat toan
ma hoa sau va tr chdi tt cd cac thuat toan ma hoa khdc aes128-che, ass256-cbc, [hwa chon:
AEAD_AES_128_GCM, AEAD_AES._256_GCM, khéng ¢6 thuét todn khac]

Chu thich 4p dyng: RFC 5847 chi dinh viéc si dung thuét toan AEAD_AES_128_GCM va
AEAD_AES_256_GCM trong SSH. Nhu du¢c quy dinh trong RFC 5647, AEAD_AES_128_GCM vé
AEAD_AES_256_GCM chi ¢é thé duge chon 18m thuat todn ma hoa khi cing mét thuat toan duge sl
dung nhr 14 thuét toan MAC. Trong chi dinh, tac gia ST cb thé chon cac thuat toan AES-GCM, hodc
"khdng cé cac thuét toan khac" néu AES-GCM khéng dugc hd tro. Néu AES-GCM duge chon, nén co
cac myc FCS_COP {uwong (ng trong ST.

FCS_SSHC_EXT.1.5 TSF phai dam bao ring viéc tridn khai van chuyén SSH s dung fliza chon: ssh-
rsa, ecdsa-sha2-nisip256] va [lwa chon: ecdsa-sha2-nistp364, x509v3- ecdsa-sha2-nistp256, x509v3-
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acdsa-sha2-nistp384, khéng c6 céc thuél todn khéa cong khai khac] lam thuét todn khéa cong khal cla
nd va loal bé tAt cd cAc thuét todn khéa cbing khai khéc,

Chii thich ap dyung: Cac trién khai chi chon ssh-rsa s& khéng dat duec 69 an toan 112-bit trong qué
trinh tao chir ky s6 @& xac thue SSH nhw duroc d& nghj trong NIST SP 800-131A. Céc phién ban trong
twong lai clia PP nay co thé loai bd ssh-rsa lam lwa chon. Néu chon x509v3-ecdsa- shaZ-nistp256
hodc x508v3-ecdsa-sha2-nistp384 thi danh séch céc co quan chivng thye tin cay phai duwgc chon trong
FCS_SSHC_EXT.1.9.

FCS_SSHC_EXT.1.6 TSF phdi dam bdo ring viéc trién khai van chuyén SSH s& dung [ia chon:
hmac-shat, hmac-sha1-59] va flua chon: AEAD_AES_128_GCM, khéng c6 thuat toan MAC khac] nhw
Ia thuét todn MAC dam bao toan ven di liéu clia né va tlr chdi tat ca céc thuat todn MAC khéc.

Chu thich 4p dyung: RFC 5647 chl dinh viéc sir dyng thuat todn AEAD_AES_128_GCM va
AEAD_AES_256_GCM trong SSH. Nhu Guwoc quy dinh trong RFC 5647, AEAD_AES_128_GCM va
AEAD_AES_256_GCM chi cé thé duere chon lam thudt toan MAC khi thuat toan twerng ty dang duge
stz dyng lam thuét todn ma hoa, RFC 6668 chi dinh viéc str dyng cac thuat toan sha2 trong SSH.

FCS_SSHC_EXT.1.7 TSF phai d3m bao rang fliva chon. Diffie-Hellman-group14-shat, ecdh-sha2-
nistp256] va [lwa chon: ecdh-sha2-nistp384, ecdh-sha2-nislpd21, khéng c¢ phwong phap khéc] la
phuong phap trao @éi khéa duge s dung cho giao thiic SSH.

FCS_SSHC EXT.1.8 TSF phéi ddm béo rdng két ndi SSH dugc khda lai sau khi khdng cb hon 2428
géi tin d3 dugc truyén bing khoa db.

FCS SSHC_EXT.1.9 TSF phai dam bdo rdng may khach SSH xac thyc djnh danh clia may chd SSH
bing c4ch sl dung cor s& diF liéu cuc bd lién két méi tén may chil véi khda cdng khai turong tng hodc
[lira chon: m{t danh sach céc co quan chiing thyc tin 8y, khéng o6 phurong phap khac] nhu dug'c md
ta trong RFC 4251 diéu 4.1.

Chu thich ap dung: Danh sdch céc co quan ching thipe tin cdy chi c6 thé dwgec chon néu x509v3-
ecdsa-sha2-nistp256 hodc x509v3-ecdsa-sha2-nistp384 dwoc chon frong FCS_SSHC_EXT.1.5.

B.2.1.4 Giao th(rc may chii FCS_SSHS_EXT.1 SSH

FCS_SSHS_EXT.1.1 TSF thwc hién giao thirc SSH tuan thii cac RFC 4251, 4252, 4253, 4254, va (lya
chon: 5647, 5656, 6187, 6668, khong cé REC khéc).

Chii thich 4p dung: Tac gia ST chon cac RFC bd sung ma da cé yéu cau tudn thi. Liu ¥ rang nhitng
diéu ndy cin phai nh&t quan voi cic lya chon trong céc phin t& sau cla thanh phdn nay (vi dy, cac
thuat todn mat ma duwoc phép). RFC 4253 chl ra ring mét sb thuat toan mat ma nhét dinh "BU'QC
YEU CAU". Biéu nay co nghia I viéc trién khai phai bao gbm h3 try chir khéng phéi 1a cac thuét todn
phai durge kich hoat d& sir dyng. Viéc ddm bao réng cac thudt todn duge chi dinh 12 "BUQC YEU
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CAU" nhwng khong duge liét k& trong cdc phan t& sau clia thanh phdn nay ndm ngodi pham vi cla
hoat dong d&m bao cho yéu ciu nay.

FCS_SSHS_EXT.1.2 TSF phai dam bao rdng viéc thure hign giao thirc SSH hd tro céc phirong phap
xac thire sau day nhu duoc md ta trong RFC 4252: dipa trén khoa cdng khai, dira trén mat khau,

FCS_SSHS_EXT.1.3 TSF phai dam bao rﬁng, nhu duge md ta frong RFC 4253, cac gai tin I&n hon [chi
dinh: s6 byte] byte frong két néi van chuyén SSH bj loai ba.

Chil thich &p dyng: RFC 4253 quy dinh vigc chip nhan "cac géi tin I&n" véi théng bao trrée rang cac
géi tin nén cé "dd dai hop Iy" hoc bj loai bd. Viéc chi dinh phai dwoc dign bdi tic gia ST véi kich
thwée géi tin téi da dwgc chép nhén, do 40 xac djnh "¢ dai hgp ly" che TOE,

FCS SSHS EXT.1.4 TSF phai d3m bao ring viéc thire hién van chuyén SSH st dung cac thuat toan
ma hoa sau Gay va tir chdi tAt cd cac thuat todn ma héa khac: aes128-cbe, aes256-ch, [lwa chon:
AEAD_AES_128_GCM, AEAD_AES_256_GCM, khéng c¢6 thugt toan khac).

Chl thich &p dyng: RFC 5647 chi dinh viéc st dung thudt toan AEAD_AES_128_GCM va
AEAD_AES_256_GCM trong SSH. Nhu duwoc md ta trong RFC 5647, AEAD_AES_128_GCM va
AEAD_AES_256_GCM chi c¢é thé dwec chon lam thuét toan ma hoa khi thuat toan trong tw dang
duoc st dung l3m thudt toan MAC. Trong chi dinh, tic gid ST co thé chon cac thuat toan AES-GCM,
hodc "khéng cb cac thuat toan khac' néu AES-GCM khdng dwgc hd trg. Néu AES-GCM duwec chon,
neén ¢f cac muc nhap FCS_COP tuong teng trong ST.

FCS_SSHS EXT.1.5 TSF phai d@@m bdo ring vigc trién khai van chuyén SSH sl dung [iira chon: ssh-
rsa, ecdsa-shaz-nistp256] va [lira chon: ecdsa-sha2-nistp384, x509v3- ecdsa-sha2-nistp256, x509v3-
ecdsa-sha2-nistp384, khong c6 cac thuét todn khéa céng khai khéc] lam thuét toan khoa céng khai cla
no va loai bé tat ¢ céc thudt toan khéa ciing khai khéc.

Cha thich ap dyng: Céc trién khai chi chon ssh-rsa sé khéng dat dugc 46 an todn 112-bit trong qua
trinh tao chir ky s6 @& xéc thye SSH nhw duwge dé nghi trong NIST SP 800-131A. Céc phign ban trong
trong lai cliz PP nay ¢6 thé loai bd ssh-rsa lam |yra chon.

FCS_SSHS_EXT.1.6 TSF phai dam béo rang viéc thirc hién van chuyén SSH st dung [lwa chon:
hmac-shat, hmac-sha1-96, hmac-sha2-256, hmac-sha2-512) va [lwra chon: AEAD_AES 128 GCM,
AEAD_AES_256_GCM, khong c6 thuét todn MAC khdc] nhu 2 thuat toan MAC clia né va tir chéi tat ca
cac thuét toan MAC khéc.

Cha thich 4p dung: RFC 5647 chi dinh viéc sl dung thudt todn AEAD_AES_128_GCM va
AEAD_AES_256_GCM trong SSH. Nhw dwoc quy dinh trong RFC 5647, AEAD_AES_128_GCM va
AEAD_AES_256_GCM chi co thé dugre chon Iam thudt toan MAC khi thuat toan twong tw dang duge
st dyng |am thuét todn ma héa. RFC 6668 chi dinh vigc stk dyng cac thudt toan sha2 trong SSH.
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FCS_SSHS_EXT.1.7 TSF phdi dam bdo réng [lra chon: Diffie-Hellman-group14-shai, ecdh-sha2-
nistp256] va [ire chon: ecdh-sha2-nistp384, ecdh-sha2-nistp521, khéng c6 phuong phép khac] 13
phuong phap trao d6i khéa duge st dung cho giao thize SSH.

FCS_SSHS_EXT.1.8 TSF phai ddm bdo rang két ndi SSH dugc khoa lai sau khi khdng ¢ hon 2428
géi tin da durge truyén bang khoa d6.

B.2.1.5 FCS_TLSC_EXT.1 Giao thirc may khach TLS

TLS khéng phai la thanh phan bat budc cla tiéu chuan nay. Néu TOE thue hién IPsec, cin phai co mét
Iya chon trong (ng trong FTP_ITC.1 va f hodic FTP_TRP.1 dé xac dinh giao thirc TLS duwge thire hién
dé blo ve.

TOE c6 thé hoat 8dng nhwr |4 may khéch, may chl, hodc ¢4 hai trong céc phién TLS. Yéu chu 83 duoc
tach thanh céc yéu cau dbi voi may khich TLS (FCS_TLSC_EXT) va méy chd TLS (FCS_TLSS_EXT)
d& phi hop véi nhing khéc bigt ndy. Néu TOE déng vai trd may khach trong cac phién TLS da dwoc
x&c nhan, tic gid ST nén xéc dinh {uan thi mét trong c4c yéu ciu FCS_TLSC_EXT.

Ngoai ra, TLS co thé cé hodic khdng dugc thwe hién véi viée xac thwe mdy khach, Tac gid ST sé yéu
cdu FCS_TLSC_EXT.1 va FCS_TLSS_EXT.1 néu TOE khong hé tro xéc thye may khach. T4c gia ST
nén yéu cAu FCS_TLSC_EXT.2 va FCS_TLSS_EXT.2 néu viéc x4c thie may khach duge thize hién
b&i TOE. Néu TLS duwyre chon la mét phuong tién d& cung cép mot kénh giao tiép dang tin cay cho mét
thie thé IT bén ngoai trong FTP_ITC.1, thi FCS_TLSC_EXT.2 la bt budc.

FCS_TLSC_EXT.1.1 TSF phai thyrc hién [lwra chon: TLS 1.2 (RFC 5246), TLS 1.1 (RFC 4346)] hd
trg cac ciphersuites sau day:

- Ciphersuites bat buéc:
o TLS_RSA_WITH_AES_128_CBC_SHA nhw quy dinh trong RFC 3268
- [lwa chon: Ciphersuites tay chon:
o TLS_RSA_WITH_AES_256_CBC_SHA nhir quy dinh trong RFC 3268
o TLS_RSA_WITH_AES_256_CBC_SHA nhw quy dinh trong RFC 3268
o TLS_DHE_RSA WITH_AES_128_CBC_SHA nhw quy dinh trong RFC 3268
o TLS_DHE_RSA_WITH_AES_256_CBC_SHA nhw quy dinh trong RFC 3268
o TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA nhuw quy dinh trong RFC 4492
o TLS_ECDHE_RSA WITH_AES_256 CBC SHA nhu quy dinh trong RFC 4492
o TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA nhw quy dinh trong RFC 4492
o TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA nhtr quy dinh trong RFC 4492
o TLS_RSA_WITH_AES_128_CBGC_SHA256 nhu quy dinh trong RFC 5246
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o TLS_RSA_WITH AES_256 CBC_ SHA256 nhw quy dinh trong RFC 5246

o TLS_DHE_RSA_WITH_AES_128_CBC_ SHA256 nhu quy djinh trong RFC 5246

o TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256 nhir quy dinh trong RFC 5246

o TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 nhv quy dinh trong RFC 5289
o TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 nhw quy dinh trong RFC 5289
o TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 nhw quy dinh trong RFC 5289
o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 nhir quy dinh trong RFC 5289
o TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 nhur quy dinh trong RFC 5288

o TLS ECDHE RSA WITH_AES_256 GCM_SHA384 nhw quy dinh trong RFC 5289

o Khéng cd ciphersuite khac].

Chi thich ap dyng: Cac ciphersuites duoc kiém tra trong cau hinh danh gia sé bj giéi han theo yéu
cau nay. Tac gia ST cdn chon céc ciphersuites tiy chon dugc hd trg; néu khéng co ciphersuites nao
duoc hd trg ngoal cdc day bat budc, thl s& lwa chon "Khong", CAn han ché cac ciphersuites ¢6 thé
dwee sl dung trong mdt cau hinh danh gid quan tr trén may chil trong mél truéng thi nghiém.

TLS_RSA_WITH_AES_128_CBC_SHA la bét budc dé dam bdo tuan thi RFC 5246.
Céc yau cau nay s& duwgc xem xét lai khi cac phién ban TLS méi dwgc tigu chuln hda bdi IETF.
Trong mét phién ban twong lai cla PP, sé yéu cu bt budc TLS v1.2 cho tat c& TOE.

FCS_TLSC_EXT.1.2 TSF phai xdc minh dinh danh dwa ra cé khép véi dinh danh tham chiéu theo
RFC 6125,

Cha thich &p dyng: Céc quy tic x&c minh dinh danh durge mé ta trong Didu 6 clia RFC 6125. Dinh
danh tham chiéu do ngudi diing thiét 13p (vi du nhw nhap mot URL vao irinh duyét web ho3c nhép vao
mot lién két) théng qua cAu hinh (vi dy nhir cu hinh tén clia may chil thu hodc méy chi xéc thuc),
ho#c bang mét (ng dung (vi du nhi mét tham sb clia mét API) tiy thude vao dich vy (ing dung. Dya
vao tén mién nguén clia jnh danh tham chiéu don va loai dich vy trng dyng (vi du HTTP, SIP, LDAP),
may khach sé& thiét |ap tat ca cac dinh danh tham chiéu dugc chap nhan, chang han nhu Tén chung
cho trwdng Tén chi thé clia chéng the va mét Tén DNS, tén URI va tén Dich vy (phan biét sy khac
nhau gilra ch hoa va chir thudng) cho trrdng Subject Alternative Name. Sau dé may khach sé so
sanh danh sach 4t ¢3 cac dinh danh tham chiéu cé thé chép nhan dugc véi dinh danh dwoc trinh bay
trong chirng thw cia may chi TLS.

Phuwong phap wu tién dwge st dung @& xac minh 14 Subject Alternative Name s dung tén DNS, tén
URI hodc tén Dich vu. Viéc x&c minh st dung Tén chung 14 yéu cau béat bube vi cac muc dich twong
thich nguworec. Ngodi ra, viée hd tro sl dyng cac dia chi IP trong Tén chd thé hodc Subject Alternative
Name s& khéng duoc khuyén khich vi trai lai ¢ hwréng diin thyre hanh 18t nhét, nhung ciing cb thé
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dugc thye hiégn. Cui cling, may khach phéi tranh hinh thanh céc dinh danh tham chiéu sl dung cac ky
ty dai dién. Tuy nhién, néu cac dinh danh duoc trinh bay bao gbm céc kj ty dai dién, may khach sé
phai tuin thi cdc hwedng dén thye hanh tét nhat vé sy twong hop, so khop; nhimg hudng dan thyc
hanh tdt nhat ndy dwee ghi nhan trong hoat dong dam bao,

FCS_TLSC_EXT.1.3 TSF chi thiét 1ap m&t kénh d4ng tin cay ndu cé ching thw ngang hang hep (g,

Chu thich ap dung: Tinh hiéu luc duoc xdc dinh bing xac minh dinh danh, dwing dan chimg the,
ngay hét han va trang thél thu hdi theo RFC 5280, Thoi han hiéu lyc clia ching the duge kiém tra
tuan theo thi» nghiém duoc thirc hién cho FIA_X509_EXT.1.

FCS_TLSC_EXT.1.4 TSF phai trinh bay Supported Elliptic Curves Extension - M& réng dwéng cong
Elliptic wgre hé tror trong Client Hello voi cac duding cong NIST sau day: [lwa chon: secp256r1,
secp384ri, secp521r1, hoac khéng] va khdng cb cac dwidng cong khac.

Chud thich ap dung: Néu cac ciphersuites clng cac duwéng cong Elliptic dwge chon trong
FCS_TLSC_EXT.1.1, thi cn phdi chon mat hodc nhidu duéng cong. N&u khdng Iwra chon céc
ciphersuites cing cac dwdng cong elliptic trong FCS_TLS_EXT.1.1, thi sé lya chon 'khdng'.

Y&u cdu ndy gidi han cac dwdng cong Elliptic dugc cho phép dé xac thire va thda thuan khoa véi cac
dwéng cong NIST tir FCS_COP.1(2) va FCS_CKM.1 va FCS_CKM.2. Phdn mé rong ndy la bat bubc
di v&l méy khach hé tro cac ciphersuites dwirng cong Elliptic.,

B.2.1.6 FCS_TLSC_EXT.2 Giao thirc may khach TLS c¢o6 xac thyc
(Xem doan giéi thiéu trong diéu B.2.1.5)

FCS_TLSC_EXT.2.1 TSF phai thyc hién [lra chon: TLS 1.2 (RFC 5246), TLS 1.1 (RFC 4346)] hod
trgy cac ciphersuites sau day:

Ciphersuites bat budc:
o TLS_RSA_WITH_AES_128_CBC_SHA nhu quy djnh trong RFC 3268
[lvra chon: Ciphersuites tiy chon:
o TLS_RSA_WITH_AES_256 CBC_SHA nhir quy djnh trong RFC 3268
o TLS_DHE_RSA_WITH_AES_128_CBC_SHA nhw quy Ginh trong RFC 3268
o TLS_DHE_RSA_WITH_AES_2856_CBC_SHA nhir quy dinh trong RFC 3268
o TLS_ECDHE RSA_WITH_AES_128_CBC_SHA nhw quy dinh trong RFC 4492
o TLS_ECDHE RSA WITH_AES_256_CBC_SHA nhuw quy dinh trong RFC 4492
o TLS_ECDHE_ECDSA_WITH _AES_128_CBC_SHA nhuv quy dinh trong RFC 4492
o TLS_ECDHE_ECDSA WITH_AES_256 _CBC_SHA nhv quy djnh trong RFC 4492

o TLS_RSA_WITH_AES_128_CBC_SHA256 nhw quy djnh trong RFC 5246
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o TLS_RSA_WITH_AES_256_CBC_ SHA256 nhur quy dinh trong RFC 5246

o TLS_DHE_RSA_WITH_AES_128_CBC_ SHA256 nhtr quy dinh frong RFC 5246

o TLS_DHE_RSA WITH AES_256_CBC_ SHA256 nhw quy dinh frong RFC 5246

o TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 nhwr quy dinh trong RFC 5289
o TLS ECDHE_ECDSA WITH AES_256 CBC_SHA384 nhw quy dinh trong RFC 5289
o TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 nhur quy dinh trong RFC 5289
o TLS_ECDHE_ECDSA_WITH_AES 256_GCM_SHA384 nhu quy dinh trong RFC 5289
o TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 nhiwr quy dinh trong RFC 5289

o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 nhw quy dinh trong RFC 5289

o Khéng co ciphersuite khéc].

Cha thich ap dung: Céc ciphersuites dwoc kiém tra trong cdu hinh danh gia s& bi gioi han theo yéu
cau nay. Tac gid ST can chon cac ciphersuites tly chon dugc h tre; néu khong cd ciphersuites ndo
duge hd trg ngodi cac day bat bude, thi s& lwa chon "Khang". C2n han ché céc ciphersuites c6 thé
dwoc st dyng trong mot cau hinh danh gia quan trj trén may chd trong mdi trwdng thik nghiém. Cac
thuat fo4n D3y B liat ké & trén (RFC B460) 1a cic thudt todn duoc wu tién @& thuc hién.
TLS_RSA_WITH_AES_128_CBC_SHA |a bat budc & d3m bdo tuan thl RFC 5246,

Cac yéu cAu nay sé dugc xem x&t lai khi cac phién ban TLS méi dwoc tidu chudn hda béi IETF.
Trong m&t phién bén twong lai cla PP, sé yéu chu bt bude TLS v1.2 cho tAt cd TOE,

FCS_TLSC_EXT.2.2 TSF phai xac minh dinh danh dwa ra phii hgp vé&i dinh danh tham chiéu theo
RFC 6125.

Chu thich ap dung: Céc quy téc xac minh dinh danh dugc mé 14 trong Diéu 6 cia RFC 6125. Bjnh
danh tham chidu do ngwdr diing thiét 1ap (v du nhw nhap URL vao trinh duy&t web hodc nh4p véo mét
lién két) théng qua cau hinh (vi du nhw cdu hinh t&n clia may chil thu hode mdy chil xéc thire), hodc
béng mét (rng dung (vi dy nhir mat tham sé clia mét API) tiy thude vao dich vy ting dung. Dira vao tén
mién ngudn clia dinh danh tham chiéu don va loai dich vy (ng dyng (vi du HTTP, SIP, LDAP), may
khach sé thiét ap tat ca cac dinh danh tham chiéu dwoc chap nhan, chdng han nhw Tén chung cho
trdrng Tén chili thé clia chieng thw va mdt Tén DNS, tén URI va tén Dich vu (phan biét sw khac nhau
gilra chlr hoa va chlr thudng) cho trudmg Subject Alternative Name. Sau 46 may khach s& so sanh
danh sach tat cd cac dinh danh tham chiéu ¢6 thé chip nhan dugc véi cac dinh danh duge trinh bay
trong chirng thir clia may chd TLS.

Phuong phap wu tién dugc si dung ¢& xac minh la Subject Alternative Name sir dyng tén DNS, tén
URI hodc tén Dich wy. Vigc xac minh s dung Tén chung I3 y&u céu bdt budc vi cac myc dich trrong
thich nguec. Ngodi ra, viéc h8 tro str dyng céc dja chi IP trong Tén chii thé hosic Subject Allernative
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Name s& khong duge khuyén khich vi tréi lai cac htrdng din thire hanh tét nhat, nhurng cling co thé
dugce thiee hign. Cubi cling, may khach phai tranh hinh thanh céc djnh danh tham chiu si¥ dyung céc ky
tir dai dién. Tuy nhién, néu cac dinh danh dwgc trinh bay bao gdm cac ky ty dai dién, may khich sé
phai tuan thi cdc hudng dan thyc hanh t&t nhat vé sy teong hgp, so khop; nhitng hwong dan thiee
hanh tét nh&t nay dwgc ghi nhan trong hoat déng dam bio,

FCS_TLSC_EXT.2.3 TSF chi thiét iap mét kénh dang tin cay néu ¢é ching thw ngang hang hop €.

Chi thich ap dung: Tinh higu lyc derge xac dinh bing xac minh djnh danh, dudng dan chitng thu,
ngdy hét han va trang thai thu hdi theo RFC 5280. Thoi han hiéu lyc cla chirng thw dugc kiém tra
tudn theo thi nghiém duwge thye hién cho FlA_X509_EXT.1.

FCS_TLSC_EXT.2.4 TSF phai trinh bay Supported Elliptic Curves Extension - M& rjng duéng cong
Efliptic dirgc hd tre trong Client Hello véi cdc dwérng cong NIST sau day: [fwa chon: secp256ri,
secp384ri, secp521ri, hode khdng] va knéng co cac dudng cong khac.

Cha thich &p dung: Néu cdc ciphersuites cling cac dwdng cong Eliptic dwoe chon trong

FCS_TLSC_EXT.2.1, thi cAn phai chon mdt hodc nhidu dwéng cong. Néu khéng Iwa chon cac
ciphersuites clng céc duwéng cong elliptic trong FCS_TLS_EXT 2.1, thi sé Iira chon 'khéng'.

Yéu cdu nay giéi han céc duémg cong Elliptic duge cho phép dé xac thye va thoa thuan khoéa voi cac
Gwérng cong NIST tir FCS_COP.1(2) va FCS_CKM.1 va FCS_CKM.2. Phln md rdng nay 14 bat buéc
d6i véi may khach hd trg céc ciphersuites dwdng cong Elliptic.

FCS_TLSC_EXT.2.5 TSF phai hd trg x4c thire 1An nhau s dyng cac chirng thw X 508v3.

Cha thich &p dyng: Viéc sl dung céc chirng thu X.500v3 che TLS duoc d& cdp trong
FIA_X509_EXT.2.1. Yéu cdu nay cho biét thém rdng may khach phai cé kha nang trinh bay chiing thu
cho mdt may chi TLS vi myc dich xac thiyc lan nhau TLS.

B.1.2.7 FCS_TLSS_EXT.1 Giao thivc may chii TLS

Nhu g4 néu trong diéu B.2.1.5, TOE cb thd hoat ddng nhr mdt may khach, may chi, hodc gilr vai tro
clia ca hai trong céac phién TLS. Néu TOE hoat djng nhi may chli trong cac phién TLS d3 dwoc xéac
nhan (FTP_ITC.1 ho&ic FTP_TRP.1), thl tac gid ST phdi xac nhdn mét trong cac yéu clu
FCS_TLSS_EXT.

TLS c6 thé cé hodic khong thurc hign théng qua phirong thire x4c thize I3n nhau, T4c gid ST sé y&u cau
FCS_TLSS_EXT.1 néu TOE khdng hé try xac thwe l&n nhau. Tac gid ST sé yéu clu
FCS_TLSS_EXT.2 néu TOE cé h trg xac thure n nhau,

FCS_TLSS_EXT.1.1 TSF phai thirc hién [lya chon: TLS 1.2 (RFC 5246), TLS 1.1 (RFC 4346)] hé
trer cac ciphersuites sau day:

- Clphersuites bét bugc:
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Q

TLS_RSA WITH_AES_128 CBC_SHA nhw quy dinh trong RFC 3268

- [lva chon: Ciphersuites ty chon:

]

Qo

(=]

Q

Chu thich 4p dung: C4c ciphersuites dwoc kiém tra trong cAu hinh danh gi4 s& bj gi®i han theo yéu
cdu ndy. Tac gid ST cAn chon cac ciphersuites tly chon duge hd tro; néu khéng cb ciphersuites nao
duwoc hd tro ngodi cac day bét bube, thi sé lya chon "Khéng". Can han ché cac ciphersuites co thé
duge sl dyng trong mét cAu hinh danh gid quin trj trén may chll trong méi trwdng thir nghiém.

TLS_RSA_WITH_AES 256 CBC_SHA nhw quy dinh trong RFC 3268
TLS_DHE_RSA WITH_AES_128 CBC_SHA nhur quy dinh trong RFC 3268
TLS_DHE_RSA_WITH_AES_256_CBC_SHA nhr quy djnh trong RFC 3268

TLS ECDHE_RSA_WATH_AES_128_CBC_SHA nhi quy dinh trong RFC 4492
TLS_ECDHE_RSA_WATH_AES_256_CBC_SHA nhw quy dinh trong RFC 4492
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA nhw quy dinh trong RFC 4492
TLS ECDHE_ECDSA WITH_AES_256 CBC_SHA nhw quy dinh trong RFC 4492
TLS RSA WITH_AES 128 CBC_SHA256 nhuw gquy dinh trong RFC 5246
TLS_RSA_WITH_AES_256_CBG_ SHA256 nhur quy dinh trong RFC 5246
TLS_DHE_RSA_WITH_AES_128_CBC_ SHA256 nhu quy dinh trong RFC 5246

TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256 nhw quy dinh trong RFC 5246

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 nhu quy dinh trong RFC 5289
TLS_ECDHE ECDSA_WITH_AES_256_CBC_SHA384 nhw quy dinh trong RFC 5289
TLS ECDHE_ECDSA WITH_AES_128 GCM_SHA256 nhu quy dinh trong RFC 5269
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 nhu quy dinh trong RFC 5269

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 nhur quy dinh trong RFC 5289
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 nhir quy dinh trong RFC 5289
Khéng co ciphersuite khéc).

TLS_RSA_WITH_AES_128_CBC_SHA I bt budc d& dam bao tuan thi RFC 5248,

Cac y8u chu nay sé duoc xem xét lai khi cac phién ban TLS méi dwore tiéu chudn héa béi IETF.

Trong mdt phign ban twong lai clia PP, sé yéu cu bat bude TLS v1.2 cho tAt ca TOE.

FCS_TLSS_EXT.2.2 TSF phai tlr chéi cac két nbi t cac may khach yéu ciu SSL 1.0, SSL 2.0, SSL

3.0, TLS 1.0, va [ilwa chon: TLS 1.1, TLS 1.2, khdng).

74



TCVN 12819:2020

Ch( thich 4p dyng: T4t ca cac phién ban SSL va TLS v1.0 ddu bj tir chdi. Bat ky phién ban TLS nao
khéng dwee lira chon trong FCS_TLSS_EXT.1.1 déu phéi duge chon & day.

FCS_TLSS_EXT.1.3 TSF phai tao ra cac tham sb thiét 13p khéa bang cach st dung RSA véi kich
thudre khoa 2048 bit va [Iira chon: 3072 bi, 4096 bit, khing ¢6 kich thude khac] va [lya chon: trén cac
dirong cong NIST [iira chon: secp256r1, secp384ri] va khdéng co céc dudmg cong khéc; cac thdng sb
Diffie-Heliman véi kfch thute 2048 bit va [lua chon: 3072 bit, khing 6 kich thuée khdc]: khdng chon
bit khéc].

Chi thich &p dung: Néu ST liét ké mdt ciphersuite DHE hodc ECDHE frong FCS_TLSS_EXT.1.1, ST
phai bao gdm Iwa chon Diffie-Hellman hodc Iva chon cac dwdng cong NIST theo yéu cAu, FMT_SMF. 1
4ol hdi cAu hinh céc tham sé thda thun khba Gé thiét |1ap d5 manh an toan cla két néi TLS.

B.2.1.8 FCS_TLSS_EXT.2 Giao thirc may chii TLS ¢6 xac thwe |&n nhau
(Xem doan gidi thidu trong didu B.2.1.7)

FCS_TLSS_EXT.2.1 TSF phai thyc hién [lya chgn; TLS 1.2 (RFC 5246), TLS 1.1 (RFC 4348)] hé
trg céc ciphersuites sau day:

- Ciphersuites bét budc:
o TLS RSA_WITH_AES_ 128 CBC_SHA nhw quy dinh frong RFC 3268
- [ia chon: Ciphersuites tiy chon:
o TLS_RSA_WITH_AES_256_CBC_SHA nhuw quy dinh trong RFC 3268
o TLS_DHE_RSA_WITH_AES_128_CBG_SHA nhir quy dinh trong RFC 3268
o TLS_DHE_RSA_WITH_AES_256_CBC_SHA nhw quy dinh trong RFC 3268
o TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA nhw quly dinh trong RFC 4492
o TLS_ECDHE RSA WITH AES 256 CBC SHA nhw quy dinh trong RFC 4492
o TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA nhu quy dinh trong RFC 4492
o TLS_ECDHE_ECDSA WITH_AES_256 CBC_SHA nhuw quy dinh trong RFC 4492
o TLS RSA_WITH_AES_128 CBC_SHA256 nhw quy dinh trong RFC 5246
o TLS RSA WITH_AES 256 CBC_ SHA256 nhu quy djinh trong RFC 5246
o TLS_DHE_RSA_WITH_AES_128_CBC_ SHA256 nhw quy dinh trong RFC 5246
o TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256 nhir quy dinh trong RFC 5246
o TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 nhw quy dinh trong RFC 5289
o TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 nhur quy dinh trong RFC 5289

o TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 nhw quy djnh trong RFC 5289
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o TLS_ECDHE ECDSA _WITH_AES_256_GCM_SHA384 nhu quy dinh trong RFC 5289
o TLS ECDHE RSA WITH_AES 128 GCM_SHA256 nhu quy dinh trong RFC 5288

o TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA384 nhv quy dinh trong RFC 5289

o Khdng cd ciphersuile khac].

Chu thich ap dung: Cac ciphersuites dwge kiém tra trong céu hinh danh gia sé bj gi%i han theo yau
cdu nay. Tac gid ST can chon cac ciphersuites tly chon dwgc hd tro; néu khéng & ciphersuites nao
duge hd tre ngoai cac day bét budc, tni sé Iwa chon "Khéng”. Can han ché céc ciphersuites ¢ thé
dugc sl dung trong mét cAu hinh danh gia quén trj frén may chi trong méi tredng thi: nghiém. Céc
thuat toan Day B liét ké & trén (RFC 6460) la cac thuat toan dwge wu tién d8 thuc hién.
TLS_RSA_WITH_AES_128_CEC_SHA Ia bat bujc dé dam bao tuan thi RFC 5248,

Cac yéu cau nay sé dwgc xem xét lai khi cac phién ban TLS mdi dwyc tiéu chuén héa béi IETF.
Trong mét phién ban tuong lai clia PP, s& y&u cdu bt bude TLS v1.2 cho tAt ca TOE.

FCS_TLSS_EXT.2.2 TSF phai tir chdi cac két nbi tir cac may khach yéu cau SSL 1.0, SSL 2.0, SSL
3.0, TLS 1.0, va [lya chon: TLS 1.1, TLS 1.2, khéng).

Chui thich &p dung: TAt ca cac phign han SSL va TLS v1.0 ddu bj tir chdi. B4t ky phién ban TLS nao
khéng duec lya chon trong FCS_TLSS_EXT.1.1 déu phai dwge chon & day.

FCS_TLSS_EXT.2.3 TSF phai fao ra c4c tham s thiét |1ap khda bang cach st dyng RSA vé&i Kich
thudc khoa 2048 bit va [Iwa chon; 3072 bi, 4096 bit, khong cé kich thude khéc] va [lwa chen: trén céc
duwdng cong NIST [lra chon: secp256r1, secp384ri] va khéng cd cdc dudmg cong khéc; céc théng sb
Diffie-Hellman véi kich thuwde 2048 bit va [lira chon: 3072 bit, khong ¢6 kich thude khéc] khéng chon
bit khéc].

Chu thich dp dung: Néu ST liét ké mét ciphersuite DHE ho&c ECOHE trong FCS_TLSS_EXT.2.1, ST
phéi bao gém lira chon Diffie-Hellman hoac liya chon cac duéing cong NIST theo yéu cau. FMT_SMF .1
di hoi cdu hinh cac tham sé thda thudn khoa dé thiét lap dd manh an toan cla két noi TLS,

FCS_TLSS_EXT.2.4 TSF phai h8 tro cac may khach TLS xac thire 1an nhau s dung cAc ching
thu X.509v3,

FCS_TLSS_EXT.2.5 TSF chi thiét [ap mét k&nh dang fin cay néu cé chitng thir ngang hang hop 1.

Chu thich 4p dung: Viéc sir dyng cac chimg thuy X.509v3 cho TLS dugc d& cap trong
FIA_X509_EXT.2.1. Y2u cu nay cho biét thém riing viéc sl dung phai bao gdm ¢4 hd trg cac ching
thu s6 vi myc dich xac thyc 1an nhau TLS.

Tinh higu Iy durgce xac dinh bang duéng dan chirng thu, ngay hét han va frang thai thu hdi thee RFC
5280. Thai han hiéu luc clia ching thu dugc kidm tra tuan theo thir nghiém dugc thire hién cho
FIA_X509_EXT.1.
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FCS_TLSS_EXT.2.6 TSF phai khdng thiét 1ap mét kénh déng tin cay néu tén phan biét (DN) hodc
Subject Alternative Name (SAN) cé trong mét ching thw khéng khép v&i dinh danh dy kién ¢la chirng
thur ngang hang.

Chu thich &p dung: Dinh danh ngang hang co thé ndm trong trwdng Chil thé hodc phan mé rdng
Subject Alternative Name cla chirng thw. Bjnh danh mong muén ¢ thé hosc duoe cdu hinh, hodc
dugce so sanh v&i Tén mién, dja chi IP, tén ngudi dung hodc dia chi email dugc slr dung bdi thiét bj
ngang hang, hoéc cling ¢ thé dugc chuydn dén mbt may chl the myc & so sanh. Tring khép phai
dworc thuc hién bang cach so sanh tirng bit.

B.3 Bao ve TSF (FPT) \
B.3.1 Ty kidm thir TSF (M& rdng)
B.3.1.1 FPT_TST_EXT.2 Ty kiém thir dira trén cac chirng thiw

FPT_TST_EXT.2.1 TSF phéi that bai trong ty kiém thlr néu mét chirng the dirge ding dé ty kidm thir
va chirng thw terong trng durgc coi la khéng hgp lé.

-

Chii thich &p dung: Céc ching thw cé thé duge st dung tly y d& tu kiém thiy (FPT_TST_EXT.1.1).
Phén tl nay phai dugc bao gém trong ST néu sir dung cac chirng the d& tir kidm thiv. Néu "code
signing cho xac the tinh toan ven" duoc lya chon trong FIA_X509_EXT.2.1, thi phdi bao gbm
FPT_TST_EXT.2 trong ST.

Tinh hiéu lyc dwoc xac dinh bang dwéng dan chirng thw, ngay hét han va trang thai thu hdi theo
FIA_X509_EXT.1. o

B.3.2 Cdp nhat tin cay (FPT_TUD_EXT)

B.3.2.1 FPT_TUD_EXT.2 Cap nhat tin c@y dia trén cac chirng the

FPT_TUD_EXT.2.1 TSF phai khong cai d&t ban c&p nhat néu chimng thw sé duoe coila khéng hop I8,
FPT_TUD_EXT.2.2 Khi chirng thw duge col 1d khdng hop 1€ vi 33 hét han, TSF phéi [lwa chon: cho
phép quéan ti vién lya chon chap nhén ching thw trong nhiing truémg hop nay, chép nhén chimg thu
khéng chdp nhan chimg thu.

Chu thich &p dyng: Cac ching thw c6 thé dwec siv dung tly ¥ cho code signing clia cac ban cap nhat
phan mém hé théng (FPT_TUD_EXT.1.3). Phin t& ndy phai dwgc bao gbm trong ST néu st dyng cac
chirng thu a8 xac nhan bin cip nhat. Néu "code signing cho cac ban cip nhat phin mém hé théng"
duee chon trong FIA_X509_EXT.2.1, thi phai bao gdm FPT_TUD_EXT.2 trong ST. Viéc s dung cac
chimg thu X.509 s& khang &p dung néu chi c4c hash da cong bd durge hd tro cho cdc ban cap nhit tin
cay.

Tinh hiéu e dugre xac dinh bang duwéng din chirng thw, ngay hét han va trang thai thu hdi theo
FIA_X509_EXT.1. B&i v6i cac ching thu da hét han, téc gid ST sé lira chon xem chirng thw ¢ duoc

77



TCVN 12819:2020

chép nhan khdng hay bj i chéi, hodc chon sy lya chon con lai ¢& quan trj vién dua ra quyét dinh chdp
nhan hay t&r chéi chitng thw,

B.4 Quan Iy an toan (FMT)
B.4.1 Quan Iy cac chivc ndng trong TSF (FMT_MOF)
B.4.1.1 FMT_MOF.1(2)/TrustedUpdate Quan ly hanh vi chic ndng an toan

FMT_MOF.1.1(2) TrustedUpdate TSF phai gidi han kha nang cho phép kich hoat hay v6 hiéu hoa
cdc chirc nang [lira chon: tr ding kiém tra 08 cép nhét, ly dong cép nhél] cla quan bf vién an toén.

Chit thich &p dyung: FMT_MOF.1(2)/TrustedUpdate chi ap dyng dwogc néu TOE hé tro céc ban cép
nhat ty ddng clng nhu cho phep kich hoat va vo hiéu hda ching. Kich hoat va v& hiéu héa tinh nang
cap nhét ty ddng s& dugc gidi han cho cac quan trj vién an toan,
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Phy luc C
(Quy dinh)
Céc djnh nghia thanh phan m& rong
C.0 Gii thigu

Phu Iye nay bao gm cac dinh nghia vé cac yéu chu mé rgng duge s dung trong PP, bao gom cé
nhirng dinh nghia dirge sir dung trang Phu lyc A va Phuy lyc B.

C.1 Kiém toan an toan (FAU)
C.1.1 Lwu triv sw Kién kiém toan dwgc bao vé (FAU_STG_EXT)
Tép hep cac hanh vi

Thanh phdn ndy dinh nghia céc yéu cAu adi véi TSF dé ¢o thé truyén di lidu kidm todn mét cach an
toan gira TOE va mét thy'c thé IT bén ngodi.

Phén cdp thanh phén

FAU_STG_EXT Luu trir sy kign kiém todn duoc bdo v 2

FAU_STG_EXT.1 Luu trl sy kign kiém toan duoc bao vé yéu ciu TSF st dung mét kénh dang tin cay
@4 thipe hién mét giao thike an toan.

FAU_STG_EXT.2 Tinh de ligu kiém toan bj mat yéu cAu TSF cung ¢p théng tin v& hd so kiém toan bj
anh hwing khi nhat ky kiém toan bj Gay.

FAU_STG_EXT.3 Hién thj canh bdo khang gian Iwu tri¥ cuc bd yéu cau TSF tao canh béao trudc khi nhat
ky kiém toan bj ddy.

Quan ly: FAU_STG_EXT.1, FAU_STG_EXT.2, FAU_STG_EXT.3

Céc hanh déng sau day cé thé durgc xem xét can nhéc cho cac chire nang quan ly frong FMT:

a) TSF ¢6 kha nang ciu hinh chire nang mat ma.

Kiém toan: FAU_STG_EXT.1, FAU_STG_EXT.2, FAU_STG_EXT.3

Céc hanh déng sau phai kidm toan duwgc ndu Tao d ligu kidm to4n an toan FAU_GEN dwgc bao gdm
trong PP/ST:
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a) Khéng cin kiém toan.

C.1.1.1 FAU_ STG_EXT.1 Lweu trir sw kién kiém toin dwgc bio vé

Phan cap: Khong co thanh phan khac.

Phy thude: FAU_GEN.1 Tao dix liéu kidm todn
FTP_ITC.1 Kénh tin cay Inter-TSF

FAU_STG_EXT.1.1 TSF phai c6 thé chuyén dir li8u kiém todn dwroc tao ra cho mét thies thé IT bén
ngoai bang cach sl dung mat kénh tin cay theo FTP_ITC.

Chu thich ap dung: P& chon tiy chon truyén di liu kidm toan dwore tao ra cho mét thuce thé IT bén
ngoai, TOE s& dira vao mét médy chl kiém toén khdng phai la TOE @& lwu trie va xem xét hd so kiém
toan. Tinh ndng Iwu trlk cdc hd so kiém toan ndy va kha ning cho phép quan tri vién xem xét cac hd so
kiém todn ndy s& do moi trwdng hoat ddng trong trwerng hop @6 cung cép.

FAU_STG_EXT.1.2 TSF phéi cho phép Iwu trr d¥ liéu kiém todn dwoce tao ra trén chinh TOE.

FAU_STG_EXT.1.3 TSF phai [lwa chon: bd d liéu kiém todn mdi, ghi dé céc hd so kidm todn frude do
theo quy tac sau: [ehi dinh: nguyén téc ghi dé cdc hé so kibm todn trute 6] [chi dinh: hanh déng
khac]] khi khéng gian Iu tri cyc bo cho dir liéu kiém toan bj ddy.

Chu thich &p dung: May chu dang nhép bén ngoai cé thé dwoe str dung 18m khéng gian hwu frir thay
thé trong treéng hop khang gian Iwu trlr cyc bd bj Gay. "Hanh ddng khac” trong trréing horp nay cb thé
Guoc inh nghia 14 "gli dir lidu kidm todn méi cho mdt the thé IT bén ngoai”.

C.1.1.2 FAU_ STG_EXT.2 Tinh di¥ lidu kiém toin bj mit
Phén cép: Khéng cé thanh phan khéc.
Phy thuée: FAU_GEN. 1 Tao dir liéu kidm todn
FAU_STG_EXT.1 Lwu trir d4u vé&t kidm toan bén ngoai

FAU_STG_EXT.2.1 TSF phai cung cap théng tin vé sb luong hd so kiém toan [lwa chon: bf bd, bi ghi
dé, chl ginh: théng tin khéc) trong tredng hep Iwu trie cyc b b day va TSF thire hién mét trong cac
hanh dgng duwee dinh nghia trong FAU_STG_EXT.1.3.

Cha thich ap dung: N&n chon tly chon ndy néu TOE hé tre chire néang nay.

Trong trdng hop Iuu trle hd so kidm todn cuc bd bj xéa bdi quan irj vién, cac bd dém lién quan dén
lwa chgn trong SFR phéi dugc dat lai v gid tri ban dau (thudng 1a v& 0). Tai liéu hwéng dén phai bao
gdm ca cdnh bao cho quan trj vién v& vide mét dir liéu kidm toan khi quan trj vién xéa lru trir hé so
kiém todn cyc bd.

C.1.1.3 FAU_STG_EXT.3 Cénh béo hién thj cho khéng gian lwu trir cuc bd
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FAU_STG_EXT.3.1 TSF phdi tao ra mét cdnh bdo dé théng bdo cho ngudi diing tredre khi khéng gian
Iwu try i ligu kidm toan cuc bd duoc st dung hét v/ hodc TOE sé mét di lidu kiém toan do khéng
gian cyc bé khang dl.

Chu thich &p dyng: Nén chon tly chon nay néu TOE tao ra ¢dnh bdo dé thong bao cho ngudi ding
trwére khi khéng gian heu tri dir ligu kiém foan cuc bé dirge siv dung hét Cach nay cb thé hivu ich néu
cac sy kigén o thé kiém toan chi dugc lwu trlr trén khong gian lwu trlr cuc bd.

Phai ddm béo thdng diép cinh bao theo yéu cdu clia FAU_STG_EXT.1.3 dwgc truyén dat téi ngudi
ding. Lign lac phai dugc thyc hién théng qua chinh nhat ki kiém toan vi khéng thé dam bdo ¢d mét
phién hanh chinh dang hoat ddng tai thdi diém xay ra sy kién.

C.2 Hb troo ma héa (FCS)

C.2.1 Tao bit ngdu nhién (FCS_RBG_EXT)
C.2.1.1 FCS_ RBG_EXT.1 Tao bit ngdu nhién
Tép hop céc hanh vi

Céc thanh phin trong ho nay dua ra céc yéu cau cho viéc tao bit/sé ngdu nhién. Day 18 m&t ho méi
dinh nghta cho I&p FCS.

Phén cap thanh phén

Tao bit ngdu nhién FCS_RGB_EXT 1

Tao bit ngdu nhién FCS_RBG_EXT.1 d1 hdi phai tao bit ngdu nhién theo céc tiéu chuin da chon va
duwgc tao ra boi mét ngudn entropy.

Quan ly: FCS_RBG_EXT.1

Cac hanh ddng sau day cé thd dugc xem xét cho cac chire nang qudn Iy trong FMT:
a) Knéng ¢6 hoat ddng quan Iy dv kién

Kiém toan: FCS_RBG_EXT.1

Cac hanh déng sau cin dwgc kiém todn néu Tao dir lidu kiém todn an toan FAU_GEN dugc bao gbm
trong PP/ST.

a) Téi thidu; 18i qua trinh ngau nhién héa
Phan cép; Khdng c6 thanh phin khéc,
Phy thudc; Khéng o6 thanh phin khac.
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FCS_RBG_EXT.1.1 TSF phai thwe hién tat ca céc dich vy tao bit ngdu nhién theo tiéu chuén ISO/IEC
18031: 2011 béng cé4ch sl dung [lwa chon: Hash_DRBG (bt ky), HMAC_DRBG (b4t ky), CTR_DRBG
(AES)).

FCS_RBG_EXT.1.2 RBG xéc dinh phai durgc gico béi it nhét mét ngudn entropy tich 10y entropy tir [Iva
chon: [chi dinh: $6 ngudn dya trén phan mém] ngudn nhiéu dira trén phén mém, [chi dinh: 86 nguén dya
trén phan cing) nguén nhidu dwa trén phan cimg] véi téi thiéu [lya chon: 128 bit, 192 bit, 256 bit] cua
entropy i thidu béng @6 manh an todn Ién nhét, theo tiéu chudn ISONEC 18031 2011 Bang C.1 "Bang
d% manh an toan cho cac ham bam", cla cac khda va ham bam ma né sé taora.

Chui thich dp dung: B6i vori wa chon diu tién trong FCS_RBG_EXT.1.2, ST chen It nhat mét trong sé
cac loai ngudn nhiéu. Néu TOE chia nhiéu ngudn nhiéu cling logi, tAc gid ST sé dién vao chi dinh s
thich hep cho tivng loai ngudn (vi dy: 2 nguén nhidu diya trén phin mém, 1 ngudn nhiéu dya trén phan
clrng). C4c tai lidu va hoat dng kiém todn yéu cu trong hoat @dng danh gia cho phén t& ndy nhat thiét
phadl mé ta tirng ngudn duge chi ra trong ST.

ISONEC 18031: 2011 chira ba phwong phap tao ra c4c sb ngau nhién khac nhau; méi loai nay, theo
thir tw, phy thudc vao nguyén thily m& héa co ban (cac ham bam/mat ma). Tac gld ST s& chon ham
duwgc st dung, va bao gém cac nguyén mau ma héa co ban duge sl dung trong yéu cdu. Mac du cac
ham bam da xac dinh (SHA-1, SHA-224, SHA-256, SHA-384, SHA-512) |a dwoc phép dbi voi
Hash_DRBG hoiéic HMAC DRBG, chi cac trién khai dywa trén AES cho CTR_DRBG méi dugc phép.

C.2.2 Giao th(rc ma& héa (M& rong - FCS_HTTPS_EXT, FCS_ IPSEC_EXT, FCS_SSHC_EXT,
FCS_SSHS_EXT, FCS_TLSC_EXT, FCS_TLSS_EXT)

C.2.2.1 HTTPS_EXT.1 Giao thirc HTTPS
Téap hep cac hanh vi

CAc thanh phan trong ho nay xac dinh céc yéu chu dé bio vé cac phién quan Iy tir xa gilra TOE va
quan tri vién an toan. Ho nay mo ta cach HTTPS sé dugrc thirc hién. Day 1a mét ho mé&i dieoc xac dinh
cho I&p FCS.

Phan cép thanh phin

Gizo thirc FCS_HTTPS_EXT HTTPS 1

FCS_HTTPS_EXT.1 HTTPS yéu cAu HTTPS duwoc thire hién theo RFC 2818 va hé tro TLS.
Quan ly: FCS_HTTPS_EXT.1

Céc hanh dong sau day cé thé dwec xem xét cho céc chirc ndng quan Iy trong FMT:

a) Khéng c6 hoat ddng quan Ij ndo diy kién,

Kidm toan: FCS_HTTPS_EXT.1
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Céc hanh @dng sau cn duoe kidm todn néu Tao di lidu kiém toan an toan FAU_GEN dwoc bao gbm
trong PP/ST:

a) Knéng co si kién kiém todn nao dwge dw Kién.

Phan c4p: Khéng ¢ thanh phin khéc.

Phy thudc: FCS_TLS_EXT.1 Giao thic TLS.
FCS_HTTPS_EXT.1.1 TSF phai thyc hién giao thirc HTTPS fun thi RFC 2818,
FCS_HTTPS_EXT.1.2 TSF phai thirc hién giao thirc HTTPS st dyng TLS

FCS_HTTPS_EXT.1.3 TSF phéi [lwa chon: khong thiét iap két noi, yéu cau dy quyén dé thidt [ap két noi,
[chi dinh: hanh djng khéc]] néu chuing thw ngang hang dugc coi la khéng hep lé.

C.2.2.2 FCS_|IPSEC_EXT.1 Giao thirc IPsec

Tép hep céc hanh vi

Cac thanh phan trong ho nay déap (ing yéu clu bao vé truyn théng bang cach s dung IPsec.
Phan cip thanh phan

Giao thirc FCS_IPSEC_EXT IPsec 1

FCS_IPSEC_EXT.1 IPsec yéu cau IPsec duwgc thure hign nhur da quy dinh.

Quan ly: FCS_IPSECG_EXT.1

Cac hanh déng sau day co thé dugc xem xét cho cac chirc néing quan Iy trong FMT:
a) Duy trl cAu hinh thii gian sl dung SA

Kiém toan: FCS_IPSEC_EXT.1

Céc hanh djng sau can dwgc kiém toan ndu Tao di I1éu kidm to4n an toan FAU_GEN dwoc bao gbm
trong PP/ST:

a} Quyét dinh céc gbi mang DISCARD, BYPASS, PROTECT duwoc x( Iy bdi TOE.
b} Khéng thiét lap IPsec SA

c) Thiét 1ap IPsec SA

d) Ch&m dit IPsec SA

e) Dam phan "xubng" tir IKEvZ2 sang IKEv1.

Phén cip: Khéng cé thanh phin khéc.

Phu thujc: FCS_CKM.1 Tao khéa ma héa
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FCS_CKM.2 Thiét lap khéa ma hoa
FCS_COP.1(1) Hanh d8ng mat ma héa (M4 hba/gidi ma AES)
FCS_COP.1(2) Hanh d8ng ma xoa (Xac thwe chi ky)
FCS_COP.1(3) Hanh d9ng ma hoa (Thuat toan bam)
FCS_RBG_EXT.1 Tao bit ngéu nhién

FCS_IPSEC_EXT.1.1 TSF phai thyc hién kién triic IPsec theo quy dinh trong RFC 4301.

Chit thich ap dung: RFC 4301 yéu cau thyc hién IPsec d& bdo vé lwu lugng IP théng qua viéc st
dung Co s& di lisu Chinh sdch An toan (SPD). SPD dugre s dung dé xéc dinh cach cac gdi fin IP
duwgc xt Iy: BAO VE géi tin (vi du, ma hoa gbi tin), BO QUA céc dich vy IPsec (vi dy, khéng ma héa),
hosc HUY BO géi tin (vi du, tha gdi tin). SPD ¢6 thé dwge thire hién bang nhidu cach khic nhau, bao
gdm cdc danh sach kiém soét truy cp router, bé quy tic teéng Iika, SPD "truyén théng"... Di chi tiét
thire hién nhue thé nao thi ¢6 mét khéi niém vé "quy tic” theo dé mdt goi tin duge ddi sénh "khép" thl sé
c6 mot hanh dfng k&t qua dién ra.

Mac dii phai cd mdt phwong phap d& dit ra céc quy tic, mot cach tidp cén chung dé @3t ra quy tic la
khéng bat bugc, mién 1a SPD cb thé phan biét cac géi tin IP va ap dung cac quy tic tiong Gng. Co thé
¢6 nhiéu SPD (mét céi cho tirng giao dién mang), nhung didu nay la khong bét budc.

FCS_IPSEC_EXT.1.2 TSF phdi ¢6 mdt muc nhap danh nghia, cudi cing trong SPD danh cho nhiing
g6l 44 dél sanh khéng knép va loai bd nhirng g6i nay.

FCS_IPSEC_EXT.1.3 TSF phai thyc hién ché G van chuyén va [Iwa chon: ché d¢ dudng ham, khéng
c6 ché df khéc).

FCS_IPSEC_EXT.1.4 TSF phai thye hién giao thire IPsec ESP theo dinh nghia cla RFC 4303 sU dung
céc thuat toan mat ma AES-CBC-128, AES-CBC-256 (ca hai dwgc xac dinh bdi RFC 3602) va [lya
chon: AES-GCM-128 (quy dinh tai RFC 4106), AES-GCM-256 (quy dinh tai RFC 4106), khong cé cac
thuét toan khac] cing v&i mft HMAC dya trén SHA.

FCS_IPSEC_EXT.1.5 TSF phai thyrc hién giao thire: [lyra chon:

- IKEW1, str dyng ché dé chinh cho céc trao d6i trong Giai doan 1, nhtr dugre dinh nghla trong céc
RFC 2407, 2408, 2409, RFC 4109, [lra chon: khing ¢ RFC khéc cho sb thir ty mé réng, RFC
4304 cho &6 thir tr mo rong] va [lwa chon: khéng cé RFC khéc cho ham bdm, RFC 4868 cho
ham bam};

- IKEv2 nhw dwyc dinh nghfa trong RFC 5996 [lya chon: khdng hé trg giao thoa NAT, vdi su hé
irge bat bube cho giao thoa NAT nhw quy dinh trong RFC 5996, diéu 2.23)], va [lwa chon: khéng
¢d RFC cho céc ham bém, RFC 4868 cho céc ham bamj].



TCVN 12819:2020

FCS_IPSEC_EXT.1.6 TSF phéi ddm bdo {al trong ma hda trong giao thic [Iwa chon: IKEVT, IKEv2] s
dung cac thuat todn mat ma AES-CBC-128, AES-CBC-256 nhur 8a néu trong RFC 3602 va [iya chon:
AES-GCM-128, AES-GCM-256 nhuw duye xac dinh trong RFC 5282, khéng 6 thuét toan khac).

Chi thich ap dung: Chi ¢ thé chon AES-GCM-128 va AES-GCM-256 néu IKEV2 ciing duwoc chon, vi
khdng co RFC xac dinh AES-GCM cho IKEv1.

FCS_IPSEC_EXT.1.7 TSF phéi dam béo rdng [lva chon:

- Thor gian si» dung SA IKEv1 trong Giai doan 1 ¢6 thé dugc cédu hinh boi mot quén trf vién an
toan dira trén [fra chon:

o S0 byte;
o khodng thoi gian, trong do céc gia trj thdi gian c6 thé duge cdu hinh trong [chi dinh. s
nguyén bao gém 24] gid;
j,.
- Thoi gian st dung SA IKEv2 ¢6 thé dutye céu hinh boi mét quén trj vién an toan dya trén [lya
chon:
o 80 byt

o khodng thdi gian, trong dd cdc gid tr thoi gian c6 thé duoe cdu hinh trong [phép: sb
nguyén bao gém 24] gid

]

Ch thich ap dung: Tac gia ST chon yéu ciu IKEv1 hodc yéu cdu IKEv2 (hodc ca hai, tuy thude vao
s\ ra chon trong FCS_IPSEC_EXT.1.5). Tac gid ST chgn thoi gian slr dung diwra theo dung lveng
hodc théi gian sir dung dyra trén thdi gian (hodc két hop ca hal). Yéu cdu ndy phadi dwgce thyc hién
béng cach cung cdp thai gian st dung c6 thé dugc cAu hinh béi quan trj vién an toan (v&i hwéng dan
thich hop frong céc tai lidu duwec AGD_OPE Uy quydn). Céc gidl han dwoc |3p trinh cing khéng dap
i*ng dwoe yéu cAu nay. Nhin chung, hwéng din 68 thiét 1ap cac thing sb cla vide thwe hign, bao gém
¢4 thoi gian sl dung cla cac SA, nén dwoc dura vao tai liu hwéng dan tao ra cho AGD_OPE.

FCS_IPSEC_EXT.1.8 TSF phéi dam béo réng [iuva chon:

- Thoi gian st dung SA IKEV1 trong gial doan 2 ¢6 thé duge cdu hinh bdi quén tri vién an toan
dira trén [lira chon:

o sébyte;

o khodng thoi gian, trong d6 céc gid trj thol gian c6 thé dupe cdu hinh trong [chl dinh: sé
nguyén bao goém ] gicr;
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k
- Thoi gian sir dung ctia Child SA IKEv2 ¢6 thd duoe cdu hinh bdi mot quén tri vién an toan dua
trén flura chon:

o 86 byte;

o khodng thoi gian, trong d6 c4c gid trj thoi gian 6 thé duge céu hinh trong [chi dinh: sé
nguyén bao gém 8] gid;

Chii thich ap dung: Téc gid ST chon yéu cu IKEv1 hodc yéu cu IKEV2 (hodic ca hai, tiy thude vao
s\ lwa chon trong FCS_IPSEC_EXT.1.5). Tac gid ST chon théi gian sl dung dira theo dung lwgng
hodc thévi gian str dung dura trén thoi gian (hodc két hop ca hai). Yéu chu nay phai dwoc thyrc hién
bang cach cung cdp thdi gian st dung cé thé dwec cdu hinh bdi quan trj vién an toan (v&i hwéng din
thich hop trong céc tai liéu dwoc AGD_OPE Uy quyén). Céc gidi han dwoc Iap trinh cing khéng dap
ung duoc yéu cau ndy. Nhin chung, hwéng din dé thiét |ap c4c théng sé cla viéc thuc hién, bao gbm
¢a thoi gian slr dung clia cac SA, nén duge dua vao tai liéu hwdng dan tao ra cho AGD_OPE.

FCS_IPSEC_EXT.1.9 TSF phai tao ra gia tri bi méat x dwere st dung trong trac ¢bi khéa IKE Diffie-
Hellman ("x" trong gx mod g) bﬁng cach st dung bd tao bit ngﬁu nhién duge chi dinh trong
FCS_RBG_EXT.1 va co @6 dai it nhét la [chi dinh: (m{t hodc nhidu) s6 bit it nhat gép déi GG an toan
clia nhém Diffie-Hellman da thuwng lgng] bit.

Cha thich ap dung: Béi vai nhoém DH nhom 19 va 20, gia tri "x” la sb nhan diém cho diém phat cta G.

Vi viée thire hign cé thé cho phép cac nhdm Diffie-Hellman khac nhau dugc dam phan dé s dyng
trong viéc thiét lap cac SA, chi djnh trong FCS_IPSEC_EXT.1.9 co thé chira nhidu gia trj. Bbi véi mbi
nhém DH duwgc hé trg, Tac gia ST tham van Bang 2 trong NIST SP 800-57 "Khuyén nghi vé guan Iy
khba - Phan 1: Téng quat" dé xac dinh 46 manh an toan (“cac bit an toan") lién quan dén nhdm DH,
M&i gia trj duy nhat sau d6 duge sir dung dé dign vao chi dinh cho phan ti nay. Vi dy, gia st vigc thire
hién hd tro nhém DH 14 (2048-bit MODP) va nhom 20 (ECDH sir dyng dwdrng cong NIST P-384). Tir
Bang 2, gi4 trj céc bit an toan cho nhom 14 13 112, va nhom 20 12 192,

FCS_IPSEC_EXT.1.10 TSF phéi tao ra cac nonce dwgc sir dung trong trao ddi [ya chon: IKEV,
IKEV2] 6 chiéu dai [ya chon:

- [chidinh: 36 manh an todn lién quan dén nhom Diffie-Hellman da dam phéan]:

- Tdithibu co kich thubce 128 bit vé It nhat mot nira kich thute Gau ra cia ham gid bdm ngéu nhién
da duge dam phén (PRF)
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Chu thich &p dyung: T4c gid ST phdi chon tiy chon thir hai cho cac chiéu dai nonce néu IKEv2 ciing
dwere chon (Vi didu nay dwoe yéu cBu trong RFC 5996). Tac gia ST ¢6 thé chon mét trong hai tity chon
cho IKEv1.

Déi véi tiy chon dAu tién cho cac chidu dai nonce, vi viéc trién khai cé thé cho phép céc nhém Diffie-
Hellman khic dwoc thwrong lwong dé st dung trong viéc thiét lap cac SA, chi dinh trong
FCS_IPSEC_EXT.1.10 ¢b thé chi¥a nhiéu gié trj. D6i v&i méi nhdm DH dugc hé tro, Tac gid ST tham
khao Bang 2 trong NIST SP 800-57 "Khuyén nghij v& quan Iy khéa - Phan 1; Tong quat" dé xéc dinh dd
manh an toan ("céc bit an toan") lién quan dén nhém DH. M3i gid tri duy nhat sau dé duvoc st dung d&
dién vao chi dinh cho phén tlr ndy. Vi dy, gid st viéc thire hién hé tro nhom DH 14 (2048-bit MODP) va
nhom 20 (ECDH sir dyng dwdrng cong NIST P-384). Tlr Bang 2, gia trj cac bit an toan cho nhém 14 1a
112, va nhom 20 la 182,

B&i vi tai thdi didm ndy cd thé duoc trao dbi trede khi nhéom DH duwgc dam phan, nonce st dyng nén
dwoc 0 lon dé hd tror tat ca cdc dé xult TOE-lwa chon trong trao déi.

FCS_IPSEC_EXT.1.11 TSF phdi dam bao rang &t ca cac giao thirc IKE thwe hién DH Nhom 14 (2048-
bit MODP), va [lwa chon: 19 (ECP 256 bit ngdu nhién), 5 (1536-bit MODF), 24 (2048-bit MODP voi
PQOS 256 bit), 20 (ECP 384-bit ngdu nhién), [chl dinh: nhém DH khéc duoe thue hién béi TOE], khéng
cd nhém DH néo khac).

FCS_IPSEC_EXT.1.12 TSF phai c6 thé dé dam bdo theo méc dinh ring 46 manh cla thuat toan ddi
x(tng (vé sb bit trong khda) ddm phan dé bdo vé [lya chon: IKEv1 Giai doan 1, giao thirc IKEv2
IKE_SA] két ndi Ién hon hodc bing st manh clia thuét 1odn dbi xtng (v& sé lwong bit trong khéa)
duwgc thwong lwong dé bdo vé két ndi [lwva chon: IKEv1 Gial doan 2, IKEv2 CHILD_SA).

Ch thich ap dung: Tac gia ST chon m§t hoéc ca hal lyra chon IKE dya trén nhirng gi dwoc thiec hién
b&i TOE. Mic di cdu hinh méc dinh trong cAu hinh dwgc danh gia ("ngoai pham vi' hodic hwéng dén
cau hinh trong tai liéu AGD) c6 thé dwye cau hinh, nhung phai cho phép chizc nang nay,

FCS_IPSEC_EXT.1.13 TSF phai dam bdo rang tit ca cic giao thirc IKE thyc hién xac thirc ngang
hang béng cach sir dung [Iwa chon: RSA, ECDSA| diing cac chitng thu X.509v3 phii hgp véi RFC
4945 va [lira chon: Khda chia sé trirde, khéng ¢6 phuwong phép nao khéc),

FCS_IPSEC_EXT.1.14 TSF chi thiét lap mét kénh dang tin cay cho cac mang ngang héng ¢ chitng thw
hop €.

C.2.2.3 FCS_SSHC_EXT.1 Giao thirc may khach SSH
Tap hep céc hanh vi

Thanh phan trong ho nay dé cap kha nang cho mdt may khach s dung SSH dé bao vé dir liéu gitra
may khach va may chid s dyng giac thirc SSH.

Phén cép thanh phin
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Giao thirc may khach FCS_SSHC_EXT SSH 1

Giac thirc may khdch FCS_SSHC_EXT.1 SSH yéu cau phia may khach cla SSH dwec thire hign theo
quy dinh.

Quan ly: FCS_SSHC_EXT.1

Céc hoat dong sau day co thé dugc xem xét cho cac chirc ning quan 1y trong FMT:
a) Khéing c6 hoat ddng quan Iy ndo dy kién.

Kiém toan: FCS_SSHC_EXT.1

Cac hanh déng sau can dugc kiém todn néu Tao di liéu kiém todn an toan FAU_GEN dugc bao gém
trong PP/ST:

a) Khiing thiét 1ap SSH.

b) Thiét Iap phién SSH

¢} Ch&m d phién SSH

FCS_SSHC_EXT.1 May khach SSH yéu chu céc knia canh clia SSH d8 trién khai cy thé.

Phan cép: Khéng cé thanh phan khac

Phu thudc: FCS_COP.1{1) Hanh ddng ma hoa (Ma héa va gidi ma dir iéu AES)
FCS_CCP.1(2) Hanh ddng m& hoa (Xac thyc chir ky)
FCS_COP.1(3) Hanh ddng ma hoa (Thuét toan bam)

FCS_SSHC_EXT.1.1 TSF phai thyc hién giao thirc SSH tuan thil cac RFC 4251, 4252, 4253, 4254, va
[lwa chon; 5647, 5656, 6187, 6666, khéng c6 cdc RFC khéc).

Chii thich ap dyung: Tac gia ST chon céc RFC bd sung ma da b yéu cau tuan thi. Luu § rang ching
cn phéi nhit quan véi cic lwa chon trong cac phin t& sau cla thanh phan nay (vi dy, thuat toan méat
ma cho phép). RFC 4253 chi ra ring mot s thuat tean mat ma nhét dinh |a "BAT BUQC", Bidu nay co
nghTa la viéc trién khai phai bao gém h8 trg' chlr khong phai Ia céc thuat toan phai duoc kich hogt d&
st dyung. Bam bao réng céc thuat toan durge chi djnh I "BAT BUQC" nhung khéng dugc liét ké trong
céc phan tlr sau cla thanh phan nay dugc thyc hién ndm ngoai pham vi clia hoat ddng 6am bdo cho
yéu cau nay.

FCS_SSHC_EXT.1.2 TSF phai dam bdo rang viéc thyc hién giao thirc SSH hd trg cac phwong phap
xac thye sau day nhw duwee md ta trong RFC 4252; dya trén khéa cdng khai, dya trén méat khdu.

FCS_SSHC_EXT.1.3 TSF phdi 4am bao ring, nhu dirgc mé ta trong RFC 4253, cac géi tin 16n hon [chi
dinh: s6 kegng byte] byte trong két ndi vén chuyén SSH bj rét.
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Cht thich 4p dyng: RFC 4253 cung cip cho viéc chdp nhéan "céc géi tin Ién" voi bao trudc réng cac
g6i tin nén cb "chibu dai hop Iy hodc bj rét. Chi dinh phéi dugc dién b tac gia ST vai kich thude goi
tin t6i da durgce chdp nhén, do A6 xac djnh "chiéu dai hop " cho TOE.

FCS_SSHC_EXT.1.4 TSF phai ddm béo rang viéc thirc hién van chuyén SSH siv dung céc thudt toan
ma hoa sau va tr chéi tat ¢a cac thuat toan ma héa khac: [chi dinh: Danh sach céc thuét todn ma héa).

FCS_SSHC_EXT.1.5 TSF phai ddm bao ring vide trién khai van chuy&n SSH str dung cac thuat toan
khda céng khai 1a thuat toan khoa céng khai clia né va loai bd tAt ca céc thuat toan khda cong khai khac.

FCS_SSHC_EXT.1.6 TSF phai ddm bao rang viéc trién khai van chuyén SSH sir dung céc thuat toan
MAC toan ven dir liéu nhu la thuat toan MAC toan ven di¥ li€u clia nd va tlr chdi tht cd céc thuét toan
MAC khac.

FCS_SSHC_EXT.1.7 TSF phai dam bdo ring [chi dinh: Danh sdch cde phuong phép frao doi khéa) 1a
c4c phwong phap trao ddi khéa duy nhét duoc st dung cho giao thire SSH,

FCS_SSHC_EXT.1.8 TSF phai dm bao rang két néi SSH dwyc ghi lai sau khi khdng ¢6 hon 2 » 28 goi
tin 43 dwyc truyén bang knda ds.

FCS_SSHC_EXT.1.9 TSF phai d3m bao rdng may khach SSH xéc thyc dinh danh clia mdy chd SSH
bang cach st dung co s& di lidu cuc bd lidn k&t mdi tén may cha véi khoa cdng khai tuong tng hodic
[lwa chon: mgt danh sdch céc co quan chimg nhan dang tin cdy, khong co cac phuong phép khéc) nhu
duge md ta trong RFC 4251 diéu 4.1,

Chu thich d&p dyng: Danh sach cac co quan chirng nhan dang tin cdy chi cd thé duwge chon néu
x509v3-ecdsa-sha2-nistp256  hodc  x509v3-ecdsa-shaZ-nistp384 dwgc chi  dinh  trong
FCS_SSHC_EXT.1.5.

C.2.2.4 FCS_SSHS_EXT.1 Giao thirc may chi SSH

Tap hop cac hanh vi

Thanh phén trong ho nay d& cép kha niang cho mét may chii cung cAp SSH & bao vé dir liéu gitra may
khach va may chl s dung giao thirc SSH.

Phan cép thanh phin

Giao thdrc may chd FCS_SSHS_EXT SSH 1

Glao thirc méy chii FCS_SSHS_EXT.1 SSH yéu cau phia may chi cla SSH dwoc thire hién nhw da
quy dinh.

Quan ly: FCS_SSHS_EXT.1
Céc hoat Adng sau day c6 thé dwerc xem xét cho cac chirc ndng quan I trong FMT:
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a) Khéng cb hoat @dng quan Iy nao dy kién,
Kiém toan: FCS_SSHS_EXT.1

Céc hanh déng sau cin duoc toan néu Tao dir lidu kidm toan an toan FAU_GEN dugc bao gém trong
PPIST,

a) Khéng thiét 1ap SSH,

b) Thiét 1ap phién SSH

¢) Cham di#t phign SSH

Phan cép: Khéng ¢4 thanh phén khéc

Phu thude: FCS_COP.1(1) Hanh ddng ma hoéa (M& hba/gidi ma dir lisu AES)

FCS_COP.1(2) Hanh ddng ma hoa (Xac thire chir ky)
FCS_COP.1(3) Hanh ddng ma hoa (Thuat toan bam)

FCS_SSHS EXT.1.1 TSF phai thyc hién giao thirc SSH tuan thl cac RFC 4251, 4252, 4253, 4254, va
[hwa chon: 5647, 5656, 6187, 6668, khdng ¢d cac RFC khac).

Cha thich &p dung: Tac gid ST chon cac RFC b sung ma da cé yéu cdu tuan tha. Luu § ring ching
can phai nh&t quan véi cac liza chon trong cac phan t sau clia thanh phan ndy (vi dy, thuit toan mat
mé cho phép). RFC 4253 chi ra ring mot sé thuat to&n mat ma nhét dinh 1a "BAT BUQC". Bidu nay c6
nghia I4 viéc trién khai phéi bao gdm hé tre chi khéng phai 13 céc thudt toan phéi Guee kich hoat 5é
str dung. DAam bao ring cac thuit toin duoc chi dinh 13 *BAT BUQC" nhing khdng dugrc ligt ké trong
cac phan t sau clla thanh phan ndy dwoc thye hién ndm ngoal pham vi cla hoat dgng dam bao cho
yéu cau nay.

FCS_SSHS_EXT.1.2 TSF phai d3m bao réng viéc thye hién giao thire SSH hb trg cac phuong phép
xac thire sau Gay nhur mé ta trong RFC 4252: diza trén khda cong khai, dya trén mat khau.

FCS_SSHS_EXT.1.3 TSF phai d2m bdo réng, nhw dugc mé ta trong RFC 4253, cac gdi tin In hon
[chi dinh: s6 lugng byte] byte trong két ndi truyén théng SSH bj rét.

Chil thich ap dyng: RFC 4253 cung cdp cho viéc chip nhan “cac géi tin Ién" v6i bao trude rang cac
g6i tin nén cé "chidu dai hop Iy" hodic bj rot. Chi djnh phai duge Gién boi Tac gid ST vai kich thude goi
tin téi da dwgc chép nhan, do d6 xac dinh "chiéu dai hop Iy cho TOE.

FCS_SSHS_EXT.1.4 TSF phai dam bao rang viéc trién khai van chuyén SSH slr dung céc thudt todn
ma hoa sau va tr chdi tat ca cac thuat toan ma hoa khéc: [chi dinh: thuét todn ma hoa).

FCS_SSHS_EXT.1.5 TSF phai dam bao ring viéc thye hién van chuyén SSH sir dung [chi dinh: danh
séch thut todn khéa cbng khai] thuét todn khoa cong khai va lam mét tht ca céc thuét toan khoa cong
khai khéc.
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FCS_SSHS_EXT.1.6 TSF phai dam bdo rang viéc thuc hign van chuyén SSH sl dung [chl dinh: danh
sach thuat todn MAC] thuat todn MAC clia né va loai bo tAt ca céc thuét toan MAC khéc.

FCS_SSHS_EXT.1.7 TSF phai dam bao ring [chl dinh: Danh séch cdc phwong phép trao ddi khda) 14
cac phurong phap trao ddi khda duy nhat duge st dung cho giao thire SSH.

FCS_SSHS_EXT.1.8 TSF phai dadm bao rang két ndi SSH dugc ghi lai sau khi khong qua 2 28 géi
dugre truydn bang khoa do.

C.2.2.5 FCS_TLSC_EXT Glao thirc may khach TLS
Tap hop cac hanh vi

Thanh phin trong ho ndy d& cap kh3 ning cho mét mdy khach st dung TLS dé bdo v& d& ligu gilra
mdy khach va may chi st dyng giao thire TLS.

Phan cp thanh phin

Giso thirc méay khach FCS_TLSC_EXT TLS 1 2

Giao thirc mdy khach FCS_TLSC_EXT.1 TLS yéu cdu bén may khach cla TLS dwgc thyc hign nhu
quy dinh.

Giao thirc may khach FCS_TLSC_EXT.2 TLS y2u cAu phia méy khéch thyc hién TLS bao gbm xéc
thirc lan nhau.

Quan ly: FCS_TLSC_EXT.1, FCS_TLSC_EXT.2

Céc hoat ddng sau day cé thé dwge xem xét cho céc chirc ndng quan I trong FMT:
a) Khdng cd hoat ddng quan I nao dir kién.

Kiém toan: FCS_TLSG_EXT.1, FCS_TLSC_EXT.2

Cac hanh dong sau cAn duge kidm toan néu Tao div liéu kiém toan an toan FAU_GEN dirgc bao gdm
trong PP/ST:

a) Khdng thiét |ap phién TLS.

b) Thiét lap phién TLS

¢) Ch&m duit phién TLS

Phan cp: Khéng 6 thanh phén khéc

Phy thudc: FCS_COP.1(1) Hanh déng ma hoa (Ma hoa/giai ma di lidu AES)
FCS_COP. 1(2) Hanh ddng ma hoa (Xac thic chik ky)
FCS_COP.1(3) Hanh ddng ma hda (Thugt todn bim)

91



TCVN 12819:2020

FCS_RBG_EXT.1 Tao bit ngAu nhién

FCS_TLSC_EXT.1.1 TSF phdi thyc hién (lwa chen: TLS 1.2 (RFC 5246), TLS 1.1 (RFC 4346)] hd
trey ciphersuites sau:

- - Ciphersuftes bét budo:

o [Chi dinh: Danh séch ciphersuites bat budc vé tham chiéu dén RFC trong d6 mdi loai
duoe xéac dinh]

- [hwa chon: Ciphersuites tiy chon:

o [ChI dinh: Danh séch tdy chon mé& va tham chiéu dén RFC trong dé méi loal déu duge
xac ginh]

o khéng c6 ciphersuite khécf].

Chu thich ap dung: Cac ciphersuites dwoe kiém tra trong chu hinh dénh gid dwoc gidi han boi yéu
chu nay. Lwu ¥ rang TLS_RSA_WITH_AES_128_CBC_SHA 14 bét bujc dé& dim bdo tuan thi RFC
5248,

FCS_TLSC_EXT.1.2 TSF phdl xd¢ minh ring cac dinh danh dwgec trinh bay phl hop véi dinh danh
tham chiéu theo RFC 6125

Ch thich ap dyng: Céc quy tac xdc minh danh tinh duge mb ta trong Diéu 6 cla RFC §125. Tir dinh
dang tham chiéu dwgc thiét 1ap béi nguedi diing (vi du nhw nhap URL vao mét trinh duyét web hodc
nhép vao mét lién két) bing cach cu hinh (vi dy nhu ciu hinh tén ctia may chd th hodc may chi xac
thire), hodc bdi mét tng dung (vi du nhw mét tham sb cla mét API) tly thuge vao dich wy (rng dung.
Dwa v&o tén mién ngudn va loai dich vy tng dung (vi du HTTP, SIP, LDAP), may khéch thiét 13p tat ca
cac dinh danh tham chiéu Swoc chép nhan, chdng han nhw tén chung cho trudng Tén chi thé clia
chirng thur va mét (treomg hep khong nhay cdm) Tén DNS, tén URI va tén dich vy cho trurétng Tén
Thay thé Chl d&. Sau @5 mdy khéch so sénh danh sdch ndy clia tat cd céc dinh danh tham chiéu ¢4
thé chip nhin dwoc véi cac dinh danh dwec trinh bay trong ching thu clia may chd TLS.

FCS_TLSC_EXT.1.3 TSF chi thiét 1ap mot kénh dang tin cdy néu chirng thw mang ngang hang 1a hop
18

Ch thich 4p dung: Tinh hop Ié dwoc xac dinh bdi xac minh dinh danh, dwéng dn ching the, ngay
hét han va trang thai thu hdi theo RFC 5280.

FCS_TLSC_EXT.1.4 TSF phai gidl thiéu M& rng cac dudng cong Elliptic dwgc hd tro trong Clien Hello
véi cac dudng cong NIST sau: [chi dinh: Danh séch céc dudmg cong duge hé tro bao gom mit tdy chon
cho ‘Khoéng’.

Chi thich &p dung: Néu da dwoc chon ciphersuites v&i duwdng cong elliptic trong
FCS_TLSC_EXT.1.1, ¢An phai c6 mét hoac nhidu dwirng cong. Néu khéng cb ciphersuites véi dwdng
cong elliptic dwg'c chon trong FGS_TLS_EXT.1.1, thi “Khéng” nén dwgc chon.
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Yéu cau ndy gidi han céc dudng cong elliptic cho phép xac thyc va thda thudn khéa véi cac dudng
cong NIST tir FCS_COP.1 (2) v FCS_CKM.1 va FCS_CKM.2. Phin mé rdng nay Ia b4t budc dbi véi
cac may khéch hd tryr dwing cong elliptic ciphersuite.

Phén cép: Giao thirc may khach FCS_TLSC_EXT.1 TLS

Phy thudc: FCS_COP.1(1) Hanh déng ma hda (Ma hoa/gidi ma dir ligu AES)
FCS_COP.1(2) Hanh ddng ma héa (Xéac thue chir kj)
FCS_COP.1(3) Hanh @8ng mé héa (Thuat to4n bam)
FCS_RBG_EXT.1 Tao bit ngau nhién

FCS_TLSC_EXT.2.1 TSF phal thyc hién [ia chon: TLS 1.2 (RFC 5246), TLS 1.1 (RFC 4346)] hd trgy
cac thuat ng(r ciphersuites sau:

- Clphersuites bét budc:

o [chl dinh; Danh séch ciphersuites bt bude va tham chiéu dén RFC trong dé mdi duye
Xac dinhj

- [lea chon: Ciphersuites tiy chon:

o [chi dinh: Danh séch tuy chon méa va tham chiéu dén RFC trong d6 mbi loai déu dupc xéc
dinh]

o khbng co ciphersuite khac]].

Chi thich ap dyng: Céc ciphersuites dwgc kidm tra trong céu hinh danh gia dwoc gidi han bdi yéu
cdu ndy. Luu ¢ rdng TLS_RSA_WITH_AES 128 CBC SHA 12 bdt buic @8 d3m bdo tuan thd RFC
5246.

FCS_TLSC_EXT.2.2 TSF phai xdc minh réng c4c dinh danh dwoc trinh bay phit hep véi th dinh danh
tham chiéu theo RFC 6125.

Chii thich 4p dung: Céc quy tdc xac minh xéc dinh dwgc mé 1 trong Didu 6 clia RFC 6125. Dinh
danh tham chiéu duoc thiét lap bdi ngudi ding (vi dy nhw nhép URL vao mét trinh duyét web hogc
nhdp véo mét lién két) bang cach chu hinh (vi dy nhur cAu hinh t&n clia may chi the hodic may chii xac
thire), hodc bdi mt ing dyung (vi du nhw mét tham sé clia mot AP) tuy thude vao dich vy &ng dung.
Dwa vao t&n mién nguén va loai dich vu ting dung (vi du HTTP, SIP, LDAP), khach hang thiét 1ap tét ca
cdc dinh danh tham chiéu dugce chap nhan, chang han nhw tén chung cho trvomg Tén chi thé cla
chung thur va mét (tredrng hop khdng nhay cam) Tén DNS, Tén URI va Tén dich wy cho truwérng Tén
thay thé Chu thé. Sau d6 khach hang so sanh danh sach nay cla t4t ca cac dinh danh tham chiéu co
thé chép nhan duoc véi cac dinh danh dwge trinh bay trong chirng thw clia may chi TLS.

FCS_TLSC_EXT.2.3 TSF chi thiét lap mdt kénh dang tin cdy néu ching thuw mang ngang hang la hep
8.
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Chu thich 4p dung: Tinh hop 1§ dugc x4c dinh bdi xdc minh dinh danh, dwéng dan ching thw, ngay
hét han va trang théi thu hdi theo RFGC 5280.

FCS_TLSC_EXT.2.4 TSF phai trinh bay M& réng c4c dudng cong Elliptic dwoe hd tre trong Client
Hello v&i céc dwdng cong NIST sau: [Chi dinh: Danh séch céc dudng cong dugre ho trp bao gdm mét
tuy chon cho "Khéng').

FCS_TLSC_EXT.2.5 TSF phéi hé tre xac thire 1&n nhau bang cac chirng thw X.509v3.

Cha thich ap dyng: Viéc st dung chizng thu X.509v3 cho TLS duoc @& cap trong FIA_X509_EXT.2.1.
Y&u cu nay cho biét thém ring viéc st dung ndy phai bao gdm may khach phai c6 kha nang trinh
chiimg thw cho may chl TLS @& chirng thye 1dn nhau TLS.

C.2.2.6 FCS_TLSS_EXT Giao thirc may chit TLS
Tap hep cac hanh vi

Thanh phén trang ho nay @& cép kha ning cho mét may chil sir dung TLS d& bdo vé dir liéu gira may
khach va may cha st» dung giao thirc TLS.

Phan cdp thanh phéin

Gizo thic may chd FCS_TLSS_EXT TLS 1 2

Giao thirc may chii FCS_TLSS_EXT.1 TLS ddi hdi phia mdy chii clia TLS duge thire hién nhi 42 chl
dinh.

FCS_TLSS_EXT.2: May chd TLS yéu ciu x4c thie 13n nhau dwgec bao gdm trong viée trién khai TLS.
Quén If: FCS_TLSS_EXT.1, FCS_TLSS_EXT.2

Céc hozat d6ng sau day cb thé dwoc xem xét cho céac chire nding guan Iy trong FMT:

a) Khéng c6 hogt dong quan |y ndo dy kién.

Kiém toan: FCS_TLSS_EXT.1, FGS_TLSS_EXT.2

Céc hanh d8ng sau can dwgc kiém tra néu Tao div lidu kiBm todn an toan FAU_GEN dugc bao gbm
trong PP/ST:

a) Khéng thiét 1ap phién TLS.
b) Thiét I4p phién TLS

c) Cham dirt phién TLS
Phan cip: Khéng cé thanh phén khéc
Phy thude: FCS_CKM.1 Tao kh6a ma héa

FCS_COP.1(1) Hanh dgng ma héa (Ma hoa/gidi ma da liéu AES)
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FCS_COP.1(2) Hanh d8ng ma hoa (X4c thuc chi ky)
FCS_COP.1(3) Hanh d8ng m4 héa (Thuat todn bm)
FCS_RBG_EXT.1 Tac bit ng&u nhién
FCS_TLSS_EXT.1.1 TSF phai thyc hién [Iya chn: TLS 1.2 (RFC 5246), TLS 1.1 (RFC 4346)] hé try

cac ciphersuites sau;
- Ciphersuites bat bugc:

o [chi dinh: Danh séch ciphersuites bat budc va tham chiéu dén RFC trong dé méil oai déu
dwpe xée dinhl

- [lwra chon: Ciphersuites tuy chon:

o [Chi djnh: Danh séch ciphersuites ttly chon vé tham chiéu dén RFC trong d6 mbi loai déu
dwpe xéc dinh]

o khéng co ciphersuite khéc]j.

Chu thich &p dung: CAc ciphersuites duc kiém tra trong cau hinh dénh gid dwec gidi han béi yéu
cAu ndy. Luu ¥ ring TLS_RSA_WITH_AES_128_CBC_SHA la bit bugc dé& dam bao tuan thd RFC
5246.

FCS_TLSS_EXT.1.2 TSF phai tir chdi cac két ndi tir cac may khach yéu cAu SSL 1.0, SSL 2.0, SSL
3.0, TLS 1.0, va [lya chon: TLS 1.1, TLS 1.2, khong cd).

Chu thich ap dung: Bat ky phién ban TLS nao khdng dugc chon trong FCS_TLSS_EXT.1.1 ddu phal
dugc chon & day.

FCS_TLSS_EXT.1.3 TSF phai tao ra cac tham so thiét lap quan trong béng cach sl dung RSA voi
kich thwde khda 2048 bit va [lwa chon: 3072 bit, 4096 bit, khéng co kich thude khdc] va [lwa chon: fchi
dinh: Danh sdch cdc dwong cong elfipticl {Ch dinh: Danh séch céc tham sa diffie-helfimanyj).

Chu thich ap dung: Céc chi dinh s& dwoc dign vao dya trén cac chi dinh duge thize hién trong
FCS_TLSS_EXT.1.1.

Phan cap: Giao thirc may chli FCS_TLSS_EXT.1 TLS

Phy thudc: FCS_CKM.1 Tao khéa mé hda
FCS_COP.1(1) Hanh ddng mé hda (M4 hoa/gial ma d(r liéu AES)
FCS_COP.1(2) Hanh dong mé hoa (Xac thirc chir ky)
FCS_COP.1(3) Hanh ddng ma héa (Thudt toan bam)
FCS_RBG_EXT.1 Tao bit ngéu nhién
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FCS_TLSS_EXT.2.1 TSF phai thyc hién [liza chon: TLS 1.2 (RFC 5246), TLS 1.1 (RFC 4346)) hé trg
céc ciphersuites sau:

- Ciphersuites bt buge:
o [chidinh: Danh séch ciphersuites bat bubc va tham chiéu dén RFC trong dé mdi logi déu
duyc xac djnh)
- [hra chon: Ciphersuites tay chon:
o [Chl dinh: Danh séch ciphersuites tiy chon vé tham chidu dén RFC trong dé mdi loai déu
dugre xac dinh)
o khéng cé ciphersuite khac]].

Chu thich 4p dung: Céc ciphersuites dwoc kiém tra trong céu hinh dnh gid dwoc gidi han béi yéu
chu nay. Luu § rdng TLS_RSA_WITH_AES_128_CBC_SHA la bit bujc & dam bio tuan thil RFC
5245,

FCS_TLSS_EXT.2.2 TSF phai tir chdi cac két ndi tir cac may khach yéu chu SSL 1.0, SSL 2.0, SSL
3.0, TLS 1.0, va [lva chon: TLS 1.1, TLS 1.2, khdng cd).

Chu thich &p dyung: Nén chon bat ky phién ban TLS nao khéng durgc chon trong FCS_TLSS_EXT.2.1
tai day.
FCS_TLSS_EXT.2.3 TSF phii tao ra cac tham sé thiét 1ap quan trong béing cach st dung RSA véi

Kich thudc khoa 2048 bit va [lya chon: 3072 bit, 4096 bit, khéng cé kich thude khac] va [lva chon: [chi
dinh. danh s4ch dwdng cong elliptic); [chi dinh: Danh séch céc tham sé diffie-heliman]).

Chii thich &p dung: Cac chi dinh s& dwoc Gign vio dya trén cac chi dinh dwge thye hién trong
FCS_TLSS_EXT.2.1.

FCS_TLSS_EXT.2.4 TSF phai hd trg xéc thyc lan nhau cla cac may khach TLS s dung chirng thu
X.508v3,

Chi thich ap dung: Viéc sl dung chirng thw X.509v3 cho TLS dugc dé cip trong FIA_X509_EXT.2.1.
Yéu chu nay bd sung thém ring viéc st dung ndy phai bac gém hd tro cho céc chimng thu phia may
khach d& xac thuc 1&n nhau TLS.

FCS_TLSS_EXT.2.5 TSF phai khong thiét 1ap md1 kénh tin cay néu chirng thwr ngang hang khéng hop
1.

Cha thich ap dung: Hiéu lwe duge x4e dinh bdi duwdng dan chiing thuw, ngady hét_han va trang thai thu
hbl theo RFC 5280.

FCS_TLSS_EXT.2.6 TSF phai khong thiét lap mét kénh dang tin cay néu tén phan biét (DN) hoic tén
thay thé chi thé (SAN) c6 trong mét ching thw khéng khép véi dinh danh dir kién clia mang ngang
hang.
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Chii thich ap dyng: Yéu ciu ndy chi 4p dyng cho nhirng TOE dang thire hién TLS duge xac thye 1dn
nhau (FCS_TLSS_EXT.2.4). Ma dinh danh peer cé thé ndm trong trwdng Subject hodc phan mé rong
Subject Alternative Name ctia chivng thw, Binh danh mong muén cé thé dwgce cdu hinh, cé thé dwoc so
sanh véi Tén mién, dia chl IP, tén ngudi ding hoXc dia chi email duge s dung bdi mang ngang hang,
hoac cé thé dugc chuydn dén mat may chl thur muc dé so sanh,

C.3 Twérng 1va (FFW)
C.2.1 Twéng l(ra Loc lwu lwong 6 trang thai (FFW_RUL_EXT)
Tap hep cac hanh vi

Yéu cau ndy duoc sl dung dé xac dinh hanh vi clia mat Twéng IGa Loc lwu lwgng cd trang thai. Cac
giao thirc mang ma TOE cé thé loc, cling nhw cac thudc tinh ¢6 thé dwec quén trj vién st dyng dé xay
deng mdt bd quy tic duoec x4c dinh trong thanh phdn ndy. Céch thire bd quy tic duge xt 1y (te 1,
trinh ty) dwoc xac dinh, ciing nhur bat ky hanh vi méc dinh dwec mong dei cia TOE,

Phan cap thanh phin

Lec Iwu lweng cb trang thai FFW_RUL_EXT

FFW_RUL_EXT.1 B4 loc Iweu lwgng ¢6 trang théi yéu ciu TOE lgc lwu legng mang dwa trén b quy tac
duoc chu hinh bdi mGt quan trj vién duoc Gy quyén.

Quén Ij: FFW_RUL_EXT.1

Cdc hoat dong sau day c6 thé duwoc xem x&t cho cc chive ndng quan Iy trong FMT:
a) bavtét mot bd quy tic trén mdt giao dién mang

b) cau hinh mét bd quy tic

c) x4c dijnh céc quy tac chi phdi vigc s& dyng cic ngudn lyc

Kiém toan: FFW_RUL_EXT.1

Céc hanh déng sau cdn dugc kidm toan néu Tao dir li8u kiém toan an toan FAU_GEN dugc bao gbm
trong PP/ST:

a) Téi thidu:
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- Két qua ftire Ja, b qua, cho phép) ép dung mit quy tc trong bé quy tac vao mbt gbi mang
- Céu hinh cva bo quy téc
- Chith] céc gdi diz libu da bj bé qua do qus nhidu luu lwyng mang.

C.3.1.1 FFW _RUL EXT.1 Loc lwu lwveng co trang thai

Phan cép: Khéng co thanh phan khac

Phu thude: Khong

FFW_RUL_EXT.1.1 TSF phai thyc hién Loc lru Irgng ¢6 trang thai frén cac goi tin mang durgre xa ly
b&i TOE.

FFW_RUL_EXT.1.2 TSF phai cho phép dinh nghia cac quy tac Loc kru ligng co trang théi sie dyng cac
trwrng giao thirc mang sau; [chi dinh: danh sdch thubc iinh dupe hd try bdi b6 quy tac).

FFW_RUL_EXT.1.3 TSF phai cho phép cac hoat ddng sau duge lién két véi cac quy tée Loc luu lugng
co trang thal: cho phép hodc bd qua kha néng dang nhap hoat déng.

FFW_RUL_EXT.1.4 TSF phai cho phép céc quy tic Loc luu lugng cé trang théi duge gan cho méi giao
dién mang riéng biét,

FFW_RUL_EXT.1.5 TSF phai:

a) chap nhan mot gdi tin mang ma khéng can xtr Iy thém céac quy tac Loc I lwgng o6 trang théi néu nd
khép véi mét phign 38 dwoc phép thiét 1ap cho cac giao thirc sau: [chi dinh: danh sach cée giao thirc
duwoc hé try cho trang thél dugre duy Irl] dwa trén cac thude tinh géi tin mang sau: [chl dinh. danh séch
céc thudc tinh lién két voi méi giao thi).

b) loai bé cac ludng Iwu Irong hién tai khéi tap cac ludng luu lveng da duoc thiét lap dywa trén: [ira
chon: thoi gian ché khong hoat dong cla phién, sy hodn tét ctia ludng théng tin d kign),

FFW_RUL_EXT.1.6 TSF phal thie thi cac quy téc Loc lwu lvong cb trang thai sau day trén tit cd cac
Iy lwong mang: [chi dinh: danh séch quy tac méc dinh dugc &p dung cho luéng luu lugng mangl.

FFW_RUL_EXT.1.7 TSF phdi ¢6 kha nang loai bd va ghi lai theo cac quy tic sau: [chi dinh: danh sé&ch
cac quy tac cy thd ma TOE c6 thé thyc hién)

FFW_RUL_EXT.1.8 TSF phai x{r Iy c4c quy tic Loc luu luong ¢6 trang théi 4p dung theo trinh tw quan
tri 48 xac dinh.

FFW_RUL_EXT.1.9 TSF phai tir chéi ludng géi tin néu quy tic dbi sénh khéng duoc x4c dinh.

FFW_RUL_EXT.1.10 TSF phai ¢6 kha nang han ché b lwong [chi dinh: cdc quy tic qudn Iy s& dung
céc tai nguyén) da dwee dinh cu hinh b quan tri,

C.3.1.2 FFW_RUL_EXT.2 Loc trang thal cla céc giao thirc dfng
Phan cép: Khéng cd thanh phan khac
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Phuy thude: Khéng

FFW_RUL_EXT.2.1 TSF phai dinh nghia d8ng c4c quy tic hodc thit 13p cac phién cho phép luu lugng
rmang chay cho cac giao thirc mang sau day [chi dinh: danh séch cdc giao thire duge hd trol.

C.4 Djnh danh va xac thwe (FIA)
C.4.1 Quan ly mat khiu (FIA_PMG_EXT)
Tap hop cac hanh vi

TOE dinh nghta cac thude tinh clia mat khdu duoc sl dung béi ngurdi diing quén trj d& dém bdo rang
mét khdu manh va cum tir mat khdu cé thé dugce chon va duy tri,

Phan cép thanh phén

Quén Iy mal khdu FIA_PMG_EXT 1

FIA_PMG_EXT.1 Quan Iy mat khiu yéu ciu TSF hd trg mat khdu véi cac yéu cau thanh ph&n khac
nhau, 60 dal toi thidu, tudi tho téi da, va cac rang budc trong tw.

Quan Iy: FIA PMG_EXT.1

Khong co chirc nang quan ly.

Kiém toan: FIA_PMG_EXT.1

Khéng c6 yéu cau kiém toan cy thé.

C.41.1 FIA_PMG_EXT.1 Quan Iy mat khiu

Phan cAp: Khéng c6 thanh phan khac.

Phu thudc: Khéng ¢6 thanh phan khac.

FIA_PMG_EXT.1.1 TSF phai cung cip cic kha ning qudn ly mat khiu sau cho céc mat khau quan tr:

a) Mat khdu co thé bao gbm bt ky sw két hop cta chlr hoa va chir thuimg, sé va céc ky fw dic biét sau
day: [chon: "', "@", "#, "8, "%" "™, "&", ™, (", ")", [chl djnh: c&c ky tw khéc]];

b) Chidu dai mét khéu (67 thidu s& dupe quan trj visn an toan thiét 1ap vé hé tro mat khdu tir 15 ky tw trd
fén.

C.4.2 Xac thye va dinh danh nguwoi dung (FIA_UIA_EXT)
Téap hep cac hanh vi

TSF cho phép mét s8 hanh dong cu thé trudre khi thue théd khéng phai TOE di qua qué trinh dinh danh
va xac thye.

Phan cip thanh phin
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Xéc thye va dinh danh nguéi ding FIA_UA_EXT 1

FIA_UIA_EXT.1 Binh danh va xac thyre ngudi ding yau chu quan trj vién (bao gbm ¢ quan trj vién il
xa) dwoc dinh danh va xac thwe bdi TOE, cung cép sw d&m béo cho d4u cubi clia dwong truyén thang.
N¢ clng ddm bdo ring mdi nguwdi dung dwoc dinh danh va xac thue trwde khi TOE thwe hign bét Ky
chirc ndng trung gian nao.

Quan ly: FIA_UIA_EXT.A
Céc hoat déng sau G4y c6 thé duwgc xem xét cho cic chirc ndng quan Iy trong FMT:

a) C6 kha néng cu hinh danh séch céc dich vy TOE san ¢ trwde khi mét thye thé dwyce dinh danh va
xac thye.

Kiém toan: FIA_UIA_EXT.N

Céc hanh d6ng sau can dwoc kiém toan néu Tao div iéu kidm todn an toan FAU_GEN dwgc bao gbm
trong PP/ST;

a) Tat ca viéc s dung co ché dinh danh va xac thyc

b) Cung cAp dinh ngudi diing, ngudn gbc clia nd lure (vi dy: dia chi IP)
C.4.2.1 FIA_UIA_EXT.1 Djnh danh va xéc thwe ngwi ding

Phan cép: Khéng c6 thanh phan khac.

Phy thudc: FTA_TAB.1 Bidu ngir truy cap TOE méc dinh

FIA_UIA_EXT.1.1 TSF phai cho phép cdc hanh d8ng sau day frude khi yéu cdu cac thie thd khong
phai la TOE bét d4u qua trinh dinh danh v& xac thye:

- Hién thj biéu ngl> canh bdo theo FTA_TAB.1;

(lwa chon: khéng c6 hanh ddng khéc, [chi dinh. danh sdch céc dich vy, cac hanh ddng duge thuc
hién béi TSF dé dép ung yéu cdu khéng phéi 1 TOE)]]

FIA_UIA_EXT.1.2 TSF phai yéu cau mbi ngudi ding quén tri phdi dugc dinh danh va xac thue thanh
cdng trwdre khi cho phép bat ki hanh déng nao khac qua trung gian TSF thay mat cho nguwéi dung quan
ir] do.

C.4.3 Xac thye nguweri ding (FIA_UAU) (FIA_UAU_EXT)
Tap hep cac hanh vi

Cung cap co ché xac thyrc ngwdi ding dya trén co s& cuc b
Phén cp thanh phén
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Co ché xéc thyee theo mat khdu FIA_UAU_EXT 2

FIA_UAU_EXT.2 Co ché xac thic theo mat khau cung cip cho ngudi ding quan tri co ché xac thye
cuc bd.

Quan ly: FIA_UAU_EXT.2

Cac hoat dong sau day co thé dwgre xem xét cho cac chirc nang quan ly trong FMT:

a) Khdng

Kiém toén: FIA_UAU_EXT.2

Cac hanh dong sau can dugc kiém toan néu Tao di liéu kiém toan an todn FAU_GEN dugc bao gdm
trong PP/ST,

a) Téi thidu: T4t ca viéc st dung co ché xdc thye

C.4.3.1 FIA_UAU_EXT.2 Co ché xdc thuc theo mat khiu

Phan cap: Khéng c6 thanh phan khac,

Phy thude: Khéng

FIA_UAU_EXT.2.1 TSF phai cung ¢4p co ché x4c thire dua trén méat khau cuc b, [lwa chon: [chi Ginh:
cor ché xac thue khac), khang] dé thire hign chirng thire ngurdi ding quan tri.

C.4.4 Xac thue siv dyng chirng thu X.509 (M rang - FIA_X509_EXT)

Tép hep cdc hanh vi

Ho nay dinh nghfa hanh vi, quan Iy va sl dung chdng the X.508 cho cic chirc ndng do TSF thue hién.
Céc thanh phan trong ho nay yéu cAu xac nhén hop 1é cac ching thu theo mét bo quy téc cu thé, st
dyng cac chirng thr d& xac thirc cho cac giao thirc va xac minh tinh todn ven, va tao ra céc yéu cau
chirng thu.

Phan cap thanh phin

Ching thu FIA_X509_EXT X509 -
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FIA_X508_EXT.1 X&c nhan chirng thw X.509, yéu cAu TSF kiém tra va xac nhan hop 1& chirng thw phi
hop véi cdc RFC va céc quy tc dwoc chi dinh trong thanh phin,

FIA_X509_EXT.2 Xdc thwe chirng thw X509, yéu cAu TSF sl dung cac chirng thw dé xac thuc déng
nghiép trong cdc gizo thire hd tre cac chirng thur, clng nhie dé xdc minh tinh todn ven va cac chire ning
khac can chibng thu,

FIA_X509_EXT.3 Yéu cAu ching thw X.509, yéu ciu TSF phdi ¢6 thé tao ra Théng diép Yéu ciu
Chirng thur va xac nhan céc tra 1o,

Quan ly: FIA_X509_EXT.1, FIA_X509_EXT.2, FIA_X509_EXT.3

Céc hoat déng sau day c6 thé duoc xem xét cho céc chire nang quan Iy trong FMT:
a) Xoa ching thw X.509v3 da nhip

b) Ché&p nhén viéc nhap va xda bd chitng thu X.509v3

c) Khoi tao céc yéu clu chimg th.

Kiém toan: FIA_X509_EXT.1, FIA_X508_EXT.2, FIA_X509_EXT.3

Céc hanh dgng sau can durgc kiém todn néu Tao di ligu ki€m todn an toan FAU_GEN duwgc bao gbm
trong PP/ST:

a) T6i thidu: Khdng quy dinh cy thé cac yéu clu kidm toan.

C.4.4.1 FIA_X509_EXT.1 Xac nhan chivng thu X.509

Phan ¢ép: Khéng cé thanh phan khac

Phy thude: Khéng c6 thanh phan khac

FIA_X508_EXT.1.4 TSF phdi xac nhan ching the theo cac quy téc sau;

Xdc nhan hop |é chitng thw clia RFC 5280 va x&c nhan dwing dan chivng thu.

- Budng dan chirng thw phai ket thlic véi mdt chirng thu CA dang tin cay,

- TSF phai xac nhén mjt dwéng dan chirng thw bang cach ddm bao sy hign dién clia phdn mé
réng co ban Constraints va c& CA duge dat thanh TRUE cho tat ca céac chirng thw CA.

- TSF phai xac nhan tinh trang thu héi chitng thu biing céch st dyng [Iwa chon: Giao thix trang
thai ching thu trire tuyén (OCSP) theo quy dinh tai RFC 2560, mdt danh séch thu héi ching the
(CRL) nhir duwoe quy dinh trong RFC 5759].

- TSF phai xac nhén hep 18 frdng extendedKeyUsage theo cac quy tac sau; [chi dinh: céc quy
tic chi phéi ndi dung clta trudmg extendedKeyUsage cédn duoc xéc minh).
Chi thich &p dyng: FIA_X509_EXT.1.1 liét ké céc quy tic d& xac nhan ching thu. Téc gid ST lya

chon xem trang th&i thu hdi cd dwge xac minh bing OCSP hay cdc CRL hay khéng, Tac gia ST dién
vao chi dinh v&i cac quy tac ¢b thé &p dyung cho cdc yéu cAu khéc trong ST. Vi du: néu mét giao thire
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nhw TLS str dung chirng thw dwee chi dinh trong ST, thi c6 thé chi dinh céc gia trj nhét dinh cho truéng
extendedKeyUsage (vi dy: "Mdy chl Xac thuc Myc dich").

FIA_X509_EXT.1.2 TSF chi coi mét ching thw 1a m&t chirng thw CA néu ¢ phan mé réng Han ché co
ban va ct CA duoc dat thanh TRUE.

Chi thich ap dung: Yéu cu nay ap dyng cho cac chirng thu dugc TSF st dyng va x(r Iy va han ché
céc chirng thu 6 thé dwge thém vao nhw 12 chivng thw CA ddng fin cay.

C.4.4.2 FIA_X508_EXT.2 Xac thyc chirng thw X509
Phan cap. Khéng cd thanh phin khac
Phy thudc: Khoéng co thanh phan khac

FIA_X508_EXT.2.1 TSF phai st dung chi*ng thue X.509v3 theo quy djnh cla RFC 5280 dé hé trg
chi¥ng thire cho [lya chon: IPsec, TLS, HTTPS, SSH, [chi dinh. céc giao thirc khéc], khing cé giao
thirc] va {lwa chon: ky ma cho hé théng cdp nhat phén mém, ky ma dé xéc minh tinh toan ven, [ch
dinh: stF dyng khéc], khéng st dung thém).

Chii thich ap dung: Néu TOE xac dinh viéc thwc hién cac giao thire truydn théng ma chirng thyc
mang ngang hang st dyng cac ching thu, Tac gid ST chon hodic gan céc giao thirc dd duoc chi dinh;
néu khéng, ho chon "khdng cé giao thire". TOE cling c6 thé sl dung chirng thir cho cac myc dich
khAc; Iira chon va chi djnh thir hai s& dwoc sir dung a2 xac dinh cy thé nhitng trwéing hgp nay.

FILE_X509_EXT.2.2 Khi TSF khéng thé thiét Iap két ndi dé xac dinh tinh hop 1é cla chirng thu, TSF
phéi fiea chon: cho phép quén trj vién chon chép nhén chitng thir trong céc trrimg hop ndy, chdp nhan
ching thu, khéng chap nhén ching thu].

Cha thich ap dung: Théng thwdng mét két ndi phai dugc thiét 1ap dé kidm fra tinh frang thu hoi cla
ching thu - hodc d& tai xudng mdt CRL hodc d& thyc hién mot tra cleu bing céch st dung OCSP. Lua
chon dwgc s dung @& mé 12 hanh vi frong trudng hgp khong thé thiét 1ap két ndi nhu vay (vI dy do [3i
mang). Néu TOE d& xac dinh chirng thu hop Ié theo tAt ca cac quy tic khac trong FIA_X509_EXT.1,
hanh vi dugc chi dinh trong lira chon sé xac dinh tinh hep (8.

C.4.4.3 FIA_XS09_EXT.3 Yéu ciu chirng thw X.509
Phan cép: Khéng cé thanh phn khac
Phy thudc: Khéng ¢6 thanh phan khac

FIA_X509_EXT.3.1 TSF phai tao ra mét Thong diép Yéu chu Ching thur theo quy dinh clia RFC 2986
v c6 thé cung cép cac thong tin sau trong ydu cau: khda cang khai va [la chon: thng tin oy thé v
thiét bj, tén chung, 3 chitc, don vi t6 chire, qubc gia, fchf dinh: céc théng tin khéc]).

FIA_X509_EXT.3.2 TSF phai xac nh&n chudi chiing thu tir CA géc khi nhén dugc Phan hdi Ching thu
CA.
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C.5 Bao vé& TSF (FPT)
C.5.1 Bdo vé di¥ liéu TSF (FPT_SKP_EXT)
Tap hep cac hanh vi

Céc thanh phan trong ho nay dé cap cic yéu cAu ddi v&| vide quan Iy va bdo vé di lidu TSF, ching han
nhw cac khba méat ma. Bay 1a mét hg mai duge md hinh sau Iop FPT_PTO.

Phan c4p thanh phin

Bao vé dir ligu TSE FPT_SKP_EXT 1

FPT_SKP_EXT.1 Bao va di¥ liéu TSF (@& doc tt ca cac khda déi x(rng), yéu cAu ngudi ding hodc chl
thé khéng doc dugc céc khda dbi x(ing. Day la thanh phan duy nhat cla ho nay.

Quén Iy: FPT_SKP_EXT.1

Céc hoat @dng sau day ¢b thé dwoc xem xét cho cac chire ndng quan Iy trong FMT:
a) Khéng cé hoat ddng quan ly nao dy kien.

Kiém toan: FPT_SKP_EXT.1

Céc hanh déng sau cAn Guoc kidém toan néu Tao dir liéu kiém toan an toan FAU_GEN dwgc bao gdm
trong PP/ST:

a) Knhdng cé su kign bao céo trude.

C.5.1.1 FPT_SKP_EXT.1 Bao v& di» liéu TSF (d8 doc tit ca cac khéa dbi xirng)
Phan céap. Khéng c6 thanh phan khac

Phu thude: Khéng cé thanh phin khac

FPT_SKP_EXT.1.1 TSF phai ngan khéng cho doc tat cd cac khba G4 chia s&, cac khoa doi arng va

cac khda riéng.

Cha thich ap dung: Muc dich ciia yéu chu nay 1a @ thiét bj bao vé cac khoa, tai liéu quan trong va céc
Uy nhiém xéc thire khoi vigc tiét 1§ trai phép. DT liu ndy chi nén duwgc truy cép cho cac muyc dich clia
chic ning an toan dwye chi dinh clia ching va khéng cin phai hién thiftruy cap vao bét ky lic ndo
khac. Yéu cdu nay khéng ngan thiét bi cung cap chi bdo ring nhirng di¥ liu nay dang tdn tai, dang
duge s dung hodc vBn con hiéu Iye. Tuy nhién, nd han ché viéc doc ngay céc gid tr| nay.

C.5.2 Bdo v& mat khdu quan tr| vién (FPT_APW_EXT)
C.5.2.1 FPT_APW_EXT.1 Bao vé mat khiu quan trj vién
Tép hep céc hanh vi
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Céc thanh phan trong hg nay dam bao rang TSF sé bdo vé dir liéu Uy nhiém chirng thye ban rd nhw
cac mat khdu khdi bj tiét 16 trai phép.

Phéan cap thanh phin

Bao vé mat khdu quan tr vien FPT_APW_EXT 1

PT_APW_EXT.1 Bao vé mat khiu quén trj vién yéu cdu TSF ngdin khang cho ngudi diing hode chd thé
doc diy liéu théng tin ban rd thudn tay.

Quan Iy: FPT_APW_EXT.1

Céc hoat dgng sau day co thé duwegic xem xét cho cac chire ndng quan Iy trong FMT:
a) Khéng cé chiic nadng quan ly.

Kiém toan: FPT_APW_EXT.1

Céc hanh dong sau cin dwoc kiém toan néu Tao dir liéu kiém todn an toan FAU_GEN dugc bao gbm
trong PP/ST:

a) Khong can kiém toan,
Phan cép: Khong cé thanh phan khac
Phy thudc: Khong cé thanh phan khac

FPT_APW_EXT.1.1 TSF phéi luu triy mét khiu & dang khang phai la ban ro.

FPT_APW_EXT.1.2 TSF phai ngén chan viéc doc cdc mét khdu & dang ban rd.

C.5.3 Ty kidm tra TSF

C.5.3.1 FPT_TST_EXT.1 Kiém tra TSF

Tap hgp cée hanh vi

Céc thanh phén trong ho ndy duwa ra cac yéu cdu ty kiém tra TSF cho hoat ddng chinh xac da duoc lya

chon.

Phin cép thanh phén
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Te kiém traTSF FPT_TST_EXT

FPT_TST_EXT.1 Ty kiém tra TSF doi héi mét b bai ty kidm tra duorc chay trong qua trinh khdi déng
ban d4u dé chirng minh hoat déng chinh xac clia TSF.

FPT_TST_EXT.2 Ty kidm fra dia trén chirng thur sé ap dung khi sir dyng chirng thw nhir 12 m5t phan
cla iy kiém tra, va yéu cau tw kidm tra khong thanh cdng néu mét chimg thw khang hop I8.

Quén Ij: FPT_TST_EXT.1, FPT_TST_EXT.2

Cac hoat dong sau day cb thé duroc xem xét cho cac chive nang quan 1 trong FMT,
a) Khang cé chire nang quénly.

Kiém toan: FPT_TST_EXT.1, FPT_TST_EXT.2

Cac hanh déng sau cAn dugc kiém toan néu Tao dir lidu kidm toan an toan FAU_GEN dugc bao gdm
trong PP/ST:

a) Cho biét rang tw kiém tra TSF da dwgc hoan thanh
Phan cép, Khéng cé thanh phan khdc.
Phy thuge: Khéng

FPT_TST_EXT.1.1 TSF phai chay mét loat céc bai ty kidm fra sau [iwa chen: trong qué trinh khdi déng
ban déu (bat nguén), dinh ky trong qué trinh hoat ddng binh thwong, theo yéu ciu cda nguwdi st dung
dugc dy quybn, lai cac diéu kign [chi dinh: ma (w kiém tra nén xay ra]] @& chieng minh hoat déng chinh
xac cua TSF: [chi dinh: danh sdch ty kiém tra chay bdi TSF).

Cha thich dp dung 1: Ngudi ta hy vong thao tac tw kiém tra dwoc thire hién trong qua trinh khéi dong
ban @Au (khi bat ngudn). Cac lipa chon khac chi nén duge siv dung néu nha phat trién cé thé gidi thich
ly do tai sao ching khéng duoce thire hién trong qua trinh khéi déng ban dau. Ngurdi ta hy vong it nhét
la thao tac t kiém fra @& xac minh tinh 1odn ven ctia phin sun va phin mém clng nhw hoat déng
chinh x4c clia céc chirc niing mét ma cin thiét d& dap ng céc SFR sé dwgc thyc hién, Néu khéng
phai tat ca ty kiém tra dwgc thue hién trong thi gian khdi déng, s& cin 13p lai nhidu 1an cla SFR nay
v&i cac thy chon thich hop dwoc chon. Trong cac phién ban twong lal cla tiéu chudn nay, bé céc bai tw
kiém tra s& Guore yéu cAu d2 cb it nhét cdc cor ché cho khéi dong duge do lrdng bao gbm céc bai ty
kidm tra c4c thanh phan cin thyre hign do ledng.
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Chu thich dp dung 2: Néu cac chirng thwr duroc sl dung bdi co ché ty kiém tra (v du && xac minh chi
ky dé xac minh tinh fodn ven), cac chitng thu duwge xé4c thire theo FIA_XS509_EXT.1 va nén durge chon
trong FIA_X509_EXT.2.1. Thém vao d6, FPT_TST_EXT.2 phai dwoc dura vao ST.

Phan cép: Khéng cé thanh phan khac.
Phy thuge: Khéng

FPT_TST_EXT.2.1 TSF phdi khéng ty kidm tra néu mdt ching thu duoc st dyng dé ty kiém tra va
ching thw tiraing ting durge coi |a khang hop 1.

Chii thich 4p dung: C4c chiing thw 6 thé duge st dung dé tu kiém tra (FPT_TST_EXT.1.1). Thanh
phén nay phai duge bao gom frong ST néu cac chimng thur duge str dung a2 tu kiém tra. Néu "code
signing d& xac minh tinh todn ven" dwge chon trong FIA_X508_EXT.2.1, FPT_TST_EXT.2 phai duoc
bao gdm trong ST.

Higu lyc duge xac dinh béi dwong din ching thw, ngady hét han va trang thai thu hdi theo
FIA_X509_EXTA.

C.5.4 Caip nhat tin cay (FPT_TUD_EXT)
Tap h¢p cae hanh vi
Céc thanh phan trong ho nay dura ra cac yéu cau dé cap nhat phdn sun va/hodc phan mém TOE.

Phéan cip thanh phan

Cap nhat tin cdy FPT_TUD_EXT

FPT_TUD_EXT.1 C&p nhat tin cay yéu cau phéi cung cip cac cong cu quan Iy dé cap nhat phan syn va
ph&n mém TOE, bao gdm kha ning xac minh cac ban cip nhat tredc khi cai dit.

FPT_TUD_EXT.2 Cap nhat tin cay dira trén ching thu dweoc ap dung khi s dung cac chirng thw nhw
mét phan cla ban cép nhét tin cdy va yéu cAu cap nhat khéng cai ¢4t néu ching thu khdng hop I8,

Quan |y: FPT_TUD_EXT.1
Céc hoat d6ng sau day c6 thé duoc xem xét cho cac chire nding quan ly trong FMT:
a) Kha nang c&p nhat TOE va xac minh ban ¢ap nhat
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b) Khd ning cap nhat TOE va x4c minh c4c ban cap nhat s& dung kha n3ng chir ky sé (FCS_COP.1(2))
va [lea chon: khdng co cde chire ndng khéc, [chi dinh: cac chire ndng méat mé khac hodc cde chire nng
khéc duge str dung dé hé tro khé néng cap nhét]]

¢) Kha nang cap nhat TOE, va xac minh ¢4c¢ ban cap nhat bang cach str dung [Iya chon: chi ky s6, ham
bam da céng bé, khéng c6 co ché khéc) frudre khi cai dat nhirng ban cap nhat nay.

Kiém toan: FPT_TUD_EXT.1

Céc hanh dgng sau cAn duge kiém toan néu Tao dir liéu kidm toan an toan FAU_GEN dugc bao gdm
trong PP/ST:

a) Bat dAu qué trinh c3p nhat.

b) Bét ky 18] nao & xac minh tinh toan ven cla ban cap nhat,

C.5.4.1 FPT_TUD_EXT.1 Cép nhét tin ciy

Phan cap: Khéng 6 thanh phn khac

Phu thudc: FCS_COP.1(1) Hanh d8ng mA héa (dbi véi chir ky ma héa)
hodc FCS_COP.1(3) Hanh dang ma hoa (d6i véi ham bam ma héa)

FPT_TUD_EXT.1.1 TSF ph3i cung ¢ip cho [chi dinh: nguoi dung duoc dy quyén) khd ning truy vin
phién ban hién tai dang thirc hign cia phin sun/phan mém TOE clng nhw phién ban phan syun/phin
mém TOE dwgc cai dat gan day nhét.

Cha thich &p dung: Phién ban hién dang chay (dang duoe thirs thi) cé thé khong phai 1a phién ban
dwore cai g4t gan day nhét, Vi dy, co thé ban cap nhat da durgc cai dat nhung hé thdng yBu clu khéi
déng lai trwdc khi ban cap nhat ndy sé chay. Do 6, can rd rang 12 truy vén nay phai chi ra ca phién
ban dugc thyc hién gin G4y nhat cling nhw ban cap nhat duoc cai ¢4t gin day nhit,

FPT_TUD_EXT.1.2 TSF phai cung cip cho [chi dinh: ngudi ding duge dy quyén] kha ning khéi tao
cdp nhat phan sun/ phan mém TOE theo cach thl cdng va [lwa chon: hd tror ty dong kiém tra cép nhé,
hé tro cAp nhét tr déng, khbng c6 co ché cap nhét khéc).

Chi thich 4p dung: Lya chon trong FPT_TUD_EXT. 1.2 phan biét sw hd tro tw ddng kiém tra cap nhit
va hd tro cap nhat ty ddng. Tly chon dau tién 62 cap dén TOE dé kiém tra xem cé ban cap nhat moi
hay khong, théng bao cho quan trj vién (vi dy théng qua tin nhén trong phign quan trj, théng qua t&p
nhét ky) nhung yéu chu mét sb hanh dong clia quan tri vién dé thye hién ¢ap nhat. Ty chon thir hai dé
cap dén TOE kiém tra cac ban cip nhat va ty ddng cai dat ching khi ¢é sin.

FPT_TUD_EXT.1.3 TSF phai cung cdp phuong tién d& xac thie ban cdp nhat phan sun/ phin mém
cho TOE si¥ dyng co ché chir ky s8, ham bim da dugc cong bd) trwdrc khi cai dat cac ban cap nhét do,

Chi thich &p dyung 1: Co ché chir ky sb durgc tham chidu trong lya chon clia FPT_TUD_EXT.1.3 Ia
mét trong céc thuét todn dwgce xac dinh trong FCS_COP.1 (2). Ham bam da dugc cdng bé dugc tham
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chiéu trong FPT_TUD_EXT.1.3 |4 duge tao ra b&i mdt trong cac ham chi dinh trong FCS_COP.1 (3).
Téc gid ST nén chon co ché thiee hién béi TOE; ¢6 thé chip nhan dwee néu the hién cd hai co ché.

Chu thich 4p dung 2: Céc phién ban twong lai cla tiéu chudn nay s& bat bude st dung mdt co ché
chir ky s8 dé cap nhat tin cay.

Ch thich ap dung 3: Néu céc chirng thw dugc s dung bdi cor ché xac minh cap nhat, cac ching thu
sé& dugc xac nhan theo FIA_X509 EXT.1 va cin dwoc chon trong FIA_X500_EXT.2.1. Thém vao 4o,
FPT_TUD_EXT.2 phai duwgc dwa vao ST.

Chd thich 4p dung 4: "Cap nh&t" trong ngl cdnh cla SFR ndy dé cap dén qua trinh thay thé mot
thanh phdn phin mém thudng tri khéng &n dinh, bang mét thanh phan khac. Ban trude do dwoc goi la
hinh anh NV, va ban sau dé |12 hinh anh cap nhat. Trong khi hinh dnh cap nhét thwéng la méi hon hinh
anh NV, day khong phai la mdt yBu céu, C6 nhirng trwérng he'p hep phap ma chd s& hiru hé théng co
thé muén chuyén mét thanh phéan sang mét phién ban cl hon (vi du khi nha s3n xuét linh kién phat
hanh ban c&p nhét bj 18i hodc khi hé thdng dwa vao tinh ning khdng dwec 1ap tai lidu ma khéng cdn co
trong ban cap nhat). Twong tuw nhw vay, chi s& hiu ¢ thd mudn cap nhat cing mét phién ban voi
hinh &nh NV d& phuc hbi tir bd nhé b 15

T4t ca c4c thanh phan phan mém réi rac (vi du: (ng dyng, trinh diéu khidn, phan nhan, phin syn) cila
TSF phai duge nha sin xuat tuong tng ky sb va sau @6 dwyc xac minh bdi co ché thye hién cdp nhit.
Do cac thanh phan nay co thé dugc ky bdi cac nha san xuat khac nhau, nén cin thiét qua trinh cip
nh&t phai xac minh rang ca ban cap nhat va hinh dnh NV da duoc tao ra bdi cling mét nha san xut (vi
du bdng cdch so sénh céc khba cong khai) hodic da duwgc ky bdi cac khda ky hop phap (vi dy xac nhan
thanh cong c&c chirng thu sb khi si¥ dung ching thur X 508).

C.5.4.2 FPT_TUD_EXT.2 Cap nhdt tin céy dia trén chitng thw
Phan cép: Knéng cé thanh phan khéc
Phy thuéc: FPT_TUD_EXT.1

FPT_TUD_EXT.2.4 TSF phai khdng cai @4t ban cap nhat néu ching thw code signing dwgc coi 13
khéng hop lé.

FPT_TUD_EXT.2.2 Khi chitng thw duwoc col ld khdng hop 1é vi chitng thu nay da hét han, TSF phai
(lya chon: cho phép quan trj vién chon chdp nhén chimg thu trong céc truding hop nay, chap nhén
chitng thi, khéng chép nh&n chiing this.

Chi thich ap dung: Céc chirng thu cé thé duoc sir dung dé kj code signing céc ban c&p nhat phin
mém hé théng (FPT_TUD_EXT.1.3). Thanh ph&n nay phai dwgc bao gdm trong ST néu cic chirng thu
dworc st dung @& xac nhan cac ban cip nhat. Néu "code signing cho céc ban cap nhat phin mém hé
théng" dugre chon trong FIA_X509_EXT.2.1, FPT_TUD_EXT.2 phai dwgc bao gbm trong ST.
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Hiéu lwec Guwge xac dinh bdi dudng din chirng the, ngay hét han va trang thai thu héi theo
FIA_XS508_EXT.1. Béi vé&i cac chivng thw d3 hét han, tac gid cla ST lya chon xem chirng thr sb cé
dwoc chap nhén, khéng chap nhan hoic sy lwa chon dwec danh cho quan tr vién dé chap nhan hodc
iir chéi ching thu.

C.6 Truy cap TOE (FTA)
C.6.1 FTA_SSL_EXT.1 Khoa phién dwoc TSF khei tao
Tap hop cac hanh vi

Céc thanh phan trong ho nay d& cap cac yéu chu vé khéa, m& knda va chdm dit cac phién tuong téc
do TSF khdéi tao va do ngwdi ding khéi tao.

Ho FTA_SSL_EXT mo rgng dwgc dua trén hg FTA_SSL.

Phan cdp thanh phin

Khda phign duoe khdd dbng TSF FTA_SSL_EXT 1

FTA_SSL_EXT.1 Khoa phién dwgc TSF khdi tao, yu chu khéa mbt phién tuong tac sau mét khodng
thei gian khéng hoat ddng dwore khévi tao bdi hé théng. DAy 14 thanh phan duy nhét cda ho nay.

Quan ly: FTA_SSL_EXT.1
Céc hoat ddng sau day o6 thé dugc xem xét cho céc chirc ndng quén ly rong FMT:

a) Théng sb k§ thust vé thdi gian khdng hoat dong clia ngudi sir dung sau d6 khda sé thue hign dbi véi
mdt nguedi ding ca nhén.

Kiém toan: FTA_SSL_EXT.1

Céc hanh dong sau cin duge kiém toan néu Tao di liéu kidm toan an toan FAU_GEN dugc bao gom
trong PP/ST:

a) Bat ky né liwc nao khi m& khéa phién tuong téc.

Phan cap: Khéng c6 thanh phan khac

Phu thube: FIA_UAU.1 Thei gian xédc thue
FTA_SSL_EXT.1.1 TSF phdl, ddi v&i cac phién twong tac cuc bd, [Iya chon:

- Khda phién - v6 hibu héa bat ky hoat dong ndo cla céc thiét bj truy caphién thi di liéu cda
ngudi dung khéc ngodl vidc mé khda phién, vé yéu céu quan trf vién xéc iy lai cho TSF truée
khi mé& khéa phién;

- chém diA phién]
sau mdt khodng thdi gian kh8ng hoat ddng dwge xac dinh bdi quan trj vién an toan.
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Phy lyc D
(Quy dinh)
Tai lidu va danh gia Entropy

D.0 Gi&i thigu

Phy luc nay mé ta cac théng tin bd sung cAn thiét cho méi ngudn entropy duge st dung béi TOE.

Tai liéu cla (cac) ngudn entropy phél di chi tiét & sau khi doc, danh gid vién s& hiéu siu sic ngudn
entropy va tai sao ¢6 thd dwa vao né d2 cung cAp dly Al entropy. Tai liéu nay nén bao gdm nhidu
phin chi tiét: mo ta thiét ké, bién minh entropy, diéu kién hoat dong va thir nghiém mie 46 chiu dung.
Tai liéu ndy khong bat budc phai 1a mét phan clia TSS.

D.1 Mé ta thiét ké

Tai liéu phai bao gbm thiét k& clia mdi ngudn entropy nhir mét tdng thé, bao gbm si» twong tac cla tat
& cac thanh phan ngudn entropy. Bat ky thong tin nao co thé duoc chia sé lién quan dén thiét ké
cling n&n duoc bao gom cho bAt ki cac ngudn entropy bén thit ba nao ¢é trong sén pham.

Tai liéu phédi md t3 hoat déng clia ngudn entropy bao gdm entropy dwoc xtr Iy nhir thé nao, va lam thé
ndo dir liu chira x Iy (thd) c6 thé dwec |4y tir frong nguén entropy cho cac muc dich thlr nghiém.
Tai idu can md ta cac budc thiét ké ngudn entropy cho biét entropy xult phat tir d4u, noi dhu ra
entropy duoc truyén tigp theo, bat kj qua trinh xtv Iy sau d4i véi cdc dhu ra thd (hash, XOR...), ¢d
khéng/noi nae nd dwoc I trlr, va cudi cung, 1am thé nao dé xudt ra tir ngudn entropy. Bat ky diéu
kién nao @4t ra cho qua trinh (vi dy: chan) cling phai dugc mé ta trong thiét ké ngudn entropy. Cac so
dd va vi du dugre khuyén khich.

Thiét ké nay cing phal bao gdm mé ta ndi dung clia ranh gi®i an ninh clia ngudn entropy va mé ta
céch ranh gidi an ninh 8am bao rang ké dich bén ngodi ranh gidi khéng thé anh hudng dén tj Ié
entropy.

Néu duge thye hign, mé ta thiét k& phai bao gbm mo ta vé cach cac (ng dung clia bén thir ba cé thé
thém entropy vao RBG. M6 ta cla bét ky trang thal cla RBG duwec lwu lai gita lac tht ngudn va bat
ngudn phai duoc dua vao. '

D.2 Bién minh Entropy

Can phai c6 mot luan ct k§ thuat v& tinh khong thé dw doan treeéc dwoe trang ngudn dén tir dau va tai
sao lal dit tin tudng 1a ngubn entropy cung cp day dli entropy cho céc sty dung dau ra REG (bdi TOE
¢y thé nay). Luan cir nay s& bao gdm mdt mb ta vé 1i 1& entropy t6i thiéu mong muén (tirc |4 entropy téi
thiéu (theo bit) cho m3i bit hodc byte cla di¥ li€u ngudn) va gidi thich ring entropy day @l dang di vao
qua trinh tao hat ngdu nhién TOE. Thao luan nay s& 13 mot phin clla viéc gidi thich Iy do tai sao cb thé
dira vao ngudn entropy @é tao ra cac bit c6 entropy.
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S& Iwgng thang tin can thiét dé bién minh cho ty & entropy t&i thifu mong mudn tay thuje vao loai
ngudn entropy baa gbm trang san phim.

Déi v&i cac ngudn entropy do nha phét trién cung cap, d& xéc Ginh ty 18 entropy tdi thidu, nguwdi ta
mong mudn mét s6 lwong 1ém cac bit nguén thé sé duwoc thu thap, cac phép tht thdng ké sé durge
thwe hign, va ty | entropy téi thiéu dwoc xdc dinh tir cdc phép thlr thdng k&. Mc du khdng cd cac
phép thir théng ké nao dwge yéu ciu tai thoi didm nay, ngueita hy vong rdng mét sb phép thir 12 cin
thiét ¢é xac dinh lwong entropy téi thidu & méi dAu ra.

Dbl véi cac ngudn entropy dugc cung cAp bdi bén thir ba, trong d6 nha cung cip TOE co quyén truy
cap han ché ddi voi thiét ké va di lisu entropy thd, ngudn tai liéu sé chi ra éc tinh sé keong entropy
tBi thidu thu duec tir ngudn cla bén thr ba nay. C6 thé chap nhan nha cung cp "gia dinh" mét sb
lwong entropy i thiéu, tuy nhién, gid dinh nay phai dwoc néu rd trong tai liéu cung cép. Cu thé, wéc
tinh entropy 141 thiéu phai duere x4c dinh va gia dinh phai dugc bao gém trong ST,

B4t ké loai ngudn entropy nhw thé nag, bién minh ciing sé& bao gbm cach DRBG duoc khdi tao voi
entropy duwge néu trong ST, vi du bing cach xdc minh ring ty 1é entropy t&i thiéu duwec nhan véi sb
Iwgng dir liéu ngudn duge sir dung dé gieo hat DRBG hoac rang 1 1€ entrapy du kién dua trén sé
lwgng dif liu ngudn da dugc néu 16 rang va so sanh véi ty |& théng ké. Néu sé lugng di liéu ngudn
duoe st dung dé gieo hat DRBG khong 1 rang hodc ty & tinh toan khéng 16 rang lién quan dén hat,
tai ligdu sé khéng duwoc coi fa hoan chinh.

Bién minh entropy phai khéng bao gdm bét ky dir liéu nao duwgc thém vao bl bét ky (ng dung cla bén
thie ba hoZc tlr bt ky trang thai ndo Iy gilha cac 1an khéi déng lai.

D.3 Didu kién hoat dng

Ty |& entropy c6 thé bj anh hwéng béi cc didu kién ndm ngoai sy kiém soat cia ngubn entropy. Vi dy,
dién 4p, tn sb, nhiét 3, va thdi gian trol qua sau khi bat ngudn chi Ia mot vai trong sé cac yéu té cb
thé anh hwéng dén hoat déng clia ngudn entropy. Do d4, ti liéu cling s& bao gdm nhidu didu kién hoat
@bng ma & do ngudn entropy dugc mong dgi s& tao ra dir liéu ngdu nhién, Twong ty, tai lidu sé mé ta
cac didu kién ma & d6 ngudn entropy khdng cén dam bao cung cp di entropy. Céc phuong phap s
dung dé phat hign hu héng hodc suy thoai cla nguén phai duwgc dwa vao.

D.4 Thi# nghiém mirc d§ chju dirng

Cu thé hom, tit ca cac thlr nghiém mic 6 chju dung ngudn entropy va Iy do clia ching s& dwoc ghi
lai. Didu nay bao gm mé ta cAc bai thir nghiém mirc d3 chiu dung, 1) 18 va cac didu kign & 86 méi thiy
nghiém murc d@ chiu dirng duoe thue hign (vi dy, khi khéi ddng, khi hoat ddng lién tuc hodc theo yéu
cau), két qua dy kigén cho méi thir nghiém mdrc @8 chiju dieng, hanh vi TOE khi ngudn entropy hu héng,
va Iy do cho thdy tai sac mdi th(r nghiém dwgce cho 13 thich hop dé phét hién mét hodic nhidu hw héng
trong ngudn entropy.
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Thw muc tai liéu tham khao

[1] Collaborative Protection Profile for Stateful Traffic Filter Firewalls Version 1.0 (H6 so bao vé
cho thiét bj téng Itra loc Iueu lirgng cd trang théi) clia CCRA, Phién bén 1.0.
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