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L&i néi dau

TCVN 12853 : 2020 hoan toan twong dwong véi ISO/IEC
18031:2011, stra ddi 1:2011 va dinh chinh 1:2017.

TCVN 12853 : 2020 do Cuc Quan ly mat ma dan sy va Kiém
dinh san pham mat ma bién soan, Ban Co' yéu Chinh phl dé&
nghi, Tdng cuc Tiéu chuin Po lwdng Chat lvong thdm dinh,
Bo Khoa hoc va Céng nghé cong bo.
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TIEU CHUAN QUOC GIA TCVN 12853:2020

Cong nghé théng tin — Cac ky thuat an toan -
Bd tao bit ngau nhién

Information technology — Security techniques — Random bit generation

1 Pham vi ap dung

Tiéu chuén nay quy dinh mdt mé hinh khai niém cho bé tao bit ngau nhién dung trong mat ma cung voi
cac phén t& clia md hinh nay.

Tiéu chuan nay

quy dinh ddc tinh cla cac phan ti chinh duoc yéu ciu dbi véi mét b tao bit ngdu nhién bét dinh,

*  quy dinh ddc tinh clia cac phan ti chinh dwoc yéu ciu dbi véi mét tao bit ngdu nhién tét dinh,
o thiét 1ap cac yéu cu an toan cho ca bd sinh bit ngAu nhién bét dinh va tt dinh.

Trwdng hop co yéu cau phai tao ra chudi cac sé ngau nhién tir xau bit ngau nhién, phu luc B sé trinh
bay hudng dan vé cach thirc thwe hién.

Céc k¥ thuat kiém tra théng ké déi véi cac bo tao bit ngu nhién ding dé xac thue hosc kidm tra hop 18
moét cach doc 1ap va thiét ké chi tiét cho céc bd tao d6 ndm ngoai pham vi clia tiéu chudn nay.

2 Tai lidu vién dan

Céc tai liéu vién dan sau rét cn thiét cho viéc ap dung tiéu chun nay. Déi véi cac tai liéu vién dan ghi
nam cdng bé thi ap dung phién ban dwoc néu. Déi véi cac tai liéu vién dan khéng ghi ndm cong bé thi
ap dung phién ban méi nhat, bao gom ca cac sira ddi, bd sung (néu co).

TCVN 11485-2 (ISO/EC 9797-2), Cbng nghé théng tin - Céc ky thuat an toan - Ma xéc thuc théng diép
(MACs) - Phén 2: Co ché st¥ dung mét ham bam chuyén dung.

TCVN 12213 (ISO/IEC 10116), Céng nghé théng tin - Céc ky thuét an toan - Ché d hoat déng cho mé
khéi n-bit

TCVN 11816-3 (ISO/IEC 10118-3), Céng nghé théng tin - Céc ki thuét an toan - Ham bam - Phén 3:
Ham bam chuyén dung.

TCVN 11367-3 (ISO/IEC 18033-3), Céng nghé théng tin - Céc ky thuat an toan - Thuét todn mat mé -
Phén 3: M3 khéi
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TCVN 11295 (ISOAEC 19790), Céng nghé théng tin - Céc ky thuét an toan - Cac yéu cau an toan cho
mé dun mat méa

ISOAEC 18032, information technology — Security techniques — Prime number generation
3 Thuéat ngi¥ va dinh nghia

Tiéu chuén nay ap dung cac thuét ngl va dinh nghia dwdi day:

3.1

Thuat toan (algorithm)

Qua trinh tinh toan dwoc quy dinh rd rang d& tinh toan mdt bo quy téc, trd v& mot két qua nhat dinh néu
tuan tha dang.

3.2
An toan cho trwwérc day (backward secrecy)

Dam bdo rang cac gia tri trude §6 khong thé xac dinh dwec tir cac théng tin cla gia tri hién tai hoac
cac gia tri tiép theo.

3.3
Nguén phan bé léch (biased source)

Ngudn céc xau bit (hodc s8) 14y tir mét khong gian mau sao cho mét sé xau bit (hodc sé) duoc chon
nhidu hon so véi mot sé xau bit (hodc sb) khac.

CHU THICH 1 Twong ty, néu khdng gian m&u gdm r phan tl, thi mdt sé phan ti s& xuét hién voi xac suat khac 1/r.
CHU THICH 2 Thuét ngi¥ ndy hoan toan trai ngwerc véi ngudn khéng chich (3.35).

34

Déng bit (bit stream)

PAu ra cac bit lién tuc tir mét thiét bi hodc mdt co' ché.

3.5

Xau bit (bit string)

Chubi hiru han cac s6 0 va 1.

3.6

Hép den (black box)

Co ché Iy twdng chip nhan cac gia tri Gu vao va tao ra cac gia trj dau ra, nhung duorc thiét ké sao cho
nguwdi quan sat khong thé thiy bén trong chiéc hdp hodc xéc dinh chinh xéc nhirng gi dang xay ra bén
trong chiéc hdp do.

CHU THICH Thuat ngi nay hoan toan trai nguoc voi hop tréng (3.14).
3.7
Ma khéi (block cipher)

M3 déi x(rng voi tinh chit 1a thuat toan ma hoa thao tac trén cac khéi cla ban rd, nghia la trén xau bit
c6 dd dai xac dinh, két qua cho ra khéi ban ma.

8
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[TCVN 11367-1]

3.8

Ranh gi¢i mat ma (cryptographic boundary)

Puwéng bao khép kin lién tuc duoc xac dinh & dang hién, thiét 1ap cac ranh gidi Idgic va/hodc vat ly cda
mo-dun mat ma va chira tat cd cac thanh phan phan crng, phdn mém va/hodc phan sun clia mé-dun
méat ma.

[TCVN 11295)

3.9

Thuat toan tit dinh (deterministic algorithm)

Dic trung clia mot thuat toan sao cho cling mot dau vao cho truére lubn tao ra mét dau ra gidng nhau.
3.10

B tao bit ngdu nhién tat dinh (deterministic random bit generator)

DRBG

B tao bit ngdu nhién tao ra mdt chudi bit xuat hién ngau nhién bang cach st dung mét thuat toan tat
dinh tlr mét gia trj kh&i tac ngéu nhién thich hep duec goi la mam va cé thé them mét sé dau vao thir
cap ma khéng anh huéng dén do an toan cda bd tao bit ngdu nhién.

CHU THICH Bic biét, cac ngudn bét dinh ciing c6 thé 13 mét phan clia cac dau vao thi cip nay.
311

Entropy (entropy)

D6 do sy hdn loan, tinh ngdu nhién hoc bién ddi trong mét hé thdng dong.

CHU THICH D3 bét djnh clla mét bién ngAu nhién X 1a mét dai lwong todn hoc chi lwgng thang tin thu dwoc khi quan sat bién
X.

312
Ngudn bat dinh (entropy source)

Thanh phan, thiét bi hodc s kién tao ra dau ra theo mét s6 cach nhét dinh nac dé, tao ra mét xau bit
chira entropy.

3.13
An toan cho sau d6 (forward secrecy)

Dam bao réng théng tin cla cac gia trj tiép theo (trong lai) khéng thé xac dinh dugc tir cac gia trj hién
tai hodc cac gia trj trwére §o.

3.14
Hép tring (glass box)

Co ché ly twdng chdp nhan cac gia tri dAu vao va tao ra cac gia tri dhu ra va dwoc thiét ké sao cho
ngwdi quan sat ¢o thé thay bén trong va xac dinh chinh xac nhirng gi dang xay ra.

CHU THICH Thuat ng nay hoan toan trai nguge véi hop den (3.6).
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3.15

Ham bam (hash-function)

Ham anh xa cac chudi bit thanh cac chudi bit ¢6 dd dai ¢d dinh, théa man hai dac tinh sau day:

« Khéng thé tinh toan dé tim ra d4u vao twong (ng véi mdt dau ra cho trwdc.
«  Khdng thé tinh toan dé tim ra d4u vao tht hai ¢é chung dau ra véi dau véo d6.
CHU THICH Kha nang tinh toan phy thudc vao cac yéu ciu an toan va méi trerong cu thé.

[TCVN 11816-1 (ISO/IEC 10118-1)]

3.16

Ngubn bat dinh con ngw&i (human entropy source)

Ngudn bat dinh c6 mét sé thanh phan ngau nhién c6 vai tré clia con nguoi.
347

Bé tao bit ngau nhién tat dinh lai ghép (hybrid DRBG)

B4 tao bit ngAu nhién tat dinh str dung nguén bét dinh khéng xac dinh nhu 1a mét ngudn bt dinh bb
sung.

3.18

B6 tao bit ngdu nhién bat dinh lai ghép (hybrid NRBG)

B6 tao bit ngAu nhién bét Ginh 14y mét gia tri mam lam mét ngudn bét dinh b sung.
CHU THICH B# tao bit ngau nhién bat dinh lai c thé |a vat ly hodc phi vat ly.

3.19

Gia tri khéi tao (initialisation value)

Gia trj dwoc str dung dé xac dinh diém bét dau clia thuét toan mat ma.

CHU THICH Gi4 tri khdi tao duge si dung trong ham bam hodc mdt thuét todn ma héa 1a mot vi dy.
3.20

Hop Kerckhoffs (Kerckhoffs box)

Hé mat Iy twdng ma ké tAn cong biét duoe thiét ké va khoa cong khai nhung khéng biét khoa bi méat
va/hoac thong tin bi mat khac.

CHU THICH Di véi ké thn cong, hop Kerckhoffs 1a khai nigm lai gitta hop den va hop tréng.
3.21
Kiém tra véi cdu tra 101 da biét (known-answer test)

Phuong phap kiém tra mét co ché tat dinh x(r ly mét dau vao nhat dinh va két qua dau ra dwoc so
sanh v&i mét gia tri twong (ng da biét.

CHU THICH Kiém tra v&i cau tra 161 da biét clia mot co ché tit dinh ciing ¢6 thé bao gdm kiém tra tinh toan ven cla phan
mém thiec thi co ché tat dinh. Vi du: néu phan mém thire thi co ché tt dinh 13 chir ky sé, thi chir ky cb thé dwgc tinh lai va so
sanh véi gia trj chir ky da biét.

3.22
10
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D6 bét dinh nhd nhét (min-entropy)

Gidi han dwéi cha do bat 'dinh ¢6 hiéu qua trong viéc xac dinh gia trj woc lwgng trong trudng hep xau
nhét clia do bét dinh |y mau.

CHU THICH Xau bit X (hodc chinh xac hon 13 bién ngéu nhién twong (rng md phdng cac chudi bit ngau nhién loai nay) cé d¢
bt dinh nhé nhat 1a k néu k 14 gia trj 1on nhit sao cho Pr[X = x] < 27X, Tirc 1a X bao gdm k bit cia 49 bat dinh nhé nhét hodc
clia linh ng&u nhién

3.23

Bo tao bit ngdu nhién bét dinh (non-deterministic random bit generator)

NRBG

B¢ sinh bit ngAu nhién ¢ d6 an toan phu thugc vao viéc ldy mau mot ngudn entropy.

CHU THICH Nguén bét dinh sé& dugc lay mau bat cv khi nao bd tao bit ng&u nhién tao dau ra va co thé véi thn suét Ién hon.
3.24

Ham mot chiéu (one-way function)

Ham c6 tinh chét d& dang tinh dwoc dau ra déi véi dau vao cho triede nhung lai khéng thé tim dwoc
dau vao twong &ng néu cho trudc dau ra.

[ISO/NEC 11770-3]
3.25
Ham tao diu ra (output generation function)

Ham trong mét bd tao bit ng&u nhién tinh toan dau ra ctia bd tao bit ngau nhién tl trang thai bén trong
cua bo tao nay.

3.26
Chubi bit gid ngau nhién (pseudorandom sequence of bits)

Chudi bit hodc mét sé dwec chon mot cach ngdu nhién ngay ca khi qué trinh lyra chon duwoc thye hién
bdi mot thuat toan tat dinh.

3.27

Bo tao bit ngdu nhién tit dinh thuin tdy (pure DRBG)

B tac bit ngau nhién tat dinh trong d6 ngudn bét dinh chinh 1a mam.
3.28

B tao bit ngau nhién bt dinh thuan tiy (pure NRBG)

B4 tao bit ngau nhién bét dinh trong d6 ngudn bat dinh 13 khéng xac dinh.
3.29

B tao bit ngdu nhién (random bit generator)

RBG

Thiét bi hodc thuat toan cé du ra 1a mét chudi bit xuat hién doc 1ap va ddng xac suét.

11
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3.30
Thay mim méi (reseeding)

Chirc nang chuyén ddi trang thai bén trong chuyén biét bang cach cap nhét trang thai bén trong khi mét
gia tri mdm méi duoc cung cép.

CHU THICH Vigc st dung thuat ngl “Thay mim méi" khéng chi c6 trong tai ligu. M&t sb téc gid cling st dung “Thay mam
méi" @& chi co ché thay thé gia tri hién thoi cda trang thai bén trong bang mét gia tri méi. Tiéu chudn nay tuan theo dinh nghia
nay. Tuy nhién, thuéng thi nguoi ta phan biét gira “Thay m&m méi” va “Cép nhat mdm". Thuét ng@ "Thay mim méi® chi bao
gdm cac co ché thay thé trang thai bén trong bing mét gia tri méi ma khéng phu thudc vao gia tri hién thoi (da phan & mjt
qua trinh tao mam mai). Nguece lai, "Cap nhat mém” ding dé chi mét co ché tinh toan trang thai bén trong méi tir gia trj hién
thri v cac dir lidu khac (thwdng 18 bAt dinh) (Tham khao 9.6, muyc 3).

3.31
Tham s6 bi mat (secret parameter)

PAu vao clia mdt bd tao bit ngiu nhién trong qua trinh khdi tao, cung cp entropy bd sung trong trdng
hop ngudn entropy bj 16i hodc bj lam ton hai.

3.32

Mam (seed)

Chudi bit dwoc sir dung lam déu vao clia mét b tao bit ngdu nhién tat dinh.
CHU THICH M&m s& xac dinh mdt phan trang thai cla bd tao bit ngdu nhién tét dinh.

3.33

Vong d&i ciia mam (seedlife)

Khoang thai gian tir khi kh&i tao b tao bit ngau nhién tir mét mam dén khi thay mam méi (khdi tao day
dl) cung cip cho b tao bit ngiu nhién mét gia tri mam khac.

3.34
Trang thai (state)

Didu kién clia mdt b tao bit ngAu nhién hodc thanh phan bt ky cla bé tao ing véi thei gian va tinh
huéng cu thé.

3.35
Nguédn phén bd déu (unbiased source)

Ngubn cac xau bit (hoac sb) 14y tir mét khdng gian mau sao cho tat ¢a cac xau bit (hodc sé) duoc chon
v&i clng mot xac suét.

CHU THICH 1 Twong ty, néu khong gian mau gbm r phan ti, thi 14t cd cac phin tlr s& xuét hign véi xac suét 1/r.
CHU THICH 2 Thuat ngl ndy hoan toan trai ngwec véi ngudn phan bé léch (3.3).

4 Ky hiéu

Trong tiéu chuan nay ap dung céc ky hiéu dwéi day:

Ky hiéu Y nghia
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Pr[x] Xac sudt xuét hién clha x.

v

Gia trj khi tao.

[xi Lam tron 1&n; s6 nguyén nhd nhat Ién hon hodc bing X. Vidu: [S]1 =5,
[5,3] = 6.

XY Phép cdng bit loai trir (hay dworc goi la cong bit theo mod 2) cla hai xau
bit X va Y ¢o6 cung dé dai.

Xy Phép nédi hai xau bit X va Y theo thi tw.

la] D dai bit clia xau a.

x modn S6 duw duy nhat r,0 <r <n—1 khi sb nguyén x chia cho n. Vi du:
23mod7 = 2.

@ Buoc st dung trong hinh d& minh hoa bd “chuyén ddi" gitra cac ngudn

dau vao.

5 Bic diém va yéu cau dbi véi bd tao bit ngiu nhién
5.1 Dic diém cha b tao bit ngiu nhién

Céc tinh chat nglu nhién c6 thé dwgc mé phong bang cach tung mét ddng xu lén khéng khi va quan
sat mat hudng I1€n trén khi né roi xubng dat, trong d6 mét mat duec goi la “mat ngtka” (H) va mét con
lai dugc goi la "mat sap” (T). Ddng xu cling c¢b go, tuy nhién xac suit d& g& ddng xu cham G4t hiém khi
xay ra nén cé thé bd qua trwdng hop nay.

Tung déng xu nhiéu &n tao ra mét chudi co thir ty két qua clia viéc tung ddng xu ky hiéu 13 mét chudi
H va T. Vi du: chudi "HTTHT” (doc tir trai sang phai) nghta la mat nglra rdi dén mat sép, tiép theo la
mét sAp, mat nglra rdi dén mat sdp. Chudi két qua tung ddng xu nay c6 thé chuyén ddi thanh mét chudi
nhi phan bng céch gan H bing s mot nhj phan ('1') va T bing s6 khdng nhi phan (‘0); chudi nhi phan
két qua 1a “10010'.

Cc tinh chét yéu ciu cla tinh ngau nhién cé thé dwgc kiém tra bang cach st dung vi du tung ddng xu
dwoc mo ta & trén. Két qua clia méi 1an tung déng xu la:

1. Khéng thé doan truvéc dwoc: Trudc khi tung, khong thé biét dwec dbng xu roi xudng dat bang mit
nglra hay mét sép. Ngoai ra, néu két qua tung dwoc gilr bi mat, thi khéng thé xac dinh duwoc két
qua tung ddng xu 1a gi néu biét mdt két qua tung ddng xu sau d6 bat ky. Tinh khong thé doan
trude dwoc phy thude vao viee ngudi quan sat ¢ thé quan sat dwoc két qua cla viéc tung ddng
xu hay khéng. Khai niém dé bat dinh dinh lwong s lwong két qua khéng thé doan truwdc duoc
ho&c khdng chic chén lién quan dén ngudi quan sat va sé dwoc thdo luan ki hon & phan sau cla
tiéu chuan nay.

2. Khdng chéch: mdi két qua thu dwoc cé cung kha ning xay ra;

3. Doc lap: qua trinh tung ddng xu dwoc cho |a qua trinh khong nhé; bat cl diéu gi xy ra trudc khi
tung ddng xu hién tai khéng anh hwdng dén né.

Vi vay, chudi két qua cla viéc tung ddng xu ¢ thé trec tiép ap dung cho mét bd tao bit ngdu nhién.
Céc bd tao bit ngau nhién dwoc quy dinh trong tiéu chudn nay md phdng chudi két qua clia viéc tung
ddng xu Iy twdng.
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Nhw da néu & trén, tinh khong thé doan trude la thude tinh bt budc clia mét b tac bit ngau nhién. Do
dé, khéng thé dy doan d4u ra clia mét bo tao bit ngdu nhién dwoc thie thi va lam viéc ding cach. Tinh
an toan vé phia treéc lién quan dén kha nang du doan dau ra tiép theo clia bé tao bit ngéu nhién dwa
trén théng tin vé cac gia trj dau ra treedc d6 valhodc cac trang thai bén trong. Viéc khdng xac dinh dwec
dau ra trede do cia bo tao bit ngiu nhién khi biét thdng tin v& dAu ra hién tai hoac twong lai clia bd tao
bit dwoc goi Ia tinh an toan vé phia sau.

Quyét dinh két hop tinh an todn vé phia trudc voi an toan vé phia sau phy thudce vao yéu ciu cla tng
dung.

Cac yéu t sau day can dwoc xem xét khi quyét dinh két hop tinh an toan vé phia trrée véi an toan vé
phia sau:

1. Trong mét sb trueong hop, viée dat dwoc tinh an toan v& phia sau quan trong hon viéc dat dwoc
tinh bi mat vé phia trudc. Vi du: néu mot hé mat b 19, ké tAn cong cé thé doc dwge cac thong diép
¢l dwoce xt Iy bang hé mat dé. Tinh an toan vé phia triedc khdng duoc quan tam vi hé mét khéng
¢on duoc st dung bdi ngudi s& hiru dau. Viéc dat dugc tinh an toan vé phia sau 1a don gian (vi
du: bing cach stir dung ham mat chidu trong thiét k&) mac di cé thé &nh hwéng dén hiéu suét do
thwe hién tinh chét nay va phu thudc vao thiét ké.

2. Viéc dat dwoc tinh an toan vé phia trudc cé thé khong thich hop dbi véi mét sd hé mat. Vi du: thé
théng minh dwoc khai tao tai noi san xuét véi gia tri mam c6 dd bat dinh @&y a0 va sé hét han sau
mét khodng thoi gian nhét dinh (vi du: hai hodc ba nam). Trong trwéng hep nay, co thé dé dang
‘thay thé thé cii bing mét thé mai c6 gia tri mam khac thay cho viéc phdi @dm bao tinh an toan vé
phia trudc trong thiét ké bo tao bit ngau nhién.

3. Trong mét sé tredng hop, viéc dat duoc tinh an toan v& phia trwéc cd thé quan trong hon viéc dat
dwoc tinh an toan vé phia sau. Vi duy: viéc tao gia tri nonce an toan. Thuat toan tao bit ngau nhién
khéng can dam bao tinh an toan vé phia sau vi tat ca cac gia tri dAu ra trwdc do sé duoc biét dén.
Tuy nhién, tinh an toan v& phia tredc can phai ddm bao dé& ngan chan ké tan céng véi nhitng
théng tin da biét vé bd tao co thé dw doan dwoc cac gia tri dau ra sau nay.

5.2 Yéu cau dbi véi bé tao bit ngau nhién
Cac yéu cu sau day dugc ap dung cho tét ¢ cc bd tao bit ngau nhién ca tat dinh va bat dinh.

Day la cac yéu ciu co ban nhim dam bdo an toan cho cac co ché méat ma yéu cau dau vao ngau
nhién.

Ngwéng gitra tinh kha thi va khdng kha thi sé duoc xac dinh theo yéu cau chung doi voi mic an toan
méat ma t6i thiéu ch&p nhan dwgc clia ing dung.

1. Can clr vao mét sé gia thiét nhat dinh, khéng thé phan biét d4u ra cia mét b tao bit ngau nhién tiy
cac bit ngdu nhién thuc cé phan bd déu. Thong thuang, tat ca cac dau ra co thé xay ra véi xac
suat bang nhau va mét chudi két qua dau ra xuét hién véi phan bd déu.

2. Cho trudc mét chudi cac bit dau ra, khong thé tinh toan hodc du doan bt ky bit dau ra nao da xuét
hién hodc sé xu4t hién.

3. Trong subt thoi gian ¢o6 hiéu lwc clia bd tao bit ngau nhién, khong thé dy doan sw 13p lai cla chudi
dau ra.

4. B tao bit ngau nhién sé& khong lam ro ri thong tin bi mat (vi du: trang thai bén trong clia mét bd tao
bit ngau nhién) théng qua dau ra cta no.

5. B§ tao bit ngau nhién sé khéng 1am ré ri théng tin bi mat cho ké t&n céng.
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CHU THICH 1 Tan céng thai gian 1a mot vi du cho viée khdng théa mén yéu cu 5.

SN

B tao bit ngiu nhién sé khong tao ra céc bit néu bd tao khéng dwoc danh gia la c6 dé bat dinh
d4y du. Tiéu chudn va tinh dAy a0 clia 35 bAt dinh quan trong hon cac yéu ciu cla tiéu chuén nay
va yéu chu clia irng dung.

Khi phat hién co 18i, bd tac bit ngau nhién phai (a) chuyén sang trang thai I15i vinh vién hodc (b) c6
thé khoi phuc tir mot do bat dinh tdn that hodc thda hiép néu trang thai 16i vinh vién khéng duoc
chép nhén trong cac yéu cau clia &ng dyng. Cac yéu ciu nay dwgc thda man trong thiét ké clia bd
tao.

CHU THICH 2 Xem muyc 8.8 va 9.8 d& c6 thang tin khi bj I8i va cac phép kiém tht cla bd tao bit ngiu nhién tat dinh va bét

dinh.

8.

9.

10.

11.

12.

Thiét ké va thure thi mét bo tao bit ngdu nhién phai co mét ranh gidi bdo vé xac dinh. Ranh gidi bao
vé duoc quy dinh trong TCVN 11295 (ISO/MEC 19790) (xem phu luc I).

Xac suét dé bo tao bit ngdu nhién cé dau ra khong dap (rng yéu cau (vi du: dau ra cb dinh hodc co
chu Ky nhé téec 1a 13p lai cing mét dau ra) phai 60 nhd. Didu db ¢6 nghia 1a xac suat xay ra I6i phai
phl hop véi yéu cau tong thé vé hoat dong chinh xac cla b tao bit ngdu nhién, tuy nhién khéng
ddng nhat véi yéu cau vé& 3¢ an toan mat ma.

Thiét ké clia bé tao bit ngdu nhién phai bao gdm cac phuong phap dé ngin chan anh hwéng, thao
tac c6 thé dir doan duoc hodc dyw doan dau ra clia bd tao bing cach quan sat cac dic tinh vat ly
cua né (vi dy: mirc titu hao nang lwong, théi gian hodc sy phat xa).

Qua trinh thue thi phai dworc thiét ké cho phép xac nhan tinh hop 1&, bao gdm nhirng khang dinh
thiét ké cu thé vé viéc bd tao khong thuc hién. Viéc kiém tra tinh hop 1& ctia mdt bd tao bit bat dinh
c6 nghia la xem xét bd tao cé hoat déng nhw mong dei hay khéng, khéng chi trong digu kién hoat
ddng binh thwdng ma con & céc ranh gidi cla diéu kién hoat dong duw kién. Cac doan ma lién quan
dén an toan trong ma ngudn gidp didu chinh hanh vi trong diéu kién dic biét (vi dy: khdi tao, kiém
thir khong dat,...) phai dwgc xac nhan bing cach thir tat ca cac diéu kién 16i xay ra trong qua trinh
kiém tra.

Phai c6 cin c thiét ké (ly thuyét, thirc nghiém hodic ca hai) dé hd tre tat ca cac yau clu an toan
cho bd tao bit ngau nhién bao gém viéc bdo vé trudc cac hanh vi sai.

5.3 Yéu ciu tiy chon ddi véi bo tao bit ngiu nhién

Céc yéu cau tuy chen cho mét bd tao bit ngau nhién nhw sau:

1

Néu bd tao bit ngdu nhién coé kha ning hoat déng & nhidu ché d, thi né phai tra vé thong tin cla
ché d6 dang hoat ddng theo yéu cau.

Ung dung cé thé yéu ciu bd tao bit ngau nhién chay & ché do kiém thi, vi du: khi st dung gia tri
mam khong bi mat, do d6 c6 kha nang tai tao lai cac bit ma no sinh ra. Khi mét bd tao bit ngau
nhién chay & ché o6 kiém th(, nd khong dwoc st dung dé tao ra cac bit bi mat. Khi st dung mét
gid tri mam bi mét, bd tao sé& khéng hoat dong & ché do kiém thi.

Puoc coi nhw mét hap trdng, b tao bit ngiu nhién phai ddm bao tinh an toan v& phia sau. Néu
thudc tinh ndy dwec hé tre thi nghia 13 cho trwée tat ca cac thong tin co thé tiép can dwoc vé b
tao bit ngau nhién (bao gdm mét so tap hop cac gia trj dau vao, thuat toan va dau ra), khéng thé
tinh todn hoZc dy dodn (tinh theo @ an toan quy dinh) bat ky bit dau ra nao trwdc do.

Duoc coi nhw mét hop trang, bo tao bit nglu nhién phai dam bao tinh an toan vé phia trwéde. Néu
hd tre, thi nghia la cho trdc tat ¢a cac thdng tin co thé tiép can dugc vé bd tao bit ngau nhién
(bao gdbm mot sé tap hop cac gia trj dAu vao, thuat toan va du ra), khong thé tinh toan hodc dw
dodn (tinh theo dd an toan quy dinh) bat ky bit dau ra s3p t6i nao tinh ti thoi diém yéu céu tinh an
toan vé phia trudc.
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6 M6 hinh bd tao bit ngau nhién
6.1 M6 hinh chire nang, khai niém dé tao bit ngau nhién

Hinh 1 mé t& mé hinh chirc ndng, khai niém cho qua trinh tao bit ngau nhién. Mé hinh nay va cac yéu
cau lién quan ciing nhw muc tiéu ma bé tao bit ngdu nhién phai dat dwgc khong co rang budc hay bét
budc thye hién cho di la bo tac ngau nhién bét dinh hay tat dinh. Vi khong phai tat ca cac khia canh
quan trong cla viéc tao bit ngdu nhién c6 thé xac dinh theo thuat toan, do d6 quan diém chirc nang cia
viéc tao bit ngdu nhién 1a trung tam clia dinh nghta vé& cac bd tao bit ngau nhién trong tiéu chuan nay.

Mé hinh chirc ndng bao gdm moi thir cdn thiét dé tao cac bit ngau nhién. Céach tiép can toan dién nay
& cin thiét & dam bao réng GAu ra clia bd tao bit ngdu nhién 1a ngau nhién nhw mong mudn.

Khi mét bé tao bit ngdu nhién hodc mét thanh phan cta hé théng khéng hét hop tric tiép tt ca céc
thanh phan chirc nang hoac gidi quyét tat ca cac yéu ciu chirc ndng dwoc quy dinh & day, thi bd tao
bit ng&u nhién @6 cb thé van pht hop voi tiéu chudn nay néu thanh phan clia né duoc st dung trong
mot hé théng cung cép cac yéu td con thiéu va dap ng cc yéu ciu con lai. Mét bd tao bit ngau nhién
nhw vay sé cd cac yéu cau chirc nang bd sung. Nhitng yéu ciu @6 trd thanh mét didu kién tién quyét
cho viéc st dung bd tao bit ngau nhién.

CHU THICH €6 nhirng bé tao bit ngau nhién khéng két hop tat ca cac thanh phan chirc ndng nhw durgc md té trong hinh 1. Vi
dy: Cac b tao bit ngiu nhién bat dinh vat Iy khdng nhét thiét cén thém dau vao bd sung.

6.2 Cac thanh phén co ban clia bd tao bit ngdu nhién
6.2.1 Gi&i thidu vé cac thanh phan co ban ctia bd tao bit ngiu nhién

M6 hinh dwoe md ta trong hinh 1 ¢d 6 thanh phan co ban, tuy nhién day 1a trwdng hop dap tng tat ca
cac yéu cau chirc nang ma khong can két hop tat ¢ cac thanh phén co ban. D6 1a:

a) Nguén bat dinh;

b) Déu vao bb sung;

¢) Trang thai bén trong;

d) Ham chuyén doi trang thai bén trong;
e) Hamtao daura; va

f) Céacham hd tro.
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Ngudn bat dinh Gl
Pau vao bd sung

Ham chuyén d6i

Trang thai ben trong trang théi bén trong

Ham tao dau ra

Cac ham ho trer

Dau ra ngau nhién

Hinh 1: Mé hinh chi¥c ning clia b tao bit ngau nhién
6.2.2 Ngudn bit dinh
6.2.2.1 Gi®i thiéu vé ngudn bat dinh

Ngudn bat dinh 12 ngudn cac bit khong thé dy dodn trwdc dwoe. Cac bit nay co thé bi léch va phuc
thudc vao nhau & mdt mirc 46 nao dé; trén thyc té didu nay thuong xay ra. Béi voi bo tao bit ngdu
nhién tat dinh, ngudn bat dinh ¢6 thé 1a mét bo tao bit ngiu nhién bat dinh riéng biét, tir xa. Tuy nhién,
déi véi mot bd tao bit ngBu nhién bét dinh, thanh phdn ngudn bét dinh 1a két hop cua sy tén tai cla
hoat déng tao ra dd bat dinh, sw phat hién cla hoat dong nay va co ché sé hoa.

Nguon bat dinh tao ra cac bit véi do bat dinh khac 0. Day 13 thanh phan duy nhét trong mé hinh tac ra
d6 bat dinh. Ngudn bat dinh bao gdm tit cd moi thtr khéng xac dinh trong mé hinh bd tao bit ngau
nhién, cung v&i moi yéu cau cho ngudn tw biéu thj theo cac bit (trai nguoc véi cac tin hiéu teong ty
hodc hoat ddng chira sb héa khac). Trong mét bd tao bit ngau nhién tat dinh, ngudn bét dinh 1a khéng
xac dinh m&c du tinh chét khéng thé di doan duoc clia b tao phy thudc hoan toan vac 8¢ bét dinh
clia mét Gau vao dic biét dwoc goi la mam. Mé hinh khéng gid dinh bat cl diéu gi vé kha nang dv
doan, 86 chéch hoac tinh ddc lap clia cac bit duoc tao ra bdi ngudn, khac biét s6 véi ngudn bat dinh co
dd bét dinh khac 0. Tuy nhién, moi thiét ké bd tao bit ngau nhién cu thé sé can thiét 1ap cac diéu kién
xac dinh nhdm dam bao thiét ké sé hoat dong.

Mé hinh cho phép ngudn bét dinh bi pha hlly theo nhitng céch khac nhau. Mdt cach 66 1& pha hly dé
quy. Dic biét, ngudn bat dinh cho mdt bd tao bit ngau nhién cd thé 1a mét bd tao bit ngau nhién (bén
ngoai) riéng biét khac. That vay, bd tao bit ngdu nhién ngoai cé thé str dung mét bd tao bit ngau nhién
khac nhw mét ngudn bat dinh. Khdng cé gi¢i han nao cho viéc xay dung dé quy, tuy nhién qua trinh dé
quy nhw vay phai két thic bing mét ngudn bat dinh (khéng xac dinh) that sw, néu khong toan bd cau
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tric bi hliy bd. Ngoai ra, viéc xay dung phai ddm bado do bét dinh cla hé théng day G dé hé tro cac
tiéu chi dau vao cho tirng bd tao bit ngdu nhién riéng biét.

6.2.2.2 Cac yéu cau dbi véi ngudn bét dinh
Céc yéu ciu ddi véi ngudn bat dinh clia mét bd tao bit ngiu nhién nhuw sau:

1. Ngudn bat dinh phai dwa vao cac nguyén tic dwoc thiét 1ap tét hodc cac hanh vi dac trng phd
bién.

2. Ty lé do bét dinh phai dwoc Ganh gia hodc phai tw diéu chinh qua trinh thu thap sao cho lwong 6o
bét dinh trén mot don vi hodc sw kién thu thap phai dat dwee hodc vurot qua gidi han dwéi dwec
thiét ké.

3. Ngubn bét dinh phai dworc thiét ké sao cho bat clr thao tac nao (nhw kha nang kiém soat ngudn bét
dinh), anh hudng (nh kha ndng tao dé chéch cho ngudn bét dinh) hodc qua trinh quan sét béi
mot s6 thwe thé bén ngoai trai phép phai dwoc gidm thiéu téi da theo cac yéu cdu clia (rng dung.

4. Phai phat hién dwoc viéc mat mat hodc suy gidm nghiém trong ngudn bét dinh.

6.2.3 Pau vao bd sung

6.2.3.1 Gi&i thiéu vé diu vao bo sung

PAu vao bd sung co thé dwoc st dung dé ca nhan héa dau ra clia bd tao bit ngau nhién dua trén cac
théng sb nhu thoi gian/ngay thang, st dung di¥ liéu va théng tin dugc ngudi ding khac cung cép,
va/hoac di® liéu can thiét @& kidm soat chirc nang bén trong clia bo tao bit ngau nhién. Cac dau vao
nay thwdng bao gbm cac 1énh va/hodc cac tham sé bién thién theo thdi gian nhw xung hodc bd dém
bén trong. Do bat dinh ctia d4u ra phai khéng phu thudc vao bt ctx dac tinh ndo ctia dau vao bd sung.

6.2.3.2 Cac yéu cau dbi véi dau vao bd sung

Hinh thirc va viéc str dung dau vao bd sung phai khéng lam gidm d6 bat dinh clia bo tao bit ngau
nhién.

6.2.4 Trang thai bén trong
6.2.4.1 Gii thiéu vé trang thai bén trong

Trang thai bén trong chira bd nhé clia bd tao bit ngau nhién. C6 thé bao gém mam, bd dém, gia tri
xung, dau vao ngudi diing, d6 an toan cla dau ra... Trang thai bén trong bao gdm tat ca cac tham sb,
bién va cac gia tri lwu trir khac dwoc phan tét dinh cla bé tao bit ngdu nhién st dung ho&c hoat déng.
Trang thai bén trong thwdng chira trong dac ta vé cac ham tat dinh; md hinh lam cho trang théi tré nén
ré rang dé giai quyét tét hon van dé an toan ma né cé thé anh huéng.

V& mat chirc nang, trang thai bén trong déng hai vai trd khac nhau. Dau tién la @& ddm béo ring dau ra
xu4t hién ngAu nhién ngay ca khi @ bat dinh clia dau vao khong dd dé tao ra mot chubi véi do dai nhét
dinh thue sw 12 ngau nhién. Vi ham chuyén ddi trang thai bén trong va ham tao d4u ra la cac ham tét
dinh va do cac ham tat dinh cé tinh chat la cho cling mét gia trj d4u ra véi cling mét gia tri d4u vao, nén
cén phai c6 mot bién trang thai dwoc xay dwng dé thay @di tirng khdi dau ra clia b tao bit ngdu nhién.
Muc dich ctia bién nay 13 dam bdo rang Gau ra xuat hién ngau nhién ngay ca khi khdng cé hodc co it do
bat dinh thyc sy dwoc thém vao hé thong.

Diéu nay dac biét phi hop véi mét bd tao bit ngau nhién t&t dinh. B6i véi bd tao bit ngAu nhién tét djnh,
néu mam hodc tham sé bi mat khong dugc cap nhat bdi mot thiét bj bén ngoai, thi c6 thé tao ra mét
chudi 13p lai cla trang thai bén trong. Vi vay, mam (hodc tham sé bi mat) phai dwoc cap nhat dinh ky
hoc thiét bi phai khdng hoat déng dwoc sau mét khoang thei gian xac dinh trude.
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Phan trang thai bén trong hé tro' chivc nang nay dwoc goi la trang thai 1am viéc. Phai dam bdo ring gia
trj cla trang thai lam viéc khong bj anh hudng bdi bt ky sy kién bén ngoai nao (vi dy: bang cach khi
ddng lai bd tao bit ngau nhién).

Vai tré thir hai clia trang thai bén trong 1a tham sé héa cac ham chuyén déi trang thai bén trong tat dinh
va/hodc ham tao dau ra ma khong biét dén tham sé nay, ham tat dinh thé hién cac thudc tinh can thiét
clia né. Vi dy, né cé thé tham sé héa ham tao dau ra theo cach khong thé suy ra trang thai bén trong tir
dau ra khi khdng biét tham s bi mat. Tham sé bi mat (di khi dwoc goi 1a khoa cia bd tao bit ngu
nhién) thuwdng 1a mot hodc nhidu khda mat ma va dwoc tao ra mot cach ngdu nhién. Khi ton tai mot
tham sb bi mat nhw vay, né sé cé théi han an toan duwoc xac dinh ré rang bao gdm cac quy dinh vé
viéc tao, phan phdi, cap nhat va hay.

CHU THICH 1 Tham s6 bi mat khang bt bugc cho tat ca cac bo tao bit ngdu nhién.

CHU THICH 2 Van dé quan Iy khéa dugc quy dinh trong ISONEC 11770-1 [6).

6.2.4.2 Cac yéu cau ddi v&i trang thai bén trong

C4c yéu chu ddi voi trang thai bén trong clia mét bd tao bit ngéu nhién nhw sau:

1. Trang thai bén trong phai dugc bdo vé phl hep véi viéc sir dung va dd nhay cla dau ra.

2. Trang thai bén trong phai duy tri chirc nang mét cach hop 1y khi cé sy ¢b vé ngudn dién, khdi dong
lai... hodc quay vé mét didu kién an toan trwdc khi tao ra dau ra (nghia la phai d&m bao tinh toan
ven cla trang thai bén trong hodc phai kh&i tao lai trang thai bén trong).

3. Céc thanh phn trang thai tich Ity hodc mang d6 bat dinh cho bé tao bit ngiu nhién phai c6 it nhét
x bit dd bét dinh trong dé x 1a d6 dai tinh bang bit clia d§ an toan mong mudn. Thanh phan trang
thai phai tich 1y nhiéu hon s bit t6i thiéu clia dé bat dinh nhdm dam baoc va gidm nguy co st
dung céc gia tri gidng hét nhau trong hai hé mat khac nhau. Vi vay, nén giir trang thai bén trong
I&n hon x, vi dy: x + 64 thwdng cung cap mét gia tri bign dd lén, trong khi néu ké tan cong co thé
tinh toan treée va ¢ Ilwong bd nhé rat 16n, thi phai st dung kich c& 2x (xem vi du [10]).

4, Phan bi mat cla trang thai bén trong phai c6 mét théi han xac dinh cu thé sau khi bd tao bit ngau
nhién nglrng hoat ddng hodc dwge nang cap lai voi dd bat dinh bd sung day d. Cac hoat déng st
dung gia tri mam ol phai cham dt sau khi hét thdi han quy dinh. Xem ISO/IEC 11770-1 dé biét
thém théng tin chi tiét vé vong doi cla khéa.

5. Khong dugc sl dung lai trang thai bén trong, trlr trwdng hop vo tinh. Vi cing mét gia tri mam
giong nhau sé khong la dau vao cho mét trvdng hop khac clia bd tao bit ngau nhién tat dinh.

6.2.4.3 Yéu cau tiy chon dbi v&i trang thai bén trong

Trang thai bén trong dwoc s& dung dé tao ra di liéu cong khai (vi du: gia tri nonce va gia tri khdi tao)
phai hoan toan déc lap voi trang thai dwec st dung dé tao ra dir liéu bi mat nhu khoa mat ma.

6.2.5 Ham chuyén déi trang thai bén trong
6.2.5.1 Gidi thidu vé& ham chuyén ddi trang thai bén trong

Ham chuyén di trang thai bén trong lam thay ddi trang thai bén trong clia bd tao bit ngAu nhién. Trong
mot bd tao bit ngdu nhién tat djnh, ham chuyén déi trang thai bén trong bao gdm mét hodc nhiéu thuat
toan mat ma, chinh la mot phan cla bo tao. Ham chuyén ddi trang thai bén trong bao gdm moi thir
trong bd tao bit ng&u nhién cé thé thiét Iap hodc thay dbi trang thai bén trong. Theo quy wéc, ngudn bat
dinh hodc bét ky dau vao di liéu cla bd tao bit ngiu nhién khong dwoc hoat dong truc tiép trén trang
thai bén trong. Thay vao dé, ngudn bat dinh va cac dau vao di liéu khac clia bo tao bit ngau nhién la
d@6i s cho cac ham hoat dng trén trang thai bén trong.
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Vi trang thai bén trong c6 thé bao gdm mét s6 thanh phan riéng biét, cc ham chuyén ddi trang thai bén
trong ¢é thé bao gdm nhidu tap ham khac nhau, phan biét bdi thanh phan trang thai ma ching tac
déng. Cac ham trong tap dé c6 thé don gidn nhw ham dinh danh hodc phirc tap nhr mét ham mat ma.
Déi voi mét thanh ghi xung hodc thanh ghi bd dém, ham sip xép thanh ghi nhw mét xung hodc bd Gém
ia mét thanh phan ctia ham chuyén @i trang thai bén trong. Vi du ra clia cac ham nay luén didu khién
mdt thanh phan cta trang thai bén trong, nén dau vao cé thé la ngudn bét dinh, mot dau vao bo tao bit
ngau nhién bén ngoai khac, cac thanh phin khac nhau ctia trang thai bén trong hodc bat ky sw két hop
nao.

Ham chuyén @i trang thai bén trong cling phai cho phép thao tac an toan (vi dy: cap nhat) déi voi
tham s6 bi méat. Viéc két ndi téi cac ham nay phai duec kiém soét chat ché.

Trong mét b tao bit ngdu nhién tat dinh, ham chuyén @i trang thai bén trong ¢é chirc ning an toan
nhiéu hon cho bé tao, bao gdm ¢a lwong dau ra ma bd tao bit ngAu nhién ¢ thé tao ra véi mét dau vao
ngudn bat dinh cho trudre.

Trong mét bd tao bit ngau nhién bat dinh, ham chuyén ddi trang thai bén trong xac dinh céch thirc qua
trinh thu thap @6 bét dinh anh hwdng dén trang thai bén trong clla bd tao bit ngau nhién va cé thé hoat
dong theo nhidu cach: cac ham nay co thé 1a cc thuat toan don gian, phi trang thai hodc cé thé két
hop cac trang thai tredc d6 véi o bat dinh méi thu thap dugc dé tich Ity do béat dinh.

6.2.5.2 Cac yéu cau ddi véi ham chuyén ddi trang thai bén trong
Cac yéu cau dbi véi ham chuyén ddi trang thai bén trong clia mét bd tao bit ngéu nhién nhu sau:

1. Ham chuyén dai trang thai bén trong phai duoc kiém tra qua kiém thir da biét cau tra 1&i,

2. Ham chuyén ddi trang thai bén trong phdi phu thudc hodn todn vao dd bat dinh do trang thai bén
trong mang Gén.

3. Ham chuyén ddi trang thai bén trong phai chdng lai quan sat va phan tich théng qua viéc tiéu thy
dién nang, thoi gian, blrc xa hoac céac kénh ké phl hop khac.

4. Khéng thé (cb ¥ hodc vé ) 1am cho ham chuyén ddi trang thai bén trong quay vé trang thai trudc
d6 khi dang hoat déng binh thudng (khéng bao gém kiém thir va xac minh cé Gy quyén dau ra cla
bd tao bit ngau nhién).

6.2.5.3 Yéu cau tiy chon déi véi ham chuyén déi trang thai bén trong

Ham chuyén ddi trang thai bén trong co thé cho phép bd tao bit ngau nhién khoi phyc lai tir sy thda
hiép vé trang thai bén trong (ttrc 1a cung cip tinh an toan vé phia triéc) thdng qua s két hop 6 bat
dinh dinh ky.

6.2.6 Ham tao diu ra

6.2.6.1 Gi¢i thiéu vé ham tao dau ra

Ham tao dau ra (Output Generation Function - OGF) hoat déng trén trang thai bén trong @& tao ra cac
bit dau ra theo yéu cdu cta (rng dung. M6t yéu cdu glvi dén OGF chia (it nhat) sé bit dau ra yéu cau
va dd an toan tdi thiéu cin thiét cho céc bit d6. Yéu clu nhuw vay cé thé 1am cho trang thai bén trong
dwoc cap nhat bi ham chuyén ddi trang thai bén trong. OGF chap nhan thanh phén trang thai lam viéc
clia trang thai bén trong nhw la d4u vao va tao ra dau ra cla bd tao bit ngdu nhién. Né ¢é thé don gian
nhwr ham dinh danh hoéc phtrc tap nhw mot ham mat ma. OGF c¢é thé dinh dang hodc chan dau ra dé
phl hop voi quy wéc vé giao dién bén ngoai. Thong thudng, OGF 1a ham mét chiéu, do d6 rat kho dé&
tim ra ham nguec clia OGF nham khéi phuc mét phan clia trang thai bén trong.

20



TCVN 12853 : 2020
OGF I tt dinh va luén Iudn tao ra cling mdt d4u ra cho bat ky gia trj cu thé ndo cla trang thai bén
trong. Vi vay, méi quan hé gita OGF va ham chuyén ddi trang thai bén trong v cling quan trong. Ham
chuyén ddi trang thai bén trong phai dwgc goi it nhat mot 1dn @& cap nhat trang thai 1am viéc gitra cac
hoat déng lién tiép clia ham tao dau ra.

6.2.6.2 Cac yéu cdu ddi véi ham tao diu ra
Céc yéu ciu ddi véi ham tao dau ra clia mét bé tao bit ngdu nhién nhw sau:

1. Ham tao dau ra la tat dinh (v&i moi dAu vao cho trwdc) va phai dwoc kidm tra bang kiém thlr @3
biét cau tra |oi. Két qua cla viéc kiém thlr da biét cau tra 1&i dwoc tach ra tir dau ra hoat dong.

2. Ham tao dau ra phai sl dung théng tin tlr trang thai bén trong chira dé bAt dinh du 1én theo @6 an
toan dwoc yéu ciu.

3. Déu ra sé bj chan lai cho dén khi trang thai bén trong nhén duoc d6 bat dinh dwoc danh gia 1a phu
hop.

4, Khi mét trang thai bén trong cy thé dwoe st dung lam dau ra, thi trang thai bén trong phai dwoc
thay ddi ¢é tao ra nhiéu dau ra hon.

5. Ham tao dAu ra phai chéng lai quan sat va phan tich thdng qua viéc tiéu thu dién nang, thei gian,
blrc xa hodc cac kénh ké phu hop khac.

6.2.6.3 Yéu cau tiy chon déi véi ham tao daura

Ham tao dau ra phai bao vé trang thai bén trong, do dé viéc phan tich dau ra clia bd tao bit ngiu nhién
khéng tiét 16 théng tin hivu ich gi vé trang thai bén trong.

6.2.7 Ham hé tro
6.2.7.1 Gi&i thidu vé& ham hd tre
Cac ham hd tre lién quan dén viéc danh gia chét lwong cta bd tao bit ngdu nhién: khéng thay ddi trang

thai bén trong. Ham hé trg bao gdm céc ham danh gia do bét dinh cla dau vao, ham danh gia chéat
lwgng thong ké clia dau ra va ham kiém tra xem cac ham bén trong cé bi xam nhéap hay khéng.

Ham bén trong (ttrc la “chat lweng” clia phan tat dinh trong bd tao bit ngau nhién) co thé dworc kiém tra
hiéu qua nhét bang kiém thir da biét cau tra 10i. "Chét lwgng” clia ngudn bat dinh va chét lweng dau ra
can phai dwoc kidém tra bang céc ki thuat hodc kiém ther théng ke.

Théng tin cu thé v& viéc danh gia chét lwong clia bo tao bit ngau nhién tat dinh va bat dinh c6 trong
muc 8va 9,

6.2.7.2 Céc yéu cau ddi véi ham hé tro
Céc yéu cau dbi véi ham hd tre cia mét bé tao bit ngéu nhién nhuw sau:

1. BS tao bit ngau nhién phai dwoc thiét k& @& cho phép kiém thir nham dam bao réng bd tao hoat
ddéng chinh xac.

2. Khi mét bd tao bit ngau nhién kiém thlr that bai, bo tao bit ngdu nhién phai chuyén sang trang thai
16i va dwa ra canh bao I6i. B tac bit ngau nhién khong dwoc thue hién bat cir hoat Géng nao khi
dang trong trang thai 15i.
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7 Phan loai bd tao bit ngiu nhién

7.1 Gidi thi¢u vé cac loai bé tao bit ngiu nhién

M8i bd tao bit ngdu nhién s& cé6 mét ngudn bét dinh chinh. Bé tao bit ngau nhién dwoc chia thanh hai
loai co' ban phuc thudc vao tinh chét clia ngudn bét dinh chinh. Ngudn bat dinh |a ngudn bét dinh
khéng xac dinh hodc ngudn bét dinh xac dinh.

Néu ngudn bat dinh l1a mot hé thdng co thé trich xuat mot lwgng do bat dinh bat ky bang cach 14y mau,
voi didu kién 1a hé théng nay hoat déng trong mét khoang théi gian du dai, thi né dwec coi la mot
ngudn b4t dinh khéng xac dinh. Cu thé 13 khéng cé thuat toan tat dinh nao cé thé dy doan dau ra cla
mét ngudn bét dinh khéng xac dinh.

Néu ngudn bat dinh 13 mot gia tri mam, thi dwec goi la ngudn bét dinh xac dinh. Gia trji mam (xem 9.3)
co thé dwoc cung cAp cho bé tao bit ngdu nhién tir hé théng bén ngoai hodc tlr bén trong bd tao bit
ngAu nhién. Néu gia tri mam dwoc cung cAp tir ngodi bd tao bit ngu nhién, gia thiét réng bd tao cé do
bét dinh dy dd va dwoc rut ra te mot tap cu thé. Mac khac, néu gia tri madm duoc cung cép tlr bén
trong bo tao bit ngau nhién, né dwoc danh gi4 1a ¢6 di @6 bat dinh va dwoc rat ra tlr mét tap cu thé.

Phai dam bao ring ké tan cong khong thé kiém soat hoan toan gia tri mam nham lam suy gidm do bat
dinh cla dau ra bd tao bit ngau nhién.

MGt bo tao bit ngau nhién dwoe goi la bd tao bit ngdu nhién bat dinh néu ngudn bét dinh chinh la khang
xac dinh. Mt bd tao bit ngiu nhién dwec goi la bd tao bit ngau nhién t&t dinh néu ngudn bt dinh chinh
[a xac dinh. B4 tao bit ngiu nhién ciing cé thé s& dung ngudn bét dinh bd sung cé thé 1a tat dinh hodc
bét dinh.

7.2 Bb tao bit ngiu nhién bét dinh

B6 tao bit ngau nhién bat dinh cé thé dwoc phan loai dwa vao tinh chét clia ngudn bét dinh khéng xéc
dinh. Mot ngudn bat dinh khdng xac dinh 1 nguén véat Iy hodc phi vat ly,

Ngudn bt dinh khéng tat dinh vat ly 1a ngudn bt dinh ma trong dé phan cing chuyén dung duoc sl
dung @& do cac dic tinh vat Iy clia mot sb suw kién trong thé gidi thire. Céc thiét bi nhw vay tiép tuc cung
cap dAu ra tao ngudn dién cho thiét bi do. Vi du v& ngudn bat dinh khéng xac dinh vat Iy bao gbm do
thdi gian gitra nhitng 1an phan ra phong xa clia mét nguyén tl khéng on dinh, do cc dc tinh tiéng bn
cda di-6t "nhiéu” hoac khong 6n dinh. Xem muc 8.3.2 dé biét thém thong tin chi tiét vé cac yéu cau dbi
voi ngudn bat dinh vat Iy.

Mét ngudn béat dinh khong xac dinh phi vat Iy 12 nguén bat dinh khéng xac dinh bat ky khong phai 1a mét
ngudn bat dinh khong xac dinh vat Iy. Vi dy vé ngudn bat dinh khdng xac dinh phi vat ly bao gém do
thoi gian gitra cac Ian 4n ban phim hoac 14y mAu di¥ liéu trong cac phan bd nhé RAM st dung thudng
xuyén. Xem muc 8.3.3 @& biét thém théng tin chi tiét vé cac yéu ciu dbi véi ngudn bat dinh phi vat Iy.

BO tao bit ngAu nhién tat dinh vat Iy 1a mét bd tao bit ngau nhién cé ngudn bat dinh khéng xéc dinh vat
ly. Bd tao bit ngdu nhién bat dinh phi vat ly 1& mot bd tao bit ngdu nhién c6 nguén béat dinh khéng xac
dinh phi vat Iy.

Mét bo tao bit ngdu nhién bat dinh (vat Iy hodc phi vat Iy) dugce goi la “thudn tly” néu tat ca cac ngudn
bat dinh cla nd la khdng xac dinh,

M6t bd tao bit ngau nhién bat dinh lai ghép phai thda man tat ca céc tiéu chuan an toan ap dung cho
cac bo tao bit ngau nhién bat dinh thuan tuy va cing phai thda man cac yéu cau an toan bd sung (xem
8.3.5) thurérng 4p dung cho céc b tao bit ngau nhién tat dinh.
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Wu diém cla viéc s dung mét gia tri m&m |am ngudn b4t dinh bd sung cho b tao bit ngau nhién bét
dinh 1a cho phép nguwdi ding tham sé héa d4u ra clia bd tao bit ngdu nhién bét dinh. Do doéa, dau ra
ctia bd tao bit ngau nhién bét dinh ¢6 thé dwoc ca nhan héa va tham chi ¢é thé cho phép nhirng ngudi
dung khac nhau ciing st dung chung mét ngudn bét dinh khéng xac dinh ma khéng anh hwéng dén an
toan clia hé théng. Ngay ca khi khéng cé nhidu ngudi dung cung st dung chung mét ngudn bét dinh,
thi gia tri mam bi mat dwoc coi 1a mét tinh n3ng an toan bd sung.

CHU THICH 1 Théng tin thém vé viéc phan loai cac bo tao bit ngdu nhién ¢o trong [5).

CHU THICH 2 Vi dy: mét gia trj m&m bi mat c6 thé Ia mot chirc ndng an toan dién hinh clia bd tao bit ngau nhién tat dinh. Néu
bé tao bit ngau nhién bat dinh d4p (rng cac yéu cdu cla tidu chuin ngay ca véi mét ham chuyén déi trang thai don gidn va
ham dau ra don gidn (xem myc 8.2 va E.1). Ham chuyén ddi trang thai mat ma hodc ham d3u ra mat ma coé thé ta mét chie
nang an toan dién hinh cla bd tao bit ngdu nhién tat dinh.

7.3 B tao bit ngau nhién tat dinh

B tao bit ngau nhién tat dinh ciing dwgc chia lam hai loai [a thuan tdy va lai ghép. Mot bo tao bit ngau
nhién tat dinh dwgc goi la “thuan tdy” néu tat cd cac ngudn bét dinh clia nd 1a gia tri mam va 13 “lai
ghép” néu né slr dung mét ngudn bat djnh khong xac dinh 1a ngudn bét dinh bd sung.

Mbt bd tao bit ngdu nhién tat dinh lai ghép phai thda man tat ca cac diéu kién an toan ap dung cho cac
bd tao bit ngdu nhién tat dinh thun tay va ciing phai théa man cac yéu cu an toean b sung nhét dinh
(xem 9.3.4).

CHU THICH 1 D4 an toan clia mét b tao bit ngdu nhién bét dinh lai ghép dwa trén thanh phin khéng xac dinh con d8 an toan
clia c4c bd tao bit ngdu nhién tat dinh lai ghép (xem 9.3.4) v& co ban dya trén cac thanh phan xac dinh. Néu mét bd tao bit
ngdu nhién dugc xem vira 1a bd tao bit ngdu nhién bét dinh lai ghép vira Ia bd tao bit ngau nhién tat dinh lai ghép, thi ky higu
nd |4 “bj tao bit ngdu nhién lai ghép”. R6 rang, cac bd tao bit ngdu nhién lai ghép cé hai quan diém vé an toan.

Wu diém clia viéc str dung mét ngudn bat dinh khéng xac dinh [am nguén bat dinh bd sung 1a cho phép
dau ra khoéng xac dinh va giGp ngan chan viéc phan tich ma va/hodc thém céc tinh ndng an toan nhw
tinh an toan vé phia trwdc hodc phia sau.

CHU THICH 2 Théng tin thém vé viéc phan loai cac bd tao bit ngau nhién tat dinh ¢6 trong [4].

7.4 Phan loai b tao bit ngiu nhién
Viéc phan loai bd tao bit ngau nhién bat dinh va bo tao bit ngau nhién tat dinh duec mé ta trong hinh 2.

St phan biét gitra mot bd tao bit ngdu nhién bat dinh va mét b tao bit ngdu nhién tat dinh la sy phan
loai clia mét loat Iyya chon thiét ké. O’ mot dau 1a mét bo tao bit nglu nhién tat dinh duoc thiét ké dé sir
dung mét gia tri mé&m cho toan bd vong doi clia né. O dau kia 13 mét bd tao bit ngau nhién bét dinh don
gian duoc thiét ké véi du ra ciia mét ngudn bt dinh khong xac dinh, manh va ngéu nhién. Céc thiét 1&
bd tao bit ngdu nhién trung gian cho phép thay mam méi dinh ky cho bd tao bit ngau nhién tat dinh
hodc dwa cac ngudn bat dinh khéng xac dinh vao b tao bit ngdu nhién tit dinh. Cac thiét ké& bo tao bit
ngau nhién trung gian cho phép cac bd tao bit ngau nhién bat dinh co dau ra ciing phu thudc vao gia tri
mé&m hodc céc bd tao bit ngdu nhién bat dinh x( ly dau ra clia ngudn bat dinh mot cach phire tap twong
tw nhw cach mét bd tao bit ngdu nhién tat ginh x( Iy gia tri mam. Lwa chon ding dan cho mét bo tao bit
ngau nhién la sw danh ddi gitka chi phi va loi ich tiy thuc vao yéu chu clia ¢ng dung.
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B4 tao bit
ngau nhién
86 tao bitngdu | »| B2 tao it ngau
nhién batdinh [ nhién tat dinh
Vatly Phivatly
Thuén tiy Lai ghép Thudn tiy Lai ghép Thuan tiy Lai ghép

Hinh 2: Phan loai bd tao bit ngau nhién

8 Gi6i thiéu va yéu cau déi véi bd tao bit ngdu nhién bat djinh
8.1 Gidi thiéu vé bd tao bit ngau nhién bat dinh

Trong phan 1én cac (ng dung, b6 tao bit ngiu nhién tat dinh s& dwoc chon s dung dé tao ra bit ngdu
nhién. Do d6, viéc st dung mét bo tao bit ngdu nhién bt dinh dap (ng tiéu chuan nay sé tao ra cac gia
tri mam khdi tao ngau nhién cho mot bd tao bit ngdu nhién tat dinh. Tuy nhién, tiéu chuan nay khong
loai trir viec str dung mdt bd tao bit ngdu nhién bat dinh dé tao ra tat ca cac bit ngdu nhién can thiét cla
ng dung.

Theo muc tiéu cla tiéu chuén nay, mét b tao bit ngAu nhién bAt ginh phai dap tng céc yéu cau quy
dinh trong muc 5 va 6. Tuy nhién, cac muc tiéu va yéu cau duy nhét clia bd tao bit ngdu nhién bat dinh
virot qua cac diém quy dinh tai muc 5 va 6 dwoc ap dung cho cac thiét ké cla b tao bit ngdu nhién bat
dinh, dwoc trinh bay cu thé tir muc 8.3 dén 8.9. Cac vi du vé bd tao bit ngau nhién bét dinh c6 trong
phu luc E.

8.2 M3 hinh chirc nang ctia b tao bit ngiu nhién bét dinh

Muc nay sé& gidi thiéu d4c ta vé cac thanh phan va mé hinh chung cho mét b tao bit ngau nhién bat
dinh. N6 s& mé ta hoat déng chung clia mét bé tao bit ng&u nhién bét dinh, bao gém cac muc tiéu cua
méi thanh phan chirc nang cta bo tao bit ngau nhién bat dinh can dat duoc.

Hinh 3 minh hoa so @b khéi chirc ndng mé ta mét bé tao bit ngau nhién bat dinh khai niém dap Gng
tiéu chuan nay. Trong so G4 nay, cac dwdng nét dit chi ra thanh phan [a tly chon phu thudc vao céc
yéu 6 khac nhau. Can Iwu ¥ ring cac thanh phan hién thi khdng nhét thiét phai dwec thuc thi nhu 13
thanh phén vat Iy thue té, nhung phai thie thi chire ndng cda né.

M&i thanh phan clng nhw muc tiéu va yéu ciu clia thanh phan dé gidp ngan chan nhirng diém yéu an
toan lién quan Gén qua trinh tao bit ngau nhién trong cac rng dung va mai trudng méat ma. Nhin chung,
mdi thanh phan sau day sé duec yéu ciu trong mdt b tao bit ngau nhién bat dinh. Trong mét s6 (ng
dung, ¢6 thé 1ap luan ring khong c6 yéu cau nao duoc ap dung d6i véi mét thanh phan nhét dinh. Néu
diéu nay duoc chirng minh va dwoc ghi nhan, thi thanh phan d6 cé thé loai bd khdi bé tao bit ngau
nhién bat dinh, vi thanh phan d6 khéng c6 trong (ng dung hodc vi muc tiéu cla thanh phan d6 da
dwoc dap (ng hodc dwoc gidi quyét bdng céc thanh phin khac.
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Sau day 1a téng quan vé& cach thirc ma cac thanh phan nay twong tac dé tao ra du ra ngu nhién.
Ngudn bét dinh khéng xac dinh hoat déng theo xac suét thuwdng khéng tao ra dau ra ngau nhién chap
nhan duerc.

Mot ham chuyén ddi trang thai bén trong da trén mét hodc nhiéu ham mat ma tat dinh két hop mét sé
lwong nhat dinh di liéu ngudn bat dinh véi dir liéu trang thai lam viéc dé tao ra mét trang thai lam viéc
méi. Ham chuyén ddi trang thai bén trong hoan thanh qua trinh nay bng cach lién két véi mdi két hop
c6 thé clia chudi ddu vao va trang thai lam viéc hién tai dé tao ra mot gia trj clia trang thai lam viéc tiép
theo dwoc xac dinh bang gia trj hién tai clia tham sb bi mat. Néu do dai cla dir liéu dau vao ngudn bat
dinh dwoc str dung cho méi Ian chuyén ddi trang thai bén trong 1a n bit va kich thuwéc clia trang thai lam
viéc 1a m bit, thi ham chuyén ddi trang thai bén trong la mét ham anh xa tlr khéng gian clia cac chudi
(n+m) bit sang khang gian clia cac chudi m bit. Kich thuédec tham sb s dung trong mét bd tao bit
ng&u nhién bat dinh sé& lam cho sé lwong d4u vao cé thé clia ham nay I&n hon sb lweng dau ra c6 thé
clia ham. Didu nay din dén mot s lwgng 16n cac két hop cla chudi dau vao va trang thai lam viéc
hién tai duoc gén cho béat ky dau ra cy thé nao déi véi trang thai lam viéc méi. Ngoai ra, vi cac ham
mat ma dya frén cac ham chuyén ddi trang thai bén trong dién hinh da dwoc phan tich méat ma ky
Iwdng, nén co thé gia dinh rAng ham chuyén ddi trang thai bén trong sé anh xa khéng gian dau vaoc dén
khéng gian d&u ra mdt cach ddng nhét (tirc Ia mdi dAu ra c6 cing sé Iwong tién anh gibng nhau).
Nhirng gid dinh nay dap (rng muc tiéu tao ra cac chudi nhj phan ¢ phan bd déu trong trang thai lam
viéc. Dac diém dé phan biét gira bod tao bit ngau nhién tat dinh va b tao bit ngau nhién bat dinh la bd
tao bit ngau nhién bat dinh sé thém dé bat dinh méi vao trang thai clia né véi téc d6 lon hon hoic bang
v&i toc d9 ma né tao ra d6 bat dinh. Do d6, bt ¢l khi nao tng dung d6i hdi dau ra ngiu nhién, bd tao
bit ng&u nhién bt dinh dam béo rdng trang thai bén trong chira di dd bat dinh chua duoc st dung dé
tao ra d4u ra ngau nhién, sau d6 st dung ham tao dau ra dé x( ly trang thai lam viéc hién tai dé tao ra
dau ra ngau nhién.

Ham tao dau ra cé trang thai bén trong, cin phai gitr bi mat déi véi ké tAn cong va tao ra dau ra ngau
nhién. Ham tao dau ra cling thudng 1a mét ham mat ma hoac ham khac c6 phan phdi déu. Mot déi sé
twong tw nhw @i véi ham chuyén ddi trang thai bén trong dan dén két luan ring voi cac lwa chon kich
¢c& tham s0 phis hgp, ham tac d3u ra sé tao ra dau ra nhj phan co phan phéi déu.

D6i vé&i nhigu ngudn bét dinh vat ly, d bat dinh ctia mdi bit phai du Ion dé cac bit nay co thé (ng dung
tree tiép hodc (’ng dung dwgc sau mot thao tac xt Iy sau don gian (vi du: XOR dau ra clia ngudn bét
dinh v&i trang thai trong hién tai). Ngoai ra, hoat déng clia ngudn bat dinh vat Iy thuwdng c6 thé duee
md ta béng cach str dung mét mé hinh ngdu nhién (xem vi duy [7]). M& hinh nhu vay cho phép kiém tra
théng ké dé& phat hign I8i clia ngudn (trc 1a khi ngudn tao ra dau ra khéng a0 ngau nhién cho (ng
dung). Vi vay cb thé lya chon cac ham chuyén dbi trang thai va ham tao dau ra rat don gian, diéu nay
tao diéu kién cho viéc xac dinh tinh ngiu nhién cla cac bit dau ra. Cac tham sb bi mat cé thé khéng
can thiét trong trerdng hop nay.

Doi vé&i cac ngudn bét dinh phi vat ly, @6 bat dinh cia mbi bit cé thé thap hon so véi cac ngudn béat dinh
vat Iy va khé xac dinh chinh xac thi diém ngudn bt dinh bj I6i. Trong nhirng trwdng hop nhw vat, can
phai cé nhiéu hoat dong x( Iy sau phirc tap hon d& dam bao rang dau ra cla b tao bit ngau nhién la
hoan toan ngau nhién va i phé duge véi 16i khong xac dinh clia ngudn bét dinh.

MGt bd tao bit ngdu nhién bat dinh an toan bao gdm cac co ché duoc thiét ké ¢é tang kha nang hoat
ddng an toan lién tyc trong trvding hop 16i hodc thda hiép. Lbi phat hién dwoc giai quyét thong qua mét
loat cac kiém thir chat lwgng dinh ky dbi voi cac thanh phan khac nhau, Cac I5i hoac théa higp khéng
thé phat hién dwoc gidi quyét theo hai cach. The nhét, trang thai bén trong clia bd tao bit ngau nhién
bat dinh bao gdom mét tham sé bi mat thay ddi dinh ky dung lam tham sb cho hoat dong t&t dinh cla
ham chuyén ddi trang thai bén trong. Do thanh phan nay, théng tin v& phan con lai clia trang thai ndi bd
(dwoc goi la trang thai 1am viéc) clia bo tao bit ngau nhién bat dinh va tat cd cac dau vao cho bé tao bit
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ngéu nhién bat ginh 13 khong a0 dé xac dinh du ra clia bd tao bit ngau nhién bat dinh. Cach thir hai 12
xac dinh mot bién do an toan trong viéc duy tri o bét dinh trong qua trinh hoat dong cla bd tao bit
ngau nhién bat dinh, do d6 gidm dd bat dinh dAu vao c6 sén do cac sw kién bat thwéng hodc mé hinh
théng ké khang chinh xac dan dén dau ra ngau nhién bj chéch. Muc tiéu clia mét bd tao bit ngau nhién
b4t dinh phii hep véi titu chuln nay 1a bo tac bit ngdu nhién bt dinh phai tiép tuc hoat dong an tean
nhw bé tao bit ngdu nhién tat dinh trong truéng hop ngudn bét dinh bij I6i.

Yé&u cau bd tao bit ngau nhién bt dinh phai tiép tuc hoat déng an toan nhuw bd tao bit ngau nhién tat
dinh trong trwréng hop ngubn bét dinh bj 18i c6 thé dwoc bd qua néu:

1. Cb thé kiém tra rang kiém thir cht lvong ddi véi ngudn bat dinh dwoc thie hién sém dé phat hién
cac diém yéu va 16i c6 thé clia nqudn bt dinh, c6 thé lam gidm chat lwong clia cac bit ngu nhién
vuot qua mie chap nhan duoc; va

2. Cac bién phap thich hgp dwec thye hién trong tredng hep dé (vi du: ngirng viéc tao ra cac bit
ngau nhién).

CHU THICH D& dap wng cac yéu chu nay déi voi ngudn bét dinh vat Iy, c6 thé sir dung phan cirng chuyén dung. D& xuét
chung dugc quy dinh trong [13).

Tinh an toan vé phia trwdc va phia sau la cac dac tinh clia mét b tao bit ngdu nhién bt dinh dwoc
there thi va hoat dong tét vi khong biét dau vao. Trén thie té, d6 1a mét tinh nang vén c6 clia mdt bd tao
bit ngau nhién b4t dinh vi bo tao bit ngau nhién bat dinh ludn ¢ dd bét dinh mé&i cho méi 14n goi. Do @6,
tinh an toan v& phia trudc va phia sau duoc ty dong cung cap néu ngudn bat dinh cung cap G db bat
dinh.

Ngudnbdt | |Ngudnbat | iCéc aéuvao:\
dinh chinh | {dinh b6 sung; ! b0 sung

__________________

_________

T
L]
L]
¥
1

3

Ham chuyén déi trang
thai bén trong

Ham
kiem thir
chat lwong

Trang thai bén trong

Ham tao d3ura

Bau ra ngau nhién _/

cho (rng dung

Hinh 3: So dd khéi clia mdt bd tao bit ngiu nhién bét dinh
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8.3 Ngudn bét dinh cia b tao bit ngdu nhién bat djnh

8.3.1 Ngudn bt dinh chinh ctia b tao bit ngiu nhién bt djnh
8.3.1.1 Gi&i thiéu vé& ngudn bit dinh chinh ciia bd tao bit ngiu nhién bit dinh

Thanh phan nay hoat déng nhw ngudn khong thé dy doan trudc trong bd tao bit ngau nhién bat dinh
béng cach cung cép di liéu dwoc ham chuyén ddi trang thai bén trong xi 1y. Nguén khéng thé dy doan
nay khac véi ngudn trong mét bo tao bit ngdu nhién tat dinh chi dya vao gia tri mam khéi tao chwa biét
nén khong thé doan duoc. Trong bé tao bit ngdu nhién bét dinh, tinh khéong thé doan tredc dugc dua
trén viéc st dung mot hodc nhigu ngudn bat dinh. Nhitng ngudn nay duwoc goi la ngudn bat dinh khac
x&c dinh va dugc phan loai thanh ngu?:nn vat Iy va phi vat Iy,

Nguén bat dinh vat Iy 1a ngudn trong d6 phan cling chuyén dung dwoc st dung dé& do cac dic tinh vat
ly clia mdt chudi sy kién trong thé gidi thre. Vi dy: ngudn bat dinh vat Iy bao gdm do thoi gian gitra
nhi*ng 1&n phan ra clia nguyén t& khong &n dinh va dau ra ctia mét di-6t nhiéu, nhan dwoc mée dién
ap dau vao lién tuc va phat ra mirc dién ap twong tw co phan phoi déu va lién tuc.

Ngudn bat dinh phi vat Iy 1a ngudn bat dinh khong xac dinh va khong phai 1a ngudn vat Iy. Vi dy vé
ngudn bét dinh phi vat Iy 1a di¥ liéu hé thdng hodc ndi dung RAM trong mét may tinh ca nhan, tin higu
khéng lién tyc dya trén sy kién xay ra bat thwong hodc tuong tac trong mét khodng thei gian chang
han nhu lay mau b dém téc do cao bat ¢l khi ndo c6 thao tac nhan phim trén ban phim.

Théng tin thém va nhi*ng yéu cau cy thé cho ngudn bat dinh vat Iy va phi vat Iy c6 trong muc 8.3.2 va
8.3.3 tweng tng.

Tuy thudc vao ngudn bat dinh, dau ra clia ngudn bét dinh cé thé khong dd dé st dung trwe tiép cho dau
ra ngau nhién vi du ra khéng & dang chudi sé nhj phan hoic bj chéch. Nhirng han ché nay dwec khéc
phyc trong mét bd tao bit ngau nhién bat dinh bang cach x{ Iy d&u ra ngudn bét dinh véi ham chuyén
ddi trang thai bén trong d& tao ra dix liéu dau ra nhj phan.

D bét dinh du ra tir bd tao bit ngau nhién bat dinh khong thé Ion hon do bat dinh clia dau vao.
8.3.1.2 Yéu cau déi véi ngudn bét dinh chinh cla bé tao bit ngdu nhién bat dinh

Nguon bét dinh chinh la nén tang clia hoat dong khong xac dinh trong bd tao bit ngau nhién bat dinh.
Theo dinh nghta clia mét bd tao bit ngdu nhién bat dinh, thiét ké cla nd phai bao gom thanh phan nay.

Yéu cau chirc ndng cla ngudn béat dinh chinh nhuw sau:

1. Mé&c du ngudn bat dinh khong bat budc phai tao ra diu ra khéng chéch va doc 1ap, nhung no phai
cé nhivng tinh chét xac suét tirc 13 khdng thé xac dinh dwgc bang bat ky quy tac thuat todn da biét.

2. B0 tao bit ngau nhién bat djinh phai cé thanh phan danh gia ty 1é do bét dinh dong gop tir nguon bét
dinh. Diéu nay ddi hoi hoat déng ctia ngubn béat dinh phai dya trén cac nguyén tac dugc thiet lap
tét hodc hoat dong dac trwng phd bién dé cé thé xac dinh mét md hinh théng ké phu hop voi
ngudn bt dinh.

3. Ngudn bét dinh phai pht hop véi viéc kiém thlr bang mét phong kiém thir hodc mét quy trinh kiém
tra doc lap khac @& dam béo hoat ddng hop ly. Dac biét cé thé thu thap mét mau dir ligu tir ngudn
bét dinh trong qua trinh kiém tra hgp 1& hodc xac minh doc 1ap @é cho phép danh gid md hinh
théng ké da yéu clu, ty & do bt dinh va si phit hop clia cac bai kiém thl chét lwong déi voi
ngudn bét dinh.

4, Phai phat hién dugc 16 hodc viéc suy giam nghiém trong nguf‘m b4t dinh. Dua trén tan suét thuc
hién cac bai kiém thir chét lwgng, viéc phat hién nay cé thé khong phai la ngay lap tee.
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5. Ngubn bat dinh phai dwec bdo vé khéi sy pha hoai cla ké tAn cong. Dic biét, ké tan cong khong
¢6 kha nang anh hwdng dén ngudn bét dinh bang cach lam gidm d¢ bat dinh clia ngudn xuéng
dwdi ngudng.

8.3.1.3 Yéu cu tuy chon déi véi ngudn bét dinh chinh clia b tao bit ngau nhién bét djnh
Céc tinh nang tiiy chon nhung dwoc kién nghj ctia ngudn bét dinh chinh nhw sau:

1. Ngudn bét dinh phai gil» dwoc cac tinh chét toan hoc. Néu khéng gilr dwec thi phdi ¢6 gidi han vé
xac suét bién dong. Hoat ddng xac sut ciia ngudn khéng dwoc thay dbi dang ké theo thai gian. Vi
du: néu ngudn bét dinh tao ra dAu ra tir mdt bang chir cai nhat dinh cé phan bé théng ké, né phai
nhét quan trong d6 chéch nay theo thai gian. Mdt ngudn bét dinh khéng c6 dinh s& lam phirc tap
qua trinh woe tinh ty 1& déng gop @6 bét dinh va tang d6 khé cla viéc kidm tra hop 1& cla thiét ké
bd tao bit ngiu nhién bét dinh (trlr khi thiét ké bao gdm cac ngudn bét dinh bd sung dap eng duoc
yéu ciu nay).

2. Cac bai kiém thte chat lwong duoc thiét ké phi hop véi md hinh théng ké da biét clia ngudn phai
ché trong dac biét dén viéc phat hién hanh vi ¢6 khd nang xay ra gan ranh gi¢i gira méi tredng
hoat déng va diéu kién bat thuong. Piéu nay déi hdi can hiéu thdu dao vé hoat ddng clia ngudn bét
dinh.

8.3.2 Ngudn bt dinh vat 1y cho b tao bit ngau nhién bat dinh
8.3.2.1 Gidi thiéu vé ngudn bat dinh vat Iy clia bd tao bit ngdu nhién bat dinh

Ngudn bat dinh vat Iy thuwong cung cip mét dong lién tyc gia tri du ra khi dwoc cung cép ngudn dién.
Tuy nhién, G&u ra nay khdng nhét thiét phai la mét chudi nhj phan don gidn. Vi du: néu ngudn bét dinh
vat Iy dua trén thai gian gitr nhikng 1an phan rd phéng xa, ngudn bat dinh khong thé cung cap mét
chuBi dau ra nhi phan don gian cé chira d6 bat dinh nhung cung cap mét loat khodng thoi gian gitra
nhizng phan phan ra phong xa. Ngoai ra, néu ngudn bét dinh vat ly dwec st dung dya trén su thay ddi
dién &p trong mét di-6t nhiéu thi dau ra cé thé 1a mét loat két qua ctia phép do dién ap.

Théng thueng, ngudn bét dinh nay cin duoc gidi thich ré rang trwdc khi sir dung. Didu nay co thé
duoc thyc hién bang cach so sanh di liéu vat Iy do ngudn bét dinh cung cap véi mét loat cac gia tri
ngwdng. D liéu dugc cung cap bdi ngudn bat dinh ¢6 thé dwgc so sanh voi mét gia tri nguéng duy
nhat, do dé mét 1an doc ngudn tao ra mdt bit d&u ra hodc dugc so sanh vai mét loat cac gia tri ngudng
sao cho mét 1an doc ngudn tao ra mét s6 bit dau ra.

Vi mét ngudn bat dinh vat Iy thwdng dwec chira trong mét ranh gidi mat méa cta bd tao bit ngau nhién
bét dinh, diéu kién an toan dwoc nhan manh la viéc thu thap va gidi thich v& ngudn bét dinh vat ly thue
sw chir khdng phai |2 kha nang k& tAn cong c6 thé ldy dwoc théng tin vashodc gay anh hudng qué muc
dén ngudn.

Mot wu diém clia ngudn bét dinh vat Iy 1a cd thé md hinh héa nhw mét qua trinh ngdu nhién. Didu nay
dn dén viéc kiém tra chét leong trwe tuyén ludn hiéu qua nhdm xac dinh chinh xac théi diém nguén
bat dinh vat Iy bi 18i. Cac bai kiém tra nhw vay co thé dwoc sir dung dé ngén chan mét bd tao bit ngéu
nhién bét dinh vat Iy tiép tuc hoat dong viri mdt ngudn bat dinh cé thé dy doan dwec va cé thé loai bd
mét s6 ham chuyén @bi trang thai phirc tap hodc ham tao dau ra.

8.3.2.2 Yéu cau déi véi ngudn bét dinh vat Iy cla b tao bit ngdu nhién bat dinh

Céc yéu chu chirc nang déi v&i ngudn bét dinh vat Iy nhu sau:
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1. Céc gia trj ngudng phai dugc chon sao cho chubi dau ra chira mét lwong @ bét dinh du lon gé
trng dung. Lwu y ring c6 s khac biét gitra d6 bét dinh do ngudn hién thi (cé thé tao dir liéu & do
chinh xéac vd han) va dd bat dinh dwgc cung cap bdi biéu dién nhj phan clia nguén do.
2. Tong i clia ngudn bét dinh phai dwec phat hién ngay lap tire. Sy suy gidm clia ngudn bét dinh
phai dwge phat hién dl nhanh, trong dé “du nhanh” phy thugc vac mirc d suy giam.

8.3.2.3 Yéu céu tly chon dbi véi ngudn bat dinh vt Iy clia bo tao bit ngau nhién béat dinh

Ngudn bat dinh phai dwgc phan tich chinh thirc va cac gia trj ngwdng dwec chon sao cho dau ra chiva
lwgng d6 bét dinh 1on nhat cé thé. Digu nay co thé x3y ra vi cac ngudn bét dinh vat Iy that sy la twong
déi don gidn so véi cac ngudn bat dinh con ngudi.

8.3.3 Ngudn bat dinh phi vat ly cho b tao bit ngiu nhién bit dinh

Ngudn bét dinh phi vat Iy thwéng duge cung cap bdi mét hé théng theo yéu cau clia bo tao bit ngau
nhién bt dinh. Do d6, cac ngudn bét dinh phi vat Iy thuwéng ndm ngoai ranh giéi bdo vé xac dinh cla
b tao bit ng&u nhién bat dinh (xem 5.4). D liéu thwong & dang nhi phan. Vi du: ngudn co thé la biéu
dién sb chia thoi gian gitra nhitng 13n nhan phim (duoc do bang hé théng), clia sb liéu théng ké mang
khéng thé doan trirdrc hodc ndi dung clia cac phan khéng thé dy doan trong bd nhé RAM.

Vi ngudn bt dinh phi vat Iy ¢6 it nh&t mét phan ndm ngoai sy diéu khién clia bd tao bit ngau nhién bét
dinh, nén phai cé cac bién phap ngan chan dé giam thiéu kha ning ké tan cong thu dwoc thong tin vé
di¥ liéu va/hodc kha nang anh hwdng dén ngudn bat dinh. Ngoai ra, vi rat khé d& mé hinh héa mot
ngudn bt dinh phi vat Iy mét cach chinh xac nhw 14 mét qua trinh ngau nhién, nén cang khé dé xac
dinh duwoc liéu ngudn 86 ¢ hoat dong chinh xac hay khéng. Do d6, bé tao bit ngau nhién bat dinh phi
vat ly thuong st dung cac ham chuyén ddi trang thai va ham tao dau ra phirc tap nham dam béo rang
bd tao bit ngdu nhién it nhat phai an toan nhw mot b tao bit ngau nhién tat dinh trong khoang thai gian
tlr khi ngudn bat dinh bi I16i dén khi 16i dugc phat hién.

Khéng c6 thém yéu cau an toan cho ngudn bét dinh phi vat 1y.

8.3.4 Ngudn bét dinh bd sung cho bd tao bit ngiu nhién bét dinh
8.3.4.1 Gi6i thiéu v& ngudn bat dinh bd sung cho bé tao bit ngiu nhién bét dinh

Hoat dong cla bé tao bit ngdu nhién bét dinh ciing bao gém mét hodc nhiéu ngudn bat dinh bd sung.
MGt nguén bat dinh bd sung c6 thé hiku ich vi nhigu Iy do. N6 cung cap mét 16p bao vé chéng lai sy
suy gidm dau ra clia bd tao bit ngau nhién bét dinh do ngudn bat dinh chinh 18i hodc co su sai khac véi
md hinh thong ké dac trwng.

Trong triedng hop ngudn bat dinh chinh dwoc danh gia tlr bén ngoai, thi ngudn bat dinh bd sung it cé
kha nang bij truy cap tr ngoai vao sé& lam gidm lwgng théng tin hiru ich ma ké tan cong cé thé thu dugc
ttr ngudn béat dinh chinh.

Cubi clng, viéc st dung nhidu ngudn bat dinh cung cap kha nang chia tach quyén kiém soat, cho phép
(*ng dung ma nhiéu ngwdi dung can truy cap vao clng mét dau ra clia bd tao bit ngdu nhién bat dinh
nhung khéng tin twdng vao nhitng anh hwéng tiém &n déi véi cac ngudn bét dinh riéng 18. Bbi voi cac
trng dung nhw vay, cé thé thiét ké bd tao bit ngdu nhién bt dinh sao cho si tin twéng cla ngudi ding
vao mét ngudn bat dinh duy nhat Ia d dé tin twdng vao dau ra cudi ciing clia bd tao bit ngiu nhién bét
dinh.

B tao bit ngau nhién bat dinh c6 mot ngudn bat dinh bd sung khong phai la nguon bat dinh khong xac
dinh ma 1a ngudn bét dinh xac dinh, tirc 1a mét gia tri mam. Mot bd tao bit ngau nhién bat dinh c6 ngudn

29



TCVN 12853 : 2020

bat dinh xac dinh thi dwoc goi 13 b tao bit ngiu nhién bat dinh lai ghép. BS tao bit ngau nhién bat dinh
lai ghép duoc quy dinh trong 8.3.5,

Mac du c6 thém tinh khong thé dy doan dwoc dbi voi dau ra cla b tao bit ngdu nhién, nhung dd an
toan cla bo tao bit ngAu nhién chi dira vao ngudn bat dinh chinh. Do d6, dau ra clia mét bd tao bit
ngAu nhién phai dwoc gir an toan ngay ca khi ké tAn cong biét dAu ra clia tht ca cac ngudn bét dinh bd
sung va’hodc khi ké tAn cong c6 phwong phéap do sw dnh hwdng dbi véi dau ra clia cac ngudn bat dinh
bo sung.

8.3.4.2 Yéu ciu dbi voi ngudn bt dinh bd sung cho bd tao bit ngdu nhién bét dinh

Cac yéu cau chirc ndng d6i véi ngudn béat dinh bd sung nhu sau:

Mt nguén bt dinh bd sung sé dwoc dwa vao néu:

a)

b)

c)

Nguén bét dinh chinh khéng &t tin cay do b I8i, Trong trwdng hop nay, ngudn bat dinh bd sung
phai dap (vng cac y&u cau trong ty nhw nguon béat dinh chinh;

Ngudn bét dinh chinh tao ra 8 bat dinh véi tbc do khéng bang véi the do tao bit ngau nhién mong
mubn. Trong tredng hop nay, ngudn bét dinh bd sung phai dap ting céc yéu cau tuong tw nhu
ngudn bét dinh chinh. Ngoai ra, thay vi st dung mét ngudn bét dinh bd sung, gidi phap giai quyét
vén d& nay duoc chip nhan 1a st dung bd tao bit ngau nhién bat dinh chi dé tao ra gia trj mdm ban
dau cho mét bo tao bit ngau nhién tat dinh; va

(rng dyng hodc méi tredng doi hdi bé tao bit ngdu nhién thiee hién cac chire nang dwoc cung cép
tét nhét bai mét bé tao bit ngAu nhién bét dinh lai ghép, tirc 12 bb tao bit ngau nhién 1y gié trj mam
nhw mét ngudn bét dinh. Trong triedng hep nay, ngudn bt dinh bd sung phai d4p (rng céc diéu
kién trong 8.3.5.

8.3.4.3 Yéu cau tuy chon déi véi ngudn bt dinh bd sung cho b tao bit ngau nhién bt dinh

Céac tinh nang tuy chon nhung dwoc kién nghi st dung clia nguén bt dinh bé sung nhw sau:

1.
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Cho dii ngudn bat dinh bd sung c6 ciing kiéu véi nguon bat dinh chinh (tkc Ia phién ban thi hai

clia ciing mot ngudn bat dinh), hay 13 mét thanh phan hodc qua trinh hoan toan khac, thi nguon

nay phai hoat dong doc 1ap véi ngudn chinh @& dam bao rang ngudn bat dinh két hop sé khdng

mét d6 bat dinh do sw phu thudc théng ké. Tinh déc lap cla cac ngudn bét dinh ciing tao didu kién

cho viéc thiét ké va danh gia hodc qua trinh kiém tra doc 1ap bing cach cho phép phan tach nguén

b4t dinh chinh va ngudn bét dinh thir hai mot cach riéng biét va ciing lam gidm kha nang 16i clia

ngudn bét dinh chinh.

DAu ra clia bd tao bit ngdu nhién phai khdng thé dw doan dugc ngay ca khi ké tAn céng co thé lya

chon cac gia tri clia ngudn béat dinh bd sung; khdng thé dw doan dugc bit tiép theo duoc tao ra bdi

bd tao bit ngau nhién véi xac suét Ién hon dang ké 1/2.

Nguén bét dinh thir hai nén dwoc dua vao trong thiét ké clia bo tao bit ngdu nhién béat dinh néu

mot trong hai diéu sau Ia dung:

a) Ngudn bét dinh chinh Ia phin khéng 6n dinh (nghta 1a khéng nhat quan) trong hoat déng théng
k& 1am cho viéc wée lwong d6 bat dinh dau vao trd nén khé khan hon; hodc

b) Ké tan céng ¢b théng tin hay gay anh hudng dén ngudn bat dinh chinh. Trong trwéng hop
nay, ngudn bat dinh bd sung phai dap rng céc yéu ciu twong tw nhw ngudn chinh, mac du ¢o
thé chap nhan cé mot sé thanh phan tat dinh. Nghfa 1 thao tac clia ngudi st dung hoac cac
yéu t6 tir mi tredng hé théng c6 thé dnh hwdng (mac dit khong hodn toan xac dinh) dau ra tir
nguén nay.
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8.3.5 B tao bit ngau nhién bét djnh lai ghép

Mbt bd tao bit ngau nhién bét dinh dwc coi 1a mdt b tao bit ngéu nhién bat dinh lai ghép néu né lay
ngudn tat dinh lam d4u vao bb sung. Uu diém chinh clia bd tao bit ngdu nhién bat dinh lai ghép la du
ra khong thé du doan duwoc clia nd dwgc tham sé hoa bing gia tri mam. Diéu nay gilp tdng cudng dd
an toan vi théng tin vé dau ra clia ngudn bét dinh chinh khéng dl dé cho phép ké tan cdng phé v& lwoc
dd hoac cho phép cac bd tao bit ngdu nhién st dung mdt ngudn bét dinh khéng xac dinh duy nhét véi
nhitng gid trj mam khéc nhau ma khéng anh hwdng dén do an toan.

Cac yéu cau chire ning bd sung ddi véi mot bé tao bit ngau nhién bat dinh lai ghép nhw sau:

1. K& tan cong khéng thé dy doan dworc bit tiép theo véi xac suat Ién hon dang ké 1/2 ngay ca khi ké
thn cong co6 toan quyén kiém soat gia tri mam.

2. Khdng ké tin cong nao co thé khdi phuc lai thong tin vé gia tri mam bang cach quan sat dau ra clia
bd tao bit ngdu nhién.

3. Khéng nguwdi diung ndo khdng co thdm quyén co thé didu khién, anh hudng hodc cap nhat gia tri
mam.

8.4 Diu vao bd sung cla bd tao bit ngdu nhién bit dinh
8.4.1 Gidi thiéu vé dau vao bd sung ciia bo tao bit ngiu nhién bét dinh

Hoat dong cla bd tao bit ngdu nhién bét djnh yéu ciu lay mot s6 dau vao cong khai va’hodc do ngudi
dung tao ra nhw 1énh, di¥ liéu vé sy bién thién dién ndng va bién thién thoi gian nhw bd dém, xung, di
liéu do ngwdi ding cung clp. Cé thé gia thiét ring nhirng dAu vao bd sung nay cé thé trrc tiép quan
sat duwoc hodc duwdi sy kiém soat tryc tiép clia ké tan cong. Do d6, diéu quan trong 13 viéc diéu khién
céc gia tri diu vao nay khéng 1am gidm hiéu suét clia bd tao bit ngdu nhién, hodc chi cé mét ca nhan
hodc nhan vién da xac thyc va cé thAm quyén cé kha nang didu khién nhitng gia tri ddu vao nay véi
mdt chinh x&c hoat dong dwoc xac dinh duy nhat.

8.4.2 Yéu cau déi véi dau vao bd sung clia bd tao bit ngau nhién béat dinh

Yéu cau chirc nang cia moi d4u vao bd sung phai bac gém kha ning bao vé chdng lai thao tac ctia ké
thn céng (Iénh, xung, bd hen gi®, ngudn dién...) gay anh hwdng dén ds an toan cla bd tao bit ngau
nhién.

CHU THICH Biéu nay cé thé dwerc thye hién bing cach han ché anh hudng Ién cac dau vao nay trong viéc kidm soat tong thé
b tao bit ngéu nhién bét djnh. Nguén dién dau vao 1a mot trwdrng hep ddc biét; sy gian doan cla nguén dién rd rang sé dan
161 viéc tir chdi hoan toan dich vy. Méi trudng hoat ddng clia bd tao bit ng&u nhién bat dinh phai dwgc cung cap dién lién tyc.,
Day 13 mdt van dé hé thdng va ndm ngoai pham vi clia tiéu chuan nay.

8.5 Trang thai bén trong clia b6 tao bit ngiu nhién bét dinh
8.5.1 Gi®i thiéu v trang thai bén trong cia bd tao bit ngiu nhién bt dinh

Thanh phan nay chira thdng tin duoc chuyén qua lai gitra cac 1an goi dén bd tao bit ngdu nhién bat
dinh va tat ca théng tin duoc x& Iy trong mét lan yéu cau. Vi ly do nay, trang thai bén trong a mét yéu
cau bat budc; tuy nhién khong bt budc 1a bt ky phin nao clia trang thai bén trong phy thuéc vao cac
trang thai trwdrc do, nghia 1a khong yéu ciu bat budc dbi véi bat cl phan nao clia trang thai bén trong
duoc chuyén sang 1an goi ké tiép clia bd tao bit ngéu nhién bét dinh (vi dy: khi tung ddng xu, khéng ¢
trang thai bén trong nao duwgc chuyén sang Ian tung ddng xu tiép theo). Trong nhirng trwéng hop nhw
vay, trang thai bén trong cla bg tao bit ngiu nhién bat dinh hoan toan phy thudc vao dau ra cla nguén
bét dinh tai thei diém bd tao bit ngdu nhién bt dinh duoe st dung.
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Tuy nhién, bing cach gitr lai thong tin trang thai nay, bd tao bit ngAu nhién bat dinh ¢6 thé tao dau ra
ngau nhién 1d mot ham clia dau vao hién tai tlr ngudn bat dinh va ctia nhidu (hodc tat cd) dau vao trude
do. Biéu nay cung cap mét I6p bao vé chéng lai 16i hodc sw suy gidm cla ngudn bét dinh, cling nhw sy
thda hiép dau ra ngau nhién cla ké tAn cong cb thong tin hodc anh hudng dén ngudn bét dinh.

Trang théi bén trong bao gdm hai phan. Trang thai lam viéc 1a mét phan cla trang thai bén trong duoc
x(r 1y két hop vai div liéu ngudn bt dinh bang ham chuyén ddi trang thai bén trong dé tao ra trang thai
bén trong mai. Thanh phan nay cé thé bao gdbm mdt “bd tri¥" ngdu nhién ngoai bd dém hodc cac gia tri
khac tly chon. Phén thir hai clia trang thai bén trong la mét gia trj dwgc goi la tham so bi mat. Tham so
bi mat 13 mot dau vao bd sung cho ham chuyén dbi trang thai bén trong, ty chinh ham trong trwéng
hop cy thé cla bd tao bit ngdu nhién bét dinh. Do dé, nd déng vai trd nhuw mét 1ép bao vé bd sung
chong lai sy suy giam chét lwgng clia ngudn bét dinh. Tuy thude vao viéc x& Iy cac tham sd bi mat, né
cling cé thé bao vé chéng lai viéc gay tdn hai dén trang thai lam viéc.

Khi khéi tao dau ra clia ngudn bét dinh phai dwoc dat vao trang thai bén trong, trang thai lam viéc la
bat budc. Tat ca, mdt phan hodc khong cé trang thai bén trong nao cé thé dugc chuyén sang 1an goi bd
tao bit ngau nhién bét dinh tiép theo. Viéc sir dung tham sb bi mat la tly chon, nhung khi siv dung, gia
tri @6 thudng dwoc gitr lai gitka cac 1An goi bé tao bit ngAu nhién bét dinh va chi cé thé duoc cap nhét
bdi ca nhan hodc nhan vién duoc xac thye va dwoc Oy quyén trong ranh gidi cla chinh sach hoat
dong. Thong tin thém vé cac van @& lien quan dén kiém soat théng s6 bi mat duoc cung cap trong
ISO/IEC 117701 [6].

8.5.2 Y&u ciu déi véi trang thai bén trong ciia b tao bit ngiu nhién bét dinh

Céac yéu cau chirc ning cla trang thai bén trong nhw sau:

1. Thiét ké clia b6 tao bit ngau nhién bat dinh phai bao vé dé ké t&n cong biét hoac anh hwdng dén
trang thai bén trong.

CHU THICH 1 M6t phrrong tién dé dat dwoc yéu cau trén bac gm viée chi dinh trang théi bén trong 16i ving bd nhé chi cé
thé truy cap vao bé tao bit ngiu nhién bét dinh, leu tri¥ bd tao bit ngiu nhign bét dinh trén mét may tinh hoac thiét bj doc 13p
hodc théng qua cac chinh sach an ninh bao vé thiét bj va moi trwdng cla né.

2. Néu tdn tai thi tham sb bi mat phai dwoc bao vé khoi ké tan cong trong ranh gidi bao vé clia b tao
bit ngau nhién bat dinh duoc thiét ké dé phat hién cac né lwc xam nhap trai phép.

3. Gia tr khoi tao cta tham sb bi mat néu ton tai phai chira d6 bat dinh dC 1én dé dap Ung yéu ciu an
toan ciia (rng dung. Tham sé bi mat khdi tao nay ¢é thé dwoc tao ra bdi bd tao bit ngdu nhién bét
dinh hodc mdt bd tao bit ng&u nhién bAt dinh khac. Néu tham sé bi mat dwoc tao ra bdi chinh bd
tao bit ngau nhién bét dinh, bd tao bit ngdu nhién bt dinh phai hoat déng & ché db dic biét danh
riéng cho muc dich nay, trong d6 két qué dau ra ngau nhién tré thanh tham so bi mat.

Tuy nhién, néu @6 an toan bd sung dwoc coi la mét yéu ciu dé bao vé chéng lai cac kich ban ké
tdn cong thu dwoc théng tin hodc anh hudng dén ngudn bat dinh c6 thé xdy ra, thi qua trinh tao
tham sb bi mat khdi tao phai 14y di liéu bét dinh bd sung ti mét thanh phan hé théng khac hoic
théng qua twong tac cla ngudi ding duwoc két hop mét cach nao do véi d liéu clia ngudn bat
dinh (tcrc 12 G6 bét dinh bd sung déng vai tré 1a ngudn bét dinh th hai tam thoi).

CHU THICH 2 Vi dy vé twong tac clia ngudi ding cé thé bao gbm nhung khéng gi¢i han: nhan phim, théi gian gitva cac 1an
nhén phim hoac di chuy&n chuét.

4. Trong trwéng hop c6 cac gia tri khdng nén lam tham sb bi mat (vi du; khéa mat ma “yéu”) thi tham
s6 bi mét phai dwoc kiém tra @& dam bdo réng céc gia trj tham sb bi mat nay khong dwoc siv dung.
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5. Tham sé bi mat néu cd thi phai duoc thay thé dinh ky. Diéu nay hd trg' myc tiéu an toan vé phia
trwde va phia sau. Tham sb bi mat chi dwee cap nhat théng qua cac lénh clia nhan vién dwec xac
thuec va duoc ty quyén trong ranh gidi hoat dong clia chinh séch an toan.
6. Néu mét tham sé bi mat tdn tai va khong dwoc I4y tir mét bd tao bit ngdu nhién bat dinh khac, thi
qua trinh thay thé hodc cap nhat tham sé bi mat phai lién quan dén cac ngudn bét dinh va ham
chuyén ddi trang thai bén trong.

CHU THICH 3 Lugc db thay thé chi Gon gidn 13 thay thé hodc thém tham sé bi mat hién tai véi dau ra ngéu nhién tir bd tao bit
ngAu nhién bt dinh ma khéng dugc st dung cho bét ky myc dich gi khéc.

7. Néu ngudn bat dinh bj i va trang thai lam viéc bi anh hwdng, thi bd tao bit ngdu nhién bét dinh
phai chéng lai moi kha nang dé& budc noé tao ra dAu ra sdn co.

CHU THICH 4 Bd tao bit ngiu nhién bét dinh ngirng hoat dong khi (cac) ngudn bat dinh 16i, hodc, néu b tao bit ngu nhién
bat djnh bao gbm mét tham sé bi mat bang cach dam bao ring bé tao bit ng&u nhién bat dinh tiép tyc hoat ddng mét cach an
toan nhu b tao bit ngdu nhién tat dinh. DAc biét, tham s6 bi mat phdi cé dl dai d& chdng lai bt ky hinh thirc tan cong mat ma
nao lén bd tao bit ngdu nhién bat dinh bao gém ¢ phwong phap vét can.

8.5.3 Yéu cau tuy chon déi v&i trang thai bén trong clia bé tao bit ngéu nhién bét dinh
Céc tinh nang thy chon nhwng dwec khuyén nghj st dung déi voi trang thai bén trong nhw sau:

1. Kich thwéc tinh béng bit clia trang thai bén trong phai dl I&n dé b tao bit ngau nhién bét dinh tiép
tuc hodc dong nhu mét bd tao bit ngdu nhién tat dinh néu ngudn bét dinh 16i hodc ké tan cong cé
moi théng tin hodc diéu khién dwece b tao. Néu di¥ liéu clia ngudn bét dinh la hing sé, thi chiéu
dai clia chu ky toi da dwge gidi han bdi kich thuéce clia trang thai bén trong va dit mét gidi han
trén cho cong viec ma ké tan cong phai thue hién dé khoi phuc trang thai bén trong (thong qua
phuong phap vét can).

2. Tham sé bi mat phai dwoc gilr lai gitra cac phién 1am viéc dé cung cép cho b tao bit nglu nhién
bat dinh mét trang thai duy nhat cé di @9 bat dinh tai méi 1an kich hoat khdi ddng ma khéng can
tao ngay mot gia tri tham sé bi méat méi. Néu diéu nay dwoc thue hién, no sé bao vé bd tao khoi
truy cap clia ké tan cong.

CHU THICH Qué trinh bao v& nay c6 thé dwéi hinh thire lwu trir trong mdt vitng bd nhér chi ¢o thé truy cap vao qua trinh clia
b$ tao bit ngiu nhién bat dinh, Ivu tri¥ dwéi dang ma héa hodc lwu triy trong mét thé ¢ thé thao di.

8.6 Ham chuyén dbi trang thai bén trong clia b tao bit ngau nhién bt dinh
8.6.1 Gi®i thiéu vé ham chuyén déi trang thai bén trong ctia bd tao bit ngdu nhién bét dinh

Ham chuyén ddi trang thai bén trong diéu khién moi hoat déng lam thay ddi trang thai bén trong. Bao
gdm cac ham bat budc nham bién ddi dau ra ctia ngudn bét dinh vao trang thai lam viéc va phan hién
tai cla trang thai bén trong vao ham tao du ra. Théng thwdng cac ham nay hoat déng doc 18p voi
tham s bi mat.

Tuy nhién, chirc ndng chinh cla cac ham chuyén doi trang thai bén trong 13 diéu khién cac phan “mang
di” cla trang thai bén trong gilra cac lan goi clia bd tao bit ngéu nhién bat dinh. Chirc ndng nay la tuy
chon nhung dwge khuyén nghi st dung. Mét chirc ndng nhuw vay sé hoat déng theo hai phén.

1. Mang theo tham sé bi mat ma khang thay dbi.
2. Céap nhét trang thai lam viéc str dung ham phy thudc vao trang thai lam viéc hién tai va tham sé bi
mat (tuy chon).

Hinh 4 14 mét vi dy vé ham chuyén déi trang thai bén trong véi tham sé bi mat.
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Cic ddu vao bit dinh/Trang thél lam viéc

Ham chuyén aéi Tham s& bi mat
trang thai bén trong > {vi du: gia trj khdi tao
(vi du: SHA-1) SHA-1)

h 4

Trang thai lam viéc m&i

Hinh 4: Vi du v& ham chuyén ddi trang thai bén trong

CHU THICH Trong hinh 4, ham chuyén @i trang thai bén trong 1a SHA-1 va tham sé bi mat 14 hdng sb 160 bit cho SHA-1,

8.6.2 Yéu ciu ddi véi ham chuyén ddi trang thai bén trong clia bd tao bit ngau nhién bt dinh

Viéc st dung ham chuyén ddi trang thai bén trong chi bt budc & viéc thu thap va lvu trlr dau ra cla
ngudn bt dinh. Néu day I3 ham duy nh&t ma cac ham chuyén ddi trang thai bén trong cung cép thi
khéng ¢ yéu chu bd sung nao ma cac ham chuyén dbi trang thai bén trong phdi dap tng.

Néu ham chuyén d3i trang thai bén trong tao ra mot trang thai 1am viéc méi béng viéc két hop trang
thai bén trong trude d6 véi dau ra ctia ngudn bat dinh, thi yéu ciu chirc nang déi véi ham chuyén dbi
trang thai bén trong nhw sau.

Di voi mbi 1an thay thé phan tich Ity do bat dinh cda trang thai bén trong, dir liéu clia ngudn bét dinh
dwoc xt Iy bing ham chuyén ddi trang thai bén trong phai cé dG sé lwgng Gé chira it nhat 1a nhiéu bit
d6 bat dinh 1a G6 an toan (tinh theo bit) dwoc danh gia clia bo tao bit ngéu nhién bét dinh.

8.6.3 Yéu cau tiy chon déi véi ham chuyén dbi trang thai bén trong clia bd tao bit ngau nhién
bat dinh

Cac tinh nang tiy chon nhung duwoc khuyén nghi st dung ctia ham chuyén dbi trang thai bén trong
nhw sau:

1. Ham chuyén ddi trang thai bén trong phai dat dugc tinh an toan vé phia sau thdng qua viéc sty
dung hop ly ham mét chiéu, vi du: ham b3m mat ma.

2. Ham chuyén dbi trang thai bén trong phai cé d3c tinh 13 tat c céc bit trong trang thai lam viéc va
dAu vao ngudn bét dinh sé anh hudng dén cac bit diu ra clia ham chuyén ddi trang théi bén trong.

3. Hoat dong clia ham chuyén ddi trang thai bén trong phai bao vé chéng lai viéc quan sét va phan
tich théng qua tiéu thu dién nang, thdi gian, phan ra phéng xa hodc cac tan cong kénh ké khac.
Nhirng gia tri ma ham chuyén ddi trang thai bén trong lam viéc (trang thai bén trong, tham so bi
mat va dau vao nguén bét dinh) 1a cac gia tri quan trong dwa trén tinh bi mat cia d4u ra ngiu
nhién. Phan tich kénh k& c6 thé pha v& tinh bi mat nay.
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8.7 Ham tao dau ra cta bd tao bit ngdu nhién bit djnh

8.7.1 Gi&i thidu vé ham tao diu ra cla bd tao bit ngdu nhién bét dinh

Thanh phan nay cung cap dau ra ngiu nhién cho (¢:ng dung yéu ciu bang cach x ly tat ca hodc mot
tap con cac bit trong trang thai bén trong hién tai, (ca trang thai 1am viéc va tham sé bi mat) va bét ky
dau vao bd sung tly chon nao. Ham tao dau ra 1d mot thanh phan quan trong dé dat dwoc tinh an toan
vé phia trwéc va phia sau. Thanh phan nay cung cép tinh an toan vé phia sau bang cach ngan khéng
cho dau ra ngau nhién tiét 16 thong tin v& cac gia trj hién tai hodc truwdc dé cla trang thai bén trong, céc
d4u vao clia ngudn bét dinh hodc cac du ra ngu nhién.

8.7.2 Yéu cau dbi véi ham tao diu ra cia bd tao bit ngiu nhién bét dinh
Cac yéu cau chirc ndng déi voi hdm tao dau ra nhw sau:

1. Hamtao daura phai khdng tao ra @§ chéch trong dau ra ngau nhién.

2. Daurangau nhién tir ham tao dau ra phai virgt qua cac bai kiém tra chét lugong thdng ké khi dwoc
yéu cau (xem 8.8.5).

3. Ham tao dau ra phai x Iy céc bit tir trang thai bén trong it nhat bang sb lwgng cac bit trong méi
khoi ddu ra ngAu nhién dwgc tao bdi ham tao dau ra. Tuy thudc vao loai ham tao dau ra sl dung,
c6 thé can x{ Iy nhigu hon s6 lugng bit ndy tir trang thai bén trong.

4, Ham tao dau ra khong duoc stk dung lai di¥ liéu t&r phan trang thai lam viéc clia trang thai bén
trong khi cung cAp di liéu ngau nhién cho (ng dung yéu cau. Tic la (a) ham chuyén ddi trang thai
bén trong sé thay thé cac phan cla trang thai lam viéc gira nhirng 1an goi dén ham tao dau ra dé
dam bao khéng st dung lai hoac (b) ham tao d4u ra sé str dung mét phan chua s dung trudc d6
clia trang thai 1am viéc dé dam bao rang di liéu khong dwoce st dung lai.

5. Ham tao dau ra khéng dwge rd i bat cl thong tin nao vé trang thai bén trong ¢ thé anh hwdng
dén dau ra tiép theo.

8.7.3 Yéu ciu tiiy chon déi véi ham tao dau ra ciia bo tao bit ngiu nhién bit dinh

Yéu chu sau day 1a tly chon. C6 thé cé trrdng hop trong mét sé thiét ké, viéc bao gbm yéu cAu nay rét
dwoc khuyén khich.

Ham tao dau ra khong thé cé ham nguwoc dé tiét 16 thong tin v& trang thai bén trong. Nghia la théng tin
vé& d&u ra ngau nhién do ham tao d4u ra tao ra khéng duoc tiét 16 théng tin gi vé trang thai hién tai.

8.8 Kiém tra chat lwong ddi véi b tao bit ngau nhién bat dinh
8.8.1 Gi®vi thidu vé& kiém tra chat lwgng déi véi bo tao bit ngau nhién bat dinh

Thanh phan ndy dam bao ring toan bd quy trinh clia bd tao bit ngau nhién bét dinh hoat déng chinh
xéc va dau ra clia bo tao bit ngdu nhién bat dinh & ngdu nhién mét cach lién tuc. Cac bai kiém tra nay
sé phat hién ra 16i trong bd tao bit ngau nhién bat dinh va ngan ngira viéc sir dung bd tao bit ngau
nhién bat dinh cho dén khi virot qua cac bai kiém tra chat lwong. Nhirng bai kiém tra nay la mét phan
trong thiét ké cla bé tao bit ngau nhién bat dinh; chung duwoc thue hién tw dong khi bat ngudn hoic
khéi déng ma khéng can sy can thiép clia cac ng dung, qua trinh hodc nguwdi ding khac va ngudi
dung cling ¢6 thé yéu cu bat e khi nao.

Céc bai kiém tra chét lwgng duwoc trinh bay trong tiéu chudn nay bao gdm ba bg: kiém tra cac thanh
phan tat dinh clia bd tac bit ngdu nhién bét dinh, kiém tra ngudn bat dinh va kiém tra d4u ra ngu nhién
do bd tao bit ngau nhién bét dinh tao ra.

Kiém tra cac thanh phan tat dinh dwgc ap dung cho tat ca céac thiét ké clia bo tao bit ngau nhién bét
dinh. C6 thé ¢ trwong hop ty 1& dd bat dinh dau vao hodc diu ra ngau nhién qua thap dé cé thé thyc
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hién duoc tat ca cac bai kiém tra chét lwong théng ké trén cac ngudn bat dinh hodc dau ra bb tao bit
ngdu nhién bt dinh. Trong nhirng trvdrng hep nhw vay, nha thiét ké cé thé thay ddi cac phép thir hodc
ngwdng kiém tra, cho phép kich thuéc mAu nhd hon trong khi van gilr xac suét 16i loai 1 twong dwong
nhau.

Céc yéu ciu chung va cac yéu ciu 4p dung cho méi bd kiém tra nay dwgc trinh bay trong bdn tiéu muc
dwéi day. Trong mot sb tredng hop, bd tao bit ngdu nhién bat dinh 6 thé c6 cac tinh nang hodc chire
nang bd sung khong duwoc quy dinh trong tiéu chudn nay va c6 thé bao gém cac bai kiém tra riéng biét.
Trong nhirng trvdng hop nay, nha thiét ké phai ghi lai cac myc tiéu cGa nhirng tinh nang bd sung nay
va lam co s& cho cac bai kiém tra bd sung.

Tan suét cac bai kiém tra chét lwong phai duoc thuc hign phu thude vao thiét ké tdng thé cda bd tao bit
ngAu nhién. Vi du: néu c6 thé gam bao ring moi 18i clia ngudn bt dinh cé thé dwoc phat hién mét cach
nhanh chong, d& dam bao kiém tra tAn sult clia ngudn bét dinh, thanh phan tét dinh phai dwoc don
gian héa.

8.8.2 Cac yéu cau kiém tra chat lweng chung dbi véi bd tao bit ngau nhién bat dinh

Céc yéu cau chirc nang déi voi ca ba loai kiém tra chét lwong dwoc néu & trén nhi sau:

1. BO tao bit ngiu nhién bat dinh phai tw dong thuc hién cac kiém tra chét lwong toan dign méi lan
bat nguén hodc khdi dong.

2. BG tao bit ngau nhién bét dinh phéi cho phép kiém tra chét lwong (ngudn b4t dinh, thanh phan tat
dinh va dAu ra ngau nhién) dwoc thire hién "theo yéu cau”.

3. T4t ca dAu ra tir bd tao bit ngdu nhién phai bj trc ché trong khi thwe hién céc kiém tra chat lvong
nham che gidu théng tin v& hoat dong clia b tac bit ngau nhién bat dinh va ngén chan viée ro ri
théng tin nao vé nhirng 15i c6 thé (bao gdm kiém tra chét lvong vé cac thanh phan tat djnh trong
8.8.3, kiém tra chét lwong vé ngudn bat dinh trong 8.8.4 va kidm tra chét lwong vé dau ra ngu
nhién trong 8.8.5). Di¥ liéu da vwot qua tat ca cac bai kiém tra v& dau ra ngau nhién co thé duoc
st dung nhw dau ra ngau nhién sau khi hoan thanh tat ca cac bai kiém tra chat luong.

CHU THICH Mgt ngoai 1& voi yéu ciu nay c6 thé tén tai néu kidm tra chét lvgng duoc lién tyc ap dung cho bd tao bit ngau
nhién bt dinh (vi dy: cac bai kiém tra chét luong vé ngudn bét dinh hodc kiém tra thdng ké d6i véi dau ra). Trong trrong hop
nay, khéng c&n thuc hién yéu cau nay.

4. Néu bé tao bit ngiu nhién bat dinh dwoc thue thi nhw phan mém hodc phan sun, cac bai kiém tra
chét luong dwoc thue hién khi khdi tao bao gom kiém tra tinh toan ven cla ma thuce thi (RAM,
ROM hodc thiét bi logic c¢é thé Iap trinh). Vi du: chi ky s& hodc ma xac thwc thong bao dwoc ap
dung cho phan mém hodc phan sun.

Khi the thi bo tao bit ngiu nhién bat dinh phai thye hién cac bai kidém tra chét lwgng véi tan suat ting
Ién trong sudt phién hoat ddng ma khdng lam suy gidm higéu nang, trir khi khéi déng bat ngudn (khodng
cach hep Iy phai dwa trén tan suat yéu ciu cac bit ngau nhién).

8.8.3 Kiém tra chit lwong dbi véi cac thanh phin tat dinh cia bo tao bit ngau nhién bat dinh

Muc tiéu cla cac kiém tra nay 1a d& dam bao cac thanh phéan tat dinh cta bd tao bit ngdu nhién bat dinh
tiép tuc xtr Iy chinh xac bat ky tap dau vao co thé. Vi theo dinh nghia, khdng thé dy doan cac thanh
phan nay, phuong phéap kiém thlr dwee chap nhén la st dung kiém tra véi cau tra |1 3a biét, Cac phép
kiém thir nhw vay phai khdi tao thanh phin hodc ham @én trang thai khdi tac ¢b dinh, nhap mét dau
vao cb dinh vao ham, sau d6 so sanh két qua dau ra véi dau ra ding dwoc tinh toan truwde dé bang
viéc thue thi ham dac 1ap (vi du: mod phdng may tinh kiém tra dwoc st dung trong qua trinh phat trién
b tao bit ngdu nhién bét dinh) va duwoc lwu trik trong qua trinh thue thi bd tao bit ngau nhién bat dinh.
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Cac yéu cau chirc nang dbi vai kiém tra chat lwgng cac thanh phén tat dinh nhu sau:

1. Kiém tra v&i cau tra 1oi da biét phai bao gdm cac bai kiém tra chét lweong tdng thé dwoc thirc hién
mé&i 1an khéi dong va/hoic khéi dong lai va theo yéu cau. Kiém tra voi cau tra |6i da biét phdi co
trong cac bai kiém tra chat lgng tong thé thyc hién theo cac khodng thei gian dinh ky.

2. Chudi so sanh (két qua duwoc so sanh véi cau tra 1o da biét) dwoc tao ra cho moi bai kiém tra voéi
cau trd o da biét phai d dai dé xac suét vuot qua kiém thtr véi céc thanh phan 16i hodc bi suy
gidam chép nhan duwoc. Vi tdng kiém tra 32 bit dwee s& dung trong nhiéu (rng dung dam bao théng
tin, nén 32 bit 14 chidu dai khuyén nghij cho cac gia trj khi kiém tra v&i cau tra 101 da biét.

3. Kiém tra v&i cau tra 16i ¢a biét phai co trong toan bd bd tao bit ngdu nhién bat dinh, khong chi co
trong tirng thanh phan cta bo tao bit ngau nhién bat dinh ma con cé trong tdng thé cac thanh phan
diéu khién bd tao bit ngdu nhién bét dinh. Co6 thé thwe hién béng cach thiét 1ap trang thai bén trong
thanh mét mau cé dinh, chan di liéu clia ngudn bat dinh va thay thé ngudn béat dinh bang mét
chudi bit ¢6 dinh va chay bé tao bit ngau nhién bat dinh & ché do hoat dong. Diéu nay sé tao ra
mot day dau ra cd chiéu dai xac dinh it nhat bang chiéu dai dwoc quy dinh tai diém 2 & trén. Dau
ra sau do dwgc so sanh voi gia tri da xac dinh trwéde cod dwoc qua viéc thye thi hodc mé phdng déc
|ap.

4. Kiém tra voi cau tra 1oi da biét phai thie hién mdi khia canh ctia ham dang dwoc kiém thlr. Biéu
nay doi hdi mau du vao cé dinh phai dd dai dé cung cip mét mau dai dién cac dau vao co thé cho
méi thanh phén chirc ndng chinh clia ham duoc kiém thi.

5. Tt ¢ dau ra tir bo tao bit ngiu nhién bét dinh phai b chin trong khi thire hién kidm tra véi cau tra
i da biét dé che gidu théng tin vé hoat dong ctia bd tao bit ngau nhién bat dinh va ngan chan viéc
rd ri thong tin vé nhirng 16i cé thé cd. Dir liéu da vuret qua thanh cang kiém tra chét lwong véi cau
trd 1o da biét phai khéng duwoc s dung lam dau ra ngéu nhién sau khi hoan thanh tt ca kiém tra
chét lwgng. Gia tri hién tai cla trang thai bén trong bd tao bit ngdu nhién bat dinh sau khi hoan
thanh thanh cong kiém tra v&i cau tra 161 da biét sé khéng dwoc st dung.

Kiém tra v&i cau tra 1&i da biét [én cac thanh phan tat dinh clia bd tao bit ngdu nhién bét dinh co thé
dwoc loai bd dé thirc thi bd tao bit ngau nhién bét dinh véi hai quy trinh dy phong va doc 1ap (khdng
phai 12 cac ngudn bat dinh) ma dau ra clia né dwoc so sanh mdt céch lién tuc. Trong trwdng hop nay,
két qua khong phl hep khi so sanh duwoc x( ly fa I8i cla kiém tra chét lweng, chuyén sang trang thai
16,

8.8.4 Kiém tra chét lwong d6i véi ngudn bit djnh cia bd tao bit ngdu nhién bét dinh

Muc tiéu clia cac kiém tra nay la d& phéat hién sy thay ddi trong hoat dong clia ngudn bét dinh tlr hoat
déng dy dinh. Vi ngudn bat dinh duwoc gia dinh khéng tao ra di¥ liéu nhj phan déc lap va khong chéch
trong hau hét cac trvdng hop, nhirng bai kiém tra ngau nhién truyén thong (vi du: tn sb don, chi binh
phuong va chay kiém thir dé kiém tra gia thuyét vé cac bit doc 1ap va khéng chéch) sé ludn thét bai, do
d6 khong hiru dyng. Néi chung, céc bai kiém tra v& ngudn bat dinh phai duoc diéu chinh ¢an than véi
ngudn bat dinh, c6 tinh dén hoat ddng théng ké c¢6 phan bd khéng déu clia ngudn bét dinh hoat déng
chinh xac.

Péi voéi cac ngudn bét dinh khdng xac dinh tuan theo mé hinh théng ké rét phirc tap va dbi voi cac
ngudn bét dinh phi vat Iy noi riéng, co thé khong kha thi & phat trién kiém tra théng ké twong (rng
chinh xac véi mé hinh théng ké ctia ngudn bt djnh. Trong nhiing truéng hop nay, can xac dinh céc
kiém tra don gidn hon thay vi xac dinh liéu thdng ké dwoc tinh tir mét mau dir liéu cd ndm trong pham
vi chdp nhan duwoc hay khéng, xac dinh liéu mau di¥ liéu co chira bat ky s xuat hién clia cac gia tri
dwoc biét lién quan dén 15i khong. Lira chon cac mau dwge st dung cho cac kiém tra nhu vay phai tinh
dén 16i clia ngudn bt dinh.

Cac yéu cu chire nang dbi véi kiém tra chét lgng clia ngudn bat dinh nhu sau:
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1. Kiém tra d6i voi ngudn bat dinh phai dwoc bao gém trong cac bai kiém tra chét lwgng tong thé
dugc thee hign méi lan khdi dong va/hodc khdi dong lai theo khodng théi gian dinh ky trong qua
trinh str dung va theo yéu cau.

CHU THICH 1 Vi du, khoang thai gian dé kiém tra ngudn bét dinh c6 thé dwgc xac dinh bing chinh sach thyc thi ma-dun.

2. M&i ngudn bét dinh t6i thiéu phai dwec kiém tra cho hoat ddng. Nghia 1 kiém tra phai thu thap mét
lwong di liéu tir ngudn va xac nhan rang né khdng chi bao gdm mot dau ra khdng ddi. (Cac daura
khéng ddi thwong 1a cac gia trj chi gdm moét gia tri duy nhét cla diu ra ngudn bét dinh dwoc sé
héa. Vi du: néu ngudn di-6t nhiu tao ra gia tri 0110 méi 1An 14y mau, né sé bi I5i trong bai kiém tra
hoat ddng.) Kich thuédc clia mau di liéu thu thap sé& phu thude vao cac d@ic tinh ctia ngudn bt
dinh va phai dwoc chon sao cho khi ngudn bét dinh dang hoat ddng chinh xac, xac suat khdng
hoat dang trong mét mau cé kich thwdc @6 phéi thap & mirc chap nhan dwoc. (1074 12 gia tri duoc
khuyén nghi cho ty 1& I5i loai 1).

3. Kiém tra dwoc ap dung cho tirng ngudn bat dinh va phai duoc ghi duéi dang van ban day dd vé ly
do chon kiém tra do. Co ban phai chi ra ly do tai sao cac bai kiém tra dwoc cho 1a cé kha ning
phat hién 18i trong nguén bat djnh.

4. Néu kiém tra chat lwong d6i voi cac thanh phan tat dinh tra vé két qua 18i, thi bd tao bit ngau nhién
b4t dinh phai chuyén sang trang thai 18i va chi ra mét digu kién 16i. B tao bit ng&u nhién bat dinh
phai khéng thuc hién viéc tao diu ra ngau nhién trong khi & trang thai 18i. D& thoat khdi trang thai
1i, bo tao bit ngau nhién bAt dinh phai yéu ciu mot sé hinh thire can thiép, tét nhat 1a sw can thiép
clia ngwdi dung (vi du: nap dién hodc khdi dong lai) thi m&i vuot qua duoc cac bai kiém tra chét
Irong,

CHU THICH 2 D& khai phyc hodc thoat khdi trang thai 15i, bd tao bit ngau nhién bat dinh sé dwoc yéu cau thyc hién theo cac
quy trinh bao tri.

Méc dii la tiy chon nhwng kiém tra dbi véi ngudn bat dinh nén bao gém cac kiém tra cac dic tinh da
biét cla ngudn bat dinh.

8.8.5 Kiém tra chit lwong déi véi ddu ra ngiu nhién ciia b tao bit ngiu nhién bat dinh

Muc tiéu ctia cac kiém tra nay Ia cung cép kiém tra cudi cing vé tinh ngau nhién clia dau ra tir bd tao
bit ng3u nhién b4t dinh. Nhin chung, viéc dwa két qua clia ham chuyén ddi trang thai bén trong va ham
tao dAu ra vao cac bai kiém tra chat lwong dbi véi dau ra ngau nhién tlr mét bd tao bit ngau nhién bat
dinh déng vai trd it quan trong hon viéc kiém tra dwoc ap dung triec tiép dbi véi dau ra tir ngudn béat
dinh khéng xac dinh. Nhibng ham nay thuéng thye hién viée trén 1an hoan toan tham chi 1a mét 16i ién
clia ngudn bét dinh ciing khong gay ra céac bat thwong thong ké c6 thé phat hién dwgc trong dau ra
nglu nhién clia bd tao bit ngéu nhién bat dinh. Day la hé qua clia yéu cau bd tao bit ngu nhién bt
dinh phai tiép tuc hoat déng nhw mét bd tao bit ng&u nhién tat dinh néu cac ngudn bat dinh bj 16i hoac
chiu dnh hwdng clia ké tn cong. Tuy nhién, kiém tra thdng ké dbi voi dau ra ngiu nhién van con cé
tac dung va c6 nhirng yéu cau dwéi day.

Céc yéu cau chirc nang ddi voi kiém tra chat lvong clia dau ra ngau nhién nhu sau:
CHU THICH 1 Cac yéu cdu chirc nang chli yéu lién quan dén kiém tra thdng ké. Nhw da néu & trén, thong thudng cac bai
kiém tra théing ké khéng c6 hidu qua trong viéc xac nhan chét lwgng clia d4u ra ngau nhién khi 4p dyng qua trinh xir Iy sau

méat ma manh.

1. Kiém tra dau ra ngau nhién phai dwgc bao gdm trong kiém tra chét lwong tong thé dwoc thwe hién
mé&i 1an khdi dgng valhoac khdi dong lai theo khodng théi gian dinh ky trong qué trinh st dung va
theo yéu cau clia ngudi dung.
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2. B6 tao bit ngdu nhién bt dinh phai dugc kidm tra 16i clia mot gia trj ¢b dinh bang cach thye hign
kiém tra trén mBi khdi dAu ra ngAu nhién duoc tao ra bang ham tao dAu ra. Xem 9.8.8 dé cd thong
tin chi tiét cu thé v& kiém tra bd tao bit ng&u nhién.

3. Néu kiém tra chét lwong ddi véi cac thanh phan tat dinh tra vé két qua 16i, thi bé tao bit ngau nhién
bat dinh phai chuyén sang trang thai I6i va chi ra mét diéu kién I8i. Bo tao bit ngau nhién bat dinh
phai khéng thwc hién viéc tao dau ra ngau nhién trong khi & trang thai 18i. D& thoat khdi trang thai
16i, bd tao bit ngau nhién bat dinh phai yéu cu mét sé hinh thikc can thiép, tét nhat 1a sy can thiép
clia ngudi dung (vi du: nap dién hodc khdi dong lai) thi méi vwot qua dwoc cac bai kiém tra chét

lveng.

CHU THICH 2 D& khéi phuc hodc thoat khdi trang thai 15i, bo tao bit ngiu nhién bat dinh s& duwrgc yéu céu thyc hién theo céac

quy trinh bao tri.

C6 thé tly chon bai kiém tra chét lwgng sau day dé thwc hién trén dau ra ngau nhién. Khi dé xuat nay
dwoc chon, bai kiém tra chat lwong phai dap tng yéu cau chirc ndng sb 1 & trén. Kidm tra chét lvong
b tao bit ngiu nhién bat dinh téi thiéu phai bac gbm tap hop cac phép thir sau trén mét chudi 20.000
bit dau ra ngau nhién tlr bd tao bit ngau nhién.

Tap hop téng thé cac bai kiém tra ddi véi bo tao bit ngau nhién bat dinh dwoc coi la vuret qua néu vuot
qua duoc tat ca bdn phép kiém tra riéng 1&. Cac ngwdng chi dinh bén duwdi twong trng voi xac suét 16i

loai 11a 1074,

CHU THICH 3 Bdn phép kiém tra bét ngudn tir FIPS 140-2 [8] va dugc diéu chinh trong AIS-31 [5).

a. Kiém tra t&n sé don:

b. Kiém tra Poker:

¢. Kiém tra loat:

d. Kiém tra loat dai:

Cho X la s lwong s& 1 trong mau. Vuot qua phép kiém tra néu
9725 < X < 10275.

Chia chudi thanh 5000 doan lién tiép gom 4 bit. Dém sb lan xuét hién clia 16
gia trj 4 bit co thé. Cho f(i) 1a s6 lan xuét hién ctia gia tri 4 bit i (sao cho 0 <
i <15). Tinh X = %g}:u £(i)? = 5000. Vot qua phép kidm tra néu 2,16 <
X <46,17.

Mét loat duge dinh nghia la mét chudi dai nhat clia cac bit lién tiép gbm tt c3
cac bit 1 ho#c tAt cd cac bit 0. Cac 1an xuat hién cla loat gém cac bit 0 va bit
1 lién tiép c6 do daitir 1 dén 6 dwoc dém va lwu triv. Vuwoet qua phép kiém tra
néu cac sb ndy déu ndm trong khodng twong (ng duec quy dinh trong Béng
1 dwoi day. Diéu nay dwoc ap dung cho ca bit 0 va bit 1. Trong phép kiém tra
nay, loat cé d6 dai lén hon 6 dwoc coi la cé chiéu dai 6 bit.

Mét loat dai dwee dinh nghfa 13 mot loat ¢ dd dai Ién hon hodic bang 27 cac
bit 0 hodc 1. Vet qua phép kiém tra néu khéng ton tai loat dai.

CHU THICH 4 Ly do chon phép kiém tra loat va loat dai dugc quy dinh trong phy lyc J.

Bang 1: Cac khoang kiém tra loat

Do dai loat Khoang yéu cau
1 2315 - 2685

2 1114 — 1386

3 527 -723

4 240 - 384
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S 103 - 209

6 103 - 209

Cac kiém tra bd sung co thé dwoc thye hién doi véi dau ra ngau nhién néu:

1.

Cén ¢ sw ddm bdo chic chan hon. Trong treéng hop nay, cac bai kiém tra trong yéu cu tly
chon & trén phai dwoc ting cwdng hodc thay thé bang cac bai kiém tra toan dién hon (c& mau
hodc cac bai kiém tra thong ké bd sung ¢ xac suat 16i loai 1 nhd hon hodc bang 10); va/hoic
Kiém tra chét lwong d6i véi diu ra ngdu nhién tra v& két qua 18i; b tao bit ngdu nhién bat dinh
phai 14p lai kiém tra thém mét sb 14n nlra, nhung khong vuot qua ba lan. Néu diu ra ngau nhién
vuot qua kiém tra trong qua trinh kiém thir nay, thi bd tao bit ngau nhién bét dinh cé thé tiép tuc
hoat dong binh thwéng.

8.9 Sw twong tac giiva cac thanh phin trong bd tao bit ngiu nhién bét dinh

8.9.1 Gii thidu vé sw twong tac gitra cac thanh phan trong bd tao hit ngau nhién bt dinh

Céc thanh phan trong bé tao bit ngAu nhién bét dinh dwoc mé ta trong tiéu chudn nay dugc thiét ké dé
dat duoc cac muc tiéu an toan nhat dinh bang cach dap (rng cac muc tiéu va yéu cdu cu thé. Phan nay
trinh bay mét sé yéu cau bd sung lién quan dén méi quan hé gitra cac thanh phan.

8.9.2 Yéu ciu déi véi sw twong tac gitva cac thanh phén trong b tao bit ngdu nhién bét dinh

i

S trong tac va thoi gian clia ham chuyén ddi trang thai bén trong va ham tao dau ra phai dam
bao réng ty 18 ham chuyén ddi trang thai bén trong x(r Iy thém dau vao ngudn bét dinh b sung la
dG & cung cp di liéu c6 thé st dung dwoc cho ham tao dau ra véi han ché la ham tao dau ra
khéng dwoc st dung lai di¥ liéu tir trang thai lam viéc. Lwu ¥ réng didu nay khdng nhat thiét yéu
cau ngudn bat dinh va ham chuyén ddi trang thai bén trong hoat déng khi ham tao dau ra tao ra
dAu ra. Vi du: trang thai 1am viéc ¢ thé I&n hon nhiéu chiéu dai téi thiéu dwoc chap nhan cla nd
(ttrc 1a chidu dai cia khéi dau ra ngau nhién) cung cip @G sé lwgng bit cho viéc tao ra nhiéu khoi
dau ra ngau nhién.

Qua trinh x( 1y ddu vao ngudn bét dinh va trang thai bén trong (ca trang thai 1am viéc va tham sd
bi mat) bing ham chuyén ddi trang thai bén trong phai d@m bao dau vao ngudn bét dinh, trang thai
lam viéc va tham s bi mat ddc Iap trong viéc gdp phan tao do bat dinh cho trang thai 1am viéc sau
mé&i 1an thue hién ham chuyén ddi trang thai bén trong, bat k& sy déng gop do bat dinh tir cac
ngudn khac nhau. Diéu nay dam bao tiéu chuén an toan dgc 1ap trong viéc duy tri d6 bt dinh trong
bé tao bit ngau nhién bat djnh.

8.9.3 Yéu ciu tuy chon déi v&i sw trong tac giira cac thanh phén trong b tao bit ngau nhién
bat dinh

Céc tinh nang tiy chon nhung duoc khuyén nghj ap dung cho sir teong tac gitra cac thanh phan trong
bd tao bit ngdu nhién bat dinh nhu sau:

1.

40

Céc thanh phan chirc nang trong b tac bit ngau nhién bat dinh va sw tuong tac gitra cac thanh
phan nay phai duoc thiét ké sao cho néu ngudn bt dinh bj suy gidm hoan toan ma kiém tra chat
lwong khéng thé phat hién dwgrc, thi cac thanh phan con lai cla bd tao bit ngau nhién bt dinh phai
tiép tuc hoat ddng va twong tac nhuw mét bd tao bit ngau nhién tat dinh. Dé thye hién didu nay, co
thé thiét ké b tao bit ngAu nhién bat dinh nhu mét b tao bit ngau nhién tat dinh sira ddi & hoat
ddng trén dAu vao tir mdt hodc nhidu ngudn bét dinh,

B4 tao bit ngau nhién bét dinh phai dugc thiét ké sao cho trang thai 1am viéc tiép tuc tich Iy anh
hwdng ttr cac ngudn bét dinh ngay ca khi ham tao dAu ra khéng yéu ciu dir liéu cla trang thai 1am
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viéc méi (c6 thé thire hién dwéi dang qua trinh nén khi bo xt Iy hodc tai nguyén hé théng cé san).
Piéu nay dugc dic biét khuyén nghj néu ton tai nhirng khodng thoi gian dai gitva nhirng 1an yéu
cAu ng dyng cho dau ra ngiu nhién, trong dé trang thai bén trong cé thé dé bi anh hudng bdi sy
quan sat do thoi gian tang 1én (néu théi gian khong ting Ién thi sé khang bj thay dbi).

9 Gi®i thiéu va yéu cau dbi véi bd tao bit ngau nhién tat dinh
9.1 Gi&i thidu vé bd tao bit ngiu nhién tit dinh

B4 tao bit ngu nhién tat dinh st dung mot thuat toan tat dinh da dwoc phé duyét dé tao ra mot chubi
bit gid ngau nhién t&r mét gia tri khéi tao goi 12 mam, cling véi cac dau vao cé thé khac. Do tinh chét tat
dinh clia qua trinh, bd tao bit ngau nhién tat dinh dwec cho 13 tao ra cac bit “gia ngau nhién” chir khong
phai la cac bit ngau nhién, tlrc 1a xau bit do bd tao bit ngdu nhién tat dinh tao ra 13 dy doan dwoc va co
thé xay ding lai véi kién thirc co durgc vé thuat toan, mam va thong tin dau vao khac. Tuy nhién, néu
d4u vao duwoc gilr bi mat va thuat todn duoc thiét ké tét, thi xau bit sé 1a ngu nhién.

Mot bd tao bit ngau nhién tat dinh dwo'c chia Iam hai loai phu thudc vao dau vao clia nd. Mac du mét bd
tao bit ngau nhién tat dinh phai lay gia tri mam [dm nguodn bat dinh chinh nhwng ciing cé thé lay cac
ngudn bét dinh bd sung lam dau vao. Néu céc ngudn bat dinh bd sung nay déu tat dinh (tirc 1a cac gia
tri mam) thi bd tao bit ngau nhién tat dinh dwoc goi 13 bd tao bit ngiu nhién tt dinh thun tay. Néu it
nhét c6 mét nguodn bt dinh 1a khéng xac dinh thi bé tao bit ngdu nhién tat dinh dwoc goi 1a bd tao bit
ng&u nhién tat dinh lai ghép. Mt bd tao bit ngdu nhién tat dinh lai ghép phai thda man tat ca cac yéu
cau clia mét bd tao bit ngdu nhién tat dinh thudn tdy cong thém théda man mét sb yéu ciu an toan bd
sung dwoc quy dinh trong 9.3.4.

Vao bét cir thdi diém nao sau khi bd tao bit ngdu nhién tat dinh kh&i tao gia tri mam, bd tao bit ngau
nhién t&t dinh tdn tai trong mét trang thai duoc xac dinh bdi tat ca cac thong tin dau vaoe tredc 46, Mam
chinh dwoc coi la xac dinh cac “trwedng hop” khac nhau clia mot bd tao bit nglu nhién tat dinh, mdi
chudi bit d&u ra (phy thudc vao mét loat dau vao hodc cac gia tri clia ngudn bat dinh bd sung).

Do an toan cla bd tao bit ngdu nhién tat dinh chi phu thudc vao ngudn bét dinh chinh, mic du cac
ngudn bét dinh khac co thé dwoc st dung de tao ra @6 bat dinh bd sung giup duy tri tinh khong thé duw
dodn trudc clia dau ra ngay ca khi gi tri mam chlnh bi anh hwdng. Do d6, mam chinh s& cung cap dd
dd bat dinh @& dam bao mirc an toan mong mudn b tao bit ngdu nhién tit dinh dat duoc.

Céc gia tri m&m cho mot bé tao bit ngau nhién tat dinh yéu cu dwoc cung cap bdi mét ngudn dau vao
bat dinh (vi du: b tao bit ngdu nhién bat dinh). Do an toan clia viéc thire thi str dung bd tao bit ngau
nhién tat dinh (& mot van @& khi thue thi hé théng; ca bd tao bit ngiu nhién tat dinh va ngudn dau vao
bat dinh phéi dwgc xem xét kyf lwdng.

Theo muyc tiéu cla tiéu chuan nay, mot bé tao bit ngiu nhién tat dinh phai dap (ng cac yéu cau quy
dinh trong muc 5 va 6. Khi myc tiéu va yéu cau duy nhat clia bd tao bit ngdu nhién tat dinh vwot qua
cac quy dinh trong muc 5 va 6 thi dugc ap dung dbi véi thiét ké cla b tao bit ngdu nhién tat dinh quy
dinh chi tiét trong 9.3 — 9.9. Céc vi du vé bo tao bit ngdu nhién tét dinh ¢o trong phu luc C.

9.2 M6 hinh chirc nang clia bd tao bit ngau nhién tit dinh

Phan nay sé gi¢i thiéu ban dac ta clia cac thanh phan va mé hinh chung cho mét bd tao bit ngau nhién
tat dinh. Sé mo t& hoat déng chung clia mét bo tao bit ng&u nhién tat dinh, bao gofm cac myc tiéu ma
méi thanh phan chirc ning clia bd tao bit ngdu nhién tat dinh dy kién sé dat duoc,

Hinh 5 cung cap mét so’ do khéi chirc nang cho mdt bd tao bit ngau nhién tat dinh dap (rng tiéu chuan
nay. Cén Iru ¥ rng cac thanh phan hién thj khong nhat thiét phai duoc thwe thi nhu cac chuong trinh
riéng biét nhing phai thire thi chirc ndng. Méi thanh phéan ciing nhw muc tiéu va yéu cau cla céc thanh
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phan nay gitp ngan chan nhirng diém yéu an toan lién quan dén viéc tao bit ngdu nhién da dwoc biét
dén trong cac (g dung va méi tredng mat ma. Noi chung, méi thanh phan dudi day sé duoc yéu ciu
trong mét bd tao bit ngAu nhién tat dinh. Trong mét s6 (ng dung, cé thé I4p luan réng khéng cé yéu ciu
nao ddi v&i mot thanh phén cb dinh. Néu diéu nay duoc chirng minh va duoc ghi nhan, thi thanh phan
6 c6 thé loai bd khdi bd tao bit ngau nhién bat dinh, vi thanh phan dé khong ¢é trong (¢ng dung hodc vi
muyc tiéu clia thanh phan dé da dwoc dap &ng hodc duwec gidi quyét bang cac thanh phan khac. Vi du:
cé hai tinh huéng phé bién trong dé mét bé tao bit ng&u nhién tat dinh mudn cap nhat gia tri mam - do
mam duoc st dung “qua 1au” hodc nghi ngd rang ké tan cong da thirc hién mot sé kiém soat nguy hai
dbi véi trang thai bén trong. Do d6, khéng can thiét phai thay mam mai néu thiét bj ngirng hoat ddng vi
mét s gidi han (thai gian, sé Ian goi...) va trang thai bén trong dwoce bao vé (vi du: bao vé bang phan
clrng).

Sau day Ia tdng quan vé& cach thirc cac thanh phan nay twong tac 6é tao ra dau ra gid ngdu nhién.
Mam duwoc cung cAp truc tiép ho3c gian tiép bdi mot ngudn bét dinh khang xac dinh.

Mam duoc cung cip truc tiép bing mét trong hai cach sau. Cach dau tién 1a mam dwoc cung cap truc
tiép néu né dwoc tao ra bdi mét bo tao bit ngdu nhién bat dinh dap (ng cac yéu cau cua tiéu chuén nay
(ttrc 1a mot bo tao bit ngdu nhién bat dinh dwoc chap nhan). Cach thir hai la khi madm dwoc cung cép
b&i mét ngudn bat dinh bén trong bé tao bit ngdu nhién tat dinh. Ngudn bét dinh nhuw vay phai duoc
kiém tra d& dam bao réng né tao ra dau ra véi ty 16 d6 bat dinh 60 I16n trong tw nhr mét bd tao bit
ngau nhién bat dinh.

Mam dwoc cung cap gian tiép néu nd duoc tao ra bdi mét bd tao bit ngdu nhién tat dinh khac dap tng
cac yéu cAu cua tidu chun nay (ttc la mét bd tao bit ngdu nhién tat dinh dugc chap nhan), gia tri trd
vé chinh 13 mam.

Sau khi mam khé&i tao dwoc cung cip, nd dwoc nap vao trang thai bén trong bang mét hang chuyén
ddi trang thai bén trong chuyén biét dwoc goi la nap mam. Chi cé cac bén cd tham quyén méi co quyén
truy cap vao ham chuyén ddi trang thai bén trong chuyén biét dé va khong thé quan sét hoac thay ddi
gia trj mam nay.

Sau khi bd tao bit ngiu nhién tat dinh duoc cung cdp mot mam khdi tao va sdn sang lam viée, n6 sé
chuyén sang ché dé hoat ddng va thirc hign hai viéc: cap nhat trang thai bén frong va tao ra mét khoi
di liéu ngau nhién. Trang thai bén trong dwoc cap nhat bang mét ham chuyén ddi trang thai bén trong
tat dinh, lién quan dén viéc cap nhat trang thai bén trong trong hinh 5, 14y dau véo la trang théi bén
trong hién tai, diu vao bd sung dwoc cung cap bdi ngudi dung va dau ra clia ngudn bat dinh khong
xac dinh bat ky. Dac biét, n6 s& khang Iy mam gbc lam dau vao trlr khi mam duoc gilk trong trang thai
bén trong cho muc dich nay. Dau ra clia bd tao bit ngdu nhién tt dinh duoc tinh bang ham tao dau ra
tat dinh, 14y Gau vao |a trang thai bén trong hién tai (vira dwoc cap nhat).

Trang thai bén trong 13 sw két hop cla mét trang thai 1am viéc duge cap nhat lién tuc va mot loat cac
tham sd bi mat. Cac tham s6 bi mat nay thwéng didu khién hoat dong ctia ham chuyén ddi trang thai
bén trong va ham tao dau ra theo cach thire twong tw nhu khda mat ma (va chinh 1a khda méat ma).
Viéc kiém soat cac tham sb bi mat nay ndm ngoai pham vi clia tiéu chuén.

CHU THICH 1 Hwréng dan quan ly khoa ¢ trong ISO/IEC 11770. [6]

Théng thwong, mét b tao bit ngau nhién tat dinh cling bao gbm mét co' ché cap nhét trang thai bén
trong khi mot gia tri mam moi dwoc cung cp. Qua trinh cap nhat nay phai dwe thyc hién bdi ham
chuyén ddi trang thai bén trong chuyén biét va duoc gei la thay mim méi. Trang thai bén trong sau khi
dwoc thay mam méi c6 thé hodc khéng phu thude vao trang thai bén trong trwde d6 tiy thude vao
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phwong phap thay mém méi nhwng co thé chi 1a xéa sach trang thai lam viéc clia b tao bit ngau nhién
tat dinh va nap mam méi gidng nhuw hoat dong tao mam ban dau.

Mt bd tao bit ngdu nhién tat dinh an todn phai bao gdm céc co ché dwoc thiét ké dé tang kha ning
hoat ddng an todn lién tyc trong trwéng hop cé 16i hodc bj &nh hudng. Kha nang 18i trong viéc thyc
hién dwoc gidi quyét thong qua cac bai kiém tra chét lweng trén cac thanh phan khac nhau, chdng han
nhw kiém tra véi cau tra & da biét va kiém tra dau ra lién tuc.

Méi bd tao bit ngau nhién tat dinh dwoc thiét ké dé cung cép tinh an toan vé phia trwdc va phia sau khi
quan sat tir bén ngoai ranh gidi bd tao bit ngAu nhién tat dinh véi diéu kién ngwdi quan sat khong biét
mam hodc gia trj trang thai nao.

Khi quan sat tlr bén trong ranh gi¢i clia bé tao bit ngau nhién tat dinh, bo tao bit ngau nhién tat dinh do
phai cung cp tinh an toan vé phia sau.

Déi véi bd tao bit ngau nhién tat dinh, tinh an toan vé phia trwdc phu thude vao viéc st» dung mam bi
mét va chén thém dau vao trong mdi qua trinh tao véi do bat dinh dl 16n dé dap ng yéu cau an toan.
Tinh an toan v& phia trwéc dwoe cung cip cho bd tao bit ngau nhién tat dinh bang cach bd sung dau
vao clia ngwdi dung. Tuy nhién, mic d an toan vé phia trudc phy thudc vao Iwgng do bat dinh do
ngudi diing nhap vao. Néu dau vao clia ngudi diing cung cap dd bat dinh it nhat gap d6i dé manh clia
bé tao bit ngAu nhién tat dinh cho méi yéu cau cac bit gia ngau nhién, thi s& ddm bao tinh an toan vé
phia trwée.

CHU THICH 2 Vi dy, néu mét bd 1ao bit ngdu nhién tat dinh cung cip a6 an toan 128 bit, thi & dam bao tinh an toan vé phia
trwdc can cd mam va tirng dau vao bd sung phai co it nhat 128 bit bat dinh.

Diéu nay khéng kha thi déi véi nhiéu (rng dung. Tuy nhién, dau vao clia ngudi dung voi mot fugng do
bat dinh nhé cung cap mét s6 mirc an toan vé phia trwée. Didu nay cé thé phi hop voi mét (ng dung
y&u cau ngudi ding nhap vao véi do bat dinh cao cho cac &ng dung quan trong (vi du: tao khoa cho
chi¥ ky sb).

Déi v&i tinh an toan vé phia sau, mot bd tao bit ngu nhién tat dinh thuc thi dung dwoc khdi tao véi mét
mé&m bi mat. Mam dwoc st dung dé xac dinh trang thai khéi tao ctia bd tao bit ng3u nhién tat dinh. Dau
ra la mét s6 ham cua trang thai bén trong va trang thai bén trong dugc cap nhat mdi lan yéu ciu bit.
Néu mam hodc trang thai nao dé bj 16, cac dau ra trude d6 co thé dwoc xac dinh trir khi ham mét chiéu
méat ma manh dwoc st dung trong thiét ké clia bo tao bit ngdu nhién tat dinh dé chuyén tir trang thai
bén trong sao trang thai bén trong tiép theo.
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Cac dau vao

Nguén bat dinh bé sung

Ham chuyén déi
trang thai bén trong:
tao mam

Ham chuyén dbi
trang thai hén trong:
hay mam méi

Ham chuyén déi trang thai
bén trong:
cap nhét trang thai bén trong

Trang thai
bén trong

Ham tao daura

Tra vé cac bit gid ngau nhién
Hinh 5: Mé hinh bé tao bit ngu nhién tit djnh

9.3 Nguén bit dinh ctia bd tao bit ngiu nhién tat dinh
9.3.1 Nguén bét dinh chinh ciia b tao bit ngau nhién tit dinh

Ngudn b4t dinh chinh ctia bd tao bit ngAu nhién tat dinh 1a mét gia tri mam. Gia trj mam nay dwoc lay tir
ngubn bét dinh v&i toe G dau ra bét dinh cho trwdc gibng bd tao bit ngdu nhién bat dinh va dwoc nhap
va0 bd tao bit ngiu nhién tat dinh trwdc khi yéu cAu cac bit gid ngdu nhién tlr bd tao bit ngiu nhién tat
dinh. Thang tin chi tiét v& cac yéu cAu dbi voi ngudn gia tri mam cé trong 9.3.2.

Mam, kich thudc clia mam va dé bat dinh ctia mam (nghia Ia tinh ng&u nhién) phai dwec lwa chon dé
téi thidu xac suat chudi tao ra bang mot gia tri mam giéng véi chudi dwgc tao ra bang mam khac, va
lam gidm xac suat mam dwoc doan hoac vét can. Vi tiéu chudn nay khéng yéu cau do bat dinh dd ién
cho mam nhung yéu ciu phai cé dd bat dinh d0 1on, d6 dai cda mam Ién hon d6 an toan dwoc quy
dinh nham dap tng d6 bét dinh can thiét. Tic 1a do dai clia mam téi thidu phai bang sb bit trong dd an
toan dwoc quy dinh, tuy nhién d6 dai mam phai Ién hon muc tdi thiéu dé ting do tin cay cla dd bat
dinh va viéc tai st dung mam. Viéc st dung d6 dai mam nhd nhét chi dwoc chdp nhan néu mam duoc
tao ra bdi mét ngudn bat dinh day dd, chang han nhu mét bd tao bit ngdu nhién bat dinh hodc bd tao
bit ngdu nhién tt dinh c6 mam duoc cung cip bdi bo tao bit ngdu nhién bat dinh. Nhin chung mam ¢
thé co kich thudc khac nhau, nhung dac ta vé cac thuat toan bd tao bit ngBu nhién tat dinh phai c6 gia
dinh nay cho dii qua trinh thirc thi cy thé co thé dwoc téi wu héa dé hd tro mam cé @6 dai nhat dinh.

Phan tich do bat dinh clia mam la mét thanh phan quan trong dbi véi viéc ddm bdo an toan cho bo tao
bit ngau nhién tat ginh. TAm quan trong clia viéc phan tich do bét dinh duwoc thé hién ré nhét khi xay ra
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16i. Vi dyu: néu dd an toan mong muén 12 80 bit va dwec cho I dat dwgc, nhung thire su chi dat dwoc
40 bit, lwvgng do bat dinh nay da bj tiéu hao kha nhanh chéng. Ngay ca khi d§ bat dinh thyre té Ia 60 bit,
thi ké tan cong chi dong van cb thé 1am tiéu hao do bat dinh véi chi phi hop Iy.

Viéc tao ra ho#ic nhap dé bat dinh vao trong bd tao bit ngdu nhién tat dinh st dung mét phwong phap
khéng an toan cé thé 1am mét di cac bdo dam duw kién. D& dam bao tinh khéng thé dw doan trwdc, can
phai thirc hign viéc thu thap va xt Iy mam. Mam va viéc str dung né trong bo tao bit ngau nhién tat dinh
dugc tao ra va xir ly nhw sau.

1.

Céu tric mam: MAm bao gbm dau vao bat dinh va chudi théng tin ca nhan (xem 9.4 dé biét thém
thdng tin vé& chudi théng tin ca nhan) khi nguén bat dinh khéng dG manh. Sy két hop cla dau vao
bat dinh va chudi thong tin ¢4 nhan tuy chon dwoc goi la vat liéu mam. Ham din xuét duoc st
dung d& phan phéi dAu vao bat dinh trén toan bd mam (vi du: mam khéng dwoc xay dng voi tat
ca dd bat dinh trén mot dau clia mam) bat ctr khi nao str dung chudi théng tin ca nhan, hodc khdng
str dung chudi thong tin c& nhan va dau vao bat dinh khang ddc lap va phan bd déu trong chudi
dau vao bét dinh. Gia tri mam két qua van 1a duy nhét cho du co st dung chudi théng tin ca nhan
hay khong.

S& dung mam: B4 tao bit ng&u nhién tat dinh c6 thé duoc st dung dé tao ra ca théng tin bi mat va
céng khai. Trong ¢a hai tredng hep, mam phai dugce gitk bi mat. Khéng nén st dung qua trinh khoi
tao don clia bd tao bit ngau nhién tat dinh dé tao ra ca gia tri bi mat va céng khai. Yéu té chi phi va
rli ro phai dwoc tinh dén khi xac dinh co thé dwa ra cac gia thuyét khac nhau vé gia tri bi mat va
cdng khai hay khong.

CHU THICH 1 Néu b tao bit ngu nhién tat dinh dam bdo tinh an toan vé phia trwdc va phia sau va néu qua trinh thyc thi
chéng lai duge tAn céng kénh ké, co thé bd qua tinh nang an toan nay dé khong st dung qua trinh khdi tao don clia bé tao bit
ngau nhién tét dinh nhdm tao ra ca gia tri bi méat va cong khai ma khéng lam mét di 46 an toan.

Mam duoc st dung dé khdi tao trong qua trinh khéi tao b tao bit ngdu nhién tét dinh sé khéng
dugc sl dung dé thay mam méi cho cling mét qua trinh khdi tao hodc st dung 1am mam cho bd
tao bit ngau nhién tat dinh khac.

D bat dinh cia mam: BAu vao bat dinh ctia mam phai chira 69 bét dinh day Gu cho mire an toan
mong mudn va d6 bat dinh phai dwec phan b trén toan mam. (ng dung cé thé hoac khong quan
tam dén tinh chéng va cham. DBé dap (rng tinh chéng va cham, mam phai cé d6 bét dinh I6n hon
hodic béng 120 bit hodc d6 an toan can thiét cho (ng dung (ttrc 1a d6 bAt dinh = max (120,
security_strength)). Néu bé tao bit ng&u nhién tit dinh da chon va mam khéng thé cung cép do an
toan nhw yéu cu clia (rng dyng thi phai s dung mét bd tao bit ngau nhién tat dinh khac.

Kich thuéc mam: Kich thudc téi thidu clia mam phu thude vao b tao bit ngau nhién tat dinh dwoc
chon, dd an toan ma (ng dung y&u ciu va ngudn bat dinh. Kich thwde mam téi thiéu phai Ién hon
hodc bang d6 an toan yéu céu tinh béng bit, tity thudc vao ty 18 do bat dinh va sw dam bdo ngudn
bat dinh (xem thdo luan & trén). Vi dy: néu can 160 bit bt dinh, thi ngudn bat dinh cin mam co
kich thudre 240 bit tr 1én dé dat dugc 160 bit bat dinh.

Tinh bf mat clla mam: Mam dugce x& ly theo cach phis hop véi yéu chu an toan di voi di liéu muc
tiéu. Vi du: néu bi mat duy nhéat trong hé mat 1a khoa, thi mam dugc st dung dé tao khoa ciing
dugc coi la khoa.

Chu ky str dung mam: Mam clia bd tao bit ngau nhién tat dinh co thei han st dung nhét dinh, sau
d6 sé khdng con sl dung dwoc nira. MGi mam sé cé6 mét vong doi hiru han nhét dinh. Mam phai
dugc cap nhat dinh ky hoc bj thay thé sau khi hét vong d&i clia né. Néu biét duwoc gia ti mam
(nghTa 1a mam bj tén thuwong), cac thie thé trai phép cé thé xac dinh dwoc dau ra clia bd tao bit
ngau nhién tat dinh. Th&i gian st dung cé thé tinh bing khoang théi gian hoac sé lwong téi da dau
ra dwoc tao ra bdi mam do.
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Trong mét sé tng dung (vi du: smartcard), khang thé thirc hién qua trinh thay mam méi vi qua
trinh nay co thé lam gidm do an toan. Trong nhirng trirdng hop nhu vay, bién phap tot nhat la thay
thé bd tao bit ngiu nhién tat dinh, do d6 cé dwge mét mam méi (vi du: st dung thé smartcard
mé&i). Trong cac trng dung khac, thay mam méi lai 1a Iwa chon thiét ké phi hop. Thay mam méi
(t&rc 13 thay thé mot mam bing mam méi) 1a pheeong phap khdi phuc tinh bi mat cla dau ra bd tao
bit ng&u nhién tat dinh néu k& tn cong biét dwoc gia tri mam. Thay mam méi dinh ky 12 bién phap
d6i pho tét voi méi de doa tiém An 1a mim va dAu ra bé tao bit ngdu nhién tat dinh bj tén hai. Tuy
nhién, két qua t viéc thay mam méi chi gidng nhw bd tao bit ngau nhién bat dinh dugc stk dung
dé cung cap mam mai (hodc mot chudi bd tao bit ngau nhién tat dinh dwoc khdi tao béi mot bd tao
bit ngAu nhién bat dinh). Viéc tao ra qua nhiéu dau ra tr mét mam (va théng tin dau vao khac)
cung c4p thong tin quan trong gitip dw doan thanh cong déu ra sap téi. Thay mam mai dinh ky sé
gidm rdi ro v& an toan, gidm kha nang thda hiép di liéu myc tiéu dwoc bdo vé bdi cac co ché méa
héa st dung bo tao bit ngau nhién tat dinh.

Viéc thay mam mai cho bd tao bit ngau nhién tat dinh phai dwee thye hién theo quy dinh a6i voi bd
tao bit ngau nhién tat dinh cu thé. Khi cd dwoc mam méi trong qué trinh thay mam, mam maéi a6
phai duoc kiém tra A& dam bao rang hai mdm lién tiép khong gidng nhau. Hon mét mém khéng
duoc leu trong bo tao bit ngdu nhién tt dinh. Mot mam khéng dwec lwu & dang ban dau, nhung
duwoc chuyén déi bing quy trinh mét chidu. Khi mam méi dwoc tao ra va so sanh véi mam “ci"
(trc 14 mam ci 43 dwoc chuyén ddi), mam méi phai thay thé cho mam ci trong bd nhé. Mam ci
s& bj hiy. Néu mam méi duoe xac dinh 12 gibng hét mam cd, thi phai tao ra mét mam méi khac.

Chia tach mam: Khi tai nguyén cho phép (vi du: dung lwong Iwu triv), nén st dung mam khac nhau
(e 1a khong 13p lai) dé tao ra cac loai dir liéu ngau nhién khac nhau (nghia la cac “tredng hop”
khac nhau cla b tac bit ngau nhién tat dinh). Vi du, mam dwoc st dung dé tao ra gia tri céng khai
phai khac voi mam duoc st dung dé tao ra gia tri bi mat. Mdm dwoc st dung bdi k§ thuat cla bo
tao bit ngAu nhién tAt dinh dé tao ra cac cap khéa bat déi xtrng phai khac véi mam duoc st dung
bdi cling mét ki thuat ctia bd tao bit ngdu nhién tat dinh (hodc khac) dé tao mam cho b tao bit
ngau nhién tat dinh khac, va twong ty khac véi mdm duoc st dung bdi cing mét ki thuat cla bd
tao bit ngau nhién tat dinh (hodc khac) dé tao khéa déi xtrng. Mam duoc si» dung bdi ky thuat cla
bé tao bit ngdu nhién tat dinh d& tao ra cac thach thirc ngdu nhién phai khac véi mam duoc st
dung bdi cing mét ki thuat clia bé tao bit ngau nhién tat dinh (hoac khac) Gé tao ra PINS hodc mét
khau. Tuy nhién, sé lvong phan tach mam Ia quyét dinh lién quan dén chi phifigi ich.

CHU THICH 2 Néu bd tao bit ngAu nhién tit dinh dam bao tinh an toan vé phia trwére va phia sau va néu viéc thye thi chéng
lai duoc tan cong kénh ké, co thd s dyng sé ngiu nhién duoc tao bdi mét treeng hop cla b tao bit ngiu nhién t&t dinh cho
cac loai di¥ ligu ngdu nhién khac nhau ma khéng lam gidm 46 an toan.

9.3.2 Tao gia tri mam cho b tao bit ngdu nhién tit dinh

Gia tri mam cho mét bo tao bit ngdu nhién tat dinh dwoc chdp nhén phai duoc tao ra bang mét trong ba
cach sau:

1.

2

46

Mam duoc tao ra bing mét bé tao bit ngéu nhién bat dinh dwoc chap nhan dé tao ra dau ra véi ty
Ié bat dinh a0 lon.

Mam duoc tao ra bang mét bo tao bit ngau nhién tat dinh dwoc chip nhan dé tao ra dau ra voi td
1& bat dinh dd 16n. Bé tao bit ngdu nhién tat dinh nay ciing phai c6 mam dworc tao ra theo cac yéu
cu vé& tao mam. Do d6, mdt chudi cac bd tao bit ngau nhién tt dinh ¢ thé duoc dw kién tao ra
mam cho bd tao bit ng&u nhién tat dinh ké tiép. Tuy nhién, chudi nay luén bat dau bing mot bo tao
bit ngau nhién bat dinh dwoe chap nhan hodc mot bd tao bit ngdu nhién tat dinh dwec chap nhan
dé tao ra cac gia tri mam. Néi cach khac, néu mam dwoc tao ra bdi mét bé tao bit ngiu nhién tht
dinh hoac mot chudi cac bd tao bit ngdu nhién tat dinh dugc chap nhén, thi bd tao bit ngau nhién
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tat dinh cAp cao nhét phai lay mam ttr mét bd tao bit ngau nhién bt dinh hodc mét bd tao bit ngau
nhién t4t dinh bén trong ¢6 bd tao bit ngau nhién bat dinh.

3. Mam duoc tao bdi mot ngudn bat dinh thich hop. Nguén nay cé thé bj chéch va/hoic tao ra cac bit
khac nhau. Néu gia tri mam dwoc tao ra theo cach nay thi nha phat trién phai danh gia ty 1& do bat
dinh dugc tao ra tir ngudn va dam bao rdng ngudn dap tng tt ca cac yéu cau déi véi ngudn bat
dinh cé trong 6.2.2, 8.3va 8.8.4.

9.3.3 Ngudn bt dinh bd sung cho bd tao bit ngdu nhién tat djnh

Hoat dng clia bd tao bit ngdu nhién t&t dinh cling bao gdm mdt hodc nhiéu ngudn bét dinh bd sung.
Mot ngudn bét dinh bd sung c6 thé hiku ich vi nhigu Iy do.

Mot bd tao bit ngdu nhién tat dinh cé thé cé mét ngudn bat dinh bd sung la ngudn bét dinh xac dinh
hodc ngudn bat dinh khéng xac dinh. M6t bd tao bit ngau nhién tat dinh ¢o ngudn bat dinh khéng xac
dinh dwoc goi 13 bd tao bit ngau nhién tat dinh lai ghép. Cac bd tao bit ngau nhién tat dinh lai ghép
dwoc thao luan trong 9.3.4.

Mac du cé thém tinh khéng thé du doan dwoc déi véi dau ra clia mét bd tao bit ngdu nhién, nhung @
an toan ctia bo tao bit ngau nhién van chi dira vao ngudn bt dinh chinh. Do d6, dau ra clia mét b tao
bit ngau nhién duwoc gilr an toan ngay ca khi k& tan cong biét dugc dau ra cla tat cd cac ngudn bat
dinh bd sung va/hodc khi ké tan cong cé mot sbé két qua do lwdng nhat dinh anh hwdng dén dau ra cla
céac nguon bt dinh bd sung.

Uu diém cla viéc s dung mot ngudn bét dinh khong xac dinh lam ngudn bat dinh bd sung la cho phép
dau ra clia bo tao bit ngdu nhién tat dinh trd nén bat dinh va gilip ngan chan phan tich ma va/hoac
thém cac tinh ndng an toan nhw tinh an toan vé phia trieéc va phia sau.

9.3.4 Bo tao bit ngau nhién tit djnh lai ghép

M&t b tao bit ngAu nhién tat dinh dwoc goi la b tao bit ngdu nhién tat dinh lai ghép néu né lay ngudn
bat dinh khdng xac dinh lam dau vao bd sung; nguwoc lai dwoc goi 1a bd tao bit ngiu nhién tat dinh
thuan tay.

Céc yéu cau chirc ndng bd sung dbi véi mét b tao bit ngu nhién tat dinh lai ghép nhw sau:

1. K& t&n cong khéng thé doan dwoc bit tiép theo véi xac suat Ion hon dang ké 1/2, ngay ca khi ké
tan cong hoan toan diéu khién dau ra clia ngudn bét dinh khéng xac dinh.

2. Khong ké tan cdng nao cé thé khéi phuc lai bat cr théng tin gi vé ngudn bét dinh khong xac dinh
bing cach quan sat dau ra cla bd tao bit ngau nhién.

3. Khéng nguwdi nao khong cb thAm quyédn cé thé thao tac hodic lam anh huéng dén ngudn bat dinh
khéng xac dinh.

9.4 Dau vao bd sung clia bd tao bit ngiu nhién tit dinh

Hoat ddng clia bd tao bit ngau nhién tat dinh bao gom cac dau vao bd sung tly chon. B tao bit ngau
nhién tat dinh cé thé yéu cau théng tin vé diu vao bd sung trong qua trinh khai tao va tao bit. Thong tin
nay bao gdm cac tham sé dau vao khi trng dung goi bo tao bit ngdu nhién tat dinh va dau vao bd sung
c6 thé cong khai. Cac d4u vao bd sung khéng 1am yéu bd tao bit ngau nhién.

Tuy thudc vao b tao bit ngdu nhién tat dinh ma yéu cau théng tin vé bién thoi gian, vi du: bd dém hodc
gia tri ngay thang/thdi gian.

B tao bit ngdu nhién tat dinh trong tiéu chudn nay cho phép str dung mét chudi théng tin ca nhan tuy
chon trong qua trinh khéi tao. Chudi théng tin cd nhan dwgc siv dung két hep véi cac bit bat dinh dé
tao ra mam. Vi du vé d( liéu c6 thé bao gdm trong chudi ca nhan bao gém sb san pham va thiét bi,
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dinh danh ngudi dung, ngay va tem théi gian, Gia chi IP hodc bat clr thdng tin nao khac giip phan biét
bd tao bit ngau nhién tét dinh.

Céc yéu cau chire nang déi véi dau vao bd sung nhw sau:

1. Khi bd dém duoc st dung trong bd tao bit ngdu nhién tat dinh thi nd khdng dwoc lap lai trong
"tredng hop” clia bo tao bit ngdu nhién tat dinh. Khi bé tao bit ngau nhién tat dinh dwoc khdi tao
v&i madm méi, b dém duoc thiét lap véi mét gid tri cb dinh (vi du: dat thanh 1), nheng phai duoc
cap nhat cho mdi trang thai clia bd tao bit ngau nhién tat dinh va khéng dwoc 1ap lai.

2. Khi gia tri ngay/gio duoc ste dung trong bd tao bit ngiu nhién tat dinh thi khong dwoc 13p lai. Bat
cl¥ khi ndo gia tri ngay/gio dwoc yéu chu bdi bd tao bit ngiu nhién tat dinh, thi hodc st dung mét
gia tri ngay/gio» khac véi 1an st dung trwdc do, hodc ki thuat khac phai bé sung gia tri ngay/gie dé
dam bdo tinh duy nhat (vi du: bd dém nbi gia tri ngay/gid).

3. Khi chudi thong tin ca nhan dwoc si dung, nd phai 14 duy nhat cho téat ca cac qua trinh khdi tao
clia ciing mét loai b tao bit ngau nhién tat dinh.

4. B tao bit ngdu nhién tat dinh phai van an toan ngay ca khi ké tan cong cé quyén diéu khién hoan
toan dau vao bd sung clia bd tao, tirc 1a ngay ¢ khi ké tan cong cb thé iwa chon cac gia tri cla
dau vao bd sung, thi van khong thé dw doan dwec bit tiép theo do b tao bit ngau nhién tao ra véi
xac suét Ién hon dang ké 1/2.

5. Phai dam bao rang ham chuyédn ddi trang thai bén trong c&p nhét trang thai bén trong cé thudc tinh
|a kich thwoe giéi han cia n6 khong bi gidm di sau nhirng 1&n goi Iap lai ma khong thay mam mai,
vi diéu nay sé lam can kiét do bat dinh cla trang thai bén trong.

9.5 Trang thai bén trong clia bd tao bit ngiu nhién tit dinh

Trang thai bén trong 1a bd nhé cla bd tao bit ngdu nhién tat dinh va bao gdm tat ca céc tham sb, bién
va Cac gid tri It trir khdc ma bo tao bit ngiu nhién tat dinh st dung. Trang thai bén trong bao gém cac
gi4 tri dwoc thue hién bdi ham chuyén ddi trang théi bén trong gitra céac yéu cau, khoa dwoc st dung
trong mai 13n goi, dau vao clia ngwdi dung duwoc thu thap khi yéu cdu dwoc xi Iy va cac tham s bién
thoi gian dwoc bd tao bit ngdu nhién tat dinh st dung. Trang thai bén trong phy thudc vao b tao bit
ngau nhién tt dinh cu thé va bao gdm tht ca cac thdng tin dwoc yéu chu dé tao ra céc bit gid ngdu
nhién cho cac Ian yéu cau lién tiép. Mot s6 phan cla trang thai bén trong duoc thay dbi bdi ham
chuyén ddi trang thai bén trong trong mdi vong 14p cla bd tao bit ngau nhién tét dinh.

Trang thai bén trong duoc coi 1a sw két hop gilr trang thai 1am viéc duoc c&p nhat lién tuc trong qué
trinh thye hién va tham s8 bi mat ¢é dinh trong qua trinh thye hién va chi duoc cap nhat dinh ky néu c6
swr can thiép cua ngwdi dung tir bén ngoai.

Cac yéu cau chirc nang ddi véi trang thai bén trong nhuw sau:

1. B9 tao bit ngau nhién tat dinh phai dwec khéi tao trede khi tao ra Gau ra. Trong qua trinh khéi tao,
trang thai kh&i tao dwoc thiét 1ap cho bd tao bit ngiu nhién tat dinh, mot phan tl mam. Qua trinh
khdi tao clia bo tao bit ngau nhién tat dinh ¢6 thé dugc thay mam méi bat cir Ilc ndo. Trang thai
clia bd tao bit ngau nhién tat dinh bao gém théng tin dwec thye hién va khoa (ty chon) dwoc st
dung béi bé tao.

2. Trang thai bén trong phai ndm hoan toan trong ranh giéi clia b tao bit ng&u nhién tat dinh.

3. Trang thai bén trong phai dwec bdo vé it nhat cling nhuw viée st dung dau ra dy dinh clia céc ing
dung.

4. Trong trwdng hop ¢6 cac gia tri khong nén sl dung lam tham sé bi mat (vi du: khda mat ma “yéu’)
thi tham s bi mat phai dwec kiém tra dé ddm bao ring céc gia tri tham s6 bl mat nay khéng dugc
str dung.

5. Tham sb bi mat néu tén tai thi phai dwgc thay thé dinh ky.
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9.6 Ham chuyén ddi trang thai bén trong cla bé tao bit ngiu nhién tat dinh

Ham chuyén ddi trang thai bén trong str dung trang thai bén trong va mét hodc nhiéu thuat toan dé tao
ra cac bit gia ngau nhién. Trong qua trinh nay, trang thai bén trong clia bd tao bit ngau nhién tat dinh bj
x6a, Thuat toan st dung va phwrong phap x6a trang thai bén trong phu thudc vao b tao bit ngau nhién
tat dinh cy thé.

B& tao bit ngdu nhién tat dinh trong tiéu chuin nay c¢é ba ham chuyén ddi trang thai bén trong riéng
biét, cu thé la:

1. Trwéc khi st dung bd tao bit ngdu nhién tat dinh lar dau, nguyén liéu mam dwoc thu thap va xac
dinh tat cd dau vao khdi tao. DAu vao khdi tao dwge ding d& xac dinh trang thai khdi tao clia bd
tao bit ngau nhién tat dinh. _

2. MGi yéu chu bit gid ngau nhién tao ra cac bit theo yéu cau st dung trang thai bén trong hién tai va
xac dinh trang thai bén trong mai dwgc st dung cho yéu cau tiép theo: va

3. Khi (’ng dung xac dinh thay mam maéi cho b tao bit ngdu nhién tat dinh, ham thay mam méi thu
thap nguyén liéu tao mam méi, két hop nod v&i cac gia tri trang thai bén trong hién tai va xac dinh
trang thai bén trong m&i cho 1an yéu cau bit gid ngiu nhién tiép theo. Bang céach két hop nguyén
iéu tao mam méi v&i trang thai bén trong hién tai, A6 bat dinh co6 san ti trang thai hién tai khéng
mét di ma dugc tang thém bdi do bét dinh cla nguyén liéu tac mam méi.

Céc yéu cAu chire nang ddi voi ham chuyén ddi trang thai bén trong nhw sau:

a. B tao bit ngau nhién tat dinh phai chuyén adi gitra cac trang thai theo yéu cau (ttc 1a khi bo tao
dwoc yéu cAu cung cap céc bit gid ngau nhién mdi). Bd tao bit ngAu nhién tat dinh cling cé thé
dugc thie thi & chuyén ddi nhdm déi phé véi cac sy kién bén ngoai (vi dy: gian doan hé thdng)
hodc chuyén tiép lién tuc (vi dy: bat ci khi nao co thai gian dé chay b tao). Tinh khong thé dw
doan co duwgc khi bd tao chuyén tiép gilra cac trang thai lién tuc hodc dé xr ly voi s kién bén
ngodi. Tuy nhién, khi b tao bit ngiu nhién tat dinh chuyén tr trang thai nay sang trang thai khac
gitka nhirng 1an yéu cau, viéc thay mam méi va/hodc thay khda can duoc the hién thwdng xuyén
hon.

b. Ham chuyén abi trang thai bén trong dat dwoc tinh an toan vé phia sau bing viéc st dung hiéu
qua ham mét chiéu, chang han nhu ham bam mat ma.

c. Ham chuyén ddi trang théi bén trong ¢ dac tinh 1a tat ca céc bit trong trang thai lam viéc (va dau
vao ngudn bat dinh khéng xac dinh néu cé) anh hwdng dén cac bit dau ra clia ham chuyén doi
trang thai bén trong.

d. Hoat déng clia ham chuyén ddi trang thai bén trong phai dwoc bao vé chéng lai quan sat va phan
tich nhu tiéu thu dién nang, thdi gian, phan ra phéng xa hodc cac tin cong kénh ké khac. Céc gia
tri ma ham chuyén ddi trang thai bén trong lam viéc (trang thai bén trong, tham sé bi méat va dau
vao ngudn bét dinh) 1a nhirng gié tri quan trong dam bao tinh bi méat cho dau ra ngau nhién sap tdi.
Tén cong kénh ké& cé thé pha v& tinh bi méat nay.

e. Phai d&m béo réng ham chuyén ddi trang thai bén trong cap nhat trang thai bén trong c6 déc tinh
la kich thuéc gidi han clia nd khong bi suy gidm sau khi l3p di lap lai nhiéu 1an goi ma khéng can
thay mam méi vi didu nay sé lam mat di d6 bat dinh cla trang thai bén trong.

9.7 Ham tao d4u ra clia bd tao bit ngdu nhién tit dinh

Ham tao dau ra clia bd tao bit ngau nhién tat dinh tao ra cac bit gia ngau nhién 1a mét ham cla trang
thai bén trong bd tao bit ng&u nhién tat dinh va bt ky dau vao duoc st dung trong khi ham chuyén doi
trang thai bén trong dang hoat dong. Nhing bit gid ngiu nhién nay 1a xac dinh duva trén thong tin dau
vao. Dinh dang cla cac bit trudc khi xuat ra 1a xac dinh bdi mdt qua trinh thic thi cy thé,

Cac yéu cau chirc nang déi véi ham tao diu ra nhuw sau:
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1. Ham tao dau ra cho phép kiém tra v&i cau tra 1oi da biét khi duoc yéu cu.

B{ tao bit ngau nhién tat dinh khong tao dAu ra cho dén khi co s&n mam voi o bét dinh day da.

B tao bit ngau nhién tat dinh yéu ciu khéa khéng tao dau ra cho dén khi c6 khéa.

Ham tao dau ra khong lam ro ri thong tin vé trang thai bén trong ¢ thé lam anh hwdng dén dau ra
sap t&i. Ham tao dau ra phai khéng cd ham nguwec dé tiét 16 thong tin gi v& trang thai bén trong.
Nghia |a théng tin vé dau ra ngau nhién dwoc tao ra boi ham tao dau ra khdng dugc tiét 16 thong
tin gi v& dau vao cla ham.

P L

9.8 Ham hd tro clia bé tao bit ngiu nhién tat dinh

9.8.1 Gi6i thiéu vé& cac ham hd tre ciia bd tao bit ngdu nhién tét dinh

Mac du khéng thé hién trong hinh 5, bd tao bit ngau nhién tat dinh phai cé cac co ché dé do chat
lwgng.

B tao bit ng&u nhién tAt dinh phai dwoc thiét ké d& cho phép kidm tra d&m béo bd tao duwore thyc thi
dling va tiép tuc hoat dong chinh xac. Ham kiém tra phai sdn sang cho muc dich nay. Ham kiém tra
cling cho phép chén cac gia tri xac dinh trde cla thong tin d4u vao dé kiém tra cac két qua mong doi
(kidm tra véi cau tra o7 g3 biét). Néu kiém tra bj 18], bo tao bit nglu nhién tat dinh phai chuyén sang
trang thai 16i va dwa ra canh bao 16i. Bo tao bit ngau nhién tat dinh sé khéng thyc hién hoat déng nao
khi & trang thai I5i va tat ca dAu ra bi chan lai.

CHU THICH Trang thai 15i bao gdm cac 18 “cirng” chi ra s cb vé thiét bj doi hdi phai bao tri, dich vu, sira chira hoac thay thé
bd tao bit ngdu nhién tat dinh hoac cac 16i “mém” cé thé phyc hdi yéu ciu khdi tao hodic thiét 1ap lai b tao bit ngau nhién tat
dinh. Viéc khdi phuc tlr trang thai 13i co thé thye hign duoc ngoai frir cac 15i "clrng” doi héi phdi bao tri, dich vy, sira chira
hodc thay thé bd tao bit ngdu nhién tat dinh.

9.8.2 Kiém tra chat lwgng bé tao bit ngiu nhién tit dinh

BG tao bit ngéu nhién tat dinh phéi thyc hién kiém tra chét lwgng d& dam bao rdng no van tiép tuc hoat
dong binh thiong. Kiém tra chat lwong dbi véi chire nang cla bd tao bit ngdu nhién phai duoc thuc
hién khi b tao bit ngAu nhién tat dinh dwoc bat Ién, theo yéu cau (vi du: theo yéu cau cla tng dung,
hodc khi cai dat lai, khéi ddng lai hodc sac dién) va trong cac didu kién khac nhau, dién hinh la khi thuc
hién ham hodc thao tac cu thé (nghia 12 kiém tra c6 digu kién). Mot s kiém tra chat lugng clng co thé
duoc tién hanh lién tuc. B tao bit ngiu nhién c6 thé thuc hién tiy y cac kiém tra chat lwong khac doi
voi chire nang clia bod tao bit ngau nhién tat dinh bén canh cac bai kiém tra dwoc quy dinh trong tiéu
chuan nay.

T4t ca dau ra di liéu tir bd tao bit ngdu nhién tat dinh & bj chan lai khi thire hién cac bai kiém tra nay.
Két qua tir kiém tra voi cau tra 101 da biét khong tao ra cac bit ngau nhién. Tuy nhién, céc bit duoc s
dung trong cac loai kiém tra khac dwoc str dung nhu dau ra néu bai kiém tra dé thanh céng.

Khi bd tao bit ngéu nhién tat dinh khong vwot qua kiém tra chét lwgng, né sé& chuyén sang trang thai 16i
va xuat ra mét canh bao 16i. B tao bit ngu nhién tat dinh phai khong thire hién bat clr hoat dong nao
khi trong trang thai 16i va khéng div liéu ndo duoc xuat ra khi van ton tai trang thai 16i. Khi trong trang
thai 18i, st can thiép cla ngwoi dung (vi du: sac dién, khdi déng lai bd tao bit ngau nhién tAt dinh) sé
duoc yéu chu dé thoat khdi trang thai I6i.

9.8.3 Kiém tra thuat toan tit dinh clia bé tao bit ngau nhién tit dinh

Kiém tra nay phai dwoc thuc hién di véi thuat toan cla bé tao bit ngau nhién tt dinh. Kiém tra véi cau
tra 1o da biét s& dwoc tién hanh khi bat ngudn, khi cé yéu chu va cé thé duoc tién hanh dinh ky. Kiém
tra v&i cau trd 1&i da biét bac gdm viéc van hanh thuat toan trén di liéu ma dau ra chinh xac da biét va
kiém tra xem Gau ra dwoc tinh toan cé bang véi du ra mong dei (cau tra |01 da biét) hay khong. Kiém
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tra that bai néu dau ra dwece tinh toan khong bang véi cau tra 1o da biét. Trong tredng hop nay, bd tao
bit ngau nhién tat dinh phai chuyén sang trang thai I5i va xuat ra mét canh bao I3i.

9.8.4 Kiém tra tinh toan ven phan mém/phan sun cta b tao bit ngau nhién tit dinh

Kiém tra nay dwoc ap dung cho bd tao bit ngiu nhién tat dinh co chira phan mém hodc phan sun. Kiém
tra tinh toan ven phan mém/phan sun bang ky thuat xac thuc dwoc ap dung cho moi phan mém va
phan syn nam trong bd tao bit ngau nhién tit dinh khi bd tao bit ngdu nhién tat dinh dwoc bat ngudn dé
xac dinh tinh toan ven clia ma. Céc k§ thuat xac thirc bao gdm ma xac thure thong bao hodc chi ky sb
bang cac thuat toan da biét, hodc ma phat hién I6i (EDC) khi thic thi ma ndm trong ranh gidi mat ma.
Kiém tra nay that bai néu két qua tinh toan khéng bang két qua dugc tao ra trwde dé. Trong trudng
hop nay, bd tao bit ngau nhién tat dinh phai chuyén sang trang thai 18i va xuat ra mét canh bao 16i.

9.8.5 Kiém tra cac ham quan trong ctia bo tao bit ngau nhién tit dinh

Tat ca cac ham quan trong lién quan dén hoat ddng an toan clia bd tao bit ngau nhién tat dinh phai
duoc kiém tra khi bat ngudn va khi cé yéu cau. Nhirtng ham quan trong trong bd tao bit ngau nhién tat
dinh dwgc thue hién trong mot sé diéu kién ¢d dinh cuy thé phai dwoc kidém tra khi cac didu kién dé phat
sinh.

9.8.6 Kiém tra d9 chju tai phan mémi/phin sun cla bd tao bit ngiu nhién tit dinh

Kiém tra nay duoc thipe hién véi cac bd tao bit ngau nhién tat dinh chira phdn mém hodc phan syun. Co
ché mat ma st dung k¥ thuat xac thwe dwoc chap nhan (vi du: mé xac thue, thuat toan chix ky s6, hodc
HMAC) dwec ap dung cho moi ph&n mém va phan sun (vi du: EEPROM, RAM va mach FPGA) duoc
tai tlr bén ngoai vao bd tao bit ngau nhién tat dinh. Kiém tra nay phai xac nhan ma xac thyec hodc chi
ky sb. Két qua tinh toan dugc so sanh véi két qua duoc tao ra trudc do. Kiém tra that bai néu hai két
qua nay khdng giéng nhau. Trong trirdng hop nay, bd tao bit ngdu nhién tat dinh chuyén sang trang
thai 16i va xuat ra mét canh bao 16i.

9.8.7 Kiém tra nhap khéa thii céng vao bé tao bit ngiu nhién tit dinh

Khi théng tin an toan dwec nhap thl cdng vao bd tao bit ngau nhién tat dinh (vi du; mam hoac khéa),
théng tin an toan phai bao gdm mot ma phat hién 18i (EDC) hoZc cac gia tri nhap vao tring 13p duoc st
dung @& kiém tra tinh chinh xac cta théng tin an toan. EDC phai dai it nhét 16 bit. Bd tao bit ngdu nhién
tat dinh phai kiém tra EDC hodc cac gia tri nhap vao tring 1ap xem cé phil hop khéng. Néu EDC duwoc
tinh toan khéng bang véi EDC nhap vao, hodc cac gia tri nhap vao tring lap khéng khép, thi khéng
vurot qua kiém tra. Trong trudng hop nay, bo tao bit ngiu nhién tat dinh phai chuyén sang trang thai 13i
va xuat ra mét canh bao I6i.

9.8.8 Kiém tra tao bit ngéu nhién lién tyc clia bé tao bit ngau nhién tit dinh

B& tao bit ngau nhién tat dinh phai dwoc kiém tra véi mot gia tri ¢b dinh. Néu mbi 13n goi tao ra cac khéi
n bit (trong d6 n > 80), khéi dau tién dwoc tao ra sau khi bat ngudn, khdi tao hodc khdi déng lai phai
khdng dwoce st dung, nhung dwoc lwu dé& so sanh véi khéi tiép theo dwoce tao ra. Méi 1an tao ra mot
khéi n bit phai dwoc so sanh véi khéi dwoe tao ra trwédce dé. Kiém tra that bai néu hai khéi n bit dwoc so
sanh la giéng nhau. Néu kiém tra that bai, bd tao bit ng&u nhién tt dinh phai chuyén sang trang thai I5i
va xuét ra mot canh bao 161,

Néu mét Ian goi t&i bd tao tao ra it hon 80 bit, thi n bit du tién (trong dé n = 80) dworc tao ra sau khi
bat nguon, khdi tao hoac khéi dong lai phai khdng duwoc st dung, nhng duoc lu dé so sanh voi n bit
tiép theo dwoc tao ra. Mi I4n tao ra n bit phai dwoc so sanh véi n bit duoc tao ra trede d6. Kiém tra
th&t bai néu hai chudi n bit dwec so sanh la gibng nhau. Néu kiém tra that bai, b tao bit ngau nhién tét
dinh phai chuyén sang trang thai 18i va xuat ra mot canh bao 15i.
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9.9 Yéu cdu bd sung déi véi khoa ciia bd tao bit ngau nhién tit dinh

Ngoai cac yéu cau vé chirc ndng duoc ap dung cho cac thanh phén clia bb tao bit ngiu nhién tit dinh,
cac yéu cau khac cing dwoc ap dung cho viéc thyc thi va st dung bd tao bit ngau nhién tat dinh.
Nhirng yéu cau nay duoc két hop véi khda dwoc sl dung bdi mét bd tao bit ngdu nhién tat dinh cho
trrde.

Mot sb bd tao bit ngau nhién tat dinh yéu ciu st dung mét hodic nhidu khoa. Néu khong bi cam, thi
nhitng khéa nay cé thé dwoc cung cap tir mét ngudn bén ngoai (tire 1a tir mét ngudn bén ngoai ranh
giéi clia bd tao bit ngau nhién tat dinh), hodc bé tao bit ngiu nhién tat dinh cé thé duoc thiét ké dé tao
khéa tlr nguyén liéu mam. Viéc st dung khéa dugc cung cap tir ngoai vao cé thé thich hop, vi du nhw
trong cac trng dung cé rdi ro thap véi cac rang budc vé bd nhé (vi du: thé smartcard), khi viéc tao khoa
tlr nguyén liéu mam 1a khong kha thi (vi dy: ngudn bat dinh ddy du qua tén kém) hodc chét lvgng cla
ngudn bat dinh trong b tac bit ngdu nhién tat dinh van can Ia mét van dé, trong khi d6 khoa chét lweng
tét co thé cé dwoc tir bén ngoai ranh gidi b tao bit ngdu nhién tét dinh.

Khéa va cach sir dung né trong bé tao bit ngau nhién tat dinh nhw sau:

1. S dung khoa: Khéa phai dwoc st dung nhu quy dinh déi véi mét bd tao bit ngéu nhién tat dinh cy
thé. B6 tao bit ngAu nhién tt dinh yéu ciu khoéa khong dwgc tao dau ra cho dén khi khoa sén
sang.

2. Do bat dinh clia khoa. Do bat dinh khi két hop cac khda it nhat phai bdng d6 an toan ma &ng dung
yéu cau. Vi du, khi dd an toan yéu cau clia (vng dung 1a 112 bit, thi khéa phai cé dd bét dinh it nhat
la 112 bit.

3. Kich thwde khoa: Kich thuwde khoa dwoc Iwa chon nhdm hd tro dd an toan mong doi trong tng
dung.

4. Xac dinh khoa tie mam: Mét khéa duoc xac dinh ttr mam phai doc 1ap voi phan con lai cla dau vao
khdi tao dugc xac dinh bdi mam d6. Néu nhiéu khéa dwoc sk dung trong bd tao bit ngdu nhién tat
dinh, trai nguoc voi viéc st dung cung mét khda & nhiéu noi, thi tirng khéa phai doc 1ap véi tat ca
cac khoa con lai.

a) Déivoi bd tao bit ngdu nhién tat dinh xac dinh khoa tir mam gidng nhau 1a mét gia tri khdi tao
va khoa khac (tirc 12 mét mam don dwoc str dung dé xac dinh tat ca cac dau vao khdi tao cla
bé tao bit ngau nhién tat dinh, bao gém khéa), mam phai c6 d6 bat dinh bang hoac lén hon @6
an toan ma (rng dung yéu cu.

b) D&i véi bd tao bit nghu nhién tat dinh st dung nhidu mam khéa @& xac dinh mét trwéng hop
clia bé tao bit ngAu nhién tat dinh, titng mam phai duoc st dung d& xac dinh phan khac nhau
clia dau vao khdi tao (vi du: gia tri khéi tao cho bé tao bit ngau nhién tat dinh va tirng khda
rieng biét phai duoc xac dinh tlr cac mam khac nhau). Viéc két hop tat c& cac ma m phai co
d6 bat dinh bang hodc Ion hon d§ an toan ma trng dung yéu cAu.

5. Khéa dwoc cung cap tir mot ngudn bén ngodi. Khda duwec tao ra tlr bén ngoai phai cé d¢ bét dinh
@y du (tirc 1a moi bit khéa phai doc lap véi moi bit khéa khac) va dugc tao ra bang cach st dung
mét bd tao bit ngau nhién bat djnh hodc mét bd tao bit ngau nhién tat dinh (hoac mét chudi bd tao
bit ngau nhién tat dinh) 14y mam tir mét bd tao bit ngdu nhién bét dinh.

6. Thay khoa: Thay khoa (tcrc 1a thay khoa nay bang mot khda méi) 1a phwong tién dé khoi phyc tinh
bi méat clia dAu ra bd tao bit ngdu nhién tat dinh néu khéa bj 16. Viéc thay khda dinh ky 12 mét bién
phap dbi pho tot voi cac mobi de doa tiém an gay tdn hai dén khoa va Gau ra clia b tao bit ngau
nhién tat dinh. Tuy nhién, két qua tr viéc thay khda chi gidng nhw st dung bé tao bit ng&u nhién
bat dinh (hodc chubi cac bd tao bit ngdu nhién tat dinh dwoc khdi tao bdi mot bd tao bit ngdu nhién
bat dinh) Gé tao ra khéa méi. Trong mét sb qua trinh thue thi (vi du: thé smartcard), khéng thé thue
hién qua trinh thay khoa day du va viéc thay khéa cé thé 1am gidm @5 an toan. Trong nhitng
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treéng hop nhw vat, bién phap tét nhét [a thay thé bd tao bit ngu nhién tat dinh, c6 dwoc khoa
méi (vi dy: sl dung thé smartcard mai).

a) St dyng mét khoa cho trwdc dé tao qua nhigu dau ra cé thé cung cap thong tin hivu ich gidp
Goan thanh cong dau ra sap t&i. Thay khoa dinh ky sé gidm ri ro vé an toan, lam gidm kha
nang thda hiép di¥ lidu dich can dugc bdo vé bdi cac co ché mat ma st dung bé tao bit ngéu
nhién tét dinh.

Vong doi khoa: Khoa c6 mét vong d&i hiru han nhét dinh. Khoa phai dwoc cap nhat (thay thé) dinh

ky. Phai hliy khéa hét han hodc khda ma gia trj cap nhat hodc gia tri méi dwee dan xuét. Néu khoa

bi 16 (vi dy: mam bi tdn hai), thi cac thire thé trai phép cé thé xac dinh dwec dau ra cla bd tao bit
ngau nhién tat dinh.

Phén tach khéa: Mét khoa dugce st dung bdi bd tao bit ngdu nhién tat dinh sé khéng dwoc cb tinh

st? dung cho bat ky muc dich nao khac ngoai viéc tao bit ngéu nhién. Céc trwérng hop khac nhau

cla bd tao bit ngdu nhién tat dinh phai st dung cac khoa khac nhau.
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Phu luc A
(quy dinh)
Két hop cac bo tao bit ngiu nhién

Viéc két hop cac b tao bit ngau nhién dwge cho phép trong tiéu chudn nay, mién 1a né dwoc két hop
theo mét cach chap nhan dwec. Bo tao bit ngau nhién két hop phai tuan theo mé hinh “khdng kém
hon”, tic 14 bd tao bit ngau nhién két hop dwoc d& xuat phai “khang kém hon® mét bd tao bit ngau
nhién da dwoc phé duyét (va vé mét Iy thuyét né con phai tét hon). Day chinh fa mét cach dé két hop
cac bd tao bit ngdu nhién.

MGt bd tao bit ngiu nhién co thé duoc két hgp voi bd tao bit ngau nhién khac néu cac bd tao bit ngau
nhién khéng twong quan véi nhau. Vi du: s@ dung mét mam khac nhau va/hodc st dung mét thuat
toan khac nhau. Néu hai thuat toan khac nhau dugc két hop, didu ndy sé gidi quyét mdi quan tam vé
phat hién trong twong lai ¢é tAn cdng mét ma 1én mét trong cac thuét toan.

Mat bé tao bit ngiu nhién da dwoc phé duyét cé thé két hgp véi mét bé tao bit ngdu nhién khong duwoc
phé duyét trong tiéu chuin nay néu hai bd tao bit ngiu nhién khéng twong quan va bd tao bit ngau
nhién tht hai giam xudng mot hang sé (cé nghia 1a do bét dinh bing khéng) thi du ra cha b tao bit
ngau nhién két hop van la dau ra clia bd tao bit ngéu nhién dwoc phé duyét. Vi du: néu hai dong dau ra
cta b tao bit ngéu nhién dugc két hop bang cach sl dung phép XOR thi diéu kién nay duwoc théa
man.

Viéc két hop mot bd tao bit ngau nhién duec phé duyét véi mét bo tao bit ngau nhién khdng xac dinh
c6 thé duoc thwee hién dé cho phép dat dugc loi thé clia bd tao bit ngdu nhién khdng xac dinh, nd dwoc
cho 1a ¢ chét lvong tét hon cac thanh phan thay thé dwoc phé duyét nhung khong dwoc quy dinh
trong tiéu chudn nay. N6 cing cé thé dwoc thire hién khi mét bén yéu cau sir dung phuong phap nay
con bén khac lai yéu cau str dung phwong phap khac.

Vi DU 1: B tao bit véi ngudn bt dinh vat ly co thé st dung mét b tao bit ngdu nhién tét dinh dwoe khoi tao ding quy dinh dé
trén "bé trd” cac bit thu dwoc ity ngudn vat iy,

Vi DY 2: Bé tao bit bao gdm mét bé tao bit ngiu nhién bét dinh “hoan chinh” cung cip dbu vao cho mdt bd tao bit ngau nhién
tAt dinh *hoan chinh”, khéng géy anh hwdng dén dong bit tir b tao bit ngiu nhién bét dinh dén bd tao bit ngdu nhién tat dinh,
ngoai trlp viéc kidm tra hoat Géng hoac kiém tra ddu ra.
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Phu luc B

(quy dinh)
Cac phwong phap chuyén doi

B.1 Tao sé ngau nhién
B.1.1 Ky thuat tao sé ngdu nhién

Tiéu chudn nay tap trung vao tao cac chudi bit ngiu nhién. Trong mét sb teng dung méat ma, chudi céc
s6 ng&u nhién dugc ky higu 1a (ag, ay, a,, ...) trong do:

1. MBi s nguyén q; thda man 0 < a; < r — 1, dbi véi mét sé sé nguyén duong r (pham vi clia céc s6
ngau nhién);

2. Phuongtrinh a; = s v&ixac suat bang 1/r, véimoii 20vas (0 < s <r—1);va

3. Moi gia tri a; ddc lap xac suat trong tap cac gia trj a; (j # i).

Trong phan nay quy dinh bén k§ thuat tao ra cac diy sé ngau nhién nhw vay tir cac chudi bit ngdu

nhién.

Néu pham vi clia s6 dwoc yéu cau la 0 € a; S v —1va a < a; < b thi mot s& ngau nhién trong khodng
ndy cé thé thu dwoc blng cach tinh a;+a trong dé a; 1& mdt sé nghu nhién trong khodng
0<aq <b-a.

B.1.2 Phwong phap loai bé don gian

Cho m la sé nguyén dwong duy nhét théa man 2™-1 < r < 2™ — 1 (m dwgc xac dinh duy nhét bang
cach chon r). Phwong phap dé tao ra sb ngau nhién a nhw sau;

1. St dung bd tao bit ngdu nhién éé tao ra mét chudi m bit ngau nhién (bg, by, ..., bm-1).
2, Choc=3XP;12h,.

3. Néuc <rthi @it a = ¢, ngwoc lai loai bd ¢ va chuyén sang buwdc 1.

CHU THICH Ty 50 r/2™ la thwéc do tinh higu qua clia k§ thudt, va ty sb nay phai ludn ludn thda man 0,5 < /2™ < 1. Néu
r/2™ gan bang 1 thi phirong phép trén 1a don gian va hiéu qua. Tuy nhién, néu r/2™ gan bang 0.5, thi phwong phap trén fa
kém higéu qua va phuong phép phire tap hon dwéi day dwegc khuyén nghi st dyng.

B.1.3 Phwong phap loai bo phirc tap

Lwa chon mét sé nguyén dwong nhd t va cho m la sé nguyén dwong duy nhét thda man
2m-1 < rt < 2™ — 1 (m dwoc xac dinh duy nhat bang cach chon r va t). Phwong phap nay tao ra mét
chudi t s6 ngau nhién (ag, aj, ..., a;-,) Nhw sau:

1. S( dung bd tao bit ngAu nhién dé tac ra mét chudi m bit ngau nhién (by, by, ..., by_1).
2. Choc=3n;12h;.
3. Neéu ¢ <’ thi cho (ag,ay, .., ar-1) 1a chudi gié tri duy nhét thda man 0 < aq; < -1 sao cho ¢ =

Yizsria;. Nowoce lai loai bo ¢ va quay vé budc 1.
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CHU THICH 1 Ty 6 r£/2™ la thudc do tinh higu qua ciia ky thuat, va ty sb nay phai ludn ludn thda man 0,5 < rf/2™ < 1. Do
d6, cho treéc r, can lya chon ¢ sao cho ¢ 1& gia tr nhé nhat thdéa man r*/2™ gin bing 1. Vi dy, néu r = 3, thi lya chon t = 3
conghlalam=5va rf2™ =27/32 = 0,84 valpachont = 5cb nghia lam = B va rt/2™ = 243/256 = 0,95.

CHU THICH 2 Phirong phap loai bd phire tap giéng véi phirong phép loai b don gidn khit = 1.

B.1.4 Phwong phap mé-dun don gian

Cho m la s6 nguyén dwong duy nhat thda man 2™ < r < 2™ — 1 va cho [ la tham $0 bi mét. Phuong
phap & tao ra s6 ngau nhién a nhv sau:

1. S dung bé tao bit ngdu nhién dé tao ra mét chudi gdm m + I bit ng&u nhién, (b, by, ..., bmsi1-1)-
2. Choe=3mil-12th,

3. Choa=cmodr.

CHU THICH Khéng gibng nhw hai phrrong phap trede, phrong phap mé-dun don gian dwoc ddm bédo két thic sau méi lan
thie thi. Xac suét d& a = s @i voi moi gid tri s cy thd (0 < s < r — 1) khdng chinh xac bing 1/r. Nhung d6i voi mét gia tri ] b
I&n, chénh léch gilva xac sult dé a = s dbi voi moi gi4 tri s cy thé va 1/r 12 khéng dang ké. D& xuat sir dung gia trj | = 64.

B.1.5 Phwong phap mo-dun phive tap

Chon mét s6 nguyén dwong nhd t, sau dé cho m la sé nguyén dwong duy nhét thda man 2m-1 < rf <
2™ — 1 (m dwoc xac dinh duy nhat bang cach chon r va t). Cho [ Ia tham s an toan. Phwong phap
nay tao ra mét chudi t sé ngau nhién (ag, a;, ..., @;-1) N sau:

1. St dung bd tao bit ngau nhién tao ra mdt chudi gdm gdm m + { bit ngéu nhién,

(bos by, oo bin1-1)-
2. Choc =30t 2tpmod rt.

Cho (ag, @y, ..., a;_q) 14 chudi gia tri duy nhat théa man 0 < a; < v — 1sao cho ¢ = RiZjr'a;.

CHU THICH 1 Gidng nhw phirong phap mé-dun don gidn, phuong phap mé-dun phive tap khéng cung cép cac sb co phan bd
déu, nhung chénh léch gitra phan bé thuc té cla cac sb va phan bb déu 2 khong dang ké véi mét tham sé an toan 8l 1on. Dé
xudt sir dung gia tri | = 64.

CHU THICH 2 Phwrong phép mé-dun phirc tap gidng voi phuong phap mé-dun don gian voit= 1.
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Phu Luc C
(quydinh)
B¢ tao bit ngau nhién tat dinh
C.1 Vi du v& co ché bd tao bit ngiu nhién tit dinh

Phy luc nay chtva cac vi du vé& co ché bd tao bit ngdu nhién tat dinh dép (bng céac yéu cau cua tiéu
chudn nay. Bay khong phai la mét danh sach day dl. Céc co ché khac la kha thi néu ching dap Ung
cac yéu cau duoc néu trong phan chinh cla tiéu chuan nay.

Céc bd tao bit ngau nhién tat dinh trong phu luc ndy duwoc dua ra trong twa ma.
CHU THICH Mat sb vi dy twa ma trong phan nay ciing ¢6 trong [3].
C.2 B6 tao bit ngdu nhién tat dinh dwa trén ham bam

C.2.1 Gi®i thiéu vé b tao bit ngau nhién tit dinh dwa trén ham bam

B6 tao bit ngAu nhién tat dinh bam dya trén ham bam khéng thé ddo nguoc. B tao bit ngdu nhién tét
dinh dya trén ham bam duwoc cung cap dudi day.

Hash_DRBG (...) quy dinh d& dwoc thiét ké dé st dung bat ky ham bam mat ma ISO/IEC nao va cb
thé duoc st dung bdi cac (rng dung yéu cau mirc do an toan khac nhau, mién Ia s¢ dung ham bam
thich hop va cung cip dd dd bét dinh cho mam. Nhirng ham bam nay dwoc quy dinh trong ISO/IEC
10118-3.

C.2.2 Hash_DRBG

C.2.2.1 Thao ludn

Nhirng gid dinh khi thiét ké b tao bit ngau nhién tat dinh dya trén ham bam (Hash_DRBG) nhuw sau:

1. DAura clia ham bam xuat hién ngau nhién néu dau vao 13 khac nhau.
2. Mam chira mét luwgng do bat dinh thich hop dwa trén cac bit an toan mong doi, 1én dén mot gi tri
t6i da ctia do dai bit du ra cGa ham bam.

Hash_DRBG (...) cung cap mdt ham bam ISOMEC tao ra mét khdi cac bit gid ngdu nhién st dung mét
mam (seed).

Dau vao bd sung tuy chon (additional_input) dwoe cung cap trong mbi yéu cau cla Hash_DRBG (...).

Hash_DRBG (...) duwoc thiét ké nham dap rng 46 manh an toan khac nhau (xem Phu luc F) phy thudc
vao ham bam da st dung.

Dé dai mam (seedlen) it nhat phai bang gia tri I6n nhét cla kich thwdce khdi d4u ra ham bam (outlen) va
dd manh an toan.

Bo tao Hash_DRBG (...) yéu cau st dung ham bam tai mot sé diém trong qua trinh xCr Iy, bao gdm cac
qua trinh khdi tao va thay mam mai. Ham bam gidng nhau phai dwoc st dung lién tyc. Ham bam duwoc
str dung phai dap (rng hodc vt qua dd manh an toan mong doi ma (rng dung yéu cau.

Bang C.1 cung cip moét vi dy v& ham bam mat ma dwoc ISO/IEC dé xuét, minh hoa dé manh an toan,
d6 béat dinh t6i thiéu yéu cau va do dai mam.
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Bang C.1 - Bang d9 manh an toan cho cac ham bam

Ham bam SHA-1 | SHA-224 | SHA-256 | SHA-384 | SHA-512
D6 manh an 80, 80, 80, 80, 80,
toan hé tror

112, 112, 112, 112, 112,
128 128, 128, 128, 128,
192 192, 192, 192,
256 256 256
D6 bat dinh
toi thiéu yéu max (120, @6 manh an toan)
cau
HQUALInAm. 5 440 440 888 888
(seedlien)
CHU THICH M3 ta v& ham max(...) co trong C.2.2.2.1.

C.2.2.2Mo ta
C.2.2.2.1 Gi¢i thiéu chung

Quaé trinh khéi tao va thay mam méi ctia Hash_DRBG (...) bao gdm viéc 14y mot dau vao bét dinh véi
téi thidu lvong Go bat dinh ma ng dung yéu ciu. Dau vao bt dinh duoc st dung dé dan xuét mam.
Mam duoc ding dé dan xuét cac phan tir cla trang thai khai tao bao gom:

1. Giatrj (V) Gwoc cap nhat trong mi 1an goi t&i bd tac bit ngdu nhién tét dinh;

2. Héng sb (€) phu thudc vao mam;

3. BO dém (reseed_counter) chi ra s& lweng yéu clu cac bit gid ngau nhién vi entropy_input moi thu
duoc trong qua trinh khéi tao hodc thay mam méi;

4. D% manh an toan trong qué trinh khéi tao bd tao bit ngau nhién tat dinh:

D8 dai mam (seedlen);

6. prediction_resistance_flag cho biét tinh an toan v& phia trwéc cé dwoc bd tao bit ngau nhién tat
dinh yéu cau hay khong;

7. (Tuy chon) Chuyén ddi dau vao do bat dinh st dung ham mét chidu dé so sanh véi dau vao dd bat
dinh mai khi bd tao bit ngau nhién tat dinh dwgc thay mam méi; gia trj nay phai duoc biéu dién néu
bé tao bit ngdu nhién tat dinh dwoc thay mam méi; ¢ thé bd qua néu b tao bit ngu nhién tat
dinh khéng duoc thay mam méi.

o

Céac bién dwoc sl dung trong mo tad Hash_DRBG (...) nhw sau:

additional_input Pau vac bé sung tiy chon.
C Hang s bit seedlen dwoc tinh todn trong qua trinh khéi tao va thay
mam mdi.
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entropy_input

Get_entropy (min_entropy,
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Hash_df (seed_material, seedlen)
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max_length

max_request_length

min_entropy

min_length

Null

outlen
personalisation_string

prediction_resistance_flag

prediction_resistance_request_flag

TCVN 12853 : 2020
D(r lieu duoc bam.

Céc bit chira d bat dinh dwoc st dyung dé xac dinh seed_material
va tao mam.

Ham nhan dwoe mot xau bit tir ngudn bét dinh. min_entropy chi ra sé
lwong do bét dinh téi thidu dwoc cung cép trong cac bit trd vé;
min_length chi ra sé bit tdi thiéu tra v&; max_length chi ra s6 bit téi da
tra vé.

Hoat dgng bam trén di liéu a s&r dung mét ham bam ISONEC.

Ham dan xuét bdm mot xau dau vao va trd vé sb lwgng cac bit theo
dac tinh cia ham bam.

Gia tri tam th&i dwoc st dung lam bd dém vong lap.

84 lwgng vong 13p ma ham bam can dé thu duoc sé lwong céc bit
gia ngau nhién theo yéu cau.

Ham tra vé gia trj I&n hon 4 hodc B.
Do dai tdi da cla xau tra vé tlr ham Get_entropy {(...).

S6 lwgng cac bit gia ngau nhién ti da dwoc yéu cau trong mét 1an
goi. Gia trj nay dwerc thire thi mét cach phu thude.

Lwong 86 bat dinh toi thiéu thu dwoce tlr ngudn bat dinh va duoc
cung cap trong mam,

D6 dai téi thiéu clia entropy_input.

X&u réng.

D dai clia khdi dau ra ham bam

Xau théng tin ca nhan.

Cé cho biét yéu cau v& tinh an toan phia trwdc cé dugc thuc hién
hay khong. prediction_resistance_flag = 1 = cho phép = Cho phép
chéng lai viéc du doan trwde, 0 = khong cho phép = Khong chéng lai
viéc dy doan trworc.

Chi ra tinh an toan phia trwéc cé dwoc yéu cau trong mot lan yéu
cdu cac bit gid ngdu nhién  hay  khéng.

prediction_resistance_request_flag = 1 = Cung cap kha nang chéng
lai viéc dy doan trwéce, 0 = Khdng cung cap kha nang chéng lai viéc
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pseudorandom_bils

requested no_of bits

requested_strength

reseed_counter

reseed_interval

seed

seedlen

seed_material

state(state_handle)

state_handle

status

strength

v

w, W

dy doan truérc.

S6 lwgng cac bit gid ngau nhién trad vé t& ham Hash_DRBG {...).

S lwgng cac bit gid ngau nhién dwoc tao ra.

D6 manh an toan lién quan dén cac bit gia ngau nhién duwoc yéu cau.

Pém sb lwong c4c y&u clu bit gia ngau nhién khi khdi tao hodc thay
mam méi.

S6 lwong cac yéu cau tbi da dé tao cac bit gid ngau nhién truée khi
yéu cau thay mam mai.

Xau bit chira d6 bét dinh dugc st dung d& xac dinh trang thai bén
trong cla bd tao bit ngu nhién tat dinh trong khi khéi tao hodc thay
mam mai.

Do dai mam chira d6 bat dinh yéu cau.
D@ liéu dwoc st dung dé tac mam.

Mot mang trang thai cho cac qua trinh khéi tao khac nhau cta bd tao
bit ngAu nhién tat dinh. Trang thai dwgc thye hién gitba nhitng lan goi
dén bd tao bit nglu nhién tat dinh. D6i véi Hash_DRBG {...), trang
thai cho mét Ian khéi tao dwoc xac dinh bang state (state_handle) =
{V, C reseed_counter, strength, seedlen,
prediction_resistance_flag). Mot phan t& cu thé cla state duoc quy
dinh bing state(state_handle).element, vi du: state(state_handle).V.

X0 ly doi véi khdng gian trang thai trong qué trinh khdi tao.

Trang thai tra v& tlr mét 1an goi ham, trong d6 status = “Thanh céng”
hodc mot thong bao I4i.

P& manh an toan cho bd tao bit ngau nhién tat dinh.

Gia trj dwoc din xuat tr mam, nhung gid st cac gia tri mai diea trén
dau vao bd sung tuy chon (additional_input), cac bit gid ngau nhién
dwoc tao ra bang bd tao (pseudorandom_bits), hdng sb (C) va bd

dém vong 1ap (reseed_counter).

Céc gia trj trung gian.

C.2.2.2.2 Khdi tao Hash_DRBG {...)

Qua trinh sau day hodc twong dwong dugc st dung dé khdi tao Hash_DRBG (...).

Cho Hash (...) 13 ham bam ISO/IEC dwoe st dung va outlen 1a 46 dai dau ra ctia ham bam.
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Instantiate_Hash_DRBG {(...):

Dau vao: s6 nguyén (requested_strength, prediction_resistance_flag), xau personalisation_string.
Déu ra: xau status, sb nguyén state_handle.
Qua trinh:
1. If (requested_strength > 4 manh an toan téi da dwgc ham bam cung cip), then Return
(Théng bac 16i).
2. Thiétl1ap @ manh bing mét trong ndm d6 manh an toan.
If (requested_strength < 80), then strength = 80
Else if (requested_strength < 112), then sfrength = 112
Else if (requested_strength < 128), then strength = 128
Else if (requested_strength < 192), then strength = 192
Else strength = 256,
3. min_entropy = max(120, strength).
4. min_length = max(outlen, strength).
5. (status, entropy_input) = Get_entropy (min_entropy, min_length, max_length).
6. If (status # “Thanh cdng”), then Return (Théng bao 15i).
7. seed_material = entropy_input || personalisation_string.

8. seed = Hash_df (seed_malerial, seedlen).

CHU THICH 1 Bwéc nay dam bao rang do bat dinh dwoc phan bb thong qua mam.
9. V=gseed

10. C = Hash_df ((0x00 || V), seedlen).

CHU THICH 2 Thém vao triéc V mét byte 0.
11. reseed_counter = 1.
12. state(state_handle) = {V, C, reseed_counter, strength, prediction_resistance_flag}.

13. Return ("Thanh céng", state_handle).

Get_entropy (...):

Mb ta cu thé vé Get_entropy (...) dwoc giao cho nguwéi thye thi. Mét vi du cép cao dwoc cung cép dudi
day.
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Dau vao: sb nguyén (min_entropy, min_length, max_length).
Déu ra: xau (status, entropy_input).
Qua trinh:
1. Thu duoc entropy_input véi do bat dinh > min_entropy va vé&i 3o dai thich hop tir ngudn twong
tng, trong dé min_length < d§ dai < max_length.

2. Return (“Thanh cong”, entropy_input).

Hash_df (...):

Céac ham dan xuat dwoc str dung trong qua trinh khdi tao va thay mam méi clia b tao bit ngau nhién
tat dinh dan xuét cac gia trj trang thai hodc phan bb dé bat dinh théng qua mét xau bit. Ham bam dira
trén ham din xuét bam mot x4u dau vao va tra vé sé Juong bit yéu cau. Cho Hash (...) 1a ham bam
dwoc b tao bit ngau nhién tat dinh st dung va outlen 1a 86 dai ddu ra.

Dau vao: xau input_string, sé nguyén no_of_bits.
Dau ra: xau bit requested_bits.
Qua trinh:

1. temp = xau réng.

n

no_of _bits]

len = l
outlen

3. counter = mét gia tri nhj phan 8 bit dwoc biéu dién dwéi dang hexa la 0x01.

4. Fori=1tolendo
4.1 temp = temp || Hash (counter || no_of_bits || input_string).
CHU THICH 3 no_of_bits duee biéu dién bang mjt s6 nguyén 32 bit.
4.2 counter = counter + 1.

5. requested_bits = no_of_bits ngoai cling bén trai cua femp.

6. Return (requested_bits).

CHU THICH 4 Néu qua trinh thyc thi khang xi Iy tét ¢d ndm dd manh an toan, thi budc 2 cla Instantiate_Hash_DRBG(...)

phéi dugc stra 8di cho phi hop.

CHU THICH 5 Néu personalisation_string khéng dugc cung cép, thi tham sb personalisation_string trong dau vao c6 thé bd
qua va budc 7 Instantiate_Hash_DRBG(...) dugc slra thanh seed_material = entropy_input.
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CHU THICH 6 Néu qua trinh thirc thi khdng can prediction_resistance_flag lam tham s gei (tic 18 Hash_DRBG (..) trong
C.2.2.2.4 ho¥c ludn ludn hodc khong bao gi¢ nhan dugc dd bét dinh méi trong buéc 5), thi prediction_resistance_flag trong
cac tham sb goi va trong trang thai (xem budc 12 trong Instantiate_Hash_DRBG(...)) c6 thé dwec bd qua.

C.2.2.2.3 Thay mi&m méi cho qua trinh khei tao Hash_DRBG (...)

Qua trinh sau day hoac twong dwong dwoc st dung dé thay mam méi cho Hash_DRBG (...). Cho
Hash (...} 1a ham bam ISO/IEC duoc st dung va cho outlen 1a do dai dau ra clia ham bam nay.

Reseed_Hash_DRBG_Instantiation (...):

Dau vao: sb nguyén state_handle, xau additional_input.

Dau ra: xau status, trong d6 status = “Thanh cong” hodc mét thong bao 16i.

Qua trinh:

i1

2.

If trang thai chira s&n sang, then Return (théng béo 16i).

LAy cdc gid tr trang thai phl hop, vi du: V = state(state_handie).V, strength =
state(state_handle).strength, seedlen = state(state_handle).seedlen.

min_entropy = max (120, strength).

min_length = min_entropy.

(status, entropy_input) = Get_entropy (min_entropy, min_length, max_length).

If (status = “Thanh céng"), then Return (théng bao 13i).

seed_material = 0x01 || V|| entropy_input || additional_input.

. seed = Hash_df (seed_material, seedlen).

CHU THICH Budc nay két hop entropy_input méi véi mdt byte ¢b dinh, d6 bt dinh bidu dién trong V va véi moi

additional_input dwoc cung cAp; thi phan bé trén mam.

9.

V = seed.

10. C = Hash_df ((0x00 || V), seedlen).

11. Cap nhat cac gia tri trang thai thich hop.

11.1. state(state_handle).V = V.
11.2. state(state_handle).C = C.

11.3. state(state_handle).reseed_counter=1.

12. Return (*Thanh céng”).

C.2.2.2.4 Tao cac bit gia ngau nhién st dung Hash_DRBG {(...)

Qué trinh sau day hodc trong dwong dwgc st dung dé tao ra cac bit gia ngau nhién. Cho Hash (...) la
ham bam ISO/IEC dwerc st dung (ISO/IEC 10118-3) va cho outlen 1a do dai dau ra cla ham bim dé.

63



TCVN 12853 : 2020
Hash_DRBG (...):

64

Dau vao: sé nguyén (state_handle, requested_no_of _bits, requested_strength,

prediction_resistance_request_flag), xau additional_input.

Dau ra: xau status, xau bit pseudorandom_bits, trong d6 status = "“Thanh cdng” hodc mét thong bao

1i.

Qua trinh:

1.

2.

If trang thai chtra san sang, then Return (Théng bao 16i, Nulf).

LAy cac gia tri trang thai thich hep, vi du: V = state(state_handle).V, C =
state(state_handle).C, reseed_counter = state(state_handle).reseed_counter, strength =
state(state_handle).strength, seedlen = state(state_handle).seedlen,
prediction_resistance_flag = state(state_handle).prediction_resistance_flag.

If (requested_no_of _bits > max_request_length), then Return (Théng bao 16i, Nulf).

If (requested_strength > strength), then Return (Thong bao 16i, Null).

If ((prediction_resistance_request_flag = Cho phép chéng lai viéc dw doan trréc) and
(prediction_resistance_flag = Khong chéng lai viéc dy doan trwdrce)), then Return (Thdng bao
16i, Null).

If ((reseed_counter > reseed_interval) OR (prediction_resistance_request_flag =

Provide_prediction_resistance)) then:

6.1 If chwa san sang thay mam, then Return (Théng bao 18i, Null).
6.2 status = Reseed_Hash_DRBG_Instantiation (state_handle, additional_input).
6.3 If (status # “Thanh ¢éng"), then Return (status, Nulf).

6.4 V= state(state_handle).V, C = state(state_handle).C, reseed_counter =
state(state_handle).reseed_counter.

6.5 additional_input = Null.

. If (additional_input # Null), then do

7.1 w=Hash (0x02 || V|| additicnal_input).
7.2 V=(V+w) mod 2%,
pseudorandom_bits = Hashgen (requested_no_of_bits, V).

H = Hash (0x03 || V).
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10. V= (V+ H + C + reseed_counter) mod 25¢¢%",

11. reseed_counter = reseed_counfer + 1.

12. Cap nhat cac gia trj da thay ddi trong trang thai.

12.1 state(state_handle).V=V.
12.2 state(state_handle).reseed_counter = reseed_counter.

13. Return (“Thanh céng”, pseudorandom_bits).

Hashgen (...):
Dau vao: sb nguyén requested_no_of_bits, xau bit V.
Dau ra: xau bit pseudorandom_bits.

Qua trinh:

reguested_no_of_bits
1. m= [ 4 £ ]
outlen

2. data=V.

3. W= xau rong.

4. Fori=1tom

5. pseudorandom_bits = requested_no_of_bits ngoai cung bén trai cia W.

6. Return (pseudorandom_bits).

CHU THICH 1 Néu phén thyc thi khéng yéu cdu additional_input, thi tham sb dau vao additional_input va bwdc 6 cla
Hash_DRBG cé thé dwoc bd qua.

CHU THICH 2 Néu phén thyc thi khdng cin prediction_resistance_flag, thi nhirng gi lién quan dén prediction_resistance_flag
trong Hash_DRBG ¢6 thé duwgc bd qua.

C.2.2.2.5 Chén d0 bt dinh bd sung vao trang thai cia Hash_DRBG (...)

D6 bét dinh bd sung cé thé duoc chén vao trang thai clia Hash_DRBG (...) bing bdn cach. D4 bét dinh
bd sung c6 thé dwoc chén vao bang:

1. Goi ham Reseed_Hash_DRBG_lInstantiation (...} bat ct khi nao. Ham nay luén ludn goi dén
phan thyc thi phy thudc ham Get_entropy (...) d& min_entropy = max (120, strength) bit méi
clia do bat dinh dwgc thém vao trang thai,

2. St dung tinh ndng thay mam méi ty ddng cuia bod tao bit ngau nhién tat dinh. Néu sb lwong toi
da cac cap nhat dbi v&i trang thai dat dwoc, thi bd tao bit ngdu nhién tit dinh sé& goi
Reseed_Hash_DRBG_Instantiation (...).

3. Thiét lap prediction_resistance_flag thanh Cho phép chéng lai viéc dw doan trwdc khi khéi tao.
Néu thiét I1ap thanh céng, mai 1an goi dén bd tao bit nglu nhién tat dinh @& tao ra cac bit gia
ngdu nhién phai bao gdm yéu cau vé tinh an toan vé phia truwdc, trong d6 lan lwot goi dén
Get_entropy (...) trwdc khi tao ra cac bit gid ngau nhién méi.
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4. Cung cAp dau vao bd sung trong méi 1an goi dén b tao bit ngdu nhién tat dinh dé tao cac bit gia
ngau nhién.

CHU THICH Céc 1an goi thwang xuyén dén ham Get_entropy (...) c6 thé 1am gidm hiéu sut mot cach nghiém trong.

C.2.3 HMAC_DRBG
C.2.3.1 Thao luan

HMAC_DRBG st dung nhiéu lan ham bam cé khéa dwec chap nhan dua trén bat ky ham bam mat ma
ISO/IEC nao c6 trong ISO/IEC 10118-3. Co' ché bd tao bit ngdu nhién tat dinh nay s dung ham cép
nhat dwoc quy dinh trong €.2.3.2.2 va ham HMAC véi ham cap nhét 1a ham dan xuét trong qua trinh
kh&i tao va thay mam méi. Ham bam mat ma gidbng nhau dwoc st dung trong sudt qua trinh khéi tao
HMAC_DRBG. Ham bim dwoc st dung phai dap (rng hodc vuot qua cac yéu cau an toan ma (ng
dung yéu cau.

C.23.2Mo ta
C.2.3.2.1 Gi&i thiéu chung

Qua trinh kh&i tao va thay mam méi ciia HMAC_DRBG (...) bao gdm viéc thu dwoc mém véi lwong bét
dinh phii hop. PAu vao db bt dinh dwoc st dung dé din xudt mam, sau dé dwoc dung dé dan xuét
cac phan tt clia trang thai khdi tao trong bd tao bit ngdu nhién tat dinh. Trang thai bao gém:

1. Gia tri V dwoc cap nhat m&i 1an outlen bit dau ra khac nhau dwoc tao ra (trong dé outlen 1a sb
lwong cac bit dau ra tir ham bam mat ma);

2. Khoa outlen bit Gwoc cap nhat it nhat mi 1an bd tao bit ngdu nhién tat dinh tao ra cac bit gid ngau
nhién;

3. B& dém (reseed_counter) chi ra sb lwgng yéu cau céc bit gid ngau nhién khi khdi tao hoéc thay
mAam maoi;

4. Db manh an toan khi kh&i tao bd tao bit ngau nhién tat dinh; va

5. prediction_resistance_flag cho biét tinh an toan v& phia trwéc c6 duoc bd tao bit ngiu nhién tat
dinh y&u cau hay khéng.

Cac bién duwoc st dung trong md ta Hash_DRBG {(...) nhw sau:

additional_input Pau vao bd sung tly chon.

data Di¥ liéu dwge bam.

entropy_input Cac bit chira d¢ bét dinh dwoc st dung @& xac dinh seed_material
va tao mam.

Get_entropy (min_entropy, Ham nhan dwoc mot xau bit tir ngudn bat dinh. min_entropy chi ra sé

lweng d6 bat dinh téi thiéu dwoc cung cap trong cac bit tra vé;
min_length chi ra so bit téi thiéu tra v&; max_length chi ra sb bit tdi da
tra ve.

min_length, max_length)

HMAC (K, V) Ham bam c¢6 khéa dwec quy dinh trong ISO/IEC 8797-2 s dung
ham badm méat ma dwoc lwa chon cho co ché bd tao bit ngau nhién
tat dinh trong d6 K la khdéa duoc st dung va V¥ 1a khdi dau vao.
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Khéa dugc st dung dé tao ra cac bit gid ngéu nhién
Ham tra vé gia trj I&én hon 4 hodc 5.
Do dai téi da clia xau tra vé tir ham Get_entropy (...).

S6 lwong cac bit gid ngdu nhién tdi da dwoc yéu cau trong mét lan
gei. Gia trj nay dwoc thye thi mét cach phu thudce.

Lwong do bat dinh téi thiéu thu dwoc tir ngudn bat dinh va dwoc
cung cap trong mam.

Do dai toi thidu cla entropy_input.

Xau réng.

D dai clia khéi dAu ra ham bam

Xau thong tin ca nhan.

Cé& cho biét yéu cau vé tinh an toan vé phia trwde ¢ dwoce thue hién
hay khéng. prediction_resistance_flag = 1 = cho phép = Cho phép
chong lai viéc dur doan trwdre, 0 = khéng cho phép = Khéng chéng lai
viéc dy doan trworc,

Chi ra tinh an toan vé phia trwéc cd dugc yéu cau trong mot lan yéu
cdu cac bt gid ngdu  nhién  hay  khéng.
prediction_resistance_request_flag = 1 = Cung cap kha nang chéng
lai viéc dy doan trwde, 0 = Khdng cung cap kha nang chéng lai viéc
dy doan trwoece. :

S0 lwgng céc bit gid ngau nhién tra vé tir ham HMAC_DRBG (...).
S6 lwong cac bit gid ngau nhién duoc tao ra.

D6 manh an toan lién quan dén cac bit gid ngdu nhién dwoc yéu cau.

Dém s6 lwong cac yéu cau bit gid ngau nhién khi khdi tao hoac thay
mam méi.

86 lwong cac yéu cau téi da dé tao cac bit gia ngau nhién trwedc khi
yé&u cau thay mam méi.

Di liéu dwoc st dung dé tao mam.

Mt mang trang thai cho cac qua trinh khdi tao khac nhau cla bé tao
bit ngAu nhién tat dinh. Trang thai duoc thuc hién gitka nhirng lan goi
dén bd tao bit ngau nhién tat dinh. Dbi véi HMAC_DRBG {...), trang
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thai cho mét Ian kh&i tao dwoce xac dinh bang state (state_handle) =
{V, Key, reseed_counter, strength, prediction_resistance_flag). Mét
phdn tr cu thé cla state duwoc quy dinh  bing
state(state_handle).element, vi du: state(state_handle).V.

state_handle X0 ly d6i véi khdng gian trang thai trong qua trinh khéi tao.

status Trang thai trd vé tir mot 1an goi ham, trong dé status = “Thanh céng”
hoac mét théng bao 14i.

strength Do manh an toan cho bd tao bit ng&u nhién tat dinh.

temp Gia tri trung gian

4 Gia tri trong trang thai dwoc cap nhat mai khi cac bit gia ngau nhién
duwee tao ra.

C.2.3.2.2 Ham bén trong: Ham cap nhat

Ham HMAC_DRBG_Update cap nhét trang thai bén trong cia HMAC_DRBG s(r dung provided_data.
CHU THICH rang dbi véi co ché b tao bit ngéu nhién t&t dinh nay, ham HMAC_DRBG_Update ciing
lam viéc nhu mét ham dan xuét d6i voi cac ham khéi tao va thay mam méi.

Cho HMAC |a ham bam c¢o khoa trong ISO/IEC 9797-2 st dung ham bam mat mé duoc lwa chon tir cor
ché bd tao bit ngau nhién tat dinh t&r bang C.1 trong phu luc nay.

HMAC_DRBG_Update {...):

Dau vao: xau bit (provided_data, K, V).
Dau ra: xau bit (K, V).

Qua trinh:

1. K= HMAC(K, V|| 0x00 || provided_data).

2. V=HMAC (K, V).

3. If (provided_data = Null), then Return (K, V).
4. K=HMAC (K, V|| 0x01 || provided_data).

5. V=HMAC (K, V).

6. Return (K, V).

C.2.3.2.3 Kheoi tao HMAC_DRBG
Qua trinh sau day hodc twong dwong dwoce str dung dé khéi tao HMAC_DRBG (...).

Cho HMAC {(...) 1a ham bam cé khéa ISO/IEC dwgc st dung va outlen la do dai dau ra clia ham bam
¢o khoa.
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Instantiate_ HMAC_DRBG (...):

Dau vao: sb nguyén (requested_strength, prediction_resistance_flag), xau personalisation_string.
Pau ra: xau status, sé nguyén state_handle.
Qua trinh:
1. If (requested_strength > d§ manh an toan téi da duwoc thuat todn MAC cung cép), then Return
(Théng bao 15i).
2. Thiét lap d6 manh bang mét trong ndm do manh an toan.
If (requested_strength < 80), then Strength =80
Else if (requested_strength < 112), then strength = 112
Else if (requested_strength < 128), then strength = 128
Else if (requested_strength < 192), then strength = 192
Else strength = 256,
3. min_entropy = max(120, strength).
4. min_length = max(outlen, strength).
5. (status, entropy_input) = Get_entropy (min_entropy, min_length, max_length).
6. If (status # “Thanh cdng"), then Return (Théng bao 15i).
7. seed_material = entropy_input || personalisation_string.
8. Key =0x00 00...00.
9. V=0x0101...01.

10. (Key, V) = HMAC_DRBG_Update (seed_material, Key, V).
11. reseed_counter = 1.
12. state(state_handle) = {V, Key, reseed_counter, strength, prediction_resistance_flag}.

13. Return (“Thanh céng’, state_handle).

C.2.3.2.4 Thay mam méi cho qua trinh khéi tao HMAC_DRBG (...)

Qua trinh sau day hodc twong duong dwece st dyng dé thay mam méi cho HMAC_DRBG (...), sau khi
né dwoc khéi tao.

Reseed_HMAC_DRBG_Instantiation (...):
Déu vao: sé nguyén state_handle, xau additional_input.

Déu ra: xau status, trong d6 status = “Thanh céng" hodc mét thdng bao 16i.
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Qua trinh:

—_—

. If trang théi chra s@n sang, then Return (théng bao 15i).

2. Lay cac gia tri trang thai phi hgp, vi du: V = state(state_handle).V, Key=
state(state_handle).Key, strength = state(state_handle).strength.

3. min_entropy = max (120, strength).

4. min_length = min_entropy.

5. (status, entropy_input) = Get_entropy (min_entropy, min_length, max_length).

6. If (status # "Thanh cdng"), then Return (thdng bao 15i).

7. seed_material = entropy_input || additional_input.

8. (Key, V) = HMAC_DRBG_Update (seed_material, Key, V).

9. Cap nhat céac gia tri trang thai thich hop.

9.1. state(state_handle).V = V.

9.2. state(state_handie).Key = Key.

8.3. state(state_handle).reseed_counter = 1.

10. Return ("Thanh cong”).

C.2.3.2.5 Tao cac bit gia ngau nhién st dung HWAC_DRBG {(...)
Qua trinh sau day hodc tvong duwong duoc sir dung dé tao cac bit gid ngau nhién.
HMAC_DRBG {...):

Dau vao: sb nguyén (state_handle, requested_no_of_bits, requested_strength,
prediction_resistance_request_flag), xau additional_input.

DAau ra: xau status, xau bit pseudorandom_bits.

Qua trinh:

—_

If trang thai chwa s&n sang, then Return (Théng bao 16i, Null).

2. LAy cac gia tri trang thai thich hop, vi du: V = state(state_handle).V, Key =
state(state_handle).Key, reseed_counter = state(state_handle).reseed_counter, strength =
state(state_handle).strength, prediction_resistance_flag =
state(state_handle).prediction_resistance_flag.

3. If (requested_no_of_bits > max_request_length), then Return (Théng bao 16i, Null).

4. If (requested_strength > strength), then Return (Théng bao 18, Nulf).
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temp = len (additional_input).

If (temp > max_length), then Return (Théng bao 16i, Nuli).

If (requested_no_of_bits > max_request_length), then Return (Théng bao 16i, Null).

If {(prédict.fon_resfstance_,requesr_ﬁag = Cung c&p kha nang chéng lai viéc dy dodn trwréc)
and (prediction_resistance_flag = Khéng chdng lai viéc dy doan trwéc)), then Return (Théng

bao 18i, Null).

CHU THICH 1 Néu qua trinh thie thi khdng cn prediction_resistance_flag, thi ¢6 thé bd qua

prediction_resistance_{flag trong tham s d4u vao va bd qua budrc 8.

9.

10.

1.

12.

13.
14.
15.

16.

If ((reseed_counter > reseed_interval) OR (prediction_resistance_request_flag = Cung cap

kha nang chéng lai viéc dy doan trudc)) then:

9.1 If chwa san sang thay mam, then Return (Thong bao 18i, Null).
9.2 status = Reseed_HMAC_DRBG_|Instantiation (state_handle, additional_input).

CHU THICH 2 Néu qua trinh thyc thi khéng cung cap additional_input, thi chudi Null sé& thay thé cho
additional_input trong buwéc 9.2,

9.3 If (status = “Thanh cdng"), then Return (thong béo 15i, Null).

9.4 V= state(state_handle).V, Key = state(state_handle).Key, reseed_counter =
state(state_handle).reseed_counter.

8.5 additional_input = Null.

If (additional_input = Null}, then:

10.1  (Key, V) = HMAC_DRBG_Update(additional_input, Key, V).

temp = Nuil.

While (len (temp) < requested_number_of_bits) do:

12.1 V= HMAC (Key, V).

12.2 temp =temp || V.

pseudorandom_bits = requested_no_of_bits ngoai cling bén trai cla temp.
(Key, V) = HMAC_DRBG_Update (additional_input, Key, V).
reseed_counter = reseed_counter + 1.

Cép nhit cac gia tri da thay déi trong trang thai.

16.1 state(state_handle).Key = Key.
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16.2 stale(state_handle).V = V.

12.2 state(stale_handie).reseed_counter = reseed_counter.

17. Return (“Thanh ¢ong", pseudorandom_bits).

C.3 B9 tao bit ngiu nhién tit dinh dwa trén ma khoi
C.3.1 Gi6i thiéu vé bo tao bit ngau nhién tit dinh dwa trén ma khéi
B& tao bit ngau nhién tat dinh ma khéi dwa trén mét thuat toan ma khdi.

Cac bo tao bit ngAu nhién tat dinh ma khdi trong tiéu chuan nay duoc thiét ké dé sir dung bét ky thuat
toan ma khéi ISO/NEC da phé duyét va dwoc st dung bdi cac tng dung yéu cau mdt sé mire dd an
toan khac nhau. Cac thuat todan ma khéi ndy dwoc quy dinh trong ISO/IEC 18033-3. Bé tao bit ngiu
nhién tat dinh dwa trén cac thuat toan ma khéi dwoc cung cp sau day:

1. CTR_DRBG {(...) dwgc quy dinh trong C.3.2.
2. OFB_DRBG (...) dwoc quy dinh trong C.3.3.

Bang C.2 cung cap mot vi du v& mét ma khéi ISO/IEC da phé duyét, minh hoat & manh an toan, cac
yéu cau vé do bat dinh va mam duoc st dung.

Bang C.2 — D& manh an toan, cac yéu cau dé bit dinh va d6 dai mam déi véi ma khdi AES-128,

192 va 256
Thuattoan | Dd manhan | D6 batdinhtéi | D6 dai mam

ma khéi toan thiéu yéu cau | (tinh bang bit)
AES-128 80, 112, 128 128 256
AES-192 | 80, 112, 128, 192 320

‘ 192

| AES-256 | 80, 112, 128, 256 384

‘ 192, 256

C.3.2CTR_DRBG
C.3.2.1 Thao ludn

CTR_DRBG {...) st dung mét thua toan ma khéi dwoc phé duyét & ché dd bd dém va dwoc quy dinh
trong ISO/NEC 10116. Thuat toan ma khéi va @b dai khéa giéng nhau dwoc st dung cho tat ca moi hoat
dong clia ma khoi. Thuat toan ma khdi va kich thwéc khoa phai dap (ing hodc vuet qué cac yéu cau an
toan ma tng dung yéu chu.

C.3.2.2Mota

C.3.2.2.1 Gi¢i thiéu chung
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Qué trinh khdi tao va thay mam méi cia CTR_DRBG (...) bao gdm viéc thu dwge mam véi lugng bat
dinh phi hop. Dau vao dd bat dinh dugc si dung dé din xuit mam, sau dé dwoc ding dé dan xuét
cac phan t& clia trang thai khdi tao trong bé tao bit ngdu nhién tat dinh. Trang thai bao gom:

1. Gia tri V dwoc cap nhat mdi 14n outlen bit diu ra khac nhau dugc tao ra (trong d6 outlen Ia sb

lwong cac bit dau ra tir thuat toan ma khéi co ban);

Khéa dwoc cap nhat mbi lan sé tién xac dinh clia cac khdi dau ra duoc tao ra;

Do dai khda (keylen) dugc s dung trong thuat toan ma khéi;

D4 manh an toan khi khdi tao b tao bit ngau nhién tat dinh;

Bo dém (reseed_counter) bao gém sé lwong cac yéu cau dbi véi bit gia ngau nhién khi khéi tao

hoac thay mam méi; va

6. prediction_resistance_flag cho biét tinh an toan vé phia trwdc co dwgc bod tao bit ngau nhién tat
dinh yéu cau hay khéng.

g oA

Céc bién duwgc st dyng trong mé td CTR_DRBG (...) nhv sau:

additional_input PAu vao bd sung tly chon, c6 &6 dai bit < max_length.

Block_Cipher (Key, V) Thuat todan ma khéi, trong d6 Key la khoa duwoc s dung va V 1a khéi
d4u vao.

Block_Cipher_df (a, b) Ham dan xuat ma khéi.

blocklen D6 dai khdi dau ra clia thuat toan ma khoi.

entropy_input Cac bit chira d8 bét dinh dwec sl dung dé xac dinh seed_material
va tao mam.

Get_entropy (min_entropy, Ham nhan dwoc mdt xau bit tir ngudn bat dinh. min_entropy chi ra sb

lwong do bat dinh tbi thiéu dwoc cung cap trong cac bit tra vé;

min_length, max_length) min_length chi ra sé bit ti thidu tra v&; max_length chi ra s bit téi da

tra vé.
Key Khéa dwoe st dung dé tao ra céc bit gid ngdu nhién.
keylen £o dai khéa cho thuat toan ma khéi.
len (x) Ham tré vé sb lwgng céc bit trong xau dau vao x.
max_length Do dai tbi da cla xau thu thap do bat dinh. Khi str dung ham dan

xuat, gia tri nay dugc thye thi mét cach phu thude, nhung phai < 235
bit (@i véi ma khdi 128 bit, co t6i da 228 khéi, tirc 1a 232 byte - 235
bit). Khi khéng st dung ham dan xuét, thi max _length = seedlen.

max_request_length S6 lwgng cac bit gid ngau nhién t6i da dwec yéu cau trong mot 1an
goi; gia trj nay dwoc thuc thi mét cach phu thugc nhwng phai < 23°
d6i v&i ma khéi 128 bit va < 212 bit di véi ma khoi 64 bit.

min_entropy Lwrong do bat dinh téi thidu thu dwoc tir ngudn bét dinh va dugc
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Nudl
personalisation_string

prediction_resistance_flag

prediction_resistance_request_flag

pseudorandom_bits

requested_no_of bits
requested_strength

reseed_counter

reseed_interval

seedlen
seed_material

state(state_handle)

state_handle

status
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cung cap trong mam.
X&u réng.
Xau théng tin ca nhan.

Co& cho biét yéu cau va tinh an toan vé phia trwde ¢ dwoc thue hién
hay khéng. prediction_resistance_flag = 1 = cho phép = Cho phép
chdng lai viéc dy doan trudc, 0 = khong cho phép = Khéng chéng lai
viéc dw doan trwdc.

Chi ra tinh an toan vé phia tredc ¢é dwoc yéu cu trong mét 1an yéu
cdu cac bt gid ngdu  nhién  hay  khéng;
prediction_resistance_request_flag = 1 = Cung cp kha nang chéng
lai viéc dy doan trwée, 0 = Khong cung cap kha nidng chéng lai viée
dy doan truwérc.

Cac bit gid ngdu nhién dwoc tao ra trong mét lan goi dén
CTR_DRBG (...).

56 Iwong cac bit gid ngau nhién tra v& ti ham CTR_DRBG {(...).

P& manh an toan lién quan dé&n cac bit gid ngiu nhién dwoc yéu ciu.
Pém sb lwong cac yéu cau bit gia ngau nhién khi khdi tao hoic thay
mam méi.

S6 lwong cac yéu cAu téi da dé tao cac bit gid ngau nhién triede khi
yéu cau thay mam mai. Gid tri t6i da phai < 232 §bi voi ma khéi 128
bit va < 216 d6i voi ma khdi 64 bit.

D6 dai mam, trong d6 seedlen = blocklen + keylen.
D@ liéu Guwgc stk dung dé tao mam.

Mét mang trang thai cho cac qua trinh khoi tao khac nhau cua b tao
bit ng&u nhién tat djnh. Trang thai dwgc thie hién gitra nhirng lan goi
dén b tao bit ngiu nhién tat dinh. Déi véi CTR_DRBG (...), trang
thai cho mdt 1an khdi tao duoc xac dinh bing state (state_handle) =
{v, Key, keylen, strength, reseed_counter,
prediction_resistance_flag}. M6t phan t&r cu thé cla state dwoc quy
dinh bang state(state_handle).element, vi du: state(state_handle).V.

XU ly d6i véi khdng gian trang thai trong qua trinh khdi tao.

Trang thai tra vé t&r mét 1an goi ham, trong dé status = “Thanh céng”
hodc mét théng bao I8i.
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strength D6 manh an toan cho b tao bit ngau nhién tat dinh.

temp Gia trj trung gian

v Gia trj trong trang thai dwec cap nhat mdi khi cac bit gia ngéu nhién
dwerc tao ra.

C.3.2.2.2 Kh¢i tao CTR_DRBG (...)
Qua trinh sau day hodc twong duwong duoc st dung dé khéi tao CTR_DRBG {...).
Instantiate_CTR_DRBG (...):

DAau vao: sb nguyén (requested_strength, prediction_resistance_flag), xau personalisation_string.
DAu ra: xau status, sé nguyén state_handle.

Qua trinh:
1. If (requested_strength > @3 manh an toan téi da dwgc thuat toan ma khéi cung cép), then
Return (Thdng bao 16i).
2. If (requested_strength < 80), then (strength = 80; keylen = 128)
Else if (requested_strength < 112), then (strength = 112; keylen = 128)
Else if (requested_strength < 128), then (strength = 128, keylen = 128)
Else if (requested_strength < 192), then (strength = 192; keylen = 192)
Else (strength = 256, keylen = 256).

CHU THICH 1 Buwérc ndy thiét lap strength bing mét trong ndm d¢ manh an toan va xac dinh d6 dai khda.

3. seedlen = blocklen + keylen.
4. temp = len (personalisation_string).
5. If (temp > max_length), then Return (Théng bao 15i).
CHU THICH 2 Néu khéng cung cp personalisation_string thi ¢¢ thé bd qua personalisation_string trong tham sé déu
vao va budc 4 va 5.
6. Doan ma sau dugc sl dyng khi ham dan xuat san sang (ngudn dd do bat dinh co thé sin sang
hodc chira san sang).
6.1 min_entropy = strength + 64.
6.2 (status, entropy_input) = Get_entropy (min_entropy, min_length, max_length).

6.3 If (status = “Thanh cong”), then Return (Théng bao 16i).
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6.4 seed_material = entropy_input || personalisation_string.

CHU THICH 3 Néu personalisation_string khdng dugc cung chp trong budre 6.4 thi budc 6.4 c6 thé bé qua va budc
8.5 chuyén thanh seed_material = Block_Cipher_df (entropy_input, seedlen).

6.5 seed_material = Block_Cipher_df (seed_material, seedlen).

Doan ma sau day duwoc sir dyung khi ngudn G0 bét dinh day 40 da s&n sang va ham dan xuét
khong duoc str dung.

7.1 (status, entropy_input) = Get_entropy (seedlen, seedlen, seedlen).

7.2 If (status # “Thanh cdng"), then Return (Théng bao 16i).

7.3 If (temp < seedlen), then personalisation_string = personalisation_string || 0seedien-temp,
CHU THICH 4 Néu personalisation_string qua ngan thi phai degc dém thém 0

7.4 seed_material = entropy_input @ personalisation_string.

CHU THICH 5 Néu personalisation_string khéng dwoc cung cap & trén thi cac bude 7.3 va 7.4 dwoc bd qua va budc

7.1 tré thanh: (siatus, seed_matenal) = Get_entropy (seedlen, seedlen, seedlen).

8. Key = 0ke,

g V= O.biock!en.

10. (Key, V) = Update (seed_material, keylen, Key, V).

11. reseed_counter=1.

12. state(state_handle) = {V, Key, keylen, strength, reseed_counter, prediction_resistance_flag}.

CHU THICH 6 Néu qua trinh thyc thi khong cin prediction_resistance_flag lam tham sb goi (tirc la CTR_DRBG (...)
trong C.3.2.2.7 hoac ludn ludn hodc khong bao gid yéu cau dd bat dinh méi trong buédc 9), thi prediction_resistance_flag
trong cac tham sé goi va trong state (xem budc 12) dwoc bd qua.

13. Return ("Thanh céng”, state_handie).

C.3.2.2.3 Ham bén trong: Ham cap nhat

Ham Update (...) cap nhat trang thai bén trong ctia CTR_DRBG {(...) st dung seed_material, phai ¢o
d6 dai bit bang seedlen. Qua trinh sau day hoac twong dwong dwoc st dung trong ham Update (...).

Update (...):
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Dau vao: sb nguyén keylen, xau bit (seed_material, Key, V).

Dau ra: xau bit (Key, V).

Qua trinh:

1.

seedlen = blocklen + keylen.
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2. temp = Null.

3. While (len (temp) < seedlen) do:

3.1 V=(V+ 1) mod 2blockien

3.2 output_block = Block_Cipher (Key, V).

3.3 temp = temp || output_block.
4. temp = seedlen bit ngoai clng bén trai ctia temp.
5. temp =temp @ seed_malerial.
6. Key = keylen bit ngoai cung bén trai cla temp.
7.V = blocklen bit ngoai cing bén phai clia temp.

8. Return (Key, V).

C.3.2.2.4 Ham dan xuat sir dung mét thuat toan ma khéi

Cho CBC_MAC Ia ham dwgc quy dinh trong C.3.2.2.5. Cho Block_Cipher la mét hoat dong ma héa &
ché dd ECB st dung thuat toan ma khéi da lwa chon. Cho outlen 1a khdi dau ra ctia né, cho keylen la
do dai khoa.

Diu vao:

1. Xau bit input_string: Xau dugc st dung.

2. 56 nguyén no_of_bits: S6 lwong bit trd vé bdi Block_Cipher_df.

Dau ra: Xau bit requested_bits: két qua cla viéc thye hién Block_Cipher_df.
Qua trinh;

1. L =len (input_string) / 8.

CHU THICH 1 L 1a xau bit biéu dién sé nguyén Ia két qua clia len (input_string) / 8. L Gugc bidu dién bang mit sb

nguyén 32 bit,

2. N =no_of_bits!8.

CHU THICH 2 N 1a x4u bit biéu dign sé nguyén 1a két qua clia no_of_bits / 8. N dwgc biéu dién bang mdt s6 nguyén 32
bit.

3. S=LI||N|| input_string || 0x80.
CHU THICH 3 Buéc nay thém db dai xau va dd dai du ra yéu cdu vao input_string. Néu can thi ém 0 vao S.

4. While (len (S) mod outlen # 0) S = S || 0x00.
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5. femp = xau réng.

6. i=0.
CHU THICH 4 i dugc biéu dién bdi mét sb nguyén 32 bit, tirc 1a len()) = 32.

7. K= keylen bit ngoai cling bén trai cGa 0x00010203 ... 1F.
8. While (len (temp) < keylen + outlen) do.

8.1 IV =j| outen-len®
CHU THICH 5 Bute nay 6ém thém biéu di€n s6 nguyen clia j va dém thém 0 6 dat outlen bit.

8.2 temp = temp || CBC_MAC (K,(IV || S)).
83 i=i+1.
9. K = keylen bit ngoai cung bén trai cla temp.
10. X = outlen bit tiép theo clia temp.
11. temp = xau rdng.
12. While (len (temp) < no_of_bits) do:
12.1 X =Block_Cipher (X, X).
12.2 temp = temp || X.
13. requested_bits = no_of_bits ngoai cing bén trai cla temp.

14, Return (requested_bits).

C.3.2.2.5 Ham CBC_MAC

Ham CBC_MAC 12 mdt phwong phap dé tinh toan méa xac thire thdng bao. Cho Block_Cipher 13 hoat
dong ma hoa & ché do ECB st dung thuat toan ma khéi da lwa chon. Cho outlen Ia khéi dau ra cla no,
cho keylen |a d6 dai khoa.

Quia trinh sau day hodc twong dwong dwoc st dung dé dan xuét sé lugng bit yéu cau.
Déu vao:
1. Xau bit Key: Khoa dwoc st dung cho hoat ddng méa khéi.

2. Xau bit data_to_MAC: D litu dwoc st dung.

DAu ra: Xau bit output_block: két qua dwoc trd vé tir hoat déng CBC_MAC.
Qua trinh:

1. chaining_value =0 °€"
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CHU THICH Buorc nay thiét Iap gia tri chudi méc xich dAu tién bang outien sb 0.

2 n

= len (data_to_MAC) / outlen.

3. Chia data_to_MAC thanh n khéi c6 d6 dai outlen duoc biéu dién tir block; dén block,.

4. Fori=1tondo:

4.1 input_block = chaining_value & block;.

4.2 chaining_value = Block_Cipher (Key, input_block).

3. output_block = chaining_value.

6. Return output_block.

C.3.2.2.6 Thay mam méi khi kh&i tao CTR_DRBG(...)

Qua trinh sau day hodc twong duwong duge st dung dé thay madm méi ngam dinh cho qua trinh
CTR_DRBG (...).

Reseed_CTR_DRBG_[nstantiation (...):

Dau vao: s6 nguyén state_handle, xau additional_input.

DAu ra: xau status.

Qua trinh:

1.

2,

If trang thai chira san sang, then Return (théng bao 16i).

L&y cac gia tri trang thai phii hop, vi du: V = state(state_handle).V, Key=
state(state_handie).Key, keylen = state(state_handle).keylen,

strength = state(state_handle).strength, prediction_resistance_flag =
state(state_handle).prediction_resistance_flag.

seedfen = blocklen + keylen.

temp = len (additional_input).

CHU THICH 1 Néu qua trinh the thi khong xtr Iy additional_input, thi tham sé additional_input trong d4u vao cb thé

bd qua trong buwdic 4 va 5 dudi day.

5.

6.

If (temp > max_length), then Return (théng bao 16i).

Doan mé sau day dwoc sl dyung khi ham dan xuét sén sang (ngudn d6 bét dinh day ai cd
thé sén sang hodc chura san sang).

6.1 min_entropy = strength + 64.

6.2 (status, entropy_input) = Get_entropy (min_entropy, min_entropy, max_length).
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6.3 If (status # “Thanh céng"), then Return (théng bao 15i).

6.4 seed_material = entropy_input || additional_input.

CHU THICH 2 Néu qua trinh thy thi khdng xir Iy additional_input, thi buéc 6.4 c6 thé bo qua va burdc 6.5 chuyen

thanh: seed_material = Block_Cipher_df (entropy_inpul, seedlen).

6.5 seed_material = Block_Cipher_df (seed_material, seedlen).
7. Doan m4 sau day dwoc st dung khi ngudn d¢ bat dinh day dU san sang va ham dan xuat
khong st dung.
7.1 (status, entropy_input) = Get_entropy (seedlen, seedlen, seedlen).
7.2 If (status = “Thanh cdng”), then Return (thdng bao I5i).
7.3 If (temp < seedlen), then additional_input = additional_input || 0eee"- e,

CHU THICH 3 Bwéc nay dém véi 0 néu additional_input qua ngan.

7.4 seed_material = entropy_input ® additional_input.

CHU THICH 4 Néu qua trinh thye thi khdng xtr Iy additional_input, thi cac budc 7.3 va 7.4 ¢d the bd qua, va bude
7.1 chuyén @i thanh: (sfatus, seed_material) = Get_entropy (seedlen, seedlen, seedlen).

8. (Key, V) = Update (seed_material, keylen, Key, V).

9. reseed_counter = 1.

10. stale(state_handle) = {V, Key, keylen, strength, reseed_counter, prediction_resistance_flag }.

11. Return (“Thanh c6ng’).

C.3.2.2.7 Tao cac bit gia ngau nhién st dung CTR_DRBG(...)
Qua trinh sau day hoic tuvong dwong dwoc st dung dé tao céc bit gid ngau nhién.
CTR_DRBG {(...):

Diu vao: sb nguyén (state_handle, requested_no_of_bits, requested_strength,
prediction_resistance_request_flag), xau additional_input.

Diu ra: xau status, xau bit pseudorandom_bits.
Qua trinh:
1. Iftrang thai chwa s&n sang, then Return (Théng béo 16i, Null).
2. LAy cac gia tri trang thai thich hop, vi du: V = state(stafe_handle).V, Key =

state(state_handie).Key, keylen = state(state_handle).keylen, strength =
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state(state_handle).strength, reseed_counter = state(state_handle).reseed_counter,

prediction_resistance_flag = state(state_handle).prediction_resistance_flag.
3. If (requested_strength > strength), then Return (Théng bao 16i, Nuif).
4. seedlen = blocklen + keylen.

5. temp = len (additional_input).

CHU THICH 1 Néu qua trinh thyc thi khéng cung cap additional_input, thi tham s6 dau vao additional_inpuf va budc

5, 6 dwgc bd qua.

6. If (femp > max_fength), then Return (Théng bao 18i, Nuf).

7. If (requested_no_of_bifs > max_request_length), then Return (Théng bao 13i, Nulf).

8. If ((prediction_resistance_request_flag = Cung cap kha nang chéng lai viéc dy doan trude)
and (prediction_resistance_flag = Khéng chéng lai viéc dy doan trwéc)), then Return (Théng

bao 16i, Nulf).

CHU THICH 2 Néu qua trinh thye thi khdng can prediction_resistance_flag, thi ¢ thé bd qua

prediction_resistance_flag trong tham sé d4u vao va bd qua buwac 8.

9. If (reseed_counter > reseed_interval) OR (prediction_resistance_request_flag = Cung cép

kha nang chéng lai viéc dw doan trudc)) then:

Return (Théng bao 18i, Null).

CHU THICH 3 Pay Ia treéng hop viéc thay mam méi chura san sang.

9.1 status = Reseed_CTR_DRBG_Instantiation (sfate_handle, additional_input).

CHU THICH 4 Néu qua trinh thyec thi khng cung cép additional_input, thi chudi Null s& thay thé cho
additional_input trong buérc 9.1.

9.2 If (status # “Thanh cdng"), then Return (théng bao 16i, Nulf).

9.3 V= state(state_handle).V, Key = state(state_handle).Key, reseed_counter =
state(state_handle).reseed_counter.

9.4 additional_input = Null.

10. If (additional_input # Null), then additional_input = Qsee%e

CHU THICH 5 Néu qua trinh thye thi khang cung cap additional_input, thi bé qua bude 10.
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1.

12.

13.

14,

15.

16.

Poan ma sau day duoc st dung khi ham dan xuét sin sang (ngudn dd bat dinh dy 0 co
thé san sang hodc chua san sang).

If (additional_input = Null), then:

11.1 additional_input = Block_Cipher_df (additional_input, seedlen).

CHU THICH 6 Dan xuét seedlen bit.

11.2 (Key, V) = Update (additional_input, keylen, Key, V).

CHU THICH 7 Néu qua trinh thyc thi khéng cung cép additional_input, thi bd qua bude 11.

Poan ma sau day dwoc stz dung khi ngudn dé bt dinh d&y d0 da san sang va ham dan xuét
khéng dworc str dung.

If (additional_input # Null), then:

12.1 temp = len (additional_input).

12.2 If (femp < seedlen), then additional_input = additional_input || Qseeden-fem,

CHU THICH 8 Néu 65 dai clia additional_input < seedlen, thi dém thém 0 dé duwoc seedlen bit.

12.3 (Key, V) = Update (additional_input, keylen, Key, V).

CHU THICH 9 Néu qua trinh thue thi khdng cung cip additional_input, thi bd qua budc 12.

temp = Nuil.

While (len (temp) < requested_no_of_bits) do:

14.1 V= (V+ 1) mod 2bWocken,

14.2 output_block = Block_Cipher (Key, V).

14.2 temp = temp || output_block.

pseudorandom_bits = requested_no_of_bits ngoai cling bén trai cua femp.

(Key, V) = Update (additional_input, keylen, Key, V).

CHU THICH 10 Cap nhat phan thye hign d& dat tinh an toan vé phia sau.

CHU THICH 11: Néu qua trinh thire thi khéng cung cap additional_input, thi bwéc 16 tré thanh (Key, V) = Update

(0seedten feyien, Key, V).

17.

18.

19

reseed_counter = reseed_counter + 1.
state(state_handle} = = {V, Key, keylen, strength, reseed_counter,
prediction_resistance_flag}.

Return (“Thanh cong”, pseudorandom_bits).
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C.3.3 OFB_DRBG

C.3.3.1 Thao ludn

OFB_DRBG {(...) st dung mét thuat todn ma khéi ISONIEC & ché dd phan hdi dau ra va dwoc quy dinh
trong ISO/IEC 10116. Thuat todn ma khéi va do dai khda gidng nhau dwee st dung cho moi hoat déng
clia ma khéi. Thuat toan ma khéi va kich thuéc khda phai dap (rng hoac vuet qua cac yéu cau an toan
ma (bng dung yéu céu.

C.3.3.2 Mo ta
C.3.3.2.1 Gi&i thiéu chung

Qua trinh khéi tao va thay mam méi clia OFB_DRBG (...) bao gdm viéc thu dwoc mam véi lugng bat
dinh phi hop. Pau vao do bét dinh dwoc st dung dé dan xuat mam, sau doé dwoc dung dé dan xuat
cac phan tir clia trang thai khdi tao trong bb tao bit ngau nhién tat dinh. Trang thai bao gom:

1. Gia trj V dwgc cap nhat méi lan outlen bit dau ra khac nhau dwoc tao ra (trong d6 outlen la sb

long cac bit dau ra tir thuat toan ma khéi co ban);

Khoa dugc cap nhat mbi lan sé lugng tién xac dinh clia cac khdi Gau ra dwoc tao ra;

D6 dai khoa (keylen) dwgc st dung trong thuat toan ma khoi;

D6 manh an toan khi khéi tao bé tao bit ngdu nhién tat dinh;

B& dém (reseed_counter) bao gdm s6 lwgng cac yéu cau ddi véi bit gid ngau nhién khi khéi tao

ho#c thay mam méi; va

6. prediction_resistance_flag cho biét tinh an toan vé phia trwéc c6 dwoc bd tao bit ngdu nhién tat
dinh yéu cAu hay khéng.

ok wWwN

Céc bién cho OFB_DRBG (...) gidng nhw cac bién dwoe st dung cho CTR_DRBG (...} quy dinh trong
C.3.2.2.1.

C.3.3.2,2 Ham bén trong: Ham cap nhat

Ham Update (...) cap nhat trang thai bén trong clia OFB_DRBG (...) st¥ dung seed_material, phai c6
dd dai bit bang seedlen. Qua trinh sau day hoic twong dwong dwec st dung trong ham Update (...).

Update {...):

Pau vao: sd nguyén keylen, xau bit (seed_material, Key, V).

Dau ra: xau bit (Key, V).

Qua trinh;

1. seedlen = blocklen + keylen.

2. temp = Null.

3. While (len (temp) < seedlen) do:
3.1 V= Block_Cipher (Key, V).
3.2 temp =temp|| V.

4, temp = seedlen bit ngoai cling bén trai cta temp.
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5. temp =temp @ seed_material.

6. Key = keylen bit ngoai ciing bén trai cta temp.
7. V= blocklen bit ngoai cung bén phai cta temp.

8. Return (Key, V).
CHU THICH Diém khac nhau duy nhét gitra ham c&p nhat ciia OFB_DRBG (...) va CTR_DRBG {...) |2 & buwe 3.

C.3.3.2.3 Kh&i tao OFB_DRBG {...)

Qua trinh nay twong tw véi qua trinh khéi tao ddi véi CTR_DRBG (...) trong C.3.2.2.2.
C.3.3.2.4 Thay mam méi khi khéi tao OFB_DRBG(...)

Qua trinh nay twong tw voi qua trinh thay mam méi d6i véi CTR_DRBG (...) trong C.3.2.2.6.
C.3.3.2.5 Tao cac bit gia ngau nhién sir dung OFB_DRBG(...)

Qua trinh nay twong tw voi qué trinh tao bit doi véi CTR_DRBG (...) trong C.3.2.2.7, ngoai trir bwéc 14
nhw sau:

14. While (len (temp) < requested_no_of_bits) do:
14.1. V = Block_Cipher (Key, V).
14.2. temp =temp || V.

C.4 Bb tao bit ngdu nhién tit dinh dwa trén cac bai toan Iy thuyét s6

C.4.1 Gi®i thiéu vé bd tao bit ngiu nhién tét dinh dwa trén cac bai toan ly thuyét sé

B tao bit ngAu nhién tat dinh co thé duwoc thiét ké dé tan dung céc bai toan Iy thuyét sé (vi du: bai toan
logarit r&i rac). Néu dwoc thye hién dung, cac dic tinh ngau nhién va/hodc khd nang khong thé du
doan trwdre cla bd tao d6 sé dwoe dam bao bang dd khé cla viéc gidi bai toan da chon. C.4.3 quy dinh
bo tao bit ngiu nhién tat dinh lién quan dén bai toan RSA.

C.4.2 Bo tao bit ngau nhién tit dinh Micali Schnorr (MS_DRBG)
C.4.2.1 Thao luan

MS_DRBG (...) 1a mdt bién thé clia bd tao RSA dwgce dinh nghia nhu sau.

Cho ged(x,y) 1a ky hiéu woc chung Ion nhét cda hai sé nguyén x va y, va ¢(n) biéu dién ham phi
Euler. Chon n la tich cla hai sé nguyén té I&n khac nhau va e 14 sé nguyén dwong sao cho
ged(e, p(n)) = 1. Xac dinh £(y) = y*mod n. Bat G&u v&i mam y,, tao mét chudi cé dang y;,, = f(y;) va
xuat ra chudi bao gém k =1g lg(n) bit ¢b trong s6 thap nhét cla tirng y;. Cac bit nay (tiém can n)
duwoc cho la an toan nhw ham RSA f.

Bé tao Micali-Schnorr MS_DRBG (...) s& dung ciing gia tri e va n dé tao ra nhidu hon cac bit ngau
nhién cho méi vong Iap, trong khi loai bd viée st dung lai cac bit & ca dau ra va mam. Ting y; € [0,n)
dwoc xem nhw phép ndi s;)|z; cla r bit s; va k bit z; (tfrong d6 k = Ig(n) — r). 5; dwec st dung Gé truyén
cac chudi sb nguyén: y;,., = sfmodn; z; dhu ra |4 cac bit ngdu nhién. Lwu y rlng r it nhat béng
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2(min{strength,lg(n)/e}) , trong dé strength 1a 6 manh an toan mong mudn cla bd tao va e = 3.
Mam ngau nhién r bit s, dwee st dung dé khdi tao qua trinh.

MS_DRBG (...) an toan vé mat ma theo gia thuyét manh hon ring cac chudi cé dang s¢mod n gibng
véi cac chudi sé nguyén ngau nhién trong Z,,. s dwec gia dinh |a cac sd nguyén r bit va “cing” ¢é nghia
la khéng thé phan biét bang bat ky thuat toan co théi gian da thirc ndo. Chap nhan gia thiét manh hon
cho phép k la ty 1é phan trim dang k& clia lg(n).

Do dai r va k, sé md-dun RSA n va gia tri clia sé mi e co thé thay ddi trong giéi han dwoc mé ta sau
day. Gidi han dya trén 80 manh mong doi clia céc bit tao ra. Dé dat hiéu qua I&n nhét thi e phai nho va
k 1on. k bit dwgc tao ra & mdi budc dugce ndi dé tao ra cac xau bit gid ngau nhién co do dai mong
muén.

Nguyén liéu mam dugc cung cap bing ham thue thi phu thudc Get_entropy (...). D& bét dinh nhd nhét
yéu cau tlr ham nay duoc thiét 1ap bang max(128, strength).

Tinh an toan vé phia sau vén cé trong thuat toan, ngay ca khi trang thai bén trong bj tan cong. Tinh an
toan vé phia treée cling ¢6 sdn khi quan sat tir bén ngoai ranh gidi bo tao bit ngau nhién tat dinh. Néu
¢ng dung quan tam dén viéc thda hiép trang thai an khi khdi tao MS_DRBG (...), trang thai co thé
duwoc truyén véi do bat dinh méi theo mét sé cach.

Khi st dung du vao bd sung tly chon (additional_input), gia tri additional_input 1a tly y va dwec bam
thanh mot xau r hit.

C.4.2.2Mota
C.4.2.2.1 Gi¢i thiéu chung

Khi kh&i tao MS_DRBG {...), cac tham sé MS n,e,r va k dugc Iya chon nhu mo ta & dwéi va cé dwoc
mot mam khéi tao ngdu nhién s,. M8i tham s trong sé d6 tré thanh mét phan clia trang théi bén trong
clia bd tao bit ngdu nhién tat dinh. Trang thai bao gém:

1. Cactham s6 MS n,e,r va k;
2. 86 nguyén S € [0,27) truyén chudi trang thai bén trong tir cdc bit gid ngdu nhién dwoc din xuét;

3. Dd manh an toan dwoc cung cip bdi b tao bit ngdu nhién tat dinh. D& dat hiéu qua, kich thudc
mo-dun nhé nhét lg(n) cung cip requested_strength bit an toan dwoc Iwa chon tir bang C.4.
strength thirc té cung cap dugc luu trong state;

4. Do bat dinh téi thidu cin thiét tir mot [An goi dén Get_entropy (...) d& c¢6 nguyén liéu mam. Gia tri
min_entropy bang max (128, strength);

5. Bo dém (reseed_counter) cho biét s6 lwgng cac khdi ngau nhién duoc tao ra bdi MS_DRBG (...)
trong tredng hop hién tai va tée [an thay mam méi trede do;

6. prediction_resistance_flag cho biét tinh an toan vé phia trirde cé dwec yéu cau béi bé tao bit ngau
nhién tat dinh hay khéng; thiét lap co nay budc goi Gén ham thay mam moi mdi 1an MS_DRBG {(...)
dwoc yéu chu mét xau bit ngdu nhién; va

7. Bén ghinguyén liéu mam dudi dang ham Hash (...) mot chidu dwoc thuc hién trén mam dé so
sanh v&i mam mai khi bd tao bit ngau nhién tat dinh duoc thay mam méi.

Céc bién dugc s dyng trong md ta MS_DRBG (...) nhu sau:
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additional_input

additional_input_sfring

e

entropy_input

ged(x,y)

Get_entropy  (min_entropy,
min_fength, max_length)

Get_random_modulus

(ig(n),e)

Hash (hash_input)

Hash_df
oufput_len)

tg(n)
max (A, B)

max_length

min_entropy

min_length
M-S parameters
n

Null
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(hash_input,

Xau bit da bam dan xuét tir additional_input_string tly chon.

Pau vao bd sung tiy chon. Mt mang byte dwee cung cap méi 1an goi
cac bit ngau nhién. Xau dwoc bam thanh r bit siv dung Hash_df (...).

S6 nguyén duong duoc st dung lam sé mi RSA.

Céc bit chira d6 bt dinh dwoc st dung dé xac dinh seed_material va
tao ra mam.

Wéc chung Ién nhét cla hai s6 nguyén x va y.

Ham nhan dwoc mot xau bit tir ngudn bét dinh. min_entropy chi ra 6
lwong d6 bét dinh téi thiu duoc cung cap trong cac bit tra vé,
min_length chi ra s& bit t6i thidu tra v&; max_length chi ra sé bit téi da
trd vé. MS_DRBG ludn quy dinh min_length = max_length =r.

Ham tao ra sé mé-dun RSA n ngau nhién cé kich thuwdc 1g(n) bit,
thda man ged(e, ¢(n)) = 1, st dung mét thuat toan dwoc phé duyét.
(Xem C.4.3.2.2).

M6t ham bam [SO/IEC da phé duyét dwoc quy dinh trong ISO/NEC
10118-3, tra vé mot xau bit trong dd hash_input cé d6 dai 1a boi clia 8
bit.

Ham phan b6 dd bat dinh trong hash_input thanh mét xau bit c6 dd
dai output_fen. Ham Hash (...) duoc s dung dé thwc hién diéu do.
hash_input c6 d6 dai la bi cua 8 bit; output_len c6 A6 dai tuy y.

Gia tr tam thoi dwoc st dung 1am bd dém vong lap.

S6 bit dwoc tao ra mbi vong 13p cla MS_DRBG. Dé tién cho qua trinh
thye thi, sé nay ludn 12 bai cGa 8 bit.

S6 bit trong biéu dién nhj phan cta n.
Ham tra vé gia trj Ién hon A hodc B.

Do dai téi da cla xau trd vé tir ham Get_entropy (...).max_length 1a
bdi clia 8 bit.

Lwong do bat dinh téi thigu thu dwoc tir ngudn bat dinh va dwoc cung
cép trong mam.

CHU THICH 1 Thye té gia trj strength dwoc sir dung trong dinh nghia nay va strength
ludn it nhat bing requested_strength.

D6 dai téi thiéu cba entropy_input.
n, ek
Ma-dun RSA; tich cla hai $6 nguyén té 1on khac nhau p, g.

Xau réng.
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old_transformed_entropy_input Ban ghi entropy_input da st dung trong trwdrng hop trwde cla b tao

p.q

pad8 (bitstring)

personalisation_string

prediction_resistance_flag

pseudorandom_bits

¥

R
requested_e
requested_k

requested_no_of bits

requested_strength

reseed_counter

reseed_interval

seed_material

state(state_handle)

bit ngdu nhién tat dinh.

Cac sb nguyén td dwoc tao ra st dung mot thuat toan da phé duyét.
Céc sb nguyén t6 nay dwoc quy dinh trong 1ISO/IEC 18032. Nhitng sb
nay dwgc tao ra ngau nhién khi khdi tao néu use_random_primes
dugc dat béng 1. Ngwoe lai mb-dun mac dinh co kich thwéce phd hep
duwgc st dung.

Ham c6 d&u vao |a mét xau bit co dd dai tly y va trd vé mét ban sao
cla xau bit d6 dwere dém céc bit 0 vac bén phai thanh bdi cla 8.

CHU THICH 2 Day 1a mét qua trinh thye thi cho cac ham dinh hwong byte.

M6t mang byte ¢6 thé cung cap sy ddm bao bd sung vé tinh duy nhét
mam khi khéi tao.

Cé& khdi tao cho biét tinh an toan vé phia trudc cé dwec bo tao bit
ngau nhién tat dinh cung cap hay khéng. Mac dinh 13 c& nay khéng
can thiét lap. Thiét Iap c& nay bang 1 khién viéc thay mam méi dwoc
thire hién méi 1an goi dén MS_DRBG (...).

Céc bit gia ngau nhién dwoc tao ra bdi bé tao bit ngau nhién tét dinh.
D6 dai bit clia cac mam s;; r = lg(n) — k.

CHU THICH 3 r luén Ia bdi cta 8 bit.

Gia trj dworce trich xuét tir cac bit gia ngau nhién.

Sé mi RSA e dugc yéu ciu.

Kich thuwéde k clia mbi xau dau ra dwoc yéu cau.

S6 lwong cac bit gid ngdu nhién dwoc trd vé tir ham MS_DRBG

(...).
Bd manh an toan lién quan dén cac bit gid ngau nhién dwoc yéu cau.

DPém sb lwgng vong Iap clia MS_DRBG (...) ké ti 1an thay mam moi
cudi cling.

Sé khéi téi da cla dau ra ngau nhién duoc tao ra trudc khi thay mam
m&i cho bd tao bit ngau nhién tat dinh. S& dung gia tri 50000.

Mot gid tri khdi tao dwec xac dinh bang mam, nhwng gid dinh cac gia
tri m&i trong mdi yéu cau céc bit gia ngau nhién tlr bd tao bit ngau
nhién tat dinh.

Mam dugc si dung dé dan xuat gia tri khdi tao clia S.

Mét mang trang thai cho nhing lan khdi tao khac nhau cla b tao bit
ngau nhién tat dinh. Trang thai dwoc thyc hién gitra céc lan goi dén
bd tao bit ngdu nhién tat dinh. Déi véi MS_DRBG {...), trang thai cho

moét lan khdi tao dwoc xac dinh bang state(state_handle) = {
reseed_counter, S,n,e,r,k, strength, prediction_resistance_flag,
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state_handle

stafus

strength

transformed_entropy_input

Truncate (bits, in_len, out_len)

use_random_primes

Yi

Z

¢(n)

transformed_entropy_input }. Mot phan t&r cu thé cla trang thai dugc
xac  dinh  bang  state(state_handie).element, vi  du:
state(state_handle).S.

XU Iy doi véi khdng gian trang thai trong qua trinh khéi tao.

Trang thai tra v& tir mét [an goi ham, trong do status = “Thanh céng”
hoac mét théng bao 16i.

D6 manh tbi da clia mét tredng hop bd tao bit ngau nhién tat dinh.
Téi thidu luén bang requested_strength.

Ban ghi seed_material dugc st dung trong trwdng hop bd tao bit
ngau nhién tat dinh hién tai.

Ham c6 dau vao 'a mét xau bit cd 4 dai in_len, trd v& mét xau bao
gdm out_len bit ngoai cing bén trai clia dau vao. Néu in_len <
out_len, thi xau dau vao dwgc dém thém vao bén phai vai (out_len -
in_len) sb 0, va trd vé két qua.

Néu bing 1 (Use_random_primes), cac s nguyén té ngau nhién cé
kich thuéc Ig(n) /2 dwoc tao ra khi khoi tao st dung mét thuét toan
d4 phé duyét va c6 @ bat dinh it nhat bang min_entropy. Néu béng 0
(Random_primes_not_required), st dung mé-dun phu hop tir D.1.

S6 nguyén y; € [0,n). ¥; = s¢]z1.
k bit dau ra clia MS_DRBG(...) trong méi vong 13p i.

Ham phi Euler: ¢(n) = s6 lwgng cac sb nguyén dwong < n nguyén to
cling nhau véi n. Bdi voi mé-dun RSA n = pq, ¢(n) = (p - 1)(q — 1).

C.4.2.2.2 Lwa chon cac tham sé MS

Khéi tao MS_DRBG (...} bao gdm luya chon mé-dun RSA n va sb md e phu hop; kich thwde r va k cho
mam va xau dau ra twong ing; va mdt mam bét dau.

Céac tham sé MS n, 7, e va k dwoc Iwa chon thda man sau diéu kién sau day dwa vao dé manh:

1. 1<e<¢n)ged(e,d(n) =1 dam bado réng anh xa s - smod n 12 1:1

2. re = 2lg(n);

3. r = 2strength;

4. k,rlabdicla 8;

5. k=28r+k=lgn),

6. n=pg

dam béo rang phép Iy thira yéu cu rit gon theo mé-dun.
bao vé chéng lai tan céng tra bang.

thuén tién cho thuee thi

tAt ca cac bit dwoc slr dung

cac sb nguyén td bi mat manh (nhw trong ISONEC 18032).

Céac tham s6 MS duoc xac dinh theo thir tw nay:
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1. Kich thudc mé-dun lg(n) duoc thiét 1ap dau tién. N6 phai thda man cac gia tri cho trong béang C.4
ddi v&i dd manh an toan yéu ciu.

Bang C.4 — D% manh an toan twong dwong

Cac bit an toan RSA
80 lg(n) = 1024
112 lg(n) = 2048
128 lg(n) = 3072
192 lg(n) = 7680
256 lg(n) = 15360

2. S6 mi RSA e. Qué trinh thuc thi phdi cho phép (ng dung yéu ciu sb nguyén 18 bét ky e trong
khodng 1 < e < 21801 2 4 21/2lg(n)

CHU THICH 1 Khéng tén tai dau bang dam bdo rdng e < ¢(n) khi st¥ dyng mdt thuat loan duerc phé duyét dé tao cac sé
nguyén té p,q.

Néu khéng yéu cau sé mi, thi st dung gia tri mdc dinh e = 3.

3. S0 k céc bit dau ra dwgc st dung cho méi vong Iap. Qua trinh thire thi cho phép 1a boi bat ky cla 8
trong khodng 8 < k < min{lg(n) — 2strength,lg(n) — 2lg(n)/e}. Néu khéng quy dinh, k nén dugc
chg 1a bdi Ion nhéat clia 8 trong khodng cho phép.

Gia trj bt ky cho requested_e va requested_k nam ngoai cac khodng nay sé bi gén c& 16i.
4. Thiét lap kich thuéc r clia mam: r = lg(n) - k

5. Lwa chon sé mo-dun n. (ng dyng co thé yéu cau mot sé mé-dun bi mat hodc si dung moé-dun
mac dinh co kich thwdc phu hep (co trong D.1). Qua trinh thiee thi cho phép mét trong hai dira trén
gia tri use_random_primes.

Néu use_random_primes = 1, hai s& nguyén t6 p va q c6 kich thudc Ig(n) /2 bit c6 d6 bét dinh téi thiéu
min_entropy va thda man ged(e, (p — 1)(g — 1)) = 1 dwgc tao ra si» dung mét thut toan da phé duyét.
Cac thuat toén phl hgp dwoc quy dinh trong ISO/IEC 18032. Qua trinh thyc thi phai st dung céc so6
nguyén té manh dwoc dinh nghfa trong tiéu chudn dé: mdip — 1,p+ 1, — 1 va g + 1 phai c6 mét nhan
tl nguyén té 1&n c6 d6 dai it nhét Ia strength bit.

CHU THICH 2 Mét thuét toan duge phé duyét phai tao ra sb mé-dun co kich thude lg(n) bit st dyng cac sb nguyén t6 manh
¢6 kich thuoc Ig(n) /2 bit va cho phép sb mi e dwee chi dinh trwdrc.

B§ kho cla bai toan RSA phu thudc vao tinh bi mat clia s6 nguyén tb p va g cé trong mé-dun. Khi cac
sb nguyén tb bi mat dwgc tao ra, qua trinh thie thi phai xda sach bd nhé chira cac gia tri @6 treede khi
thodt khdi trinh khéi tac. Chi sé mé-dun n dwoc gil trong trang thai bén trong.

Néu use_random_primes = 0 phai st dung sé mé-dun phil hop tr D.1.
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Céac sb mé-dun nay dwoc tao ra bang cach s dung cac $6 nguyén té manh ¢é dangp = 2p; + 1,9 =
2q; + 1, trong dé p, va g, |a s6 nguyén t6. Ngodi ra, p + 1 va g + 1 déu c6 nhan tl nguyén té lon theo
yéu cau.

CHU THICH 3 Viéc liya cho cac sé nguyén td manh nay vé co ban dam bao réng bat ky s& md 1é e trong khodng cho phép cé
thé dwgc yéu cau phai nguyén té cung nhau véi ¢(n).

C.4.2.2.3 Khéi tao MS_DRBG (...)

Qua trinh sau day hoac twong dwong dwoc str dung dé khéi tao qua trinh MS_DRBG (...). Cho Hash
(...) 1a ham bam dwoc phé duyét cho dd manh an toan hd trg. Néu bd tao bit ngAu nhién tat dinh dwoc
st dung cho nhiéu d& manh an toan va chi ham bdm don s&n dang thi ham bam phai phi hop voi tat

ca cac 46 manh an toan hd tro.

Instantiate_MS_DRBG (...):

Dau vao: s6 nguyén (requested_strength, prediction_resistance_flag, use_random_primes,
requested_e, requested_k), xau personalisation_string.

DAu ra: xau status, s6 nguyén state_handle.
Qua trinh:

1. If (requested_strength > 46 manh an toan t6i da dwgc cung cap bdi qua trinh thie thi, then
Return (théng bao 15i).

2. Xac dinh kich thwéc md-dun lg(n) phu hep véi dé manh yéu cau st dung bang C.4
If (requested_strength < 80) then strength = 80, 1g(n) = 1024
Else: if (requested_strength < 112) then strength = 112, Ig(n) = 2048
Else: if (requested_strength < 128) then strength = 128, lg(n) = 3072
Else: if (requested_strength < 192) then strength = 192, 1g(n) = 7680
Else: if (requested_strength < 256) then strength = 256, 1g(n) = 15360
Else: Return (théng béo 16i).
3. Lwa chon kich thwdc sé md e. Kich thuéc mac dinh fa e = 3.
If (requested_e =0), thene =3
Else: Kiém tra gi&i han
{
If (e < 3), then Return (thdng bdo 13i);

CHU THICH 1 S6 nguyén e it nhat béng 3.
If (e = 2!8(m)-1 _ 21&(n)/2+1y then Return (thong béo 16i):
CHU THICH 2 Bwéc nay dam bao réng e phai nhd hon ¢(n).

If (e la sb chn), then Return (théng béo 16i);

90



TCVN 12853 : 2020
CHU THICH 3 e phai nguyén té ciing nhau v&i ¢(n), nén 1a sé &,

}

4. Lya chon @9 dai dau ra k. MS_DRBG (...) st dung k bit co trong sé thap nhét clia y; =
s;||z; cho tirng vong I4p. Kich thwdc méc dinh la st dung gia trj 1&n nhéat co the.

If (requested_k= 0), then:
k = min{{lg(n) — 2strength), [lg(n)(1 - 2/e)}}
CHU THICH 4 3 < e < 2801 = 2(21/718M) = 8 < 2/31g(n) < [lg(n) (1 - 2/e)] < 1g(n) — 1
Véng Iap gidm xuéng bdi clia 8 :
k =8lk/8)
Else:

{

CHU THICH 5 Sau day kiém tra gi¢i han.

k = requested _k

If (k < 1), then Return (théng bao 16i)

If (k > min{[lg(n) — 2strength], [lg(n)(1 — 2/e)]}),
then Return (thong bao 16i)

If (k khdng la béi cla 8),
then Return (théng bao 16i)

}
5. Thiét lap kich thwdre clia mam.
r=Ilgln) -k
CHU THICH 6 r > 2strength

6. Lwa chon s& moé-dun n. use_random_primes xac dinh st dung gia tri mac dinh hay s6 mé-
dun bi mat dwoc tao ra.

If (use_random_primes = Random_primes_not_required)
then thiét lap n dya vao kich thwée lg(n) tir danh sach trong D.1
Else
{
(status, n) = Get_random_modulus (lg(n),e)

If (status # “Thanh céng”), then Return (thdng bao 16i)
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CHU THICH 7 Ham dugc phé duyét sir dung d& tao ra s& mo-dun n ng&u nhién ¢ kich thwérc phi hep, co cac sb
nguyén t6 manh lam nhan tr va véi ged(p(n), e} = 1.

7. min_entropy = max (128, strength).

8. min_length=r.

9. (status, entropy _input) = Get_entropy (min_entropy, min_length, max_length).
10. If (status # “Thanh cong"), then Return (thdng bao 15i).

11. seed_material = entropy_input || personalisation_string.

12. St dung ham bam dé dam bao ring do bét inh dwoc phan bd déu trén cc bit: § =
Hash_df (seed_material, ).

13. Thue hién ham mét chiéu trén nguyén liéu mam dé so sanh sau:
transformed_entropy_input = Hash (entropy_input).

14. reseed_counter = Q.
CHU THICH 8 reseed_counter dwgc tang 1&n mbi k bit.
15. Luru tat ca céc gia trj vao trang thai.

state(state_handle) = {reseed_counter, S,n,e,r, k, strength, prediction_resistance_flag,
transformed_entropy_input}.

16. Return ("Thanh cong").

C.4.2.2.4 Thay madm méi khéi tao MS_DRBG (...)

Qua trinh sau day hoic tvong dwong dwoc st dung dé thay mam méi cho qua trinh MS_DRBG (...),
sau khi dwoc khai tao.

Reseed_MS_DRBG_Instantiation (...):

92

Dau vao: sé nguyén state_handle, xau additional_input_string.
Déu ra: xau status.

Qua trinh;

. If trang thai chuwa sdn sang, then Return (thdng bao 16i).

. Lay cac gia tri trang thai phu hop, vi du: S = state(state_handle).S, r = state(state_handle).r,

old_transformed_entropy_input = state(state_handle).transformed_entropy_input..

. min_entropy = max (128, strength).

. min_length =r,

. (status, entropy_input) = Get_entropy (min_entropy, min_length, max_length).
. If (status # “Thanh cdng"), then Return (thdng béo 5i).

. Thye hién ham moét chiéu déi véi nguyén liéu mam dé so sanh: transformed_entropy input =

Hash (entropy_input).
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8. Kiém tra ngudn bt dinh kha thi:

If (fransformed_entropy_input = old_transformed_entropy_inpul),
then Return (théng bao 15i).
9. Két hop entropy_input mai véi trang thai cii va additional_input:
seed_material = S || entropy_input || additional_input_string.
10. § = Hash_df (seed_material, ).
11. Cap nhat cac gia tri trang thai phi hop va thiét 1ap lai reseed_counter vé 0.
11.1 state(state_handle).S = .
11.2 state(state_handle).transformed_entropy_input = transformed_entropy_input.
11.3 state(state_handle).reseed_counter = 0.
12. Return (“Thanh céng”).
C.4.2.2.5 Tao cac bit gia ngdu nhién s dung MS_DRBG (...)
Qua trinh sau day hodc twong dwong duoc sir dung dé tao cac bit gid ngau nhién.
MS_DRBG (...):

Pau vao: sb nguyén (state_handle, requested_strength, requested_no_of_bits), xau
additional_input_string.

DAu ra: xau status, xau bit pseudorandom_bits.
Qua trinh:
1. If khéng tén tai trang thai, then Return (thong bao 16i, Null).

2. L&y céc gia trj trang thai phi hop, vi du: S = state(state_handle).S, n = state(state_handle).n, e
= state(state_handle).e, k = state(state_handle).k, r = state(state_handle).r, strength =
state(state_handle).strength, reseed_counter = state(state_handle).reseed_counter,
prediction_resistance_flag = state(state_handle).prediction_resistance_flag.

3. Kiém tra requested_strength khéng Ién hon gia tri dwoc cung cap trong qua trinh khéi tao nay.
If (requested_strength > strength), then Return (théng bao 16i, Nulf).

4. Kiém tra yéu ciu cung cip dau vao bd sung. Diéu nay sé chi duwoc thém vao trang thai & vong
Iap d4u tién.

If (additional_input_string = Null), then additional_input =0
CHU THICH 1 additional_input dwerc thiét 1ap bang r 56 0.
Else: additional_input = Hash_df (pad8(additional_input_string), r).

CHU THICH 2 Bam thanh r bit.
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94

CHU THICH 3 Néu yéu cau chéng fai viéc dy dodn trede dugc thyc hign, cdc budc sau day sé kich
hoat 36 bt dinh mdi vao mdl 1an goi d& thay mdm méi cho MS_DRBG (...). Qué trinh thay mam méi
thiét lap lai reseed_countervé 0.
5. If (prediction_resistance_flag = 1), then:
5.1 status = Reseed_MS_DRBG_Instantiation (state_handle, Null).
5.2 If (status # “Thanh cong”), then Return (status, Nuli).
5.3 S = state(state_handle).S, reseed_counter = state(state_handle).reseed_counter.
6. temp =xaurdng;i = 0.

7. Xac dinh néu thay mam méi dwoc yéu ciu. Reseed_MS_DRBG_Instantiation(...) thiét Iap
reseed_counter vé 0.

If (reseed_counter = 50000), then:;
7.1 status = Reseed_MS_DRBG_Instantiation (state_handle, Null).
7.2 If (status # “Thanh coéng”), then Return (sfatus, Null).
7.3 S = state(state_handle).S, reseed_counter = state(state_handle).reseed_counter.
8. s = Sadditional_input.
CHU THICH 4 : s dwoc hiu la sb nguyén khong dau r bit.
9. §=(s®modn)/2*.
CHU THICH 5 : S 13 mét sé r bit.
10. R = (s®mod n)mod 2*
CHU THICH 6 : R 14 mét sé k bit.
11. temp =temp || R.
12. additional_input = 0.
CHU THICH 7 r sé 0 ¢hi duoc thém vao additional_input_string trong vong 1ap d4u tién.
13.i=i+1,
14, reseed_counter = reseed_counter + 1.
15. If (|temp| < requested_no_of_bits), then quay lai bwéc 7.
16. pseudorandom_bits = Truncate (temp, i X k, requested_no_of_bits).
17. Cap nhét céc gia tri thay ddi trong trang thai.
17.1. state(state_handle).S = S.
17.2. state(state_handle).reseed_counter = reseed_counter.

18. Return ("Thanh cong”, pseudorandom_bits).
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C.4.2.2.6 Thém dd bét dinh bd sung vao trang thai cia MS_DRBG {...)

D6 bét dinh bd sung duoc thém vao trang thai clia MS_DRBG (...) bang bén cach. Do bat dinh bd
sung dugc thém vao béng céch:

1. Goi dén ham Reseed_MS_DRBG_Instantiation(...). Ham nay ludn goi ham thuc thi phu thuédc
Get_entropy (...) @& min_entropy = max (128, strength) bit méi clia d6 bat dinh dwoc thém vao
trang thai;

2. S dung tinh ndng thay mam méi ty dong ctia MS_DRBG (...). Tinh ndng thay mam maoi ty
dong sé budc goi dén Reseed_MS_DRBG_Instantiation (...) khi 50000 khédi dau ra duoc tao
ra ti |an thay mam méi cubi;

3. Thiét 1ap prediction_resistance_flag = 1 khi kh&i tao. Budc goi dén
Reseed_MS_DRBG_Instantiation {(...) m&i lan MS_DRBG(...) dwoc yéu cdu; hodc

4. Cung cAp dau vao bd sung mdi lan goi dén MS_DRBG (...} dé co cac bit ngau nhién.
CHU THICH Tan suét goi dén ham Get_entropy (...) co thé gay ra gidm hiéu suat clia bd tao bit ngau nhién tat dinh nay.

C.5 B tao bit ngdu nhién tit dinh dwa trén phwong trinh bac hai da bién
C.5.1 Giéi thiéu vé bd tao bit ngau nhién tit dinh dwa trén phwong trinh bac hai da bién

MQ_DRBG {(...) dwa trén si 13p lai clia hé bac hai da bién dwoc chon ngdu nhién. Qua trinh khdi tao
va thay mam md&i dya trén ham dén xuat bam Hash_df d& phan bd d6 bat dinh théng qua mam. Ham
Hash_df duoc quy dinh trong C.2.2.2.2 va st dung mdt ham bam ISO/IEC da phé duyét tuén theo do
manh an toan can thiét dé khéi tao MQ_DRBG (...).

C.5.2 B tao bit ngiu nhién tit djnh bac hai da bién (MQ_DRBG)
C.5.2.1 Thao ludn

MQ_DRBG (...} dira trén bai toan kho sau day: Cho mét hé P cac phuong trinh bac hai da bién trén
tredng nhj phan va két qué P(x) clia viéc danh gia hé trén dau vao x, tim x. (Bai toan nay déi khi dwoc
goi la bai toan bac hai da bién).

MQ_DRBG {...) st dung mdt mam co dd dai state_length bit & khéi tao viéc tao ra cac xau
block_length bit gid ngau nhién bang cach nhéc lai mot hé bac hai da bién anh xa cac xau state_length
bit thanh céc xau (state_length + block_length) bit. Cac tham sb @0 dai state_length va block_length
dwoc Iwa chon sao cho la bdi clia 8 va gan bang nhau. Lya chon cac tham sb dé dai nhd nhat ¢ thé,
tly theo dd manh an toan ma (ng dung yéu cau, c6 thé cai thién hiéu sut hoat déng.

Qua trinh khéi tao bd tao bit ngau nhién tat dinh nay yéu cdu Iwa chon médt hé phiu hop cac phuong
trinh bac hai da bién duwoc quy dinh trong C.5.2.5 cho d¢ manh an toan mong doi.

M&m duwoc st dung dé xac dinh gia trj khdi tao (S) clia b tao bit ngau nhién tat dinh phai c6 46 bat
dinh téi thiéu bang gia tri I&n nhét clia 128 va dd manh an toan mong dgi (tirc la entropy >
max (128, strength)). D& dai mam phai bang state_length bit. Tinh an toan vé phia sau von ¢b trong
thuat toan ngay ca khi trang thai bén trong bj tan céng. Tinh an toan vé phia trwdc cling san cé khi
quan sat tl bén ngoai ranh gidi bd tao bit ngau nhién tat dinh. Néu tng dung quan tam dén viéc thda
hiép trang thai &n khi kh&i tao MQ_DRBG (...), trang thai ¢é thé duoc truyén véi a6 bat dinh méi theo
mét s6 cach dweec trinh bay trong C.5.2.2.7.

Khi d&u vao bd sung tlly chon (additional_input) dugc st dung, gia tri additional_input dwoc bam thanh
mét xau state_length bit.
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C.5.2.2Mota
C.5.2.2.1 Gi¢i thiéu chung

Qua trinh khéi tao va thay mam méi ciia MQ_DRBG (...) bao gdm viéc thu dwoc dAu vao dd bat dinh
voi lwong bét dinh téi thidu bing yéu cAu ctia (ng dung. DAu vao do bt dinh dwoc sl dung dé dan
xuat mam. Mam duoc dung @& dan xuét cac phan tr cla trang thai khéi tao, bao gom:

1. Giatri S dwoc cap nhat trong m&i 14n goi ¢én bd tao bit ngdu nhién tat dinh;

2. Do dai cha gia tri nay state_length;

3. Tham sd dé dai khdi block_length:;

4. Tham sb field_size;

5. Tham sé hé théng P cung cp cac hé sé cho hé cac phuong trinh bac hai da bién;

6. Bo dém reseed_counter cho biét sé lvong khéi cac bit gid ngiu nhién duoc tao ra tir 1an cudi dau
vao do bat dinh dwoc thém vao trang thai trong qua trinh khdi tao hoac thay mam méi;

7. Giatrj téi da reseed_interval cho reseed_counter,
8. D& manh an toan clia qua trinh khi tao bd tao bit ngau nhién tat dinh; va

9. Gia tri prediction_resistance_flag cho biét tinh an toan vé& phia trwdc cé duoc yéu cau bdi bd tao
bit ng&u nhién tat dinh hay khong.

Céc bién dwoc st dung trong mé ta MQ_DRBG (...) 1a:

additional_input Pau vao bd sung tly chon.
block Xau bit tam thoi.
block_length Sb lwgng bit trd vé bdi ham Evaluate_MQ(...) dung lam cac bit gid

ngau nhién duoc trd v& bdi MQ_DRBG(...). Tham sé nay phai toi
thidu bang requested_block_length va t6i thidu bang strength.

entropy_input Céc bit chtra do bét dinh dugc st dung dé xac dinh seed_material va
tac ra mam.

field_size S6 lwong cac bit clia mét phan tlr trén trwdng Galois GF(2/eid-sizey,

field_vector(bits, in_len, Ham c6 dAu vao 1 xau bits co do dai in_len 14 bbi cla field_size. N6

field_size) tra vé mét mang vec co do dai la in_len / field_size gdm cac phan t&

la cac xau bit cd @9 dai field_size, trong d6 vec[l] = bits[1] || - |l
bits[field_size), vec(2] = bits[field_size + 1] Il -+ || bits[2 =
field_size], ..., sao cho flatten(...) 4p dung cho dau ra tra vé xau bit

ban dau.
flatten(in_array, Ham cé dau vao 1a mét mang num_elements xau bit va tra vé xau bit
num_elements) in_array[1] Il in_array[2] Il...|| in_array[num_elements] tao bdi cach

ndi cac xau bit theo thir tw.
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Ham nhan dugc mot xau bit tlr ngudn bat dinh. min_entropy chi ra sé
lwong dd bat dinh t6i thiéu dwgc cung cép trong cac bit tra vé;
min_length chi ra sb bit téi thidu tra v&; max_length chi ra s6 bit ti da
tra vé,

Mot ham bam ISO/IEC da phé duyét dwgc quy dinh trong ISO/IEC
10118-3, tra v& mét xau bit trong d6 hash_input co §6 dai la béi cha 8
bit.

Ham phan bd do bat dinh trong hash_input thanh mét xau bit cé dd
dai output_len. Ham Hash (...) dwoc s& dung dé thuc hién diéu do.
hash_input cé dd dai 1a bdi cGa 8 bit; output_len cé &6 dai tuy y.

Céc gia trj tam thoi dwge st dung lam bd dém vong Jap.
Ham tra vé& gia trj lon hon A4 hodc B.
Do dai téi da clia xau tra vé tir ham Get_entropy (...).

Gia trj dugc siv dung trong yéu cau dén Get_entropy (...} dé chira
a6 bét djnh téi thidu can cung cép cho nguyén liéu mam. Gia tri nay
ludn cb dinh va bing max(128, strength).

D dai téi thiéu clia entropy_input.
Céc gia trj nguyén tam thoi dwece str dung lam giéi han vong lap.
Xau rong.

Xau bit duge st dung & lwu cac hé sé clia hé cac phirong trinh bac
hai da bién dwoc s dung bdi bo tao bit ngau nhién tat dinh.

Vecto clia cac phan tl truong dwoc sr dung lam bién tam thoi.

Ham cé dau vao la mét xau bit cd g6 dai tly ¥ va trd vé mot ban sao
clia xau bit 36 dwgc dém céc bit Q vao bén phai thanh bdi cua 8.

Mt mang byte co thé cung cap sy dam bao bd sung vé tinh duy nhét
mam khi khé&i tao.

Co& khéi tao cho biét tinh an toan vé phia truéc co dugc bd tao bit
ngau nhién tat dinh cung cap hay khdng. Mac dinh la c& nay khéng
can thiét 1&p. Thiét lap c& ndy bang 1 budc goi dén
Reseed_MQ_DRBG_lInstantiation (...) tir trong MQ_DRBG {(...) mbi
lan qua trinh dwoc yéu cau.

Céc bit gid ngiu nhién dwoc tao ra bdi bd tao bit ngau nhién tét dinh.
Gia tri yéu céu dbi vdi block_length khi khoi tao.

86 lwong céc bit gid ngau nhién dwec trd vé khi goi Gén MQ_DRBG
(-..).

D¢ manh an toan lién quan dén cac bit gid ngau nhién dwoc yéu cau.
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reseed_counter

reseed_interval

seed_material

state(state_handle)

state_handle

state_length

status

strength

system_length

t

temp

Truncate (bits, in_len, out_len)

Xpec) Yveer Z_VEC
x{i]

*

Pém sb lugng vong lap clia MQ_DRBG (...) ké tr 1an thay mam moi
cudi cling.

S khéi tdi da cla dau ra ngdu nhién duorc tao ra tredc khi thay mam
mé&i cho bd tao bit ngau nhién tat dinh.

Mot gia tri dwoc thay moi khi khoi tao va thay mam méi va dugc cap
nhét bdi ham Evaluate_MQ(...).

Mam duoc st dung dé din xuét gia tri khdi tac clia .

M6t mang trang thai cho nhirng 1an khdi tao khac nhau clia b tao bit
ngau nhién tat dinh. Trang thai duoc thuc hién gitka cac 1an goi dén
bb tao bit ng&u nhién tét dinh. D&i véi MQ_DRBG (...), trang thai cho
mét 1an khéi tao dwoc xac dinh bang state(state_handle) = { S, P,
reseed_counter, reseed_interval,  state_length,  block_length,
field_size, strength, prediction_resistance_flag). Mot phan t& cu thé
clia trang thai duwoc xac dinh bing state(state_handle).element, vi du:
state(state_handle).S.

X ly d6i v&i khdng gian trang thai trong qua trinh khai tao.

Kich thudc gia tri khdi tao S trong bd tao bit ngau nhién tt dinh. Gia
tri nay ludn tdi thiéu béng requested_block_length va strength.

Trang thai tra vé tir mét 1an goi ham, trong d6 status = “Thanh cong”
hodc mét théng bao 18i.

P8 manh tdi da cia mét trwdng hop bd tao bit ngau nhién tét dinh.

Kich thuwéc clia xau bit P chira hé cac phuwong trinh bac hai dwec st
dung bd MQ_DRBG (...). Hoan toan xac dinh bang cach lwva chon
cac tham sb state_fength, block_length va field_size dwgc quy dinh
trong C.5.2.4.

Gia tri nguyén tam thei duoc st dung lam chi sé cho céc xau bit.
X&u bit tam thoi.

Ham c6 dau vao la mét xau bit ¢cé b dai in_len, trd vé mdt xau bao
gdm out_len bit ngodi cling bén trai cla dau vao. Néu in_len <
out_len, thi xau dau vao dugc dém thém vao bén phai voi (out_fen -
in_len) s6 0, va tra vé két qua.

Vecto clia cac phan t& trrdng dwoc st dung lam cac bién tam thoi.
Phan t& thir i trong mang gém x xau bit.

Phép nhan trén treong nhi phan cd kich thwéc field_size.

C.5.2.2.2 Lwa chon cac tham sé6 MQ_DRBG
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Qua trinh kh&i tao MQ_DRBG {...) yéu cau lypa chon cac tham sd khdi tao phu hgp. Lwa chon cac
tham s6 phu hop dugc thie hién dua trén cac gia tri requested_strength va requested_block_length
dwoc cho trong dau vao clia ham khéi tao. Cac tham sé dugc lya chon theo bang sau.

Bang C.5 - Céac tham sé khéi tao MQ_DRBG dwa trén requested_block_strength va

requested_strength

requested_block_length

requested
_Strength
1-112 113-128 129-192 193-256
1-80 strength=80 strength=80 strength=80 strength=80
state_Jength=112 state_length=128 state_length=192 state_length=25
6
block_length=112 block_length=128 block_length=192
_ ) . ) _ ] block_length=25
field_size=1 field_size=4 field_size=6 6
reseed_interval=2% reseed_interval=2" reseed_interval=2" field size=8
system_[length=1417696 | system_length=143616 | system_length=215424 reseed interval
=M -
system_length=
287232
81-112 strength=112 strength=112 strength=112 strength=112
state_length=120 state_length=128 state_length=192 state_length=25
6
block_length=112 block_length=128 block_length=192
_ ) _ _ _ block_length=25
field_size=1 field_size=1 field_size=4 6
reseed_interval=2% reseed_interval=2% reseed_interval=2"? field size=4
system_length=1684552 | system_length=2113792 | system_length=470400 | ,.ceed interval
= D21 B
system_length=
1098240
113-128 ERROR sfrength=128 strength=128 strength=128

state_length=128
block_length=128
field_size=1
reseed_interval=22®

system_length=2113792

state_length=192
block_length=192
field_size=3
reseed_interval=2'®

system_length=823680

state_length=25
4]

block_length=25
6

field_size=4

reseed_interval
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=2V
system_length=
1098240
129-182 ERROR ERROR strength=192 strength=192
state_length=200 state_length=25
6
block_length=192
block_length=25
field_size=1 6
reseed_interval=2% field size=2
system_length=787938 | .ceed interval
. = 9% B
system_length =
4293120
193-256 | ERROR ERROR ERROR strength=256

state_length=27
2

block_length=25
6

field_size=1

reseed_interval
= 9%

system_length =
19604112

C.5.2.2.3 Khéi tao MQ_DRBG {(...)
Qua trinh sau day hodc twong dwong duoc stk dung dé khdi tao qua trinh MQ_DRBG (...).
Instantiate_MQ_DRBG (...):

Péu vao: sb nguyén (requested_strength, prediction_resistance_flag, requested_block_length), xau

personalisation_string.

Déu ra: xau status, s6 nguyén state_handle.

Qua trinh:

1. If requested_strength hoac requested_block_length 1én hon gié trj t6i da ma qua trinh thye thi
c6 thé cung cép, then Return (théng bao I3i). If requested block length nhé hon
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Xac dinh cac tham sé cla khéng gian trang thai. Tang requested_strength 1&n dén kich thuéc
cé sin tiép theo trong bang C.5. Thiét lap strength, state_length, block length, field_size va
reseed_interval bang céc gia trj trong bang nay.

Lwa chon tham sé hé P dwa vao state_fength va block_length.

CHU THICH Binh dang va lya chon P dwgc md 1a frong C.5.2.4 va C.5.2.5.

4.

5

@

b

8.

9.

min_entropy = max (128, strength).

(status, entropy_inpuf) = Get_entropy (min_entropy, min_length, max_length).
If (status # “Thanh coéng’), then Return (thdng béo 15i).

seed_material = entropy_input || personalisation_string.

S = Hash_df (pad8(seed_material), state_length).

Khdi tao reseed_counter bang 0.

10. state(state_handle) = { S,P, reseed_counter, reseed_interval, state_length, block_length,

field_size, strength, prediction_resistance_flag }.

11. Return (“Thanh cdng”, state_handle).

C.5.2.2.4 Thay mim méi kh&i tao MQ_DRBG (...)

Qua trinh sau day ho#c twong dwong duwec st dung dé thay madm méi cho qua trinh MQ_DRBG, sau
khi duwgc khai tao.

Reseed_MQ_DRBG_Instantiation (...):

Dau vao: sb nguyén state_handle, xau additional_input.

Pau ra: xau status, trong d6 status = “Thanh cong” hodc mdt théng bao 5i

Qua trinh:

1.

2

If trang thai chwa san sang, then Return (théng bao I5i).

Ly cac gid tri trang thai phir hop.

2.1 strength = state(state_handle).strength.

2.2 state_length = state(state_handle).state_length.

2.3 S = state(state_handle).S.

min_enlropy = max(128, strength.

(status, entropy_input) = Get_entropy (min_entropy, min_length, max_Jlength).
If (status = “Thanh céng"), then Return (thdng bao 18i).

seed_material = S || entropy_input || additional_input.

S = Hash_df (pad8(seed_material), state_length).

Cap nhéat cac gia trj trang thai phu hop.
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8.1 state(state_handle).S = S.

8.2 state(state_handle).reseed_counter = 0.
9. Return ("Thanh céng").
C.5.2.2.5 Tao cac bit gia ngau nhién sir dung MQ_DRBG (...)
Qua trinh sau day hoac twong duong dwec stk dung dé tao cac bit gia ngdu nhién.
MQ_DRBG (...).
Dau vao: sé nguyén (state_handle, requested_strength, requested_no_of_bits), xau additional_input.
Pau ra: xau status trong do status = “Thanh cong" hodc mét théng bao 16i, xau bit pseudorandom_bits.
Qua trinh:
1. If trang thai chwa s&n sang, then Return (thdng béo 16i, Null).
2. Léy cac gia trj trang thai phi hop.
2.1 strength = state(state_handle).strength.
2.2 state_length = state(state_handle).state_length.
2.3 block_length = state(state_handle).block_length.
2.4 field size = state(state_handle).field_.size
2.5 S = stafe(state_handle).S.
2.6 P = state(state_handie).P.
2.7 reseed_counter = state(state_handle).reseed_counter.
2.8 reseed_interval = state(state_handle).reseed_interval.
2.9 prediction_resistance_flag = state(state_handle).prediction_resistance_flag.
3. If (requested_strength > strength), then Return (théng bao 16i, Null).
4. temp=xaurédng;i=0.
5. If (prediction_resistance_flag = 1), then:
5.1 status = Reseed_MQ_DRBG_lInstantiation (state_handle, additional_input).
5.2 If (status # “Thanh céng"), then Return (status, Nuli).
5.3 additional_input = Nuil.
6. If (reseed_counter > reseed_interval), then:
6.1 status = Reseed_MQ_DRBG_lInstantiation (state_handle, additional_input).

6.2 If (status # “Thanh cdéng"), then Return (status, Null).
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6.3 additional_input = Null.

7. If (additional_input # Null), then:
7.1 additional_input = Hash_df (pad8(additional_input), state_length).
7.2 S =8 @ additional_input.
7.3 additional_input = Null.
8. (S, block) = Evaluate_MQ (state_length, block_length, field_size, P, S).
9. temp = temp || block.
10.i=i+1.
11. reseed_counter = reseed_counter + 1.
12. If (Jtemp| < requested_no_of_bits), then quay lai bwéc 5.
13. pseudorandom_bits = Truncate (femp, i X block_length, requested_no_of_bits).
14. Cap nhat cac gia trj thay ddi vao trang thai.
14.1 state(state_handle).S = S.
14.2 state(state_handle).reseed_counter = reseed_counter.
15. Return (“Thanh ¢ong”, pseudorandom_bits).
C.5.2.2.6 Danh gia phwong trinh bac hai da bién st dung Evaluate_MQ (...)
Qua trinh sau day hodc twong dwong dwoc st dung dé danh gia mét hé cac phuwong trinh bac hai.
Evaluate_MQ (...):
Dau vao: sb nguyen (state_length, block_length, field_size), xau bit (P, x).
Dau ra: xau bit (y, z).
Qua trinh:
1. Chuyén ddi xau bit thanh vecto cla phan ti treong.
1.1 P_vec = field_vector(P, system_length, field_size).
1.2 x_vec = field_vector(x, state_length, field_size).
2. Khaoitao cac vecto tam thoi y_vec va z_vec.
2.1 y_vec = field_vector(0s®®-29" state length, field_size).
2.2 z_vec = field_vector(Q®°**-*" pjock_length, field_size).
3. n = state_length/ field_size.
4. m = block_length | field_size,

5. t=1.
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6. Fori=1tondo

6.1 Forj=1tondo
6.1.1 Fork = jtondo
6.1.1.1 y_vecli]=y_vec[i]® (P_vec[ t] * x_vec[j] * x_vec] k ]).
6.1.12 t=t+1.
6.2 If (field_size > 1), then:
6.2.1 Forj=1tondo
6.2.1.1 y_vec[i]=y_vec[i]® (P_vec[t]* x_vec[j]).
6212 t=t+1.
6.3 y_vec[i]=y_vec[i]® P_vec[ t].
64 t=t+1
7. Fori=1tomdo
71 Forj=1tondo
711 Fork =jtondo
7.1.1.1 z_vec i] = z_vec[i] ® (P_vec[ t] » x_vec[ j] * x_vec[ k ]).
7112t=t+1.
7.2 If (field_size > 1), then:
7.21Forj=1tondo
7211 z_vec[i]=z_vec[i]® (P_vec[ t]* x_vec[j]).
7212t=t+1.
7.3 z_vec[i]|=z_vec[i]® P_vec[ t].
74 t=t+1.
8. Chuyén ddi vecto vé xau bit.
8.1 y = flatten(y_vec,n).
8.2 z = flatten(z_vec, m).

9. Return (y,z).

CHU THICH 1 X&u bit dau vao x chira state_length bit; cac xau bit dau ra y,z chira sfate_length va block_length bit trong
ng. Cac hé s6 phwong trinh bac hai tao ra y va z dwec leu tr trong xau bit P. Xem €.5.2.3 va C.5.2.4 vé& mé ta dinh dang
cla P,

CHU THICH 2 Phép nhan = g& cap dén tich trén trivdng nhj phan GF(2/i¢!d-s1z¢y Cac phin tlr cla trudng nhj phan durec bidu
di&n va xi¥ Iy nhu cac xau field_size bit sir dung cac da thir t6i thidu cu thé co trong bang C.6. Xem C.5.2.3 dé biét thém
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thong tin chi tiét v& cach trinh bay cac phin tr fredng thanh xau bit. Phan tlr bd sung trong GF(2/4-5i2¢) guoc thye hién stk
dung phép XOR gilta hai xau bit co d) dai field_size.

C.5.2.2.7 Thém dé bét dinh bb sung vao trang thai cia MQ_DRBG (...)

D6 bat dinh bd sung dwoc thém vao trang thai clia MQ_DRBG (...) bang ba cach. Do béat dinh bd sung
dwoc thém vao bang cach:

1. Goi dén ham Reseed_MQ_DRBG_lInstantiation(...). Ham nay luén goi ham thuc thi phy thudc
Get_entropy (...) 6& min_entropy = max (128, strength) bit méi cla &6 bat dinh dwgc thém vao
trang thai;

2. S( dyng tinh n&ng thay mam méi ty déng clia MQ_DRBG (...). Tinh ndng thay mam méi ty ddng
sé budc goi dén Reseed_MQ_DRBG_lInstantiation (...) cho d8 bat dinh méi khi reseed_interval
khdi ngau nhién duwoc xuét ra ti 1&n goi cudi dé thay mam mai;

3. Thiét lap  prediction_resistance_flag = 1 khi khdi tao. Budc goi dén
Reseed_MQ_DRBG_Instantiation (...) m&i lAn MQ_DRBG(...) dwoc yéu cau; hodc

CHU THICH Tén suét goi dén ham Get_entropy (...) cé thé gay ra giam hiéu suét ciia b tao bit ngdu nhién tat dinh nay.
C.5.2.3 Dinh dang biéu dién phan tl triedng

Mot phan t& clra GF(2/teld-sizey 13 mét da thirc don bién trén GF(2) md-dun da thiec i thidu ¢o trong
bang C.6. Do do, phan tt trrong dwoc xac dinh duy nhét nhw danh séch cac hé sb (1a cac bit) hodc
tirong duong nhey mét xau field_size bit bao gdm céc hé sé GF(2) dugc sap xép theo bac giam dan.
Biéu dién xau nay dugc st dung cho viéc lwu trir va tinh todn trén cac phan tir trwong trong
MQ_DRBG(...).

CHU THICH 1 Vi dy, x3 + x + 1 trén trwéng GF(24) dwgc bidu dién thanh xau bit 1011,

Vi cac phén ter trwong dwec lwu trlr va x@ ly nhw cac xau bit, moi hoat dong dwoc thwe hién trén
trdng nhi phan GF(2/i€ld-size) dqrore xem 1a hoat ddng trén xau bit. Do d6, phép nhan va phép cong
tredng trén GF(2/7¢1d-size) |4y @hu vao 1a hai xau field_size bit va trd v& mét xau field_size bit.

CHU THICH 2 M5t phan 1 trwdng 1a mot bit don khi field_size = 1.

Béng C.6 — Da thivc téi thidu cho trwérng nhi phin GF(2fieldsizey

field_size Pa thirc t6i thiéu
1 x+1
2 2 +x+1
3 X +x+1
4 xt+x+1
6 X+x+1
8 XPrxt+xd+xt41

C.5.2.4 Bjnh dang biéu dién hé théng cac phwong trinh bac hai da bién
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X&u bit P cé trong khong gian trang thai chira cac hé sb clia hé phuwong trinh bac hai da bién dwoc st
dung trong MQ_DRBG (...). Mi hé s6 |a mét phan tl cla trwéng nhj phan GF(2/td-sizey Guoc i Iy
nhu mét xau field_size bit. Tat ca cac hé sb dugc ndi lai dé tao ra xau bit P dwoc mé ta nhw sau. Do
do, kich thude P la:

system_length=(n+m)*(n*(n+3)/2+1) " field_size
Néu field_size > 1 hodc
system_length=(n+m)* (n*(n+1)/2 + 1) * field_size

véi field_size = 1, trong do n = state_length / field_size and m = block_length I field_size twong trng la
sb lwong cac phan t trwdmg c6 trong trang thai bé tao bit ng&u nhién tat dinh va mét khéi dau ra duoc
tao bdi Evaluate_MQ (...).

Cac hé sb clia mot phwong trinh bac hai duec ndi theo thiy t tir dién véi bac gidm dan. Cu thé, hé so
ctia don thire x,x, xudt hién dAu tién, tiép theo 1a x,x, va van van, dén hé sb x,x,. Hé sb cia don thie
x,%; Xudt hién tiép theo, sau d6 13 x,x; va van van, cho dén cubi cing dat duwoc hé sb béc hai la
Xn—1Xn. Sau A6 cac hé sb tuyén tinh xudt hién, bt diu v&i hé sbé clia don thire x, va két thic bang hé
s6 x,,. Khi field_size = 1, cac hé sb tuyén tinh dwoc bd qua vi dw thir cac hé sé béc hai ¢ dang x;x; =
x;. Chudi két thuc véi hé sb khong dbi clia phuwrong trinh bac hai.

Cac hé sé clia hé phuong trinh bac hai dugc ghép ndi theo thir ty tudn tw, bat ddu véi cac hé sb cua
phwong trinh dau tién va két thuc voi phwong trinh thte (n 4 m). Két qua 1a xau system_length bit dang
tham sé hé P.

C.5.2.5 Lwa chon hé cac phwong trinh bac hai da bién phii hop

Ton tai cac trwéng hop yéu clia he cac phwong trinh bac hai da bién. Bac clia mét phwong trinh bac
hai [ cap clia ma tran véi dau vao a;; 1 hé s6 cla don thire x;x; trong phuwong trinh bac hai véi i #fva
bang 0 v&i i =j. DAu ra clia mot phirong trinh béac hai bac thap cé do chéch tiém cén 0. Tuong tw, néu
mot td hop tuyén tinh ctia cac phwong trinh bac hai cé bac thap, thi dau ra cla cac phwong trinh bac
hai d6 co twong quan theo nghfa 1a mét td hop tuyén tinh cla dau ra c6 @4 chéch tiém can 0.

Viéc lwa chon ngéu nhién hé cac phuong trinh bac hai st dung trong mét trudng hop ctia MQ_DRBG
(...) c6 dac tinh Ia khdng phwong trinh bac hai hodc té hop tuyén tinh clia phwong trinh béac hai trong
sb thap co bac thdp. Didu nay dwoc thue hién bang cach Iay cac gia tri min_rank va max_weight ti
bang C.7 va kiém tra theo hai tiéu chudn sau:

1. Tat ca cac phwong trinh bac hai da bién ¢6 bac it nhat bang min_rank, va

2. Tbng ciia tat ca cac phwong trinh bac hai da bién véi max_weight cao nhét c6 bac it nhat bang
min_rank.

Bang C.7 ~ Hé lwa chon cac tham sb dwa trén requested_strength va requested_block_length

requested_strength requested_block_length
1-112 113-128 129-192 183-256
1-80 min_rank = 106 min_rank = 30 min_rank = 30 min_rank = 30
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max_weight = 4

max_weight = 5

max_weight =5

max_weight = 5

81-112 min_rank = 114 min_rank =122 min_rank = 44 min_rank =60
' max_weight = 4 max_weight = 4 max_weight =5 max_weight = 5

113 - 128 ERROR min_rank =122 min_rank = 60 min_rank =60
max_weight = 4 max_weight = 5 max_weight = 5
129 - 192 ERROR ERROR min_rank = 192 min_rank = 124
max_weight = 4 max_weight = 4
193 - 256 ERROR ERROR ERROR min_rank = 264

max_weight = 4
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Phuluc D
(quy dinh)

M&i mo-dun cb dang n=pq v&i p=2p, +1,9=2q; +1

(Ig(n)/2 = 1) bit.

D.1.2 M&-dun méac dinh n kich thwéc 1024 bit

Hing sé cu thé cho (rng dung
D.1 Md-dun mac dinh cho MS_DRBG (...)
D.1.1 Gi&i thiéu vé mo-dun mic dinh MS_DRBG (...)

Gia trj & co s6 thap luc phan clia mé-dun n 1&;

bé66fbfda fbac2fd8 2ebl3dcd 4fal70ff c9f7cTb5
b421b158 0753£304 a671££f8b 55dd8abf b53d3lab
el26d771 a6leca54 e62bfdb5 85¢311b0 58eScd3f
d0355aal 55d4d912 6140dcfa b9b03£62 a5032d06

D.1.3 Mo-dun mac dinh n kich thwéc 2048 bit

Gia trj & co sb thap luc phan cta mé-dun n |a:

clla0lf2
905b06f4
4£8bla6é
5b9299%bb
1973e36c
e7lbdOba
2d036el3
3b486d74

D.1.4 Mé-dun méc dinh n kich thwéc 3072 bit

5daf396a
1fédd7ab
96661e40
ccabidee
1fb13086
b9b269c3
0e07e233
371a20fc

a927157b
1b3a2¢l2
7d3043ec
435a2251
d9231b6b
9a7a827a
06a39bl8
3e2ldbce

af6fs504f
17414415
dl02312¢6
ad0765d4
825a8495
41311ffa
dble8efe
Ted0e797

Gia trj & co sb thap luc phan clia md-dun n 1&:

ce046bab
cab8022e
c3d0£f5b5
a7024447
2d7d21e8
d5c9%p779
17ee05b4
04d98f8a
4fc2d650
fde3bZeb
6cld7d06
4740a485

D.1.5 Mé-dun mac dinh n kich thwéc 7680 bit

8beaalbl
S5bc4246f
f3776cl4
¢cbl55adc
c90453co6
b2078496
1059168f
96bfafs5s
d51fleld3
837bf0da
£8c1410e
e27138bd

c468a%a7
75dagd26
0a901b£7
4b77dd24
9ac63143
7d374£02
b5c5e2a3l
55al12£81
£5£d7631
94824687
2bbb573a
d5£02522

dda34ded
03dag021l
73ae3113
fafe069d
401deb35
OébBafbf
bbc2féce
5561b401
cad5914£f
04247%a3
Qe27B8e7a
09bcf005

Gid trj & co sé thap luc phan clia mé-dun n 1a:
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78cha324
070c9da5
5d8ealdl
9d29db2e
4balfbca
4470140¢
644168880
5ead4453

21398c¢73
41chdll2
35d0470e
5b5ccd94
e456ea2f
678d7£5¢F
3b43bdl4
63f3a50e
fefeb2al
04147399
daa600£f3
6640alb3

trong d6 p; va q; 1a cic s6 nguyén to

1d55b214
alad742f
aab758a5
53648574

57b58ceb
24734ada
81lcf23ch
f5abalel
feaBddea
8be509fe
8lac3673
cdleld32

020837c¢7
835e6bdb
da9lbd42
B6e9febl
6dae76f9
36c3d8de
56eebdd5
alelba3e
be55pb997
2d8l4a3a
2577030e
bldd%7ad

4cc2257b
21857acf
e2896849
0°988£384

£74851af
2fel7af5s
dd3dec9e
279aeb5f
77a9£852
5dbd3%e3
2b4091f6
28185204

d2a4042b
57ed799%e
dbacé62la
c5081190
2df80328
c%e55¢28
70ffeble
3f5cdddd
5f6566bb
TbeTbec3d
95b73dd8
7cl87e04

29df3f62
814af3fl
becldd5l
27£35885

42385¢ccT
e600aefa
b3fce204
6899fe48
£f86915a4
ec8l6066
63690403
59896571

dd9a7628
28d6£fad9
cdd324e2
abb24f54
b48f7962
Tcebce68
5a7023a9
aldb275c
47276276
06992df6
96b65£98
01baBlid



be0deldl
cddB52ee
0alafe3z
Saddl7ed
f36c9d0e

lc26a32b
6ada3034
59e74elc
c2dacaff
7a56abl12
9aal3abf
d5a0fd3e
b60f92cd
42a53619
b0b648c7
555e6656
83d1lbdb4
a62delld
4ce2b855
579d4as2
65f62b80
6824e200
87705434
9627157
becef003d
dl5£554a
2129%afbe
026ea2ld
Obcbalal
92bflbal

fcd675b4
BeScc001
0f8d743e
19046ac3
28695216

ed7a6649
3e2e378b
2303237¢
0d0f531e
cc2cb047
09cfci22
9886adaf
b497928f
0dll5e3a
eb8bldef
efB8%afec
6facee26
33e850b3
0dd5660f
95debl0c
63ccdbed
0b3d4b£7
lcéd76b2
eb771b2a
c389c944
fl3bbalz
a3b3az282
0293013
a9cecdib
ced0172e

ff9lelcd
b0d52165
Tdbef12e
e92bed7e
32fcf527

bf550%9ef
ec972615
ab9b312f
5¢c592014
86a04860
96998£f05b
eéced2ac
b157bfdé
28991b60
fdéeb5e2?
c60clfs0
0c0cd133
d9952155
fef89£f13
71745048
8d1993bf
c215af3a
eal7917e
laZ2féf8Ba
5fede2c?
aab4£9dz
8c2%9blba
b1950838
8109b148
6312e9£8

3e667£51
91dfde97
8fe2f7b9
4e9f6bd3
758031a3

bf%b723b
469347f£2
50c6flde
d16707eb
0£99bde62
1d7e2810
427a2cce
£632290d
ba5dd7ba
07646e72
3142d44b
fdbe2f8e
be3fbalsg
6705517b
192b97£3
5p945644
0806cadl
ec8eB7£0
céabficl
754da965
7896499c¢
TaSecfle
eb43b2f8
1£f6lddd2
715f9%eab

031cbhb4do
1cfa37ab
ac883a4dl
f849d1éd
5bbb2b5a

d005d0d8
cbf3e786
a277d619
8eff9ebf
5¢c242d0b
66d949%ea
£77d1dcé
a%b10214
e925a821
dd4e6d2b
14ce7£f7b
19cffadl
433eb7f1
9f£97349d
c3f2ef96l
b8622571
4a286f3d
64baelel
382a8826
bl3e60ab
8f05chce
f£f69%e3cd
a2bl4cad
342570de
3clc8b29

D.1.6 M6-dun méc dinh n kich thwéc 15360 bit

Gid tr] & co 6 thap luc phan cla mé-dun n la:

b43ba893
3af3dbof
7£3£0171
e5c3eaad
dledee3é
99940059
90eB82adb
ddee0adf
0c5dddeT
8dlcl31s
5¢1d9e59
55536097
036eec2e
a6113e97
663bb89%a
442790ad

32383bdd
ef2chabb
446cead’
d1692033
6£3c025b
4fcB8f265
34£27207
faBl19754
3aaf680e
03abbala
888B9ccha
cdad57al
21e2c50f
8320£f0c4
7£2888a3
79c2a8eb

52¢9337c
fa5d581d
22aBafb2
b0c0defd
532b0c81
aacacTe7
9b9870£5
Ocabd97c
1375£f9¢cl
442d7e52
96e34c7h
cbfcd9e2
0cB85a3bs
3ca7%aa3
2b3b6137
089fb32a

660b52b3
0167d869
443c99%e5
d347d095
6f91d4e3
683d£f781
£3£5d439
t76fe76e
6725547¢F
lddfOadc
78ca7l102
b2b43165
a7c85¢cch
187d5ded
Sb3d4ldce
29023a78

8fla%4f4
alc42103
3c2f02eb
cdf38214
2587514c¢
0£939c05
61b7b421
30452360
707aa3ea
70fc941e
6bl9624c
bdf2a7az
844130a5
23df08a3
de3737c0
08fdecBd

d3cc9441
5£59b3b3
e6350347
012e7c¢3d
dl080aéd

Teaelfeb
6697e719
9¢5dd596
2laef6lc
Qac01l07a
77346264
638b8012
8ldeea’s
Bcfl1390
£52100eb
1628563b
alf94b02
d36£9130
1de2970d
b8ed3188
c26c4lab
ad2bfl6e
£74b6810
54c05309
66e15703
cc3992b9
38c¢c51bbe
fa37b302
eblodbl?2
9f0fdlse

le6cOeaf
14a778c2
9f00515¢e
d81bl872
fcee3ada
£a440989
633baca¥
bed45a%ad
5528e966
bébéda7a
66££1291
8fedf53f
9b76d533
6dc4d077
3491dd55
ee82dbdb
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dbc56305
a20485df
94fcclBd
640081a4
029d3426

657cb40a
451802a9
clealfcl
7daBf071
256cd091
716794a5
4dbc993d
dd7fcdad
Tc2dc96a
3cl0%ccs
bb01753f
b248cc2d
50£3751b
aflddgbil
3880cc33
879h2c28
3235d95e
€9d91b74
blba6693
4eldfafo
c04bf229
c45ecla¥
8050808¢c
00d41beec
6503cdle

9178504e
£653£626
23546¢cO
1b357b58
02cb2918
df63ldcf
5e89dbcl
edbd4bléb
86b40837
25cd7118
7d664e36
9flcc688
0989¢c434
afa71330
2f60e509
ce3b0edl

eaefbcc3
1la73d42b
ed47eldbb
a626d304
281b23ce

edda922e
elebcddf
efaB2fde
55ed48c47
decd%a80
6459206f
eaB3b7ee
342ff86f
57734db8
1bb0c456
00deb58ct
b3362885
798d58c4
546alfb3
eb574d99
c5lecd8d
9ca42fdb
ed0bdlze
aB392047
93b72%aa
16015797
ccZb4edb
beae9237
40032707
b25£5d11

20a38777
4ccl938d
7107ef2c
c61013bf
34ceald2?
dd76383a
97cd2del
4746978
55¢13£02
fe67dcaz
celaf8l26
66132907
acf86764
0422762¢
21lc66e29
ffcefada
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bbc0cY%ad
45£89763
de%al3dé
e97dcbh7a
c3f7a807
b090b£20
1543fd1ld
9a999dch
a4163507

5b1d63d8
4el26e89
55a5£275
Tb360bed
a%2b7723
cccbhd8d2
e%a%e2dl
1399¢cb25
22344b86
1c312c33
d8£600be
b4133826
cBeca3ib
16blcf09
4908c59¢
2cdb4ase
5459d3f9
a3461457
89365cch
557del23
2a97a3ac
d9c5b3ee
3f£7b0eb
fc32cfaf
a3B37ce8
540f£957
63ceaB32
h918f18d
cef3875f
5d37e133
623907al
adeb5340d
4d689980
bchc22d2
1fc358a3
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5495£960
2947bd8f
b310ba76
8¢db771b
587d7dbb
8al0bdb3
ddaldc71
3cdfae3s
alb0081b

7a8b%fal
2eelc8le
4¢c35942¢
15a3dbf?
Z26daeedc
b00cf20d
df8cl055
eBeldzc2
Sadeb098
bfa3d7fb
fbd156£5
b6b9090d
8fbf0af2
5dec9401
B03afd7a
e24613f6
b7ell7a3
d7£31907
7d238657
281fbba3
9d083dd4
13accB840
0132dc71
cB87e3f9a
5f%ddcee
4746£65e
bdcallba
48e7c0%d
47b17%e2
d308b288
65b43490
bd024%51b
3db404a3
4edfd9%da
B1177£45

87730739
lddffd2a
d48528f£9
4734030a
80d5a873
7f66bp3£3
c6386£98
364acefd
fOcab8e8

faf26fac
eadb3ldc
59918798
fc03b£f37
25870929
1b2d5eet
2d4b7dle
b39%cchae
326797c9
TcBdad8l
70f7ee5l
aded56ef
cc887edb
3ca27188
9ddag92c5
6198d04ac
2dc747d1
38chbcfad
ab58ab6f3d
866febdb
74085809
feb£fdSb0
eB60elce
d3£94783
de3517ff
bel7f7a8
2ad5040a
6406acfe
3dc07ble
e72fd746
edeeddd?
de2££377
3636c4£f5
£737826fF
aa7dlccH

6275a3ec
Te865dea
dcfe7ea?
elea98eb
b54e37dc
e52524f¢6
98%aec363
93aaaf%le
d0aba749

b81508b3
27d55b96
32fc3b2c
37d3ef7b
2d7ebeb4
B26bbb23
déi8lbaz
£527a7c2
e08£f7b8b
7daldb87
1£6091c9
90864740
£147770c
34afddfb
61838e55
28866e3e
60e63688
60621b65
ba964324
3fdb7edc
26bdebald
eab5lc2a
33ee6l2e
££5d40330
g60fechkc
a0442d5b
06e81b64
c97b3f7d
e76fcdc?
d3fdebdd
ffdecbBe
3ledfac?
bBf2le22
de218fc3
c3ddde3s

570f6a48
f15£f01c
2b70b396
bd77efd?2
6897103e
achddezb
738071ed
leee30d?
33daka79

1c268£f4
b2435255
45498£22
e0730e8b
ab4b2311
cc9lbael
a2d46£10
546a3001
83774721
b0ef9b66
8b3a99df
2e9cfi30
T7fate8b
12958a6b
436a57ae
90fbb625
640blces
5b81097b
d7517993
cd93elad
2785018b
6c9dedfc
8f7£3738
e656561f
£0461£58
565176¢0
£941854b
3cdaaafc
518d05f£6
75cc0308
e0e33Baz
d7211cod
631bb3%a
8ef8bBal
2d3e80ec

834b929%9
be2£540£
e7059d39
e6712fdd
2e236087
54dcfad?
28c02d43
838aa667
1f4078fc

4£a2006a
90ad7cf?
69f8efdl
d6ad9148
17a5527d
Sabéteeec
4834adac
437101d6
e512298d
97038700
2ab901d?
538£56%¢c
abfd7665
Obldc5ec
ca%adal’
6ecde710
40763276
bc2c5bhia
aceB5259
e63d3f06
38150d2e
0373%4a4
5245¢cchf
313¢7190
£1£9d02e
13767556
576d951f
efefl’az
82206719
ebled 040
blbeBcae
925£309f
b204cdef
c630c0fd
f43e6059

20aefbab
3111d569
4819112b
e60e20f8
Oaeeld5l
a%fcl8dsh
8c550159
3123aedé6
09216ba?7

e3a6d9cit
013c9a3e
4fcab2eb
d25d68e5
dc5c08d8
7db11536
cfdbcaab
21430¢3b
63¢c9db31l
16d2d9%3c
01l17cS57a
cc918854
5cedd139
11£76e6c
33cdb8ee
52822992
61d74565
8c573b3a
eB8a36173
840dbb5f
948489dc
33eaf90a
dlfebdcO
4cde26f]
29%eb92fe
520644aa
247f3c4d
37088d93
27a7£f54c
2eab3331
£756328f
221dc863
d8cl77b6
f2e72bc’
efeSfacc

c9cledca
87352a%a
9b30786e
41cd0d21
14c£0800
69a37ced
241b3086
108e24cf
3c03a443

29d79a20
ade6d4152d
065f%al0b
9da78b2c
5a7d030a
32020567
25592eb2
32£10840
89977dd97
62daBcce
20840f24
46eaefdl
cd9be25¢c
S5aeb%azb
dlfads8l?
7348c007
e521dcO
6b5aB8134
3729594b
9d0650e2
6462638b
518e881f5
68212203
269348e8
eb7d236a
lecd925c
ded24612
ced3bada
alle7163
24073131
6d0cllad
fcSdeceec
b1046a23
c5940102
£5614119
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Phu luc E
(tham khao)
Vi du vé bd tao bit ngiu nhién bat dinh

E.1 Vi du tung déng xu dién hinh
E.1.1 Tdng quan

Vi dy vé bd tao bit ngdu nhién bat dinh nay duge xem 1 minh hoa cho mét sé nhung khang phai la tat
ca cac yéu cau doi véi thiét ké clia mot bé tao bit ngau nhién bat dinh.

Doi v&i mét s6 (rng dung, can tao ra céc bit ngau nhién bat dinh ma khéng can st dung mét bé tao bit
ngéu nhién bat dinh day a0 chirc nang. Vi viéc tung déng xu thwdng duwgc coi la mé hinh tripe quan tiéu
chuén cho viéc tao bit ngau nhién va dwéi cac gia thiét kha don gian, viéc bd sung mét sb xir ly sau
dira trén toan hoc dbi véi két qua tung dong xu sé tra vé két qua dau ra nhi phan hoan toan doc lap va
khdng chéch. Tiéu chudn nay cho phép tao ra cac bit ngdu nhién bang cach st dung qua trinh tung
ddng xu. Trtr khi chi cAn mét sb bit ngau nhién twong ddi nhd, qua trinh nhw vay sé khong kha thi. Tuy
nhién, cé thé ¢ trudng hop ma phirong phap nay 12 phl hop; vi du: qua trinh tao khéng thwang xuyén
cac mam twong dbi ngan cho mét bd tao bit ngau nhién tat dinh.

Tiéu chudn nay d& xuat mét bo tao bit ngiu nhién bat dinh yéu ciu bao gdm cac thanh phan va chirc
nang khac nhau cé hiéu qua v&i bd tao bit ngdu nhién bat dinh hoat ddng cling véi mét hodc nhiéu
nguén bat dinh. Cac thanh phan nay duoc thiét ké dé tao ra mot qua trinh khéng chi tac ra cac bit
khéng chéch va ddc 1ap, ma con chiu dwoc nhiéu tinh hudng ¢6 hai khac thong qua viéc bao gdm céc
co' ché va twong tac an toan gitra cac thanh phan. Tuy nhién, bd tao bit ngau nhién dira trén viéc tung
déng xu dién hinh droc mé ta & day khdng truc tiép lam theo phwong phap nay. Co thé 1ap luan réang
trong trwdng hop bo tao bit ngau nhién bat dinh dira trén viéc tung dong xu 1a thich hop, cac muc tiéu
dwoc dap (ng bdi cac thanh phan bd tao bit ngdu nhién bat dinh nay ré rang 1a khang cén thiét vi mai
tredng hodc dugc thda man thdng qua cac bwde thl tuc nhat dinh trong qué trinh tung dong xu. Cac
bwée tung ddng xu dwec md ta trong phy luc nay 1a mét bé tao bit ngdu nhién bét dinh dién hinh. Muc
sau day quy dinh mét quy trinh cho b tao bit ngau nhién bat dinh dya trén viéc tung ddng xu.

E.1.2 M6 ta qua trinh co ban

Theo tiéu chuan nay, bd tao bit ngau nhién bat dinh dya trén viéc tung ddng xu cho phép mét ngudi
lién tuc tung ddng xu, gan mét mat ctia ddng xu cho két qua “0" va mit kia cta déng xu cho két qua “1”
va thirc hién qua trinh khéng chéch Peres trén chudi dau ra két qua (xem E.1.5 d& biét mé ta chi tiét vé
qua trinh khong chéch Peres). Gia st réng két qua tung ddng xu la doc lap va phan bd déu (nhung
khéng nhét thiét 1a khdng chéch), qua trinh khéng chéch Peres dwoc biét 1a tao ra dau ra khong chéch
véi s6 bit dau ra dwoc tao ra gan bang véi do bat dinh Shannon trong chudi tung ddng xu.

E.1.3 M&i quan hé gitra cac thanh phan b tao bit ngdu nhién bt dinh co ban

B9 tao bit ngau nhién bat dinh dya trén tung ddng xu dién hinh dwoc chip nhan 1a mét bo tao bit ngéu
nhién bét dinh. Su twong (ng gitba cac tinh nang clia bd tao bit ng3u nhién bat dinh dién hinh nay va
céc tinh ndng ctia mé hinh chirc ndng bd tao bit ngau nhién bat dinh nhw sau:

1. Ngubn bét dinh chinh: Mét ddng xu. Luu ¥ ring do qua trinh khong chéch Peres, déng xu khéng
b&t budc phai hoan toan khdng chéch, méc di gia dinh rdng moi d6 chéch 1a ¢ dinh.

2. Céc du vao bd sung: Mét hodc nhieu déng xu bd sung duoc stk dung dé tang sw dam bao hoac
tin twdng gitra nhiéu bén.

3. Trang théi bén trong: Cac gia trj trong mdi thanh ghi va bién dwoc str dung dé thyee hién qua trinh
khang chéch Peres.
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4. Ham chuyén ddi trang thai bén trong: Ham st dung qua trinh khéng chéch Peres dé cap nhat ni
dung clia méi gia tri trung gian d& dap tng cho mai Ian tung thém ddng xu.

5. Ham tao dau ra: Hoat dong thu thap cac bit khdng chéch két qua tir qua trinh khong chéch Peres
va glri ching dén (ng dung yéu cau. Néu st» dung mét qua trinh phirc tap hon sir dung nhiéu
ddng xu, ham tao dau ra cling c6 thé bao gdm XOR nhiéu dong dau ra véi nhau.

6. Kiém tra chit lwong: Kiém tra théng ké trén cac mau tung ddng xu. Kiém tra chét lwong ciing co
thé bao gom viéc str dung mot ngudi quan sat dé quan sat qua trinh tung ddng xu va qua trinh
khdong chéch Peres.

E.1.4 Bién thé tuy chon

Tuy thudc vao tinh sin sang clia tai nguyén tinh toan, cé thé mé rong bd tao bit ngiu nhién bat dinh
dwa trén tung dong xu co ban dé cung cap sy tin twdng gitra mét s6 bén. Vi du, néu mét sb bén tham
gia c6 mot phan trong du ra ngdu nhién dugc tao ra, c¢6 thé khdng chap nhan cho mét bén tham gia
¢6 trach nhiém duy nhét vé viéc tung déng xu, d&c biét néu nhirng bén tham gia & cac vj tri vat Iy khac
nhau va khdng thé quan sat viéc tung ddng xu. Qua trinh sau tao ra mét chudi nhi phan ngdu nhién
gdm N bit (N 1a mot s6 nguyén dwong bat ky) voi dac tinh khéng c6 bén tham gia nao hoac lién minh
nao c thé anh hudng bat loi dén két qua cudi cing va bat ky bén tham gia nao mong mudn mdt chudi
ngAu nhién cé thé tin twdng vao tinh nglu nhién cla két qua cudi cung. Qua trinh nay yéu cau méi bén
tham gia co quyén truy cap vao qua trinh thye thi ham bam mat ma ISO/EC dworc phé duyét.

1. MBi bén tham gia P; tao ra mét chudi N bit x; va mét chudi M bit bd sung y; st dung qué trinh tung
déng xu co ban. (Xem binh luan phia dwéi vé gia tri M.)

2. M&i bén tham gia P; tinh toan z; = H[x;||y;], trong d6 H |a ham bam va “||" biéu dién phép ndi, va
gUri z; dén tirng bén tham gia con lai. Diéu nay gan két bén tham gia P; v&i chudi ngéu nhién x;.

3. Mbi bén tham gia P; giri x; va y; cho tirng bén tham gia con lai.

4. Mbi bén tham gia kiém tra gia tri bam clia cac chudi x; va y; ctia tirng bén tham gia con lai, @& dam
bao réng khang ¢6 chudi ngdu nhién x; clia bén tham gia ndo bj thay ddi theo yéu ciu clia bén x;.

5. M&i bén tham gia tinh XOR tht ¢a cac chudi x;. N bit dau tién cla két qua 1& cac bit ngau nhién
dwoc tao ra mét cach dong thuan.

Muc dich ctia M bit bd sung la ngan chan cac bén tham gia bang cach xac dinh cac chudi x; cla cac
bén tham gia khac st¥ dung cac bang tra tinh toan triedrc. Néu khéng cé nhirng gia tri nay, mét kiéu tan
cng nhw vay co thé xay ra néu N dG nhd. Do @6, M phai &l Ién dé khdi phuc mét tién dnh ham bim cé
d6 dai M + N bit 1a khéng kha thi v& mat tinh toan. Lwu v rang bét ky bén tham gia nao ciing c6 thé
dam bam tinh ngau nhién cla dau ra cudi cing ma khéng cén tin twdng vao cac bén tham gia khac.

E.1.5 Qua trinh khong chéch Peres

Mot cach khac dé giai quyét cac van dé tién &n trong viéc cb gang mé phdng bd tao bit ngau nhién Iy
twdng 1a cd géng gidi quyét cac van dé mét cach tryc tiép. John von Neumann d3 kham pha ra mét
qua trinh trich xuat cac bit khéng chéch tir cac bit chéch, tham chi khong can biét vé dd chéch. Phwong
phap nay yéu cau gia dinh rang cac bit 1a dc 1ap va dd chéch la mét hang sb. Gia sl rang mét déng xu
dwoc tung hai lan (trong dé H = mét nglra va T = mat sé&p); gan gia tri 1 néu két qua la HT va gan gia tri
0 néu két qua 1a TH. Néu két qua 1a HH hoac TT, thi bd qua. Phuong phap don gidn nay dv kién s&
mét khodng 4 14n tung déng xu dé tao ra mét bit khong chéch, gid dinh réng déng xu hau nhu khong bi
chéch.

Phuong phap von Neumann da duwec thic hién d& quy (c6 nghia Ia da cap) bdi Yuval Peres [11] dé
trich xuét nhiéu bit khéng chéch hon. Vi dy, cé thé thuc hién mét phép trich xuét bit cAp hai: thay vi loai
bd HH va TT, gan HHTT bang 1 va TTHH bing 0. Do d6, HT-HH-TH-TT-HH-TT-TH 12 két qua cla xau
bit 1000. Cé thé gidi thich nhw sau. HT dwoc gan bang 1; HH bj bd qua; TH dwoc gén bing 0; TT-HH
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khéng bj bé qua nhung dwee gan bang 0 khi trich xuét bit cp 2; TT bj bd qua; va TH duoc gan bang 0.
Diéu nay s& dan dén mét gidi han d& chi cé duy nhat mét 1an xay ra 16i trich xuat cac bit khéng chéch
la khi xau két qua tung dong xu giéng hét nhau.

Mot phurong phap dé khdi tao bd tao bit ngdu nhién bét dinh 1a trung mot dong xu nhiéu lan va s dung
phrong phap khéng chéch Peres d& két ndi dén do bat dinh. Tiéu chudn nay cho phép st dung
phuong phap dé dé thiét 1ap mot gidi han téi da vé do kho can thiét dé khdi tao bd tao bit ngau nhién
tat dinh dung cach.

E.2 Vi du dibt nhiéu gia thuyét

E.2.1 Tong quan

Phu luc nay trinh bay mét vi du Iy thuyét v& mét bd tao bit ngdu nhién bét dinh thod man cac yéu cau
cla tiéu chuén nay. Mé ta nay chi nhdm dwa ra mét y tuwdng chung v& mét mau bd tao bit ngau nhién

bat dinh va khdng bao gbm tat ca théng tin chi tiét can thiét d& xac dinh va thuc thi day d mét bd tao
bit ngau nhién bét dinh dap (rng tiéu chuan nay.

E.2.2 C4u triic chung

B tao bit ngdu nhién bat dinh ndy dwoc thiét ké dé tao ra cac dau ra ngu nhién trong cac khéi 160 bit
béng cach xt¥ Iy d4u ra khéng xac dinh tir mot diét nhiéu. Thiét ké thod man yéu cau vé do manh téi
thidu ctia mét bd tao bit ngu nhién tat dinh dwoc phé duyét trong trwong hep ngudn bét dinh bj hdng
hoén toan (lién quan dén E.2.4 bén dudi). CAu tric tdng thé clia bé tao bit ngiu nhién bat dinh dwoc
minh hoa trong hinh E.1. Trong hinh vé nay, “SHA-1" chi thuat toan bam an toan.

D6i voi mau bé tao bit ngdu nhién bat dinh nay, viéc thuc hién cac thanh phan chirc nang duoc xac
dinh trong muc 8 nhw sau:

1. Ngudn bét dinh chinh: Mét di-6t nhiéu.

2. Nqubdn bét dinh bd sung tuy chon va cac dau vao khac: Chi diéu khién dau vao; khdng co ngudn bét
dinh bd sung.

3. Trang thai bén trong: Thanh ghi 160 bit cho trang thai lam viéc va gia tri kh&i tao SHA-1 160 bit hién
tai la tham sb bi mat. '

4. Ham chuyén ddi trang thai bén trong: Ham bam tiéu chuan SHA-1 clia trang thai lam viéc hién tai
va dau vao ngudn bat dinh bd sung, gia tri khdi tao 12 tham sé bi mat.

5. Ham tao d4u ra: Ham bam tiéu chudn SHA-1 cla trang thai lam viéc tao ra dau ra 160 bit.

6. Kiém tra chét lwvong: Kiém tra véi cau tra 151 32 biét dwoc két hop voi hoat ddng clia cac thanh
phén tat dinh sau khi thay thé cac gia tri thay ddi bang céc gia tri da biét.
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o/ Trang thai lam viéc Diét nhiéu

SHA-1

Hinh E.1 - Vi du v& bd tao bit ngiu nhién bit dinh s dung mét ngudn nhiéu vét Iy dé tao bit
E.2.3 Hoat déng cu thé
E.2.3.1 Ngubn bat dinh

Ngudn bét dinh |2 mét di-6t nhiéu tao ra céac gia tri dién ap ngdu nhién theo phan b chudn cé gia tri
trung binh 6.0 va a8 léch chudn 1.0 khi nhiét do méi tredng ndm trong pham vi thuweng. Trong moi
khoang thoi gian ldy mAu, dién 4p diu ra di-6t dwoc sb hoa va chuyén ddi thanh gia tri bén bit. Bang
E.1 cho thay &nh xa tir dién ap dén cac gia tri s6 héa cling nhu xac suét ctia mi dau ra.

Dir liéu dAu vao ngudn bét dinh cho m&i 1an thay thé trang thai 1am viéc dwgc yéu chu chira it nhat 160
bit 46 bat dinh. D bat dinh H, cla didt nhidu 1a —log, (L1, p?] = 2,84067. Néu chiing ta can clr wdc
lwong d6 bat dinh dwa trén d6 bat dinh H,, thi vi mbi d4u ra diét nhiéu chira 2,84067 bit bat dinh, 160

160 G e
23405?] = 57 bén bit tlr di6t nhiéu,

bit bat dinh yéu cau mot chudi dau ra gbm it nhat [

Tuy nhién, min-entropy cla diét la —log,(max{p;}) = —log,(0,191462) = 2,38487 (mong doi nhé hon
d6 bat dinh H,). Vi sl dung min-entropy lam thuéc do, nén sé yéu cau it nhat [—2—3;1:—;—?] = 68 méu i

diét. BAu vao nay duoc sb hoa va dém thém cho phl hop véi dic diém k¥ thuat clia SHA-1.

Bang E.1 - Danh muc cac gia trj mong dei trong 1000 mau

Dién ap lay mau Xac suét p; Piu ra dwoc sb hda
—o<Z<25 0,000233 0000
25<Z<3 0,001117 0001
322<35 0,004860 0010
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35£Z<4 -1 0,016540 0011
4<Z2<45 0,044057 0100
4572 <5 0,091848 0101
S=Z <85 0,148882 0110
55<Z<6 0,191462 0111
6<Z<65 0,191462 1000
65<Z2<7 0,149882 1001
72Z<75 0,091848 1010
75sZ<8 0,044057 1011
8<Z2<85 0,016540 1100
85<Z<9 0,004860 1101
9<Z<95 0,001117 1110
95<5Z < 0,000233 1441

E.2.3.2 Nhiém vu chinh

Bd tao bit ngdu nhién bat dinh nay gdm hai qua trinh = mét qua trinh nén dwoce goi la “CHURN” thu
thap di liéu ngudn bét dinh va thay thé trang thai bén trong va mot qua trinh dwoc goi la “GENERATE”
tao ra dau ra ngau nhién 80 bit khi dwec yéu cau. “CHURN” chay bt ct khi nao co san tai nguyén bd
vi X y. “GENERATE" chi chay khi dwee goi bdi mét (rng dung yéu cau. Céu triic nay cho phép bo tao
bit ngdu nhién bat dinh tiép tuc tich 1Ty thém anh hwéng tir ngudn bét dinh theo théi gian, thay vi chi
dwa vao mirc anh hudng clia lweng dé bat dinh téi thidu theo yéu cau cla tiéu chuén nay. Hoat dong
cta “CHURN” va "“GENERATE" dwoc minh hoa béi cac so dd trong hinh E.2.

Nhw minh hoa trong hinh E.2, CHURN hoat déng lién tuc nhw mét qua trinh nén duwoc cho phép bdi hé
théng tdng thé. Can thirc hién mét vong 13p @& thu thap diu ra bén bit (xem bang E.1) tir dibt nhiéu, lwu
chiing trong b dém dau vao 64 diu ra (256 bit) va thay thé trang thai 1am viéc khi bd dém nay tran,
Ngay khi trang théi lam viéc dau tién dwoc thay thé hoan toan, c& “Ready — sdn sang” duwoc thiét lap
dé chi ra ring bd tao bit ngau nhién bat dinh da san sang dé tao ra dau ra ngau nhién, mac du CHURN
van tiép tuc thu thap cac dau ra ngudn bét dinh bd sung va thay thé trang thai [am viéc. C& “Ready”
dwoc thiét [ap trong qua trinh khdi tao bo tao bit ngdu nhién bét dinh. Lwu ¥ rang dwa vao chwong trinh
hoat dong cua cac nhiém vu hé thong khac, viéc thu thap, lvu bd dém va cap nhat di lidu nay co thé
khong xay ra lién tuc.

115



TCVN 12853 : 2020

CHURN

i

Léy d4u vao didt nhiéu
tiép theo

'

NGi thém vao bd dém dau vao

l

Tang gia tri dém N

GENERATE
|

!

If not READYthen ____ |}
Else

A\

Tao dau ra ngau nhién

v
Thiét lap lai Nvé 0

l

If V"< 64 then Thiét lap c& READY béng False

Elie l

Thay thé trang thai 1am viéc Thoét

l

Thiéttap lai Nvé 0

l

Thiét 1ap c& READY bang TRUE

_—

Hinh E.2 - Lwu db logic cho cac nhiém vu bo tao bit ngiu nhién bat dinh CHURN va GENERATE

Nhw minh hoa trong hinh E.2, hoat dong GENERATE nhan cac yéu cu dau ra ngu nhién tr (ng
dung. Khi trng dung y&u clu, tredc tién GENERATE kiém tra c& “Ready” d& dam bao réng trang thai
lam viéc chira di d6 bat dinh. Néu c& “Ready” khéng duoc thiét iap, GENERATE doi cho dén khi
CHURN thiét 1ap c& cho biét G6 bAt dinh dAy dl trong trang thai lam viéc. Néu c& "Ready” duoc thiét
lap, GENERATE sl dung trang thai bén trong hién tai dé tao ra mét dau ra ngau nhién 80 bit.
GENERATE hoan thanh bang st dung SHA-1 @& bam ndi dung clia frang thai lam viéc va trinh xuat 80
bit c6 trong sé cao trong két qua dAu ra ham bam 160 bit chinh 1a 80 bit Gau ra ng&u nhién.

E.2.3.3 Nhiém vu hé tror

Ngoai hai nhiém vu chinh CHURN va GENERATE, b0 tao bit ngau nhién bat dinh nay cling ¢4 hai qua
trinh bé sung d& thwc hién cac ham hd tro can thiét. Dau tién 1a qua trinh duoc goi 1a “START” chay
mét 1an khi bt dau mét phién bat ngudn, khéi tao bé tao bit ngdu nhién bét dinh bang cach thiét 1ap
cac bién can thiét cho trang thai khai tao va néu can thiét thi tao mét tham sd bi mat khéi tao. Thir hai
la qua trinh dwere goi 1a “SEFTTEST” chay trong qua trinh khdi dong ngudn, trong khodng thoi gian 24
gi® trong mot phién hoat dong va bat clr khi nao ngudi diing yéu cau, thwe hién mét tap cac phép kiém
tra chat lwong @i véi bd tao bit ng&u nhién bat dinh.

Nhiém vy START bat ddu bang cach goi SEFTTEST dé the hién kiém tra chat lwong. START thiét 1ap
gia trj ¥ 1am khéa bi mat (dé khdi déng ban dau) hodc dé Iwu trang thai lam viéc néu b tao bit ngiu
nhién bat dinh tiép tuc hoat déng.

Nhiém vy SELFTEST thuc hién mot tap cac phép kiém tra chét lwong trong khi khdi dong ngudn, trong
khoang thoi gian 24 gie trong mét phién hoat déng va bat cir khi nao ngwdi ding yéu cdu. Thong tin
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chi tiét vé cac phép kidm tra cé trong 8.8 va bao gdm kiém tra v&i cau trd 16i da biét dbi véi cac thanh
phan tat dinh, cac phép kiém tra théng ké déi véi ngudn bat dinh va cac phép kiém tra thong ké déi véi
dau ra ngau nhién ctia bd tao bit ngdu nhién bat dinh.

E.2.3.4 Kiém tra chat lweng cy thé

B tao bit ngAu nhién bat dinh nay thire hién mot tap cac phép kiém tra chat lvong trong qua trinh khai
ddng ngudn va tai céc khodng thoi gian trong mét phién khdi dong. Cac phép kiém tra nhw sau;

1.

Kiém tra chat lwong ddi v&i cac thanh phan tat dinh bao gdm mét bai kiém tra v&i cau tra 107 da
biét tdng thé ddi v&i toan bd bé tao bit ngiu nhién bt dinh. Diéu nay yéu cau thiét lap gia tri khdi
tao SHA-1 bang mot gia tri 160 bit xac dinh trdc va trang thai 1am viéc bang mot gia tri 160 bit xac
dinh tredc va thay thé cac gia tri 64 bon bit tir diét nhiéu bang mot gia tri 256 bit xac dinh truoc.
Sau d6, bd tao bit ngau nhién bat dinh tac ra dau ra 80 bit st dung cac bwéc twong tw nhw hoat
déng binh thwong. Bau ra két qua dwoc so sanh voi gia tri tién xac dinh va khai bao mét 16i néu
khéng trung.

C6 hai phép kiém tra chat lwong déi véi ngudn bat dinh nay, dwoc thiét ké dé cé xac suét 13i loai 1
xap xi bdng 10~* hodc nhd hon. Phép dau tién bao gbm mau N = 1000 dau ra, dém sb 0, 1a sb lan
xuat hién clia 16 d4u ra co thé va thic hién phép kiém tra “suw phu hop” ¥2 ddi véi két qua. Vi quy
tac chung yéu cau sbé lweng di kién téi thiéu bang nam trong mdi danh muc, két hop ba triong
hop dau ra dau tién voi ba trueéng hop dau ra cudi cling vao tirng danh muc két hop, téng cong co
12 danh muc. Xac sudt dau ra va s luong du kién E; co trong bang E.2. Thong ké xf, =

- 2 £ £ " - - ’ X
}31‘—"—1;? c6 phan bé x? véi mudi mot bac tw do khi ngudn bét dinh hoat dong chinh xac. Ngudn

bat dinh dwge xac dinh 13 18i khi kiém tra chét luong néu sb liéu thdng ké nay vwot qua 37,4. Phép
kiém tra thi hai tim kiém hanh vi duoc biét |a da ting kha nang khi nhiét d6 ndm ngoai pham vi
cho phép. Tinh trang nay dan dén cac khoang dién ap thudng xuyén & mirc thap cla khodng gia
tri. Phép kiém tra nay s dung ciing mdt mau 1000 du ra va tim kiém cac lan xut hién cla hai
hodc nhiéu d&u ra 0000 lién tiép. Néu mot chudi nhu vay xuat hién trong mau, didu kién 16i sé
duoc khai bao. Luu y rang phép kiém tra nay bd sung cho phép kiém tra dau tién; phép kiém. thir
dau tién tim kiém sy mau thuan chung clia dau ra v&i md hinh théng ké dac trung, trong khi phép
kiém tra th( hai tim kiém mét loai dau ra cu thé da biét ¢6 lién quan dén mot diéu kién 16i da biét.
Mac du kiém tra nay co thé dwoc thirc hién nhu mot phép kiém tra chat lwong tuy chon, ban than
phép kiém tra cd mét qua trinh bat budc dé thye hién nhuw sau:
a) Thu thap va nodi 250 gia trj 80 bit lién tuc (tdng cdng 20000 bit) tir bd tao bit ngau nhién bat
dinh.
b) Thwe hién phép kiém tra don bit, poker, loat va loat dai duoc quy dinh trong 8.8.5.
c) Néu mét phép kiém tra bj I5i, thi diéu kién 16i dwoc khai bao.

Ngoai ra, mdi du ra 80 bit ng&u nhién dwoc tao ra khi hoat ddng binh thudng phai dwoc kiém tra; néu
né tring voi bat clr chudi ndo trong bén chudi gém toan mét, toan khdng hodc xen ké mét va khong thi
diéu kién 16i dwoc khai bao.

Béng E.2 - Danh muc cac gia trj mong dei trong 1000 mau

Danh muc Pau ra dwoc sb hoa S6 lwgng dy kién
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1 0000-0010 6,21

2 0011 16,54

3 0100 44,06

4 0101 91,85

5 0110 149,88
6 0111 191,46
7 1000 191,46
8 1001 149,88
9 1010 91,85

10 1011 44,06

11 1100 16,54

12 1101-1111 6,21

E.2.4 Hau qua ctia thiét ké khong phi hop

Bb tao bit ngdu nhién bét dinh nay duwoc thiét ké dé thda man yéu cau thiét ké khéng kém an toan hon
so v&i mét bd tac bit ngau nhién tat dinh dwoc phé duyét trong trudng hop ngudn bét dinh hoan toan bi
16i theo cach khong thé phat hién duoc hodc bj kiém soat bdi ké tan cong.

E.2.5 Vi du sira ddi

Xem xét vi du dwoc thao luan trong E.2.3.1 dén E.2.3.4 nhung gid s ring dién ap clia dibt nhiéu
khéng duoc s hoa thanh cac gia tri bon bit ma thanh cac gia tri mét bit. Twong tw nhw vi dy ban dau,
xem cac gia tri mot bit nay 1a viéc thwe hién cac bién ngiu nhién cé gia tri nhi phan doc lap. Khong
giéng nhw cac bién ngau nhién trong vi du ban dau, cac bién ngiu nhién twong tng (tly thudce vao diét
nhiéu) ton tai & chéch nhd. Ty thudc vao dd chéch, cac gia tri dwoc sb hda cé thé dwoc sk dung truc
tiép. Ngoai ra, cac cap khong chéng Ian dugc XOR véi nhau hodc 4p dung thuat toan khéng chéch von
Neumann. Phép kiém tra don bit (voi gi¢i han khong chap nhan hop Iy) chinh Ia kiém tra chét lwong
ddi véi dAu ra clia didt nhidu. Cac bit tao ra dwoc lwu trir cho dén khi kiém tra chét Iwong di véi ngudn
bAt dinh dugc théng qua. Sau dé, cac bit co thé dwec xuét ra. (Néu mdt kiém tra chat lwong 16i thi it
nhat cac bit ngdu nhién dwoc lwu trir sé bj xéa.) Gid str thém rang diét nhidu va dau ra cla né duoc
bao vé chong lai ké tan cong tiém nang.

E.3 Vi du chuyén ddng clia con tré chudt

M6t nguén bat dinh trén may tinh c& nhan la chuyén dong ca con trd chudt. Cac chuyén déng cla con
tré chudt co thé duoc 1y mau kha thuwdng xuyén (vi du mét tram I1an méi gidy) va mét sb thudc tinh (vi
du: vi tri hodc van tdc tuyét dbi) co thé dwoc sb hoa va tich 10y nhw dau vao bat dinh cla bd tao bit
ngdu nhién bat dinh (hodc dau vao bd sung cho bd tao bit ngéu nhién tat dinh). Dé lam dwoc diéu nay,
cd mét yéu cu dé mo hinh phan b xac suét clia phép do chuyén déng clia con trd chudt. Mé hinh nay
sé cung cap mot khai niém chap nhan dwoc vé ty 1& do bat dinh ¢ thé mong dei, cling nhw mét
phuwong tién dé do lwong hoat dong dung dan clia ngudn. Ngudn nay phu thude vao hanh vi clia nguoi
duing. Do dé, né co thé thay ddi theo thoi gian khi hoat ddng cla ngwdi dung thay ddi (vi du: thu duoc
d bét dinh I6n hon trong khi lwét web trong thoi gian nghi trua). Su bién ddi theo thdi gian co thé
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dwgc giam thiéu bang cach Iy mAu trong thdi gian dai va tich 10y, hodc bang mét théi quen khéi tao,
nhéc nh& nguwdi ding di chuyén chudt nhiéu hon trong mét khodng théi gian ngén. Tuy nhién, ngudn
bat dinh nay khéng hiru ich trong mqi tinh hudng; dac biét, mot may chl chay khéng co mat con ngudi
tai ban diéu khién sé dem lai nhidu sy lya chon tét hon vé d¢ bat dinh.

Phan mé&m cho phép hé didu hanh giao tiép véi chudt théng qua trinh didu khién con trd chudt. Céng
viéc clia nd 1a tim, diéu khién phan mém giéng nhu mét trinh diéu khién chuét trong khi giao tiép voi
con trd chudt bat clr cach nao nao né can. Trinh diéu khién chudt an théng tin chi tiét v& cach no giao
tiép véi con chudt va con trd chudt tréng nhu thé nao. Gia st rang bd tao bit ngau nhién bt dinh giao
tiép v&i con trd chudt théng qua trinh diéu khién, thang tin vé trinh diéu khién vd cling quan trong trong
viéc xac dinh ty |& d6 bat dinh ctia nguén.,

Don vi co ban d& phat hién chuyén dong ctia con tré chudt dwoc goi ta “mickey”. Théng thwong, mot
mickey & khodng 1/200 inch tuy thudc vao phan cieng clia chudt. Mdt sé phén cirng chudt nhay hon
cac phan cling khéc.

Néu chudt di chuyén nhoé hon mét mickey, thi sé khdng dwoc tinh la mét chuyén déng.
V& co ban co ba loai sdp xép vat Iy d& méc chudt vao mét hé théng:

1. Bus clia con trd chudt moc vao mot s6 dau ndi dén bus hé thdng, co thé doc tin hiéu hién tai tr
chudt. Diéu nay cho phép con tré chudt khdng can bd xtr Iy. Trong mét sb thiét ké, trinh diédu khién
chudt glri yéu cau dén chubt it nhat 30 1an méi gidy. Trong cac thiét ké khac, dau ndi chd dén khi
tin higu tlr chudt thay ddi, sau dé gay ra ngat dé trinh diéu khién chuét co thé doc tir dau néi.

2. Mbt con chudt ndi tiép giao ti€p qua mét sé cdng néi tiép. Trong qua khir cd thé 1a cdng RS232,
nhwng hién nay chudt USB dugc st dung phd bién hon. V& co ban, b xt Iy clia con tré chudt
phat hién chuyén dong va tao ra mét géi, thwong 1a 3-6 byte xac dinh sé lwong mickey da di
chuyén theo hwdng X va Y ké tir goi cudi cling va trang thai ndt ctia né. Chudt ¢ ba nit va nut co
banh xe @& cudn nhanh hon, bao gdm cac byte thira d& gl trang thai bd sung do.

3. Chudt PS/2 hoat ddng tuong tw véi chudt ndi tiép; nd co bd x( Iy riéng va giao tiép véi bd diéu
khién ban phim/chubt trén PC bang cach gli cac goi tin khong ddng bé. Tai liéu da chira rang ty 1é
mau con tré chudt cé thé thap hon 10 mau mdi giay.

Trinh diéu khién chudt theo dbi vi tri con tré chudt, trang thai nt va bat ky sw kién nao khac c6 san. C6
thé thodi mai lam bét cir diéu gi G& ngét tin hiéu chudt, vi du: cho chuét mdt lwveng quan tinh nhét dinh,
Mét s6 trinh diéu khién thyc hién diéu chinh Iam xién céc tin hiéu nhan duec. Vi dy: mét s trinh diéu
khién nhat dinh cho chudt but chi trén may tinh xach tay s& phan hdi ngwoi dung cam dau bén phai
trong vai gidy bang cach khién con trd di chuyén sang trai khi ngudi diing nhad chuét. Cac trinh diéu
khién khac cap nhat vi tri thuwéng xuyén dén murc chic chan xdy ra mot sb ting téc phan mém (tirc 13
trinh diéu khién dang thém vao cac tin hiéu nhan dwoc tir con chudt). VAn dé & day 1a néu cac nha
thiét ké bd tao bit ngiu nhién bat dinh dwa vao trinh diéu khién chudt dé truyén cac chuyén dong cia
chudt st dung [am dé bat dinh, ho can phai biét rang dir liéu c¢é thé duwoc diéu chinh theo mét cach nao
d6 va ho can xay dwng mé hinh dd bét dinh cho phi hop.
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Phuluc F
(tham khao)
Cac lwu y vé an toan
F.1 M6 hinh tan cong

Xac dinh myc tiéu cta ké tn cong 1a mét phan quan trong trong viéc xac dinh cac mé hinh tan céng va
cac mdi de doa khac nhau ma thiét k& clia mét bd tao bit ngdu nhién cb géng gidi quyét. Mo hinh héa
bd tao bit ngau nhién nhi 1a hop clia Kerckhoff, gia thiét rang keé tan cong cé day dd thong tin vé thiét
ké hé mat va biét moi thir ngoai trir thdng tin bi mat chira trong d6. K& tén céng cé cé duge mét loi thé
bang mot hodc nhiéu c4ch sau day:

1. Thu thap théng tin lién quan dén dau ra bi mat/riéng tr mét bd tao bit ngau nhién, vi du: 48 chéch
dé wu tién hoac don gidn héa cac nd lwe doan gia tri.

2. Thu thap théng tin lién quan dén dd bét dinh s dung trong mét bd tao bit ngiu nhién. Bao gém
thong tin lién quan dén mam bi mat dwoc st dung trong mét bé tao bit ngau nhién tat dinh (c6 thé
tiét 16 thong tin vé cac két qua dau ra duo tao ra trwdc d6 va/hoac sp téi) cling nhw kha nang
kiém sodt ngudn bét dinh cla bé tao bit ngdu nhién bat dinh.

3. Thu thap théng tin lién quan dén phan bi mét cla trang thai bén trong trong mét bd tao bit ngau
nhién.

4. Ké tan cong co thé cb géng diéu khién bb tao bit ngau nhién d& gay ra céc hiéu (rng khién cho dau
ra d& dy doan hon hodc 1am gidm dd bat dinh clia dau vao hodc trang thai bén trong.

5. Kha nang khang lai clia b tao bit ngau nhién chéng lai viéc diéu khién phai phi hop véi 6 manh
an toan ma tng dung yéu cau.

CHU THICH Khéng dwoc coi 1a thn cdng néu ké tan cbng co thé phan biét dwgc bj tao bit ngéu nhién chon tir khdng gian
mau ¢d thay thé hodc khong thay thé, nghia 12 xac dinh dau ra l3p ho3c khéng 1&p lai trong cn bac hai kich thwée cla khing
gian mau. Gia st rang ké thong tin biét thong tin nay nhu 1a mét phin cla ban dac ta thiét ké. Nhw da & cap & phén trudre,
cac tin céng can bac hai chl dong dwa vao cac va cham trong trang thai bén trong ¢ thé 1a van dé dbi véi cac (ng dung cd
yéu cau b3o mat cao néu khdng gian trang thai bén trong nhd hon hai lan dé manh an toan mong mubn.

F.2 D6 an toan cia ham bam

D6 manh an toan clia mét ham bam ddi voi cac bé tao bit ngau nhién bang kich thwéc khdi dau ra. Néu
khéng c6 16 hdng do va cham (vi du: ham bam dugc st dung lam mét phan td trong thiét ké b tao bit
ngau nhién) va ham khéng cé nghich ddo thi do manh béng kich thu¢c khoi dau ra. Tuy nhién, CHU
THICH réng khi ham bam duoc st dung lam mét phan i trong mét dich vy mat ma cé kha nang dé bj
va cham thi 3 manh clia dau ra ham bam duoc dénh gia bang mét nira kich thwée clia khéi dau ra
dwa vao nghich ly ngay sinh.

F.3 Lwa chon thuat toan va kich thwédc khoa

F.3.1 Téng quan

Muc nay cung cap hwéng dan cho viée lya chon cac thuat toan va kich thudce khéa phli hop. Nhan
manh tadm quan trong cla viéc co dwoc hé thong mat ma voi cac thuat todn va kich thude khéa phi
hop dé cung cép bdo vé day du cho 1) vong doi dy kién clia hé théng va 2) dir liéu dwoc bao vé bdi hé
thdng d6 trong vang doi dy kién cla di lisu. Ciing bao gém sir can thiét khi lya chon bd tao bit ngiu
nhién thich hop nham hé tro cac thuat toan méat ma.
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F.3.2 B¢ manh thuat toan twong dwong

Céc thuat toan mat ma cung cap cac “dd manh” an toan khac nhau tuy thudc vao thuat toan va kich
thudre khoa sir dung. Hai thuat toan dwoc coi la ¢d d manh béng nhau v&i kich thwéc khoa cho trwée
(X va Y) néu khéi lwgng céng viéc (dwoc tinh bang cac phép toan) cAn dé “pha v& thuat toan" hodc xac
dinh khéa (voi kich thuwéc khoa cho trede) xap xi twong dwong bang cach st dung tai nguyén da cho.
P manh ctia mét thuat toan (cling dwoc goi 1a hé sé hoat déng) doi véi mét kich thudc khoa cho trudie
dwoc dinh nghia 13 lwong cong viéc can thyc hién dé thir tat cac cac khoa ddi véi mét thuat toan ddi
xtrng véi kich thuwée khod 1a "X" ma khéng cé cac tan cong rit gon khac (tire Ia kiu tan cong hiéu qua
nhét @& thx tat ca cac khoa c6 thé). Trong trieong hop nay, kidu tn cdng tét nhét duoc goi 1 tAn cong
vét can. Mot thuat toan cé khoa gom “Y” bit nhwng cé do manh twong dwong véi mot khoa gém “X” bit
cla thuat toan ddi xing d6 dwoc goi 13 cung cAp “X bit an toan” hodc cung cép "dd manh X bit". Mot
thuat toan déi xirng cung cép d6 manh X bit mat trung binh 2X-1T @ tan céng, trong d6 T la théi gian
can dé thyc hién mot phép ma hoa doi véi mot gia tri 1o va so sanh két qua voi gia tri ma twong ng.

Danh gia 46 manh an toan clia mot thuat toan mat ma co thé 1a khong dang ké. Vi dy, xem xét TDEA.
TDEA st dung ba khoa 56 bit (K1, K2 va K3). Néu mdi khoa nay dwec tao ra mdt cach ddc lap, thi duey
cgoi 1a ba ty chon khoa hoac ba khoa TDEA (3TDEA). Tuy nhién, néu K1 va K2 dwoc tao ra mot cach
déc lap, va K3 dwoce dét bang K1, thi goi 1a hai tly chon khoéa hodic hai khda TDEA (2TDEA). Nguwoi ta
c6 thé mong doi rang 3TDEA sé cung cap 56 x 3 = 168 bit @ manh. Tuy nhién, cé mét tn céng vao
3TDEA Idm giam sirc manh cla cdng viéc ¢6 lién quan dén viéc vét can khoa 112 bit. Dbi véi 2TDEA,
néu vét can la tan cong hiéu qua nhat, thi 3 manh clia 2TDEA sé 1a 56 x 2 = 112 bit. Pay chinh 1a
tredng hop ké tan cong chi ¢cd mot vai cép rd va ma twong ng. Tuy nhién, néu ké tan céng cé thé thu
dugc 240 cap nhw vay, thi 2TDEA ¢6 d6 manh xap xi twong duong mét thuat toan 80 bit.

Kich thwéc khoa twong dwong duoc dé xuét trong muc nay dira trén cac danh gia dwoc thuc hién khi
cbng bé tiéu chudn nay. Nhirng tién bd trong cac thuat todn phan tich thira sé nguyén té, tién bg trong
tn céng logarit r&i rac noi chung va tan céng logarit r&i rac trén dwéng cong elliptic va tinh toan lweng
tlr c6 thé anh hwdng dén céc gia tri twong dwong nay trong twong lai. Cac tan cong hoac ki thuat méi,
céi tién co thé dwoc phat trién dé loai bd mat sb thuat toan hién tai khong con an toan. Trong trudng
hop tinh toan lwong tlr, tht cd cac ky thuat bat dbi x(rng co thé khéng con an toan nira. Cac danh gia
dinh ky phai duwoc thire hién dé xac dinh liéu cac gia tri twong dwong da néu cé can duoc slra dbi hay
khong (vi du: kich thwdc khoa phai dwoc tang I1€n) hodc liéu cac thuat toan cd con an toan khéng.

Khi lga chon mét thuat toan mat ma ma khéi (vi dy: AES hodc TDEA), kich thuée khébi cling 1& mdt yéu
t6 cAn dwoc xem xét, vi dd an toan dwoc cung cap phu thuge vao kich thude khdi, sau khodng can bac
hai kich thuére khéi (vi dy 232 khéi dbi véi DES va 264 khéi dbi véi AES) dwge ma héa, thong tin vé ban
16 s& biro i,

Béng F.1 cung cép cac huwdng dan teong dwong cho mét s6 thuat toan mat ma va ham bam.

1. Cot 1 cho biét dd manh an toan (tinh bang bit) dwoc cung cip bdi thuat toan va kich thwdce khoa
trong mét hang cu thé.

2. Cot2cung cAp cac thuat toan khoa déi xirng cung cap mirc dd bao mat dwoc chi dinh (& mie téi
thieu).

3. Cot 3 cung cap cac ham bam tuong dwong dwoce quy dinh cho mie do an toan cho trwde chdng
lai tan cong va cham.

4. Cot 4 cho biét kich thwdc cac tham sé lién quan dén cac tiéu chudn st dung logarit r&i rac va sb
hoc trwdng hivu han, trong dé L la kich thwérc mé-dun p va N la kich thuwée nhom con béc g. L
thwong dwere coi la kich thwde khoa cho thuét toan, mac du L thiee s 1a kich thudc khoa cla khoa
cdng khai va N la kich thwéc khda clia khda bi mat,
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5. C6t 5 xac dinh gia trj cho k (kich thudc mé-dun n) dbi véi thuat todn RSA hodc RW. Gia tri k 13
tham s6 an toan chinh va thudng duwere coi la kich thwée khoa, méc du khéda cdng khai ciing chira
mot sé mi cong khai va khoa bi mat chira (it nhat & mét dang nao d6) mét sé mi bi mat.

6. Cdt 6 xac dinh gia tri clia f (kich thwde cla n, trong d6 n 13 bac cla didm co s& G) dbi véi cac
thuat toan logarit roi rac st dung sé hoc dwéng cong elliptic. Gia tri f Ia tham sé an toan chinh va
thwdng dwerce coi la kich thwée khoa.

Béang F.1 — B9 manh an toan twong dwong

P manh Cac thuat ) Cac ham bam FFC IFC ECC
an t‘o:?an toan khéa doéi {va cham)
(tinh bang bit) xirng

80 TDEA 2 khoa SHA-1 L=1024 k =1024 f =160
N =160

112 TDEA 3 khoa SHA-224 L =2048 k = 2048 f=224
N =224

128 AES-128 SHA-256 L = 3072 k =3072 f =256
N = 256

182 AES-192 SHA-384 L =7680 k = 7680 f =384
N = 384

256 AES-256 SHA-512 L = 15360 k = 15360 f =512
N =512

F.3.3 Lwa chon b tao bit ngau nhién tit dinh phu hop

Cac thuat toan co & manh va kich thudc khda khac nhau c6 thé dwoc s dung cung nhau vi Iy do
hiéu suat, tinh sin sang hodc kha nang twong tac, véi diéu kién phai cung cip s bdo vé day dd. Nhin
chung, thuat toan va kich thwéc khoa yéu nhat dugc st dung dé cung cép bao vé vé mat ma xac dinh
d6 manh clia sw bdo vé. Cac ngoai lé dbi voi quy tic nay yéu cau sy phan tich chuyén sau, Viéc xéac
dinh 66 manh an toan cung cap cho thong tin dwoc bao vé bao gdm phan tich khéng chi dbi voi (cac)
thuat toan va kich thwéc khoa duoc st dung dé ma héa théng tin, ma con ddi véi thuat toan va kich
thwée khda bét ky lién quan dén viéc thiét 1ap (cac) khdéa dwece ding dé bao vé thong tin, bao gom ca
khéa duwoc str dung béi cac bé tao bit ngAu nhién va giao thirc truyén thang.

Théng thudng, mét t chirc sé chon cac dich vu mat ma can thiét cho mét (rng dung cu thé. Sau do,
dira trén vong doi bao mat cla di lidu va sé ndm ma hé thong sé duwoc st dung theo dw doan, mét b
thuat todn va kich thudc khda dwoc chon dU dé dap tng cac yéu ciu nay. Sau do, td chirc thiét 1ap hé
théng quan ly khoa, bao gdm cac san phdm mat ma cung cép céc dich vu theo yéu ciu cla tng dung.

Cac té chirc mua hé théng phai xem xét thoi gain hoat dong tiém ning clia hé thdng. Cac td chirc nén
chon céc thuat toan du kién s& an toan trong toan b thei gian ton tai clia hé théng hodc dam bao réng
thuat toan va kich thwéc khoa co thé dé dang duoc cap nhat,
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F.4 Do an toan cia bd tao bit ngiu nhién tit dinh dya trén ma khéi

Tiéu chudn nay md ta hai b tao bit ngau nhién tat dinh dya trén ma khéi. Mot bd s dung ma khéi &
ché d6 CTR; bd con lai st* dung ma khdi & ché dé OFB. Khdng c¢6 sw khac biét vé a5 an toan thyc té
gitra hai bg tao bit ngau nhién tat dinh nay ; ché dé CTR dam bdo rang chu ky ngan khang xdy ra trong
mét yéu cu dau ra don 18, trong khi dé ché do OFB dam bao ring chu ky ngén sé& xay ra voi xac suét
cuc ky thap. Ché dé OFB doi hdi it gid dinh hon dbi véi ma khéi, nhwng sy an toan cia ca hai bd tao
bit ng&u nhién tat dinh lién quan mat cach don gian va ré rang dén sir an toan clia ma khéi trong
nhitng rng dung cla no.

Pay 1a sy khac biét co' ban gilra céc b tao bit ngdu nhién tat dinh nay véi bo tao bit ngdu nhién tat
dinh dwa trén ham bam, trong d6 s an toan cla bd tao bit ngau nhién tat dinh dwa trén cac dic tinh
gid ngau nhién khéng tao nén mdt phan théng thwdng clia céc yéu cau dbi véi ham bam. Mét tan cong
ddi véi bo tao bit ngau nhién tat dinh dya trén ham bam béat ky khong nhét thiét thé hién mot diém yéu
trong ham bdm; tuy nhién, dbi véi cac céu tric dya trén ma khéi nay, diém yéu clia b tao bit ngau
nhién tat dinh lién quan tryc tiép dén diém yéu trong ma khéi.

Vi khéng c6 sty khac biét vé tinh an toan thuc té gitra hai loai bd tao bit ngau nhién tat dinh dwa trén
ma khéi, lwa chon gitra hai ciu tric hoan toan 13 van dé thuan tién va hiéu suat thwe thi. Qua trinh thire
thi st dung ma khéi & ché dd OFB, CBC hoic CFB dl khéi co thé dé dang dwoc sir dung dé thue thi
céu tric bo tao bit ngdu nhién tat dinh dwa trén OFB; qua trinh thuee thi hd tro ché d6 bo dém cé thé st
dung lai phan clrng hodc phan mém dé thire thi bd tao bit nglu nhién tat dinh & ché do bd dém.

Xét vé hiéu suat, cAu tric & ché dd CTR phl hep hon so voi cdu tric x Iy lién lénh va song song
trong khi @6 cau tric & ché dd OFB lai yéu cau hd tre phan clvng it hon.

F.5 Ngudn bat dinh co diéu kién va ham dan xuit

B0 tao bit ngAu nhién tat dinh dwa trén ma khoi st dung mdt trong hai cach dé khdi tao trang thai bd
tao bit ngau nhién tat dinh trong qua trinh khdi tao va thay mam méi: véi cac xau dau vao dang tuy y
chira mét lwong d6 bat dinh cu thé hodic véi cac xau cé di do bt dinh véi do dai dwoc quy dinh chinh
xac. Cac chudi tuy y bat bude phai st dung mdt ham dan xuat khi khong st dung cac xau co du d6 bt
dinh.

Qua trinh thue thi s& chon cé cung cép cac bit bat dinh co diéu kién hay khong, hodc dé hé tro ham
dan xuét. Day 1a quyét dinh thiét ké hé théng cap cao ; no anh hwdng dén loai ngudn bat dinh dwoc str
dung, s6 cdng hodc kich thudc ma ngudn cla qua trinh thye thi va giao dién ma tng dung phai cé dbi
véi b tao bit ngau nhién tat dinh. Ngoai ra, thiét ké sé cdng rat thap c6 thé str dung cac ngudn bt dinh
phan cirng didu chinh d& dang, vi du nhw mét bd dao déng vong duoc XOR véi nhau, thay vi hé tro xir
ly phike tap d6i v&i cac xau dau vao. Mt khac, qua trinh thye thi b tao bit ngBu nhién tat dinh véi muc
dich chung cé thé can kha nang xt Iy cac xau dau vao tuy ¥ nhw dbi voi cac xau thong tin ca nhan va
d4u vao bd sung; trong tredng hop nay thye thi ham dan xuat cla ma khéi.
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Phu luc G
(tham khao)
Thao luin vé wéc lweng clia do bit dinh

Viéc wée tinh s6 lwong dd bat dinh dwoc tao ra bdi mot ngudn bat dinh 1a mét khia canh quan trong
trong thiét ké bd tao bit ngdu nhién bét dinh déap (ng tiéu chudn nay. Diém bat d4u cho phép tinh nay la
xac dinh mé hinh théng k& mé t3 hoat ddng clia ngudn bat dinh, Véi md hinh nay, lwong dé bat dinh
duoc tao ra béi ngudn bt dinh ¢é thé dwoc wéce tinh bang cach st dung cac ¢ong thire khac nhau.

Phu luc nay tap trung vao hai céng thirc cu thé trong G6 ngudn bat dinh tao ra mét trong n dau ra hoac
chudi du ra cé thé trong mdt khodng thdi gian véi dau ra co thé thir i c6 xac suat 1a p;.

Binh nghia phd bién nhét cla d6 b4t dinh 1a dinh nghia clia Shannon, H = — ¥IL, pilog,p;, httu ich
trong cac bi canh Iy thuyét thang tin khac nhau. Tuy nhién, cac nha nghién clru mat ma da nghién clru
mét ho do dd bét dinh thay thé dwoc goi la 46 bat dinh Rényi, dwgc tham s hoa bdi gia tri o, trong d6
0<a<o (xem [12]). D6 bt dinh Rényi cip a dbi véi phan bd trén dwoc dinh nghia 1a Hy =
ﬁlogz T, pf . Ho nay bao gdm ca dd bét dinh Shannon, vi s dung quy téc I'Hopital, ta c6 mac du

H, khéng xac dinh, gioi han clia Hy khi o tiém can 1 chinh 1a H. Twong tw, cling d& dang thay giéi han
ctia H khi « tiém can o bang —log, (max{p;}), dwec goi 1a 4o bat dinh nhd nhét (min-entropy).

D6 bat dinh Shannon cho biét dd bat dinh trung binh nhwng khéng chi ra gidi han dwéi clia d6 bat dinh,
tirc 12 min-entropy Gé yéu cau mirc d¢ an toan mong muén dat duoc. Cac phép do H, va min-entropy
c6 wu diém cu thé trong phan tich bd tao bit nghu nhién. Déi véi md phan bd cb dinh {p;}, H 'a ham
don diéu giam ddi véi a. Do dé, min-entropy 1a dai lwgng do chinh xac nhat clia dd bat dinh va phyc vy
cho viéc xac dinh mdt wée lwong tredng hop xau nhat cia mau dé bat dinh. Min-entropy cling dua ra
\&i gidi thich quan trong lién quan dén kha nang thanh cong clia ké tAn céng dang cb doan gia trj clia
mdt xau. Gia slr xau duoc tao ra v&i min-entropy la K bit. Diéu nay c6 nghia |a xac suat dé doan ra xau
la 27K, Vi vay, néu ké tan cong thye hién chién Iwge doan téi wu, xac suat thanh cong clia anh ta chi 13
27K Ngoai ra, néu ké tan cong do thirc hién theo chién lwoc téi wu dé thuc hién 2% dy doan (tire 13
anh ta doan nhiéu nhat 2* gia tri) xac suat thanh cong tdi da la 2%-X. Viéc tinh toan do bét dinh c6 diéu
kién dé dang déi véi H, hon ddi véi d6 bat dinh nhé nhat. Dwdi gia dinh cho cac bién ngéu nhién cb gia
tri nhj phan ¢b dinh (dién hinh la cac bd tao bit ngau nhién bat dinh vat Iy), do bat dinh Shannon H; lién
quan chat ché dén khéi lvong cong viéc du kién can thiét dé doan cac chudi bit ngau nhién (40 dai).

Mat khac, H, c6 mbi lién hé tric quan véi ty 1 Iap lai clia mot chudi dau ra c6 phan bé xac suat cho
trrére. Ngoai ra, H, c6 thé dwoc tinh toan hiéu qué bang cach st dung quy trinh thao tac ma tran I3p,
cho tredc mét md hinh Markov hodc Markov &n clia nguén bét dinh.
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Phu luc H
(tham khao)
Sw dam bao cla bd tao bit ngau nhién
Mét bd tao bit ngdu nhién khi dworc trién khai cho myc dich mat ma phai dam bao rang:
 B{ tao bit thiec sy tao ra cac bit ngdu nhién khéng thé dy doan trude véi xac suat Ién hon dang
ké 1/2 ;
+ Bd tao hoat dgng chinh xac véi cac gici han thiét ké ; va
+ Qua trinh thee thi hd tre cac dich vy mat ma du kién theo dd nhay cam cla thang tin.
Mét s6 hinh thike kiém tra qua trinh thye thi bé tao bit ngéu nhién c6 thé dat dugc mirc do bao ddm cu
thé. Kiém tra qua trinh the thi bd tao bit ngau nhién bao gém ca kiém tra xac nhan bdi mot phong thi
nghiém xac minh dgc lap (nghia la phong thi nghiém sé tw thye hién kiém tra), va kiém tra van hanh
(tCrc 14 kiém tra mot bd tao bit ngdu nhién duwgc ty thye hién trong qua trinh hoat dong).

D¢ chinh xac cla viéc thue thi mot bd tao bit ngau nhién dwee xac nhan béi nguwdi thye thi (va deoc
chirng minh théng qua tai liéu) hodc cé thé dwoc xac nhan dé phl hop vei tiéu chudn nay béi phéng
thi nghiém dwgc cong nhan. Viéc xac nhan nhu vay cung cAp mot mirc dé bdo dam cao hon rang bé
tao bit ngdu nhién dwoc thyc thi ding. Thuc hién kiém tra trong qua trinh kiém thir tai phong thi
nghiém ndm ngoai pham vi cla tiéu chauarn nay. Kiém tra hoat dong dwoc thirc hién trong mét bé tao
bit ngdu nhién dé xac dinh réng bé tao bit ngdu nhién tiép tuc hoat dong nhu thiét ké va thye thi. Kiém
tra hoat déng dwoc thwe hién bdi mét bd tao bit ngdu nhién bét dinh va bé tao bit ngau nhién tat dinh
dwoce cung cap trong myc 8 va 9 twong ¢ng.
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Phu luc |
(tham khao)
Ranh gi®i ctia bd tao bit ngau nhién

Céc qua trinh b tao bit ngdu nhién duoc déng géi trong mét ranh gidi bd tao bit ngau nhién. Trang thai
va bat ky dAu vao nao khac dbi voi bd tao bit ngdu nhién sé khéng duoc xuét ra mét cach truec tiép (tire
la khéng co bat ky qua trinh x( Iy va bién ddi ndo cla ham chuyén déi trang thai bén trong) nhung sé
chi tén tai trong ranh giéi b tao bit ngau nhién.

Xem xét vi du vé tirng thiét ké bd tao bit nglu nhién tat dinh trong phy luc C. M3i thiét ké& nay bao gém
mét hodc nhiéu nguyén thly mat ma (vi dy: ham bam). Trong trudng hep nay, ranh gidi bé tao bit ngau
nhién tat dinh dwoc quy dinh dé cam hodc cho phép truy c&p vao nguyén thly mét ma (vi dy: ham
bam) bang cac ham mat ma khac (vi dy: qua trinh tao hodc kiém tra chr ky $6). Trong hinh |1, tat ca
cac ham khac nam ngoai ranh gi¢i bd tao bit ngdu nhién tat dinh. Nguyén thiy méat ma trong ranh gici
bd tao bit ngAu nhién tat dinh khong thé dwoc danh gia béi cac ham ndm ngoai ranh gidi bd tao bit
ngau nhién tat dinh; quan sat INO!! trén cac mii tén nét dit trong hinh. B&i voi vi du nay, ham chir ky
s6 nam ngoai ranh gidi bo tao bit ngdu nhién tat dinh khéng st dung ham bdm cé trong ranh gidi bd
tao bit ngau nhién tat dinh. Trong trwdng hop nay, mdt ham bam riéng biét sé dwoc yéu cau cho ham
chir ky sb.

Thiét ké& trong % bd tao bit ngiu nhién 1a chirc ning duy nhat trong ranh gi¢i b tao bit ngiu nhién
cung cAp mirc 36 bao dam cao hon so voi thiét ké trong @6 cac ham khéc co thé truy cap dén nguyén
thily mat ma ho#c trang thai bén trong clia b tao bit ngéu nhién.

Trong hinh 1.2, cac ham ngoai cac qua trinh clia bd tao bit ngau nhién tat dinh nam trong ranh giéi cla
nd. Thiét ké nay cung cap it sw ddm bao hon so véi thiét ké trong hinh 1.1 vi cac ham khéng phai clia
bé tao bit ngau nhién tat dinh khac co kha nang truy cap dén trang thai bén trong. S dung thiét ké& nay,
nguyén thty mat ma dwoc st dung bdi cac qua trinh clia b tao bit ngau nhién tat dinh ¢6 thé duoc st
dung bdi cac ham mét ma khac trong ranh gi¢i bé tao bit ngau nhién tat dinh (vi dy: trong qua trinh tao
hoac kiém tra chiv ky s8); quan sat cac mai tén nét dit vao va ra tir cac nguyén thdy mat ma cla bé
tao bit ngau nhién tt dinh.

Trong ¢a hai hinh, d4u vao bat dinh dwoc cung cAp tir bén ngoai ranh giéi bd tao bit ngdu nhién, dé
thuan tién chung ta mé ta nhw vay. Thire té, dAu vao bét dinh c6 thé dwoc cung cap tlr bén trong hoac
b&n ngoai ranh gidi b tao bit ngau nhién.

Céc qua trinh bd tao bit ngau nhién dwoc st dung béi cac tng dung phai dwoc thure thi trong ranh gidi
mé-dun mat ma ISO/IEC 19790. Mét ranh gidi bo tao bit ngiu nhién dwoc chira hoan toan trong ranh
gi¢i mé-dun mat méa hodc sé tring véi ranh gidi mo-dun méat ma.
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Ranh gi&i bd tao bit ngdu nhién tat dinh
B;iu vao
bat dinh
> Nguyén thay
matma >
- Cac bit gia
: " ngau nhién
Cac dau vao
bd sung
A
!!|N0i )|
I v

Céc ham mat ma khac

Hinh 1.1 — Ranh gi&i bd tao bit ngiu nhién tét dinh khéng chiva cac ham khac

Ranh gi¢’i bd tao bit ngau nhién tat dinh
Dau vio
bit dinh
" - >
Nguyén thay .
mat ma =
> Cac bit gia
Cac diu vao ngau nhién
b sung
4|
R/
Cac ham mat ma khac

Hinh 1.2 - Ranh gié1i b tao bit ngiu nhién tit dinh chiva cac ham khic
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Phu luc J
(Tham khao)
Ly do thiét ké cac bai kiém tra théng ké
J.1 Téng quan

Co bdn phép kiém tra théng ké xac dinh trong 8.8.5 la cac phép kiém tra chat lwgng dbi véi dau ra
ngau nhién. Bén phép kiém tra nay dwoc thiét ké dé cé xac sudt loai 1 1a 107+, Phy luc nay trinh bay
mét s6 Iy do cho viéc thiét ké cac phép kiém tra thong ke.

J.2 Kiém tra loat

Ngwéng do dai loat 1a 6 trong dinh nghia kiém tra loat duoc 4p dung cho mét chudi 20000 bit Gau ra
ngau nhién. Diéu nay co thé gidi thich nhw sau. S6 1an xuat hién mong doi clia loat d6 dai i trong chudi
n bit ngdu nhién duorc tinh toan bang biéu thirc e; = (n — i + 3)/21*2 (xem [8]). Bang J.1 chi ra ¢; dbi
vOiloatdd daii = 1,2,..,7 véin = 20000.

Bang J.1 — S6 14n xuét hién mong dei cla loat dé dai i

Loat do dai { [e:]
1 2500
2 1250
3 625
4 312
5 156
6 78
7 39

Tir bang J.1, s6 13n xuét hién thuc t& ca loat d6 dai i voi i = 6 c6 thé nhd hon 100 do 66 khdng c6 ba
chir sb. Nguwoc lai, nhitng loat véi i <5 két qua 1a mét sé cé nhiéu hon ba chiy sé. Do do, tir quan
Giém théng k&, cin téng hop sb 1an xuét hién thyc té cla loat do dai i thanh mét danh myc sao cho sb
lwong két qua gdm ba chi¥ sb, cling mirc db chinh xac véi sb 1an xuét hién thirc té cha loat a6 dai i Vi
i <5

J.3 Kiém tra loat dai

Béng J.2 chi ra s 1an xuét hién mong doi cla loat 8 dai i trong 10* tap chubi ngau nhién 20000 bit va
st dung biéu thirc e, trong J.2.

Bang J.2 - S6 1an xuét hién mong doi ca loat d9 dai i trong 10* tap chudi ngdu nhién 20000 bit

Loat do dai i 10%¢;
26 0,74
27 0,37

Khi xem xét céc con s6 dugc liét ké trong bang J.2 dwegre 1am tron {én, b kha nang 1a cd mét I1an xuat
hién loat 46 dai 26 trong 10* tap chudi ngau nhién 20000 bit. Ngoai ra, khdng xuét hién loat @6 dai 27
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trong diéu kign twong ty. Do d6, loat do dai 27 1a ngwdng twong (ng véi 16i logi 1 v6i xac suat la 107
trong kidm tra loat dai.
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Phu luc K
(tham khao)
Vi du cac trwong hop ddc biét cho MQ_DRBG
K.1. Téng quan

Phu luc K va céc tap tin hd tr clia nd cung cap cac trwdng hep vi du cho 14 thiét lap duwoc liét ké trong
ISO/IEC 18.031: 2011, Bang C.5. Cac tap tin hé tre c6 sén tai URL sau:

http://standards.iso.oraliso/18031/

Trong méi thiét 1ap clia 14 dwec mé ta trong Phu luc K, chubi bit P cung cdp mét hé thdng Iwa chon
ngAu nhién clia cac phwong trinh bac hai da phueng ma tuan theo cac quy tac lwa chon clia C.5.2.5.
Két qua phan chia xép hang tir viéc kiém tra cac didu kién xép hang dwoc trinh bay chi tiét cho mai
thiét lap.

P dwoc dwa ra theo dinh dang mé ta trong C.5.2.4 dwéi day. Mi trwdng hop vi dy cling bao gdm mét
chudi cac cap d4u vao va diu ra lién tiép cho ham Evaluate_MQ (...).

K.1.1 Dinh dang dé biéu dién cac phan tt trwdng

MBi hé so clia hé théng 1a mdt phdn cla trwong nhi phan GF(2/1-s12¢) va |a mét da thire don bién
trén tredng GF(2) theo mé-dun da thire téi gian duec dwa ra trong Bang C.6. M&i phan tl cla truwdng
duoc x( Iy nhw 14 mét chudi xau bit cla cac bit filed_size bao gdm céc hé sé GF(2) cla nd duoc sap
xép theo mirc @6 gidm dan. Vi dy, da thirc x3 + x + 1 trong GF(2*) dwec biéu dién duwdi dang cac chudi
xau bit 1011.

K.1.2 Dinh dang dé biéu dién mét phwong trinh bac hai da phwong duy nhit

Hé phwong trinh bac hai dwoc st dung trong MQ_DRBG hoat déng trén cac bién n = state_length/
field_size va bzo ham cac phwong trinh (n + m) véi m = block_length/field_size. Phwong trinh bac
hai dwoc viét dwédi dang két ndi cac hé sb clia né theo thiy ty tir didn va bang cach giam bot bac. Do
d6 hé sb clia don thirc x, x, xuat hién dau tién, tiép theo 1a x,x, va van van, dén hé sb x,x,. Hé sé cla
don thirc x,x, xuét hién tiép theo, sau d6 1a x,x; va van van, cho dén cudi cung dat dugc hé sb bac
hai 12 x,_,%,. Sau 46 cac hé sb tuyén tinh xudt hién, bat ddu véi hé sé clia don thirc x, va két thic
bing hé sb x,. Khi field_size = 1, cac hé sb tuyén tinh dwoc bd qua tir 46 trudng nam bén duéi la
GF(2) va x;x; = x;. Chudi két thiic voi hé sé khong déi clia phwong trinh bac hai.

K.1.3 Dinh dang dé biéu dién mét hé phwong trinh béac hai hoan chinh

Hé phwong trinh bac hai dwoe ma hoa trong chubi bit P bao ham céac phwong trinh bac hai n +m cla
né duoce ghép ndi theo thir tw tudin ty, bat ddu voi cac hé sb clia phwong trinh dau tién va két thic voi
phwong trinh thir (n + m).

K.1.4 Dinh dang dé biéu di&n cho cac diu vao va ddura

D{r liéu d4u vao x dén Evaluate_ MQ(P, x) la mot vector clia cac phan t& tredng n va cho dwéi dang 14
mét chudi bit dwec tao thanh bang cach ghép ndi cac biéu dign chudi bit cla ching, bat dau véi x,va
két thic voi x,,. Tuong tw, dAu ra y||z la mot vector clia cac phan tl trudng n + m dwoc bidu dién
trong cing mét dinh dang.

K.1.5 Tém tit cac trwong hep vi du
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Bang K.1 tém tat 14 tredng hop vi du.

Bang K.1 - Toém tat cac trieong hep vi dy
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requested _ block_length
strength
112 128 192 256
K.2 K.4 K.7 K.11
Trwéng nhj | Trwéng nhi | Tredng nhj | Trwong nhj
phan GF(2) phan GF(2*) phan GF(2°) phan GF(2%)
n =112 n =32 n=32 n=32
80 m =112 m =32 m=32 m = 32
min_weight =4 | min_weight=5 | min_weight=5 | min_weight=25
min_rank= 106 | min_rank>30 | min_rank= 30 | min_rank> 30
K.3 K.5 K.8 K.12
Trwong nhi | Trwong nhj | Trwong nhi | Trwdng nhi
phan GF(2) phan GF(2) phan GF(2%) phan GF(2%)
112 n =120 =128 n=48 n =64
m=112 m=128 m = 48 m = 64
min_weight =4 | min_weight=4 | min_weight=5 | min_weight=5
min_rank > 114 | min_rank = 122 | min_rank > 44 | min_rank > 60
K.6 K.8 K.13
Gidong nhw K5 | Trwong nhj | Giéng nhw K.12
phan GF(23)
128 =i
m = 64
min_weight = 5
min_rank = 60
K.10 K.14
Trwong nhi | Trwong nhi
phéan GF(2) phan GF(2?%)
n =200 n=128
192 m =192 m =128
min_weight=4 | min_weight =5
min_rank= 192 | min_rank = 124
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K.15

Truong nhi
phan GF(2)

n=272
min_weight = 4

min_rank = 264

K.2 Vi du trwérng hop requested_strength = 80 va block_length = 112
K.2.1 Hé cac phwong trinh bac hai da bién

Chudi bit P c6 chiva cac hé sb hé théng dwoc cung cap & dang sb trong tap tin "hé s6-BL-112-Sec-80-
F2.bin" theo dinh dang dwgc mo ta trong K.1.3.

Tap tin chira 177212 byte va tong kiém tra SHA-1 clia n6 dwdi dang thép luc phan la:
85d78546df132777af932886a887da%6aa%afa46

Cac hang dwoc phan phéi nhu sau:

106: 4561

108: 2213145

110: 58156850

112: 43613144

Téng: 103987800

K.2.2 Cac déu vao va dau ra

Cac chudi bit x,y va z dwoc cung cap & dang so theo dinh dang dwoc mé ta trong K.1.4. Cac gia tri
thap luc phan cla chung la:

x = 0000000000000000000000000001
bb8cf180cbec326002¢c19¢770ed0d

-
Il

7847b864cfadf70fb359203e06d8

™
1

bb8cf180cbc326002¢19c770ed0d
ale0811b5b7733113caBe22dd2bl

>
Il

\ﬂ
1]

57d27f7b0fc67aec0d5e8115¢d93

™
]

21e0811b5b7733113ca8e22dd2bl

£
il

634ae5294dbc4cc79cellcfebld?

\.ﬂ
1l

c42c5cc5b5b61396df3fcf7adeb

3
]
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X = 634ae5294dbc4cc79cellcfebld7
y = 36701faea23130a0407a44f5e420
z = bf3ddd3cbb141fcd96cbbabéebb9

x = 36701faea23130a0407244f5e420
74b5baal095f61eb6b15d317d5ed

“
il

7f4ad5787a0c5451bddcf2aef533

o
]

X = 74b5baa1095f61ebbb15d317d5ed
62804addbe9da290c38e9de(fe71
5f1f209b62cce21f75d9d03607a9

-
]

3
]

62804addbe9da290c38e9deOfe71

»
1l

7d0892da52eed7facc377af1918f
69d5bef53c03fa33a0273cf44c21

=
Il

)
I

7d0892da52eed7facc377af1918f

>
I

Bee43a16842345d4cd182852cdea

<
I

z = ed479a677e6c2a3cffbbadale?65

Bee43a16842345d4cd182852cdea

b
1l

y = 2eb8cc9185445b2bab3f4b504aaf
Z = 9407f0fe9393fa335051ac2bf414
X = 2eb8cc9185445h2hab3f4b504aaf
y = 8deblOcb70bc3818209a576fb5ch

z = 6106cbB8aaBe9a7de949a506b2278
K.3 Vi du trwong hop requested_strength = 112 va block_length = 112
K.3.1 Hé cac phwong trinh béc hai da bién

Chudi bit P ¢ chira cac hé sb hé théng dwoc cung cdp & dang s trong tap tin "hé s6-BL-112-Sec-112-
F2.bin" theo dinh dang dwgc mé ta trong K.1.3.
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TAp tin chira 210569 byte va tdng kiém tra SHA-1 clia né dudi dang thap luc phan Ia:
aelcdeallafc96e3aad21f6456055a7c7ee33989

Céac hang dwoc phan phoi nhw sau:

114: 5239

116: 2551294

118: 66936700

120: 50200265

Tong: 119693498

K.3.2 Cac dau vao va daura

Cac chudi bit x, y va z dwoc cung cap & dang sb theo dinh dang duoc md ta trong K.1.4. Cac gia tri
thap luc phan ctia chung la:

x = 000000000000000000000000000001
y = 46609cda28057a917a08b60a1d969d
z = al6fe3e456a8¢24315dfde6088bd

x = 46609cda28057a917a08b60a1d969d
y = 37d12de7b69f2170baB717e96f0f43
7z = 8fb9899c%e2d4ef33056aadf946d

x = 37d12de7b69f2170ba8717e96f0f43
y = 463860297cec60797650c4897563d4
89745528548d7bd3a2c9e5afd3fc

™
1]

463860297¢cec60797650c4897563d4

=
Il

6a4c5b16c156738e9b07c4c2c2818e

]
It

z = 5f9f14194e601f48657164f34e34

¥ = 6a4c5b16c156738e9b07c4c2c2818e
y = 289c50a28bb48a685703eb425597dd
z = ¢9dae7a3c32a01648a32d91b8728

x = 289c¢50a28bb48a685703eb425597dd
y = 4d96224af4aeaac54d8472374f645d
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= ¢f7a6cc73793049241497ee26603

3]

X = 4d96224af4aeaac54d8472374f645d
y = df5ac81223125d967056d5dcdbal88
3d9741ec702076fe8473b7181aa%

=
1l

df5ac81223125d967056d5dcdba088
41a1df8cc57¢402f520d671464b728

£
Il

=
I

5]
I

285d6b741e417e417b9f8fa87356

X = 41a1df8cc57¢402f5204671464h728
y = 0af3539a48bc07e3afb00d3c529ff5
ebd4d36dcc2ccadB826b94e76bell

]
fl

0af3539a48bc07e3afb00d3c529ff5
y = e2f7d8f01d2ael1452a643b9351ada76
z = 29bdd54840cf84027f20e48cel95

X

K.4 Vi du treong hop requested_strength = 80 va block_length = 128
K.4.1 Hé cac phwong trinh bac hai da bién

Chubi bit P cé chira cac hé sé hé théng duoc cung cip & dang s6 trong tap tin "hé sé-BL-128-Sec-80-
F18.bin" theo dinh dang dwgc md ta trong K.1.3. '

Tép tin chira 17952 byte va tdng kiém tra SHA-1 clia nd duwoi dang thap luc phan 1a:
d6614e19bd953ca88ff49f016b80f5ac17b7dab1.

Cac hang dwoc phan phdi nhw sau:

30: 520948

32: 7782684

Tbng: 8303632

K.4.2 Cac dauvaova diura

Cac chudi bit x,y va z dwee cung cdp & dang sb theo dinh dang dwoc md ta trong K.1.4. Cac gia tri
thép luc phan cla ching la:

x = 00000000000000000000000000000001

f719e81ed992¢ca7¢793258b5251d0534
66092272f74a85ecaef639d78ed9831f

y

z
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% = f719e81ed992ca7c793258b5251d0534
y = 37614b89b9bbd6eea4560ecb3bdb8807
96b4claeb27aa47fbc7a3b1464343736

(]
I

X = 37614b89h9%bbdbeead560ecb3bdb8807

y = 136bf7d8fbcbabd37a2baa321a5d94f7
z = 29141359d8099496eaf84ae3d863591a
x = 136bf7d8fbcbabd37a2baa321a5d94f7
y = bc6316205ac244b4fc8dcee70f423874

z = dB8005¢ccefa012118820cf02c9e¢h4328d

x = bc6316205ac244b4fc8dcee70f423874
y = 64d8adbf03a6418fa549f235e5f84bcd
z = 9c0aad312ef00336d0f055e81f2b3677

X = 64dBadbf03a6418fa549f235e5f84bcd

y = 3aclc733b68ca734550343d950649d5a

z = 1f07210c4a6d4fd784ee0f9f9789¢c5ab

X = 3aclc733b68ca734550343d950649d5a
y = la22cbbe771e641373700306718dbf6e
z = ba8064102a7e8d714e92e0dfddfbe607

x = 1a22cbbe771e641373700306718dbf6e
y = fa2eabf2¢9794f6b9bac6561409aab0d
z = 7e2bae34daaf284557bbe5ae48e54d26

x = faZeabf2c9794f6b%bac6561409aab0d
y = 46f6f74d23504a64565b2¢35cd0036df

z = ¢6285e77¢cbf16150457d03bfc6015ef7

46f6f74d23504a64565b2¢35cd0036df

=
i
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y = 729bc30c32fd7feclccb95bc4aabfa2?

z = 963bdaBab7dc84ee2dd5a60a9c4392cd _

K.5 Vi du treong ho'p requested_strength = 112 va block_length = 128
K.5.1 Hé cac phwong trinh béac hai da bién

Chudi bit P ¢6 chira cac hé s hé théng dwoc cung cp & dang sb trong tap tin "hé s6-BL-128-Sec-112-
F2.bin" theo dinh dang dwec méd ta trong K.1.3.

Tap tin chira 264224 byte va tBng kiém tra SHA-1 clia né dwoi dang thap luc phan la:
fcd983e78ddd489a9425be58b8139e04c89fb6ch.

Céc hang dwoc phan phoi nhw sau:

122: 7704

124: 3783524

126: 99303857

128: 74493971

Tbng: 177589056

K.5.2 Cac diu vao va diura

Céc chubi bit x,y va z dwoc cung cap & dang sb theo dinh dang duoc mo ta trong K.1.4. Cac gia tri
thap luc phan cua chung la:

x = 00000000000000000000000000000001
y = c04f664eb59219b1e6b0d0e0fc5ae660
z = 894f5e21cc208ce73ebb136c0c7hbed?

x = ¢04f664eb59219b1e6b0d0eOfcSae660
10da311bd87ba42fd89a17f45b0b0931

]
I

z = f3561e3a42a23037d04b7991e44f98d0

x = 10da311bd87ba42fd89a17f45b0b0931

y = c42c14916632d8518f435796c069a381
z = 461593a9673573772cf8f82a93020eada
X = ¢42¢14916632d8518f435796c069a381
y = 325ebb605c4037b6092a7952adedd16d

z = 3f80f69b2f81f012994189125cbabb00

x = 325ebb605c4037b6092a7952adedd16d
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X

y

Z

K.6 Vi du trwong hop requested_strength = 128 va block_length = 128

596cdd4392413988fa7al5fa7fb5d74b
8ec0f223da49f826f6faf8d25b54b231

596cdd4392413988fa7a15fa7fb5d74b
17790ac47b8112312631c0e3b0066fd0
8d98258ade35f74057a98542¢0d7d937

17790ac47b8112312631c0e3b0066fd0
d76a00f9e3318091e0f113b48f0cb752
8b9664e30122848541b91743171b4812

d76a00f9¢3318091e0f113b48f0cb752
4ffffdfédef93bb391d90312a801ece5
d17acb75d2f57976df164061716601e0

4ffffdfedef93bb391d90312a801ece5
89b596d08123105f5994679f5e428136
1de72¢77¢98fa45090197¢81e4d2a3a3

89b596d08123105{5994679f5e428136
7294da76d6d2bf9dfb9d2¢1d03ca4928
96cea7ffad3bc8bel151106cd4c067565

Trwéng hop nay twong tw nhw trong K.5.

K.7 Vi du tredng hop requested_strength = 80 va block_length = 192

K.7.1 Hé cac phwong trinh bac hai da bién

Chudi bit P c6 chira cac hé sb hé thdng dugc cung cap & dang sb trong tap tin "hé s4-BL-192-Sec-80-
F64.bin" theo dinh dang dwoc mo ta trong K.1.3.

Tap tin chira 26928 byte va tong kiém tra SHA-1 clia né dwéi dang thap luc phan Ia:
dad206d21189e0b%aaa5hb60298e0cf3f918ae81.

Céc hang duwoc phan phdi nhu sau:
30: 129895
32: 8173737
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Téng: 8303632

K.7.2 Cac ddu vaova diura-

Céc chudi bit x,y va z dwec cung cap & dang sb theo dinh dang dugc mé ta trong K.1.4. Céc gia tri
thap luc phan cia chung la:

x = 000000000000000000000000000000000000000000000001

9b021d45d52d7637ca3350732d880265bcB26ala7e9969b4
f5df581e7eb83f86d7f1101b248b4740662733897f4b4689

y

Z

x = 9b021d45d52d7637¢a3350732d880265bcB26a1a7e9969b4
937625307ba580d0763a6272e3ba7d9256536795a0017b7¢c

tﬂ
I

z = 338d582a1b8c37812aed0f07f2958101f11acl1lee962a02a

937625307ba580d0763a6272e3ba7d9256536795a0017b7¢

£
il

d9d32553f1299fcd1444030c23f084d1c85fd08a2ef5275b

~
Il

z = 9bhBf5deSff6c6aba79ae510429221a6dc3b0ab7ef1b27ca

d9d32553f1299fcd1444030c23f084d1c85fd08a2ef5275b

>
il

329800d2a8f045893d24¢c54d6993e67e0e2¢c34b2956ee269
z = 0a01d2046afc3adbd68e024f1205cal0cee?36e53c7aaabe

~
I

329800d2a8f045893d24c54d6993e67e0e2c34b2956ee269

>
]

y = 723a5476da2e4617f9418545014266ac7179f591451952e9
z = 5cf9cfeefb0d0ebf2985a4ccBeb6c7balfcf33297ladebad
x = 723a5476da2e4617f9418545014266ac7179f591451952e9
y = 67786dd966efde83df99af5f6059f4c3f07f84fe5aeld656
z = f68fa0ae09671a71f780550280204bb9430318733649¢a3d
x = 67786dd966efde83df99af5f6059f4c3f07f84fe5ae1d656
y = 03ecc9b12c99215531b56f5a99e5407d5¢c343ac6b7793c54

z = 3429a04510415ad411fc14f8046f6538e4df891b1744462d
K.8 Vi du trwong hop requested_strength = 112 va block_length = 192
K.8.1 Hé cac phwong trinh bac hai da bién
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Chudi bit P cé chiva cac hé sb hé théng duoc cung cap & dang sb trong tap tin "hé s6-BL-192-Sec-112-
F16.bin" theo dinh dang dwoc mo ta trong K.1.3.

Tap tin chira 58800 byte va tong kiém tra SHA-1 clia né dwdi dang thap luc phan Ia:
151f9a4c9b32/6e3236ae071408bbba39b597585.

Cac hang dwoc phan phdi nhu sau:

44: 2

46: 4054618

48: 60538940

Téng: 64593560

K.8.2 Cac déu vao va ddu ra

Cac chudi bit x,y va z dwoc cung cdp & dang sb theo dinh dang dwoc mb ta trong K.1.4. Céc gia tri
thap luc phan cla ching la:

% = 000000000000000000000000000000000000000000000001
y = 4bc49157alcfc4e81a00e38073¢3¢330716846f262fd6bd8
7 = 9f9¢37cchf0351e173402c9778721e07b7f92e7ad%¢13alc

x = 4bc49157alcfc4e81a00e38073¢3c330716846f262fd6bd8
y = efd8d72753ca6319ad85e8632a2731082e24851cb496517b
z = 3b6ed30bfac7560230730efa2befd0b63c610ddc84579b47

x = efd8d72753ca631%ad85e8632a2731082e24851¢cb496517b
y = 6817118a48c2faae74cd95654416f072c44dfd2309bb216d
z = e2dd5934948ac3f16f4dcdSe1343104e8a69fc004e700ael

X = 68171182a48¢c2faae74cd95654416f072c44dfd2309bb216d
y = 668a844f1fd85b03eb5ace65117%babadb6080ddal80dfcO
z = 78f8d2f16f0c1cdb96b7eeef95e8d852267d2599bfd0a3as

X = 668a844f1fd85b03ebSace651179babadb6080ddal80dfcO
y = 84f988e9a1335ceaa21e526bd1df380d137a7470ad2167fb
z = d459b9fSac1ab0622e324994bd1c70038e1e500d6ed21c87

X = 84f988e9al335ceaa21e526bd1df380d137a7470ad2167fb
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5f3263e90c40060d975443cal3dc9388f01bec3c3{3d28ea

l.q
]

b427e405b17d64c91a9e8622a896d20c7c75a8ad5139¢cchbf

]
il

X = 5f3263e90c40060d975443¢ca13dc9388f01bec3c3f3d28ea
7f4a9db932fff536a7f5df253d8e974ae6852866d2558629
z = b23c1cBf7fff065e9b9827b65b6f3d156d4c8bc1343b173¢

o)
Il

x = 7f4a9db932fff536a7f5df253d8e974ae6852866d2558629
y = 5e1395441cb914d8ad706f7c9c03ccc73e5780c2e44f5504
z = 284e181d513eb5e9bebde7d78f6c8ed52becOffda2a%6634

5e1395441cb914d8ad706f7c9c03cecc73e5780c2e44f5504

]
L]

9a28d4de9d2a5dae64c38a936c672072e90f60f71falcbf9

e
Il

z = e41bb6b73ba2052d035d07f8dc5cb40d15f1eca51fbdeele

X = 9a28d4de9d2a5dae64c38a936¢672072e90f60f71falcbf9
66660d18cf3651da98e89f566bf00355¢ccabe0baf9a?dicl

¥
z = 601c8b113003889e0348566729e8e0751f53¢294fSdbe000

K.9 Vi du trwve'ng horp requested_strength = 128 va block_length = 192
K.9.1 Hé cac phwong trinh bac hai da bién

Chubdi bit P c6 chira cac hé sb hé thong dwoc cung cip & dang s6 trong tap tin "hé s6-BL-192-Sec-128-
F8.bin" theo dinh dang dwoc mé ta trong K.1.3.

Tap tin chira 102960 byte va tdng kiém tra SHA-1 clia nd dwdi dang thap luc phan 1a:
b286f9cad81b0b718ead54180239eba7d3b4d14a.

Cac hang dugc phan phdi nhw sau:

60: 1089

62: 34926475

64: 240656468

Téng: 275584032

K.9.2 Cac déu vao va déu ra

Céc chudi bit x,y va z dwoc cung cép & dang sé theo dinh dang dwoc mé ta trong K.1.4. Cac gia tri
thap luc phan cta chuang la:

x = 000000000000000000000000000000000000000000000001
y = 762258ce8826f6d2dd46a7c6784733f050929aa23ab60ee8
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Z

B
il

e
It

1155bc183M9c8faBed268a4bae7256b7f2c456f3729b5d0b

762258ce8826f6d2dd46a7c6784733f050929aa23ab60ee8
02e827998b272602323923e9db9c48750316d0e055556622
3127eeb8f998fd23ed59e9993263ee5cdbeec2a221bbbees

02e827998b272602323923e9db9c48750316d0e055556622
bd469c2e97afbc180f8b023205e46c060abbc453ef5898d3
c1586f6694edfbcS5cf7b269136fdddcb392129e938453cf2

bd469c2e97afbc180f8b023205e46c060a6bc453ef5898d3
293f502e6b12185832844d5850{7a08ce4229e567adeeall
7541eb4affc5517ead8430e2701c94d50b461e14e063543d

293f502e€b12185832844d5850f7a08ce4229%e567adeeall
15f0f194a952f1c98eb5d4449a3b21d8dfa0b068982b19df
71f515a88870778b7194870180fb7bd963960c44d43fc4f0

15f0f1942952f1c98eb5d4449a3b21d8dfa0b068982b19df
bce241c8b0ea940679bad3c259860ff978d7efaad313aed?
0a37faed572b12a1a0fb5167a69bab22d1093a051cbeb725

bce241c8blea?40679bad3c259860ff378d7efaad313aed7
fe7bf955dbd9b517d516ce81584985f54bc93229bd0bafo7
b29254189ef82d3cb673¢2¢c17dedB378a3effbc323e03095

fe7bf955dbd49b517d516ce81584985f54bc93229bd0baf97
3b0ab729534dc16df8dbc8f921045bf24163009¢72468684
¢7d85eaScladc569c435db47135¢c20c632e525b18fe6d5b0

3b0ab7a9534dc16df8dbc8f921049bf24163009¢c7a468684
421b005096b17b479d04215fdd7262e86460fe7c0e439949
bf3f9480e4f1fb02ad22{94e24063349d68600394a%¢c2ed4
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]

X = 421b005096b17b479d04215fdd7262e86460fe7c0e439949
9cfd31b93eal2da49b9¢176710f7830b43803b20fab8bd51

55aZeee9251283d70798708e1d65e7c23a2f4f06d5841d75

y

A

K.10 Vi du trwd'ng hop requested_strength = 192 va block_length = 192
K.10.1 Hé cac phwong trinh béc hai da bién

Chudi bit P ¢ chira cac hé s6 hé théng duwoc cung cap & dang sé trong tap tin "hé sb-BL-192-Sec-192-
F2.bin" theo dinh dang dwgc mo ta trong K.1.3.

Tap tin chira 984949 byte va téng kiém tra SHA-1 clia nd dwéi dang thap luc phan la:
3d71baf6bdf23781111540b36f9f393746902a08.

Céc hang duoc phan phéi nhw sau:

192: 4

194: 42773

196: 20853635

198: 547456333

200: 410557593

Téng: 978910338

K.10.2 Dau vao va dau ra

Céc chudi bit x,y va z dwec cung cap & dang sé theo dinh dang dwoc mo ta trong K.1.4. Cac gia tri
thép luc phan cua chung la:

x = 00000000000000000000000000000000000000000000000001
y = cabed87127464695c014665de58f55d8¢81bbba26d7dbb34f3
z = bee4dcf9847b33da091bb3a50f6b1alff8689bc249426711

X = cabed87127464695c014665de58f55d8c81bbba26d7dbb34{3
y = 7cc8ea31334cbda06d7bcf77b54a2b4ef5d27771720¢2028e7
z = ¢B0918a5a5d501bafc6df7ca2da3891911a899202¢5f6dald

X = 7ccBea31334cbda06d7bcf77b54a2b4ef5d27771720c2028e7
y = 80fb06345c0079dcc5¢5¢4f875f7174585e5ff0d63b65b1424
z = 7fd6439d40e5bf3f4590bdc7d4887c0d2988f46e1f0ch58e

x = 80fb06345c0079dcc5c5c4f875f7174585e5ff0d63b65b1424
y = ac2e60f576985e0bc4555e5¢1a3b78b3bfe98f6f97aac6967e
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z = 1a536213fbcd3d18d07¢5bc5177daa297389508¢2fa0d22

X

y

Z

K.11 Vi du tredng hop requested_strength = 80 va block_length = 256

I

ac2e60f576985e0bc4555e5¢1a3b78b3bfe98f61972ac6967e
3eb7d7381b1f10098867525a5ab25513a25b74ef5756212963
1001ccf1d6f3ce825973efb492326804f67679040d3650f8

3eb7d7381b1f10098867525a5ab25513a25b74ef5756212963
b9f5fc0d53a53333e0c3f3eecfcd898ebc4d3228fd1f03420a
fff44f677a5585fe668f0275a62ab2cc2b221628cche4532

b9f5fc0d53a53333e0c3f3eecfcd898ebe4d3228fd1f03420a
9b51e0e702e4b72cfab3f8c19b0a39cc577eb3d24603868913
b2a6eaSedce91844f3b479d12521e1f362dcc89addc393c8

9b51e0e702e4b72cfab3f8¢c19b0a39cc577eb3d24603868913
8117¢767d4ea992546e091d42ff05ade6f6da391727af34042
3ch7d9104dd79deecfalcee874385e726bc5¢43154c620b2

8117¢767d4ea992546e091d42ff05adebf6da391727af34042
7e8740424081b4f02360920a1f9123c6B8ae49246e0aed231el
c138871d42aec2babe7bfa619d799%e105e7379d5779de79

7e8740424081b4f02360920a1f9123c68ae49246e0aed231el
43152f18f70c2993cafSdc64ff26be9e8f823e9cf13a5b44(8
20fcbff61224cccbdeccef04f8409842e6670c63{f50fb25

K.11.1 Hé céc phwong trinh bac hai da bién

Chudi bit P c6 chiva cac hé sb hé thdng duge cung cap & dang s6 trong tap tin "hé s6-BL-256-Sec-80-

F256.bin" theo Ginh dang dwoe méb ta trong K.1.3.

Tap tin chira 35904 byte va tong kiém tra SHA-1 clia né dwdi dang thap luc phan Ia:

25ac05d47b2d1dc9ca211330b5db4228¢06c0552.

Cac hang dwoc phan phéi nhw sau:

30: 32305
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32: 8271327

Tong: 8303632
K.11.2 Cac dau vao va daura

Céc chudi bit x,y va z dwgc cung cap & dang sé theo dinh dang dwoc mé ta trong K.1.4. Cac gia tri
thap luc phan cua ching la:

¥ = 0000000000000000000000000000000000000000000000000000000000000001
y = 845ff78e453e980385e2265728bbbc90c¢792bafa77bd1d942ac2fcfb4c508963
z = bc5c9f41ebbce6d3f9936¢c5¢chb7cac610f55902149afcdace189h610d254c2bff

X = 845ff78e453e980385e2265728bbbc90c792bafa77bd1d942ac2fcfb4c508963
y = 99dc7f54302df0c04b075e7db6¢3c10fbe70a18edf9852b7896f31aa18788192
92f38812133684f0c24cd8a1852dfBedd0eaa91828011f3e1b5e2bfSdef130d9

~
I}

x = 99dc7f54302df0c04b075e7db6c3c10fbe70a18edf9852b7896f31aa18788192

y = bf6202d53d315b60b8263a77faf610926d5f479e33bcd8997132e123bb0f5769

z = 7f1d0a9e2895c40c03fe7153e4afc4738ea041593e11adcOeed00749cfc22b04

X = bf6202d53d315b60b8263a77faf610926d5f479e33bcd899713ae123bb0f5769
y = Oce571d57cc82cb8ab65ad61a2d98af5fd32b0a6315e1ch68c43a6dadb5569f0
z = 9689a9dbabae9e51fd4d31fela2d0b6396aadae62f1125d9f050f38ef445c704

x = 0ce571d57¢cc82¢cb8abb5ad61a2d98af5fd32b0a6315e1cb68c43a6dadb5569f0

3b1210b596739b1dd0b376ff8db7cc8623892f285f6d3e3608¢34a5718318eal

y
z = ebf5e3fc892e09a9658d8518d42f163102f87dc57e779d46b442e11516345ec2

e
i

3b1210b596739bldd0b376{f8db7cc8623892f285f6d3e3608¢c34a5718318eal
y = 2fdObc4dfdb228a972df094d412cb8369eabB8a8ce3cB1d7a431bc1264842895¢
2e424cdf55c¢87e859648db33578b025c2ede28e4c822382cd2784e8320f49436

™
]

x = 2fdObc4dfdb228a972df094d412cb8369eabB8a8ce3c81d7a431bc1264842895¢

f73335a5e4fdcSebe31adf389c1346a7968361b745ad5b69f781baeOeefc54b0

1l

y
z = 74d2d21284d3deaca76009f5633c33cbd6808cd3bf239b52ab8969034db1edIf
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X = f73335a5e4fdcSebe31adf389¢1346a7968361b745ad5b69f781bae0eefc54b0

y = dé4alel12e8574169dfba54b856415289fafbfaeBe7f605af72a15c89b4cf203f
z = 38639991897b5c3f7a0dBadba26abf061e6c4c5532e0514¢5029c6c6a20a399d
x = d64alel2e8574169dfba54b856415289fafbfae8e7f605af72a15c¢89b4cf203f
y = 011fd95e7497a73cc21e2fd30a6f14a2b3e37e9716e238893e3a81e8a0ff7334

z = 7541b2e6d273efc5d2481b2d9154e92b6c90e73b0fca4e090576a91574c4e9fe

x = 011fd95e7497a73cc21e2fd30abf14a2b3e37e9716e238893e3a81e8a01f7334

141bb711f4996df29382dbb1083e5¢c30d60d022f65603eb429072467c934c42

y
z = 55b876a9al19dad4caeblc5c4c04efb6e93dalf065¢c3dee4771d2de484c3180be
K.12 Vi du treéng ho'p requested_strength = 112 va block_length = 256
K.12.1 Hé cac phwong trinh bac hai da bién

Chudi bit P cé chira cac hé sb hé théng duoc cung cp & dang sb trong tap tin "hé s6-BL-256-Sec-112-
F16.bin" theo dinh dang dwgc mo ta trong K.1.3.

Tap tin chtra 137280 byte va téng kiém tra SHA-1 clia né dudi dang thép luc phan la:
€975ba3b3ab3b87311alab5i62aed2587c20e7de.

Céac hang duwoc phan phdi nhw sau:

60: 23

62: 17286027

64: 258297982

Tdng: 275584032

K.12.2 Céc dau vao va dau ra

Céc chudi bit x,y va z dwoe cung cap & dang sb theo dinh dang Groc mé ta trong K.1.4. Cac gia trj
théap luc phan cla chung la:

x = 0000000000000000000000000000000000000000000000000000000000000001
y = 0c44dd5a830c¢b42a0d78978a66e73343712523adf59e2161b7290d45e211208f
z = bb29008dddfd182c7ad58ed9c986046fde8694cbacb45be2acf201fc1f37916f

x = 0c44dd5a830cb42a0d78978a66e73343712523adf59e2161b7290d45e211208f

f12417b73a69d210afef9ded8488b2790c437eafal9c6e7276bb341b0fe8bcf4

]

y
z = d895edf6a3f388968f8c2b283b2724b7cc428ee78bfce9ef88b041cl1e83claal
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X

y

Z

f12417b73269d210afef9dedB8488b2790c437eafal9c6e7276bb341b0feBbef4
57¢56dcbbdb4dcaef4c09859e4a64939781ce90ea94b168987d4b47chb24ddbSc
0f734bb269d9678ae4ec77162e0b175da2d4daf7a8f2211920cald1804cfe91f

57¢56dcb6db4dcaef4c09859e4a64939781ce90ea94b168987d4b47cb24ddb5c
d570b0477acf679409ec942280313d6f479fb1060016d11b942d2f46511024be
65eeadbcl3e38fabb5045c62ea917404996bab6fdf6f4abf930c2f4a8d221d42

d570b0477acf679409ec942280313d6f479fb1060016d11b942d2f46511024be
05198deb1c6efaf1f7f3157¢3210579ff4248827538836f96d037a60876386¢h
2711aaaa0d37e8d7eccB0ebf0d68abbc4a4b780b0c3b7ch7thba0098328aed060

05198de61c6cf4f1f7f3157¢3210579ff4248827538836f964037a60876386¢h
069d436ceal3cccle50a87d724f92a96d8d99108a5ae86a9a02a15f6721114cd
d1cb31c2d4486d82aB449d02dc50fae73cf0317311cf2dce9eaac923d978e769

069d436ceal3cccle50a87d724{92a96d8d99108a5ae86a%a02a15f6721114cd
cbc5434867a88371200f951e4f44dc8c8fb3c4236a13d7aec62787e7f239b042
4df52214ee887e49ec16881425645ae7125e556473b3eaad0902a59e08b81b8e

cbc5434867a88371200f951e4f44dc8c8fb3c4236a13d7aec62787e7f239b042
2366a4e171758576d43053482ce20c33cfc3392e57¢cc498a56b0524cff5e1732
212d896baS57ab438a3fc43d2889a34b2eb953c9cfd98309a8b4f1013d6e34d73

2366a4e171758576d43053482ce20c33cfc3392e57cc498a56b0524¢ff5e1732
45babdb0eb61b4983c48e31af8b5e8635fef8ed55519f8020c5630b7fc38640a
aaB21¢12f821809adda4deb3f86590aaa%ecf414bfa3360fd819479b995952b8

45babdbOeb61b4983c48e31af8b5e8635fefBed55519f8020¢5630b7fc38640a
c877e8a6048d573b14f74936c0bafad9428f976¢5340c1d93461f6aed92b7dd8
d4afc4905¢c3cB46eaeel1861f62c4e08499ec9334a0bc7fab9369f5b855¢e22af1

K.13 Vi du trwong hop requested_strength = 128 va block_length = 256

Tredng hop nay trong tw nhw trong K.12.
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K.14 Vi du treéng hop requested_strength = 192 va block_length = 256
K.14.1 Hé cac phwong trinh bac hai da bién

Chudi bit P c6 chira cac hé sé hé théng dwoc cung cap & dang sé trong tap tin "hé s6-BL-256-Sec-192-
F4.bin" theo dinh dang dwoc mo ta trong K.1.3.

Tap tin chiva 536640 byte va tdng kiém tra SHA-1 clia n6 dwéi dang thap luc phén la:
d883d1291963672afc1b30152912e069631e1802.

Céc hang dwoc phan phdi nhu sau:

124: 46726

126: 46570407

128: 130971923

Tong: 177589056

K.14.2 Céc diu vao va déu ra

Cac chubdi bit x,y va z dwoc cung cap & dang sb theo dinh dang dwoc md ta trong K.1.4. Cac gia tri
thap luc phan cda chng la:

x = 0000000000000000000000000000000000000000000000000000000000000001
y = S3ad4adacc42ce608b30010baa3b411015608ed7b86d442bbf227f9ed4b914¢713
z = e090caal474e6ed7a10b8aB3046dfd2febd4ef016e7fb7352ff1b238al6adddd

x = 53a4adacc42ce608b30010baa3b411015608ed7b86d42bbf227f%ed4b914c713
y = 90ad7d2fe3a3d15ee80c4e08e44cbdd577a52861dc2521d89329c4c74123d4c8
z = a282a129823bd2b1c92a147214bd4d33b154a035847191841e3f82721a880147

x = 90ad7d2fe3a3d15ee80c4e08e44cbdd577a52861dc2521d89329¢c4c74123d4c8
y = 741dcb55103e36a0e3b474ba58061a5e78afc5b272bf52d95173bc58c3a4585¢
z = 8e9f174c€1a71f198791e913361aa4a9delbBalda2b6febf5f128bcf62680529

x = 741dcb55103e36ale3b474ba58061a5e78afc5h272bf52d95173bc58¢3a4585¢
y = 0006alfddcc1b6Baa22aed2c9754aecaa001df7736dbafa54706f831df8f80cS
z = B838dd9f0fib3423e4flaZe3fa7ble0be8dab954cdbe9070c6f316¢5268092540

x = 0006alfddcc1bb68aa22aed2c9754aecaal01df7736dbafa54706f831df8f80c5
y = 9fB0fSeell6e5a5adcbbef443b52aab3e9638b44805cbad947742fe56d162af3
z = 09337d41ff6d44f5000ed138bd027449ba6213ele4e3638c408f9e29b55e6(33



¥

z

]
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9f80fSeel16e5a5adcbbef443b52aab3e9638b44805cbad947742fe56d162af3
7a592bd01147431ff91edb535ab72763cBec45e674783d92810627632d0c84e7
£969c2832eef47894a583772e1fae9a72638a535d17bblceedec385bdc71dc41

7a592bd01147431ff91edb535ab72763¢Bec45e674783d92810627632d0cB4e7
alc97ffa967f5d17c4b82933b1a1575b30f1e73ab37aeleach299eb499fdc733
edB85e8650930cbB8c294f35df9f440eeB11160e3296aceedcle516bcef25c0713

alc97ffa967f5d17c4b82933b1a1575b30f1e73ab37aeleaeb299eb499fdc733
6e338cb2faeae78bcf733e7bf0310ce3dd276db8a216ebc14b2670fbfda893a4
fbc50c9c4c8c81ae7035cdB8452f946b40b5c7ba09a84b2ad6139836ea5795a16

6e338cb2faeae78bcf733e7bf0310ce3dd276db8aZ16ebc14b2670fbfda893a4
17dcfbf43c229c2aedf1c4c989ed5b5518e70a535671a4b5a3d29d84¢c10359d
996d18d025e2755888ad72fbcf77f30964df5d90681155e356eb8eaaa3f7fa2

17dcfbf43c229¢c2aedf1c4c989ed5b5518e70a535671a4b5a3d29d84cc10359d
37a9d647c9b6a76bd38f09ca33a428fc37e1d364a7bb7d1e180ce5985%17b2a
0df041b0576d66818e2976ab65fcfe3a4db403f55a2afd312¢d02bf565d04 2ef

K.15 Vi du trweong hop requested_strength = 256 va block_length = 256

K.15.1 Hé cac phwong trinh bac hai da bién

Chudi bit P cd chira cac hé sd hé thdng duec cung cap & dang sb trong tap tin "hé s6-8L-256-Sec-256-
F2.bin" theo dinh dang dwgc mo ta trong K.1.3.

Tap tin chira 2450514 byte va téng kiém tra SHA-1 clia nd dwoi dang thap luc phan la:
388278a18bc63cf4ef55d90e3e0b11¢3bb7b3414,

Cac hang dwoc phan phéi nhw sau:
264: 18

266; 140810
268; 68733537
270: 1804179033
272: 1353163134
Téng: 3226216532
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K.15.2 Cac dau vao va dau ra

Cac chudi bit x,y va z duvgc cung cap & dang s6 theo dinh dang duoc md ta trong K.1.4. Cac gia tr
thap luc phan cia chung 1a:

x = 00000000000000000000000000000000000000000000000000000000000000000001
y = aef21a672f2676bab27761cc24b4c7cd2ce555cbf065f9¢371dc81d17effaalb2b76
z = baf02399ad3f16898659d4d03f7e6c09e08735d945b9840faf190a0477bbe8d8

X = aef21a672f2676bab27761cc24bdc7cd2ce555¢chf065f9¢c371dc81d17effaa0b2b76
y = 0a04d5ch6f5¢943b33fb99370493a25dd8b57dfe132c27a4ab4320c866ccdcIaefc3
z = fd7¢53d28d8f505108b7 1aaaeeac3B01cd6f4df7f019ff9¢c6f78d8854da52624

0a04dSch6f5¢943b33fb99370493a25dd8b57dfe132c27a4ab4320c866ccdcIaefc3
45¢8272fab0bb4c9186677be21de32a948f7f77eb5f84ecc364f13bebbaBadbe6270

»
1l

=
1}

943412a41183a3c3d0fd00ed56562a5804316ab8b76d2962d0b948e3998bf9be

3]
1}

x = 45e8272fabObb4c9186677be21de32a948f7f77eb5f84ecc364f13bebbaBadbe6270

y = 8516f4a7043dfa4792e34bdd2bdaBa93241b632b055b793fc1cbf090f2578ad99b03
z = 63f116a52e5add65c0c9888a51b792e619851caf330e0d874e2b8f590859cbae

x = 8516f4a7043dfa4792e34bdd2bda8a93241b632b055b793fc1cbf090f2578ad99b03
y = 0c31a2d1d1627f7e2d99baa3b8055f27afe27ebcf9fa0078332bddb50c7e5¢054b7b

z = ada0deffc2542¢6h9a794fd80aceb6e70b2c0be79ae3223937326fc1f296(5bb

0c31a2d1d1627f7e2d99baa3b8055f27afe2 7ebcf9fa0078332bddb50c7e5¢054b7b

b
]

y = bd408c45a2e2bc9ff7574d190c4f745e1b7966171403be2c28b398f95f762d68754a
z = 66bb3d2c8a4b7976db9eb572909fd8ce28f28406f66b060318734671d55ae8ba

x = bd408c45a2e2bcOff7574d190c4f745e1b7966f71403be2c28b398f95f762d68754a
y = 5818bf316818c0ef72985fbe7ba2210622973b5f46d15cac02237c9f1a71deB45ca4

Z = 64626eabbc7fca5895259e71219276eacelc6e720718efdbI6¢f579bab0cc00d

x = 5818bf316818c0ef72985fbe7ba2210622973b5f46d15¢cac02237¢c9f1a71de845¢ca4
y = be7al97ec3e63af300431b3d8bc99d3c42793ec1077926d547cc87a667a31f41fa3f
z = 307897d339ec79961a5578b144672bf2b98db86cafec9f94730ef4fde5efba9ds



i
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be7a197ec3e63af300431b3d8bc99d3¢c42793ec1077926d547¢ccB7a667a31f41fa3f
¢0db254f172a60c67b318b77097bdbc44045534de83c95492¢c7be40d1354f66deb9b
e56d0d242beb150644c9282d05597a0fc4b6341a8ea56cfd534bcdddeb013783
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AlS 20, version 1. Functionality classes and evaluation methodology for deterministic random
number generators. Bundesamt fur Sicherheit in der Informationstechnik (BSI). 1989. (also
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CRC Press, New York, 1997 (pages 169-190).

National Institute of Standards and Technology, Security Requirements for Cryptographic
Modules, Federal Information Processing Standards Publication 140-2, May 25, 2001 (with
latest change notices).
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RENYI, A,: On measures of entropy and information, Proceedings of the 4th Berkeley
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