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Céc yéu cau bao mat DNS (DNSSEC)
DNS Security Requirements

1 Pham vi ap dung

Tiéu chudn nay dua ra cac yéu ciu va huéng din déi véi phan md rgng bdo mat hé théng tén mién
(DNSSEC).

2 Tailiéu vién dan

Tai liéu vién din sau Ia ¢an thiét cho viéc ap dyng tiéu chudn nay. Di véi cac tai liéu vién dan ghi ndm
cong bé thi 4p dung phién ban duoc néu. Béi véi cac tai ligu vién din khong ghi nam cong bd thi ap
dung phién ban m&i nhat, bao gdm ca stra ddi, bd sung (néu co).

RFC 1034, Domain names - concepts and facilities (11-1987) (Tén mién — Céc khéai niém va tinh nang).

RFC 2538, Storing Certificates in the Domain Name System (DNS) (03-1999) (Lwu tri¥ ching chi trong
hé théng tén mién (DNS).

RFC 2181, Clarifications to the ONS Specification (06-1997) (Lam rd déc tinh DNS).
RFC 2671, Extension Mechanisms for DNS (EDNS0) (08-1999) (Co ché mé réng cho DNS (EDNSO)).

RFC 2845, Secret Key Transaction Authentication for DNS (TSIG) (05-2000) (Xéc thuc giao dich khéa
riéng cho DNS (TSIG).

RFC 2931, DNS Request and Transaction Signatures (SIG(0)s) (11-2000) (Yéu cau va céc chir ky giao
dich DNS (S1G(0)s)).

RFC 3225, Indicating Resolver Support of DNSSEC (12- 2001) (Hé tro Resolver chi thj ciia DNSSEC).

RFC 3226, DNSSEC and IPv6 A6 aware server/Resolver message size requirements (12-2001)
(DNSSEC va Céc yéu céu kich thuée thong béo sever/resolver aware).

RFC 3755, Legacy Resolver Compatibility for Delegation Signer (DS)", (05-2004) - (Kha néng twong
thich Resolver ké thira cho ky dy quyén).

RFC 3833, Threat Analysis of the Domain Name System (DNS) (08-2004) ( Céc phén tich méi de doa
ctia hé théng tén mién).

RFC 4034, Resource Records for DNS Security Extensions (03-2005) (Ban ghi tai nguyén cho phén
mé réng bao mét DNS).

RFC 4035, Protocol Modifications for the DNS Security Extensions (03-2005) (C4c stra dbi giao thirc
cho ph&n m& rong béo mét DN'S).
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RFC 4305, Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload
(ESP) and Authentication Header (AH)", (12-2005) (Céc yéu cdu cai dat thuat todn ma cho déng goi tai
bdo méat (ESP) va tiéu dé x4c thuc (AH)).

RFC 4509, Use of SHA-256 in DNSSEC Delegation Signer (DS) Resource Records (RRs) (05-2006)
(Sir dung SHA-256 trong ky Uy quyén DNSSEC (DS) Tép bén ghi tai nguyén (RRs).

RFC 5115, Telephony Routing over IP (TRIP) Attribute for Resource Priority (01-2008) (Binh tuyén
thoai qua IP (TRIP) Chi dinh cho wu tién tai nguyén).

3 Thuat ngi, dinh nghia va chi viét tit
31  Dinh nghia
Tiéu chuén nay st dung cac thuat ng va dinh nghia sau day:

311

Ban ghi khda cong khai DNS (DNSKEY - DNS Public Key)

Ban ghi st dyng dé chirng thyc zone di liéu.

3.1.2

Ban ghi chir ky tai nguyén (RRSIG — Resource Record Signature)

Ban ghi st dung @& chiing thire cho céc ban ghi tai nguyén trong zone dir liéu.
3.1.3

Ban ghi bao mat ké tiép (NSEC - Next Secure)

Ban ghi s dung trong qué trinh xac thire ddi voi cac ban ghi c6 cung s& hiu tap cac ban ghi tai
nguyén hoac ban ghi CNAME, két hop véi RRSIG @é x4ac thiec cho zone di liéu.

3.1.4
Ban ghi ky chuyén giao (DS - Delegation Signer)

Ban ghi st dung dé céu hinh chirng thyc gilr cac zone di liéu, st dung trong viéc ky xac thuc trong
qué trinh chuyén giao DNS.

3.1.5

Viing (Zone)

Noi lweu trir thong tin tén mién va dir liéu teong (ng véi thdng tin tén mién.

3.1.8

Bo phén giai (Resolvers)

Céc chuwong trinh ngudi dung truy cap may chi tén mién thdng qua céc giao thire chuan,
3.1.7

B0 phan giai so khai (Stub Resolver)

Mét chirang trinh ngudri diing truy cap méy chtl tén mign khong hé tro' cc truy van dé quy, churong
trinh chi lam viéc vé&i mot DNS.,

31.8
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B$ phan giai Security-Aware (Security-Aware Resolver)

Mét thue thé hoat déng trong vai trd ctia mot Resolver, co khd nang nhan biét cac phan mé rong bao
méat DNS dugc quy dinh trong tiéu chuin nay. Dic biét, mot Security-Aware Resolver 13 mét phan
gUi truy vAn DNS, nhan hdi dap DNS, hé tro phan mé rdng kich thudc théng bao EDNSQ va bit DO, né
thé hién nang lc st dung cac loai ban ghi va bit tiéu d& thong bao dé& cung cAp cac chi din DNSSEC.

3.1.9
May chi tén mién Security-Aware (Security-Aware Name Server)

Mot thirc thé hoat dong trong vai trd ciia mét may chii tén mién, né c6 kha nang nhan biét cac phan mé
rdng bdo mat DNS dwoc quy dinh trong tiéu chudn nay. Déc biét, may chd tén mién Security-Aware la
mét phan t& nhan cac truy van DNS, glri cac hdi dap DNS, hé tro EDNSO va bit DO, va hé trg céc loai
ban ghi va céc bit tiéu d& théng bao dwgc quy dinh trong tiéu chuén nay.

3.1.10
May chii tén mién dé quy Security-Aware (Security-Aware Recursive Name Server)

Mbt thiee thé hoat ddng ca trong vai trd may chl tén mién Security-Aware va vai trd Security-Aware
Resolver.

3N
B& phéan gidi Security-Aware so khai (Security-Aware Stub Resolver)

M6t thire thé hoat ddng trong vai trd clia mét Stub Resolver ¢6 thé nhan biét cac phdn mé rong bao
mat DNS dé cung cép céc chi dan kém theo. Cac chi dén nay khéng c6 san trong Security-Olivious
Stub Resolver. Cac Security-Aware Stub Resolver ¢6 thé Ia “Validating” hodc “Non-Validating”, tiy
thudc vao viéc Stub Resolver ¢d géng xac minh chir ky DNSSEC trén né hodc tin twdng mdt Security-
Aware khac.

3.1.12
Xac nhan b phéan giai Security-Aware so khai (Validating Security-Aware Stub Resolver)

Mot Security-Aware Stub Resolver glvi truy van & ché do dé quy nhung thirc hién xac thye chir ky cla
riéng né thay vi tin cdy vao may chl tén mién dé quy Security-Aware.

3.1.13

Xac nhén bd phan giai so khai (Validating Stub Resolver)

Mat thuat ngiz khac dé& mo ta mot Validating Security-Aware Stub Resolver.
3114

Khéng xdc nhdn bd phén gidi Security-Aware so khai (Non-Validating Security-Aware Stub
Resolver)

Mot Security-Aware Stub Resolver tin cay mdt hodc nhidu may chi tén mién dé quy Security-Aware
thire hién hu hét cac cong viéc trén dai dién cda né. Néi chung, mdt Non-Validating Security-Aware
Stub Resolver s& gl truy vin DNS, nhan hdi dap DNS, va ¢6 kha nang cdu hinh mét kénh dwgc bao
mét phil hop v&i mot may chl tén mién dé quy Security-Aware cung cép cac chi dan trén dai dién cla
Security-Aware Stub Resolver nay.

3.1.15
Khéng xac nhdn bo phan giai so khai (Non-Validating Stub Resoiver)
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MGt thuat ngr khac dé mo td mot Non-Validating Security-Aware Stub Resolver.

3.1.16
Security-Oblivious < ... >

La khai niém trai nguwgc véi Security-Aware, nghia [ khéng biét, khéng hd tro Security-Aware dbi véi
DNSSEC.

3.1.17
Chudi xac thwe (Authentication Chain)

Mot day xen ké tap ban ghi DNSKEY va tap ban ghi DS, nhan dwoc tie mot chudi di liéu dugc ky. Mot
ban ghi DNSKEY sir dung xac thuc chi ky bao gdm mot ban ghi DS va chip nhan cho phép viéc ban
ghi DS da duwoc xac thire. Ban ghi DS bao gém mot ma Hash clia mét ban ghi DNSKEY khac va ban
ghi DNSKEY méi nay dugc xac thyc béng viéc trung ma Hash cla ban ghi DS nay. Ban ghi DNSKEY
mé&i nay 1an lrot xac thue mot tap ban ghi DNSKEY khac, két qua 1a, mét sb ban ghi DNSKEY trong
tap nay cé thé dwgc s& dung d& xac thyrc mot ban ghi DS khac, cho dén khi chudi cudi cling két thic
v mdt ban ghi DNSKEY twong (ng viéc khoa riéng ky dir liéu DNS mong muén.

Vi dy, tap ban ghi DNSKEY géc co thé dugc st dung dé xac thuc mot tap ban ghi DS “example.”. Tap
ban ghi DS “example.” ndy bao gdm mét ma Hash phil hop véi DNSKEY “example.”, va mét khoa riéng
twong (g clia DNSKEY ndy ky mét tap ban ghi DNSKEY “example.”. Nhi¥ng ban sao kho4 riéng cla
tap ban ghi DNSKEY “example.” ky cac ban ghi dir liéu “www.example.” va cac ban ghi DS ddi véi cac
chuyén giao “subzone.example.”.

3.1.18
Khéa xac thire (Authentication Key)

Khéa céng khai sir dung dé xac thire di liéu va durge Security-Aware Resolver xac thyec. Mot Security-
Aware Resolver ¢6 thé nhan duwoc cac khéa xac thuc theo ba cach sau day: _

~  Cach thir nhét, Resolver duoc cdu hinh G& hidu it nhit v& mét khéa cong khai; dir lidu dugc cdu
hinh nay Ia khéa cong khai clia né hoic ma Hash ctia khda cong khai duwgc tim théy trong ban ghi
Ds.

— The hai, Resolver cé thé st dung mét khéa cong khai duoc xac thyc dé xac minh mét ban ghi DS
va mét ban ghi DNSKEY ma ban ghi DS chi d&n dén.

— Thé ba, Resolver coé thé xac dinh mét khoa cong khai méi da dwec ky bdi khéa riéng rang
Resolver da xac minh, khoa riéng nay twong (ng v6i mét khéa cdng khai khac. Lru ¥ ring,
Resolver nay phai tuan th(i mét chinh sach ndi bd khi quyét dinh xac thirc mdt khda cdng khai méi,
tham chi, ndu chinh sach ndi bd nay don gidn chi d& xac thyc bat ky khéa céng khai méi thi
Resolver ¢6 thé xac thire chir ky.

3.1.19
Téap ban ghi thdm quyén (Authoritative RRset)

Mét tap ban ghi “‘thdm quyén” néu va chi néu tén mién nay nim trong tap con clia khéng gian tén mién
tai hodc duéi diém Zone Apex va tai hodc trén diém phan tach zone con va zone cha (néu cd).

T4t ca c4c tap ban ghi tai diém Zone Apex la tap ban ghi thdm quyén, trir cac ban ghi thuéc vé zone
cha tai t&n mién nay (néu o). Tap ban ghi nay c6 thé bao gém mét tap ban ghi DS, tap ban ghi NSEC
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tham chiéu cda tap ban ghi DS pay ("NSEC cha”) va cac ban ghi RRSIG dugec lién két véi cac tap ban
ghi nay, t4t ca cac tap ban ghi nay déu Ia tap ban ghi thdm quyén trong zone cha.

Twong tw, néu zone nay bao gbm cac diém chuyén giao bét ky, duy nh&t mot tap ban ghi NSEC cha,
cac tap ban ghi DS va cac tap ban ghi RRSIG bét ky dugc lién két véi cac tap ban ghi nay déu la tap
ban ghi thdm quyén d4i voi zone nay.

3.1.20

Zone cut

Ranh gid¢i gitra c4c zone. Ranh gidi chia tach zone con (& bén duwdi ranh gidi) va zone cha (& bén trén
ranh gidi).

3.1.21

Diém Zone Apex (Zone Apex)

Tén tai phia zone con tai mét zone cut.

3.1.22

Piém chuyén giao (Delegation Point)

Tén tai phia cha clia mot zone cut. Diém chuyén giao ddi véi “foo.example” 13 ndt foo.example trong
zone “example” (khéng phai diém Zone Apex cla zone “foo.example”).

3.1.23

Island of Security

Zone duoc ky, duoc Uy quyén nhwng khong c6 chudi xac thyc tir zone cha clia nd, khdng c6 ban ghi
DS chira ma Hash clia mét ban ghi DNSKEY cho phan riéng biét degc zone cha dy quyén (xem [RFC
4034]). Mgt Island of Security dwgc cip phat boi cac mdy chil tén mién Security-Aware, cé thé cung
cép cac chudi xac thire cho cac zone con bét ky dwoce Gy quyén. Hbi dap tir mot Island of Security hodc
phén con clia né chi dugc xac thyc néu c6 mot phirong phap dang tin cay ngoai bang tir giao thirc
DNS xac thye céc khéa xac thue cda no.

3.1.24
Neo tin cay (Trust Anchor)

Mét ban ghi DNSKEY duoc ciu hinh hodc ma Hash ban ghi DS clia mét ban ghi DNSKEY. Mét
Validating Security-Aware Stub Resolver st dung khda cong khai hoc ma Hash lam diém bét ddu cho
viéc xay ding chudi xac thure cho mot héi dap DNS duoc ky. Nhin chung, mdt Validating Resolver sé
phéi ¢6 dugc gia trj ban dau clia Neo tin cay thong qua mét sé phurrong phap bao mét hoic tin cdy bén
ngoai giao thirc DNS. Gia tri Neo tin cay nay thé hién ring Resolver ky vong zone c6 cac diém Neo tin
cay dwoe ky.

3.1.25
Khda ky khda (KSK) (Key Signing Key (KSK))

Mét khoa xac thye twong (g véi mot khod riéng dugc s dyng dé ky mét hodic nhidu khda xac thyc
khac nhau cho mét zone nhét dinh. Thong thwng, khoa riéng twang (ng véi KSK sé diing dé ky ZSK
(c6 khoa riéng tuong (ng s& dung dé ky cac dy liéu zone). Chinh sach ndi by co thé yéu cau ZSK thay
adi thuwérng xuyén, trong khi KSK cé thé c6 thoi han hiéu lyc dai hon dé cung cép cac diém an toan én
dinh hon trong zone. Két qua 13, chi dinh mgt khda xac thire nhr mét KSK: xac minh DNSSEC khéng

9
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phan biét gira KSK va cac khda xac thue khéc, va né ¢ thé sir dung mdt khéa duy nhét cho ca KSK
va ZSK. Xem [RFC 3757].

3.1.26
Khéa ky zone (ZSK) (Zone Signing Key (ZSK))

Mét khoa xac thire ¢6 khoa riéng tuong (ng sé ding dé ky zone. Théng thudng, mot ZSK sé& 1a mét
phdn cla t4p ban ghi DNSKEY, nhw 1a khoa riéng twong &ng clia KSK dung dé ky tap ban ghi
DNSKEY nay; nhweng ZSK dugc stir dung cho muyc dich khac va co thé khac KSK & mét sé théng tin (vi
du TTL). Viéc chi dinh mdt khod xac thiwe ZSK hoan toan 1a do van dé trong van hanh; qué trinh xéc
thirc DNSSEC khéng phan biét gitra ZSK va cac khoa xac thiee khac, nd c6 thé st dung mdt khoa duy
nhét cho ¢d KSK va ZSK.

3.1.27

Zone dwoec ky (Signed Zone)

Mét zone cé cac tap ban ghi diegc ky va chika DNSKEY, RRSIG, NSEC va bS.

3.1.28

Zone khang dwec ky (Unsigned Zone)

Mdt zone cé cac tap ban ghi khéng dugce ky hoic khang chira DNSKEY, RRSIG, NSEC hodc DS.
3.2 Chirviét tat

Theo muyc dich ciia tiéu chun nay, cac chir viét tit sau day dwoc ap dung:

AD Authenticated Data D liéu duoc xac thire

AES Advanced Encryption Standard Tiéu chudn ma hoa tién tién

Ch Checking Disabled Kiém tra v6 hiéu hoa

CNAME Canonical Name Tén chinh téc

DNAME Delegation Name Tén chuyén giao

DNS Domain Name System Hé théng tén mién

DNSSEC Security Extensions DNS Phin mé rong bao méat hé théng tén
mién

DNSKEY DNS Public Key Ban ghi khéa cong khai DNS

DO DNSSEC OK Hb trg DNSSEC

DoS Denial of Service Attack Tén cong tir chéi dich vy

DS Delegation Signer Ban ghi ky chuyén giao

EDNS Extension Mechanisms for DNS Co ché mé rong cho DNS

IANA Internet Assigned Numbers Authority T chirc cip phét b hiéu Internet

10
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NAT Network-address franslation Bién dich dia chi mang

NSEC Next Secure Ban ghi bdo mat ké tiép

NSEC3 Next Secure 3 Ban ghi bdo méat ké tiép 3
NSEC3PARAM Ban ghi NSEC3PARAM

RR Resource Record Ban ghi tai nguyén

RRset Resource Record set Tép ban ghi tai nguyén

UDP User Datagram Protocol Giao thire géi di¥ liéu ngudi dung
TTL Time To Live Théi gian hgp 1é

TCP Transmission Control Protocol Giao thtre didu khién truyén tai
TSIG Transaction SIGnature Ch@ ky giao dich

4 Dich vu cung cap b&i bao mat DNS

Phan m& réng bao mat DNS cung cAp co ché xac thie ngudn géc va dam bao toan ven d liéu cho dir
liéu DNS, bao gdm cac co ché dé xéc thire viée tir chéi ton tai clia di liéu DNS, Céc co ché nay duoc
md ta nhw sau:

- Céc co ché yéu clu thay ddi giao thirc DNS: DNSSEC thém bén loai ban ghi tai nguyén mai 1a
RRSIG, DNSKEY, DS va NSEC va hai bit tiéu d& thdng bao mdi CD va AD. DNSSEC yéu cau hé
trg EDNSO (xem [RFC 3225]) dé dap (g viéc ting kich thwéc théng bao DNS do thém céc ban
ghi DNSSEC. Cuéi cling, DNSSEC ciling yéu cu hé tro bit tiéu d& EDNS DNSSEC OK (DO) (xem
[RFC 3225)), vi vay, trong truy van clia Security-Aware Resolver cho biét ring Security-Aware
Resolver nay mong mudn nhan dwgc cac bdn ghi DNSSEC trong théng bao Answer.

©—  Céc chi din bdo vé hé théng DNS chéng lai cac mdi de doa dwgc mo ta trong [RFC 3833]. Xem
muc 13 mé ta nhirng han ché cla cac phin mé réng.

41  Xac thirc ngudn gbc dir liéu va toan ven dir ligu

DNSSEC cung cép xac thyc bing cach két hop chir ky sé dugc ma hoa véi cac tap ban ghi DNS.
Nhirng ch ky sé dugc leu triy trong mét ban ghi tai nguyén méi, ban ghi RRSIG. Viéc ky dir fiéu cla
zone do mét khoa riéng duy nhat thiee hién, tuy nhién, viéc ky di liéu nay cling ¢ thé do nhiéu khéa
thyre hién. Vi dy, cé thé dung nhiéu khoa @i véi mdi chudi cac thuét toan ky s6 khac nhau. Néu mét
Security-Aware Resolver chic chan biét dugc mot khéa cong khai clia zone, né cé thé xéc thye dir liéu
clia zone da dugc ky. Trong DNSSEC, khoa ky dir ligu zone s& duoc lién két véi zone clia chinh né va
may chii thAm quyén clia zone dé (c4c kho4 cdng khai clia co ché xac thure tién trinh DNS c6 thé xuét
hién trong zone, nhu mé ta trong [RFC 2931}, nhung DNSSEC chi lién quan dén bdo méat cac dobi
twrgng trong di¥ lidu DNS, khong lién quan dén bo mat tién trinh DNS. Cac khoa duwoc lién két véi bao
mét tién trinh ¢6 thé dugc Iuu trir trong cac loai ban tin tai nguyén khac nhw mé ta trong [RFC 37565].

Mét Security-Aware Resolver cé thé nhan biét dugc khéa cong khai clia zone théng qua Neo tin cay
duwoc cdu hinh trong Resolver hodc bing qua trinh phan gidi DNS théng thwdng. Cho phép sau nay,
cac khda cong khai dwgc leu trir trong mét loai ban ghi tai nguyén méi, ban ghi DNSKEY. Lwu y, céc
khoa riéng st dung ky di lidu zone phai dwoc giC an toan va duwgc lvu il ngoai tuyén khi thye hién.

11
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Dé phat hién mot khoa cong khai tin cay thong qua bd phan gidi DNS, khda cdng khai clia né phdi
dwoc ky boi mét khda xac thie da ciu hinh tir trrde. Security-Aware Resolver xac thyc théng tin zone
béng cach tao ra mét chudi xac thwe tir mét khda cong khai méi duge nhén biét theo chidu ngroc lai
mdt khéa cdng khai xac thire duoc bidt dén tir truée, nghia 1a mot trong hai khéa da duge céu hinh
trong Resolver hodc phéi dugc nhan bidt va xac thye tredc d6. Do d6, Resolver phai dwge cdu hinh
véi it nhat mot Neo tin cay.

Néu Neo tin cdy duoc chu hinh 13 mdt ZSK, no sé xéac thirc zone duwge lién két, néu khéa dugc céu
hinh 12 mét KSK, né sé xac thue mot ZSK. Néu Neo tin cdy duoc ciu hinh la ma Hash clia mt khoa
hay ding hon khéa cia chinh n6, Resolver ¢ thé nhan dwoc khéa théng qua truy van DNS. Dé trg
gilip c4c bd Security-Aware Resolver cu hinh chudi x4c thwe ndy, cac Recurity-Aware Name Server
glri (c&c) chir ky xac thirc mdt khéa cong khai clia (cac) zone trong thong bao hdi dap DNS ciing véi
khéa céng khai clia n6 va cung cap khong gian sdn ¢6 trong théng diép.

Ban ghi DS 1am don gidn héa mét sb thi tuc dinh sin trong viéc ky chuyén giao bing cac gi¢i han nhét
dinh. Tap ban ghi DS leu tri tai mét diém Uy quyé&n trong mét zone cha va chi dinh (cac) khda cong
khai teong (rng v&i khoa riéng dugc sir dung @8 ty Ky tap ban ghi DNSKEY tai Apex clia zone con
duoc Gy quyén. Quan tri cla zone con, I&n ot sk dung (cac) khod riéng twang (rng véi mét hode mét
vai kh6a céng khai trong tap ban ghi DNSKEY nay dé ky dir liéu clia zone con. Chudi xac thuc dién
hinh [a DNSKEY->[DS->DNSKEY]*->tap ban ghi, trong dé " hao ham khong hodc nhigu chudi phu
DS->DNSKEY. DNSSEC cho phép nhidu chudi xac thyc phiec tap, chdng han nhu 16p bd sung clia
ban ghi DNSKEY ky v&i ban ghi DNSKEY khéc trong mdt zone.

M6t Security-Aware Resolver tao chui xac thyrc nay tir root clia hé théng phan cdp DNS dén zone duva
trén nhan biét dwgc cu hinh trong khéa céng khai tir root nay. Chinh sach ndi bd cho phép Security-
Aware Resolver s& dung mot hodc nhidu khéa cdng khai dwge cAu hinh (hodc ma Hash clia c&c khéa
cdng khai) hon 14 mot khéa cong khai clia root, chinh s4ch nay c6 thé khong cung cip mét nhan biét
dugc céu hinh vé khéa cong khai cla root, hodic cé thé ngan chin Resolver st dung khéa céng khai
mot cach tly ¥, ngay cd khi cac khéa cong khai dwgc ky ding cach vai chr ky xac minh. DNSSEC
cung cip co ché dé Security-Aware Resolver ¢6 thé xac dinh mét chir ky clia tap ban ghi “hop 18"
Trong phan tich cudi cling, chinh sach ni bd xac thire cac khoa DNS va dir ligu, khi dé cé thé m@ rong
hoc ghi d& cac ph&n mé rong giao thirc dwrgc quy dinh trong tiéu chuéin nay. Xem tai muc 6.

4.2  Tén xac thye va loai khong tdn tai xac thiec

Co ché bao mat dwgc md ta trong myc 4.1 chi cung cép phirong phap cho viéc ky céc tap ban ghi da
¢6 sin trong mét zone, viéc cung cip cac hdi dap tir chdi véi mire xac thire va mirc toan ven sir dung
clia mét loai ban ghi tai nguyén mdi, ban ghi NSEC. NSEC cho phép Security-Aware Resolver xac thyre
mot hdi dap tir chéi cho tén xac thyrc hoic loai khdng tén tai xac thie. Véi cac hdi dap DNS khac,
Security-Aware Resolver str dung cac co ché twong tw. Viéc s dyng NSEC yéu cau mét dai dién
chun va sip xép thiz tw cac tén mién trong cac zone. Cac chudi clia NSEC mé ta r6 cac khodng trdng
hodc “khéng gian tréng” gifra c4c tén mién trong mot zone va danh séch céc loai tap ban ghi hién dién
tai cac t&n mién hién cé. M3i NSEC dwoc ky va duec xdc thyc bing cach st dung céc co ché dwoc
mé ta trong muc 4.1.

5 Dich vy khéng cung cip b&i bao méat DNS

DNS ban d&u dugc thiét ké vai gia dinh ring DNS sé trd lai cho cling cau trd [&i cho cac truy vén bt
ky ma khéng quan tdm dén ngudi thuc hién truy van d6, va tit ca di liéu trong DNS déu ¢ thé truy
van dugc. Theo d6, DNSSEC khéng dugc thiét ké d& cung cép tinh nang bdo mat, danh sach kiém
soét truy nhap, hodc phuong phap phan biét gitra cac ddi tegng thyc hién truy vén.

12



TCVN 12044:2017

DNSSEC khéng cung cép co ché baa vé chéng lai cac tan cong tr chdi dich vy. Céac Security-Aware
Resolver va cac may chii tén mién Security-Aware dé bi tin cong tir mét loai b sung cla tan cong tir
chéi dich vy dia trén céc hoat ddng ma hda (mé ta trong muc 13).

Ph&n m& rong bao mat DNS cung cép dix ligu va xéc thyre gée cho die liéu DNS. Cac co ché néu trén
khéng dugc thiét ké cho cac hoat dong bio vé cling nhir chuyén zone va cap nhat dong ([RFC 2136),
[RFC 3007]). Viéc xdc thire théng bao duge md ta trong [RFC 2845) va [RFC 2931] hoat dong bao mét
dia chi lién quan dén nghiép vy nay.

6 Pham victa DNSSEC

Cac chi tiéu ki thuat trong tiéu chuén nay dinh nghia phuong thirc xi ly cho cac chi ky zone va céc
may chu tén mién Security-Aware va cac Resolver theo phwong phap cac ddi tegng xac minh c6 thé
xac dinh rd trang thai cla d liéu.

Mot Validating Resolver c6 thé xac dinh bén trang théi sau day:

- An toan: Validating Resolver c6 mdt Neo tin cay, ¢6 mot chudi diém tin cay, va cb thé xac minh tt
¢a cac chl ky trong cac hbi dap.

- Khéng an toan: Validating Resolver c6 mot Neo tin cdy, ¢6 mgt chudi diém tin cay, va tai mot diém
{y quyén, dwoc ky chieng minh khong tan tai clia mot ban ghi DS. Biéu ndy chi ra cac nhanh tiép
theo clia cay Ia khéng an toan. Mot validating Resoiver c6 thé cé chinh sach néi bé dé danh déu cac
phén clia khéng gian mién 1a khdng an toan.

- Khéng cd that: Validatiﬁg Resolver ¢6 mét Neo tin cay va Gy quyén an toan chi ra di¥ liéu phu try da
dugc ky nhung hdi dap khong thé xac minh ddi véi mot sb ly do: thiéu ch ky, ky qua han, ky véi
céc thuat toan khong dugc hd trg, mét di liéu cac ban ghi NSEC lién quan hign dién, ...

- Khdng xéc dinh: Khang ¢6 Neo tin ¢y chi ra mét phdn cy thé cda cay Ia an toan, Day la ché 6 hoat
ddéng mac dinh.

Dic tinh ky thuat nay chi quy dinh cac Recurity-Aware Name Server ¢6 thé ky véi cac Non-Validating
Stub Resolver rdng di¥ liéu dwoc tim thdy khdng co that (s& dung RCODE=2, "Server Failure"; mo t3
~ trong [RFC4035])).

Day 1a co ché cho cac may chl tén mién Recurity-Aware ky véi cic Security-Aware Stub Resolver
théng bao di ligu dwoc tim théy 1 an toan (st dung bit AD, dwoc mé ta trong [RFC 4035)).

Pic tinh nay khdng dinh nghia dinh dang cho théng tin tra 1&i vi sao hdi dap duoc tim thay la khong ¢6
that hogic dwgc danh dau khong an toan. Co ché ky hién hanh khéng phan biét gitra zone xéc dinh va
zone khdng an toan.

M6t phuong phéap st dung cho viéc truyén tin hiéu ma 15i tién tién va cac chinh sach gira mjt
Security-Aware Stub Resolver va cac may chi tén midn dé quy Security-Aware I3 vén d& dugc nghién
clru trong twong lai, nhe giao dién gitra mot Security-Aware Resolver va céc ing dyng ma né si? dyng.
Luwu ¥, viéc khéng dap trng ddy Al cac dac tinh cla thong tin khéng ngan c&m trong viéc trién khai c4c
zone da dugc ky hoac viéc trién khai cac Security Aware Recursive Name Server nhizng ngén cim
viéc lan truyén dx liéu khong c6 that cho céc (ng dung.

7 Cac yéu cau dbi véi Resolver

Mot Security-Aware Resolver phai co kha nang thye hién cac chirc ning ma héa can thiét dé xac minh
ky sb béng cach st dung it nhat mét thust toan mandatory-to-implement (xem [RFC 4305]). Céc
. Security-Aware Resolver phai ¢6 kha néng tao ra mdt chudi xac thyrc tir mdt zone méi dugc biét tir mét
khéa xac thirc. Vige x& Iy nay ¢b thé-yéu cau truy van thém vao céc zone DNS trung gian dé thu dugc
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céac ban ghi DNSKEY, DS va RRSIG can thiét. Mot Security-Aware Resolver nén dwgc cau hinh véi it
nhat m@t diém Neo tin cay, va coi nh diém bat dAu cho viéc chu hinh chudi xac thyc.

Trong treeng hop, Security-Aware Resolver dwgc tach ra tir cac may chit ¢6 thAm quyn lién quan bdi
cac may chi tén mién dé quy hoic bét ky thiét bj trung gian hoat dong nhur mét proxy clia DNS. Néu
Recursive Name Server hozc thiét bi trung gian ndy khdng c6 chirc ndng Security-Aware thi Security-
Aware Resolver ¢6 thé khéng c6 kha ndng hoat déng trong mét ché do an toan. Vi dy, néu céc géi tin
clia Security-Aware Resolver dugc chuyén qua mét thiét bj dja chi mang (NAT) bao gbm mét proxy
khdng ¢6 chirc ndng Security-Aware, Security-Aware Resolver ¢6 thé gap khé khan trong viéc tim kiém
cling nhw khéng c6 kha ndng nhan hodc xac thyrc dir liéu DNS dugc ky. Security-Aware Resolver ¢6
thé phai mét thori gian dé nhan degc cac ban ghi DS trong tredng hop nhw vay, ban ghi DS khong
thurc hién theo cac quy tic DNS théng thudng dbi v&i quyén s& hiru clia ban ghi tai cac zone cut. Chu
y ring, van d& nay khong déc treng cho NAT: bat ky phan mém Security-Obliviou DNS cla bét ky loai
nao giira Security-Aware Resolver va cac méy chli c6 thdm quyén sé giao tiép véi DNSSEC.

Néu mét Security-Aware Resolver phdi tin cay vao mdt zone khdng duge ky hodic mét may chi tén
mi&n khéng c6 Security-Aware, Resolver c6 thé khéng cé kha nang xac thire hdi §ap DNS, khi d6 cén
mot chinh sach ndi bd vé viéc c6 nén chip nhan hdi dap chuwra duge xac thyc hay khong.

Mét Security-Aware Resolver doi hdi mét khodng th&i gian cho viéc xac minh chir ky khi xac Ginh TTL
clia di¥ liéu trong bd nhé dém clia nd, tranh viéc di? liéu trong bg nhé dém duwoc ky sau théi gian xac -
minh ch ky. Tuy nhién, né cling cho phép khd néng ddng hd cla Security-Aware Resolver bj sai. Vi
vay, mdt Security-Aware Resolver la mét phdn clia mot may chii tén mién dé quy Security-Aware phai
chii y dén bit CD "kiém tra vd hiéu héa” trong DNSSEC ([RFC 3034]). Diéu nay tranh tinh trang chir ky
hop 18 bi chain bdi cac Security-Aware Resolvers khac la cac may khéach clia may chi tén mién dé quy
nay. Viéc mét Secure Recursive Server xir Iy truy van véi cau hinh bit CD dugc mé ta trong [RFC
4035).

8 Cac yéu cau déi véi Stub Resolver

Giao thirc khong dura ra c4c yéu ciu, tuy nhién, hdu hét cac truy van DNS c6 nguén gbc tir céc Stub
Resolver. Cac Stub Resolver Ia cac DNS Resolver tdi gidn va sir dung ché 86 truy vén dé quy dé gidm
téi cho céac cong viéc clia bd phan tich DNS dén mét may chi tén mién dé quy. Céu truc clia DNSSEC
ghi chép cac stub Resolver vao mot bang ké Gé dap (rng viéc st dung rong rai cac stub Resolver nay,
nhung cac dac tinh bao mat can thiét trong mét Stub Resolver va cac dic tinh bdo mét trong mét
Security-Aware Iterative Resolver hoan toan khac nhau.

Tham chi, mét Security-Oblivious Stub Resolver ¢6 lgi tir DNSSEC néu cac may chi tén mién dé quy
dugc str dyng la Security-Aware, nheng néu Stub Resolver tin twdng véo cac chi ddn DNSSEC, Stub
Resolver phai tin cdy vao ca may chi tén mién dé quy trong cau hdi va cac kénh thong tin gitra né va
c4c may chi tén do. VAn dé& diu tién 1a chinh sach ndi bd: vé ban chat, mot Security-Oblivious Stub
Resolver khong thizc hién vigc kiém fra hiéu lyc DNSSSEC ma tin tedng vao mdy chii tén mién dé quy
n6 st dung. Van dé thir hai quy dinh mot sé loai co ché bio mat kénh; viéc st dung hep Iy cac co ché
xac thire giao dich DNS nhu SIG(0) ([RFC 2931]) hoac TSIG ([RFC 2845]), hay st dyng thich hep cla
IPsec. Cac bd sung chi tiét co thé co nhirng lia chon c6 sin, ching han nhu cac co ché truyén tin lién

qua trinh d3c tinh hé théng didu hanh. Cac kénh nay khéng cin bdc mat, nhwng tinh toan ven dir liéu
va xac thuc théng bao can dugc bao méat. Mt Security-Aware Stub Resolver tin twéng vao may chii tén
mién dé quy va kénh théng tin d& cé thé Iva chon va kiém tra viéc cdu hinh bit AD trong tiéu dé théng
béo cla thdng bao hdi d4p né nhan duoc. Stub Resolver c6 thé s& dung bit flag nay dé tim may chl
tén mién dé quy da c6 ch ky xac minh d6i v&i tAt ca d liéu trong phan quyén han va tra 1&i clia cac
hoi dap.
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Néu vi bat ky Iy do gi, Security-Aware Stub Resolver khdng cé kha nang céu hinh mét méi quan hé d%
tin cay can thiét véi cac may chil tén mién dé quy ma né st dung: né cé thé thye hién xac minh ch( ky
ctia minh bang cach céu hinh bit CD trong cac théng bao truy vén. A validating Stub Resolver coi cac
chi? k§ DNSSEC nhtr cac quan hé tin cdy gilra cac quan tri zone va Stub Resoiver cla nd.

9 Céc yéu cau ddi véi zone

Su khac biét gitra zone duoc Ky va zone khéng dugc ky. Mét zone da dugc ky bao gdm céc ban ghi
bdo mat bd sung (RRSIG, DNSKEY, DS va cac NSEC). Céc ban ghi RRSIG va NSEC co thé dugc tao
ra trong qua trinh ky treéc khi dwge s dung. Cac ban ghi RRSIG kém theo di¥ liéu zone da dugc Xac
dinh kh&i du va céu hinh thoi han ¢é hiéu lwe cho cac chiv ky va dir liéu zone,

91  Céc gié trj TTL so vé&i théi gian higu lwe clia RRSIG

Sw khéac biét gitra gia tri TTL clia tp ban ghi va thoi gian hiéu luc dugc ky quy dinh bdi sy bao phii
ban ghi RRSIG 14 tap ban ghi. DNSSEC khéng thay déi dinh nghia hodc chirc nang cla gié trj TTL, voi
muc dich duy tri sir lién két co s& di liéu trong cac bd dém. Mat Resolver loai trir cac tap ban ghi tir b
nh& dém cla né trerée diém két thic cda hiéu lee thai gian dwece quy dinh bdi cac tredng TTL cla cac
tap ban ghi, k& ca khi Resolver nay 1a Security-Aware.

Céc trrdng bt d3u va két thic trong ban ghi RRSIG ([RFC 4034]) chi dinh chu ky thei gian chir ky cb
thé duoc sr dung dé xac dinh tap ban ghi. Cac chl ky dugc fién két véi di liéu zone duge ky chi c6
higu e trong chu ky théi gian dwge quy dinh bdi cdc truéng trong ban ghi RRSIG trong cau héi. Cac
gi4 tri TTL khong thé kéo dai thdi gian higu hec cda tap ban ghi degc ky trong by dém cla Resolver,
nhung Resolver cé thé s dung thdi gian cén lai trwde khi két thdc thdi han hiéu lye chir ky clia mt
tap ban ghi duoc ky, viéc két thic 1a bit bude déi vai TTL clia tap ban ghi da duoc ky va dugc lién két
voi ban ghi RRSIG trong b dém cua Resolver.

9.2  Cic yéu ciu m&i vé phu thuge thoi gian trong cac zone

Théng tin trong mdt zone dwgc ky tam théi nhing khéng tdn tai trong giao thire DNS géc. Viéc bao tri
zone dwgc ky phai thuéng xuyén d& ddm bao mdi tap ban ghi trong zone c6 mdt gia trj hién hanh ban
ghi RRSIG. Thoi gian hiéu lec ¢hr ky clia mdt ban ghi RRSIG 14 khodng théi gian ¢é hiéu lwc dién ra
viéc ky nhan dbi véi méi tap ban ghi, va viéc ky clia cac tap ban ghi khac nhau trong mdt zone c6 thé
hét hidu luc tai cac thoi diém khac nhau. Viéc ky fai mét hodic nhidu tap ban ghi sé thay ddi mét hodc
nhidu ban ghi RRSIG, viéc ndy lam tang sb day SOA clia zone va cho biét da xay ra sw thay ddi zone
va ky lai tap ban ghi SOA cia chinh né. Do d6, viéc ky lai bét ky tap ban ghi trong mét zone cé thé gay
ra thong bao DNS NOTIFY va céc hoat dong chuyén giao zone.

10 Cac yéu céu déi véi méy chi tén mién

Mot méy chii tén mién Recurity-Aware bao gdm cac ban ghi DNSSEC thich hgp (RRSIG, DNSKEY,
DS, va NSEC) trong tat ca cac hdi dap cho cac truy van tir cic Resolver va bao higu viéc sin sang
nhan céc ban ghi théng qua st dung bit DO trong tiéu dé EDNS, tuy thudc vao gidi han kich thirc thdng
bao. B&i vi, tap hep cla cac ban ghi DNSSEC nay cé thé dé dang gay ra sy cit xén théng bao UDP va
dir phong téi TCP, mét may chi tén mién Recurity-Aware phai hd tro co ché “tai UDP clia ngudi gl”
EDNS.

Néu c6 thé, mot nlra clia mdi khéa DNSSEC nén dugc gilr ngoai tuyén, nhung khéng ap dung cho
zone cép nhéat ddng DNS da dugc kich hoat. Trong trerdng hop cap nhat djng, Primary Master Server
cla zone ky lai zone khi dugc cép nhat, vi vay khda chinh tweng ng véi ZSK phai duge gilr trirc
tuyén.
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DNSSEC khéng thé dam bdo tinh toan ven clia toan bd zone trong suét cac hoat djng chuyén zone, vi
vay mot zone duoc ky van c6 thé chira phan chuwa duoc ky, dir liéu chia xac thue néu zone d6 khdng
c6 zone con. Do d6, hoat dong bao tri zone ddi hdi mét s6 co ché bd sung (nhu hinh thize bao mat
kénh TSIG, SIG(0) hodc IPsec).

11 Ho tai liéu bao mat DNS

Tap hop tai liéu vé DNSSEC cé thé dwoc phan chia thanh nhiéu nhém chinh, dwéi su bao trg cla cac
tai liéu giao thirc co' s& DNS.

“Tap tai liéu giao thirc DNSSEC" dé& cép dén ba tai liéu 1a chinh clia ph3n mé réng bdo mat DNS:
1) Céc yéu chu va huéng dan bio mat DNS ([RFC 4033]).
2) Ban ghi tai nguyén cho phan m& réng bao m4t DNS ([RFC 4034)).
3) Cac thay dbi trong giao thirc cho phan mé rong bao mat DNS ([RFC 4035]).

Ngoai ra, bét ky tiéu chuin nao dwoc thém vao hodc thay ddi tai liéu chinh cia phin mé réng bdo mét
DNS sé& ndm trong nhém nay. Didu nay bao gdm bét ctr viéc 1am trong tueng lai lién quan dén giao tiép
gitra Security-Aware Stub Resolvers va may chii tén mién dé quy Security-Aware nguqc tuyén.

Nhém cac tiéu chudin “Chi tiéu ky thust thust toan ky s6” mé ta cu thé cac thuat toan ky sé can dugc
thyre hién dé phi hop véi cac dinh dang béan ghi tai nguyén DNSSEC. Méi tai liéu nay & mét thuat todn -
ky s6 cu thé. Phu luc “Cac loai thuat todn va phan loai DNS” mé ta trong [RFC 4034] cung cép danh
sach céc thuat toan dugc dinh nghia khi cac chi tiéu k¥ thuét chinh nay duoc xdy dwng. “Giao thire xac
thyre giao dich” d& c4p dén gidi quyét xac thirc thong bao DNS bao gém céu hinh khéa riéng va xac
thire.

Tiéu chudn cubi cling “Str dung bdo mat méi” dé cap téi cac tiéu chuln tim cach st dung dé xuét cac
phan mé& rong bao mat DNS déi véi cac bao mat khac ¢6 lién quan. DNSSEC khéng cung cép bét ky
bdo mat true tiép nao ddi véi cac bao mat méi ndy nhung cb thé dwgc sir dung Gé hé tro. Cac tai ligu
nay ndm trong nhém mé ta viéc stz dung DNS trong It tri va phan phéi chirng chi [RFC2538).

12 Céc yéu ciu clia IANA

Céc yéu ciu cla IANA dugc dé cap trong [RFC 4034).

13 Cac yéu cau dbi véi bao mat

Tiéu chuén nay gi¢i thiéu phin mé réng bdo mat DNS va mé ta tap tai liéu co chira cac ban ghi bdo

mat méi va cac thay ddi trong giao thiec DNS. Phdn md réng cung cép xac thyc di liéu gbe va toan
ven dir liéu béng cach st dung ky s6 trén cac tap ban ghi tai nguyén.

Muyc nay dua ra cac han ché clia phin mé rong.

Dé& mét Security-Aware Resolver xac minh mét hdi dap DNS, tat ca cac zone doc theo dwdng dan ter
diém b&t ddu dwoc tin cay tai zone chira cac zone hoi dap phai dugc ky, va tat cd méy chi tén mién va
céc Resolver lién quan trong qua trinh phan tich phai & Security-Aware nhur mo ta trong tiéu chuan
nay. Mot Security-Aware Resolver khong thé x4c thire ngudn gbe hdi dap tir mét zone khéng duwgce ky,
tir zone khéng duoc chi din bdi mdt may chd tén mién Recurity-Aware, hodc tir bt ky di liéu DNS
khéng dwgc nhan biét théng qua may chd tén mién dé quy Security-Aware. Néu chudi xac thye bj pha
v& thl Security-Aware Resolver khong thé xac minh cac khoa xac thie can thiét, sau 36 Security-Aware
Resolver nay khéng thé xac minh di liéu DNS bj hw héng.
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Tiéu chudn nay dura ra cac phrong phap bdo mat bd sung cho mét truy van DNS, vi dy sk dung mét
kénh dugc bdo mat bdi IPsec hodc st dung mét co ché xac thye giao dich DNS nhw TSIG ([RFC
2845)) hoic SIG(0) ({RFC 2931}), nhung bdo mét giao dich khéng phai 1a mdt phan clia DNSSEC.

M6t non-validating Security-Aware Stub Resolver khdng thire hién vigée xac minh chir ky DNSSEC trén
chinh nd, do d6, n6 dé bj dnh hwdng khi bj tin cong vao may chl tén mién dé quy Security-Aware do
viéc thue hién kiém tra trén dai dién clia né va bj tn céng vao giao tiép clia néd voi cac may chi tén
mién dé quy Security-Aware. Cac Non-validating Security-Aware Stub Resolver nén s dung mét sb
hinh thirc bdo méat kénh dé& chdng lai cac mdi de doa sau nay. Security-Aware Stub Resolver chéng lai
cac mdi de doa thong qua viéc xéc minh chF ky clia ng, lic nay né sé khdng con 1a Non-Validating
Security-Aware Stub Resolver.

DNSSEC khéng bao vé chéng lai tan cong tir chéi dich vu (DoS). DNSSEC lam cho DNS d& bj anh
hudng dén mdt loai méi clia DoS dya trén hoat Gong ma héa chéng lai cac Security-Aware Resolver
va cac may chl tén mién Recurity-Aware, vi dy, ké tin cdng c6 thé cb géng sir dung cac co ché
DNSSEC @é tiéu hao tai nguyén clia dbi twong bj tin cong. Loai tAn cong nay tdn tai it nhét hai hinh
thirc. Ké tn cong c6 thé tiéu hao ma xac minh chi ky clia mét Security-Aware Resolver béng céch gid
mao céac théng bao hdi dap trong cac ban ghi RRSIG hodc bang cach tao ra cac chudi ch® k§ phirc
tap. Ké tan cong c6 thé tidu thu cac tai nguyén trong mét may chli tén mién Recurity-Aware hd tro cap
nhat dng DNS, bang cach gri mét dong théng bao cap nhat, bét budc may chl tén mién Recurity-
Aware ky lai cac tap ban ghi trong zone véi tan suét bat thudng.

M6t thiét ké co lva chon 1a DNSSEC khéng cung cp bao mét.

DNSSEC gi6i thiéu mgt kha ning cho ké tin cong dé liét ké tat ca cac tén mién trong zone bdi mot
chudi NSEC sau day. NSEC xac minh ring tén mién khang tdn tai trong mét zone béi céc lién két tir
tén da tao san dén tén da tao sdn theo mét trat ty chuln cla tat ¢ cac tén mién trong mét zone. Do
36, ké tAn cong c6 thé truy van cac ban ghi NSEC trong day aé thu dugc tit cd cac tén mién trong
zone. Mac du, khéng tAn céng vao DNS clia chinh nd, né c6 thé cho phép ké tn cong sép xép cac
network host hodc cac tai nguyén khac béng cach liét ké cac ndi dung clia mét zone.

DNSSEC khéng bdo vé chdng gid mao véi dir liéu zone khéng duwgc ky. D liéu khdng dwgc xac thire
tai cac zone cut (cac ban ghi NS trong zone con) khéng duge ky. Viéc nay khdng xay ra van dé khi xac
" minh chudi x4c thire, nhing né ¢ nghta 14 di liéu “non-authoritative” ciia nd dé bj xao trdn trong suét
cac hoat ddng chuyén zone. Do d6, trong khi DNSSEC c6 thé cung cép xac thirc ngudn gbe d lidu va
toan ven d@ liéu ddi véi cac tap ban ghi, né khong thé 1am nhwe vay ddi vai cac zone, va c4c co ché
khéc (nhw TSIG, SIG (0), hoac IPsec) phai dugc si dung G& bao vé cac hoat dong chuyén giao zone.
(xem [RFC 4034] va [RFC 4035] déi vdi cac yéu cdu bdo mat bd sung).
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Phuluc A
(Quy dinh)
Cac RFC cap nhat

Phuy luc nay chi trinh bay c4c théng tin dugc cap nhat cho tiéu chudn nay.

A.1 RFC 6014 “Cryptographic Algorithm Identifier Allocation for DNSSEC” - RFC 6014 “Dinh
dang cac thuat toan ma hoéa ding cho DNSSEC” (11-2010)

RFC 6014 (11-2010) thay d6i yéu ciu vé& ky tir mot RFC tiéu chudn tham chiéu sang mét RFC dugc
xuét ban duéi bét ky loai nao.

Trong Muc *2. Céc yéu ciu vé 4n dinh trong viéc ky sb thuat todn bdo mat DNS” tai Trang 3 clia RFC
6014 (11-2010):

C6 hai ly do Gé quy dinh yéu cau la:

- C6 mét sb thuat toan cd ich khdng thé ndm trong mot RFC tiéu chudn tham chiéu. Vi céc ly do nao
d6, mot thuat toan co thé da khong dwgce danh gia dl ki lwdng 6& 6 thé thanh mét tiéu chuan tham
chiéu. Hoac la thuat toan do cé thé co quyén s& hiru tri tué khong rd rang da ngan can thuat toan
ndy duoc xay ding thanh mét tiéu chun tham chiéu.

- Mé&c du khéng gian ky bj han ché (khodng 250 sé), cac thuat toan méi duge & xuét khdng thudng
xuyén. N6 c6 thé kéo dai nhiéu thap ky trudc khi c6 mét Iy do nao dé dé& xem xét lai viéc han ché
duge ky. Mot s6 nha phat trién sé quan tam dén mrc tiéu chuan clia cac RFC trong viéc ky. Viéc ky
da dugc cap nhat dé phan dnh mure tiéu chuén hién tai clia tirng thuét toan dwoc ligt ké.

Dé gidi quyét nhirng lo ngai v& viéc ddy ky sb, IETF nén danh gi4 lai cac yéu ciu ddi véi ky sd khiky sé
dugc an dinh x4p xi 120. Viéc danh gia nay co thé d&n dén nhirng han ché chat ché hon hodc mét cor
ché méi d& mé rong khéng gian ky. D& viéc danh gia kha thi hon, IANA da danh déu khodng mét nia
ky s6 kha dung 12 “dy phong” dé viéc danh gia lai nay ¢6 thdi gian rd rang hon.
Céc gia tri 253 va 254 van dwoc danh cho cac nha phat trién mudn kiém tra cac thuat toan khong ndm
trong mdt RFC. Tiéu chudn nay khang lam thay ddi cu phép cla hai gi4 tri nay.

A.2 RFC 6840 “Clarifications and Implementation Notes for DNS Security (DNSSEC)" - RFC 6840
“Céac chd y 1am rd va thwe hign dbi véi bao mat DNS (DNSSEC)” (02-2013)

Trong Myc "2. Nhitng bd sung quan trong DNS” tai Trang 4 clia RFC 6840 (02-2013) liét ké cac tai liéu
Guoc coi la cdt 16i clia cac tai lidu giao thirc DNS khéng duwrgc chi ra tai muc 11 clia tiéu chudn nay.

A.2.1 H3 tror NSEC3

RFC 5155 mé ta viéc st dung va x{ Iy cac ban ghi NSEC3 va NSEC3 PARAM déi véi chirng ctr khong
ton tai da bj lam hong. Nhiing b sung hop Iy nay duoc khuyén khich trong d6 bao gdm hd tro cho
NSEC3 bdi vi mdt sb zone ¢6 thé xac dinh duwoc s dung né. Nhirng bd sung khéng hd trg xac minh
héi dap bang cac sir dung NSEC3 bj ngan can trong viéc xac thuc phan Ion khong gian DNS.

[RFC 5155] xem xét phén ho tiéu chudn bdo mat DNS dugc mé ta tai muc 11 cla tiéu chudn nay déi
v&i viée hé trg NSEC3.

A.2.2 H6 tro SHA-2

[RFC 4509) mé ta viéc st dung SHA-256 bang thuét toan phan loai trong cac ban ghi DS. [RFC 5702]
mo ta viéc sl dung thujt toan RSASHA256 va SRASHAS12 trong cac ban ghi DNSKEY va RRSIG,
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Nhirng bd sung hop Iy nay dugc khuyén khich bao gbm hé tre' cho céc thuat todn céc ban ghi DS,
DNSKEY va RRSIG.

[RFC 4509] va [RFC 5702] xem xét phan Ho tiéu chudn bdo mat DNS dwoc md ta tai myc 11 cla tiéu
chuan nay ddi véi viéc hd tro SHA-2.
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