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L&i néi dau

TCVN 12214-2 : 2018 hoan toan twong dwong véi ISO/IEC 14888-
2:2008 va dinh chinh ky thuat 1:2015.

TCVN 12214-2 ; 2018 do Cuc Quan Iy mat ma dan sw va Kiém dinh
san pham mat ma bién soan, Ban Co yéu Chinh phi d& nghi, Téng
cuc Tiéu chudn Bo lwong Chét lwong thdm dinh, Bd Khoa hoc va
Codng nghé cong bé.

B tiéu chudn TCVN 12214 (ISO/NEC 14888) Céng nghé thong tin —
Céc ki thuét an toan — Chiv ky s6 kém phy luc gdm céc tiéu chuan
sau.

- TCVN 12214-1 ; 2018 (ISO/NEC 14888-1:2008) Phén 1: Tdng quan

- TCVN 12214-2 : 2018 (ISO/IEC 14888-2:2008) Phan 2: C4c co ché
dia trén phan tich s6 nguyén

- TCVN 12214-3 : 2018 (ISO/IEC 14888-3:2016) Phan 3: Céc co ché
dwra trén logarit r&ri rac

TCVN 12214-2:2018
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TIEUCHUANQUOCGIA TCVN 12214-2 : 2018

Cong nghé thong tin - Cac ky thuat an toan - Chir ky sé kém phu luc
Phan 2: Cac co’ ché dwa trén phan tich s6 nguyén

information technology - Security techniques - Digital signature with appendix - Part 2: Integer
factorization based mechanisms

1 Pham vi ap dung

Tiéu chuan nay quy dinh chir ky sé kém phuy luc véi do an toan dwa trén dd khé cha’phan tich sé theo
md-dun. Vi mdi ivge do chir ky, quy dinh:

a) Méi quan hé va rang budc gitra tt ca cac thanh phan dir liéu dwoc yéu cau dé ky va kiém tra;

b) Co ché ky, tire 1a cach dé tao ra chiv ky clia mot thong diép véi cac thanh phan d liéu dwoc yéu
cau dé ky;

c) Co ché kiém tra, tic [ cach dé kiém tra chl ky clia mét thong diép v&i cac thanh phén di fiéu
duwoc yéu cau dé kiém tra.

Viéc tao cac cip khoéa yéu cau bit ngau nhién va sé nguyén t6. Qua trinh tao chit ky thudng yéu cau bit

ngau nhién. Cac k¥ thuat sinh cac bit ngiu nhién va cac sé nguyén té ndm ngoai pham vi tiéu chuén

nay. Dé biét thém théng tin, xem ISONEC 18031 [33] va ISOAEC 18032 [34).

Cé nhiéu céch khac nhau dé& c6 dwoc mat ban sao tin cdy clia khéa kiém tra cong khai, vi du: mét

chieng th khéa cdng khai. Ky thuat quan Iy khda va chieng the nam ngoai pham vi tiéu chuan nay. Dé

biét thém théng tin, xem ISO/IEC 9594-8 [27], ISONEC 11770 [31] va ISONEC 15945 {32].

2 T4ai liéu vién dan

Céc tai liéu vién dn sau rat cAn thiét cho viéc ap dung tiéu chuén nay. Dbi voi cac tai liéu vién dan ghi
nam cdng b thi 4p dung phién ban duoc néu. Dai véi cac tai ligu vién din khong ghi ndm cdng bb thi
ap dung phién ban méi nhét, bao gdbm ca cac stra ddi, bd sung (néu co).

TCVN 11816 (ISO/IEC 10118) (Tét cé cac phén). Cdng nghé thong tin — Céac ky thuét an toan — Ham
bam. ’

TCVN 12214-1 (ISONEC 14888-1), Cdng nghé thdng tin — Ky thudt an toan — Chir ky s6 kém phy luc -
Phan 1: Téng quan.
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3 Thuéat ngi¥ va dinh nghia

V&1 muc dich ciia tiéu chuan nay, cac thuat ngi va dinh nghta trong phan 1 tiéu chun nay va dudi day
dwoc ap dung:

31

Ma-dun {modulus)

Sé nguyén véi phan tich sb duroc git bi mat va khéng thé tinh toan duwoc cac thira s nguyén td clia sb
da.

3.2

Gia trj dac trweng (representative)

Xau bit dwgc tao ra bing mét co ché dinh dang.

3.3
Salt (salf)
Xau bit tiy chon d& tao ra mot gid tri dac trung.

3.4
S6 mii ky (signature exponent)

S6 mil bi mat dé tao chi ky.

3.5
Trailer (traiter)

Xau bit tiry chon ndm bén phai clia mét gia trj déc trung.

3.6
$4 mi kiém tra (verification exponent)

S8 mi cong khai dé kiém tra thong diép duwgc ky va cling ¢6 khi dwoc ding dé tao ra chir ky.

4 Ky hiéu va chir viét tat

Trong tiéu chudn nay ap dung cac ky hiéu va chir viét tat dui day:

A|lB XAu bit két qua clia phép ghép hai xau bit A va B theo thir ti.
A@B X4u bit két qua cda phép XOR hai xau bit 4 va B cé clng dd dai.
h Tham sé thay thé (adaptation) (GQ2).

Cr Hé s6 CRT.
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Binh Iy phan dw Trung Hoa.

Do dai bit clia D néu D 1a mét xau bit, hodic d 16n bit cia D néu D 12 mét s6 (tire 13,
bing 0 ndu D = 0, hodc bing s& nguyén duy nhét i sao cho 2" < D < 2i'néu D >
0. Vidy 65537 = 21 + 1| = 17).

S6 nguyén Ion nhét nhd hon hosc bang D.

$é nguyén nhd nhat I6n hon hodc bang D.

Salt (RSA, RW, ESIGN).

Gia trj d4c trwng clia (RSA, RW, GQ1, ESIGN).

$6 Igng cac thira s6 nguyén td.

Sé cong khai.

86 co s6.

Ky hiéu Jacobi clia mét s6 nguyén duong g déi véi mét hop so 1€ n.

CHU THICH 1 Theo dinh nghfa, ky hiéu Jacobi ciia g ddi véi n 13 tich clia ky higu Legendre cla g dbi
v&i moi thiva sé nguy@n té cda n (tinh I4p lai cac ky higu Legendre ddi véi cac thira sé nguyén 10 1ap fai
nhiéu tAn). C6 thé tinh ky hiéu Jacobi {13, 15 ma khang cAn biét vé cac thiva sb nguyén td cla n.

Ky hidu Legendre ctia mét s6 nguyén duong g déi véi mét sé nguyén 1618 p.

CHU THICH 2 Theo dinh nghia, néu p 1a sb nguyén t& thi
(glp) = g®~Y?mod p. Nghia ta (glp) bling 0 néu g 1a bdi cla p, ngwroc lai bang +1 hodic -1 phy thuge
g cb l1a binh phuong theo md-dun p hay khéng.

Uéc chung 16n nhét clia hai 6 nguyén dwong a va b.

Ma bam.

Ham bam.

Sé nguyén duy nhét jtir 0 dén n — 1 sao cho n chia hét cho i — j.
Chuédi di liéu inh danh (GQ1). .
Chi s6 ctia mét co ché dwoc ding (ham bam, co' ché dinh dang, bién tﬁé bam.
Tham sb an toan (GQ2).

Béi s chung nhd nhét cla hai s nguyén dwong a va b.

Thong diép.
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m
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QQ
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L ry

5, 5f

XY’

Xy z

T

S6 Ivong cac sb co s& (GQ2).

Ma-dun.

Thira s6 nguyén 6.

Sé bi mat.

Sé mi bi mat (GQ2).

Phan dhu tién clia chir ky (GQ1, GQ2, GPS1, GPS2).
S6 ngiu nhién (GQ1, GQ2, GPS1, GPS2, ESIGN).

Chir sb (RSA, RW, ESIGN) hoc phan th& hai cla chir ky (GQ1, GQ2, GPS1,
GPS2).

S6 mi chir ky (RSA, RW, GQ1, GQ2).

coupen (GPS1, GPS2).

Tham sb @6 dai chix ky (GQ1, GQ2).

86 md (GQ1, GQ2).

$é mi kiém tra (RSA, RW, GQ1, GPS2, ESIGN).

Xau bit (GQ1, GQ2, GPS1, GPS2).

Ky hiéu st dung cac chr s6 hexa ‘0" t&i ‘9’ va ‘A' téi ‘F, bang XY hé co sb 16.
Céc s6 nguyén.

Do 16n bit ctia mo-Gun.

Do dai bit cha cac gia trj dic trung (RSA, RW, GQ1, ESIGN).
Do dai bit chia cac gia tri salt (c4c co ché dinh dang).

Do dai bit clia cac gié tri trailer (cac co ché dinh dang).

5 Téng quan

5.1 Cac yéu céu an toan

Co ché chir ky stv dung mdt tap cac thanh phan di lidu bat budc & ky. Tap hop nay bao gdm khéa ky
riéng clia nguwdi ky, duoc goi don gidn 18 “khéa ky" trong tiéu chudn nay clia bd tiéu chun. Mot s6
thanh phan di liéu cia khoa ky phai dwoc gitr bi mat (it nhét phai gitr bi mat mét thanh phan di liéu).

10
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CHU THICH Moi thanh ph3n di Yigu bi mat phai dugc lwu trong mdt thiét bj phén cing hodc phin mém dudi sy kidm sodt
clia ngurdi ky trénh ké tan cong co thé ty cép uoe. Cac thé mach dién tlr tich hop [24] c6 thé st dung dé tao chiv ky. Céu
hinh bdo v& cho cé¢ thiét bj tao chiz ky nim ngoai pham vi tidu chuan nay clia bj tiéu chudn nay.

Qua trinh tao chir ky RSA va RW chi mang tinh xac suét khi va chi khi moi chiv ky yéu cau mét gia tri
salt méi. Qua trinh tao chir ky GQ1, GQ2, GPS1, GPS2 va ESIGN hoan toan mang tinh xac suét. Khi
qua trinh tao chir ky mang tinh xac suét, thi moi nguwdi ky phai c6 phwong phép dé chon céc bit ngau
nhién.

Co ché kiém tra st dung mét tap hop cac thanh phan div liéu bt budc @& kiém tra, tat ca dir liéu nay
phdi dwoc cdng khai trén mién.

« Moi thanh phan di lidu ¢dng khai diing chung cho tat ca ngudi ky dwgc goi la tham sb mién.

« Moi thanh phan di liéu céng khai dac treng cho mét ngwdi ky duy nhét 1a mét phéan clia khéa
kiém tra cong khai clia ngwdi ky, Gwoc goi don gian 1 “khoa kiém tra” trong tiéu chudn nay cla
bd tiéu chuan nay.

Véi mdt t&n mién da cho, moi ngwdi kiém tra déu biét duwoc tap hop cac tham sé midn va nhan duoc
mot ban sao tin cay cia khoa kiém tra clia ngudi ky.

Ngudi ky va ngudi kiém tra phai dam bao day dU réng tap hop céc tham s6 mién 13 hop 18, tie 1a né
théa man céc rang budc cu thé trong lugc dd. Ngtroc fai, sé khéng cé dam bao nao vé dé an toan ngay
ca khi thdng diép da ky dwoc chap nhan. Sy dam bao nay c6 duwoc bang nhiéu cach, bao gbm mét
hodc nhiéu cach sau:

a) Lwa chon mét tap hop céc gid tri tir mét ngudn cong khai tin cay, vi du: mét tiéu chudn quéc té;

b) Tao ra mottap hop cac gia trj bdi bén thi ba tin cdy, vi dy: mét t chivc cung cap ching thuw s
[27];

¢} Xac nhan mét tap hop cac gia tri boi bén thr ba tin cay, vi du: mot td chuc cung cép chizng the
sb [27);

d) Déi véi nguei ky, tao ra mét tap hop céac gia tri bdi mét hé thdng tin cay,

) Dai véi ngudi ky va ngudi kiém tra, xac nhan mét tap hop cac gia tr.

Nguéi ky véa ngudi kiém tra phai d3m bao @y du rang khéa kiém tra 1a hop 18, tic lé no6 théa mén cac
rang budc cu thé trong Iwoc dd. Sy ddm bao nay ¢6 duwoc bing nhiéu cach, bao gém mdt hodc nhigu
cach sau:

a) Truy cap t&i mdt thu muc hodc kiém tra mot chirng thu; :

b) Mbt giao thirc kidm tra khda hoat dong voi khoa kidém tra va co thé 12 cac théng tin khac lién
quan dén sy twong tac véi phan cieng hodc phan mém tao chir ky;

c) Tin twéng vao |oi khdng dinh cla bén thty ba vé viéc ddm bao réng khoa kiém tra la hop 18;

d) Tintwdng ring qua trinh tao khoa dwoc thuc hién hoan toan chinh xac.

Céc giao thire va phwong phap kiém tra khoa cu thé dé thu thap va chuyén tai sy d’ém bao tinh hgp 1&
cta khéa ndm ngoai pham vi tiéu chuln nay clia bé tiéu chuén nay.

D6 an toan cla moi lwge dd chir ky dwoc quy dinh trong tiéu chuan nay phy thudc vao mot sb maé-dun
va mdt ham bam,

11
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+ Sb mé-dun 1a an toan (tdrc 1a khéng phan tich s&) khi gia tri phan tich s6 khong bi 16. Khi st
dung lvoc 66, khéng cé chli thé ndo c6 kha nang phan tich sé mé-dun dang dwoc si dung.
¢ Ham bam s dung i&@ mét trong nhitng ham bam dwoc quy dinh trong TCVN 11816:2017
(ISOMEC 10118); Né ¢6 kha nang khang va cham.
5.2 Khéa kiém tra

Bang 1téng hep cac khoa kiém tra (xem 6.1, 7.1, 8.1, 9.1, 10.1 va 11.1).

Bang 1 — Cac khoa kiém tra

; 5 iy chon ®
Lworc d6 Ba.c Tuy chon @ Tuy'chon
budc
RSA, RW, B Indic(h) « Indic(format,e, 1) .
ESIGN " K
GQ1¢ ' n,v Indic(h) a !ndic(v_arian_t), Indic(format,g, 1)
GQ2 n Indie(h) | b,(g1.92 - Gm) & Indic(variant)
GPS1 G n Indic(h) g.a Indic(variant)
| GPS2 n v indic(h) g.a Indic(variant)

3 Néu khong I thanh phan cia khoa kiém tra, thi mot thanh phan di fidu s& 12 mot tham sé mién.

® Néu khdng phai la mat tham sé mién, cling khong 12 thanh phin cda khéa kidm tra, thi mét thanh phén di lidu s& dwoc cof
1a mét gia tj mac dinh,

© Khoa kiém tra GQ1 ¢6 thé 1a rng.

Moi lugrc @b chir ky dwoe dac ta trong tiéu chuan nay st dung mot mo-dun, ky hiéu 13 n.

e Trong lwoc a6 RSA, RW, GQ2, GPS2 va ESIGN, khoa kiém tra bao gbm n.
» Trong lwge db GQ1 va GPS1, cac tham sé mién hodc khéa kiém tra bao gbm n.

CHU THICH Thei han stv dung mdt gi4 tri mé-dun cho trrdc thwirng bi giéi han trong mét khodng thdi gian nhét dinh trong
mat mién nhit dinh.

Bé quy dinh do Ién bit cia md-dun dwoc st dung, cac tham sé mién hodc khoa kiém tra sé bao gdém
mot thanh phan div liéu, ky hiéu 1a a. Néu khong quy dinh vé a, thi gia tri mac dinh clia a duoc thiét lap
b&ng dé I6m bit clia md-dun duye st dung (nghia 1a khdng quy dinh v& kich thwde mé-dun).

Trong lrge @3 GPS1, khoa kiém tra bao gdm mdt sb céng khai dwoc st dung, ky hidu 1a G.

Dé tuong thich voi co sé ha tAng khoa cong khai da dugc trién khai, ngay ca khi tat ca nhitng ngudi
ky st dung cling mét gia tri trong mién, khoa kiém tra ¢é thé bao gém:

- 86 mi kiém tra duoc dung, ky hiéu a v trong lwoc 85 RSA, RW, GQ1, GPS2 va ESIGN;
- 86 mé-dun dwoc ding, ky higu 1a n trong lwge dd GQ1 va GPS1.
Moi lrgre @6 chir ky quy dinh trong tiéu chudn nay slr dung ham bam, ky hiéu [a h.

12
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o Trong luoc 38 RSA, RW va ESIGN, mét co ché dinh dang s dung ham h dé chuyén ddi thong
diép thanh gia tri dc trung va kiém tra gia tri dac trueng sau khi Gugc khdi phyc lai.

« Trong kroc dd GQ1, mét co ché dinh dang st dung ham h dé chuyén dbi nhivng chubi dir liéu
dinh danh thanh cac sb cdng khai va mét bién thé bam st dung ham h dé tao ra cac xau bit.

e Trong lvgc dd GQ2, GPS1 va GPS2, mdt bién thé bam s dung ham h dé tao ra cac xau bit.

Dé xac dinh ham bam dang dwoc sk dung, cac tham sb mién hodc khéa kiém tra s& bao gém mét
thanh phan dir liéu, ky hiéu 1a Indic(h).

Tiéu chudn nay dic t3 ba co ché dinh dang (PSS trong muc 6.4, 7.4 va 11.4; D1 va D2 trong phu luc
D). M3i co ché dinh dang st dung hai tham s6, ky hiéu 1a ¢ va 7. Nhan gi4 trj 0,64 ho3c |H|, £ cho biét
@6 dai bit ca gia tri salt. Nhan gia tri 0,8 ho#c 16, T cho biét do dai bit cGa gia trj trailer.

Tiéu chudn nay dac ta bon bién thé bam, trong d6 W ky hiéu mat xau bit va M 1a mét théng diép.

1) h(W]IM) 2) h(W[{h(M)) 3) h(h(W)]IM) 4) h(h(W)]|R(M))

D& xac dinh co ché dinh dang dang dwoc s dung, cling véi nhivng gia tri tly chon & va © dang ding,
varhodc bién thé b3m dang s& dung, cac tham sb mién hodc khoa kiém tra ¢é thé bao gdm mot hoic
hai thanh phn d liéu, ky hiéu 1& Indic(format, ¢, 1) va Indic(variant) néu can.

Khéa wu tién — Khi c4c tham sé mign va khoa kiém tra bao gdm thanh phan di¥ liéu twong tw nhau véi
nhitng gia trj khac nhau, thi khoa kiém tra c6 quyén wu tién hon.

CHU THICH Trong mét mién nhét dinh, do cb khéa wu tién, nhing ngwdi ky khac nhau o thé st dung cic ham bim khac
nhau vafhodc cac kich thurée md-dun khac nhau.

5.3 Ky thudt CRT

Xem xét hai s6 nguyén x, va x, 14 hai & nguyén té cung nhau, nhung khong cin I3 sé nguyén té. Theo
dinh nghia, hé s& CRT clia x; va x,, ky hiéu Ia Cr 12 mét s6 nguyén dwong duy nhét, nhd hon x4, sao
¢ho Cr X x, — 1 12 bdi s6 clia x,.

86 nguyén bat ky X thudc {0,1 ... x; X x, — 1} cé thé duoc phan tich thanh cap duy nhét cac thanh phan
Xy = X mod x; nhan gia tri tl 0,1... x; — 1} va X, = X mod x, nhan gid tri t& {0,1 ... x; — 1}.

Hop sé CRT 14 gia trj nghich dao clia phan tich & trén. Str dung ba sb nguyén x,,x, va Cr dé bién dbi
hai thanh phan X, nhan gia tri ti» {0.1.. x; — 1} va X, nhén gia trj tir {0,1 ... x, — 1} thanh sb nguyén duy
nhat X nhan gia trj ttr {0,1... x; X x, — 1} sao cho X, = X mod x; v3 X, = X mod x,.

Y=X1—sz0dx1;z=Y>(Crmodx1;X=Z><x2+X2

Lan lwot bién ddi ba thanh phin X, tir {0,1... x; — 1}, X, t¥ {0,1... x, — 1} V& X3 ti¢ {0,1... x3 — 1}, trong
36 x1,%; VA x5 nguyén té cling nhau tirng ddi mot, thanh sb nguyén duy nhat X nhan gia tri tir
{0,1... x; X x; X x3 ~ 1} théa man X; = X mod x, X, = X mod x, V& X3 = X mod x;, hop sd CRT duwoc
st dung hai 1an;

1) @& tinh toan T nhén gia tri tir {0,1... x; X x, — 1} sao cho X, = T mod x, V& X, = T mod x;
2) @& tinh todn X nhan gia tri tir {0,1... x; Xx; Xx3—1}sao cho T = X mod x; X x, va X3 = X mod x5.

Khi biét cac thira sb nguyén td cla n (xem muc 6.2, 7.1, 8.1, 8.2, 9.1, 9.2.2 va 10.2.2), ky thuat CRT
lam gidm @9 phirc tap cla tinh toan sé hoc mod n (xem B.2.3). Thay vi tinh toén true tiép két qua cudi
13



TCVN 12214-2:2018

cung nhan gia tri tir {0,1...n — 1}, sé tinh toan mot tAp hop cac thanh phan sau do bién @i thanh két
qua cudi cung.

CHU THICH Higu qua ¢iia ki thuat CRT sé tang theo sé lwong cac thira sé nguyén té khac nhau.
5.4 Bién ddi giiva xau bit, s8 nguyén va chudi octet
Mot xau bit, ky hiéu 1a D, bao gdm |D] bit trong d6 gia trj cGia mdi bit 13 O hodc 1; cac bit dwoc danh sb
theo the ty tir bit trai nhat, ky higu 12 d;, dén bit phi nhét, ky hidu 12 d)p).
D= d1d2d3 d|D|_1d|91

D& chuyén ddi D thanh mot sé nguyén, ky hidu 13 A, bit trai nhat, ky hiéu la d, 12 bit ¢é trong sb cao
nhat va bit phai nhét, ky hiéu 1a d;p) 1a bit ¢é trong s6 thap nhat.

A=200-1 % dy + 2W=2 dy + -+ 22 x dIDE—Z +2 X d|D|—1 + d|g|

D6 I6n bit clia s6 nguyén A, ky hiéu 1a [A] (nghia 1a 21171 < 4 < 21 néu 4 > 0, do @6 0 < A < 2'Pl),
bng |D| néu d, = 1, hosc nhé hon |P] néu d; = 0. Biéu dién nhj phan cla sb nguyén A bing mét xau
bit cé a9 dai Ion hon |4] 14 xau bit duy nhat ma khi bién ddi thanh sb nguyén thi cho gi4 trj bang A.

Khi d6 dai bit ciia mét xau 12 bdi sb clia 8, xau bit ¢ thé dé dang biéu dién bing mot xau octet trong 46
moi octet co gia tri tir “00" Gén “FF” trong ky hiéu hé tap luc phan. Trong mdt xau octet, octet duoc
d4nh s thir tw tr octet trai nhat Gén octet phai nhit. D& bién ddi mot xau octet thanh mét sb nguyén,
octet trai nhét 1a octet c6 trong sé cao nhét va octet phai nhat 12 octet ¢6 trong s thap nhét.

6 Lwoe 46 RSA va RW
6.1 Yéu cdu cac thanh phén dir liéu dé ky/kiém tra
Céc quan hé va rang budc chudi duoc 4p dung cho céc thanh phan di liéu sau:

e Sémikiém tra;

+ Tap hop cac thira s6 nguyén té khac nhau;

¢ S mo-dun;

o Sémiky;

o Tap hop cac sé ma ky CRT.
S6 mi kiém tra ky hiéu [a v. Cac gid trj v = 0 va v = 1 khéng duwoc s dung.
CHU THICH Cac gi& tri v = 2,3 va 65537(= 26 4 1) c6 nhirng wu diém trong thyc nghigm.

Tap hop céc thira s& nguyén t khac nhau ky hiéu 13 py,p, ... p; duoc sdp xép theo thi ty ting dan
(f > 1.

Luwgce dd RSA st dung s& mi kidm tra Ié. C6 thé cé nhigu hon hai thira s nguyén té (f = 2). Véi i tie 1
@én f, v s& nguyén té cling nhau v&i p; — 1, tive 12 ged(v,p; — 1) = 1.

Lugc @b RW st dung s& ma kiém tra ch3n. Tiéu chuén nay quy dinh gia tri v = 2, v&i chi hai thira s
nguyén té (f = 2), c¢a hai déu dong dw véi 3 mad 4, nhung khdng ddng du véi nhau mod 8.

$6 mé-dun, Ky hiéu 1a n 13 tich clia cac thira sb nguyén té (n — p; X ... x p,). B Ion clia nd 1 « bit.

14
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86 ma ky dwoe ky hiéu 1 s, 12 sb nguyén duong bét ky (thwong st dung sb nhd nhét) sao cho
vxs—113 bdisé cha lem(p, = 1,...,py — 1) néu v 12 s &, hogic I3 bdi sé cla lem(p, — 1,p2 - 1)/2
néuv =2

Tap hop céc s& m0 ky CRT ky higu 1a s, @én s,. V&i i t 1 dén f, s; 1a s6 nguyén duong bét ky
(thweng st dung sé nhd nhat) sao cho v X s; — 1 1a bdi s6 clia p; — 1 néu v |2 sb 18, hodc 4 bdi sb cia

(pi—1)/2néuv =2

CHU THICH Trong lwoc d& RW, c6 mot thira sé nguyén 6 déng dw véi 3 mod 8 va mét sé khac ddng du véi 7 mod 8, n =
Smod 8, (£2ln) = ~1,5 = ZRBE2 ¢ = (p, +1)/4 Vi 5, = (p, + 1)/4.

Qua trinh ky yéu cAu mat ham bam (xem muyc 5.1), mdt co ché dinh dang va mét khoa ky. Khuyén nghi
s dung co ché dinh dang dwoc quy dinh trong 6.4; né s dung hai tham sé, ky hiéu 1a e va . Khoa ky
¢6 hai dang sau:

* V6i CRT: p; @n py, f — 1 hé s6 CRT (xem muc 5.3) va s, dén s;.
s Khong c6 CRT:. n va s (n cbng khai).

CHU THICH Ce ché dinh dang quy dinh trong myc 6.4 duoc tin twding 1 an toan, Hai co ché dinh dang quy dinh trong phy luc
D ¢d gi&i han an toan nhd hon.

Qué trinh kiém tra yéu ciu mét tap hop cac tham sé midn va mot khoa kiém tra. Cac tham sb mién
hodc khoa kiém tra s& bao gbm v va Indic(h), va c6 thé gdbm cd o« (mac dinh o = [n}) va
Indic(format, £,7) (mac dinh theo muc 6.4 v&i ¢Ac gia tri tly chon £ = |H| va T = 8). Khéa kiém tra bao
gdm n.

6.2 Corché ky

Co ché ky dwgc minh hga trong hinh 1 s& dung mét ham bam, mét co ché dinh dang va mét khéa ky
@& ky mot thong diép (mot xau bit, ky hiéu 14 M), nghia 12 tao ra mdt chir ky cla M (mot xau bit, ky hiéu
la s).

Thang diép | Ham bam, co ché dinh dang va khoa ky |

Tinh toan chi# ky s

Hinh 1 - Ky vé&i RSA hodic RW
Buwée 1 - Chuyén ddi thong diép M thanh mot gia trj dac treng v = |n| bit, ky hiéu 1a F, theo co ché
dinh dang dang str dung. Xau bit F bidu di&n maét sb, chia hét cho 4, cling ky hiéu la F (0 < F < n).
Bw&c 2 - Tao ramdt s6, ky higu a 6 (0 < G < n).
e NéuviasélgthiG =F.
+ Néuw =2, tinh toan ky higu Jacobi (F|n) va bién ddi ky hiéu Jacobi (G|n) vé +1.
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o Néu(Fin) =+1,thi¢ =F.
o Néu (F|n) = ~1, thi ¢ = F/2.
o Néu (Fln) = 0 (treéng hop rat hiém gap), thi qua trinh tao sé tht bai.
Tao ra mét s, ky hiéu 12 § bang mét trong hai céch sau:
* V&iCRT, véiitlr 1 &n f, tinh G; = G mod p; va S; = G;* mod p;. S6 S 1a hop sd CRT (xem muc
5.3) 5, dén S;.
» Khdng s dung CRT, tinh toan S = Gmod n.
Néu v = 2, thi s6 § durgc thay thé bing n — S.
Ch{ ky Ia mét xau bit bat ky dai dién cho $, thirdng 1 mét xau @dm |n| bit va ciing ky hiéu 1a S.

6.3 Co ché kiém tra

Co ché kiém tra dwgc minh hoa trong hinh 2 st dung mét tap hop cla cac tham s mién va mét khoa
kiém tra (xem bang 1), v&i khéa wu tién (xem muc 5.2) dé kiém tra mdt théng diép va mat chiv ky cla
théng diép do, tire la hai xau bit, ky hiéu M va §.

Bwéc 0 - Loai b néu |n] # «, holc néuv = 0 hodc 1, hodc néu n khong ddng dw véi 5 mod 8 khi
v=2

Bwéc 1 — Xau bit S bidu dién mot s6, cing ky hiéu 12 S. Loai bd néu S = 0 hodc 1, hodcnéuS=n - 1.
Tinh toan G* = $¥mod n.

L Thang béo di ky J [ Cic tham sé mién va khéa kiém traJ

M s I
@ M chi¥ ky
la*
@ Khai phuc lai gia tri dac trung J
. l — ‘

¥ oy
3 Kiém tra gid lri dac trung duorc khéi phue lai (Cor ché dinh dang) Chap nhan
: g 3 fLoai bo

e

<+

Hinh 2 - Kiém tra v&i RSA hodic RW
Bwée 2 - Khoi phyc lai gia trj d3c tneng, ky higéu {4 F*.

o Néuvla motsd I8, thi F* 1a mot xau cé dd dai [n] bit bidu dién ctia G*.

e Néuv =2, F* 12 mot chudi cé dd dai |n| bit bidu didn:

G* ndu G* dong dw véi 4 mod 8;

n—G* néu G* déng dw v&i 1 mod 8;

26" néu 6* ddng dv v&i 6 mod 8;

2(n — G*) néu G* ddng dw véi 7 mod 8.

Loai b trong céc tredng hop con lai (Khéng bidu dién dwoc gia tr trailer).

C O 0 0 ©

Bwéc 3 ~ Kiém tra gia trj dac trung F* da duoc khéi phyc lai theo co ché dinh dang st dung.
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6.4 Co’ ché dinh dang

Qua trinh chuyén ddi théng diép M st dung hai tham s (¢ biéu thi 80 dai cla gia trj salt va 7 biéu thi do
dai gia trj trailer) thanh mét gia tri dac trung gém y bit, ky hiéu 1a F. Hinh 3 minh hoa cho co ché nay.

I Tham sé & l | Thbng dip Af Tham 56 T
[ Lya chon gid tr salt ] | Lyra chen gid tri trailer |
T E
; !
Tao chulitrung gian H ¢
000 ... 00D||1 {£=0) '0000 0000 0000 0000' || ¥ {&=0)
000 .. Q0O|1[JE {s>0) '0000 0200 0000 0000'[| H || £ (£>0)

& Chudi bit dwre tao mitna n

i v
_’___._.——-—'—'—"—'—M
HH -

L F (ybits) = Chudi dwoe tao mitna || HH [} Traller

Hinh 3 - Tao gia tri dic trng

1) Cac thy chon nhw sau.
o Tuy chon € = 0. Gié trj salt 1a mot xau réng va qua trinh tao ch ky 1& qua trinh tét dinh.
e Tuy chon & = |H|. Gia trj salt, ky hiéu 13 E 12 mét xau gém |H| bit ngau nhién,
o Néu gia tri salt la gia trj c6 dinh cho nhiéu chi¥ ky, thi qua trinh tao chir ky 1a qué
trinh tat dinh.
o Néu gia tri sait la mét gia tri moi cho teng chir ky, thi qua trinh tao chlr ky msng
tinh xéc suét.
¢ Tly chon T = 8. Gi4 trj trailer |a mdt octet don, @3t bang “BC".
+ Tuy chon 7 = 16. Gia tri trailer 1a hai octet lién tiép: octet phai nhat dwgc dat béng "CC";
octect trai nhat xac dinh ham bam st dyng. Octet tréi nhat dugc bidu dién nhu sau.
o Gia trj tir “00” dén “7F" danh cho tiéu chuan ISONEC JTC 1 SC 27; ISONEC
10118 quy dinh mét dinh danh duy nhét trong day gié tri d6 cho tlrng ham bam
tiéu chudn, vi du: “31" dai dién cho ham dau tién trong Phéan 3, co tén goi 1a
RIPEMD-160 v& "33" dai dién cho ham thir ba trong Phan 3, ¢6 tén goi la SHA-1,
o Gia trj tir "80" dén “FF" dwoc danh cho trwdng hop dac biét.

Trailer = Djnh danh ham bdm || "CC".
CHU THICH Mgt s6 nghién ctru [12] dit cau héi vé ru didm khi st dung dinh danh nhw trén trong gi t trailer.

2) Bam M thanh mét xau bit, ky hiéu 4 H. Tt trai sang phai, néi 8 octet c6 gia tri “00”, H va E. Bam
chudi vira ndi thanh mét xau bit, ky hiéu 1 HH.

H = h(M) HH = h(("0000 0000 0000 0000")|]H}|E)

3) Tao ra mét chubi gdm it nhét y — 7 — |H| bit t& HH theo céc budc sau st dung hai bién: mot xau
cd a9 dai thy y, ky hiéu la String, va mét xau 32 bit, ky hiéu la Counter.
a) Dt String bing mot xau rdng.
b) D&t Counter bang 0.
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c)
d)
e)

Thay String bang String||h(HH||Counter).
Thay Counter bang Counter + 1.
Néu |H| x Counter <y —1 — |H|, thi quay lai bwdc c.

Tao ra mét gia tri mat na v&i y — v — |H| bit tréi nhét cGa String trong do bit trai nhit cé gia tri bit budc
béng 0.

4)
5)
6)

Tao ra mét xau trung gian gdm y — 7 — |H| bit dwoc nédi tir trai sang phai theo thir tw nhu sau:
Yy—t-|H|-1-¢hitQ;

Mbt bit gi¢i han béng 1;

Gia trj salt £.

Ap dung mit na cho xau trung gian, d& tao ra mét xau mét na bing cach thic hién phép XOR.
Tao ra F bang cach ndi xau bit d& dwoc tao mit na, HH va trailer theo thir tw tir trai sang phai.
Tra vé F.

F = X&u bit dwoc tao mat na || HH || Trailer

Kiém tra gia tri déc trung da duwoc khéi phuc lai gdm y bit, ky hiéu fa F* twong (ng véi théng diép M va
str dung hai gia tri tly chon & va t (dwoc cho bdi khéa kiém tra hodc cac tham s mién, hodc 13 gia tri
mac dinh).

1)

2)

3)
4)

6)

Kiém tra gia tri trailer nhw sau.

Néu octet phéi nhét clia F* ¢co gia trj bang “BC”, thi tly chon dwo'¢ khdi phuc laila t* = 8.

Né&u octet phai nhat clia F* ¢6 gia trj bdng “CC” va néu octet bén trai cla “CC” xac dinh ham
bam str dung, thi tay chon dwec khdi phuc lai la ° = 16.

Loai bd trong céc trrong hop con lai (Khdng thé biéu dién gia tri trailer) va khi r* va 1 khac
nhau.

Chia y — 7 bit trai nhat clia F* thanh hai phan: mdt xau da dwoc tao mat na gdm y —  — |H| bit
ndm & bén trai va xau gdm |H| bit, ky hiéu la HH* ndm & bén phai.

Tao mat na gdm |n| — ¢ — |H| bit tir HH™ gibng budc 3 & trén.

Ap dung mat na vao xau @3 dwoc tac mat na, dé khdi phyc lai mét xau trung gian bang cach
Thue hién phép XOR, trong d6 bit giéi han 1a bit dau tién c6 gia tri bang 1 tinh tir trai sang.

Néu con lai ¢ bit & bén phai cla bit gidi han trong xau trung gian da dwgc khoi phuc lai, thi tao
ra mét xau bit, ky hiéu |& £*.

Nguwere lai, thi loai bd.

Bam M thanh mot xau bit, ky hiéu 1a H. Tl trai sang phai, néi 8 octet co gid tri "00", H va E°.
Bam chubi vira ndi thanh mot xau bit, ky hiéu 13 HH.

H = h(M) HH = h(("0000 0000 0000 0000") || H I E*)

Chap nhan hoic loai hd tlly thudc vao HH va HH* gibng nhau hay khac nhau.

7 Lwoe dé GQ1 (lwge d6 dwa trén dinh danh)

7.1 Tap hop cac thanh phan div liéu cin @é ky/kiém tra

CHU THICH Tap hop cac thira sé nguyén 6 12 gi4 tr bi mat clia thyrc thé véi s6 mé-dun céng khai; $6 mé-dun |2 tham sé
mién, hogc mét phin ca khoa kiém tra. Do d6, luge dd cd thé thye hign bang mét trong hai cach sau.

1) NAu $6 ma-dun 13 mdt tham sb midn, thi thye thé tao ra s6 mé-dun cong khai 12 mat & chire tin cay cung cép chimg

thw $6 cung cAp cho mdi ngudi ky mét sé bi mit riéng, do d6 d3m bao chudi div lidu dinh danh clia ngudi ky. Vi du,
nha sén xuét thé dién t tich hop [24] c6 mdt sé mo-dun.
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«  D&i véi thé ¢4 nhan, mét chil thé dwgc ty quydn st dung gia trj bi mat clia nha san xudt dé ky cac chudi
di liéu dinh danh; Trong mi thé, né lwu tri mdt chudi d@ liéu dinh danh va mit sé bi mat.
*  Trong thei han st dyng, thé dian tir s& dyng s& bi méat theo k§ thudt tri thiee khdng.

2) Néu sb ma-dun |3 mét phan cla khoa kidm tra, thi véi mdi phién (session), ngudi ky dwece cung cap mdt sb bi mét,
do d6 bao dam chudi dé lidu djnh danh phién. Trong mat mang cyc b, mdt t& chirc cung cip chirng thu sé gidm sat
tirng thao tac dang nhap va quan Iy mot ther muc trong d6 mdi bén kiém tra cé thé nhan dwec mt ban sao tin cay
clta s& m-dun cho moi chil thé.

o Khi mdt may tinh két ni 16 mang cuc bd, tirc 13, trong mét thao tac dang nhap, né st dung gia tri bi mat clia chii thé
trong tng d& tao ra mdt sé bi mat béing cach dang nhap mét 13n déi véi mét chudi dix ligu dinh danh phién,

¢ Trong phi&n lign lac. mdy tinh khéng thd si dung gi4 trj bi mat cda chd thé (mét gia trj bi mat dai han) vi khéng biét gi
vé gi4 trj d6; nd str dung sé bi méat theo k¥ thuat tri thirc khdng. S6 bi mat (mét gi4 trj bi mat ngén han) chi cb gia tr
trong mot vai gi¢r: né mét gia trj sau phién lién lac.

Cac quan hé va rang budc chubi dwoc ap dung cho céc thanh phan di¥ liéu sau:

* S makiém tra va mot tham s6 d6 dai chi ky;
» Tap hop cac thira sb nguyén t6 khac nhau;

e S6 mé-dun;

+ Chuédi di liéu dinh danh;

» Sb6 cbng khai;

+ S8 bimat

S6 mii kiém tra, ky hiéu 1a v 1a mét s6 nguyén té. Tham sb @6 dai chiv ky dwoc ky hiéu la t. Tich (jv] -
1) x t nhé hon hodc bing |H]|.

CHU THICH V&i ({v] — 1) x t = 80, cac gia trj thwdng gip cla V va ¢ 12 (2% +13,1), (2*° + 15,2), (22° + 7,4), (2'6 + 1,5).

Tép hop cac thira s6 nguyén t khac nhau ky hiéu 1a p,,p, ...py duwoc sdp xép theo thir ty ting dan
(f > 1).

Vé&iitly 1 dén f,v khong chia hét cho p; — 1.
S6 mé-dun, ky hiéu 12 n, 12 tich clia cac thira s nguyén té (n = py x ... x p;). DS 16 cla nd 1 a bit.
Qua trinh tao clia méi ngudi ky tuan thi theo ba budce sau.

Bwéc 1 - Liza chon mdt chudi div liéu dinh danh, ky hiéu 1a Jd. N6 1a mét xau bit, xéc;'dinh ngudi ky duy
nhat va hop & theo mot thoa thuan co s3n & cdp do mién.

CHU THICH Chu8i di¥ lieu dinh danh bao gdm mét sb tai khodn, sb seri, ngdy givr hét han, cac quyén clia mét dinh danh. Bét
budc phai lusn theo thoi han theo ng2y va giir hét han trong chudi; s6 seri giip don gidn héa qua trinh thu héi.

Bwéc 2 ~ Chuyén ddi /d thanh mét gia trj déc trung gbm y = |n| bit theo co' ¢hé dinh dang st dung. N6
dai dién cho sb cong khai, ky hiéu Ia G (1 < G < n).

Buwéc 3 — Tao ra b bi mat, ky hiéu Ja @ bang mét trong hai cach sau.

« V6i CRT, v&i i tr 1 d@én f, tinh mét s, ky hidu 12 s; 13 s6 nguyén dwong nhé nhét sao cho
vxs;—1labdisbclap —1,dodowu =p —1~s;, G;=Gmodp; va Q=G modp,. S6Q la
hep sé CRT (xem muyc 5.3) cia Q, Gén Q;.
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» Khdng ¢6 CRT, tinh mét s, ky hiéu s 13 sé nguyén duong nhd nhét sao cho
vxs—1 13 bdi sé cla lem(p, —1,..,p,— 1), thi u:icm(pl—l,..-.p;-l)—s va ¢ =
G¥ mod n.

CHU THICH 86 @ 1a $6 nghich dao mod n cia chiv ky dwoe dinh nghla trong 6.1. Cap G va Q théa man 6 x ¢V mod n = 1.

Qua trinh ky yéu cu mét ham bam (xem muc 5.1), mét bién thé bam, moét co' ché dinh dang va mét
khéa ky. Khuyén nghi st dung co ché dinh dang quy dinh trong 7.4. Khéa ky bao gdm t,v,n va Q
(t,v,n cong khai).

Qua trinh kiém tra yéu cdu mét tap hop cac tham sé mién, mot khoa kiém tra va Id. Cac tham sé mién
cé thé bao gdm t (m3c dinh t=1). Cac tham sé mién hodic khdéa kiém tra bao gém
v,n va Indic(h) va cb thd gdm a (miac dinh a = |n|), Indic(variant) (mac dinh sir dung bién thé dau
tién) va Indic(format, ,7) (mac dinh trong 7.4).

7.2 Co ché ky

Co ché ky dwoc minh hoa trong hinh 4 s dung mét ham bam, mot bién thé bam va mét khoa ky dé ky
mdt thong diép (mat xau bit, ky higu M), tlec la tao ra mét chir ky clia M (hai xau bit, ky hiéu 1a Rva S).

™ i Ham b3m, bién thé bam va
[ Thong aiep | ; Q/J Céc 56 nglu nhién  }—{Tih tosn khéi tao \f)’ khéa ky
) ;

M W

h 4

. -
) -

r 3| B4 va tao ra phin diu tidn cda chix ky
| &)
R
4 -
s Tink tadn phan thir hai cla chir ky ]—-—.—p §
4

Hinh 4 - Ky v&i GQ1

h 4

Bwéc 1 - Lua chon ¢ xau gdm |n] bit ngdu nhién.
Biéu dién cac sb ngau nhién (gitr bi mat), ky hiéu 12 r; @én 7, (ky hiéu 1a rtrong hinh 1).

CHU THICH X4c sut d& mét xu gdm |n| bit ng3u nhidn cé gia frj bing 0 hosic mét bdi s6 clia mdt thira sé nguyén td clan 14
khéng déng ké.

Bwére 2 - Vi i tir 1 dén t, tinh toan r¥ mod n va biu dién gia trj d6 biing mét xau gém |n| bit, ky hiéu
A W

Tao mét xau gdm |n| x ¢ bit, ky hiéu la Wgdm W, | W, Il - || W,.
Bwée 3 - Tao ra mét xau bit, ky hiéu 12 H theo bién thé bim st dung.

H = h(W || M)trong bién thé dau tién
k(W || h(M))trong bién thé thit hai
h(h(W || M)trong bign thé thir ba
h(R(W) I| h(M))trong bién thé thit tw
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Tao ra phin GAu tién cda chiz ky, ky hiéu 1a R gdm (lv] — 1) X t bit tréi nhét cla H.

Bwéc 4 — Tach R thanh t xau gdm |v] — 1 bit, oy thé gom Ry Il Ry Il -+ | R,. Mi xau bit R biéu didn mat
s6, ciing ky hiéu Ia R; (nhd hon 2"1=1, do @6 nhd hon v).

Vi i tir 1 @én t, tinh toan r; x QRimod n va biéu dién bang médt xau gom |n| bit, ky hiéu fa 5;.
Tao ra phan thir hai ctia chir ky, ky higu 1a S, gdbm Sy | S, Il -+ I S, (In X ¢ bit).

7.3 Co ché kiém tra

Co ché kidm tra minh hoa trong hinh 5 st dung mot tap hop cac tham sé mign, mot khoa kiém tra (xem
bang 1) véi khoa wu tién (xem 5.2) va mdt chudi di ligu dinh danh (mét xau bit, ky hiéu 14 /d), aé kiém
tra mot thong diép va chir ky cha thong diép §o, tirc 1a ba xau bit, ky hiéu la M, Rva S.

Buwéc 0 - Loai bd néu [n] # a, hodic néu v khéng 12 sé nguyén té 1€, hodic néu |R| # (Jv] ~ 1) X ¢, hodc
néu IS| # |n| x t, hodc néu /dhét han hoc bj thu héi.

[ Théng bée dwgc ky | | Cic tham sé mién va khéa kidm tra —I [ ChuBi di¥ liéu dinh danh
M RS Il 1d

R T . . -
/ = 3 G | Tao sd cong khai \
@ M& chiv ky " (Co ché inh dang) 1

i RY :

, —y * Chép nhin
il | Loai bé

Hinh 5 - Kiém tra voi GQ1
Bwéc 1 - Bién ddi Id thanh mot gis trj dac trung gdm y = [n| bit theo co ché dinh dang st dung.
Xau bit nay biéu dién mét s cong khai G(0 < G < n).
CHU THICH S4 & trong méi tan tao c6 thé dwgc ey trong bd nhé cache && tiép tuc s dung.

Bwéc 2 - Chia R thanh t xau gdm |v| — 1 bit 14 Ry I Ry | -+ | R, vé S thanh t x3u gbm |n] bit 1a S, 11 Sz 1l
1| S;. M&i x&u R; hodic $; biéu dién mot sb, cling ky hiéu [a R; hodc ;. Loai bd néu §; = 0 hodc = n.

Véiitlr 1 dént, tinh toan S} x GRt mad n va bidu dién bing mdt xau gém |n| bit, ky hiéu 1 W',
Tao ra mét xau gém [n] x t bit, ky hiéu & W* voi WE T We I 1 Wy
Bwéc 3 — Tao ra mdt xau bit, ky hiéu 1a H* theo bién thé bam s dung.

H* = h(W" || M)trong bién thé d3u tién
h(W* || h(M))trong bién thé thi hai
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h(h(W*) I| M)trong bién thé thi ba
h(h(W™) | R(M))trong bién thé thi tw

Tao ra mét xau bit, ky hiéu 1a R*, gdm (Jv| — 1) x t bit trai nhéit cGa H*.
Bwd&c 4 — Chép nhan hoac loai b phu thudc vao R va R" giéng nhau hay khac nhau.

7.4 Co ché dinh dang
Bién ddi mét chudi dir liéu dinh dang /d thanh mét gia tri d3c treng gbm y bit, ky hiéu la F.

1) Bam /d thanh mét xau bit, ky hiéu Ia H. N&i 8 octet ¢6 gia tri bang “00” vao bén trai xau bit H.
Bam chubi viva néi thanh mot xau bit, ky higu 1a HH.

H=h(id) HH = h('00000000 00000000°||H)

2) Tao ra mdt xau gdm it nhét y — |H| bit tlr HH theo cac bwde sau s dung hai bién: mdt xau co
do dai tay y, ky hiéu la String va mét xau 32 bit, ky hiéu la Counter.
a) Dat String bang mét xau réng.
b) Dat Counter bang 0.
¢) Thay thé String bang String | h(HH || Counter).
d) Thay thé Counter bing Counter + 1.
e) Néu |H| x Counter < y — [H], thi quay lai budc c.

Tao ra mét xau ¢6 mat na voi y — |H| bit trai nhat ctia String trong 86 bit trai nhat dugc dat bang 0 va
nghich ddo bit phai nhat.

3) Taora F bang cach ndi xau vira dugc tao mat na vao bén trai cla HH.
F = Xau bit dwgc tao mat na || HH
4) Néu tht cd y — 1 bit tréi nhat cGia F bang 0 (trwdrng hop rat hiém gap), thi qua trinh thét bai (xau
bit Id khéng phd hop). Nguec lai tré vé gia tri F.

8 Lwoc d6 GQ2

8.1 Tap hop cac thanh phan div liéu cin dé ky/kiém tra
Cac quan hé va rang budc chudi duoc 4p dung cho cac thanh phan diy liéu sau:

o Tham s an toan, s cac s co s& va tham sd 86 dai chi ky;,
e Taphop cacsdco sd,

« Tap hop cac thira sé nguyén tb khac nhau;

o  Sé mo-dun;

* Tham sb thay thé;

o Tap hop cac sé mi bi mat;

» Tap hop cac sb bi mat.

Tham sé an toan ky hiéu 1a k. S6 cac sé co s& ky hiéu 12 ni. Tham sb d6 dai chr ky ky hiéu |2 ¢ Tich
clia k X m x t s& nhd hon hodc bing |H|.

CHU THICH Vi k x m x ¢ = 80, cac gia trj thwong g3p cla k,m va ¢ 1a (80,1,1),(20,4,1), (16,5,1)(10,8,1) v& (8,10,1).

Tép hop cac s co s& duoc ky hidu 12 gy, 95, ..., gm dec s8p xép theo thir ty ting din. Bay chinh la m
s6 nguyén t6 khac nhau nhd hon 256.
22



TCVN 12214-2:2018
Tép hop cac thira s6 nguyén to khac nhau ky hiéu 1 p;,p,, ..., py duoc sip xép theo thir tw tang dan

(f > 1). Mdi thira 56 nguyén t5 p; ¢6 cong thirc nhur sau p; = 1 + q; x 2 trong dé q; 14 sb 18 (tic 1a
p; — 1 chia hét cho 2, nhung khéng chia hét cho 2#i*1),

C6 it nhat mot s co s& g; vé hai thira sb nguyén té p; va p;; ¢6 ky hiéu Legendre nhv sau:
o Néuh = hy, thi (glp;) = ~(gilpyy).
o Néuh; > hy, thi(gilp;) = -1.

CHU THICH Qué trinh sinh khéa theo mot trong hai cach sau:

»  Cho trede mdt tap hop cac sé co s&, vi dy: cac s6 nguyén th ddu tién 2, 3, 5, 7, 11, 13, 17, 19..., lua chon mét tap
hep céc thiva sé nguyén 6.
»  Cho trrére mot tap hop cac thira s& nguyén t6, vi dy cac thira sé nguyén té clia mé-dun RSA hoic RW, lya chon mét
tap hop céc sb co sd.
S6 md-dun, ky hiéu 1a n, 13 tich cda céac thira sb nguyén td (n = p; X ... X p,). D6 16n clia né bing a bit.
Tham s6 thay thé, ky hiéu I3 b, 14 s8 16n nhét tir fsb hy dén hy.

Tap hop cac phan tr bi mat ky hiéu 13 @ ; Gén Qp ;. Vi mbi thira s6 nguyén tb pj,m phan tl bi mat
(mdi phén & twong (ng véi mot sé co s& g;) dwoc tinh toan nhw sau:

btk
qg;+1 P
5i= ( 12 ) modq; w=q;~s; Qij=g; 'modp;

Tap hop céc s6 bi mat ky hidu 1a Q; dén Q,,. V&i i tir 1 dén m, s6 Q, 1a hop sé CRT (xem myc 5.3) cla
Qi1 9én Q;;.

. bk
CHUTHICH 1¢ = lcm(ql,...,q,’); [‘?zﬂ ” modq; u=q-5 Q= g?"“‘ nod n.

CHU THICH 2 V@i v = 28* va G, = g?°, moi ¢3p G, va 0, kidm tra G; X QY mod n = 1.

CHU THICH 3 Néu y; = g, x 0?“ mod n # 1, thi v6i b 12 binh phirong mod n ciia x;, s long phan ti don vi trede d6 1a mot
¢an bac hai mod n clia phin t& don vi, ky hiéu 12 e, 12 nghiém thm thwéng (w; = n — 1) hodc khéng tAm thudng (1 < w; <
n=1). Néu g; kidm tra rang bugc trén céc ky higu Legendre, thi w; I3 khéng tdm thwéng, tirc 1a n chia hét w} — 1, nhung
khéng chia hét w; — 1 haidc w; + 1, do d6 biét duge phan tich khdng tim thudng n = ged(n, wy — 1 )% ged(n, w; + 1).

CHU THICH 4 Néu ky hidu Jacobi bing (+g;|n) = —1 (¢ nghia 1a n = 1 med 4, thi e, |4 khéng tAm thudng.

Qua trinh ky yéu ciu mat ham bim (xem muc 5.1), mat bién thé bam va mdt khda ky. Khoa ky cé mét
trong hai dang sau:

 VGiCRT: k,t,b,p;, 3én py, f — 1 hé s6 CRT (xem muc 5.3) va 0y, dén Q¢ (k t, b cong khai).
¢ Khoéng c6 CRT: k,t,b,n va Q, dén Q,, (k,t,b,n cong khai).

Qua trinh kiém tra yéu cAu mot tap hop cac tham sé mign va mét khoa kiém tra. Céc tham sé mién bao
gom k va c6 thé c6 m (mac dinh, m = 1) va t (mc dinh, t = 1). Céc tham s& mién ho3ic khda kiém tra
s& bao gdém Indic(h), va cé thé bao gdm g1, g, ...gm (Méc dinh, m s nguyén té Gau tién, tic la
2,3,5,7,11..), @ (mac dinh, « = n|) va Indic(variant) (mac dinh, 1 bién thé dAu tién). Khoa kiém tra bao
gdm n va cd thé ¢ b (mac dinh, b = 1).
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8.2 Cor ché ky

Co ché ky dwoc minh hoa trong hinh 6, st dung mdt ham bam, mét bién thé bam va mét khoa ky Gé ky
mét théng diép (mdt xau bit, ky hiéu M), tle la tao ra chir ky cia M (hai xau bit, ky hié la R va §).

| Thﬁln;:_ﬁ.é;‘) I Ham bam, bién thé b&m
o Cac sb ngdu nhién | _» Tinh to&n khéi tao va khéa ky
. A 4

M l
~

B&m va tao ra phan dau tién clia chl ky . > R
~_ I )
Tinh to4n phin thir hai cla chi ky Hos

o

Hinh 6 — Ky v&i GQ2
Bwdc 1 — Tao ra cac s6 ngdu nhién (thwong ky hiéu [a r trong hinh 1) bing mét trong hai cach sau:

* V&i CRT, véij tir 1 dén £, chon t xau gdm |p;| bit ngau nhién. Biéu dién cac sd va gil bi mét,
ky higu lar 4 dénr, .
CHU THICH X4c suét & mat xau gém |p;| bit ngéu nhign béng 0 hodc p; 14 khéng @ang ké.

» Khéng ¢6 CRT, chon ¢t xau gdm [n| bit ngau nhién. Biéu dién cac sb va gir bi mét, ky hiéu la r,
dén r,.
CHU THICH Xac suét 3 mét xau gbm || bit nglu nhién biing 0 hoc bi clia mdt thira s6 nguyan té bitky cla n la
khéng dang k&,

Bwéc 2 - Tao ra cac xau bit, ky hiéu 1a W, dén W, bang mét trong hai cach sau.
* V6i CRT, voiitle 1 dén t va jtir 1 dén f, tinh toan W ; = rig.”""mod p;. V&i i tr 1 dén ¢, biéu
dién hop sb CRT (xem muc 5.3) cla W;; dén W, , bing mét xau gdm |n| bit, ky hiéu 1a W;.

« Khong c6 CRT, v&i i tir 1 dén ¢, tinh toan 12" “mod n va biéu di&n né bang mét xau gdm [n} bit,
ky hiéu 1a .

Tao ra mot xau bit, ky hiéu 13 W, v&i W, | Wy Il - | W, (In] X t bit).
Bwére 3 — Tao ra mét xau bit, ky hiéu 12 H theo bién thé bam sl dung.

H = h(W || Mtrong bién thé diu tién
h(W |l h{M))trong bién thé thi hai
h(h(W) Il M)trong bién thé thir ba
h(h(W) | R(M))trong hién thé thir tw

Tao ra phén dau tién cba chiv ky, ky hiéu la R gdm k x m x ¢ bit trai nhat clia H.

Bwéc 4 - Tach R thanh ¢ xau gbm k x m bit, cy thé gdm Ry I| R, Il - Il R,. Tach mdi R; thanh m xau
gom k bit nhi sau Ry y | Riz Il - If Rym. MBI xau Ry; gbm k bit, tir bit tréi nhét ky hiéu 1a Ry ;, dén bit
phai nhat ky hidu 13 R; ;.. M&i xau R; ; biéu din mot sb, cling ky higu 14 Ry ; (< 2%).

Tao ra cac s6, ky hidu S, dén S, bdng mét trong hai cach sau.
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* V&I CRT, v6i ity 1 dén tva jtir 1 dén f, tinh toan Sy =7;; X Q, j”h X .. X% Qm,;?"’" mod p;. V6i i
tr 1dént, s6 S, 12 hop s6 CRT (xem muyc 5.3) clia S;; dén S,
+ Khong co CRT, véi i tir 1 dént, tinh toan S, = 7; x @, X ... X @,y “™mod n.

S6 $; bat ky c6 thé dwgc thay thé bang n — ;.
Biéu dién tirng sé S; bang mdt xau gdm |n| bit, cling ky hiéu 13 S;.

Tao ra phan thir hai clia chiv ky, ky higu 1a S, v&i S | Sy Il 11 S, (gdm |n| x t bit).

8.3 Co ché kiém tra

Co ché kiém tra dwgc minh hoa trong hinh 7 st dung mét tap hop cac tham sé mign va mat khoa kidm
tra (xem bang 1), véi khda wu tién (xem muc 5.2) dé kiém tra mét thong diép va chit ky cua thong diép
db, tlrc 14 c6 ba xau bit, ky hiéu la M,R va §.

Bwéc 0 - Loai bd néu |n| # @, hodc néu |R| # k x m x t, hodc néu |S| # |n| X t, hodc néu m cac $6 co
s& khéng phaila céc sé nguyén t6 khac nhau nhd hon 256.

Théng diép 63 ky Cac tham sb mién va khoa kiém tra

M

Chép nhan
! Logi bé

Hinh 7 - Kiém tra vé&i GQ2

Bwdce 1 - Tach S thanh £ xau gdm |n] bit nhw sau S, 11 S; I - 1| S,. M&i x&u bit S; biéu dién mét sd, cling
ky hiéu 1a ;. Loai bd néu bét ky $; = 0 hodic = n.

Tach R thanh t xau gdm k X m bit nhw sau R, Il R, Il -+ || R,. Tach m3i R; thanh m x&u gém k bit nhu

$au Riq Il Rez Il -+~ Il Rym. MBI xau Ry ; gbm K bit, tir bit tréi nhét ky hiéu 12 Ry ; 4 dén bit phai nhét ky higu
13 R; ;. MGi xau Ry ; biéu dién mot s, cling ky hiéu 1a R, ; (< 2).

R R & N ; .
V&i ity 1 dént, tinh toan 57" x (g7°) " x ...x (&) " modn va biéu dién béing mot xau gdm n bit,

ky higu 1&2 w;'.

CHU THICH B#t diu t&» mat tap gia tri blng phép nhan cla 5,k dirgc xen ké véi b+ k phép binh ijwo*ng. Sau gia trj binh
phuwong ther { 1a phép nhan the I: voi j tir 1 dén m, bit twong ¢ng (ky hidu 1a Ry;, & vi tri ma gia tri hi\}.n théri 14 boi s6 clia g,
(bit dwge a3t biing 1) hodic khdng 12 boi s6 cia g; (bit dwgc d3t bang 0). Gia tr cudi ciing sau binh phuong thir b + k A W*.
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Tao ra mot xau bit, Ky hisu 1a W* véi Wy | Wy Il - 1| W7 (gdm |n] X t bit).
Bwére 2 - Tao ra mdt xau bit, ky hiéu 1a H* theo bién thé bam st dung.

H* = h(W" || M)trong bién thé ddu tién
h(W* || R(M))trong bién thé thir hai
h(h(W*)M) trong bién thé thir ba
h(h(W*) || h(M))trong bién thé thi tw

Tao ra mét xau bit, ky hidu 13 R*, gdm k x m X t bit trai nhat clia H*.

Bwoc 3 — Chap nhan hoic loai bd phu thudce vao R va R* giéng nhau hay khac nhau.

9 Lwoc dd GPS1
9.1 Tap hop cac thanh phan dir liéu cin dé ky/kiém tra
Céac quan hé va rang budc chudi dwoc ap dung cho cac thanh phan dir liéu sau:

¢ 56 mo-dun;

» Tap hep cac thiva sb nguyén té;
e S bimat;

o Sbcosd;

¢ 86 céng khai.

$6 mo-dun ky hiéu 1a n. D 1on ctia nd bing a bit. Khdng thé biét dwoc phan tich clia s6 md-dun thanh
cac thira sé nguyén té.

Téap hop céc thira sb nguyén té ky hiéu Ia py, p, ... py Guoc sdp xép theo thir tw tang dan (f > 1).
$6 bi mat, ky hiéu 1a Q, dwoc bidu dién b&i mét xau gdm |H| bit ngdu nhién.

86 co s& ky hiéu |2 g. CAm strdung gidtrig =0vag =1.

CHU THICH Gié trj g = 2 c6 nhidu vu diém trong thye t& tng dung.

Sé cong khai, ky hiéu la G dwoc tao ra bang mdt trong hai cach sau ;

* V&i CRT, v&iitr 1 dén f, tinh toan Q; = Q mod (p; — 1) va G; = g% mod p,. S6 G 1a hop s6
CRT (xem muc 5.3) cba G, dén Gy.
+ Khong cé CRT, tinh todn G = g2 mod n.

Qua4 trinh ky yéu cdu mét ham bam (xem muc 5.1), mét bién thé bam va mét khoa ky. Khéa ky duoc
tao ra béng mét trong hai cach sau :

o V&iCRT: P, dén Py, f ~ 1 hé s6 CRT (xem muc 5.3), g va Q (g cong khai);
+ Khéng ¢é CRT: n, g va @ (n, g cdng khai).

Qua trinh kidm tra yéu cau mét tap hop cdc tham s6 mién va mot khoa kiém tra. Cac tham s6 mién
ho#c khoa kiém tra bao gdm n va Indic(h), va cé thé gdm g (midc dinh, g = 2), a (mac dinh, a = |n]) va
Indic(variant) (mac dinh, bién thé ther ba). Khoa kiém tra bao gbém 6.
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9.2 Co ché ky
8.2.1 Gioi thiéu chung
Co ché ky duoc minh hoa bang hinh 8 s& dung mat ham bim, mat bién thé bam va mot khoa ky aé ky

mét théng diép (mdt xau bit, ky hiéu 1a M), tirc 12 tao ra mét chi ky ctia M (hai xau bit, ky higéu la R va
S).

I\:16i ngudi ky duec cung cap mét hodc nhidu coupon. Theo dinh nghia, mdt coupon 1a mét xau bit, doc
lap véi thong diép, tien tinh toan t mét xau cac bit ngdu nhién, phai gitr bi mat va chi st dung mét 1an.

[Thengciép | [ hngsunhien \r || . T2oracoupon Ham bam, bién thé bim
[ Tinh toan khdi tao, rdt gon va khéa ky

it r T
e it | Bam va t0 ra phan dAu tién cda chirky /., ! "R
Si dung cotipan .. T 0
il S %]
Tinh to4n phén thir hai ca chiv ky J}“—* S

Hinh 8 - Ky v&i GPS1
9.2.2 S6 ngdu nhién
Bwéc 1 - Lya chon mét xau clia 2|H| + 80 bit ngau nhién.
N6 biéu dién mot sé ngau nhién, cAn phai gitr bi mat, ky hiéuiar,
Qua trinh tao s ngdu nhién lien quan dén qua trinh tao coupon ho3c st dung coupon.

» Buwéc 2 sl dung r va n hodc p, dén p;.
o Buwoc 4 st dung r va Q.
CHU THICH Néu thiét bj tao chi ky tao ra cac xau bit gid ngdu nhién bing mat ham tét dinh clia cac chi sé coupon, thl né ey

tri? chi s6 cla coupon dugc tao ra cudi cling va chi sb clia coupon dugc stk dyng cudi cling. Ngurec lai, né lwu triv cac xau bit
cho d@én khi sir dung cac coupon.

9.2.3 Tao coupon
Bwére 2~ Tao ra mdt xau bit, ky hiéu 12 W bang mot trong hai cach sau.

o V6i CRT, v&iitir 1 8én f, tinh toan 7, = r mod(p; — 1) va W; = g"t mod p;. Biéu dién hop sb
CRT (xem muc 5.3) clia W, dén Wy bang mét xau gdm |n| bit, ky higu ta W,
» Khdng co CRT, tinh toan g™ mod n va biéu dién nd bang mdt xau gdm |n| bit, ky hiéu fa w.

Coupon, ky higéu 1& T dwoc dat bang ma bam h(W).
9.2.4 Sir dung coupon
Bwée 3 — Tao ra phan dAu tién clia chir ky, ky hiéu 13 R theo bién thé bim st dung.
R = h(T{IM), tirc 1a = h(h(W)||M) trong bién thé thi ba
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A(TI|R(M)), trc 13 = h(h(W)][h(M)) trong bién thé thir tu.

Bwéc 4 ~ Xau bit R biéu dién mot b, cling ky hiéu 1a R.
TinhtodnS=r—-Rx Q.
Phan thi hai clia chir ky, ciing ky hiéu 12 § 1a mét xau gdm 2{H| + 80 bit biéu dién s6 S.

9.3 Co’ ché kiém tra

Co ché kidm tra dwoc minh hoa bing hinh 9 sir dung mdt tap hop cac tham sé mién va mot khoa kiém
tra (xem bang 1) v&i khoa wu tién (xem 5.2) @é kiém tra mét théng diép va mot chir ky cla thong diép
khéac, tirc )a c6 ba xau bit, ky hiéu la M, R va S.

Buwdc 0 - Loai bd néu [n] # a, hodc néu g = 0 hodc 1, hodc néu |R| # [H|, hodc néu |S| = 2|H] + 80.

L Théng diép duoc kv Cac tham sé mién va khéa kiém trE[

M 1.1 S

@ M& chib ky | ]
e
:{: Bam i 2 )
R - R*. £ -
K 'Q So sénh J.—/ ff:; I;gam

Hinh 9 - Kiém tra véi GPS1
Bwére 1 ~ Céc xau bit R va S biéu dién hai s6, cling ky higu la R va S.
Tinh todn G® x g¥mod n va biéu dién né bang mot xau gdm |n{ bit, ky hiéu 1a w*.
Bwé’f: 2 - Tao ra mét xau bit, ky hiéu 1a R* theo bién thé bam st dung.

R* = h(h(W™) | M)trong bi€n thé thi ba
RCR(W?*) || h(M)) trong bién thé thi tu
CHU THICH Ma bam h(W*) )a coupon g3 dugc khoi phuc lai,

Bwéc 3 ~ Chap nhan hoic loai bd phu thudc vao R va R* giéng nhau hay khac nhau.

10 Lwoc dd GPS2

10.1 Tap hop cac thanh phan div liéu cin dé ky/kiém tra

Céc quan hé va rang budc chudi dwoc 4p dung cho cac thanh phan di liéu sau:
o S8 mi kiém tra;
»  Tap hgp céc thiva sb nguyén td khac nhau;

o Sb6mb-Gun;
» 86 bi mat;
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o Sbcosd.
S6 mi kiém tra, ky hidu 1 v 12 mot s6 nguyén t do d6 |v| = |H| + 1.
CHU THICH Néu {H| = 160, thi gia t ¥ = 2% + 7 ¢ nhidu vu didm trong thye té siv dyng.

Tép hop céc thira sb nguyén t& khac nhau dwec ky hiéu 13 py,p, .. py AUgc sép xép theo thi ty ting
dan (f > 1).

Véiitlr 1 @én f, v khdng chia hét p; — 1.
6 mo-dun, ky higu Ia n 12 tich cla cac thira s nguyén té (n = p; X ... ps). D6 ién clia n6 béng a bit.

S6 bi mat dworc ky higu 1a Q. N6 1a mdt s6 nguyén duwong bét ky (thwdng stk dung s6 nhd nhét) do d6
v X Q — 112 b6i sb clia lem(py — 1, ..., py — 1), dwc biéu dién bing mét xau gdm |n| bit.

CHU THICH S6 Q duorc dinh nghia gibng nhw sé mo ky quy dinh trong 6.1.
S6 co s duoc ky higu la g. Cém st dyng gidtrig=0va g = 1.
CHU THICH Gia tri g = 2 ¢6 nhigu vu @iém trong thyc 1 si¥ dung.

Qué trinh ky yéu cdu mét ham bam (xem muc 5.3), mét bién thé bam va mét khoa ky. Khoa ky dugc
tao ra bing mét trong hai cach sau;

* V&I CRT: v,p, dén py, f — 1 hé s6 CRT (xem muc 5.3), Q va g (v, g cdng khai);
* Khéng c6 CRT: v,n,Q va g (v,n,g cong khai).

Qua trinh kidm tra yéu chu mét tap hop céc tham sé mién va mot khoa kidm tra. Cac tham s mién
hogc khoa kiém tra bao gbm v va Indic(h) va c6 thé bao gdm g (mic dinh g = 2), a (mic dinh, a =
|nl) va Indic(variant) (mic dinh 12 bién thé thir ba). Khéa kiém tra bao gém n.

10.2 Co ché ky
10.2.1 Giéi thiéu chung

Co ché ky dwoc minh hoa bing hinh 10, sik dung mét ham bam, mot bién thé va mot khéa ky & ky
mét thong bao (mot xau bit, ky higu 1a M) tle 13 tao ra mdt chik ky cha M (hai x&u bit, ky hiéu la R va 5).

Mai ngudi ky dwec cung cap mét hodic nhigu coupon. Theo dinh nghia, mdt coupon ta mat xau bit, doc
lap v&i thong diép, tién tinh toan t& mot xau cac bit ngdu nhién, dwec gitr bi mat va chi st dung moét
T
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Théng dig, 5 nadu nhi Tao ra coupen 2 Ham bam, bi'én tl}é bam
( : pl 5 ng"u nhien z [Tinh toén khdi tan, nit gon va khda ky

1
M r T
» T N el \ > R
"| Bamva tao ra phan dau tién ctia chii ky ,/3
SiP dung coupon . R . T
4
,{ Tinh toan phn th hai cda chiy ky S

Hinh 10 - Ky v&i GPS2
10.2.2 $6 ngau nhién
Bwée 1 — Lua chon mét x&u gdm [n] + |H]| + 80 bit ng&u nhién.
Biéu di&n mét s ngBu nhién cin gilr bi mat, ky hiéu la r.
Qué trinh tao s& ngau nhién lién quan dén qua trinh tao coupon hoéc st dyng coupon.

s Budc 2 sl dung r,v va n hodc p, dén p;.
e Buwéc 4 sl dungr va Q.
CHU THICH Néu thiét bi tao chir ky tao ra cAc xAu bit gi ngéu nhién bing mot ham tét dinh cla cac chi s¢ coupon, thi né lvu

tri chi sé cia coupon dugc 1ao ra cudi cling va chi sd clia coupon dwee st dung cudi cling. Nguoc lai, né heu trl cc xau bit
cho dén khi st dung céc coupon.

10.2.3 Tao coupon
Bwée 2 — Tao ra mét xau bit, ky hiéu [a W bang mdt trong hai cach sau.

* V&I CRT, voiitlr 1 @énf, tinh toan r; = v x r mod(p; — 1) va W; = g™ mod p;. Bidu di&n hop s6
CRT (xem muc 5.3) clia W; dén Wy bang mét xau gdm |n| bit, ky hiéu la w.
» Khéng c6 CRT, tinh toan g¥*"mod n va biéu dién bing mét xau gom |n| bit, ky hiéu 1a w.

Coupon, ky hiéu 1a T dwoc dat bang ma bam h(W).
10.2.4 St dung coupon
Buwére 3 — Tao ra phan thir nhat ctia chik ky, ky hiéu la R thec bién thé bam st dung.
R = h(T I| M), tirc1ad = h(h(W) || M) trong bién thé thir ba
R(T It R(M)), téec 1a = R(A(W) || h(M)) trong bién thé thir tu.
Bwéc 4 — Xau bit R biéu dién mot sé, cling ky hidu 12 R.
Tinhtodn S =7 — R X Q.

Phan thir hai clia chiv kY, ciing ky hiéu 12 S 12 mbt xau gém |n| + |H] + 80 bit biéu dién b .
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10.3 Co’ ché kiém tra

Co ché kiém tra dwoe minh hoa trong hinh 11, st dung mét tap hop céc tham sb midn va mét khéa
kiém tra (xem bang 1) v&i khéa wu tién (xem 5.2) @& kiém tra mot théng diép va mét chir ky clia thong
diép khac, tie 1a c6 ba xau bit, ky hiéu 1a M,R va S.

Bwére 0 - Loai bo néu In] # &, hodic néu v khong 14 sb nguyén t6 18, hosic néu g = 0 hodc 1, hodc néu
[Rl # |H|, hodc néu |S| # |n| + |H| + 80.

Thong diép a3 ky Khoa kiém tra va cac tham s6 miénl

M (RS 3

K R » , .
\ O l So sanh ]7* ::lf-'l:; I;ggn

Hinh 11 — Kiém tra véi GPS2

Bwéc 1 - Cac xau bit R va S bidu dién hai sb, cling ky hiéula R va §.
Tinh toan g¥**R mod n va biéu dién né bang mot xau gdm |n| bit, ky hidu 1a w*.
Bw&c 2 — Tao ra mot xau bit, ky hidu 13 R* theo bién thé bam st dung.

R* = h(h{(W*)M)trong bién thé thir ba
k(h(W?*) I| h(M)) trong bién thé thir tw

CHU THICH Ma bam A(W*) I3 coupon @3 dwoe khdi phyc lai.

Bwéc 3 — Chép nhan hodc loai b phu thudc vao R va R* gidng nhau hay khéc nhau.:

11 Lworc d6 ESIGN
11.1 Tap hop céc thanh phan di liéu cin dé ky/kiém tra
Cac quan hé va rang budc chudi dwge 4p dung cho cac thanh phan di liéu sau:

o S&mikiém tra;
» Cap cac thira s nguyén td khac nhay;
e S& ma-dun.

S6 ma kiém tra, ky hiéu 13 v 16n hon hodic béing 8, nhung nhd hon 2472,
CHU THICH Gia trj v = 1024 ¢4 nhidu wu didm trong thyc té st dung.

Cap cac thira sb nguyén té khac nhau ky hidu 12 p, va p, dugc sdp xép theo thir tw tang dan. 6 16n
clia mdi thira s6 nguyén t8 1 a/3 bit (a 13 mdt bdi s6 clia 3).
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CHUTHICH Cho vi du, & = 1023 (khéng bing 1024), 1536, 2046 hojic 2049 (khéng béng 2048), 2304.

Sé ma-dun, ky hidu 1a n 1a tich clia p; X p2 (st dung lai thiva $6 nguyén 16 I&n nhét). DS Ion cla nd fa a
bit.

o Udc chung Ién nhat clia v va n bang 1, tire 1& ged(v,n) = 1.
o Udc chung 16n nhét clia v,p, — 1 va p, — 1 t6i da bang a, trcla ged(v,py —1,p2 ~ 1) S .

CHU THICH Gi4 tri v bAt ky nhéd hon hodc bang a thda man ¢ hai rang budc trén.

Qua trinh ky yéu ciu mét ham bam (xem muyc 5.1), mét co ché dinh dang va mét khoéa ky. Khuyén nghi
str dung co ché dinh dang quy djnh trong 11.4. Khéa ky bao gdm v,p; va p, (v cong khai).

Qua trinh kidm tra yéu ciu mét tap hop cac tham s mién va mot khoa kiém tra. Cac tham sé mién
hosc khda kidm tra bao gbm v va Indic(h) va c6 thé bao gdm a (mic dinh a =|n]) va
Indic(format, €, t) (méc dinh theo rmuc 11.4). Khoa kiém tra bao gém n.

11.2 Co ché ky

Co ché ky dwoc minh hoa trong hinh 12, st dung mét ham bam, mdt co ché dinh dang va mot khoa ky
dé ky mdt thang dieép (mot xau bit, ky hiu 14 M), tdre a tao ra mot chiz ky clia M (mdt xau bit, ky hiéu la

s).
5 B T Ham bam,
[ Theng igp | 5 ngdu nhien Tinh toén khaitzo | o ch® dinh dang
' va khoz ky
u - X v

: )
[ Tao ra mét gia tri d4c trng (Cor ché dinh dang) @ '
F l
@ Tinh toan chi ky Ry

Hinh 12 — Ky voi ESIGN

Buéc 1 ~ Lira chon mét xau goém 2|n|/3 bit ngau nhién.
Bidu dién mét s ngdu nhién, ¢an gitr bi mat, ky hiéu fa r. Sér nhd hon p; X p.

CHU THICH Xac suét ¢ mét xau gém 2|nl/3 bit ngdu nhién bing 0 hodic bdi s6 clia mbt thira s nguyén té bit ky clan 14
khéng dang ké.

Bwdc 2 - Tinh toan hai sé, ky hiéu 1a y(< n) va z(< p,). Sé z ¢in dwoc gil bi mat.

y=r"modn
z=(xr* ) tmodp,

CHU THICH Céng thire z = » X (¥ X ¥)~! mod p, ¢ nhidu wu diém tinh toan.

Buwdc 3 - Bién dbi thong didép M thanh mdt gid tri dic treng gém y = |n|/3 bit, ky hiéu 12 F theo co ché
dinh dang sl dung. Xau bit F biéu dién mét s6, ctng ky hiéu 1a F (0 < F < p,).
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Bwére 4 — Tinh toan mét s, ky higuta § (0 < S < n).

a= (ZESMF —y) mod n
w = [a/(ps X p,)]
Néuwxp, xp, —a= 2( “) ! (trwdng hop nay xay ra trén 50%), thi quay lai buérc 1.
S=r+ (wxzmodp,) Xp; Xpymodn
Néu v 4 s8 chén, thi sé S dwoc thay thé bing n — 5.
Chir ky, cling ky higu 13 S 1a xau bit bat ky biéu dién sb S, thwdng 12 mot xau gdm |n| bit.

11.3 Co’ ché kiém tra

Co ché kiém tra dwoc minh hoa trong hinh 13, st dung mét tap hop céc tham s6 midn va mét khéa
kiém tra (xem bang 1) va khoa wu tién (xem muyc 5.2) d@é kiém tra mot théng digp va chix ky clia théng
diép do, tlre la ¢b hai xau bit, ky hiéula Mva s,

Bwée 0 - Loai bd néu « khong phai la béi sé clia 3, hodc néu [n} = a, hodc néu v < 8, hodc néu v >
y L ?

L Théng diép d3 ky J @tham s mién va khba kiém tra —'

M hY

KhCn phuc 1ai glé tri dac trung

PRI i |
Kxém tra gia trl déc tnmg G'a*l auor. khdi phuc Ial (Co' ché @inh dang)

Sm e o it e En TN
e e T R T

Chip nhin
1 Loai bé

Hinh 13 - Kiém tra véi ESIGN
Bwéc 1 - Xau bit § biéu dign mot 86, cling ky hiéu 14 S. Loai bd néu S = 0 hodic 1, hodc néuS 2 n— 1.
Tinh toan S¥mod n va bidu dién bang mét xau gdm |n| bit, ky hiéu 1a G.
Bwéc 2 — Khoi phyc lai gid tri dac trung, ky hiéu la F* chinh I y = |n|/3 bit trai nhét cla G*.
Buwéc 3 — Kiém tra gid tri @3ic trung da duge khodi phuc lai F* theo co ché dinh dang st dung.

11.4 Co ché dinh dang
Bién @i thong diép M thanh mot gia trj ddc trung gdm y bit, ky higu a F.

1) Lwa chon mét xau méi gdm & = |H| bit ngéu nhién. N6 tao ra mét gia tri salt, ky hiéu [a E.
2) Bam M thanh mét xau bit, ky hiéu 1a H. Tl trai sang phai, ndi 8 octet c6 gia trj béng "00” vao H
v gi4 tri salt E. Bam chudi vira nbi thanh mot xau bit, ky hiéu 1a HH.
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H = h(M) HH = h(("0000 0000 0000 6000")|{H||E)

3) Tao ra mot chudi gdm it nhat y — |H] bit tir HH theo cac bude sau sl dung hai bién: mét xau ¢
dd dai thy v, ky hiéu 12 String, va mét xau 32 bit, ky hiéu Ia Counter.

a) Dat String bang mot xéu réng.

b) Dat Counter bing 0.

¢) Thay String béng String||h(HH||Counter).

d) Thay Counter bang Counter + 1.

e) Néu |H| x Counter < y — |H|, thi quay lai budc c.

Tao ra mét gia tri mat na voi y — |H] bit tréi nhat cla String trong dé bit trai nhét c6 gia tri bét budc béng
0.

4) Tao ra mét xau trung gian gdm y — |H| bit dwoe ndi tlr tréi sang phdi theo thir tw nhy sau:

- y—|H|l—e-1bit0;

- M6t bit giéi han béng 1;

- Gidtrisalt £

5) Bang cach thwe hién phép XOR, &p dung mat na vao xau trung gian, tir d6 tao ra mét xau bit
da dugre tao mat na.

6) Taora F bang cach ndi xau bit da dwoc tao mét na vao bén tréi cla HH.

F = Xau bit dwgc tao mat na || HH

7) Néu y bit ctia F déu bing O (trwdng hop rét hiém gap), thi quay lai bwéc 1 (gid trj salt E khong
phi hop). Nguee lai, trd vé F.

Kiém tra gia tri d&c trung 3 dwoc khdi phyc lai gom y bit, ky hiéu 12 F* twong (rng véi thong diép M.

1) Néu y bit clia F* d&u béng 0, thi loai bd. Nguerc lai, tiép tuc.

2) Tl |H| bit phdi nhat ca F*, ky hiéu la HH*, tao mat na gém y — |H| bit gidng buéc 3 & trén.

3) Thye hién phép XOR, ap dung mét na t&i ¥ — |H| bit tréi nhat cba F*, dé& khoi phuc lai mot xau
trung gian trong d6 bit gidi han |a bit d4u tién dwoc @4t bang 1 tinh tir trai sang.

- Néu con lai ¢ bit & bén phai cda bit gi¢i han trong xau trung gian da dwoc khéi phuc lai, thi tao
ra mot xau bit, ky hiéu 1a E*.

- Nguege lai, thi loai bd.

4) Bam Mthanh mdt xau bit, ky hiéu [a H. Tl tri sang phai, ndi 8 octet ¢o gié tri “00”, H va E*.
Bam chudi vira néi thanh mét xau bit, ky hiéu 1a HH.

H = h(M) HH = h(("0000 0000 0000 0000™)[|H]|E*)

5) Chép nhan hoac loai bd tly thudc vao HH va HH* gibng nhau hay khac nhau.
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Bang A.1 tdng hop céc tity chon dugc quy dinh trong tiéu chudn nay.

Bang A.1 — Cac tuy chon dwgre quy dinh trong tiéu chudn nay nay

Lwoc db Co ché dinh dang * Bién thé bam H.T
RSA formatPss, formatDl, formatDZ novariant
RW formatPS85, formatDl, formatD2 novariant
GQ1 formatP8s variantl, wvariant2, wvariant3, variantd
GQ2 ncformat variantl, variant2, variant3, variant4
GPS1 noformat variant3, variantd
GPS2 roformat variant3, varizntd
ESIGN formatP$s

novariant

3 Tiéu chudn nay quy dinh ba dang cai dat cla formatPSS: 6.4 (¢ = 0 ho#c |H| va r = 8 hodic 16) dbi
voi RSA va RW, 7.4 (¢ = 7 = 0) ddi voi GQ1 va 11.4 (e = |H| va 7 = 0) ddi véi ESIGN. Phu luc D quy
dinh formatD1 (¢ = 0 v4 v = 8 hoac 16) va formatD2 (¢ = 64 va T = 8).

Mé-dun sau phi hop véi ky hiéu dwoc quy dinh trong ISO/IEC 8824-1 [25].

IntegerFactorizationBasedDigitalSignaturesWithAppendix {

isc(l) standard(0) digital-signatures-with-appendix{(14888):part2(2)

asnl-module(l) integer-factorization-based-mechanisms (0} versionl(1l)}
DEFINITIONS EXPLICIT TAGS ::= BEGIN '
-- XUAT RA TOAN B{--;

IMPORTS

HashFunctions

FROM DedicatedHashFunctions {

iso(l) standard(0) hash-functions(10118)

SignatureWithAppendix ::= SEQUENCE {
algorithm ALGORITHM. &id({SchemeOptionsi},

parameters ALGORITHM.&Type ({SchemeOptions){@algorithm}} OPTIONAL

part(3)
asnl-module{l} dedicated-hash-functions(0) }

r
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!
SchemeOptions ALGORITHM ::= {
RSA |
RW |
GO1 |
GQ2 |
GPS1|
GP32|
ESIGN,
.. —-- Expect additional signature scheme objects

}

-- Integer factorization signature scheme object sets -

-~ RSA scheme options --

RSA ALGORITHM ::= ({

rsa-formatPSS-nevariant |

rsa-formatDl-novariant |

rsa-formathD2-novariant,

-- Expect additional RSA scheme objects --

}
rsa-formatPS8-novariant ALGORITHM ::= {

OID id-rsa-formatPSS-novariant PARMS HashFunctions
}
rsa-formatDl-novariant ALGORITHM ::= {

OID id-rsa-~formatDl-novariant PARMS HashFunctions
}
rsa-formatD2-novariant ALGORITHM ::= {

OID id-rsa-formatD2-novariant PARMS HashFunctions
}
-~ RW scheme options --
RW ALGORITHM ::= {

rw-formatPSS-novariant |

rw~formatDl-novariant |

rv—-formatb2-novariant,

-~ Expect additional RW scheme objects --

}
rw-formarP3S-novariant ALGORITEM ::= {

OID id-rw-formatP3S—-novariant PARMS HashFunctions
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}

rw-formatDl-novariant ALGORITHM ::= {

OID id-rw-formatDl-novariant PARMS HashFunctions
}
rw-formatD2-novariant ALGORITHM ::= |

CID id-rw-formatD2-novariant PARMS HashFunctions
}
-- GQ1 scheme options -~
GQl ALGORITHM ::= {

gql-formatPSS-variantl |

ggl-formatPSS-variant?2 |

ggl-formatPSS-variant3 |

gagl-formatPSS~variantd,

.+. —=- Expect additional GQl scheme objects --
}
gql-formatPSS-~variantl ALGORITHM ::= {

OID id-ggl-formatPSS-variantl PARMS HashFunctions
,
ggl-formatPSS~variant2 ALGORITHM ::= {

0ID id-gql-formatPSS-variant2 PARMS HashFunctions
}
gql-formatPSS-variant3 ALGORITHM ::= {

0ID idugql—formatPSS—variantB PARMS HashFunctions
}
gql-formatPSS-variant4 BLGORITHM ::= ({

OID id-gql-formatPSS-variant4 PARMS HashFunctions

-- Lya chon lugc d& GQ2 --
GQ2 ALGORITHM ::= {
ggq2-noformat-variantl |
ggz-noformat-variantz |
gg2-noformat-variant3 |
ga2-noformat-variantd,
... -- Expect additional GQ2 scheme cbjects --
}
ggZ2-noformat-variantl ALGORITHM ::= {

OID id-gg2-noformat-variantl PARMS HashFunctions
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}
gg2-noformat-variant2 ALGORITHM ::= {
0ID id-gg2-noformat-variant2 PARMS HashFunctions
}
gg2-noformat-variant3 ALGORITHM ::= ({
OID id-ygq2-noformat-variant3 PARM3 HashFunctions
}
gg2-noformat-variant4 ALGORITHM ::= {
0ID id-gg2-noformat-variant4 PARMS HashFunctions

-- Céac lya chon lugc dé GPS1 --
GPS1 ALGORITHM ::= {
id-gpsl-noformat-variant3 |
id-gpsl-noformat-variantd,
... -— BExpect additional GPS1 scheme objects --
}
gpsl-noformat-variant3 ALGCRITHM ::= {
OID id-gpsl-noformat~variant3 PARMS HashFunctions
}
gpsl-noformat-variantd ALGORITHM ::= {
OID id-gpsl-noformat-variantd4 PARMS HashFunctions

~- Cac lya chon luge dd GPS2 --
GPS2 ALGORITHM ::= {
id-gps2-noformat~variant3 |
id-gps2-noformat-variantd,
-- Expect additional GPS2 scheme objects --
}
gps2-noformat-variant3 ALGORITHM ::= {
0ID id-gps2-noformat-variant3 PARMS HashFunctions
}
gps2-noformat-variant4 ALGORITHM ::= {
OID id-gps2-noformat-varianté PARMS HashFunctions

~- Céc lya chen efa lugs &b ESIGN --
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ESIGN ALGORITHM ::= {

esign-formatPSS-novariant,

... —- Expect additional ESIGN scheme objects --
}
esign-formatPSS-novariant ALGORITHM ::= |

QID id-esign-formatPS$S-novariant PARMS HashFunctions

-- Cryptographic algorithm identification --
ALGORITHM ::= CLASS {
4id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL
}
WITH SYNTAX { OID &id [PARMS &Type] }
OID ::= OBJECT IDENTIFIER ~- alias
is14888-2 OQID ::= |
iso(1l) standard{0) digital-signatures-with-appendix(14888) part2(2) }
signatureScheme OID ::= { 1s514888-2 scheme(0) }
-=- Integer factorization signature scheme identifiers -
rsa OID ::= { signatureScheme rsa(l) }
rw OID ::= | signatureScheme rw(2) }
ggql QOID ::= { signatureScheme gql(3) }
gqg2 OID ::= { signatureScheme gg2(4) }
gpsl OID ::= { signatureScheme gpsl(5) }
gps2 OID ::= { signatureScheme gps2(6) }
esign OID ::= { signatureScheme esign(7) }
-- Table A.1 format mechanism option types
noformat RELATIVE-OID ::= { noformat(0) }

formatPS8S RELATIVE-OID ::= { formatPSS{l) }
formatDl RELATIVE-0ID ::= { formatD1l(1l0) } -- see D.2
formatD2 RELATIVE-OID ::= ( formatD2(1ll) } -- see D.3

—- Table A.1 hash-variant option types
novariant RELATIVE-OID ::= { novariant{0) }
variantl RELATIVE-OID ::= ( variantl(l) }
variant2 RELATIVE-OID ::= { variant2(2} }
variant3 RELATIVE-OID ::= { variant3(3) }
variant4 RELATIVE-OID ::= { variantd{4) }

-- Bang A.1 Cac lya chon cho lugc @b chit ky phé&n tich sé nguyén --
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id-rsa-formatPSS-novariant OID ::= ( rsa formatPSS novariant }
id-rsa-formatDl-novariant OID ::= { rsa formatDl novariant }
id-rsa-formatD2-novariant OID ::= { rsa formatD2 novariant }
id-rw-formatPSS-novariant 0ID ::= { rw formatPSS novariant }
id-rw-formatDl-novariant OID ::= { rw formatDl novariant }
id-rw-formatD2-novariant OID ::= { rw formatD2 novariant }
id-ggl-formatPSS-variantl 0ID ::= { gql formalLPSS variantl }
id-ggl-formatPSS-variant2 OID ::= { gqgl formatP8S variant2 }
id-ggl-formatPSS-varjant3 OID ::= ( gql formatPSS variant3 }
id-ggl-formatPSS-variantd QID ::= { ggl formatPSS variantd }

id-gg2-noformat-variantl OID

id-gg2-noformat-variant2 OTD

= { gq2 noformat variantl

I

}
= { gq2 noformat variant2 }
}

id-gg2-noformat-variant3 OID ::= { gq2 noformat variant3
id-gg2-noformat-variantd OID ::= { gq2 nofcrmat variantd }
id-gpsl-noformat-variant3 OID ::= { gpsl noformat variant3 }
id-gpsl-noformat-variant4 OQID ::= { gpsl noformat variantd }
id-gps2-noformat-variant3 OID ::= { gps2 noformat variant3 }
id-gps2-noformat~variantd QID ::= { gps2 noformat variant4 }
id-esign-formatP$S-novariant OID ::= { esign formatPSS novariant }
END ~-- IntegerFactorizationBasedDigitalSignaturesWithAppendix -

CHU THICH: Theo Quy tic ma hoa co ban trong ASN.1 (xem ISOAEGC 8825-1 [26]), mdi dinh danh 1a mdt hodc nhiéu chudi
octet; bit ther 8 (bit c& trong s cao nhét) bing 0 trong octet cubi cing clia mdt chudi va blng 1 trong c4c ociet trrde dd néu

chudi gdm nhidu octet. N&i 1 vao bit thir 7 clia cac octet trong mét chudi bidu didn mét sé nguyén. M3i s6 nguyén sé duee ma
héa trén sé Igng it nh&t c4c actet ¢6 thé, nghia I3 octet “80" 18 khdng hop 16 & vi tri dAu tién clia mét chubi.

Octet diu tién duoc dit biing 287, tire f2 bing 40 & hé thap phan @& x4c dinh mgt tiéu chudn 1SO (xem ISONEC
8825-1 [26]).

Hai octet tiép theo dwoc dit bing "F428", 14888 bing "3A28" & hé thap lyc phan, tirc 1& 0011 1010 0010 1000, tikc 14
hai khdi gdm 7 bit: 1110100 0101000. Sau khi chén gi4 tr] thich hep vao bit thir 8 trong mbi octet, do A6 ma cla chudi
1& 11110100 00101000, bing "F428".

Octet tidp theo dwoc dat bing “02" @& xac dinh phan 2.

Octet tiép theo duoc Gat bing “00” @& xac dinh cor ché bidu hign cung (0).

Octet tiép theo x&c dinh lwge a6 chi ky véi gid tri tir *01" dén *07".

Octet tiép theo x4c dinh co ché dinh dang véi gid trj 14 “00%, “01", “0A" hoc “0B* theo bang A.1.

Octet tiép thep xac dinh bién thé bim vi gid tri ti *00" dén *04” theo bang A.1.

Vi DU 1: Thanh phin di ligu “28 F4 28 02 00 01 01 00" ¢6 nghia 14 ftidu chuln isc 14888 2 0 1 1 0}, tirc 12 luge @b chir ky
dau tign v&i PSS 1a co ché dinh dang, v&i ISO/IEC 14888-2, tirc 1a RSA-PSS. N6 dwee chuyén tai trong mét déi trong dik lidu
BER-TLV vé&i thé lop 14 “06”.

Déi twerng diF lidu = {*06 08 28 F4 28 02 00 01 01 007}
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Vi DY 2: Thanh phin d@ lisu “28 F4 28 02 00 03 01 02" ¢6 nghta 13 {tigu chuan iso 14888 2.0 3 1 1), tire 14 lwge db ch ky thiy
ba (GQ1) v&i PSS 14 co ¢hé dinh dang va bién thé bam dau tién (h(W[|M)), v&i ISONEC 14888-2. N6 dwgre chuyén tai trong
mét dbi tugng dir liéu BER-TLV véi thé Iép 14 06",

Déi twgng d lidu = {06 06 28 F4 28 02 00 03 01 017

Vi DY 3: Thanh phin di liéu *28 F4 28 02 00 04 00 02" c6 nghta 1a {tiéu chudn iso 14888 2 0 4 0 4}, tirc 1a lwgc dd chiv ky thiy

t (GQ2) véi bién thé bam thir hai (h(W|[h(M))), v6i ISONIEC 14888-2. N6 dugc chuyén tai trong mot déi tweng dir liéu BER-
TLV véi thé 16p 12 “06”.

Déi twong dir ligu = {'06 06 28 F4 28 02 01 04 00 04"}

Vi DU 4: Thanh phin dir lidu "28 F4 28 02 00 07 01 00" ¢4 nghia Ia {tiéu chudn iso 14888 2 0 7 1 0}, tike Ia luge d6 chi ky thi

bay véi PSS 13 co ché dinh dang, véi ISO/EC 14888-2 (ESIGN-PSS). Né dugc chuyén tai trong mdt ddi twong dir liéu BER-
TLV v&i thé 1op 14 06",

Déi twong di lidu = {106 06 28 F4 28 02 00 07 01 00"
A.2 S dung cac dinh danh ddi twong

M&i lwoc dd chi ky dwoc quy dinh trong tiéu chudn nay stv dung mdt ham bam, mdt chudi gdm dinh
danh thuat toan ham bam va cac tham sb lién quan. Do dé, dinh danh ddi tweng clia legrc 88 chiv ky
lién quan dén mét trong cac dinh danh thuat toan ham bam chuyén dung duwgc quy dinh trong ISONEC
10118-3 va céc tham sb lién quan.
Sl dung ky higu gia tri trong ASN.1 XML, legre a4 ESIGN-PSS (co ché dinh dang 1 va khéng cb bién
thé bam dugc quy dinh trong tiéu chudn nay), va ham bim SHA-256 dwoc quy dinh trong TCVN
11816-3 (ISO/IEC 10118-3), mét gié trj kiéu SignatureWithAppendix sé& dugc biéu dién nhw sau:
<SignatureWithAppendix>
<algorithm> 1,0.14888.2.0.7.1.0 </algorithm>
<parameters>
<HashFunctions>
<algorithm> 2.16.840.1.101.3.4.2.1 </algorithm>
<parameters/>
</HashFunctions>
</parameters>

</SignatureWithAppendix>
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Phuluc B
(Tham khéo)
Hwéng din lwa chon tham sé va so sanh céc lwgec dé chiv ky

B.1 Hwéng dan Iwa chon tham sé
B.1.1 Kich thwéc md-dun

Trong tiéu chuan nay, moi lwoc dd chi ky str dung mét sé mo-dun Ia tich clia céc thira s6 nguyén td
I&n, it nhat hai trong sé d6 14 khac nhau. T4t cd céc thira sé nguyén té phai cé do 16n twong dwong
nhau.

Nam 1995, Odlyzko [16] da wéc lwong o khé clia viéc phan tich sé nguyén. Trong két luan & cudi bai
bao dwoc trich dan [16], Kaliski @ nhdn manh tdm quan trong cla viéc chon céc kich thwdc md-dun
khac nhau trong trién khai va cung cép khuyén nghj vé kich thidc mo-dun: 768 bit cho dé an toan ngén
han, 1024 bit cho dd an toan trung han va 2048 bit cho 6 an toan dai han. Xem thém Silverman [20],
Lenstra va Verheul [14] d& biét phan tich sau hon vé kich thuéc md-dun.

Béng B.1 déc ta ba khoang an toan cho s& mé-dun (|n| bit): frung, dai va rat dai han, DBdng thai thiét 1ap
cac diéu kién phu thude vao dé Ién mé-dun tinh theo bit; Nhirng diéu kién nay 1a vé cac thira sé
nguyén té (Ip| bit), ma bam (|H] bit) va phdn dau tién cha chir ky (JR] bit tri nhét trong gia tri dau ra
clia bién thé bam): khdng tuan thi theo nhirng didu kién nay s& anh hwdng dén do an toan.

»  Néu mét thira sé nguyén té p 1a qua nhd, né cé thé dugc khéi phyc lai.
» Néuma b3m H qua ngan, cé thé tim ra hai xau bit ¢6 cling mdt ma bam.
o Néu phin dau tién R qua ngén, cb thé ky ma khong cin biét cac sé bi mat (xem muc B.1.3).

Bang B.1 — Cac diéu kién ddi v&i |p|, |H| va |R] theo |n|

[n] ol | |H] IR]
RSA, RW, GQ1, ESIGN | GQ2, GPS1, GPS2 | GQ1, GQ2, GPS1, GPS2
| T 1024 @&n 1599 | > 340 > 160 >128 >80
T 1600d8n 2999 | > 510 | =224 > 160 >112
Tir 3000 dén 4999 | > 680 > 256 =192 > 144

B.1.2 S6 mé6-dun va cac thiva sé nguyén té

Trong tiéu chuln, sé Iwong cac thiva s6 nguyén t6 ky hidu 13 £ va cac thira sd nguyén té 16n ky hiéu 13
P1.P2 - s $8p xép theo thir tw tang din. S& md-dun I3 tich clia cac thira sé nguyén té.

n=p; X Py X .. Xpy.

B4 dat wu thé trong thye té ng dung, kich thudc clia s6 mé-dun phai 4 béi sé cia f, do d6 theo bang
B.1, moi thira s6 nguyén tb phai cé kich thwére twong dwong nhau.

CHU THICH Trong ESIGN, thira sé nguyén t6 I6n nhat dwec st dung nhidu lan: n = p, x p2.
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Phuong phép sau xac dinh céc khoang bién lién tiép dé lwa chon céc thiva sé nguyén té 16n, kich
thwée clia s6 nguyén té 16m dwec ky higu 1a . Gia trj hién thoi cla tich cac thiva s6 nguyén t6 ky hiéu
la z.

e Thira s6 nguyén t6 dAu tién dwoc lya chon trong khodng tir 271 d@én 27, Gia trj khdi tao clia z
duoe thiét 1ap bang thiva sé nguyén té dau tién.

» Budc nay dwoc 1p lai £ — 1 13n. Mdt thira s6 nguyén td mdi dwoe Iwa chon trong khodng tir
(2121/2)27-1 @én 2", Gia tri hién thdi clia z duoc nhan véi thira sb nguyén té méi.

» Cac thira sb nguyén 6 dugc ky hiéu tir p; dén p, duoc sép xép theo thi ty tang dan, va n
dwoc dat bing gia tri cudi cling cla z.

Phuwong phap sau xac dinh mot khodng gia tri ¢ kich thwde nhd hon @é lyya chon cac thiva sb nguyén
t6.

+ Moi thira 6 nguyén té duwgc chon trong khodng tlr y 2% dén 27, trong 6 y 1a ky hiéu cta cin
béc the f ciia 1/2.

CHU THICH Gi4 trj clia ¥ ¢6 thé x&p xi béing mdt s6 thich hop Ién hon y (vi du: 5/7 14 cin bac hai clia 1/2, 4/5 14 cén bac ba
cla 1/2).

B.1.3 C4c lwge d siv dung ki thuat tri thirc khéng
B.1.3.1 B& ba tri thirc khdng

Goldwasser, Micali va Rackoff [7] trinh bay khai niém v& tri thirc khong. Luoc dd GQ1, GQ2, GPS1 va
GPS2 sl dung k¥ thuat tri thire khong.

CHU THICH ISO/IEC 9798-5 [30] quy dinh cac co ché xac thyc st dung k§ thuat tri thirc khang.
Vi dy, trong GQ1, cac bwdc sau chipng minh tri thirc vé mét sb bi méat Q.

« Lwa chon mét s6 nguyén duong ngdu nhién r (0 < r < n).
o Tinhtoan W =rYmodn (0 < W < n).
e D& hdi dap moi gia tri thach d6 R (0 < R < v), tinhtodn S = r X QR mod n (0 < S < n).

Trong lugc dd GQ1, bén kiém tra biét duoc s nguyén R 1 mdt gid trj thach dd sau khi nhan dwoc
béng chirng W. Bén kiém tra tinh todn mot gié tri bing ching khac W* =S¥ x G®mod n. Xéc thyc
thanh céng khi va chi khi bang chitng W va W* bang nhau va khéng bang 0.

Do d6, tp hop tht cd cac bd ba GQ1 (W, R, S} duwgc xem 1 mét tap v phép hoan vi (dwoc danh sb boi
R) trén vanh @dng dw modulo n. Hoén vi véi R = 0 |a phép hoan vi RSA.

B.1.3.2 Bd an toan chung

P& s dung mét lwoc @b chix ky tir trao ddi xac thuc tri thire khong, st twong tac véi bén kiém tra sé
dwoc loai bd. S6 W dugc bidu dign bing mét xau gdm [n] bit, cing duec ky hiéu 1a W. Trwdce tién, cac
xau bit W va M dugc bam (vi du: R(W||M), xem céc bién thé bam trong 5.2). Sau dd, biéu dién sb
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béing cach rat gon xau bit két qua, vi du; rut gon theo mod v thanh sé nguyén R tlr 0 dén v — 1. Phép
tinh dwoe ky hiéu 1a R = R(W, M). Xau bit M lién quan dén mot bd ba ZK {W,R,S). Chi¥ ky chinh 1a cap
(R,S5).

B& ba GQ1 vira hop 1é vira lién két téi M.

+ B ba GQ1 hop & khi va chi khi 0 < W < n va W gibng v&i W* =S¥ x GRmod n.
o Bo ba GQ1 lién két téi M khi va chikhi 0 < R < v va R gibng véi xau bit R* = R(W*, M).

Tén cong sau nhdm muc dich danh gia kich thuéc thich hop cla s6 md kiém tra GQ1 la v khit = 1.
Vé&i mdt théng diép cho tredc M va gid tri S bat ky tr 1 @én n—1, véi i = 1,2.., tinh toan x = §¥ x
G'mod n, do @6 y = R(x, M) nhd hon v va tiép tuc tinh toan cho dén khi y = i. Vi vay, bd ba GQ1 {S¥ x
G'mod n,i,S} 1a hop 18 va lién két téi thong diép M, thong diép duoc ky (M, i,S) cling hop [é. Kidu tan
cbng nay yéu clu qua trinh tinh toan bac cla v. Do d6, dé chdng lai tAn cong trén véi nang luc tinh
toan hién thoi, bang B.1 da chi ra do dai téi thidu clia R. Tat ca cac gia tri co thé cta R phai gan nhw
nhau.

C6 thé 4p dung tan cong tuong ty 18n ivgc db GQ2.

Lwge dd GPS1 va GPS2 cing bi tAn cong twong tw nhw trén. Ngay ¢ khi rdt gon d6 dai cda R cling
khong 1am gidm khdi luong cong viée, dd dai clia coupon nén rdt gon cang nhidu cang tét. D& nhat
quén thi coupon va R phai c6 do dai gibng nhau.

B.1.3.3 Kich thwéc tham sé nglu nhién

Trong cac lwge dd GQ1, GQ2, GPS1 va GPS2, mét tham sé ngdu nhién 7 dwoc chuyén déi thanh mét
gié trj khdi tao W va phan thi hai clia chit ky S duwec tinh toan thee phan dau tién ciia chix ky R. W, R
va S tao ra mét bd ba ZK, ky hiéu Ia {W, R, S} thda man moi rang budc dbi véi chir ky cong khai. Tap
hop tht ca cac bd ba ZK 1a mét ho R phép hodn vj clia tap hop (hodc mét tap con) trén vanh dbng du
modulo n.

Bidu quan trong 1 bén ky Ia chon cac tham sb nglu nhién sao cho xac sudt dé doan gié trj 46 va xac
suét dé gia tri 6 dwoc lwa chon hai 1an trong thoi han ky 14 khdng dang ké&. Vi du, bén ky st dung
cling mét gia trj hai lan, thi ho s& tao ra mét cap bd ba déng bg, tic 1a hdi dap hai gid trj thach db bing
cling mét bang chirng tri thire khong, ky higu 13 (W, Ry, $;} va (W, R, S;}. Cép nhu vay duoc goi la claw
(xem [8]) trong ho cac phép hoan vi.

+ Trong cac g 6 GQ1, GPS1 va GPS2, c6 thé dé dang suy luan s bl mat tlr mét ¢ip bb ba
ddng bo bét ky. C6 dugc sb bi mat cé thé gid mao bén ky.

» Rang budc khéa GQ2 dam bao rang vdi cac gia tri m va k bat ky, néu cé hon mét niva tat ca
cac cap bd ba ddng bd s& gitip tim ra mét nghiém c3n bac hai khdng tAm thudng mod n cia gia
tri thda thuan, S6 d6 gitp tim ra phan tich clia n, chinh 1a phan tich s néu f = 2. Biét cac thira
6 nguyén té co thé gia mao bén ky.
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D6i vai chi ky céng khai, can tinh toan mét bang chirng W tl mot cap (R, S) bat ky dwoc Iwa chon mét
céach ngau nhién, tle 14 tao ra cac bo ba mét cach ngiu nhién. Digu quan trong la tap hop tt ca cac bd
ba ZK phai a0 1én dé Igi thé thu dwoc bing cach tao ra cang nhidu bd ba cang tét 1a khong dang ké.

Tom lai, cac xau bit ngéu nhién 1a xau bit gdm:

* |n| bit trong Iwgc dd GQ1 va GQ2;
o 2|H| + 80 bit trong lwvoc 43 GPS1;
* |n| + |H] + 80 bit trong lwgc 46 GPS2.
B.2 So sanh cac lwoc dd chiv ky
B.2.1 Cac ky hidu va tiv viét tit
Tién hanh so sanh theo c4c tiéu chi sau: d6 Ion cla tap céc thanh phan dir liéu dé ky, d6 phirc tap tinh
toan khi ky, dd phtrc tap tinh todn khi kidm tra va d¢ 16n clia tap cac thanh phan d liéu dé kiém tra.

CHU THICH Néu bén ky 12 mét thiét bj di dgng (vi dy: mét thé mach tich hep [24]), thi 6o phirc tap khi tinh to&n va truyén tin

cling nhte khéng gian lwu triy yéu cu 12 cac yéu té rit quan trong, vi ning lyc xt [y va lwu tr clia thé sé bj giéi han khi so
s&nh v&i bén kidm tra.

Trong tiéu chudn ndy &p dung cac ky hiéu va chiv viét tit dwdi day:
HW(v) S lwgng cac bit béng 1 trong bidu dién nhj phan cla v, vi dy: HW (65537 =210+ 1) =2

M, B¢ phirc tap tinh toan clia phép nhan theo mé-dun
X o phire tap tinh toan clia phép binh phuong theo mé-gun
n Do 1én bit clia mbi thiva s6 nguyén té (r = [p4| = Ipa])

B.2.2 B6 phirc tap tinh toan cta cac phép toan mé-dun
Trong muyc nay sé& danh gia do phure tap tinh todn cia cac phép tinh theo mé-dun, cu thé 1a phép nhan

theo mé-dun, phép binh phuong theo mo-dun, phép mi héa theo mé-dun va phép mi hda két hop
theo mé-dun. '

Phép nhan theo mé-dun ky hiéu 1a A X B mod C, Gwgc thic hién biing hai phép tinh lién tiép: phép
nhan va phép rat gon theo md-dun. Trong thirc té, lwgng cdng viée thwe hién phép nhan xap Xi bang
lwgng cang viéc khi thwe hién phép rit gon.

o KhiA vaB co cling d9 Iém voi C, két qua clia phép nhan dai gap ddi so véi C.
e Phép rit gon 1a sé dw cia phép chia két qua trén cho C.

Khi A va B ¢6 cling d6 1o véi €, 39 phirc tap clia phép nhan theo md-dun ky hiéu la Mg,.

Néu sé ma-dun I6n gép f 1An céc thira s§ nguyén td, tirc 1a a = f X, thi ty 1 gitra sé mé-dun n va sb
mo-dun 1a mdt thira s nguyén té x&p Xi f2 (M, = f2 My). Do d6, gia trj M, ty 1€ thuan voi [C|2.

Vi dy: néu cé hai thiva sé nguyén tb, tic 1d a« = 2 m, thi My = 4 M.
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Phép binh phuwrong theo mé-dun ky hiéu fa A% mod C, dugc thye hién béng hai phép tinh lién tiép: phép
binh phwong va phép rit gon theo mé-dun.

«  Khi A c6 ciing do 160 voi €, phép binh phwong cho két qua ¢ d6 Ién gép Gdi C. Theo Menezes,
van Qorschot va Vanstone [15], d6 phirc tap ctia phép binh phrong bang mét nira so véi phép

nhan.
CHU THICH Vi Ax B = ((A+ B)? — (A—B)®)/4, phép nhan nhan két qua t viéc s dyng hai tn phép binh
phwong.

« Phép rit gon tinh phan dv cha phép chia két qua cho C. B phlre tap clia phép rit gon nhuw
trén.

Khi A ¢b cling 6 16n v&i €, 3 phirc tap tinh binh phuong theo md-Gun dwoc ky hidu 12 X|¢).
XICI = 0,75 M]q

Phép mii héa theo mé-dun ky hiéu 12 A% mod C, dwoc thuc hién bang thuat toan nhan va binh phwong
{13, 15), tire 12 |B] — 1 phép binh phwong theo mé-dun va HW(B) — 1 phép nhan vai A theo mo-dun.

Phép mi héa két hop theo mé-dun ky higu fa AP x..xAZ*mod ¢, dugc thyc hién bing
max{|B|, ... |B.|} ~ 1 phép binh phwong theo ma-dun va HW(B,) + - + HW(B,) — 1 phép nhan véi 4;.
theo mé-dun.

o Néu A; nhd (tirc 1a |4;| < 8), thi phép nhan véi B; theo ma-dun la khong dang ké so véi phép
binh phwong theo mé-dun.

* Phép mi héa theo mé-dun ngan hodc trung binh hoc dai thy thudc vao kich thude sé mi tinh
theo bit (max{|B,|, ... |1B,|}) 1& nhd (i&n hon 40), hodc trung binh (80, 160, 240 dén 280), hoic
I&n (IC|,1C| + 80 Gén |C| + 120).

B.2.3 B$ phirc tap tinh toan ciia ky thuat CRT véi hai thira sé nguyén té c6 ciing kich thwéc

Hop sé CRT lién quan dén phép nhan theo ma-dun mét thira s& nguyén té va phép nhan cia hai sb
nguyén cé cling kich thude véi mot thiva s6 nguyén td, két qua 1a mét sb nguyén cé kich thudce véi sb
mo-dun. Khi hai thira s6 nguyén t6 c6 clng kich thude, vi du: 1 = |p;] = |p,| = a/2, 40 phirc tap thanh
phén dwoc ky hiéu la Che.

ChC = 1,5M, = (3/8) M,

Phan tich CRT lién quan dén hai phép rdt gon theo mé-dun clia mét thira sb nguyén té. Khi hai thira sé
nguyén td c6 cling kich thudc, vi du: m = |py| = |p,] = a/2, 36 phirc tap phan tich dwoc ky hiéu 1a ChD.

ChD = My =~ 0,25 M,

Vi du: ky thut CRT gitp gidm d§ phirc tap clia qué trinh tao mét chir ky RSA hodic RW tir mét phép
mi héa mod n (tire 12 G) aM,) thanh mot ChD cong hai phép mi héa mod p; (v&i sb mi duoe rit gon
theo mod p; — 1) cdng véi mét ChC (e la (1 4 2,57 + 1,5)M, = 2,5(m + 1)M,). Via = 2m va My =

4 M, d6 phirc tap uoc gidm xudng la = (5/16) aM,.
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B.2.4 Phan tich d6 phirc tap tinh toan

B.2.4.1 RSAva RW

Bé ky khéng co CRT: nva s

Tinh toan chiv ky: ldy thira bac s mod n

Tong cdng (Is| = a, HW(s) = a/2 va X, = 0,75 M,)
Dé ky v6i CRT : p,,p,,Cr,s, Va s,

Tinh toan ch ky: Iy thira bac s; mod p;

Dé kiém tra: n, v

Kiém tra chiv ky RSA: |Gy thiva bac vmod n

Téng cong

VIDY: 13 M, néuv =216 + 1va 1,75 M, néuv = 3

Kiém tra ch ky RW: binh phuong mod n (X, = 0,75 M,)

B.2.4.2 GQ1

Béky: n,v,t,Q

Tinh toan khéi tao: W; = r mod n
Phan th hai cda chir ky: S; = r; X QRimod n
|Ri| = [v| -1 va HW(R;) = (Iv| - 1)/2,
Lép lai t Ian,

Tong cong

Déky:nvvat

Tinh toan chit ky: W' = S x GRimod n
[Ril = [v|=1va HW(R) = (lv| - 1)/2,
Lap fai t lan,

Tbng cong

B.2.4.3 GQ2

Dé ky khéng ¢6 CRT: n, k va b, Q, dén Q,,

Tinh toan khi tao: W = r2™* mod n

Phén tht hai ctia chr ky: S = r x [T, @ mod n
|R;| = k v& HW(R.) = k/2,

Téng cong

Dé ky voi CRT: py, py, Cr k va b, Qyq G0 Q2
Tinh toén khéi tao: W; = 2" mod p;

TCVN 12214-2:2018

2 « bit
(Isl = )X + (HW(s) — )M,
(5/8)aM,

2,5 a bit
(5/16)aM,

a bit (v khong dang ké)
(vl = DXy + (HW(v) — 1)M,
0,75|v] + HW(v) — 1,75)M,

0,75 M,

2 « bit (v, t khong dang ké)

(vi- DXe + (HW () = )M,

My + (IR(| — D)Xy + (HW(R;) = 1)M,,
Q2lv] + HW(v) = 3,75)M,

% 2|v| = 1) + HW(v) = 1,75))M,
Qv = 1) Xt +t X (HW (V) = 1,75))M,

a bit (v, t khong dang ké)

(vl = )X + (HW(R,) + HW (V) — 1)M,
(1,25|v| + HW(v) = 2,25)M,

(t x (1,25}v] = 1) + HW(v) = 1))M,
L25(Ivl — 1) x e+t x (HW(v) — 1))M,

(m + 1) a bit (k, b khdng dang k&)
(k + b)X,

URilmax = D)X + (HW(R)+.. +HW (Rpy) — DMy + M,

(k= 1)X; + 0,5 kmM,

(0,5 k (m + 3) + 0,75(b — 1))M,
(m + 1,5)a bit (k, b khéng dang ké)
2(k + b)Xy + ChC

2([Rilmax — 1) Xz + 2(HW (Ry)+.. 4+ HW (Rp) )My + ChC
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Phén thiy hai clia chi ky: §; =r X [T, Qi mod p;  2(k = D)Xz +km My + ChC
m '
Téng cong (ChC = 1,5 My va My = Mo /4) a bit (k. b, g; dén g, khéng dang ké)

D& ky: n,k, b, gy G&N gom (k + b)X, (X g4 Gén go khong dang ké)

Tinh toan chir ky: W* = $2** x [T, (¢2")* mod n
Téng cong

B.2.4.4 GPS1

Dé tao ra coupon khéng cé CRT: n
Tinh toan khitao: W = 2" mod n
Téng cong (7| = 2|H| + 80)

Dé tao ra coupon véi CRT: py,p,, Cr

Tinh toan khdi tao: W; = 2" mod p;

[7] < 0,5 % |n]va ChC = 1,5 X M,

Téng cdng (My = My /4)

Coupon va thanh phén st dung coupon:
Ph&n thtr hai chirky: S=7 - R x Q

St dung coupon ([R| = |H| va [Q] = |H|)
Békiémtrainva G

Tinh toan chir ky: W* = 2° x GR mod n

Téng cong (HW(R) = |H|/2 va |S| = 2|H] + 80)

B.2.4.5 GPS2

Dé tao ra coupon khong ¢6 CRT: n va v
Tinh toan khdi tao: W; = 2™ mod n
Tdng cdng (|r] = a + |H| + 80)

Dé tao ra coupon v&i CRT: p,,p,. Cr, v

Tinh todn khdi tao: W; = 27V medPi~1 moed p,
2Xxm=avaChC ~15%x M,

Tong cong (M, ~ M,/4)

Coupon va thanh phan st¥ dung coupon: ¢
Phén thir hai chirky: S=r— R X Q@
[RE=1H]:1Q| = a.

Pé kiémtra:nvav

(0.75(k + b))M,

a bit

(rl~ X,

(1,5|H] + 60YM,
1,5 a bit

2(ir| = )X + ChC

(0,75 [H] + 30)M,,

|[H] bit + (|H! bit v&i mi coupon)
0,5 (IRI/a)(1Ql/a)M,
(0.5(IH|/a)* M,

20 bit

(Esi . 1)Xa + (HW(R) - 1)Mc:
(2IH| + 60)M,

a bit (v khéng dang ké)
(Url + VDX,

0,75 (a + 2|H| + 80)M,
1,5 a bit (v khdng dang ké)
2(m ~ 1)X, + ChC

0,75 a M,

(3/16)aM,

a bit + { bit véi mdi coupon)
0,5 (IR|/a)(1Ql/a)M,
(0.5(HI/a)M,

o bit (v khong dang ké)
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Tinh toan chir ky: W* = 2R*Y*S mod n

Tong cdng (IS X v| = a + |H| + 80, HW(S x v) =
(a + |H| + 80)/2)

B.2.4.6 ESIGN

D& ky: v,py va p; (Ipy| = Ip;| = a/3)
P1 X P2

X p3)

y =r"mod (py X p; X p;)

z= ((r mod p,) X (v X (y mod pz))_l) mod p,

5 =[5 x F =)/, x )]

X zmodp,

X py X py +1rmod(py X py X p3)

Téng cong (gid st I, = 10 M, va M, = 9 M)
Pé kiémtra:nvav

Tinh toan chi¥ ky: S¥Ymod n

Téng cdng

B.2.4.7 Tdng hop so sanh

TCVN 12214-2:2018

(IS X v| = 1) X, + (HW(S X v) — 1)M,
1,25(a + |H] + 80)M,

0,67 a bit (v khong dang ké)

0,5 M,

My

2(jv] = )X, + 2(HW (V) — 1M,

204 My + 1)
2 M,

2M,
2 M,

(1,5 [vl + 2HW(v) + 4)M,

a bit (v khéng dang ké)

(vl = DX + (HW(v) - M,
(0,75|v] + HW(v) = 1,75)M,

Béng B.2 tdng hop cac so sanh dugc trinh bay cy thé tir B.2.4.1 dén B.2.4.6

Bing B.2 - Téng hop so sanh

Co ché ky Co ché kidm tra
CRT Lwu trip (bit) Po phirc tap Lwu trir Do phirc tap
(M) (bit) (Mg}
| RSA/RW Khang 2a 125a a RSA: 0,75[v] +
HW() - 1,75
Cé 25a 03125 a RW: 0,75
[GQ1 | [Knéng 2a 2(vl - 1) xt a 125(v[- D xt |
+t X (HW(v) +tX(HWv-1)
—~1,75)
GQ2 Khéng m+1)a 0,5k(m + 3) a 0,75 (k + b)
+0,75(b - 1)
Co (m+15)a 0,25k(m + 3)
+0,375(b +1)
GPS1-P [ Khéng a 1,5 |H| + 60 2Xa 2|H| + 60
Cé 15a 0,75 |H| + 30
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[GPS1-C Khéng | a 0,5 [H|/a
+ (|H| cho m&i coupon)
GPS2-P Khong [« 075(« | a | 125(a+]H])
+2(lv] - 1)) HL00
+ 60
Co 15a 0,1875 a
GPS2-C Khong | a 051H]/a
+ (|H| cho mbi coupon)
ESIGN Khéng 067a 1.5|v] + 2ZHW(v) a 0,75lv] + HW ()
+ 4 - 1,75
- K thudt CRT khéng lién quan dén viéc tao ra chi ky GQ1 va ESIGN.
- Qué trinh tao chir ky GPS1 va GPS2 gbm hai bude: qua trinh tao coupon, ky hiéu la P va st dung
coupon, ky hiéu Ia €. Coupon dworc tao ra trwwde bang mét thiét bi khéc.

B.2.4.8 B phirc tap tinh toén v&i cac kich thwéc mé-dun khac nhau
V&i |H| = 160 (vi du: RIPEMD-160 va SHA-1), viéc so sanh sl dung cac gi4 trj sau.

RSA-v=2141,¢=160vat =0 (tkcla [v] = 17, HW (v) = 2, mdt gid trj salt 160 bit va khéng cb gid
tri trailer)

RW-v=2¢e=160 va T =0 (irc 12 |v| = 2, HW(v) = 1, mdt gia tr| salt 160 bit va khéng cb gia tii
trailer)

GQ1-v=2%04+13vat=1(trcla(jv|—1) xt=80va HW(v) = 4)

GQ2-b=1,m=10vak = 8 (cac sb co s& = 10 sb nguyén té d4u tién: 2 3én 29 va k x m = 80)
GPS1-g=2(IR| = |Q| = |H| = 160,|G| = a va |r| = 2|H| + 80 =400j
GP82-g=2,v=21047 (trcla |R| = 160,|Q| = ava |r| = a + |H| + 80 = a + 240)

ESIGN -v =210 (tc 14 |v] = 11 va HW (v) = 1)

Bang B.3 so sanh @6 phirc tap tinh toan déi véi cac kich thwdc md-dun khac nhau: a = 1024, 1536 va
2048. Bon vj tinh cla do phirc tap tinh toan 1a Mg, (Mys35 = 2,25 Myga4; Magas = 4 Myg24).

S& dyng cac co ché quy dinh cho GQ1, GQ2, GPS1 va GPS2 dé xac thue, bén kiém tra chuyén giao
mot gia tri thach @6 va doi hdi dap trong d6 tré gidi han quy dinh trong phu luc F. Bang B.3 bao gém
xac thwe véi kich thwdc cia phin dau tién cla chi ky sau day, ky hiéu 14 R. Thi gia tri hdi dap khong
phai 1 chi¥ ky: d6 14 chirng nhan “khéng thé chuyén nhwong”.

« V6IGQ1, m=1vav=2*%+1(|R| = 16).
e V3iGQ2,b=1k=8vam=2(R|=16).
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Bang B.3 - D phivc tap tinh toan déi véi cac kich thwdc md-dun khac nhau

Co ch& ky (M1024) Co ché kiém tra (M924)
CRT [ a=1024 | a=1536 | a = 2048 a=1024 | a=1536 | a = 2048
RSA/RW Khong | 1028 4320 10240 | [RSA13 [29,25 52
Ccé | 320 1080 2560 RWO0,75 |[1,69 3
GQt Knhéng | 162,25 365,06 649 103 231,75 412
Xéc thue Co | 3425 77,06 137,00 22,25 50,06 89,00
GQ2 Khéng | 52,00 117,00 208 6,75 15,19 27
Co | 26,75 60,19 107
Xéc thye cé | 10,75 2419 |43 6,75 15,19 27
GPS1-P Khéng | 300 675 | 1200 380 855 1520
Co | 150 3375 600
GPS1-C Khong 0012
GPS2-P Khong | 1068 3267 7344 1580 4995 11440
co |[192 648 1536
GPS2-C Khong | 0,078 0,117 0,156
ESIGN Khong | 22.5 50,63 30 75 16,88 30
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Phu Luc C
(Tham khao)
Cacvidu

C.1 Lwoc dd RSA-PSS
C.1.1 Thong diép vai gia trj salt

Thanh phan di liéu dé ky/kidm tra — D6 Ién cla mbi thira s6 nguyén té 14 512 bit. D§ lén cta sé mo-
dun 13 1024 bit. 86 ma kiém tra |1a v = 3 (chia hét p, - 1 hodc p, - 1).

= CCl109249 SDB6TE64 065DEE3E 7955F2EB C7D47A2D 7C995338 8£97DDDC 3E1CA1SC
35CA659E DC3D6C0OB FS54068EA FEDBD911 27FSCBTE DC174871 1B624E30 B8STCRAD
DSCDB1F0 35ECSTEF E8229551 49D3BFF7 0CS53520D 769D6D76 €46C7A79 2E16EBDS
9FE6FCSB 6060BD97 SED64AY0 59C5B039 98A0ES4C 86D78BSS BA37BSAF D987503F
s= 1CCDAZ0B CFFBBD51 7EES6668 €66621B11 §22C7950 DSSF4BB> BEER37988 ATD17312
E326718B E0D62CCB 11415F78 B36BE2E6 OD599D4E 41346C82 [D3845493A 81B2F663
2FD7D1CC EFCAEFT74 17350238 109EC289 D5382762 B77A1C99 96DD1D2B 71AS2FAF
52RBASDE D19F3F3D 5D71D054 73EC9CT79 92084128 OBACT2B8 7BFS51EB1 CCB65CB7
n= ACD1CC45 DFESAFE3 F9786672 664CRA269 (ODOADTES 003BC642 7954D939 EEEBB271
S2E6A947 45050CC2 67883CD4 34875164 S5019AFDS 873A8311 119FR9I3F (A31C654
C3ECFF07 3233530C 79BR90EQ 26E242%D D378B88BE 40136C48 7D33075A 16]12ABIC
C5B75D33 2659A5D0 B5C19976 102D3424 31AC3BBB ABF9844% BO58BCOB B5E254633

I

P2

Chi? ky — Thong diép 1a mot xau gdm 114 octet. Gia trj salt 1a mét xau gdm 20 octet.

M= 859EEF2F D78ACARO00 308BDC47 11933F55 BF9D78DR 8FBA€72B 484634F3 CI9C26E64
78RE1026 JFEODDSC 082E53AS 293RF217 3CDSQC6D SD354FEB F78B2€C2 1CZ23C027
12E78CD4 €94C9F46 9777E451 ETFBESEQ 4CD3739C 6BBFEDAE 487FB556 44E9CAT4
FF77A53C B729802F GZDAASFF ASBBAL598 90FC

E= E3B505DC 02C1BCES QC2B6SEF 88AR188DS 3RCETE61

V&i SHA-1 va PSS, chuyén ddi mét thong diép (114 octet), mét gid 1ri salt (20 octet) va mét gi4 trj trailer
(“BC") thanh mét gia trj d&c trung (1024 bit).

F= GGE4672E 836AD121 BAZ244BSD 6576B867 DSA447C2 SAGE66AS RBIDEETE BCTEGSAF
S057F86F AES984D9 BATF969A D6FE02A4 DI5F7445 FEFDD85B 6D3A477C 28D24BAl
E3756F79 2DD1DCES CA94440% CBS5279EC D3183A31 1FC896DA 1CB39311 AF37EA4A
TSE24BDB FD3CiDA0 DE7CECDE 1AB96F9D 2DBC816D9 7CDTA2CY 32ADS4€F BESCFEBC

S = G%modn

S= 0F624406 FC3RA216B 23D44ECF F430C05A 45585218 E22FE47B 1FEAQ60C S5AI9CB2DZ
B6961717 8IOBSE6CC S0RS67TAS SBEF47BS FE28AF9E E029611C 852893345 93502Z610A
Ce4F45CC €C1263A10 67ESBFCO 1053BFBC 92252460 8385A417 EBE0S87B 4702C9%9
381658R7 72739BA8 2DA01G6E1 4ARES64C QAT49A05 DOCLERIC 93FDET77 6DBRLHEE

Kiém tra = G* = S¥modn. F* = G*.
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Fr= 66E4S72E B36AD121 BA244BED 6576B867 DY9AR447C2 8R6E6EAS BB7DEETE BCTEGSAF
S5057F86F AES8984D9 BATF969A D6FE02A4 D75F7445 FEFDDB8SB 6D3AR477C 28D24BA1
E3756F7% 2DD1DCES CA94440E CBS5279EC D3183&31 1FC896DA 1CB39311 AF37EALA
75E24BDB FD5C1DAC DE7CECDF 1A896F9D 8BC816D9 7CD7R2C4 3BADS46F BESCFEBC

HH* = DF1A896F 9DBBC816 D97CD7A2 C43BAD34 6FBESCFE

Dé khdi phuc lai xau trung gian, mot gia tri mat na gém 864 bit (=1024 — 160) duoc xay dung tir HH* va
XOR v6i cac bit trai nhét ctia F*. Gia trj salt dwoe khéi phuc lai (& mot xau gdm 20 octet. Gia trj trailer
duoc khoi phuc Jai 1a “BC”.
00000000 00000000 00000000 00000000 00600000 00000600 00000000 00000000
0000C000 00000000 00000000 0000C000 00000000 00000090 00000000 00000000
00000000 00000000 00000000 00000000 00000000 000CO1E3 B5D5D002 ClBCESOC
2B65EF88 A188D83B CETE6L1DF 1R896FSD 8BC816D9 7CDTA2C4 3BADS46F BESCFEBC
Sau dd, mét xau gbm 384 bit (64 bit 0, 160 bit clia h(M) va 160 bit cla E*) dwoc bam thanh HH.
E'=  E385D5D0 C2C1BCES OC2B6SSF 88A188D8 3BCE7E61
HH=  DF1A896F 9DRBC816 D9Y7CD7A2 C43BADS4 6FBESCFE

C.1.2 Thong diép khong cé gia tri sait
Cac thanh phén div ligu dé ky/kiém tra - Vi du sir dung c4c thanh phan giong nhw trong C.1.1.
Chir ky — Théng diép 13 mdt xau gdm 114 octet. Gia trj salt réng.

M= B59EEF2F D78ACAQ0 308BDC47 11923BFS55 BF9D78DB 8F8A672B 484634F3 C9C26ES4
78AE1026 OFEODDBC (82ES3AS 293AF217 3CD530C6D S5D354FEB F78B2602 1C25C027
12E78CD4 694C9F46 9777E451 E7FBESE0 4CD3739C 6BRFEDAE 487FB556 44ESCA74
FF77AS3C B729802F GED4ASFF AGBALS98 90FC

V6&i SHA-1 va PSS, chuyén dbi mét théng diép (114 octet), mot gia tri salt (réng) va mdt gia tri trailer
(“BC") thanh mat gia trj d3c tring (1024 bit).

F=  2DCA5328 280470C5 AFBEFS866 78FOEOC6 SB473939 BF146088 B70009A3 8ABCBE25
3BDFO2F3 B3DES2E9 364CACAC 3196F828 DSCDCF83 F9529F70 DB26F641 FC112E4C
11ACC6F0 15FF3C57 74C27775 96042R36 81923ESF TA636D16 EEASF881 3775E1Af

FB94ED45 9292E062 ORB94764 S8ESFAOD7 5B53051C C8TF4ECF E350ABSE 4DADABEC
S = G modn '

S=  81AYAROC AlD227C5 E6FDB537 B7C897DS DI6A6B24 BSDIEAAO A4673B05 D6DISLEE
7045161A 28BF464F B72F884B 23AB3EDO D27FB0A9 OBBF2365 2AR023B00 8E997933
D08B3914 453CDF10 28566F21 F2A88C37 2A7SOBOE 1E962656 9571C6AF 30359BA4
F9A10764 C69CBD2F 19461CD9 4A21337E 5BGADB6F EF65FDFE 1945802D 96FF4B51

Kiém tra - G* = S¥modn. F* = G*.

F*= 2DDR%328 2B80470CS AFBBFS866 78FOEJC6 5B473939 BFi46088 B70009A3 BABCéRZS
3BDFO2F3 B3DESZEY 364CACAC 3196F828 DSCOCF83 F9529F70 DB26F641 FC112EAC
11ACC6F0 15FF3CS7 74C27775 96042R36 81923ESF T7A636D16 EEABFS881 3775F1A8
FBO94ED4S5 9292E062 0AB947f4 SESFAOD7 5B53051C C87F4ECF E3SOABSE 4DADABBC
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HH®=  648ESFAO D75B85305 1CC87F4E CFE350AB S8E4DADAB

Dé khoi phuc fai xau trung gian, mét gia tri mit na gbm 864 bit (=1024 ~ 160) duwoc xay dieng tir HH* va
XOR véi cac bit trai nhat clia F*. Gia trj salt dwgce khéi phuc lai 13 mét xau gbm 20 octet. Gid tr trailer

dwee khéi phuc lai la “BC".

00000000 000C00CG0 0COQO000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 O0D00000 00000000 0QOO0CGO0 00000000 Q0000000 00000000
00000000 00000000 Q0000164 SESFAOD? 5B53051C C87F4ECF ®350ABSE 4DADABBC

Thi, mét xau gdm 224 bit (64 bit 0 va 160 bit clia h(M)) dwrgc bim thanh HH.
HH = 648E5FAD D7S5B5305 1CC87F4E CFE350AB SEADADAB

C.1.3 Thong diép réng khéng ¢6 gia trj salt

Thanh phén di ligu dé ky/kiém tra — D4 ién clia mdi thira sd nguyén t6 1a 512 bit. £ I&n clia s6 mo-

dun 1a 1024 bit. S6 md kiém tra 12 v = 3 (chia hét p; — 1 hodc p, — 1).

Py = FB96145% 995C82F9 527CAAAF B3FB4254 6D00A0LD EBZBDE3D ?ETBSFTD OC9E2781E
B7FABFCE ES6ESF6D ACE3435A 9D043A99 93F3E473 DI3FABB8 D3577906 T7A%4931
P2 = FFOEAFCA 70585166 ABCDS8ES0 36575290 2r32B863 (06801686 A89F2EA3 418882EF
6F570122 F92DZESB EFFF7329 1818F2531 Br095D6E 208F93CD CEF4767A 568AB241
s= CA71B46C DF4a1342 SEiBABS? 9F471638 92AEB277 ASCBC369 BICAD109 3C93FE22

332672C0 805R7693 F6A506D0 FS723F6B 1A6F755A ECBOB7DE 17440102 94186936

316ARC4B F39B37RF 61CSDFAQ AEAE0382 C1730652 179F2ED4 704DSA6F BCB141CO
C9380FSA 500823CE 67FRBEDSL 7F8A5100 59E9541B 498CS1F{ 1ABEBCiIO 6220E72B
n= FRABED34 EEFICE38 D29814B6 EEAR154D C0603337 EB1AS1ES AB0398NDD ADDTD334
CBY9BE20C (0&7BiDDT 1F78A397 €2B5F2Z0A 7A730086 30913CD2 EE60183D E245DD16
9CA4EB3A FC420E51 13D73050 4A73AS26¢ BEFBFF32 CB89858DE S5ES5B38Y9 FEC52521
04933163 625F2963 SABSFAAT AAl4C4F3 CODD2470 DEFCEB39 2429110A 0149A771

Chiv ky - V&i SHA-1 va PSS, chuyén d6i mot thong diép (rdng), mét gia tri salt (rdng) va mot gia tri
trailer (mdt octet cé gia trj bang “BC”) thanh mét gia trj dic trung (1024 bit).

F= 7CCB5422 2079CB4C 343BOABY 6307273B 36359229 BD3DFDEC A9FES8054 ADLEF319
44758A67 3B7C70C2 FACB6FES 12690EE2 6DF58975 585A78C2 72370C71 50535C80
8F0B68F6 CAS4F36C FBO79FEB 912628€D SEECA3CA ACA12593 033R0D64 136A7ARY2
D605080A 6CF6BB6D DAQRE6A3 5D1688A6 OACE9FDS 3E44428B FD380E94 DB9176BC

S = G%modn

S= F9DDIF72 FAB4AFFC ED3B0538 C5848B27 756AC50C B2890T4C BC268D96 CSE91EER
8F3BUSBF 2EF6585F FF5323CAR 4E2C308C C6140CFS F5357960 S583BFOCC 621082ER
T704R42D 35873558 BA151FB4 652BAFFE S8R4B310 72064669 FDALTICB LD79FSDES
EEC562FF RZDQFS5D9 C4G39AERO DSBOFSDF 493AF2F1 8F91D828 CE32C4CC 35C13113

Kiém tra — G* = S¥modn.
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G = TCCB5422 2079C84C 343BOABLl 63072738 36359229 BD3DFDEC A9FE8054 ADIEF319
44758A67 3B7C70C2 FACB6GFES 12690EE2 6DF58975 585A78C2 723F0C71 50535C80
8T0868F6 CA94F36C FBO79FRB 9126286D SEECA3CA ACAR12593 033A0064 136A7AT2
D605080A 6CF68B6D DAOAEGAI SDL6EBAG OACE9FDS 3E44428B FD3IBOE94 DBO176BC

HH® = A35D1688 AGOAC69F D53E4442 8BFD3BOE 94DBS176

DE& khai phuc lai xau trung gian, mét gia trj mat na gdm 856 bit (=1024 - 160 — 8) dugc xay dung tl
HH" va XOR vé&i cac bit tréi nhit cla F*. Gi4 trj salt dwoc khoi phyc lai 1a réng.
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 000Q0OCOD
00000000 00000000 000001A3 5D1688BA6 OAC6SFDS 3E44428B FD3BOES94 DB9176BC

Thi, mdt xau gbm 224 bit (64 bit 0 va 160 bit clia h(9)) dwgc bam thanh HH.
HH=  A35D1688 R60AC69F D53E4442 8BFD3BOE 94DBS176
C.2 Lwoc do RW-PSS

C.2.1 Théng digp véi gia trj sait

Thanh phin di liéu & ky/kiém tra — DO 16n ca mbi thiva sb nguyén tb 1a 512 bit (mét thira sb
nguyén té ddng du véi 3 mod 8 va thira sé con lai dbng dw véi 7 mod 8). B Ién clia s6 mo-dun 1a 1024
bit. -

pL= DBB3ICB4C 375COECD 2FD300DB 4F085472 93CA004C EDD2019C E73CA08A 13EEFB25
DD3BAF98 183BOC2F 01D7F8B4 931856F6 DD3EBA17 70763C03 FE1DCEABC DBO3BE33
P = EEAR4AS3 47999FET 6FB78760 64BBECE6 CB409R77 39EF5A59 06613DC3 7225D41D

2BEB1F9F 5EC77R85 38767A87 BBT015D6 O0T7FF26DE 61282753 9306BAIC FF¥O93A7
5= 199A6985 E9B2BFFS5 A2841CCC DBOFC73a 28Al4266 0987EB12 3DBCAEE2 BSEE546D
2356A3A5 T09C28ED 71E455C4 466CBE3C 7787DC5A 9959B747 S5R185A8F 038A4741
E4B10153 BEQSC26E 44Q1FJAB 6E7ES609 2CAFQ7CO 870B13B6 4F669667 3029EC2C
TTARBC39 TFAS28A2 45D7073C E69CCYBD CD7BEF91 599DCA48 4000C0BD SAB0SL4E
n= CCD34C2F 4D95FFAD 1420E666 COTE39D1 45071330 4C3F5891 EDE37595 C772A369
1aB51D28 ECE1476B 8F22AE22 3365Fi83 BC3EE2D4 CACDBA3A DOC4D478 1C523210
EFE6203D 6F3BC226 BFIA4597 27B8F122 C482D8CY 6019FIA8 69329187 096430A6

C67CB103 742BCBC6 6906AD23 B3GEBARB 511D5D80 ABSCBS99 T4E9ARCE 2D785C45
Chir ky — Thong diép ta mot xau gdm 114 octet. Gia tri salt ta mét xau gdm 20 octet,

M= 859EEF2F D78ACA00 308BDC47 1193BFS55 BFSDTSDE S8FSAE72B 484634F3 C9C26EE4
78AEL026 OFEODDSC 082ES53A5 293AF217 3CD50C6D SD3S4FEB F78B2602 1C25C027
12E78CD4 694C9F46 9777E451 ETFSEIEQ 4CD3739C 6BBFEDAE 487FB556 44E9CA74
FF77A53C B729802F 6ED4ASFF ASBA1598 90FC

E= E3B5DSDO 02C1BCES 0C2B6SEF 88A188D8 3BCETE61

Véi SHA-1 va PSS, chuyén dbi mot théng digp (114 octet), mdt gia tri salt (20 octet) va mét gia tri trailer
{mot octet cé gia tr béng “BC") thanh mét gia trj dac trwng (1024 bit).

F= 66E4672E B36RD121 BR244BED 6576B867 DOR447C2Z BAEE66AS BETDEZETEF BCTESSAF
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5057F86F RES984D9 BATF969A D6FEOZ2A4 D75F7445 FEFDD85B 6D2A477C 28D24BA1
E3756F79 2DD1DCE8 CA94440= CBS5279EC D31i83A31 1FCE896DA 1CB39311 AV37ER4A
75E24EDB FDS5C1DAQ DETCECCEF 1A896F9D 8BC81609 7CD7A2C4 3BAD346F BESBCFEBC

Vi(FIn) = —1,G6 = F/2, nén (G|n) = +1. Do 6 § = GSmodn.

G = 33723397 41B56890 DD12253F6 B2BB5C33 KECD223E1 45373352 DC3EF73F DR3IT32DT
AB2BFC37 D744C26C DD3FCR4D 6R7F0152 6BAFBR22 FF7EEC2D B69D23BE 146925D0
F1BABYBC O96EBEE74 €654A2207 65A33CF6 698C1D18 BFE44B6D OES59CS988 DTOBFS25
3AF125ED FEAEOEDO 6F3E766F 8D44B7CE C5E40B6C BESBD162 1DD6AA3T7 DF467FSE

§= 8A505E24 FCC61832 036362€2 C6AD70F5 3ACLESCE DC714F59 ED3693B1 F2332442
FD5D2FF1 2C8DBF9B 942R6AR46 C6C63C1D 09C2D316 FF605081 19B1SF3E 52F6A2BD
D20A6F20 F217C9AD OF1E496B 70529DAS9 1AD7879A F912FB99 RBD3BT7EF ADGFESIC
F2FF2FCD 80069BE0 2614RA1D 7CAFEZFF AC70D936 S5A81F03R C7F1D82F 733B5EL12

Kiém tra — G* = $2modn.

G = 33722397 41B56890 DDi223F6 B2RR5C33 ECD223E1l 45373352 DC3EF73f DE3F3207
AB2BFC37 D744C26C DD3IFCB4D €37r0152 6BAFRA22 FFTEEC2D B6SD23BE 146%25D0
F1BAB7RC S6EBEE74 654A22(7 6S5A93CF6 698C1D18 8FE4L4B6D 0ES9C988 D79Br525
3AF1253ED FEAREQEDO 6F3L766F 8D44B7CE CS5E4{0B6C 3E6DD1I62 iDD6MA3T7 DF467FSE

Vi G* ddng du v6i 6 mod 8, F* = 26",
F' = 66E4€72E 836AD121 BA244RED 65768867 DO9A447C2 ER6E66AS5 BB8TDLRE7T BCTE65AF
5057F86F AE89E54D9 BATF969A DAFEOZA4 D7557445 FRFODS853 6D3A477C 28D24BA1
E3756F79 2DD1DCE8 CA94440E CBS5279EC D3183A31 1rC896DA 1CE39311 AF37EA4A
75E24BDB FDSC1DAQ DE7CECDF 1R8%673D 8BC816DS 7CDTR2C4 3BADS46F BESCFEBC
HH = DFiRA896F 9DBBCEB16 D97CD7R2 C43BADS4 6FSEBCFE

Dé khoi phuc lai xau trung gian, mét gia tri mat na gdm 856 bit (1024 - 160 — 8) dwegc xay dwng tor
HH"* va XOR v&i céc bit trai nhat cGa F*. Gi4 tri salt dwoc khoi phuc lai 1a mot x&u gém 20 octet.

00000000 00009000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 0C0O00000 00CO0000 00000000 000CO000 OO0O0OO0O00O 00000000
00000000 00000000 00000000 000000006 00000000 0C00001E3 B5D5D002 C1BCESOC
2B65SEFS88 A188DB83B CETE61DF 1A896F9D 8BC816D% 7CDTA2C4 3BADS46F BESBCFEBC

Thi, mt xau gdm 384 bit (64 bit 0 va 160 bit cha h(M) va 160 bit clia £*) duoc bam thanh HH.

E'= E3B5D5D0 Q2CIBCRS 0C2B65EF B88A188D8 3BCETE6L
HH = DEF1AS96F SDEBCBL6 D97CDTAZ2 C43BADS4 €FBEBCFE

C.2.2 Thong diép khdng co gia trj salt
Cac thanh phan div liéu dé& ky/kiém tra — Vi du st dung cac thanh phan giéng nhw trong C.2.1.
Chir ky ~ Théng diép 1a mét xau gébm 114 octet. Gia tri salt réng.
M= 859EEF2ZF D/YRCAO00 309BDC47Y 1193BF55 DLFID78DB BFBA672B £4R24634F3 COCL6L64
78AEL026 CFEOCDSC 082E53A5 293AF217 3CD50C6D SD3S4FEB F788260G2 1CZ5C027
12E78C04 654CSF46 97772451 ETFBESED 4CD3735C 6BBFEDAE 487TBS536 44EICATH

[ =
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FE77A53C B729802F 6ED4ASFF A8BA1598 90FC

Vi SHA-1 va PSS, chuyén ddi mét thong diép (114 octet), mot gia tri salt (rdng) va mét gia trj trailer
(mét octet co gia tri bang “BC") thanh mot gia tri dic treng (1024 bit).

S= 2DDA5328 280470CS AFBBF866 78FOEQC6 5B473939 BF146088 B70009A3 BABCBE25
3BDFO2F3 B3DES2E9 364CACAC 3196F828 DSCDCF83 F9529F70 DB26F641 FCl12E4C
11ACC6F0 15FF3C57 74C27775 96042A36 81923ESF 7A636016 EEABF881 3775EL1AS8
FB94ED45 9292E062 QAB94764 BESFACD7 SB53051C CB7F4ECF E350ABSE 4DADABRC

Vi (FIn) = 41,6 = F, nén (G|n) = +1. Do @6 § = GSmodn.

F= A1108935 D2589D74 74ADDDO1 D9397699 D34DCAGF 10FF7547 A18CA4CF 16BD845A
247EEAQE CREBEAS32 F483942a 3D729927 35645278 ES51B2C84 2499B71A 93398E1lA
06F91686 B4CE2883 C4227E36 ESEDDC3S FED10OOBA 941F22D5 336A9237 CICABOEB
85BD195D 758F7766 51B38829 B6566FSC A6D43A20 0B8DE73D 3C324ETF A3B1F3AF

Kiém tra - G* = S2modn.

G* = SEF8F907 25918EE7 6464EE00 478D5S0A ESCZD9:6 8D2AF809 36E56BFZ 3CE61543
DED61A38 3902F482 58D60176 OLCEFISA E6711350 D17R1IACY FS59DDE36 20410BC4
DE39594D 593C85CF 4AD7CEZ1 91B4C6EC 42FQ9R68 ESB6ECO1 7A899905 D1EE4EFD
CAE7C3BD E198EB64 S5E4D65BE FS50F1SE3 FSCAS863 E20D66C% S198FF37 DFCABGES

Vi ' dbng du v6i 1 mod 8, F* =n—G".

F'= 2DDAS328 280470C5 AFBBF866 78FOE0C6 5B473939 BF146088 B70009A3 BABCBE25
33DFO2F3 B3DES2E9 364CACAC 3196F828 DSCDCF83 F9529F70 DB26F641 FCl12E4C
11ACC6FO 15FF3C57 74C27775 96042R36 81923ES5F 7R636D16 EEABF881 3775ELAS8
FB94ED45S 9292E062 OAB94764 8S8ESFAODT 5R53051C CBTF4ECE E350ABSE 4DADAEBBC

HH*=  646ESFA0 D75B5305 1CC87F4E CFE3S0AB BEZ4DADAR
Dé khdi phuc fai xau trung gian, mot gid tri mat na gdém 856 bit (=1024 ~ 160 — 8) dugc xay dung tie
HH* va XOR véi cac bit trai nhét clia F*. Gia tri salt dugc khai phuc lai [a réng.
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00600000 00000000 00000000 00000000 00000000 00000000 :00C00000

00000000 00000000 00000000 00000000 0000C000 00000000 0000000C 00000Q00
00000000 00000000 00000164 BESFAQD7 5B53051C C87F4ECE E3SOABSE -4DACABEC

Thi, mét xau gdm 224 bit (64 bit 0 va 160 bit clia h(M)) dwoc bam thanh HH.
HH=  &4BESFA0 D75B85305 1CC87F4E CFE350AB BE4DADAB

C.2.3 Théng diép rdng véi gia trj salt

Cac thanh phin di lidu dé ky/kiém tra — DJ 16n clia méi thira s6 nguyén té 1a 512 bit (mdt thiva sb
nguyén té ddng du véi 3 mod 8 va thira s con lai @dng dw véi 7 mod 8). D 1én clia s6 md-dun 1a 1024
bit.

= C41DB9CC D8777062 2BEAS836 1E49AFA2 BSBBCBDO 28479585 472150A1 96CESESY
2114580 FDE60OF6B E12CA9DD A370A3ER 74D33B52 8EB791A9 OFDS2818 3D8F6i2F
P = F69ADE6B FOTE4CCC B4AT6FD3 1F43871D C71100CA F9256C3ND BEIBCC23 BECO6324
A2282D3C CFCAFQ0B OE7492C0 1FB19CES CF73EEFD 1AO8BOAE 6756EiDF 5670D6%B
s= 029FBSFR 55F%4917 7777F3DC 7FE703F7 A3ABC251 70FDBB3E 6RO2DB8A 2794CECE

05C19920 85BEE677 S7CCBICC 8972089%A 1D120DOC FBO4C8CO DlélFﬁ23 5A42C453
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FOG83D5E 73742EBS5 98435852 B393B491 F053C59C R8950D48 CAY90ADE 88BC6DE4
085CEB5D 6BO2AEAB BCC20543 B4CI9F995 3FEL6572 2F4E0846 SADS2248 DB622DEA
n= BCEB2EBQ 2Z1CEE99 99BC9603 F8F91DA6 084ER6E? C75BD18D DOCDBEDE 21DA2S9FL
9E731125 9DBODL90 B1920186 R8126DB58 2D13ABR6 9958763A DASFIOFl 62C7379D
6109D2C9 4AA2E041 B383A74E BFL7FFCC 145760AA 8B5SE8BE3C (0CC52BA3 BDOSA9CO
BESBAS03 E6721FCA 066D37A8 9RF07ZCS TBADB26C F6B29633 043DB474 6F3D2175

Chip ky — Thong diép 12 mdt xau rdng. Gié tri salt 1a mot xau gdm 160 bit.

E= £1DF870C 4890FESS DGE3DDBT C3DCE372 3F91DB349

Vé&i RIPEMD va PSS, chuyén ddi mot théng digp (réng), mat gia trj salt (20 octet) va mot gia tri trailer
(mbt octet 6 gia tri bang “BC”) thanh mat gia trji d4c trng (1024 bit).

Fis= 73FEAF13 EB12914A 43FE635C 22BB4ABB 18BA8F3A BDEDSASE 4AD6C355 EE%20359
CTF237AE 36B1212F ES47F676 COBFR362 247D27D1 F298CAS3 02EB21r4 A64C26CE
44471EF8 CODFELAS 4606F08BA BE63F87C DACAS93B FA62973B 567473B4 D38FAET3
AB228600 934A9CC1 D3263E63 2R21FDS52 D2BYSCSE 7023DA63 DEI509CO 1F6CTBBC

Vi (FIn) = =1,6 = F/2, nén (Gn) = +1. Do 46 § = GSmodn.

G= 39FF5785 F589%948A5 21FF31R8 115DAS5C 0C45479D S5EC6C54F 256B61AA F74901AC
E3F91BD7 1B5895097 F4A3FB3B 6347F1B1 123E93L8 F94C6549 B175%0FA 532613567
22238F7C 606FFOD2 A303785D 4731F43E 6D654C9D FD31439D AB3A39DA 69C7D739
D5914300 49A54E60 E9S31F31 9710FEA9 695CAE2F BB11ED3: EF4AB84E0 OFB63DDE

§= B6935ACC DCABB323 DTA7125R CAB86B2E6 AF7937DE 4F523629 93BO7BE2 89524677
S0553ECE 9Z570FE7F 375CDB89 D3ECS9487 CA€26E98 4ETFDSA4 16EDOCTA 9E619DCF
DCOSASAS 4089E593 5CCSEE6E 4DulOESB DD709150 843D755B 057CS99F6 71330238
£56474B9 €ATA4848 DC1F410C 1603BBAB DBA44AE7 1A6FB211 40137572 67C97DOC

Kidm tra - 6* = S%modn.
G = JOFF5789 FEH948A5 21FF3148 115DAS55C 0C45479D SEC6CSAF 256B61AA F74901AC
E3F91BD7 13589097 FAA3FB3B 6347F1B1 123ES3E8 F94C6549 817590FA 53261367

22238F7C 606FF0D2 A303785D 4731F43E 6D654C9D FD314B9%D AB3A39DA 69C7D739
D5914300 49A54E60 E9S31F31 9710FER9 635CAE2F BS811ED31 EF4AS84EQ OFB63DDE

Vi G* déng duw vé&i 6 mod 8, F* = 26°.

F'= 73FEARF12 TB12914A 43FE6350C 22BB4ABS 188ABF3A BDSDSASE 4AD6C355 EE920359
C7F237AE 36B1212F E947F676 C68FE362 247D27D1 F298CA93 Q2EB21F4 A64C26CE
44471EF8 CODFE1AS 4606F0SA BES3E87C DACA993B FA62973B 567473B4 D38FAE73
A3228600 934A9CC1 D3263E63 ZE21FD52 D2BYS5CS5F 7023DA63 DESS50SC0O 1F6CTBBC

HH®'=  632E21FD 52D2B95C 5F7023DA 63DE9509 CO1F6CT7B
Bé& khdi phyc lai xau trung gian, mét gia trj mat na gdm 856 bit (=1024 — 160 — 8) dwoc xay dng tr
HH* va XOR vé&i céc bit trai nhat cha F*. Gia trj salt dwoc khdi phuc lai 12 mét xau gdm 20 octet.
000000C0 00000000 00000000 00000000 00000000 00000000 00000000 00600000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

00000000 00000000 00G00J000 00000000 00000000 00000161 DFB70C48 90FE85D6
E3DDB7C3 DCE3723F 91DB4963 2E21FD52 D2BY5CS5F 7023DAG3 DE9509CC 1F6CTRBC

Thi, mét xau gdm 384 bit (64 bit 0, 160 bit clia h(®) va 160 bit cGa £*) Gwoc bam thanh HH.
E'= 61DFB70C 468G0FE85 D6S3DDET C3DCE3T2 3IF9LiDR4S
HH =  632E21FD 52D2B95C SF7023DA $3DE9509 CO1F6CTR
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C.3 Lwoc dé GQ1

Thanh phan di lidu dé ky/kiém tra - D3 16n clia mbi thiva s6 nguyén t6 12 512 bit. D5 16n clia s6 mo-
dun 1a 1024 bit. S6 mi kiém tra 1a v = 28° + 13 (mdt sé nguyén t chia hét p, ~ 1 hoéc p, — 1).

P= D716BEAS 9ACLOBLC BSCFDS7D 0204C349 S52240F8E 9BDD319D 4F5ANDOC DI478B7E
AF96558F B5A74R20 B6664136 DDS89F35 CFF94287 1B3298BBE 40ED2C86 899186E9
p; = FBB4E01A AR4BF2952 CESBEDD7 QEEBLEC2 51CD63D1 0BD4332F 3R822FC4 4065FBCS
0197A2F7 OC969BCA 54BF79C6 6DIA2907 CO6794F6 EF40CABB BA5079DD 9BEBAGFY
n= D37B4534 B4AB788AE 23E1E471 SA39SBBF FEA98EDB DCB39923 06C513AA ASSEIA33

5221998C 20CDL1344 CASOC591 93B84437 FECIEOLE SEBEF958 76158751 02A7E836
24DA4F72 CAF28D1D F4296523 46D6F2C3 EL7C6528 8790F6F6 D9783521 6B49F593
2728967 DED36561 621FF38D FC185DFA SA160962 ETC8E087 CE90897B 16EA4EAL

V= 10000 00000000 0000000D

u=  08943E6A 64EE9S7TA 4414AD43 2353F3ES 8DC47A64 207C07B2 A43F9IC89 A4C36E25
EC66D68C R67B5931 07C612A2 BL3C6RED 06ACO73B BC625197 DCD66BOD BOBSC608
68EETAE5 CDAC3207 78EE13F0 D7A3CCO6 6E49CSTE OF91B31A BOFE911B DF85465C
A917203E 53625392 7711BDAA 035ACEZ7C 828E69B2 33FD26A9 AB107875 9D47D3D3

Chubdi d liéu dinh danh 12 mét xau bit biéu dién “Alex Ample”.

Id = 416C 6378 2041 6D70 6C65
V&i SHA-1 va PSS, chuyén @i d lidu dinh danh thanh mt gia tri d3c trung (1024 bit).

G = 3E641A22 DOD0O747D 4ACC7188 4D3DF¥2B 2ADFDCi7 03BSAT4E FD8333AB 8C4377BB
2A9B48E7 07F73409 ABFBCD2D EDEYFS52B 16A145CE 062FEGBD 712C1952 110DFB23
16CSF3F3 21922ED3 75A4DEBS C41FA79B CAD8EBOE AQDEFF02 CODODS91 1BEF1EST
DBCF073F 71F18C08 EB944AES 4883A1E1 3FBIDEA1l 23B5SB1EF EAZR9263 5BDSDSST

@ = GYmodn

Q= 3BED38CE BB1219BC 068774E0 E2655CDE F6TFES47 BCFZDSFA 9FEL67B1 E63B2F10
iA1483D3 8ABF24ED E365A3E4 4F4F10AD ECEATB30 D042C14C 162477B8 184RE6CF
RA78441B 1FDFBOB2 23ABCDS2 S8B61F313 D8S9FCF9 C26FTCAF9 E4DIDAYB AB3EID2ZF
DAO41ESC CBFS0056 C31D654B 546CLATF 6729R8DD 8E68512F 39E3B6F0 7959CE61

Chir ky — W = rVmodn,

r= 487CDBDO0 41BEEDO3 23FDD3DE C8542584 FAOEECBY 90FADS87 8DB34E9B EDDCISBE
5D22790C 108E2184 07ED7F7D 686657BA BS5A2B8EFS 1C2E2498 SBS6E37D 9934E195
A38R835C CO2CEESE BA2F56C8 76638332 976F5A37 20DACA1Z O0BCD3DF0 AEFE6FD7S8
S82EBFCE E6DOSE0G 172A871E ABOESFSF C22DDB60 0F541B87 CFBE1473 58374406
W= 649A17DF 13BE8088 55E154B0 E6698DEC 528R26FD 447CC267 CFO40FCE C262DOEE
8BSBFCF4 Cl053A4B 99775584 BA207E83 AB16CE4D 7137BC6J QFC50DDD 6512C4FA
FOE2429C BACDDE3A 2C2D15F6 6DSTESA6 9389DRC2 D96A4DIE AR34C1DDY 4E067DAC
RASDBE7D 13F71B0OB 6CFED133 BA42F6E7 94A81579 FA374E21 95831836 21139691
Thdng bao ta mét xau gdm 57 ky tw ma ASCII, hay Ia 448 bit.
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M= abedbcdecdeidefgefghighighijhijkijkljklmklmnlmnomnopnopge
= 61626364 62636465 63646566 64656667 65666768 66676869 G768696A €8696A6B

696R6B6C 6A626C6D 6BEC6DSE 6CE6D6E6E 6DGEGFT0 6E6ET071 6F
Véi SHA-1 duge st dung theo bién thé bam dAu tién, tinh toan H = h(W||M).
H= 99394F1D 15924C03 74CFSDA4 85FCB2EC F5303F7F
Viv = 280 + 13, phan d4u tién clia chir ky 12 mot xau gém 80 bit,
R= 99394F1D 15924C03 74CF
S= 80C7274C DSF23290 3A6423D9 327156F6 9743EAEF 03E1EFED FDAS474C

98F53C6C E2AEZBA6 8DOLEFF9 AAB20682 14BCD775 BY5CC297 DDC3BA63
6B58275E (0FB728D2 6DB1l8A2C 3F14B621 CF3863F8 648B314% FEB96348
2F0GEGE2 6C84C044 984C09C6é 58300B58 EC2383E3 BOA1F139 0D62B772

Kiém tra — Chudi di¥ liéu dinh danh la mét xau bit biéu dién “Alex Ample”.

Id = 416C 6578 2041 6D70 6C65
Vé&i SHA-1 va PSS, chuyén di dir liéu dinh danh thanh mét gia tri dac trung (1024 bit).

G = 3E641R22 DODO747D 4ACC7188
2A9%B48ET 07F732409 ABFBCD2D
16C5F3F3 21922ED3 7SA4DEBS
DBCFOT3F 71F1BC08 EB944AZ8

W* = 5Y % G®modn

W= 649A170F 13BEB0O88 S5E154B)
8BOBFCF4 Cl053A4B 99775584
FGCLE2429C AACDDE3A 2C2D1SF6
RAEDBE?D 13F71BOB 6CFED133

H = S9394F1D 15%24C03 74CFS5DA4

R'= 9939 4F1D1592 4C0374CF

C.4 Lwoc d6 GQ2

C.41Viduthwnhat: b>1vam=10

4D3DFF2B
EDE9FS2B
C41FAT9B
4883R1El

E6628DEC
8A207ES3
6DSTESRE
BRA2F6ET
BSPCBZEC

2ADEDC17
16A145CE
CADB6BOE
3FB1DEAL

528R26FD
AB16CB4D
9389DAC2Z
94n81579
F3303F7F

0385AT74E
062FE6BD
BODSFF02
23B5B1EF

447CC267
7137BC6O
D96R4D1E
FA374E21

FDB333AB
712C1952
C9D0DS591
EAZ2A9263

CFO4QFCE
QFC500DD
RA34C1DDS
90B2318B6

97F6570D
741AB316
BE73D37E
R69F37BS

8C4377B3
110DFBZ3
IBFF1EBT
5BD5DBEF

C262.D0EE
6E12C4FA
4E067D4C
21139691

Thanh phin div lidu dé ky/kidém tra — D6 16n clia mbi thira s6 nguyén t6 13 512 bit. D6 Ién clia sé mo-

dun 12 1024 hit.

py=  EBF36016 972BFE86
2823FD4B 6788C807
p,=  FSACDRIA 3CG3EBSD
BIFZ14C8 5BCSR159
n=  E26F3B7F 9BB86527A

4BB937A5 BADEASBF
0128R046 HSAE320D4
BD14EDEE Z1DBOBZ7

ESFAOD25
5R9581B5
211AR7D1
TD25C167
9BC545CC
TCET79F28
637A5BF3
EFG353¢6E

21EB52A8
ZEB3423F8
6BDCL5D8
84551316
3ARCDE3S
C959737%4
25E80882
61110005

DBDZ8681
AC469E00
AMGZ24EFB
DYCCH2FF
23403187
315B2C13
AFB6F274
7373B2CA

873F9439
37149r01
1C5CAET2
BOED731%Z
199F409-
78BA6783
10F9D46C
DCCEEL8A

SEC6DAYB
15404132

78B39C6A

40020C54
102EDA25
CCCEBCFE
7057066C
EE50C8218

AFB5B9AA
E99EDFS1
86811C74
B7ASDDES
88C9A15D
1A45CEER
408F0383
21932985
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Vib, =4vab, =2, tham sé thaythé la b = 4. Tham sé antoan la k = 8.

Uy = 03F315E6 COCDCB85 BOOFTC82 S541E4CBA 35891E22 61511F72 2AE62BSE C523F1B8
9A260238 681ER921 278773R8 D164507E 449A3A9B GEEC075D 5BA41057 632B19CC
u; = OABOFSRD CC449BAA 1984CDA7 D91S9FE3 61CA2F37 ES587F887 7348BOFA 92C27661

040EF29F 881E92FD DFB638CO 113E43C8 AABA1015 A88FL555 F7519C81 5DBT33DC

C610sbcosd(m=10)12g; =2,g, =3,93 =5..99 = 23,910 = 29.

Qiq= 82BBAE46 ODE18D07 SDEZES587 21B39EBS DES519421 6D708F55 AD6F4931 5CS5BCSSS
CBC2998E EFD22770 CB6C1D1E 5D86262B 993BASC1 3B68F1C4 470RRIEC 423ACT707
Q2= BETES8FC A3CO77CF 95470064 720AFBD1 85SEE2F86 BEQ30D41 CD7963E2 3F6ESF60
AF6E27B9 DADBAlS1 6CF69B16 689BOB79 B6551C33 31E39306 EE5HA6941 C3510295
Q21 = B14DE96C 25357452 A34B3383 1851EEQD 3FB2BEBE F35481C4 F70D2C83 9A764413
837CB60F $5C48BB7 9CDA14EB AGBCC2A0 E0534B98 EF31ESF9F 2728BD4A 53BRAOAF
Qa2 = 1¥63D720 C208381A 5018521A TRS4C3B4 C9321194 CBBYA591 811985DE BDSTTEAM
FCF1006A 6565450C 765FB060 BESS50F6B 6591058A 2EEB4EF6 1E037196 RLF68658
Q34 = 3CCAS9F0 2BF22RCA F41715C0 EB63B927 57311919 E35C111A FD30B233 OAREF9E24
4EDO2S8E 9C5D2D88 A3EFBFBL C8748ADD 806477F1 2557D27A 6ESTADEE ASC852CE
Qaz = DFSAOBBE8 2A12B2AD 53997661 DEB3AJDA DSSTAOBD 2B4SEEFF E1R86C85 74F3066A
A73566CB 65CS57F74 2B172459 A7827489 BE751387 8F315CF8 1AD7FC58 RB4A4DFES
Qsy = 91158AEF FASSFEBE AECF276F D9901100 74F047C0 600D14FC 8214307E SFS4BSE2
B9327742 7TABAD32D A99CDA71 AEA9B497 CC25FTF7 FE4EDCA3 F1E31788 EFSDDEL3
U4z = 44ABCD39 BC94C14D 84094C96 DC39A55C 5C93534B BAR404BD D3ACTCE6 20D27F2F

3E18D74A 59947BE4 44A65B15 5C34A5D5 23BEESLD 23222E47 D7DE3853 F1C28AD7

Qs = S04A973C 7D80D257 254D57A5 23C66FFS 17BA0459% 2BE2905A 4470CS34 895CF339
A24DESCT 9915773B A6GDSBABD C94FAS67 793709C2 DBCB6441 4FCSDBLD AQ6BSSC3
Qs = 7C280A6B 5C863BBF A7067371 468F580B 12ER4E02 CTEBBFFrl 06425C64 SFA1202B
215C623C A860A064 4717409C 4DE7C025 C2C54C76 113713BA ETF3BA13D 3519DSFC
Qs1 = O9E28C724 DY91C36Al E698147F C63DAB2C 1DC614Bl 2AARYB1S5S 32BSA48F 14294A70
15802AAF D214E899 26300C87 FEB6C22C 04R16B4E 66746A18 E1S5E094A 33CE2916
Q2= D1BR7089C 2BODB77D A2C30284 F838D625 1BD12EBO DCBE42CF 62C17FD1 D46B67BB
A0856BDB 242CDAQS5 675FE38E 1D2D2B3D 7411C4DF S5D2693F2 51150984 ASDO8825
Q1= 90371C09 3331C592 S4AR4D9F7 CDIDB8TF6 392D50AD 2927DF6D B0OQ63020 CllDE222
DAS78513 EEQ70AF2 8DEF161E 970771A7 92EBD(O88 BC035804 5BDY90D3B 36FB43BF
Q2= 78073391 164F2A6D 428FAC6C 7641D332 EE990071 2D3B7736 DEO4AEFB BAB717BS
031E7E02 1EB7A4EQ0 1EFS7FSC 37EZR95A6 S8E0Q0C9BE 75133CFE 676FOFF4 71D27CS9
Qgy = 1F8ACE69 116FB959 65E15081 70B4F943 C4319C3A 86B39FEA 26D51C3D B45C25DC
70DA1286 18E64E76 93E56D98 52R1774E 1A211794 4EE4749B ESEFCD58 EC8E4704
Qg2 = D161EE9D C0955D92 45A09B0S R6Z96EB4 TCE37983 E799C6BE lBAéBFCd 69837579

A8EF1710 ID706BDB 533757EC 55057767 1935F413 01240301 48EBRTAl 66F24152
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Q91 = 7F6D3D4E EAGDS38A CA90E050 CBCl1F77 B7B2ATAZ SA0B2D70 FE335817
B26AYBAF CEA3C2EQ A24r4f09 ATFIDEL6 297F99E6 4DB3F965 2983EFCS
Qy2 = 7092A2EF 08527BAR BE03440C ATDSDDAT ETBO9C61 115D6041 51058F5A
972DAFCT T96186FB 7D36416C QOECETB65 DAS6EEDE 9C086E29 BAR468733
Qiop = 4833DACY 2EFCOAS2 F44C33D2 98B4604C AL12C33EE 7B122FF2 DO79A745
21E65D78 DDBBESOA 39CCB146 6DE0TCCE 3795D5CA 7D846115 QO0BCEF24
Q2= S7TAD0549 OC3CBC49 446296D2 FBB05666 72E160A0 7FD8ODBF BD2A1ASA
FERR46B1 84B3E43R 869A4AAE EBAS56015 18789ATD 42273083 944B52C5
Chiv ky - W; = 12 modp;.
n= 958FEOFE 77561815 FCCE3499 D2RAT78C6 701CB4DF 3EAEF982 160F9254
D4692A99 336020DA 4427AD2A 5B45CFDD 0153CEB3 6507C76A $9473DAC1
= EDIF46C6 BO143F7F A70DC68C CE8E4324 5F22CE6C BC811A7C E90D7BOC
C4799222 CIB1CD&E S2DDR2F3 75BI0NIC YEAGTDAS 34611FSC 2CEMEFIE
W= 202B4E86 A41BC533 50A20AB4 BADLIS3E4 1362321A 6EF33B89 162CA681
OF009CB3 <EFEBECB FB473A02 291888C8 A73D98%0 13D814BF AEFAl04D
DFDE8A626 CT4FSr85 CO47D5FF E580277D 14A13B84 537B421B SE6FEF6E4
9092041F SENDBAF1 3EA6246B 8A1E3275 31C41AE2 904FA368 BASB0CSE
Théng diép ta mét xau gém 57 ky tw ASCI, hay la 456 bit.
M= abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnepnopgo

= 61626364 62636465 63646566 €4656667 65666768 66676869 6768696A
696R6B6C 6A6B6CHD 6BECHLGE GCELEEEE 6D6E6XT0 6E6FT0T1 6F

Véi SHA-1 duec s dung theo bién thé bam dau tién, tinh toan H = h(W||M).

H= 6ADOF7A4 iCSFTA93 29CA5B49 AES8D7105 70104698
Phan thir nhét clia chiv ky 12 mét xau 80 bit, hay 12 10 octet.

Ry=6A, R,=D0, R3=F7, Ry=24, Rg=1C, Re=5F, Ry=72, Rg=93, Ry=29, Ry4=CA

S,=  3E356475
02C3672C
097F6189
1B9B2942
S= 6EADFEAF
0CD1DSCB
A17EBC09
E1R42021

S;

Kiémtra—~W"* = Szhb X (gfb)-ql

w" = 202B4¥T86
CF0Q09CRB3
DFDBR626
9092041F

£5020R7B
B745A2A0
BOGOBE13
FECF34D1
25CFAB08
1A09DB55
D0A49E92
AC22F0FC

A41BC533
4EFEBECB
C74Far85
9ZADBAF1

4DD75C90
7BD11811
DF8CB226
B93E176C
B2BCEC31
147E9D70
BE535CES
56908E7E

FCRB8 394
39771D77
1A72EDSE
C6DAALED
6F6CD229
D7A13B6D
08D4F460
E9DOFESC

ez (gf,f)“mmodn

50A20AB4
FB473A02
CO047D5FF
3ERE2468

BAD183E4
291888C8
E5502770
8ALE3275

CCl47n08
F¥DYECDS
29EDAZ13
247EFTCD
S5E8599C
SAZBE45C
C588817C
04A6CERS

1362321A
A73DS390
14A13B84
3iC41AE2

9A0121B4
DBFED354
90995927
SD19AE7TD
T67F6ALF
96EL2695
DD66AARB
OF1CF085

6EF33B89

38591198
SBE45185
019E9304
S9BCBB54
BLD1B2AD
D§3328EL
1A44734D
D72F786B

162CAB81

13DB148BY AZFAIC4D

53734218
904FA368

SE6FEr64
BABBOCS6

2D5CT1RA
8AC2D425
151R2244
59650F97
1670096E
B8B02457
6D6932FA
20787136

592C63ED
AT64EAC2
0DB28256
DB7DRIR7
C993A94D
1B55iE59
64334849
356E4896

68696A65

SAE46177
9BAB5073
BAFC9720
9518A45D
86BE12FE
£0932757
SE789243
DE73EEL2

C993A94D
1BS51E59
64334B2RS
356E48¢26
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H =
R =

6ADOF7A4 1C3F7A83 23CA5B49 AEZ8D7105 7010A69B
6AD0 FTA41CS5F 7A9329CAR

Ca2Viduthvhai: b=1vam=4

TCVN 12214-2:2018

Thanh phén div ligu dé ky/kidm tra - DO 1n clia mbi thira sé nguyén t6 1a 512 bit. B lon clia s6 mo-
dun 1a 1024 bit.

(51

]

P2

EBF36016
2823FD43B
F5ACDALA
B1FE14C8
E26F3B7F
4BBO37AS
FC439166
25E3D820

972BrE86
6788CBO7
3CO3EB5D
5BCSB189
9BB6527A
BADGASBF
CAE4EE3B
OBF6F035

ESFAQD25
5B9581B5
211AB7D1
TD25C467
98C545CC
TCETSF28
4CBCIASE
BACAGCT Y

21EB52A8
2E8343r8
6BDC15D8
84551316
3AACDE35
C95973F4
CCl8654A
61012407

D8DZ286S1
AC469E00
ARG24EFB
DI0CB2FF
234D51B7
315B2Ci3
B7ELDD6E
ATE8CF6F

973F9%439
37149F01
1C5CRE72
BOED7312
199F409a
T8BR6783
2223DFSB
B3824000

9EQ6DASB
15404101
78B39C6A
400E0BAS
102EBA25
CCCEBC2C
D728EDA2
SB1COA66

AFBSBYAA
12ECF827
86811C74
327E1DF3
8BCYALS5D
AC4BB5A4
DB46D042
903DFB0O5

Vi by = b, = 1, tham s6 thay thé 1 b = 1. Tham s§ an toan 1a k = 20. Do d6, sé mi kiém trala v =

22! = 2097152 (& hé thap phan).

u, =

U; =

Codsbcosd(m=4)lag, =2,9,=3,95=59,="7.

Q=
Q2=
Qz1=

Q22 =

11411739 5367474 FCBICO9AB BCOESF19
13732A9C 8AS5080D FELD7137 0A3718BE
650DECFE AB2D5927 8AB0(0315 F1142953
941B28FA 28058264 27A67783 D8084107

€BECY9CR
A458A073
AZ2DBCAB3
F778D391
2504EFC8
8460DACC
2181936A
T0BBS5EGC
25E99R95
9B37668D
OE36C5CT
OA3BDAF2
31437E9C
€044CD80
7B4187£7
9SEBASSES

3CTBASEC E455C0D9 75D97D24

1D4T706AA
SDC79BE3
DE4B2348
FF8B668D
08D6D751
E4032F92
48947C34
36BOAGLF
0793EN8E
8762E342
31B4C3E2
BB2A3FF9
3JDEDE7B2
COF8D801
F182E3835

30C83CCH
OCEBEB77
54FDB389
CECBA1CD
CEB4A936
E3D56B01
276A56C9
611C677C
DE220ADA
3IF1ACE22
D8B4FFDC
32016F4B
60321F13
DICEIA3S
42BDBARBE

ESB40772
6711016F
A2919710
74C7385C
F8048D43
837A5085
3C3E60EE
O0BE33157
C671A811
96114058
06FD4D18
1A3DOCT7
CE4EQ656
CD2408B3
ESE40FCA

4B79E03E
B785B28B
632009EC
13947798

BDSEFDR?
4D30B963
3F58CFES
FELBEBDG
B21F14EC
TASDTES3
26EAF3BE
1BCCCAGO
4CCO0CCE
27599970
EFSAESD7
768E7829
FRDS951¢9
8C352155
4B83AD55
25R4395R

9A85D9ED
SEAF213D
9344DB6A
DB25907F

9C42B083
4882R7CE
7511F1BE
26682242
A19D4169
D18551E4
8B21D9ED
3BF54BA8
52E88139%9
73869A53
FAGBAF22
00550B83
085466RB
3277ECSC
1BB1lA106
C3800124

690ESEF6
OFSA3EBY
74781226
7CF19802

ED036C00
8C3AD268
BOFE6858
0113254F
1F6F79B7
EBE20773
9C31D966
TE06F299
EC4DBF6A
63206050
C6A94DCA
ETSATASE
8D4010C7
CAF9132D
48062448
E925D§44

F6TABFCC
E786B7C1
FF346468B
3C092551

SF60D226
92ECDIAT
C9CARODS
3FZ2BFO10
99B67BSA
782039R6
FCAGEFAl
9E926F66
SAD417F4
CE6534B8
DZ202DFDE
648E51A3
32330887
64EC3639
51B18€1E
BC7163C1
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Chirky —W; = rf“bmodpi.

N = 958FEQFE 77561815 FCCE3499% D2AAT8C6 701CBADF 3EAEF982 160F9254 5392C63ED
D4692R99 336020DR 4427AD2A 5845CFDD 0153CEB3 6507C76A 9473DACI AT64E4C2
Hh= ED1F46C6é BN143F7F AT0DCé8C CEBE4324 S5F22CE6C BCB11AT7C ES0D7BOC 0D828256
C479922A C1BLCD6E 52DN8273 75BS0ODOC 9EAGFD45 34611FIC 2CE4EFLE DB7D29B7
W= 82074289 8ESE9537 437D57D4 17184A82 06FEB795 F9CAl67D 60BB7314 EB8F1360

5882C202 467DD2C0O F7F8D14B 87ATFB41 15068D1C D6313C14 CA24DD84 E4F293E6

30AF2A90 EB122FD1 E113C184 DCB976AC FBCDOCA4 3SEZF6CDD ESFE6F4C 06947B36

SE1E3B03 3D766C5B 86198164 6470A0FA 961008A7 90CAAT33 8R3119B1 C1026308
Thong diép 12 mét xau gdm 57 ky tw ASCII, hay 13 456 bit.

M= abcdbedecdefdefgefghfghighiihiikijkljklmklmnlmnomnopnopgo

= 61626364 62636465 63646566 64656667 65666768 66676869 676B696A 68696A6R
696AE26C 6A6B6C6D 6BECHDOE H6C6DEESF 6DBEGFT0 6EEFT071 6F

V&i SHA-1 duoc st dung theo bién thé bam dau tién, tinh toan H = k(C||W||M).

H= DF96299E D7FFA63E 421B021D BBF1FODF FOLFF729
Phan thir nhat ca chir ky 1a mot xau 80 bit, hay 12 4 xau 20 bit.

R= DF9629%E DIFFAG3E 421B,tkcla: R,=DF962, R,=99ED7, R3;=FrA63, R,=E421B

5 = 7D41042D 3EQ007FF9 AOCFD957 FB31EDDE 5C38DB80 9031311B 87678442 CCFIBT60
73198995 77R622CT $3E442C4 E4BOOCB3 2AD7C919 8284D27D 10BBF60A 3D0CB8943

§y = BF21A259 C79DD004 SRE9F552 BS120227 452B639F 5E32rD7D 1CC80F3F B63Fe1D2
B2SDFE65 9BLABEF0 B77ACRCE 24438FAE 86C2D492 0993E936 ACLEF3Z3B 87741ADB

S= GCOCO8F9 AAF2ACCO 13D4RB871 C087B78F R971456C OE6531DB FD40476B $572B5D2

DF30B0OD0O 032350A7 96976D07 A32323C0 CAB4ED43 78525324 201A79AB FBEFD412
51A8C425 S5C7BAG1F 4583FBA4 C93E9332 90E9B8SF 06FRE1F6eC DE65A020 E092131D
6CAFSZE9 RTE0748D A63065FA 39E%7AB7 AS56CS587E 1AFiE781 F1DAR703D D2SCD81C

Kiém tra - W' = §2*" x (g2")™ x ... (g% Yrmmodn
w* = 82074289 8E8E9537 437057D4 17184AB2 06FEB795 F3CALl67D 60B37314 EB8F1360
5882C202 467DD2CO F7F§D14B 87ATFB41 15D68D1C D6313Cl4 CA24DD84 E4F293F6
30AF2A90 EB122FD1 E113C18¢4 DCB976AC FBCDGCR4 3SEF6CDD ESF66F4C 06947B36
5E1E3B03 3D766C53 86198164 6470R0FA $61008A7 90CAA733 BE3119B1 C1l026388
H* = DF96229E D7FFAG3E 421B021D BBFIFQDF F9EFFT729
R = CF9629%E D7FFRS3E 421B

C.43Vidythvrbarb=m=1
Thanh phan dir liéu dé ky/kiém tra — Cac thira sé nguyén té va sé mé-dun gibng nhw trong C.4.2.
Vib; =b, = 1, tham sb thay thé [a b = 1. Tham sb an toan I& k = 80. Do d6, s& mii kiém tra la v = 281,

uy = 35C318A9 (Q0582D37 8FE446C5 6C903%6A S545739DE E16BFE29 5CS594FFD 32A42%25
B36E7CE® 3C29725E 16A1E4FC 2C97313D F047390A 00C5CAT4 30A89860 14BCOBSS
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Uy = OD5D9A73 FELP370BE 6CSBTAFA 29CADD59 19B472B0 1E910CC2 SF3F7D8S
37581€81 EE2223DE 437CBDF2 9E84EE09 98C38FFr9 BCO2AFA6 (E30B85DA
Col1sbecosd(m=1)lag, =2
Q.. = SASFOC99 74AROB14 D3B1ODED B6E6B744 FIEFTOC3 C048C232 ADO51DO3
CABB82E1 €9888090 DSEE6942 TOEB6782 9AD31130 CCBOCB2F DLFE1ACH
Q2= C7FDCB32 349A74ES 51200E87 245B8C1D C9E14192 €38342A85 6DCSARSF
89F36C45 3CDDD494 1D14F696 61CELIEEA 71FEDESE CE8549FCl 1772RCED
& 5 k+b
Chirky -W; =17 modp;.
n= 958FEOFE 77561815 FCCE3499 D2AATBC6 T01CB4DF 3EAEFS82 160F9254
D4692A99 336020DA 4427AD2A 3845CFDD 0153CEB3 6507C76A 9473DACL
= ED1F46C6 BO143F7F A70DC68C 0EBE4324 5F22CE6C BC811A7C ES0D7BOC
C475522A C1lBICD6E 52DD82F3 75B90D0OC SEAEFD4S5S 34611FSC 2CE4EF1E
W= D8B7FC73 E7D63980 40BD83D2 10C218E3 54ED5104 A7F5F504 C504104D
82905CFC 4FBAASAS6 291EB86FE 78C5C8DE R32D58C2 D23831C4 5A3977B1
2DTFCASE 3C6AB4DYS BA502DT7C B78D9BF4 FF4EIDLR 07462D0E 1E80RQ1L0
57481C4C ADFCBCDB DDD46704 84829088 DF3D0F29 FCARB2A33 58CBEFE2
Théng diép la mét xau gdm 57 ky tee ASCII, hay 1a 456 bit.
M= abcdbcdecdefdefgefghfghighijhi jkijkljkimklmnlimnemnopnopgo

= 61626364 62636465 63646566 64656667 65666768 66676869 6763696A
696R6B6C 6A6BACHD 6B6CE6DGE 6C6DEE6F 6DSE6F70 6E6F7071 67

Vé&i SHA-1 dugc st dung theo bién thé bam dau tién, tinh todn H = h(W|IM).

H= 6038021F 5173AD35 D0228511 1BCO6E?71 BE2B3ESC

Phan thir nhét clia chiv ky 1a mot xau 80 bit.

R= 6038021F 5173AD35 D022

S = 3F61098E 4C85B65E 052ECF16
8EAGCCLB 674AADSS S8ABTE393

S = 730249AC 01308B9B EE624AR0
65FEOC51 BBSCTD30 8CEFE2CZ

S= DCBE96EA D4E23255 6DCLOFSE

FAZEB265 A4ADBE99 24100F8A
E4229553 577DOCFD FAF8D2CB
62F3FF2F 02DS5AASF ZEEEDOF?

Kidm tra— w* = $2°* x (g2")Rmodn

W= D8B7FC73 ET7DE3980 40BD83D2
829D5CFC 4FBAABAG 291EB6FE
2D7ECA9E 3C6RB4D9 BAS02D7C
57481C4C ADFCBCDB DDD467D4

466ESED4
FF614842
B4€1462D
2EAB4C82
6657FC84
B676506C
D502E501
4CB5A612

10C218E3
78C5C8DE
B78D93F4
84829DB8

697EB562
284D222A
29FS85F9
C68E3228
C76A291F

CBE826C
0BDCSB29
E8EBCAS1

54E05104
A32D58C2
FE4EIDIA
DF3DOF29

22D3C28BB
B89FDD98S
Ol0BEQ4E
47A33FFE
7DSEEEOB
C2CF5591
05Fn1052
SE5225E9

ATFSF504
D23831C4
(746200
FCAB2AR33

DTAFCEDS
SD2B7BAA
D1AG624FS
11B2EE4F
CE3A3F21
T9FE4509
6DF1C571
2B5F5BDA

C504104D
52397781
1E80R010
58CBEFE2

8T9FBD7T7
83ADDO3A

01F471BC
951E38F0
58CESB30
22F9322A

592C63ED
AT64E4C2
0D828256
DB7DB3B7?
45FEQOERG
SA3AEDGES
1232C74A
B22E541E

68696REE

B4E2D6EC
0E2790F4
926350E7
D34DE163
D17BA34A
0C90BA3B4
36CC580A
E6FED1SE

45FEOEAG
SA3AED6E
1232C74A
BZ22ES41E

65



TCVN 12214-2:2018

H = 6038021F 5173AD35 D0228511 1BC06E71 BE283ESC
R'= 6038021F S5i73AD35 DO22
C.5 Lwoc do GPS1

Thanh phan div ligu dé ky/kiém tra — DG 16n ca mi thira sé nguyén t6 14 512 bit. D6 Ién clia sé mo-
dun la 1024 bit. Xau bit bi mat bao gdm |H| = 160 bit. S6cosd la g = 2.
p:=

EABZEGE3 02266087 2BEGONDD B4439E87 (578302C COCEDF4F AAZETCCH AGSESCID 4DSSECET?
DS83B3C4 EBES12CG8 $9F050F4 D5D231EG 9393CABS BECFBES4 02COE4EB

P&

[D11SFDGE 87944C3F 407ED927 7DUI78A3 ACCO01A41 DDA46EAC BBICCEBC 2FC01846 SDSC4E74
EDADIC4E 17BFFBET 882E3E07 C25AEFF 3 3BDSSERT 82AD5782 CA9717D3

H=

BFBJ3784 4B667442 37043AF8 1BAD2CCE E£719F8CO E18E4A35 E3BFDOB4 7BFB3F05 EQSCCFDD
BE9763A2 DBEAGB8Y CED17F73 350B1AS8 02081F10 6461F87E 3DA25C29 154CS51A8 8263AE43
63888210 ESIF2AFA A1C4CABA 040D892C 39A33483 00068532 E611373F 7C4B7652 95F1FAE4
FASD33FA 60AT71433 28974228 FS08B04C 0E2ACABS

=

£2855E4R 46BC211F 2A2909B5 77F9BFAG 42B48585

A=

B48C00C63 FBSSEG4D 028C050B AS9DSCAA B221CEB3 26ECSBDO FBOE3SG1 23B03C04 CAIESHAS
BO2FE4G4 BSFGISES 42¢B58FC 18778412 ACOBEB48 AFFDBE3S 55686FA7 FO98F1BC 61153A9A
ATSESTEE GOASGFT7 G8CT7GERF TB12AT04 189t5FCC 9B21E186 13E41F1F A10BACS7 1B670979
AJFDQODE 5AZ37208 BC2CADS4 C53CET12 42E1F912

Qua trinh tao coupon — M&i coupon (va mbi phan thir nhat cla chir ky) 13 mét xau gém |H| = 160 bit;
Do d6, moi xau bit ngdu nhién gdm 2|H| + 80 = 400 bit.

r=

C:D3B 0CIYEYDAC 11FBA12C EF85R279 844FEFBY 1CA37ESE 40953477 25A8E22E 48938CAF 145BOEEN
9923E1E8 63333BC5 ABI7T111E

W=

+32F2236 45AB1067 10CBD157 D2615583 BO75A639 DO045009E S52B0ES38 G04GEECS 52995F04
TESSEAS7 F8C38073 24RB3B1CD 8CG38B15 012B2FDI CBAA4GBCE 80370FF1 53650868 C6ESDE17
7422874E OC3F783A AS4GEE3S 61E478E4 BBI4CCOE 00406CBE 72390CT8 A26E42ED 78828E77
ABECB13D 40F27174 EBAA1AT0 SBECFFBY 26A471FD

iz

ACAEZA9E 1FC4322D DSBESECS 19CSDD28 7E1284180

Qua trinh st dung coupon — Thong diép 12 mét xau 48 octet.
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M=

FBD4764A 2B716EEB F31ASEC3I A2A214BF DEAG2B53 C11A4D83 CAT2E95C BCC15359 70786889
CC3704ES5 DTFE2045 07719718

Vi T = h(W), v&i SHA-1 dwoc si dung theo bién thé bam thir ba, tinh toan R = h(h(W) I| M).
R=
2EBRECA4 021955AC 113BC1C6 80058F98 4EEESTFD
S=

DD3B DC3ESD3IC 11F8A12C CISASA18 9SCO0BSS 79876097 FZ059CC1 CYECSD77 TABSGATO 5783ACA0
72C36AEB 400833A5 24E517DD

Kiém tra— W* = G® x gSmod n

W=

132F2236 49AB1087 1D06D167 D2815583 BO75AB39 DO4S009E 52BOE88E 6CAGEECS 52999E94
7ESSEA97 FBC39073 24B3B1CD 8C63BB18 012B2FDY CBAAMBCE 80370FF! S$205385B C6EBDB17

7422974E OC3F783A AB49FE3Y B1E478E4 BBI4CCOE QU4DGCBE 72380078 A28542ED 78828E77
ABECB813D 40F27174 EBAA1A10 5860FFB1 36A471FD

h(vr)=
ACAE2489E 1FC43220 D2BEBEC3 19C90D28 7E126180
R=

2EBBECA4 021955AC 113BC1C6 80058F 99 4EEES1FD

C.6 Luoc db GPS2

Thanh phan div liéu dé ky/kiém tra - D3 16n ctia mi thiza sé nguyén té 13 512 bit. £ 1én cla sé mo-

dun 14 1024 bit. S6 mi kiém tra 1a v = 216% 4+ 7 (m6t s6 nguyén t6 chia hét p; — 1 hodic p, — 1). Sb co
sélag=2.

PL= CB4CCADS 257D396F C5C913B6 7DAG71B2 93A2F18F BI6CB409 10732E70 9CHB43BE
5CD2F846 080CD347 9DS2CDAS 3138D667 ADIABBS1 F0969798 19D12064 C6BA2447
P = C8A11B13 662D4910 E6950FD5 319C8DB0O 9A569353 389EDIFE FB74291D C22ABBDF
8BE79413 030E4029 190DB076 4BCB7F6B C4CF5557 63C38E£41 ECB6BFB1 2D5AFFB1
n= 9B68C9BB 35939E50 00OD1EE1D BB8C3983 DBEBSBEC 34A2DESF C6683C06 E5C3D726

BIAOD1AE RC6E2EDB 18063C75 4AE472D9 9814D17F F466CD9S 49DB846E E0342555
F5259565 66E0302F 88C01C3A 4A67BSEC 93B7CAFl 8B556218 EF87F670 9DCCOCDC
DASICFA? E8290D66 O4EEQ8DC 08C20B5C 7FBS029E FD3537D8 C9766R89 OCCBCEL?
v= 1 00000000 000000C0 00000000 00000000 00000007 )
Q= 32872E7E E4C3DE36 4E6055DD FF82C082 F79B044B F577CES4 AB8BC99AE 0012EEA3
4FE81876 2A5F4791 76F23313 6FCBA4B3 89398CD8 2FBDOB33 F5921450 TE3B3598
F2EQ16B9 649FB68D 23518763 A2F65AT3 7302EFDS 90FOBEAS DA4047FC 49A11B72
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9AF6499E 56DA3DF2 A71DC422 FEEIDFL7 280BCO86 FCB2BCD2 15379EGE

DA4OD117

Qué trinh tao coupon — Mdi coupon (va m&i phan thtr nhét cda chir ky) 1a mat xau gém jH} = 160 bit;

Do @6, moi xau bit ngau nhién gém a + |H| + 80 = 1024 + 160 + 80 = 1264 bit.

r= 5DB7 023CC4A7 0D37412C 5FD64999 D19D86B4 42FES83BA D7263123
95D04097 64FDBA82 9E17039C D251C234 EC61ACAB 7439BCD3 5C62A1A6
913F2386 C4377433 AFD5COBC 2FD53E86 S7TFBCAFS SE3CC341 C9Y3AEFES
B31190F8 35F84100 36B15A7E 0394C11C 376393CB FI5F8C29 08248EE6
FE1284C0 DV745FFE A34433BC CDASOECA 34BA2130 AGEF18D5 663DECDS

W= 09B4BOCA SEAES64F AOASOD2Z 664E684B 31DBLEF3 S0FF3F6S 55052C43
AR9SE60E3 606A66ED 2CADFF24 AEFA26F2 14F4F155 16112B41 72BA7C28
C1CF22E4 DDF29862 FADC1541 7E7258DD 708BEDD1 DBC4430B i843807A
09CADSE3 E9FCDEAA ESTCS55FE E923F663 6F6C065D FAOFBO9SE B275FAARCD

T= FBCDOZ15 CB29E560 16CB4F6A E0531651 BDAS393D

Quaé trinh stv dung coupon = Thang diép la moét xau 48 octet.

M= 35063821 CEA6315C BBSDS34C E6DB6476 9E2E9925 25E460D8 6DECOA0T
1233128R 082E5262 B2BBD500 5784340B

D8188DED
7993AF09
ED4BBCB6
743DE340
D354F2BD
6€F40312
BEBE3341
F433F411
E3D7CT19

B234F6B7

Vi T = h(W), véi SHA-1 diroc st dung theo bién thé bam thir ba, tinh toan R = h(h(W)[|M).

R= 14443278 AC8B05FB6 (0AB6FBAC DBED38C0 683CARR4S

§= 5D37 023CC4AT 0D37412C 5Bw62941 84D74DEE D98FC71§ SEZAF30D
3DTE8F4C BSOF03R2 96BODTE4 3575A3CE A598BES0 5A31983a6 0R66191E
92BBF961 €E=3D1932 7AS5768C5 9343E429 ET7584550 BAE2551C 013F89CB
E9B8C396 AROE2F67 €6EE15F7 D79BLICE 22A27FD4 C1ADB645 DF457264
05BBSE3E 07717841 CB44r7Aa9 1DOABE23 BR119FAD O5FB8E0T5 655046A6

Kiém tra — W* = g"*S*Rmodn

W= 09B4BOCR SEAESGAF ROAS9D22 €64E684B 31DB4EF3 SOFF3F69 55052C43
AR9560E3 606AG6ED 2CADFF94 4EFA26F2 14F4F155 16112B41 T2BATC23
C1CF22E4 DDF29862 FADC1541 7E72580D 708BEDD1 DBC4430B 1843E07A
09CADY9E3 E9FCDEAR ES57C55FE E923F663 6F6C065B FASFB98E B275FAAQ

h(W") = FBCDOE1S CB29E560 16C84F6A E0531651 BDA9393D

R = 1444BA78 AC805FB6 OAB6FBAC DEFD38C0 683CAR4S

C.7 Lwoc dd ESIGN-PSS

40660086
3378C45E
3B844R39
8EZ0E2653
9D9F518A

€6F40312
BE863341
F433E411
E3D7C719

Thanh phén dis ligu dé ky/kidém tra - Do I&n ctia mbi thira s§ nguyén 6 12 768 bit. Db 16n clia s6 md-

dun & 2304 bit (= 3 x 768). S6 ma kiém trala v = 1024.

n= 8332D671 7i3A0DEA TIE9453A B323C49% 2455D957 EF6985A5 3770AF04
AOQBCS8S5E CR025F9C 540CFQBS 3684EASE 5777B647 17E78B93 1C23ACRG
F414D805 R15945E56 9CCE6TF6 42C42714 TC94BALL 2DCOADFE ERCLLL4RB
Py = FDR3764F3 TBO98DTE4 BE3032C4 00£LE2DG3 QASRH018 2F94315€ FE6E4BSE

E1C76529
SBEFEDSC
1723700F
16F902DA
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D60E4730 30DEABY98 75¥3D749 DE79C361 8874D195 4102DFEQ 47637BAB 495C7DC2
912FDEBS 4B2DSECA B79BE9OE C6E634B7 B4F1153B 4DSF4BDO 3C45CFCT 2600E549
n= 805C6554 66EEASTC R1798241 SAR1ACA7 DFS54ABSC 17953109 9A0BCF05 SDGED9SF
TESD4FFB 95CB633B 3368DAC6 SC3FF751 1CSCCF45 6ARDE1AA2 20558DAD 17D466DF
FOETF389 3DDD6934 07A18A66 BC74CEBl ERAC6901 4R6CE22A 7BE70676 4CASDELD
196C7007 54CB46C7 30F77BCO BC1955CC FB26DF7E 4C00SDC? B836ACC2 FO4E696B
10578B6D 2CB993F3 4R01FB95 2727517F 4AC8499A 51829133 IGBZFCAA 5C594C3E
OB8B24EC 313C8863 4B7BBFEF BFDACTEB 689C793a8 6B5C4401 B7ECE53C AB9F2326
25C70842 2FS5FE450 96311280 A2775427 0AF91FCY9 B09300A0 E4339609 AASALOBG
2F6812F1 9143D5%8 177001A0 88DR58R4 AD2FEFS5A 230735E0 OAEB8031 50403D11
51F15167 €SBADA30 DS7F2B4C B9438E59 551828F1 9704ARBS5 4169F107 E66DAE3F
Chir ky - Mét xau bit ngau nhién gdm 1536 bit; sau @6 tinh toan hai sé, ky hiéu i3 y (2304 bit) va z
(768 bit).
r= 76A4DODD 5B024775 2D546CR4 27B6ESBE 18BD2BA7 33842CB7 4399B33F CATBFACA
346FCF34 77F20811 557¢E1E1l BB6AF124 CB633C3F B2918EAB 3A1645AE BS8CFF4A
9265CC40 BF3F3AD6 8A4AE202 A11511D0 06BB0023 1CB6ET25 A39AF1A6 B1CB3F2C
38716DD2 49C82AR4F DCTBE305 2C78FFB4 8B7F7935 CE3932EE BRRBCBOB T491EQES6
38D5F816 3794ECOC 158FQ88E 1A93BEFS 9319%aAal1 EQ7BCl1F B6FBCFTS 76F28BB9
261FES06 BAFF4451 83209223 807F5012 €D4C983C BEIGCHDE GACBDCSE SEF1D975
y= 7350F3FD 13A3E49B 4C7F83ED 334E45E6 28CS9AR65 A2A9298C C6ES52B23 FDBIAEIE
2197DA72 AE23AF02 9241408C DFS5287BB 04CF88CC 871721ED D8BT7AIBC ABE261F3
69A8556C 77BFLA97 FS5L1FDSB 4521C276 250C92E4 (6954B0B 7FB5%209 BSG40FEB
6A20D4D6 FFEE125B 959E8F9F 2486AC2C 9F609561 363E7BTE 3FD93410 54C9D507
3C5075B3 71R41BS8 DTE98778 D52922A2 319FED3B BSAF194D 841F9837 6F4BS0SC
E2835836 1C226BEF B3B52DDB84 CBA69319 6AESBBS1 92B6DB42 TET5DD0O7 A3RZ2BDFZ
8CERAFF24 482FDC8B 3592FFO0A EL130DA0OC 513D9D75 31089919 6C94C114 10BS0EES
T8FCARAB3 02232BBF 17960B74 4E411455 4ER04652 C23B9D13 TF959E06 5499FCF4
78537868 EAF792D8 BBE76C92 6BC17587 346B2187 D7059CAD 2AQIDF44 47S5FECSSH
2= 037C592F 20AB0F8C 9B296800 12F1DEAS EDESOCDE 1ABSAE4D 3E73014C 2ECAB4AE
313CSA34 13383El6 E2EBESBO9F 42510A45 F68D041f Q0EE31F3 FSE3340E BCD1D226
DBFOB6AR 7DSERBCO 57C90D78 61852836 28D6ESSE 79D7CEF7 82D8CB35 ES1F0C39
Théng bao 1a mét xau gdm 3 octet. Gia trj salt fa mot xau gém 32 octet.

M= méa ASCII clia "abc” = 616263
E= 3438C82B AB799ELF 1301BA2A 14BF2133 CFFF625B BDB19493 9BC4107C F7384BSD
Véi SHA-256 va PSS, bién ddi mdt thong digp (3 octet), mot gia tr salt (32 octet) va mét gia tri traiter
(rong) thanh mét gi4 trj dac trung (768 bit).
F= 422928E0 SA653BFA FESF31C7 A92587DA 9827DDE7 17B787B2 3F4ETbOB 11BBRDYE
95C2F96E 1F974486 E20190F7 E752787F 7F6AFS5CO 2571953F 68067250 57ESB1YF
8SDEFS8CB 486F0S5F1 624AFFB3 F2E2131F E2405RAC 3C39A026 COBC6FAZ SEAD2CHD

69



TCVN 12214-2:2018

S= 0B1747B4
1D167D7E
3ClE6E66
02B704BD
190850DF4
TEABEFOE
F1EABAL7
22146E04
§172AR31

Kiém tra — G* = $¥modn (biéu dién bang mdt xau gdm

cla G* taora F*.

6= 422928E]
95CZF96E
85DEFSCB
2BD376CC
BFO5R2DD
4A3053E1
0?r1B174
G6AF04BEG
3F6ECBAA
F'= 422928E0
95C2F96E
§SDEFSCB

75REETBC
35372RE3
B6A2C1C28
B8C6BT73A
2R57381E
31998E62
765D98AD
02E8DFB1
062506D3

SRE653BFA
1F974486
4836F(Q5F1
41758688
D3018D42
$5A31934
AFE73784
E9304F2E
A59C5997
SA653BFA
1F97448¢
486F05F1

Pé khéi phuc lai xau trung gian,

mot xau gbém 32 octet.

98898D75
093F43EE
FEA43AD7T
SE3DABOR
TAFESALE
BEBFEGFE
2B6CF806
BO123CC8
6C73C720

FESF31CY
E20190¢7
624RFFB3
3ADBC508
AQ22F63E
957E8B2S
A4ERSETE
S66E65A9
13AF06FF
FESF31C7
£20190F7
624AFFB3

63934699
277895F8
8E5B2723
EE3D79AF
EQSF6EE2
CBC2BCCH
1FE48458B
33CAC3E2
C38ESDNDE

R925870A
E7152787F
F2E2131F
SFDBFARB
TTF6RES)
D81C004D
25D6A283
51C73506
FO4EB5F7
A925870A
E752787F
F2E2131F

81DD1592
47412511
808C342F
0F86E200
160E4468
SEACEESE
AB694745
Br908710
288DIC8F

2304 bit, clng ky hiéu la G*). 768 bit trai nhat

9827DDET7
TEGAFSCO
E2405RAC
F2F3853C
BF3078A3
D1E62BAS
7E1632BE
E7768348B
F31D2D87
9827DDET
TEBAF5CO
E2405AAC

4BD40195
8E52C080
FDTEDOS7
DS1EQF 38
40F50418
3E677C37
D6144BBB
ORE77BAS
RC250835

17878782
2571953F
3C39A026
D580826E
887ESFTF
F1D02795C
BIC15FR7
F7915D0D3
FB3413E9
17B787B2
25'71953F
IC3%a02¢

067065C8
B3702E12
64784324
FAF3C1C3
0BE594B0
D124AB42
38503CED
CE5CC469
DIETB8174

3F4E7003
68067250
CO8CoFA2
9A056E4S
026765238
48BA9QFD
8R668EER
E65677ED
A45DCBE33
3F4RE7003
68067250
CO8C6FA2

C3CR965F
F20C9343
5B01FAF7
1737D1ES
FoCBE12F
1C10A841
4FF1391E
B850FDO2
32686468

11BBBGIE
STEBBLOF
SEAD2CSD
128050RA
19AFCF57
£3331D26
9roggr4z
64513362
74862C4E
11BBBDSE
STEBB19F
9EAD2CSD

mbt gia tri mat na gbém 512 bit dwes xay dung tir 32 octet phai nhét
chia F*, tec |a HH* XOR véi 512 (= 768 —~ 256) bit trai nhét clia F*. Gid tri salt duoc khdi phuc lai 1a

E"= 06000000 00000000 00000000 00000000 03000GAG Q0QO00000 0QCGQ0000 CO0000Q1
3438C82B AB793ELIF 1301BA2A 14BF2133 CFFF625B BD819493 9BC4107C F7384R9D
3438C82B AB799E1F 1301BA2A 14BF2133 CFFF625B BD819493 9BC4107C F738489D

Théng diép dwoc bam thanh mét xau gdm 256 bit, ky higu 1a H.

H= BA7816BF 8rO1CFEA 414140DE SDAE2223 B00361A3 96177A%C B410FF61 F20015AD

M6t xau gom 576 bit (64 bit toan 0 dwoe ndi voi 256 bit clia H va 256 bit clia E*) dwoc bam thanh HH.

HH = 85DEFB8CB 486FCS5F1 €24AFFB3 F2E2131F E2405AAC 3C39A026 COSC6FA2 9EAD2CSD
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Phu luc D
(Tham khao)
Hai co’ ché dinh dang khac nhau cho cac lwgc 46 RSA/RW
D.1 Gi&i thiéu chung

Ngoai co ché quy dinh trong 6.4, hai co ché dinh dang khac nhau thudng dugc st dung véi cac luge
86 RSA va RW (xem bang A.1). Co ché dinh dang duoc quy dinh nhw sau:

» Co ché D1 dwoc trich dan tie ISONEC 9796-2:2002 [28).
¢ Co ché D2 duwoc st dung rong rai trong cac thé mach tich hop (xem 1SO/IEC 7816 [24]).

Vi cac co ché D1 va D2 bi anh hudng bdi cac va cham trén ham bam [21, 22), nén cb thé bi loai bd
khoi ban stra tiép theo chia tiéu chuén nay.

Do khdng c6 tAn cang nao dwee ghi nhan 1én PSS, nén tiéu chuan nay khuyén nghi st dung céc bién
thé clia PSS (xem 6.4, 7.4 va 11.4).

D.2 Co’ ché dinh dang D1

Qua trinh chuyén ddi thang diép M st dung mot tham sé (z bidu thj do dai bit cla gia trj trailer) thanh
mot gié trj d3c trirng gdm y bit, ky hiéu [a F. Hinh D.1 minh hoa co ché trén.

Thong digp & Lya chor gia tritrater (7 Dit nadu nhién}

2
“ Tao x4u trung gian
O [[§ {or0) [[0... 011 || . (r=0)
OF | 1 {or 0) || 0... O I || & || Truiter  (r>0)

r Matna=0B... ') 0...0 L_,éa

3
F (ybits) —i

Hinh D.1 - Co ché dinh dang D1

1) Céc gia tri tiy chon nhw sau,

e Tuy chon T = 8. Gi4 tri trailer 1a mét octet don 18, @it bang “BC”.

» Tiy chon t = 16. Gia trj trailer 14 hai octet lién tiép: octet phai nhét dat béng “CC", octet trai nhét
x&c dinh ham bam sl dyng. Octet trai nhat dugc bidu dién nhu sau.

- Khoang tir "00" @én “7F" danh cho ISO/IEC JTC 1 SC27; ISO/IEC 10118 guy dinh mét dinh
danh duy nhét trong pham vi d6 d8i véi mdi ham bam tiéu chudn, vi dy: “31” chi ham du tién
trong phan 3, ¢6 tén goi 1a RIPEMD-160 va “33" chi ham th( ba trong phin 3, c6 tén goi la SHA-
1.

- Khodng ti “80" dén “FF” danh cho treéng hop déc biét.

Trailer = Dinh danh ham bam ||"CC"
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CHU THICH Mt s nghign ciru [12) @3t cau héi v& wu diém clia vige st dung dinh danh nhw trén trong gid tri traiter.
2) Bam M thanh mot xau bit, ky hiéu 1a H.
H = h(M)
3) Tao mét xau trung gian gdm y bit dwoc néi tlr tréi sang phai:
- Hai bit, &t bang 01;
- Mbt bit, @3t bang 0 néu M rdng, bang 1 trong cac truwdng hop con lai;
- y—-1-|H|-4bit0;
= H’
- Gia tr trailer {z bit).
4) Tao ra Fbing cach xi Iy xau trung gian trong cac khdi lién tiép gdm bén bit tiy tréi sang phai.
- Gilr lai khdi trai nhat khdng bi thay ddi trong dé bit ther tw trai nhat bat diu dém.
o Néu dat bang 1, thi khong dém: gilr lai tAt ca cac bit lién tiép khéng bj thay ddi.
o Néu dit bang 0, thi
» Thay thé cac khdi lién tiép c6 gia tri “0” bang mét khéi “B”, tie 12 1011;
»  XOR khéi tiép theo dAu tién khdng bing “0" véi “B", tirc 1a 1011;
«  Gii¥ lai tAt ca cac bit tiép theo khang thay déi.
CHU THICH Néu |n] va |H] chia hét cho 4, thi gi4 trj @3¢ treng 1a:
F = 6B BB ... BB BA||H||Trailer
5) TravéF.

Kiém tra mot gia trj dac trung dwoc khoi phuc lai gdm y bit, ky hiéu 1a F*, Gdi v&i théng diép M va gia
tri tly chon 7 s dung (trong khéa kiém tra hodc cac tham s6 mién, hoc Ia gia tri mac dinh).

1) Kiém tra gia tri trailer nhu sau.
- Néu octet phai nhét clia F* béing “BC”, thi gia trj tly chon duec khdi phuclaila z* = 8.

- Néu octect phai nhat ctia F* bing “CC” va octet bén trai clia “CC” xac¢ dinh ham bam dang st dung,
thi gid tri tiy chon dwoe khoi phuc lai la t* = 16.

- Loai bd trong c4c trrdng hop con lai (khong thé bidu dign gia tri trailer) va khi * khac véi 1.
2) Gitr lai bdn bit trai nhét khong thay dbi.

- Loai bd néu bit d3u tién trai nhat bang 1 hoic bit tiép theo bing 0. Hai bit trai nhat bang 01.

- Loai bd néu bit thr ba tréi nh&t bang 1 néu M réng hoic bang 0 néu M khéng rong.

- Loai bd néu bit thl tw trai nhat bing 1. Khong ¢é bit gidi han.

o Maikhéi lién tiép gdm 4 bit c6 gia tri bang 1011 (tic ta “B") dugc dém.

o Khébi tiép theo dau tién khong bang “B” dugc XOR véi “B” dé khoi phuc lai gia tri ban dau ctia nd
trong dé bit gidi han 12 bit Gau tién bing 1 tinh tir trai sang.
» Néu con lai |H| bit gitva bit gioi han va gi4 tri trailer, thi tao ra mét xau bit, ky hiéu la A*.
s Nguroe lai, loai bé.

3} Bam M thanh mot x3u bit, ky hiéu 12 4.

4) Chép nhan ho3c loai bd phu thudc vao H va H* gibng nhau hay khac nhau.
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D.3 Co ché dinh dang D2

Qua trinh chuyén ddi thong diép M thanh mét gid tri d&c trung gdm v bit, ky hiéu la F. Hinh D.2 minh
hoa co ché nay.

4)

Thong digp M Lua chon gia tri salt (64 bit ngdu rhign Trsiler (B bits)
M E
A 3 L 4
Bam H Fiybits} = 0t fHor0{0...¢H1{E§AHI'BC ] T

Hinh D.2 - Co ché dinh dang D2

Lwa chon mét xau 64 bit ngau nhién méi. B6 1a gié tri salt, ky hiéu lA E.
Bam M thanh mot xau bit, ky hiéu 1a H.

H = h(M)

Tao ra F béng cach ndi tir trai sang phai nhy sau:

Hai bit bang 01,

MGt bit, bdng 0 néu M rdng va bang 1 trong triedng hop nguwoc fai,
y — |H| — 76 bit @&m béng 0,

Mét bit gi¢i han béng 1,

Gi4 trj salt E (64 bit),

H, va

Mbt gia tri trailer (mat octet béng “BC”).

Travé F.

Kiém tra gid trj d3c trung da dwoc khoi phuc lai gdm v bit, ky hiéu & F* déi véi théng diép M.

1)
2)
3)
4)
5)
6)
7)
8)
9)

Loai bd néu bit trai nhit biing 1 hodic bit tiép theo béng 0. Hai bit trai nhét bing 01.
Loai bd néu bit tiép theo bang 1 néu M rdng hodc bang 0 ndu M khdng réng.

Loai bé néu bit bt ky trong [n| — |[H] - 76 bit tiép theo (cac bit dém) béng 1..

Loai bd néu bit tidp theo (bit gii han) bing 0. '

B4 bit tiép theo (gia trj salt) tao ra mat xau bit ¢é gié trj bat ky.

[H| bit tiép theo (ma bam duoc khoi phuyc lai) tao ra mét xau bit, ky hiéu 1a H*.
Loai bd néu 8 bit tiép theo (gi4 tri trailer) khdng bang “BC”.

Bam M thanh mgt ma bam, ky hiéu la H.

Chap nhan hodc loai bd phuc thudc vao H va H* gidng nhau hodc khac nhau.
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Phu luc E
(Tham khao)
Cho phép khéi phuc lai théng diép 88i véi cac co ché kidm tra RSAIRW

E.1 Co ché kiém tra RSA/RW

Mét 56 sdn pham x& ly cac thong digép duoc ky tudn thl tiéu chudn ISOIIEC 9796-2:2002 [28] cling voi
céc thong diép dwoc ky theo co ché ky quy dinh trong 6.2.

CHU THICH ISO/IEC 9796-2 [28] quy dinh c4c lwoce 88 chiv Ky cho phép khdi phyc lai thang diép. Do b, théng diép M duoc
tach thanh mét phan c6 thé khai phuc, ky hidu 1a M; va mdt phdn khdng thé khai phuc, ky higu 1a M,.

- C6 thé khdi phuc hoan toan néu M 13 phan duy nhit c6 thé khdi phyc fai: My = M va M, rdng.

- Chi khéi phuc duge mol phdn néu M 1a két qua clia phép ndi gitra phan ¢6 thé khai phuc lai va phan khéng thé khéi phuc lai:
M = M,||M, (Do a6 |M,] > 0 l&n nhit cé thé cdn |M,] > 0 12 bdi 88 clia 8),

Kiém tra gia trj dic treng duoc khdi phyc lai gdm y bit, ky higu 1a F* dbi véi phan khdng thé khdi phuc
lai clia théng diép, ky hidu la M, va mdt co ché dinh dang dang st dung (PSS hodc D1), voi cac gia tr
tly chon @3 diing (co' ché va gia trj tly chon c6 trong khéa kiém tra hodc cac tham sb mign hodc 12 gia
tri mac dinh).

Néu co ché dinh dang st dung l1a PSS dirgc quy djnh trong 6.4 hoic trong ISO/IEC 9796-2:2002
[28], thi xt Iy F* v&i cac gia tri tiry chon e va 7 nhw sau.

1) Kiém tra gia tri trailer nhw sau.

- Néu octet phai nhat clia cia F* bang “BC”, thi gia trj tly chon dwoc khai phuc lai 13 r* = 8.

- Néu octect phai nhit clia F* bang “CC” va octet bén trai clia “CC” xac dinh ham b3m dang st dung,
thi gid tri tly chon dwoc khéi phuc lai la T* = 16.

- Loai bd trong cac trieéng hop con lai (khéng thé biéu dién gia tri trailer) va khi z* khac véi z.

2) Tach F* thanh mét xau dwoc tao mét na goém y — 7 — |H| bit va mot xau gdm |H| bit, ky hiéu 13
HH" tinh tir trai sang phai (sau d6 la gia trj trailer 1 bit).

3) Taoramdt gidtri mat na y —t — |H| bit tr HH" theo bwdc 3 clla 6.4,

4) Thyce hién XOR gia trj mat na véi xau duoc tao mat na dé tao ra mot xau trung gian da duoc
khdi phuc lai trong dé bit giéi han 14 bit dau tién biang 1 tinh ter trai sang.

- Néu ¢dn lai £ bit bén phai ctia bit gi¢i han trong xau trung gian da dwoc khdi phuc lai, thi no tao ra mét
x&u bit, ky hiéu la E* (M; réng).

- Néu sb bit con fai it hon, thi loai.
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- Néu s bit con lai nhidu hon, thi tao ra mdt xau bit, ky higu 12 M;, sau dé 1& mét xau gom & bit, ky hiéu
13 E*. Trwdng hop [M;| > 0 va |M,] > 0, néu bit giéi han [a mét trong chin bit trai nhét clia F* va néu
|M,| 1a bdi 86 clia 8, thi tiép tuc; Nguoc lai thi loai.

5) B3m M, thanh mét xau bit, ky hiéu Ia H. T trai sang phai, ndi 8 octet bidu dién [M][, M], H va
E*. Bam xau vira nbi thanh mét xau bit, ky hiéu 1a HH.
H = h(M,) HH = h(]M;|(8 octets) | M Il H Il E*)
6) Chép nhan hoic loai bd phy thudc vao HH va HH* gidng nhau hodc khac nhau. Ngoai ra, trong
trvng ho'p chép nhan, néu |M;] > 0, trd vé M} chinh 1a phan da dwoc khdi phuc lai.

Néu co ché dinh dang siv dung la PSS dwoc quy djnh trong 6.4 hodc trong ISO/IEC 9796-2:2002
{28], thi x(r ly F* v&i gia trj tiry chon 1 nhw sau.

1) Kiém tra gia trj trailer nhw sau.
- Néu octet phai nhét ctia clia F* bang “BC”, thi gia tri tlty chon dwere khdi phuc lai 1a t* = 8.

- Néu octect phai nhét clia F* bing “CC” va octet bén trai clia “CC" xac dinh ham bam dang s dung,
thi gia trj tay chon dwec khoi phyc lai la t° = 16.

- Loai bd trong cac triréng hop con fai (khong thé biéu dién gid tri trailer) va khi t° khac véi 1.
2) Gil lai 4 bit trai nhit khdng thay ddi.

- Loai bd néu bit trai nhét bang 1 hodc bit tiép theo bang 1. Hai bit tréi nhat béng 01.
- Loai bd néu bit thir ba trai nhat bing 1 néu M, rang hodic bng 0 néu M, khong réng.
- Bit thir t tréi nhét bét GAu loai bd gia trj dém.

o Néu béng 1, d6 |12 bit giéi han. y — 7 — 4 bit tiép theo tao ra moét xau gom y —  — [H| — 4 bit, ky
hiéu fa M;, tiép theo la mdt xau gdm {H]| bit, ky hiéu la H*.

o Néu bing 0, thi mbi khéi tiép theo gdm 4 bit co gia tri bing 1011 (tic la "B") dwoc dém. Khéi .
thy nhét tiép theo khong c6 gid tri biing “B” s& dwgc XOR voi *B* dé khoi phuc lai gié tri ban dau
clia nd trong dé bit gici han |2 bit dAu tién bang 1 tinh tl tréi sang.

+ Néucon lai [H| bit gitra bit gidi han va gia trj trailer, thi duoc ky hiéu la #* (M’1 réng).

o Néu s6 bit con lai it hon, thi loai bd.

¢ Néu s6 bit con lai nhidu hon, tao ra phan duoc khdi phuc lai sau d6 12 mét xau gdm |H| bit,
tirc 1a M| |H*. Trudng hop [Mi| > 0 va [M,] > 0, néu {M,] 1a bdi clia 8 va néu bit gidi han 1a
mdt trong 11 bit tréi nhét, thi tiép tuc; nguoi fai thi loai.

3) Biim xau M;||M, thanh mét xau bit h(M;||M,), ky hiéu 1 H.

4) Chép nhan hodc loai bé phu thude vao H va H* gidng nhau hodc khac nhau. Ngoai ra, trong
trwong hop chap nhan, néu |M;| > 0, trd vé phén 8 dwgc khoi phyc lai Mj.
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Phu luc F
{Tham khao)
Cho phép xac thwe hai lan déi véi cac lwoe dd GQIGPS

F.1 Gi&i thiéu chung

Mbt s6 sdn pham cé mét vai thay ddi nhé trong cac co ché ky/kidm tra GQ/QPS dé thuc hién xac thuc
hai 14n bing mét gia tri thach d& (modt xau bit, ky hiéu 1a €) do bén kiém tra gli, sau d6 I3 gia tri hdi dap
(hai x&u bit, ky higu fa R va S) do bén ky gui,

Trong cac lwgc dd GQ1, GQ2, GPS1 va GPS2, db dai clia |R| woc quy dinh trong bang B.1, gia tri hdi
dap 13 mét chiv ky s tin cay. Tuy nhién, néu |R| nhd hon hodc béng 48, thi trong trwdng hop khong bi
tré khi nhan duwoc gia trj hdi dap, thi bat ¢t ai biét dwoc cac tham sb midn va khoa kiém tra ca ngudi
ky déu cb thé tra 16 thach db. Do do, v&i |R| < 48, qué trinh hdi dap cho thay ring khong thé tin dwoc
ai ngoai trir bén kiém tra, bén c6 thé kiém tra duwoc db tré khi nhan hbi d4p trong trwdng hop st dung
lwge db trén.

o M&i Ian xac thie, bén kiém tra c6 phwong phap dé Ira chon cac bit ngdu nhién nhdm tao ra
mét gia tri thach @6 mai, ky higu 1a €. B3 dai clia gia trj thach @6 1a |H| bit, do dé wu thé thu
dwoc khi tinh todn gia tri hoi dap tredre 1a khong dang ké.

~ Trong céc lvoc dd GQ1 va GQ2, thay thé W bang C||w.

- Trong cac legc do GPS1 va GPS2, thay thé k(W) bang C||h(W) (ttc 13, thay thé T bang C}[T).

»  M&ilan xac thure, bén kiém tra truyén céc gié tri tam thai clia cie tham s6 ¢ dinh dé rit gon
|R| xudng 48 bit hodc it hon. Theo dinh nghia, mét gia trj tam thdi thay thé gia tri cé dinh 3éi
v&i 1an xac thye hign thdi. Khi khéng ¢6 gia trj tam thoi cho mét tham sé cho trudre, thi van st
dung gia trj ¢b dinh.

» Bénkiém tra sé Iwa chon dd tr& cho qua trinh hdi dap theo tirng lwgre @6 cu thé duge s dung.

o V& bén ky, cac didu kién an toan cho qua trinh hdi dap phu thudc vao |R]. Tuy nhién, cac didu
kién an toan cho qua trinh tao chi ky chéng fai x4¢ thwe ddng ndm ngoai pham vi ctia tai ligu
nay,

CHU THICH: 1ISOAEC 9798-3 [29) Gac 18 c4c co ché xac thwe st dung cac k§ thuat ky s6: 130 ra chiv ky 6, tirc 14 chirng nhan
duge chuyén giao dén mét bén thir ba, vi du: bén phan xir, ISO/IEC 9798-5 [30] quy dinh ¢4c co' ché xac thye st dung ki
thuat tri thire khdng: Khi virgt qua ca ba, né cung cap chirng nhan khdng cn chuyén giao.

F.2 GQ1

Khi s dung co ché ky @& x4c thwe, bén ky nhan duge mot gid tri thach 6 (mot xau gdm |H) bit, ky
hiéula C) va cac gida tritam thdi, ky hiéulat' va k', saocho 0 <t' €t 0 <k’ <[v|vat' x k' < 48.

Trong bwdc 1 va 2, gid tri t’ bj thay thé bdi t. Trong buiedc 3, xau bit C||W (gdm |H| + t* x |n| bit) bj thay
tih€ bdi W va phdn thir nhét clia gia tri hdi dap, ky hiéu fa R, 14 ¢* x k' bit trai nhai clia I1. Trong buéc 4,
gia tri t’ va &’ thay thé béit va |v| — 1.
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P& s dung co ché kiém tra trong xac thue, bén kiém tra s& nhan dwoc 6t gia tri thach dé (mét xau bit
ky hiéu ta €) va céac gid trj tam thoi, ky hiéula ¢/ va k', saocho 0 < t' < t,0 <k’ < |v|.

Trong bwéc 0 va 2, gia tri t’ va k' thay thé bdi t va fv| — 1. Trong bwére 3, xau bit C||W*(gdom |H| +t’ X
In| bit) bj thay thé b&i W* va phan thiy nhat clia gia tri héi dap, ky hidu 1a R*, 1a t’ x k' bit trai nhat clia

H,

Vi du vé xac thwe véiv =216 + 1

Thanh phan div liéu dé ky/kiém tra - Cac thira sé nguyén té va sé moé-dun gidng nhu céc sb st dung
trong C.3.1. S6 mi kiém tra 1a v = 216 + 1 (la mot 56 nguyén t chia hét p; — 1 hodc p, — 1).

Vo= 10001

u= 18384CCC 9COA4CE6 61B06616 EFLASCD4 436COADZ2 TA081D14 BETACDSS
RFCDZF8E 4676EA1B 259F02C3 79831FD7 F87BEB20 79EA1DFY 283BEEBS
SCAEF744 597550EB FSSAE3D0 4CFC6FIF 26E035F0 E317D21F F3A241CT
63356082 CSBSA3ES5 88104BEQ 61535C3E E4EC7220 838B3E0l 53277B9F

Chudi d@ liéu dinh dang 13 mét xau bit biéu dién "Alex Ample”.

Vé&i SHA-1 va PSS, chuyén ddi di¥ liéu danh thanh thanh mét gia tri dac trung (1024 bit).

G= 3E641A22
2R9B48E7
16CSF3F3
DECF073F

Q=G"Ymodn

Q= 24BS55%A
3003722¢C
133A2B06
SDFCECOF

DODO747D
07F73409
21922ED3
71F18C08

80BD4DB S
9217CESF
840B1DCA
$235ADB3

Chirky-W =r"modn

r= 487CDBO0O
5D227%0C
A38AB35C
S582EBFCE
W= 411F7E73
9947B41C
F473111C
39336472

Théng diép 1a mot xau gdbm 57 ky ty ASCI, tirc 1a 448 bit. Gia trj thach d6 € 12 mét xau gdm 20 octet.

418BEEDO3
108E2184
CO2CEEBE
E6DQ5E06
D995ACE63
S56A2ECO7
FD260FFD
208415CC

Id = 416C 6578 2041 6D70 6€65

4ACCT7188
ABFBCD2D
75R4DERS
EB944RES

B5302A14
BFEBS62A
10445287
16427066

23FDD3DE
07EDTETD
BRZ2F56C8
172R871E
BACRE1F2
8D02B8BRO
4428DD0C
T72EBF75D

4{D3DFFZE
ED69F52B
C41FR79B
4883A1EL

36DA3BDF
39B32DED
FF87SEAD
70D9422D

C8542584
686657BA
T663E332
ABOE8ESFE
T1BF8DO3
76451F4F
3D270Rp82
S5A339134

2ADEDC17
16A145CE
CADS6BOE
3FBLDER]

BDDFSDC3
FO2C25CF
DFEAFCEB
39C4F32B

FAQE6CBS
B5AZ28EFS
S76F5A37
C22DDB60
4886E36C
99189202
FO9E51C3
CZ1E6BAD

03BSA74E
062FEEBD
RODEFF0Z2
23B5B1EF

993DEBI1F
02702195
12R7C7E3
E1A406B5

SQFAD387
1C2E2498
20DACAL2
0F541B87
5825BC31L
2F291949
CF90€E5BD
7AEQS7AB

FD8333AB
712C1952
CID0N591
EAZRQZGS

ATER0B4D
78103024
E05375C5
E26736E1

8DB34ES5
SB56E37D
0BCD3DFO
CF8E1473
BDB761ES
F6F462B5
744F708C
88258776

EDZ40B1D
§3CBFR4B
921328BE5C
CSERS137

8Cc4377BB
110DFB23
1BEF1E87
5BDSD88F

BOF2EFFC
15A7D5%A
4D236937
FEB8E3682

EDDCI95B6
9934E195
ARF6EDTB
58374406
567B6762
9098D627
5D5C0&R8
CFCE18D1
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M= abcdbedecdefdefgefghfghignijhijkijkliklmklmnlmnomnopnopgo
= 61626364 62636465 63646566 64656667 65666768 66676869 6768636 68696A6E
696R6BAC 6ABB6CED 6BECENGE 6CEDEEGF 6DEEGF70 GEGFT071 6F
C= E3B5D5D0 02C1BCES OC2B6S5LF 88A183D28 3BCETES]1

V&i SHA-1 duoe sir dung theo bién thé bam dau tién, tinh toan H = h(C||W||M).

H= CCD650CD 522F5F45 9EBSF3FA 07E60319 4BFBLBOD

Viv =26 4 1, phan d4u tién ca gia tri hdi dap 1a mot xau gdm 16 bit (mot chiv ky yéu ciu t = 5).
R= CCD6
S = 2B2D2BDE 478CS5B00 83EB29S%C F22FAS8D Q0D7ECLED E027E36C ABEA37E3 14R02E04

AESDAG2F 35Cr7525 BSFE32F1 62142AD7 SA65BREB 15632028 53A19F73 7B3A488F

8A85A094 25CDFEF26 D3F19612 40E6035B 4BO37DE8F BOSDBASO 9DFOAASC 88DOABFC

IFCLISARD D2BSLIF2C F32AS5FSA 3BSOEC22 22D99241 7053C4F1 6DF23STA DACEQGAF
Kidm tra — Chudi dir ligu dinh danh 1a mét xau bit bidu dién "Alex Ample”.

Id = 416C 6578 2041 6D70 6C65
Vi SHA-1 va PSS, chuyén dbi d liéu dinh danh thanh mét gia tri ddc trng (1024 bit).

G= 3E641A22 DODO7470 4RCC7188 4D3DFF2B 2RDFDC17 03B5A74E FD2333AB 8C4377BB
2R9848E7 07F73409 ABFBCD25 ED69FS52B 16A145CE 062FEEBD 712C1952 110DEBR23
16C5F3F3 21922ED3 75A4DEB3 C41FAT9B CADSGBOE AODSFF02 C9DODS91 1BFF1ES?
DECFO73F 71Fi8C08 EB944RES 4B8§3ALEL 3FBIDEALl 23B5BlEF EA229263 53D5D88F

W* = 5" x G®modn

W*=  411F7E73 D995AC63 BACAZ1F2 FLBRFSDO3 4886E36C 5825BC31 BDB761ES 567B6762
9347B41C S6R2ECO7 8DOZR8BO 76451F4F 991892D2 27291949 F6F462B5 9098D627
F473111C FD260FFD 4428DDOC 3D270B82 FO9ES1C3 CF9065BD 744F708C 5D5C0SBE
39336472 208415CC 72EBF75D SA339134 C21E68AD 7AEOSTAB 8B250776 CFCEL8D1

H'=  CCD6S0CD 522F5F45 9ERSFSFA 07E60319 4BFB1BOD
R'=  CCD6
F.3GQ2

CHU THICH Khi bt ddu mot phién (vi du: két ndi t6i mdt mang ndi bd, xem truwdmng hop 2 trong lwu § & phin d3u cla 7.1),
ngw&i diing cung cép dinh danh cla minh dé c6 dugc khoda kY bi m4at gén véi dinh danh. Néu ngudi ding st dung mét sé mé-
dun GQ2 méi cho mdi phién lién lac, thi ¢ iom cla sb md-dun GQ2 sé nhd hon 6 1én clia s& mé-dun (s& mé-dun dai han) 12
co s& cho khéa ky bi mat cda ngwoi ding. Yéu cdu dit ra 14 sé mé-dun GQ2 (s& mé-dun ngén han) khdng thé bj phan tich
thanh thira s& nguyén t8 voi nding lwe tinh todn cla cac méy tinh hién thdi rong khodng thei gian clia phién lién lac dé.

S¥ dung ca ché ky @ x4c thire, bén ky nhan duge mdt gid tri thach db (mét xau gdm |H) bit, ky higu 13
C) va cac gia trj fam thoi, ky hidu la m' va t’, saocho 0 < m' <m0 <t' St vd kxm' xt' <48
(nhung sb k s& duoc gilr bi mat), Khi m' < m, m' sb ¢o s& va f thira sb nguyén té sé thda man cac
rang bude duoc quy dinh trong 8.1.
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Trong burdc 1 va 2, gid tri t’ dugc thay bng t. Trong bwdc 3, xau bit C||W (|H| + t’ X |n| bit) thay bang
W va phin dAu tién cta gia tri hdi dap, ky hiéu 1a R sé 13 & xm’ x t' bit clia H. Trong budc 4, céc gia
trj t' va m' dugce thay bang t va m.

Sl dung co ché kiém tra d& xac thuc, bén kiém tra s& dwoc chuyén giao mét gia tri thach d6 (mot xau
bit, ky hiéu Ia C) va cac gia trj tam thoi, ky hiéula m' vat’, thdamadn0<m' <mvald <t <t.

Trong bwdc 0 va 1, c4c gid tri m’ va t' dwogc thay bang m va t. Trong budc 2, xau bit ClJW* (JH| + t' x
In| bit) dwoc thay bing W* va phin dau tién cha gia tri hdi dap, ky hiéu 1a R*, s& 1a k x m’ x t' bit trdi
nhét clia H”.

Vidyvé xacthecvoib=1vam=1

Thanh phin di¥ lidu dé ky/kiém tra ~ Céc thira s nguyén té va sé mo-dun gidng nhw cac sb st dung
trong C.4.2. Tham sé thay thé 12 b = 1. Tham s6 an toan 1a k = 20, véi mdt sé co s& (m' = 1), cythéla
g1 = 2 (cac thira sé nguyén té déu ddng dw véi 3 mod 4, nhing khéng déng du véi nhau mod 8).

Chir ky - W, = r2** mod p;

"= 958FEOFE 77561815 FCCE3499 D2AAR78C6 T01CB4DF 3EAEF982 160F9254 592C63ED
D4692R99 336020DA 4427nD2A 5845CEFDD 0153CEB3 6507C76& 9473DAC1 AT64E4C2
= ED1F46C6 BOLl43F7F AT0DC68C OE8E4324 5F22CE6C BCBI1A7C ESQD7BOC 0D828256
C479922A C1B1CD6E 52DD82F3 75BS0DOC 9RA6FD45 34611F9C 2CE4EFLE DBTDBIRT
W= 82074289 SEBE9537 437D57D4 17184N32 06FEB795 FICR167D 60BB7314 EBBF1360

5882C202 467DD2CC F7F8D14B 87A7FB41 15D68DIC D6313C1l4 CR24DDB4 E4F293F6

30AF2A90 EB122FD1 E113C184 DCBS76AC FBCDOCA4 3SEF6CDD ESF6EF4C 06947B36

S5E1E3B03 3D766CSB 86198164 6470R0FA 961008A7 90CAAT33 B8E3119B1 Cl0263B8

Théng diép la mét xau gdm 57 ky tw ASCI, tlrc 1a 456 bit. Gia trj thach db € 1& mot xau gdm 20 bit.
M= abcdbedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopgo

= 61626364 62636465 63646566 64656667 65666768 66676869 6?68696A 68696R6B
696R6B6C GR6B6CED 6BHCHEDEGE 6C6DEEGE 6DGESEFTO 6E6F7071 6F

C= E3B5D5D0 02C1BCE5S QC2B6SEF 88A188D8 3BCETE6L

V6&i SHA-1 dwoe sl dung theo bién thé bam dau tién, tinh toan H = h(C||W||M).

H= AOC43EEC B6494C3E DC275FC0O AF92ECA8 43EAAABL
Phan dau tién cia gia trj hoi dap 1a moét xau gdm 20 bit (mdt chir ky yéu cAu t = ¢ hofic m = 4).

R= ADC43

5= 96F11063 9E192357 A1BD7629 859DF858 319CDEFB FA020047 EQ702F80 G26C5C3F
FDOS7EED CCODE71E BSED9876 39BDE2BC 9B7F4D1D 15E0A88A DC584E99 DBSDOASO

S5 = E94B3F98 48F80136 691DABFF C05C1412 D3EDBA6Y SCRCES8E 2949B59A 3¥008C7D
34053431 C68DBBBD 58056566 6687471E DD8B2C67 27BDCTES E4B79C87 F0283359

S= B3066324 1987017A DS573EC3D OFD90F19 F4ACSB8S FFEDE385 616345FC 312CFBF3

2F31EQC4 OEAA8420 F54495R4 27A29B42 07AE201B 670C9662 3Fh1CODS E2CD1333
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BC2D47FEE E83EF91A D2DA3374 F237949A F8175703 EDCFD5A4 41E5B287 E4C78AS9
EBABAD3E 8R2EF108 E2279347 E67D5DBY EFF09700 991E367C 737BC66D 07C16C5S

k41

Kiém tra - wW* = 52" x (92)fmod n

w*= 82074289 8EBESS537 437D57D1 17184A82 06FEB795 F9CAL67D 60BB73i4 EBEF1360
5882C202 467DD2CO FIF8D14B 87ATFB41 15D68DIC D6313CLl4 CR24DD84 E4F293F6
30Ar2A90 ERL22FDY E113C184 DCB976AC FBCDOCR4 35EF6CDD ESFG6F4C 06947B35
SELE3BU3 2D766C5B 8619B164 6470A0FA 961008A7 SQCAAT733 BE3119B1 CiQ263B8
H = AQC43EEC A6494C3E DC275FCO AF92ECAS 43EAAARL
R = A)C43
F.4 GPS1

Str dung co ché ky a& xac thue, bén ky nhan dwoc mét gia tri thach db (mét xau gdm |H| bit, ky hiéu 1a
€) va mét gia tri tam théi, ky hiéuld k, do 6 0 < k < 48.

Trong budc 3, xau bit C||T (2|H| bit) dwoc thay thé bang T. Trong budc 3 va 4, k bit trai nhat cla R
dugc thay thé bing R.

S dung co ché kiém tra d& xac thuwc, bén kiém tra sé dwoc chuyén giao mét gia tri thach @ (mét xau
bit, ky higu 12 C) va mét gia tri tam théi, ky hidu 12 k, do @6 0 < k < |H].

Trong bwéc 0, |R] # k dwoc thay thé bang |R| # |H|. Trong bwéc 2, xau bit C||h(W™) (2|H] bit) dwoc
thay thé bang h(W*). Trong buwéc 3 va 4, k bit trai nhat cla R dwoc thay thé bang R*.

F.5 GPS2

St dung co ché ky dé xac thwe, bén ky nhan dwoc mét gia trj thach @6 (mot xau gdm |H| bit, ky higu 1a
C) va mét gid trj tam thévi, ky hidu ta k, do 86 0 < k < 48.

Trong bwérc 3, xau bit C|iT (2]H| bit) duoc thay thé bang T va phan dau tién cda gia tri hdi dap, ky hiéu
12 R, s& 14 k bit trai nhat cla H.

Sl dung co ché kiém tra dé xac thwe, bén kiém tra sé dwoc chuyén giao mot gia trj thach dé (mét xau
bit, ky hiéu la C) va mot gia tri tam thoi, ky higula k, do dé 0 < k < |H).

Trong buéce 0, |R| # k duoc thay thé bang [R] # [H]. Trong buée 2, xau bit Cl|h(W*) (21H] bit) dwoc
thay thé bang h(W*) va phan d4u tién da dwoc khai phuc lai clia gia trj hdi dap, ky higu 1a R” sé 12 k bit
trai nhét cla H*.
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