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TCVN 8461-2:2010

L&i néi dau

TCVN 8461-2:2010 hoan toan twong duwong véi 1ISO 9564-2:2002.

TCVN 8461-2:2010 do Ban ky thuat Tiéu chudn qubc gia
TCVN/TC 68 “Tai chinh ngén hang va tién t§" bién soan, Téng cuc Tiéu
chuan Do lwdng Chét lvgng dé nghj, B Khoa hoc va Céng nghé céng
bé.

B& TCVN 8461 (ISO 9564) Ngéan hang- Quan ly bdo mat s6 nhén dang cé
nhén gdm 2 phén:

- TCVN 8461-1 (ISO 9564-1) - Phan 1: Nguyén tic co ban va yéu cidu déi
v&i trao ddi PIN tai cac hé thdng rat tién.
- TCVN 8461-2 (ISO 9564-2) - Phdn 2: Phé chuan thuat toan ma hoa PIN.

B& (ISO 9564) Banking — Personal Identification Number management
and security con cb cac phan:

- Part 3: Requirements for offline PIN handling in ATM and POS systems.
- Part 4: Guidelines for PIN handling in open networrks.
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Ngin hang — Quan ly bao mét s6 nhan dang ca nhan -
Phan 2: Phé chuan thuat toan ma hoa PIN

Banking — Personal Identification Number management and security -
Part 2: Approved algorithms for PIN encipherment

1 Pham vi ap dung

Tiéu chudn nay qui dinh viéc ma hoa bang thuét toan @bi véi sb nhan dang ca nhan (PINs). Nhirng
thuat toan nay bao gdm thuat toan ma hoéa dir liéu (DEA) va thuét toan ma héa RSA theo nhirng qua
trinh thiét 1ap thuat toan co ban qui djnh trong TCVN 8461-1 (ISO 9564-1).

2 Tai liéu vién dan

Céc tai lidu vién din sau day la rat cin thiét cho viéc ap dung tiéu chudn. Déi véi tai liéu vién dan
ghi nam cong bé thi 4p dung phién ban dwgc néu. Déi véi tai liéu vién ddn khdng ghi nam cong bd
thi 4p dung phién ban méi nhit, bao gdm ca céc ban stra dbi.

TCVN 8461-1 (ISO 9564-1), Ngan hang — Quan Iy bdo mat sé nhan dang tai khoan ca nhan — Phén 1:
Nguyén tic co ban va yéu ciu dbi véi trao ddi sé PIN tai cac hé théng rat tién.

ISO 9564-3, Banking — Personal Identification Number management and security - Part 3:
Requirements for offline PIN handling in ASTM and POS systems. (Ngdn hang — Quéan ly bao
mét sb nhan dang tai khodn cé nhan — Phén 3: Yéu céu vé déi voi trao dbi PIN ngoai tuyéntai
céc hé théng rat tién tw dong).

ISO/IEC 10116, Information technology — security techniques — modes of operation for an n-bit
block cipher (Céng nghé thong tin - Ky thuat bdo méat — Phwong thire van hanh déi voi mat méa
khéi n-bit).

ISO 11568-2, Banking — key management (retail) — Part 2: key management techniques for symmertric
(Ngén hang — Quén Iy méa khéa (finh vuc bén 18)- Phén 2: Ky thuét quan ly ma khéa sir dung mét ma
déi ximg).
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EMV 2000, Integrated Circuit Card Specification for Payment Systems Book 2: Security and Key
Management (Tiéu chuén thé Chip cho cac hé théng thanh toén, Quyén 2: Bdo mét va quén Iy
mé khéa)."

ANSI INCITS 92-1981, Data Encryption Algorithm [formerly ANSI X3.92-1981 (R1998)] (Thuét ton mé
héa di ligu [tréc day la Chuén ANSI X3.92-1981.(R1998)]2

ANSI X9.52-1998, Triple Data Encryption Algorithm Modes of (Phuwong thic van hanh thuat toan ma
héa dir liéu ba Ian).

AS 2805.5.3-1992, Electronic funds tranfer — Requirement for interfaces — Ciphers- Data
encipherment algorithm 2 (DEA2) (Chuyén tién dién t& - Quy dinh vé giao dién — Mat ma - Thuét
todn méa héa d liéu 2 (DEA 2).»

3 Ma héa div ligu (DEA)

3.1 Binh nghia

Viéc dinh nghfa DEA phai phii hop véi ANSI X3.92:1981.
3.2 Yéu cdu k¥ thuat

Ma héa cac khéi PIN st» dung thuat toan TDEA phu hgp TCVN 8461-1 (ISO 9564-1) phai dugc thyc
hién béing cach sir dung thuat toan theo ché do Bang tra ma dién tir (ECB) (v&i @6 dai khdi n=64) theo
ISO/IEC 10116. Mbi thao tac ma hoda/ gidi ma theo thuét toan TDEA la mét thao tac két hop cua cac
thao tac ma héa/ gidi ma theo thuét toan DEA duoc dinh nghia trong ISO 11568-2 va ANS X9.52.

4 Thuét toan RSA

4.1 BPinh nghia

Dinh nghfa thuat toan RSA® phai phi hop v&i dinh nghia trong AS 2805.5.3:1992.
4.2 Yéu cdu ky thuat

Ma héa cac khdi PIN sz dung thuat toan RSA theo ISO 9564-3 phai phu hgp v&i chuén EMV 2000,
Quyén 2.

4.3 Kha ning ap dung

Chi str dung thuat toan dugc phé chuén nay trong I1SO 9564-3.

1) EMV: chudn EMV do céc td chirc thé Europay, MasterCard, VISA xay dyng
2) Vién tiéu chudn quéc gia Hoa ky.

3) Vién tidu chuén Uc.

4) Tén nha sang ché Ronald Rivest, Adi Shamir va Leonard Adleman.
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