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i néi dau

VN 11198-1:2015 dwoc x8y dwng trén co s& tham kihdo EMV CPA
smmon Payment Application Specification) Version 1.0, 2005.

VN 11198-1:2015 do Ban Ky thudt tieu chuin quéc gia
VN/JTC1/SC 17 Thé nhan dang bién soan, Téng cuc Tiéu chuan
juorng Chét Iegng dé nghj,Bd Khoa hoc va Céng nghé céng bb.

tieu chudn TCVN 11198 Thé mach tich hop EMV cho hé théng
nh todn — Péc ta ing dung thanh todn chung gdm céc tiéu chudn
35

TCVN 11198-1:2015, Phén 1: Tdng quét;

TCVN 11198-2:2015, Phén 2: Gidi thiéu v& quy trinh x Iy:;

TCVN 11198-3:2015, Phén 3: Quy trinh x& Iy chirc nang;

TCVN 11198-4:2015, Phéin 4: Phan tich hanh déng the:

TCVN 11198-5:2015, Phan 5: Quy trinh x{ Iy tap 1énh bén phat
hanh dén thé;

TCVN 11198-6:2015, Phan 6: Quan Iy khoa va an ninh;

TCVN 11198-7:2015, Phan 7: Mo ta v& chirc nang;

TCVN 11198-8:2015, Phan 8: Thw muyc phan t& di lidu:
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Loi gidi thiéu

Bo tiéu chudn TCVN 11198 nay dwec phan chia twong (ng véi cac quy dinh trong EMV CPA nhw sau

va phan vao c4c tiéu chuén:
TCVN 11198-1 bao gém cac didu sau:

Piéu 1 (Didu 1, EMV CPA), Pham vi

Pidu 2 (Didu 2, EMV CPA), Tai liéu vién ddn — Danh sach céc tiéu chuén va tai liéu déc ta duwoc
vién dan trong tiéu chuén nay.

Di&u 3 (Didu 3, EMV CPA), Binh nghia — Cung cdp m&t b6 thuat ngr dwoc siv dung trong tigu chuén
nay.

Diéu 4 (Didu 4, EMV CPA), Tir viét tat, ky hiu, quy wéc, thuat ngir, va biéu twong — Danh sach
c4c tiv viét t&t va mé ta cho tirng phan duoc st dung trong tiéu chuén nay.

TCVN 11198-2 bao gdm cac diéu sau:

Piéu 5 (Didu 5, EMV CPA), Téng quan — Diéu nay cung cip mot cach tdng quéat v& tisng chikc nang
trong quy trinh giao djch;
Téng quan Quy trinh dwoc cu tric thanh c4c quy trinh chirc nang dwoc md ta trong EMV nhw cac
didu nhé sau:
» Didu 5.1, B6 thie thi — cac tiy chon — chirc ndng nhan dién [a tiy chon cho bén cung cép tng
dung @8 thuc thi;
e Didu 5.2, Téng quan chirc ning
o M8 ta chung — Cung cdp mdt cach tbng quan mirc cao vé chirc ning trong quy trinh giao
dich;
o Didu kién thyc hién — Binh nghia cac didu kién theo dé quy trinh dwoc thie hién;
+ Didu 5.3, Ludng giao dich m&u — Minh hoa mdt ludng mAu v& viéc giao dich CPA tai thiét bj dau
cudi twong thich EMV;
¢ Didu 5.4, Chirc nang téi thidu — Cung cip mét cach tdng quan mirc cao vé cac chirc ning la bét
budc dbi voi tit ca cac tridn khai thé phai hé tro;
Diéu 6 (Diéu 6, EMV CPA), Théng tin chung vé& Lénh — Cung cép c4c yéu cu chung vé& cac Iénh
xtr ly trong mét giao dich EMV. Cac quy trinh x(r Iy 18nh chung bao gém may trang thai ng dung,
kiém tra I&nh va x& Iy ngoai I8.

TCVN 11198-3 bao gdm céc diéu sau

Pidu 5 (Pidu 7, EMV CPA), Lwa chon &ng dung — Chirc nding nay xac dinh cac trng dung, dwoc hd
tror bdri ¢ thé va thiét bi ddu cudi, dwoc st dung dé tién hanh x4y dwng cudc giao dich.

Diéu 6 (Diéu 8, EMV CPA), Quy trinh Khé&i tao (rng dung — Trong khi thuc hién chirc ning nay,
thé thu nh&n bét ky di ligu thiét bj du cudi ndo ma thé dwoc yéu clu trong Lwa chon (ng dung va
gUri cho thiét bj d4u cudi d6 mdt danh sach di lidu c6 thé doc va cac chirc nang cin hé tro cho cudc
giao dich.
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Didu 7 (Bidu 9, EMV CPA), Doc Di¥ liéu (Png dung — Trong khi thuc hién chirc nang nay, thiét bi
d4u cudi doc cac ban ghi d liéu thé can thiét cho cudc giao dich.

Didu 8 (Didu 10, EMV CPA), Xac thwc Di¥ liéu Ngoai tuyén — Trong khi thirc hién chirc nang nay,
thiét bi d4u cudi thwe hién xac thue di lidu cé trong thé bang cach str dung cong nghé khéa cong
khai RSA,;

Pidu 9 (Diéu 11, EMV CPA), Rang budc quy trinh xt Iy — Trong khi thue hién chirc nang nay, kiém
tra phién ban (ng dung, kidm tra ngay hidu lyc va ngay hét han, va cac kiém tra khac dugc thyc
hién béi thiét bi dau cubi;

Pidu 10 (Didu 12, EMV CPA), Xac minh Chu thé - Trong khi thuc hién chirc ndng nay, thiét bi dau
cudi xac dinh phwong thirc xac minh chii thé CVM dwoc st dung va thiee hién viéc CVM da chon.
Pidu 11 (Didu 13, EMV CPA), Quan ly Rai ro Thiét bi dau cudi — Trong khi thuyc hién chic nang
nay, thiét bi dAu cudi dam bao ring cac giao dich gia tri Ién dwoc giri tryc tuyén va nhu thé cac giao
dich m(c chip duge tién hanh tryc tuyén dinh ky.

Didu 12 (Didu 14, EMV CPA), Phan tich Hanh ddng Thiét bj diu cui — Trong khi thyc hign chirc
nang nay, thiét bi ddu cudi &p dung cac quy tic thiét 1ap bdi bén phét hanh thé va béi bén cung trng
thiét bi dau cudi dbi voi quy trinh x(r Iy ngoai tuyén. Viéc phan tich nay xac dinh khi ndo viéc giao
dich phai tién hanh ngoai tuyén, rang budc ngoai tuyén, va gi¥i trec tuyén cho bén dugc Uy quyén;

TCVN 11198-4 bao gém céc diéu sau:

Didu 5 (Didu 15, EMV CPA), Phan tich Hanh déng Thé lan dau - Trong khi thuc hign chirc nang
nay, tién hanh kiém tra tan suét giao dich va cac quan Iy rii ro khac, duc thye hign trong ndi tai cua
thé. ng dung sau d6 xac dinh khi ndo givi giao dich trwc tuyén cho bén duoc Gy quyén hoac chép
thuan hoac tir chdi giao dich ngoai tuyén, va sinh ra ma hdi dap;

Pidu 6 (Didu 16, EMV CPA), Quy trinh xi¥ ly Trwe tuyén — Trong khi thie hién chirc nang nay, may
chli ctia bén phat hanh (ho&c mét dai dién bén phat hanh) soat xét va xac thyc hoac chéi giao
dich bang cach st dung cac tham s rii ro trén may chi ctia bén phéat hanh;

Pidu 7 (Didu 17, EMV CPA), Phan tich Hanh déng Thé lan hai — Trong khi thwe hién chirc nang
ndy,thire hién cac quan Iy rdi ro thé bd sung, va thé xt ly cac két qua cta lan thir gii giao dich true

tuyén. (ng dung sau d6 sinh ra méa hdi dap lan hai;

TCVN 11198-5 bao gdm céc diéu sau:

Pidu 5 (Diéu 18, EMV CPA), Quy trinh xir ly Tap I&nh tir bén Phat hanh dén Thé - Trong khi thyrc
hign chirc nang nay, thé ap dung cac thay dbi so v&i ldn phat hanh truéc duoe gl tir bén phat hanh;

TCVN 11198-6 bao gdm céc diéu sau

Pidu 5 (Diéu 19, EMV CPA), Cac chirc ndng bd sung — M6 ta cac mé rong tiy chon cho (ng dung,
bao gdm cac vi du vé cach thirc d& hd tro bo dém bd sung hodc két hgp céc chire nang bd sung
bang céch st dung cac bit do bén phat hanh quy dinh trong cac phan t& di ligu (rng dung.
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Diéu 6 (Didu 20, EMV CPA), Quan ly an ninh va khéa - Cung cép cac yéu cdu lién quan dén quan
Iy khéa va an ninh cho viéc trién khai CPA trong do bd sung cac déc ta v& (ng dung twong thich
CCD, nhw da mo ta tai EMV 4.1,

Pidu 7 (Didu 21, EMV CPA), Ca thé héa — M6 ta cac yéu ciu c4 thé hoa dbi véi viéc trién khai CPA.

TCVN 11198-7 bao gdm céc diédu sau

Didu 5 (Phu luc A, EMV CPA), Quy trinh x( Iy T&p tin Lya chon Hé so — M ta cach thirc ma Tép
tin Lua chon HB so ¢c6 thé dwoc stv dung trong khi Khéi déng (ng dung dé tly chinh hanh déng &ng
dung dua trén c4c dac diém cla giao dich nhw da quy dinh bdi bén phat hanh tai thdi diém c4 thé
héa, Bao gém mét vi du minh hoa cach thirc phan t& dir liéu c6 thé dwoc ca thé hba dé cung cép
chirc ndng nay.

Diéu 6 (Phu luc B, EMV CPA), Chirc ndng Bang kiém tra bd sung - Mé ta c4ch thirc ma cac Bang
Kiém tra B& sung c6 thé dwoc st dung trong khi tién hanh Phén tich hanh ddng thé dé cung cép mét
cach kiém thir quan Iy rdi ro thé tir d6 c6 thé dugc tuy chinh b&i bén phat hanh tai thdi diém c4 thé
héa. Bao gdm mét vi du minh hoa c&ch thixc ma phén ti di liéu c6 thé duoc cé thé héa dé cung cép
chirc nang nay.

Piéu 7 (Phy lyc C, EMV CPA), Chirc ning Quy ddi Tién té - Mo ta c4ch thirc ma Bang Quy ddi Tign
t& co thé duogc sl dung d& wéc lwgng gié tri ddng tidn ndi t& cho giao dich tign ngoai t& bang cach
str dung cac Tham sé Quy ddi Tién té dwoc quy dinh b&i bén phat hanh tai thdi didm ca thé hoa. Bao
gdm mét vi du minh hoa céch thirc phan t&r d liéu cé thé dwoc ca thé héa dé cung cip chirc nédng
nay.

Diéu 8 (Phu luc D, EMV CPA), Ghi Log Giao djch — M4 ta cach thirc ma thé c¢6 thé dwoc ciu hinh
d& hd tro viéc ghi chép giao dich linh hoat dwoc quy dinh tai theri didm c4 thé hda. Bao gdm mét vi
dy minh hoa c4ch thirc phn ttr d liu co thé duoc c4 thé hda dé cung cép chirc ndng nay.

Diéu 9 (Phy luc E, EMV CPA), Quan Iy Ngay thang theo Ngay — M3 ta cach thirc ma ngay thang
theo dinh dang YYMMDD c6 thé dwoc chuyén dbi dé tinh s6 ngay tir ngay tham chiéu, sao cho (*ng
dung c6 thé thuc hign quan Iy rti ro thé dva trén sb lwong ngay da trdi qua;

Diéu 10 (Phu luc F, EMV CPA), B& dém An ninh — M4 ta mét viéc thuc thi cho bd d&m an ninh dbi
v6éi CPA néu bd dém an ninh dwgc md ta tai Didu 20 dwgc thwe hién trong (ng dung.

Diéu 11 (Phuy luc G, EMV CPA), Quan Iy Dir liéu Hd so — M8 ta viéc quan Iy dir liéu ngudn tai
nguyén trng dung cho c4c [énh PUT DATA va GET DATA st dung thé tag ban méu don cho tirng
kidu tai nguyén.

Didu 12 (Phy lyc H, EMV CPA), Déc ta Tay chon Hd so bén Phat hanh va quy trinh x Iy — Md
t& cach thirc ma (rng dung tién hanh xd¥ Iy cac tly chon H so dwoc quy dinh bdi bén phat hanh va
cAu hinh hanh dong thé dya theo céc tiy chon dé;

Diéu 13 (Phu luc |, EMV CPA), Hiéu ré Thanh tdng Chu ky-Giai thich cac hanh dong va quan ly
Thanh téng Chu ky bén trong (rng dung.
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TCVN 11198-8 bao gém cac didu sau

Biéu 5 (Phy luc J, EMV CPA), cac Phdn tir Di¥ ligu GET DATA va PUT DATA - Lidt k& céc phan
t&r di¥ liéu hd trer cho cac 1énh GET DATA va PUT DATA,;

Diéu 6 (Phu luc K, EMV CPA), cac thé Tag Phan tir DI ligu - Ligt ké cac thé phan t di liéu va
céc thé khudn mau duwoc st dung trong rng dung va thiét bj dau cubi;

Diéu 7 (Phu luc L, EMV CPA), Tlv dién Di¥ liéu - Xac dinh cac phén tr div liéu dwoc st dung trong
quy trinh xC Iy (’ng dung tr thé va quan diém clia bén phat hanh.
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Thé mach tich hop EMV cho Hé théng Thanh toan -
DPac ta trng dung thanh toan chung -

Phan 1: Téng quat

EMYV Integrated Circuit Card for Payment Systems —

Common payment application specification — Part 1: General

1 Pham vi ap dung

B6 TCVN 11198 cung cip cac dac ta ky thuat vé phan Ung dung Thanh toan Chung (CPA), dinh nghia
céac phén t& di liéu va cac chirc nang cho trng dung twong thich véi Binh nghia L6i Chung (CCD) EMV.
Tiéu chuédn nay huéng dén cac chirc nang dugc thyc hién boi thé mach tich hop (ICC) va viéc twong
tac gitva ICC va thiét bi diu cudi tai diém giao dich.

Muc dich cda bd tiéu chuén nay la:

¢ M8 ta chirc ndng clia viéc thuc thi pht hop véi CCD clia EMV d& gidm bt sy anh hwéng cla
bén cung cap phét trién;

« Quydinh v& tap cac chirc nang I6i ma céac bén phat hanh co th& dwa vao nhivng thir cd s&n trong
moi thwe thi CPA;

e Quy dinh viéc thye thi cé thé ca thé hoda véi cing cac phan tir dir liéu dé dat dwoc cac yéu cAu
kinh doanh trong nhigu hé théng thanh toan.

B&i vi CPA dya trén EMV va CCD, do d6 cac déac ta ky thuét nén dwoc st dung cung nhau cho cic muc
dich tham khao va phét trién.
Bd TCVN 11198 dugc xay dung dua trén cac tiéu chudn EMV va nén dugc st dung két hop véi

cac tidu chudn d6. Tuy nhién, néu c6 bét ky didu khodn ho&c dinh nghia nac trong bé TCVN 11198
khac véi trong cac tidu chuén dé thi cac diéu khoan tai day phai dwoc wu tién hon

B& TCVN 11198 dugc danh cho viéc str dung béi cac bén phét trién (ng dung ICC, cac nha san
xuét ICC, cAc nha thiét k& hé théng trong cac hé théng thanh toan, va cac chuyén vién tb chirc tai
chinh chiju trach nhiém vé viéc thuc thi cac (rng dung tai chinh trong céc ICC.

11
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2 Tai lidu vién dan

Céc tai liéu vién dan sau day rét can thiét cho viéc ap dung tiéu chudn nay. D4i voi cac tai liéu ghi ndm
céng bé thi 4p dung phién ban dugc néu. D6i véi cac tai liéu khdng ghi ndm cdng bd thi 4p dung phién
ban m&i nhét, bac gdm ca cac stra ddi, bd sung (néu co).

EMV Book 3, EMV Integrated Circuit Card Specifications for Payment Systems, version 4.1, Book
3, Application Specification, May 2004. (EMV Quyén 3).

EMV Book 4, EMV Integrated Circuit Card Specifications for Payment Systems, version 4.1, Book
4, Cardholder, Attendant, and Acquirer Interface Requirements, May 2004. (EMV Quyén 4).

3 Thuéat ngi¥ va dinh nghia

Tiéu chuén nay ap dung cac thuét ngl va dinh nghfa sau day.

31

bén chéip nhin thé (Acquirer)

Thanh vién Hé théng Thanh toan ma cé quan hé hop ddng v&i bén ban hang hodc thuc hign xuét
tién cho chii thé trong mot hé théng rat tidn mat, va tryc tiép hodc gian tiép tham gia giao dich trong
qua trinh trao déi.

3.2

trng dung (Application)

M6t chuwong trinh va dix liéu cd lién quan ma tai d6 hién cd mét chip mach tich hgp va dap rng mét
chirc n&ng nghiép vu. Vi dy rng dung bao gém viéc thanh toan, gia tri lwu gilr va dd trung thyc.

3.3

mé lénh xac thye (rng dung (Application Authentication Cryptogram)

AAC

Mot méa (ng dung dwoc sinh ra bdi thé khi tir chéi giao dich truc tuyén va ngoai tuyén.

3.4

khéa irng dung (Application Block)

Chi 1énh giri dén thé bdi bén phat hanh, dé tit (\ng dung da chon trén thé dé& ngan chan viéc tiép
tuc str dung (rng dung. Quy trinh nay khdng ngan can viéc st dung céc (rng dung khac trén thé.
M6t (’ng dung bi chin c6 thé dwec mé lai béi bén phat hanh.

3.5
ma lénh rng dung (Application Cryptogram)
M5t ma 18nh dwoc sinh ra bdi thé d& dap (ng mdt 18énh GENERATE AC. C6 ba loai ma 1énh (rng dung
bao gdm:
¢ M3 I&nh xac thuwe (Png dung AAC;

12
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e Ma lénh yéu cdu chudn chi ARQC;
» Chirng chi giao dich TC;

3.6

ky thuat ma héa bét déi xing (Asymmetric Cryptographic Technique)

M6t ky thuat ma hoa duoc s dung hai phép bién ddi cé lién quan la: mdt bién ddi céng khai (dwec
xac dinh bdi khoa céng khai) va mot bién dbi riéng (dwoc xac dinh béi khoa riéng). Hai phép bién
ddi nay co thé cé tinh chét 1a v&i phép bién ddi cong khai da biét thi khéng thé tinh toan ra dwoc
phép bién dbi riéng.

3.7
ATM
M@t thiét bj ddu cudi khong can giam sat, cé kha nang chay bang dién, chap nhan ma PIN va chi tra

tién t& hoac séc.

3.8
xac thwe (Authentication)
M6t quy trinh ma héa dé& xac minh tinh hep 18 vé& ngudn gbc dang c6 cta di liéu hodc dinh danh

ctia mdt thue thé.

3.9

chuén chi (Authorisation)

M6t quy trinh tai d6 mdt bén phat hanh hodc bén dai dién clia bén phat hanh phé duyét mot giao
dich,

3.10
yéu cdu chuén chi (Authorisation Request)
Mét yéu ciu clia bén chip nhan thé hodc bén ban hang vé viéc chuan chi cho mét giao dich.

3.11

ma I&énh yéu cdu chun chi (Authorisation Request Cryptogram)

ARQC

Mdt ma ng dung dugc sinh ra bdi thé khi yéu cAu chuén chi truc tuyén cho mét giao dich. Ma nay
dugc gl cho bén phat hanh bén trong mdt yéu cdu chudn chi. Bén phat hanh c6 thé xac minh ma
ARQC trong khi thwe hién chirc nang Quy trinh x Iy Trwc tuyén dé dadm béo réng thé dugc chuan
chi.

13
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3.12
héi dap chuén chi (Authorisation Response)
Tra |&i cia bén phat hanh dbi véi yéu cdu chuén chi.

3.12

M3 I&nh hdi dap chuin chi (Authorisation Response Cryptogram)

ARPC

Mé&t ma Iénh dugc sinh ra bdi bén phat hanh va cé thd duoc glri dén thé trong mot hdi dap chuén
chi. Ma Iénh nay Ia két qua clia ma y&u cdu chudn chi ARQC va ma C4p nhat Trang thai Thé dwec
ma hoéa véi mot khbda phién. Ma ARPC nay duoc xac minh hop I bdi thé trong khi Xac thwc bén
phét hanh d& dam bao ring hdi dap dén tir bén phat hanh hop 1&.

3.13

byte
di¥ liéu 8 bit.

3.14
thé (card)
M6t thé thanh toan dugc xac dinh bédi mot hé théng thanh toan.

3.15

khéa thé (Card Block)

Chi Ignh duoc gli dén thé bdi bén phat hanh dé tat tt ca cac (ng dung hop 18 hay khéng hop 18
c6 trén thé nhdm ngan chén viéc tiép tuc st dung thé.

M&t thé khi bi khéa thi khdng théd dugc mé lai.

3.16
chui thé (Cardholder)
M&t c4 nhan s& hiru mdt thé da phat hanh hoac 14 ngwei dwoc chudn chi st dung thé.

3.17

xac nhdn ctia chu thé (Cardholder Confirmation)

Viéc xac nhan b&i chii thé khi (’ng dyng da chon béi thiét bj diu cubi dang dugc stz dung trong qua
trinh x ly giao djch.

14
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3.18

lwa chon ctia chu thé (Cardholder Selection)

Quy trinh tai d6 m6t ch thé c6 thé lya chon mot trong nhidu rng dung cung dwgc hé trer béi thé va
thiét bj ddu cudi d& x& dung trong qua trinh x( Iy giao dich.

3.19
xac minh cha thé (Cardholder Verification)
Quy trinh xac dinh rang sw hién dién cla thé 1a cha thé hop l&.

3.20

phwong thirc xac minh chi thé (Cardholder Verification Method)

CVM

Mét phuong thire duoce str dung d& xac nhan dinh danh ctia mdt chi thé.

3.21
chi tra tién mat (Cash Disbursement)
Tién (bao gdm ca séc du lich) dwgc chi tra dén chi thé dang st dung thé.

3.22
hoan tién (Cashback)
Tién mat nhan dwec khi thye hién mét giao dich mua.

3.23

chirng chi (Certificate)

Khéa cdng khai va dinh danh clia mdt thwe thé cling véi mét sé théng tin khac tao sy ky két khdng
thé gid mao véi khoéa riéng clia td chivrc chirng nhan da phat hanh chirng nhéan doé.

3.24

té chirc chirng nhan (Certification Authority)

CA

Mat bén thir ba tin cay c6 thé thiét 1ap méat bang chirng cho biét cac lién két khda céng khai va cac
thdng tin cé lién quan khéac 1a ho s& hiru.

3.25

ban ma hoéa (Ciphertext)
Théng tin da dwgrc ma hoa.
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3.26

sinh mi lénh (’ng dung két hop DDA (Combined DDA/Application Cryptogram Generation)
CDA

M@t hinh thirc xac thwe d@ liéu ddng ngoai tuyén két hop véi quy trinh x( ly 1énh GENERATE AC.

3.27
lénh (command)

Mat théng diép dwoc gli bdi thiét bj d4u cudi dén ICC dé khéi ddng mot hanh dong va yéu cau mét
hdi dap tir ICC.

3.28
dinh nghia tép 16i chung (Common Core Definitions)

CcCD

MGt tap chung téi thidu céc tiy chon thuc thi ing dung thé, cac hanh dong &ng dung thé va cac
dinh nghia phén ti d liéu da dé trién khai mét giao dich EMV nhw quy dinh trong EMV Quyén 3.

3.29

ghép ndi (Concatenation)

Hai phén t&r dwoc ghép ndi bdng céch thém cac byte tir phéin tir thiz hai tai vi tri cudi cling clia phan
tir thir nhét. Cac byte clia tirng phan t& dwoc bidu dién trong chudi (kidu string) thé hién trong ciing
mdt chudi (dang sequence) tai d6 chung dwoc thé hién tai thiét bj dAu cudi bdi ICC, trong d6 1a hau
hét cac byte quan trong dau tién. Bén trong trng byte, cac bit dugc xép the tw t bit quan trong
nhat dén bit it quan trong nhét. Danh s&ch c4c phdn ti hodc déi twong c6 thé dwoc két néi bang
cach két nbi cép dAu tién dé tao thanh phan t&r mé&i, bing cach phan tir du tign két hop véi phin
tlr tiép theo trong danh séch, tiép tuc nhw vay cho dén hét.

3.30
ma Iénh (Cryptogram)
Két qua clia mat hanh déng ma héa.

3.3

thudt todn ma héa (Cryptographic Algorithm)

Mot thuat todn hoat ddng véi sw kiém soat cta khéa ma hoéa va duoc st dung dé bao v& tinh bi mat
va/hodc tinh toan ven cau dir liéu diu vao.

3.32

khéa ma héa (Cryptographic Key)
M6t chudi cac bit dwoc stv dung bdi mét thust toan ma héa.
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3.33
ma héa (Cryptography)
Nghé thuat ho&c k¥ thuat gitr cho théng diép bi mat va/hodc bao mét.

3.34

danh sach CVM (CVM List)

Danh sach dugc xac dinh b&i bén phat hanh bao gém bén trong mét (rng dung ctia chip dang thiét
lap hé phwong thirc cho viéc xac minh tinh xac thwe cla cha thé.

3.35

xac thwe dir ligu (Data Authentication)

Xéc minh tinh hop 18 cla di¥ lieu dwoc lwu gilr trong thé mach tich hop khéng bi cadnh bao tir khi
phat hanh thé. Xem thém Xéac thwc Di¥ lidu Ngoai tuyén.

3.36

chuén mé héa di¥ liéu (Data Encryption Standard)

DES

Thuat toan ma héa khoa ddi xirng cdng khai cia t& chirc Vién Tiéu chuén va Céng nghé qubc gia
NIST.

3.37

tinh toan ven di lieu (Data Integrity)

Mot thudce tinh cha di¥ liéu ma khi @6 khéng bi canh bao hodc bj pha hiy theo mdt cach thirc khdng
hop lé.

3.38
gidi ma (Decipherment)
Trai ngwec véi hanh déng ma hoa tuong (eng.

3.39
khéa DES (DES key)

mot tham s6 bi mat 64 bit cia thuét toan DES, bao gém 56 bit c6 thé 13 doc I4p va ngdu nhién, va
8 bit xac dinh 18 dé tao twong duong véi tirng 8 bit byte cla khoa 8.

3.40

chir ky sd (Digital Signature)

Mot bién ddi ma hoa khong dbi xirng cia di lidu tai dé cho phép bé&n nhan di liéu chirng minh
ngudn gbc va tinh toan ven ciia di¥ liéu, va nhu thé bao vé bén g va bén nhan di liu khoi sw gia
mao bé&i bén thir ba, va bén gtri tranh sy gia mao cGa bén nhén.
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3.41

xac thwe dir liéu dong (Dynamic Data Authentication)

DDA

Mét hinh thirc x4c thye diF liéu ngoai tuyén tai d6 thé sinh ra mdt chir ky sé béng cach sir dung cac
phan tir di¥ liéu dac ta giao dich d& xac minh tinh hop I& bdi thiét bj ddu cudi nham ngan chan tén

cbng vét (skimming).

3.42

dic ta EMV (EMV Specifications)

Tai liéu dac ta ky thuat dwoc duy tri bdi té chirc qudc té JCB, MasterCard va Visa dé tao ra cac tidu
chuén va dam bdo khd nang twong tac toan clu vé viéc sl dung céng nghé thé chip trong nganh
cdng nghiép thanh toan.

3.43
sw ma héa (Encipherment)
Viéc bién ddi kha nghich clia di¥ liéu badng mat thuét toan ma héa dé tao ra ban ma.

3.44
tuyén loai trir (Exclusive-OR)
Phép cong nhi phén khéng hoan vj tudn theo luat:
0@0=0
0B 1=1
160=1
1G61=0
3.45
thé hét han (Expired Card)
MGt thé trong d6 han s dung dwoc dap ndi, dwoc ma hoa hodc dwoc in da hét,

3.46

giao dich tai chinh (Financial Transaction)

Hanh dgng gira mgt chli thé va mét bén ban hang hoac bén chip nhan thé ma két qua Ia viéc trao
ddi hang héa hoac dich vu cho thanh toan hodc chi tra tién mat.

3.47

han mirc san (Floor Limit)

Luong tién t& ma He théng Thanh toan da thiét I4p cho mét 14n giao dich tai c4c kiéu bén ban hang
cu thé, néu cao hon thi cin c6 x4c thwe trire tuyén.
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3.48

chirc nang (Function)

M&t quy trinh xi¥ Iy dwgc hoadn thanh bang mdt hodc nhiéu I18nh va két qua Ia cac hanh dong duoc
str dung dé thwe hién tt ca hodic mot phan cudc giao dich.

3.49

médun an ninh phan ci¥rng (Hardware Security Module)

thiét bi an ninh

HSM

M6t mddun bao mat dwoc st dung dé lwu gilr cac khéa ma hoa va thue hién cac ham ma hoa.

3.50
ham bam (Hash Function)
M@t ham anh xa cac chudi (string) bit thanh céc chudi bit c6 chiéu dai ¢é dinh, tuan theo hai thudc tinh
Sau:

e Khéng thé tinh toan véi dau ra cho trwéc dé tim dau vao cb anh xa toi ddu ra nay;

« Khong thé tinh toan véi dau vao cho truée dé tim ra dau vao thi hai ciing anh xa t&i déu ra

3.51
két qua bam (Hash Result)
Chusbi (string) bit Ia dAu ra ctia mdt ham bam.

3.52
khéa chinh ICC (ICC Master Key)

MK

M6t khéa don nhét cho thé, dwoc st dung dé thu mét khoa phién.

3.53
mach tich hop (integrated circuit)
Thanh phén dién t& duoc thiét ké dé thuc hign quy trinh x Iy va/hodc chirc ndng nhé.

3.54

thé mach tich hop (Integrated Circuit Card)

ICC

Mbt thé trén d6 cd mdt hoac nhidu mach tich hop dwoc ghép vao dé thuwe hién quy trinh xtr Iy va
chirc ndng nhé.
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3.55

kha nang twong tac (interoperability)

Kha nang cia tat ca cac thiét bj va thiét bj dau cudi c6 thé chip nhan thé d& chap nhan va doc tat
ca cac thé chip ma da dwoc 1ap trinh hop 18 va hd trg mat trong cac (’ng dung dwgc hd tre béi thiét
bi d3u cudi.

3.56
bén phat hanh (issuer)
Thanh vién cta Hé théng Thanh toén thuc hién phat hanh thé.

3.57
mé hanh dong bén phat hanh (Issuer Action Code)
IAC
Céc diéu 1& dwoc ciu hinh bdi bén phat hanh tai d6 thiét bj d4u cubi str dung d& xac dinh khi nao méot
giao dich phai bi ttr chéi ngoai tuyén, gl trre tuyén d& xac thie, hodc tir chdi néu khong cb trwe tuyén.
EMV dinh nghta nhw bén dwéi, anh xa cac hanh ddng duwgc chon béi bén phat hanh sé dwoc thuc hién
khi phan tich cac phan t d liéu TVR:

e IAC — Méc dinh: céc didu 1& x4c dinh khi mét giao dich phai bi tir chdi ngoai tuyén néu n6 khéng

thé thuc hign trye tuyén;
* IAC — Ttr chéi: cac didu I8 xac dinh khi mét giao dich phai bj tir chéi ngoai tuyén;
« IAC - Tryc tuyén: cac didu 18 xac dinh khi mdt giao dich phai dworc gl truc tuyén dé xac thye:

3.58

xac thwe bén phat hanh (Issuer Authentication)

Xac minh tinh hop 1& cia bén phat hanh béi thé d& ddm béo tinh toan ven cla hdi dap chuén chi.
CHU THICH  Xem thém ma hdi dap chudn chi ARPC.

3.59
khoéa (key)
Mét chudi (sequence) bit didu khién mét hanh déng trong bién d&i ma hoa.

3.60

ngay hét han khéa (key expiry date)

Ngay ma sau dé gia tr] dwgc tao cho tirng khéa ri€ng 1a khéng con hop 18, Vi du: chirng chi bén
phat hanh dwgc ky bdi khéa CA phai ¢ thdi han trong hodc trudc ngay Higu luc Khoa CA. Khéa
CA c6 thé bi loai bo khai thiét bi ddu cudi sau khi hét han.
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3.61
sinh khéa (key generation)

Viéc tao ra mot khéa méi cho sy kién tiép theo st dung.

3.62

ban phim sé (keypad)

M6t mang bao gbm cac s, 1&nh, va (khi cé yéu ciu) phim chirc nang va/hoac phim chir sb duwoc
sap xép theo mdt phwong thirc cu thé.

3.63
thong diép (message)

tin dién

M6t chudi (string) byte dwgc giri bai thiét bi ddu cudi dén thé hodc nguwoc lai, khéng bao gdm céc
ky tw kiém soét giao dich.

CHU THICH  Thuat ng@ "tin dién" hién nay vin dwoc si dung trong mot sd trueng hop cu thé.

3.64

ma xac thwc thong diép (Message Authentication Code)

MAC

Mot ma dién t& dwoc sinh ra béi mot thuat toan ma hoa ddi xirng sao cho cé thé bdo vé dir lidu

ngudi glri va ngudi nhan khdi sy gia mao clda bén thir ba.

3.65
nibble (nibble)
Bén bit quan trong nhét hoac it quan trong nhat ciia mot byte di liéu.

3.66
chip thudn ngoai tuyén (offline approval)

Mét giao dich dwoc chip thuan (dwoc chap nhan) tai diém giao dich gitta thé va thiét bi dau cudi
ma khong cd hdi dap chuén chi tir bén phat hanh hoac tir mét dai dién cda bén phat hanh.

3.67
xac thwe di¥ lidu ngoai tuyén (offline data authentication)
Mt quy trinh tai dé thé dwoc xac minh hep (€ tai diém giao dich béng céch st¥ dung cdng nghé khoa
cong khai RSA d& chéng lai cac tAn cong trao hang (counterfeit) hoac tin céng vot (skimming). Bao gom
ba dang:

s Xé&c thyc D ligu Tinh (SDA);

e Xac thuc D liéu Bong (DDA);

« Sinh ma DDA/AC két hop (CDA);
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3.68
tir chéi ngoai tuyén (offline decline)

Mbt giao dich bj tr chéi (khong dugc chdp nhan) tai diém giao dich gira thé va thiét bj dau cudi ma
khéng c6 hdi dap chun chi tir bén phat hanh hodc bén dai dién clia bén phat hanh.

3.69

ma PIN ngoai tuyén (Offline PIN)

Gi4 tri ma PIN duwoc lwu trén thé dung dé xac minh tinh hop 18 tai diém giao dich gitra thé va thiét
bj d4u cubi.

3.70

xac minh ma PIN ngoai tuyén (Offline PIN Verification)

Quy trinh tai d6 ma PIN dwgc nhdp bdi chi thé dugc so sanh véi gia tri ma PIN dwoc lvu bao mat
trén the.

3.7

thiét bj diu cudi thuin ngoai tuyén (Offline-only Terminal)

Thiét bj ch4p nhan thé khéng cé khad nang tién hanh gli giao dich tryc tuyén dé bén phat hanh
chuén chi.

3.72

chuan chi trwe tuyén (online authorisation)

Mét phwong thire yéu cdu viéc chuén chi théng qua mang truyén théng khac mang thoai dén bén
phat hanh hodc bén dai dién ctia bén phat hanh.

3.73

xac thwe thé trre tuyén (online card authentication)

M6t quy trinh dwoc thuc higén bdi bén phat hanh dé xac minh tinh hop 1 cla thé 1a dugc phép va
ngan chan swv lap dir liéu.

3.74

ma PIN trwc tuyén (Online PIN)

M6t phurong thize x4c minh ma PIN tai 46 ma PIN duoc nhap bdi chii thé vao bang ma PIN cua thiét
bi dAu cudi dwoc ma héa va kém vao trong thong diép yéu clu chudn chi truc tuyén dwoc g toi
bén phat hanh.
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3.75

thiét bj ddu cudi cé kha nang tryc tuyén (Online-capable Terminal)

M6t thiét bi chdp nhan thé c6 kha ndng giri trc tuyén giao dich dén bén phat hanh dé chuén chi.
EMV méb ta réng thiét bj nay "c6 kha nang hoat dong tryc tuyén va ngoai tuyén".

3.76
bd dém (padding)
Cac bit hoac byte phu thém vao ¢a hai bén chudi (string) di liéu.

3.77

mdi trweng hé théng thanh toan (payment system environment)

Tap hop c4 didu kién Idgic dugc thiét 1ap bén trong ICC khi mdt (rng dung hé thdng thanh toan phi
hop véi bd TCVN 11198 nay dwoc lwa chon st dung, hodc khi mdt Tép tin Binh nghfa Tir dién DDF
duoc str dung trong trng dung hé thdng thanh toan.

3.78

cé thé héa (personalisation)

¢a nhéan héa

Quy trinh gén lién trén thé voi di liéu rng dung dwoc tao dé sén sang st dung.

3.79
ban nhap ma PIN (PIN Pad)
Mang bao gdm céc phim s va phim lénh diung dé nhap ma nhéan dién ca nhan ma PIN.

3.80
ban ré (plaintext)
Dt ligu & dang gbc chwa ma héa.

3.81

diém giao dich (point of transaction)

Vi tri vat Iy tai d6 bén ban hang hodc bén chép nhan thé (trong mdi trudng trao ddi truc tiép) hoac
mot thiét bi ddu cudi khdng can giam sat (trong mai trvdrng khdng giam sat).

3.82
cdp nhéat sau phat hanh (post-issuance update)
Mot 18nh duoc gl bdi bén phat hanh théng qua thiét b d4u cudi trén mot hdi dap chudn chi dé cap

nhét ndi dung lwu trir dién tr trén thé chip.
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3.83

khéa riéng (private key)

khéa bi mét

M@t trong cap khoa khong déng bd cia mét thue thé duoc gilk bi mét va chi dwgc st dung béi thye
thé& d6. Trong truéng hop s& dung lege dd chir ky sb, khoa riéng xac dinh chirc nang ky.

3.84

khéa cdng khai (public key)

khéa chung

M6t trong cap khéa khang ddng bd cadu mét thwe thé dwoc st dung cdng khai. Trong trwdng hop
st dung luoc db chiv ky sb, khéa cdng khai xac dinh chirc nang xac minh tinh hop 18.

CHU THICH  Trong mét sé trivong hep cu thé, thuat ngl "khéa cong cdng” duoc st dung teong dwong.

3.85

chirng chi khoa cong khai (public key certificate)

Thang tin khoa céng khai ctia mdt thirc thé dugc ky (xac nhan) bdi co quan chikc nhan CA va do
d6 khong thé 1am gia.

3.86

thuét todn ma héa khéa cong khai (public key cryptographic algorithm)

Thuét toan ma hoa cho phép bdo mat théng tin trao ddi, nhwng khéng yéu cdu khoa riéng da chia
s&, théng qua viéc s dung hai loai khoa cé lién quan: mot khoa céng khai dwgc phan phéi céng
khai va mot khoa riéng dwge gily bi mat.

3.87

cap khoa cong khai {bub[ic key pair)

Hai khoa cd lién quan toan hoc v&i nhau: mt khéa riéng va mét khda cong khai, tai 46 khi dwoc st
dung v&i mot thuat todn ma hoéa khéa cdng khai thich hop, cé thé cho phép git bdo mat théng tin
trao ddi ma khang can bdo mat viéc trao ddi bi mat.

3.88
giao dich mua (purchase transaction)
Viéc mua & hang héa hoac djch vy; didm ban hang giao djch.

3.89

lwa chon ngdu nhién (random selection)

Chtrc nang cua thiét bj ddu cubi cé kha nang trwc tuyén theo EMV cho phép thwc hién lwa chon c4c
giao dich @& xt Iy treee tuyén. DAy Ia mdt phan chirc nang Quan Iy RUi ro Thiét bi dau cubi.
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3.90
bién lai (receipt)
Mot hé so trén gidy vé cudc giao dich dwoc tao cho chi thé tai diém giao dich.

3.91

héi dap (response)

M6t théng digp duoc tra vé bdi ICC dén thiét bi diu cubi sau khi quy trinh xt ly thong diép Iénh
dugc nhan bdi ICC,

3.92
RSA
Hé théng ma hoa khoa cdng khai duoc phat trién bai Rivest, Shamir, Adleman, dwoc st dung dé

ma hoéa di liéu va xac thwc di liéu.

3.93

tap lénh (script)

Mat Iénh hodc mdt chudi (string) I8nh dwoc truyén béi bén phat hanh dén thiét bi dau cudi cho muyc
dich g dén ICC mot day cac 1énh. Viéc nay thudng dwoc st dung dé cung clp vigc cap nhat sau
khi phat hanh dén di liéu tng dung.

3.94

khoéa bi mat (secret key)

Mbt khoa duoc sir dung trong cac k§ thuat ma hoa déi xieng va chi cé thé st dung bdi mot sé cac
thuc thé da xac dinh. Khéa bi mat nay khéng thé bi tiét 16 cong khai ma khdng cé sy cho phép clia
hé théng an ninh.

CHU THICH 1 Thuat ngi¥ nay khéng gidng nhw khéa riéng (Diéu 3.83) trong cap khéa riéng/cong khai.

CHU THICH 2 Thuat ngix ndy chi dugc st dung trong k¥ thust ma hoa déi xirng.

3.95

gwi théng diép bi mét (Secure Messaging)

xtr ly tin dién an toan

Mat quy trinh cho phép cac thong diép dung d& gui tir thuc thé ndy dén thuc thé khéc va ngén chén

viéc chinh silra hodc xem trai phép.

3.96

khéa phién (session key)

Mot khéa ma hoa tam théi dwoc tinh toan trong bd nhé bién ddng va khang con gia tri sau khi phién
a6 két thac.
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3.97

xdc thwe div liéu tinh (Static Data Authentication)

SDA

Mat kidu Xac thwe D liéu Ngoai tuyén tai dé thiét bj dau cudi xac minh tinh hop 18 cla gi4 tri ma
hoa c6 trén thé trong khi ca nhan hoa. Viéc xac minh tinh hep 18 ngan chan mét sé kiéu tAn cong
trao hang (counterfeit) nhwng khéng ngan chan viéc sao chép va chay lai.

3.08

ky thuit ma héa déi xirng (symmetric cryptographic technique)

M6t k§ thust ma héa co st dung cing khéa bi mat cho ca hai bén kh&i tao va bén nhan khi trao ddi
thong tin. Khdng cé khéa bi méat ré rang thi khéng thé c6 kha nang tinh toan ra dwec théng tin trao
@i clia bén khéi tao hodc ctia bén nhan.

CHU THICH  Thuét ngi¥ "kh6a bi mat" dugc st dung tai day dwgc dinh nghia tai Didu 3.94.

3.99
ban méu (template)
Trwéng gia tri clia mot dbi twong di liéu cé cAu trac, dinh nghfa mét nhém logic cac ddi tweng dF

ligu.

3.100

thiét bj dau cudi (terminal)

Thiét bj dwoc st dung két hop véi ICC tai diém giao dich dé thwe hién cudc giao dich tai chinh.
Thiét bj ddu cudi két hop thiét bj giao dién va c6 thé bao gdm cac thanh phan khac va cé4c giao dién
kh&c nhw may chi truyén théng.

3.101
ma hanh déng thiét bi ddu cubi (Terminal Action Code)
TAC
Cac diéu I& tai do thiét bi dAu cubi s dung dé xac dinh khi nao cudc giao dich phai bi tir chdi ngoai tuyén,
glri trre tuyén dé chudn chi, hodc tiv chdi néu khdng thé triec tuyén. BS tiéu chuén nay dinh nghia nhuw
sau (tai d6 bao gdm hanh ddng dugc lya chon bdi bén chip nhan thé dé thuc hién phan tich dwa trén
phan tir dir ligu TVR):
¢ TAC - Méc dinh: cac diéu & xac dinh khi nac mét giao dich phai bj ti¥ chdi ngoai tuyén néu né
khéng thé thuc hién truc tuyén;
o TAC - Tir chéi: cac didu I8 x4c dinh khi ndo mét giao dich phai bj tir chéi ngoai tuyén;
e TAC - Truc tuyén: cac didu 1& xac dinh khi ndo mét giao dich phai dwoc gii trwc tuyén dé xin
chudn chi.
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3.102
chim dét giao dich (Terminate Transaction)
Dirng quy trinh x{ Iy ng dung @i véi cudc giao dich hién thei va hay kich hoat thé.

3.103

xéc thwe bang token (Token Authentication)

Mét chirc nang khdng trong thanh toan dwoc hd tre trong (*ng dung d& cho phép thé sinh ra mét
token dé c6 thé dugc st dung dé xac thyc rang thé va chi thé 1a hop é.

3.104

giao dich (Transaction)

Mdt hanh ddng thuc hién bdi thiét bi dAu cudi theo yéu clu ciia ngudi sir dung. Déi véi mot thiét bi
d4u cubi POS, mét cude giao dich phai la thanh toan hang héa,..v..v.. Mgt giao dich Ira chon trong
s6 mot hodc nhidu (’ng dung nhu 1a mdt phan ludng quy trinh x ly.

3.105

chirng chi giao dich (Transaction Certificate)

TC

Mé&t ma lénh (ng dung dugc sinh ra khi chdp nhan mét cudc giao dich.

3.106
div liéu chuyén tiép (Transient Data)

di® liéu nhét thoi

D@ liéu duoc quy dinh cho giao dich hién thei. DI liéu nay sé dwoc dat lai tai thoi diém bat ddu mot
giao dich méi.

3.107

kiém tra tin suét giao dich (velocity checking)

kiém tra nhanh

Mt chirc nang quan Iy rii ro thé dugc sz dung dé kiém soét viéc thwe hién ngoai tuyén dién ra bao
lu hoac ¢ bao nhigu cudc giao dich dién ra triec tuyén.

3.108
thanh toén gia trj thip Visa (Visa Low-Value Payment)

VLP

Cho phép thuc hién nhanh cac giao dich gia tri thap tai cac thiét bi ddu cudi c6 hd tro chirc nang
nay.
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41
a
AAC
AC
ADR
AEF
AFL
AID
AlP
an
ans
App.
ARC
ARPC
ARQC
ATC
ATM
AUC

auth.

BER

CA
CCD
CCl
CDA

CDOL

Cert.
CIAC
CID
CLA
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Alphabetic

Application Authentication Cryptogram
Application Cryptogram

Application Decisional Results
Application Elementary File
Application File Locator

Application Identifier

Application Interchange Profile
Alphanumeric

Alphanumeric Special

Application

Authorisation Response Code
Authorisation Response Cryptogram
Authorisation Request Cryptogram
Application Transaction Counter
Automated Teller Machine
Application Usage Control
Authentication

Binary

Basic Encoding Rules (defined in ISO/IEC
8825-1)

Conditional

Certification Authority
Common Core Definitions
Common Core Identifier

Combined DDA/Application Cryptogram
Generation

Card Risk Management Data Object List

Certificate
Card Issuer Action Code
Cryptogram Information Data

Class Byte of the Command Message

Thuat ngip viét tat, ky hiéu, quy wérc va biéu twong
Thuat ngir viét tat

chir cai

Ma xac thyc &ng dung

Ma Iénh rng dung

Két qua Quyét dinh ng dung
Tép tin phén t& (ng dung

Pinh vj tép tin (rng dung

Binh danh trng dung

H& so hoan ddi ¢ng dung

chix va sb

Chir va sb dac biét

Ung dung

Ma hdi dap chuén chi

Ma 1énh hdi dap chuén chi

Ma 1énh yéu cau chuén chi

B& dém giao dich (rng dung

May thanh todn tw déng

Kiém so4t viéc str dung (*ng dung
chuén chi

nhi phén

diéu Ié ma héa co ban (theo ISO/IEC 8825-1)

didu kién

td chirc chieng nhan

dinh nghta I6i chung

dinh danh I6i chung

sinh ma Iénh (ng dung két hop DDA
Danh s&ch Déi twgng D liéu Quan ly rdi ro
thé

chirng nhan

M3 hanh déng bén phéat hanh thé
D liéu thdng tin ma Iénh

Byte theo I¢p clia théng digp Iénh



CPA
CPS

CRM
csu

Ccv

CV Rule
CVM
CVR
DDA
DDF
DDOL

DES
DKI
DOL
EMV

FC

FCI
FIPS
GEN AC

GPO
hex.

HSM

IAC

IAD
ICC
IDN
INS
Int'l
1SO

Common Payment Application

EMVCo Common Personalisation
Specification

Card Risk Management

Card Status Update
Cryptogram Version
Cardholder Verification Rule
Cardholder Verification Method
Card Verification Results
Dynamic Data Authentication
Directory Definition File

Dynamic Data Authentication Data Object
List

Data Encryption Standard

Derivation Key Index

Data Object List

Europay, MasterCard, Visa

Format Code

File Control Information

Federal Information Processing Standard

GENERATE APPLICATION
CRYPTOGRAM

GET PROCESSING OPTIONS
Hexadecimal

Hardware Security Module
Issuer Authentication

Issuer Action Code (Denial, Default, Online)

Issuer Application Data

integrated Circuit Card

ICC Dynamic Number

Instruction Byte of the Command Message
International

International Organization for
Standardization
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(*ng dung Thanh toan Chung
Pac ta Ca thé héa Chung ctia EMV

Quan Iy Rairo Thé

Cap nhat Trang thai Thé

Phién ban ma Iénh

Didu 1& x4c minh cht thé
Phuong thirc xac minh cha thé
Két qua xac minh thé

Chirng thuc Dir ligu Béng

Tép tin Binh nghta Thu muc

Danh sach D&i twgng D ligu Chirng thuc
D lieu Béng

Chuin ma hoéa di liéu

Chi myc khoéa phan phdi

Danh sach B6i tweng D ligu
Europay, MasterCard, Visa

Ma dinh dang

Théng tin kiém soét tép tin
Chuén x{ Iy théng tin lién bang
Sinh Ma Iénh (rng dung

Tuy chon xt ly [Bnh Get
hé thap luc phan

M& dun an ninh phan cléng
Chirng thwe bén phat hanh

Ma hanh ddng bén phat hanh (T chéi, Méc
dinh, Trwec tuyén)

D@ liéu 'ng dung bén phat hanh

Theé mach tich hep

s6 hiéu dong ICC

Byte theo chi I&nh ciia théng diép lénh
Québc té

T4 chire tidu chudn hoa québc té
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Lc
Lo

Le

LEN

MAC
MK
MKAC

MKSMC

MKSMI

MTA

N/A
NCA

NI

NIC
NPE

New Lc

P1
P2
PAN
PDOL

PIN
PK
POS
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Length
Length of the Command Data Field

Length of the Plaintext Data in the
Command Data Field

Maximum Expected Length of the
Response Data Field

Length

Mandatory

Message Authentication Code

ICC Master Key for Session Key Generation

Master Key for Application Cryptogram
Generation

Master Key for Secure Messaging for
Confidentiality

Master Key for Secure Messaging for
Integrity

Maximum Transaction Amount
Numeric

No

Not Applicable

Length of the Certification Authority Public
Key Modulus

Length of the Issuer Public Key Modulus

Length of the ICC Public Key Modulus

Length of the ICC PIN Encipherment Public
Key Modulus

Length of Command Data including Secure
Messaging Components

Parameter 1
Parameter 2
Primary Account Number

Processing Options Data Object List

Personal Identification Number
Public Key
Point Of Service

Chiéu dai
Chiéu dai cua tredng dir liéu Iénh

Chiéu dai ctia di liéu ban rd trong trudng
di liéu Iénh

ChiBu dai dy kién t6i da clia tredng di liéu
hdi dap

Chiéu dai

Bét budc

Ma xac thye théng digp

Khéa chinh ICC dé sinh khéa phién
Khéa chinh d& sinh mé I&nh (¢ng dung

Khéa chinh d& gt théng diép bao dam cho
tinh bi mat

Khéa chinh dé glvi théng diép béo dam cho
tinh toan ven

Lwong giao dich téi da
sb

Khéng

Khéng thé 4p dung

Chiéu dai cia mé dun khéa céng khai co
quan chieng nhén

Chiéu dai mé dun khéa cdng khai bén phéat
hanh

Chigu dai mé dun khoa cdng khai ICC

Chiu dai md dun khéa cdng khai ban ma
héa PIN ICC

Chiéu dai di¥ liéu 1énh gdm ca cac thanh
phén théng diép bdo mat

Tham sé 1
Tham s6 2
S6é ¢4 nhan chinh

Danh sach déi tugng de lidu tly chon quy
trinh xce ly

sb nhan dang ca nhan
Khéa céng khai
Diém cung cép dich wu



PTH
Reqg
RFU
RID

RSA
SDA
SFI
SMC
SMI
SSAD
SWi1
swz2
TAC

TC
TLV
TSI
TVR
Txn
var.
VLP

Y
YYMM

Previous Transaction History
Requirement
Reserved for Future Use

Registered Application Provider Identifier

Rivest, Shamir, Adleman

Static Data Authentication

Short File Identifier

Secure Messaging for Confidentiality
Secure Messaging for Integrity
Signed Static Application Data
Status Byte One

Status Byte Two

Terminal Action Code(s) (Default, Denial,
Online)

Transaction Certificate
Tag-Length-Value

Transaction Status Information
Terminal Verification Results
Transaction

Variable

Visa Low-Value Payment

Yes

year, month

YYMMDD year, month, day
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Lich st giao dich trwdc day

Yéu ciu

@& danh str dung trong twong lai

Pinh danh bén cung cép (¥ng dung da dang
ky

Rivest, Shamir, Adleman

Xac thwe di liéu tinh

dinh danh tép tin ngan

Guri théng diép bdo dam cho tinh bi mat
Gri théng diép bao dam cho tinh toan ven
D liéu (rng dung tinh c6 d4u

Byte trang théi 1

Byte trang thai 2

M3 hanh déng thiét bj dau cudi (Mac dinh,
Tir chéi, Trwc tuyén)

Chdrng chi giao dich
Tag-Length-Value

Thdng tin tinh trang giao dich

Két qua xac minh thiét bj dau cudi
Giao dich

Gia tr

Thanh toan gia tri thdp Visa

Co

nam, thang

nam, thang, ngay
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4.2 Ky higu

'0' dén'9' va ‘A’ dén'F' 16 ky tw thép luc phan

‘Tén bit’ bit dwoc xac dinh bdi "tén bit" trong phan t& di liéu

xb, xxb gia tri nhi ph&n

XX bt ky gia tri nao

A=B A dwoc géan gia trj cia B

A=B Gié trj cla A twong dwong v&i gia tri cta B

AND I&nh logic AND

OR 1&nh logic OR

XeyY Ky higu ‘@' cho biét so sanh ting bit tuyén loai trir (exclusive-OR, Pidu
3.44) va dugc dinh nghia nhw sau:
X @ Y so sanh tirng bit ngoai trir [énh OR v& khéi di liéu X va Y. Néu mot
khdi diz liéu ngén hon cai con lai thi du tién phai thém vao bén trai mot sb
bit 0 nhi phan thich hgp 1am cac doan cé chiéu dai gibng nhau

(bx] Bit x clia phén tr di¥ lidu da tham chiéu

] Byte x ctia phén tir di¥ ligu da tham chiéu

[XI(by] Bit y ctia byte x clia phén ti di ligu da tham chiéu

Aln phép chia s& nguyén ciia A v&i n, tai d6 sé nguyén don nhét d thi sé tén tai
mdt s6 nguyénr, 0 <1 < n, sao cho:
A=dn+r

X"y phép nhén x v&iy

C:=(A||B) Phép ndi n bit A véi m bit B tai d6 ¢6 C =2m A + B.

Phan t& x bidu di&n phan t x clia phan tir diz liu (vi du Thanh tdng X c6 thé 1a Thanh
t8ng 1 hodc Thanh téng 2)

trai nhét Ap dung cho mét chudi (sequence) bit, byte hodc sé dwgc st dyng trong
trao ddi v&i thuat ng "nhidu y nghfa nhat".
Néu C = (A || B) nhw bén trén, thi A |4 n bit tréi nh4t cta C.

phai nhét Ap dung cho mét chui (sequence) bit, byte hodc s duoc s dung trong
trao ddi vé&i thuat ngi “it ¥ nghia nhét".
Néu C = (A || B) nhw bén trén, thi B [a m bit phai nhét ctia C.

YIN C6/Khdng

Req. x.x: Céc yéu clu dbi véi CPA dwoc chi ra va danh s6 hiéu in dam va cac hanh

32

ddng dugc yéu clu sé viét nghiéng dé& phan biét véi phn gidi thich cla
hanh déng trng dung.
Vi du:

Req x.x:

Néu thir nghiém thanh céng, thiét I8p gid tri bit & 1b.
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Quy wéc dinh dang phén tir div lidu

B tiéu chuén TCVN 11198 sl dung céc dinh dang phén t&r di¥ liéu nhu sau:

a

an

ans

cn

var

cac phén tl dﬁlliéu chi¥ céi ¢ chira mdt ky tw don theo byte. Céc ky tv dwgc phép chi la
chi¥ cai (tlr a dén z va A dén Z, viét hoa va viét thuwirng)

céc phan t& di liéu chi va sb bao gém mét ky ty don theo byte. Cac ky ty dwoc phép 1a
cac chir céi (tir a dén z va A dén Z, viét hoa va viét thudng) va sb (tir 0 dén 9)

phén t& di¥ liéu chir cai dac biét bao gdm mot ky tw don theo byte. Cac ky tw dwgc phép
va ching ma héa nhu trong bang Tap Ky tw Chung trong EMV Quyén 4, phu luc B.

C6 mét ngoai 1&: cac ky tw dugc phép cho Tén Lu tién Ung dung khang phdi 1a cac ky tu
kiém so4t dwoc dinh nghta trong ISO/IEC 8859 da thiét ke trong Bang chi muc Ma Bén
phét hanh tuan theo Tén Uu tién Ung dung

Céc phan t& di¥ lidu bao gdm hodc cac chr s6 nhi phan khéng déu hodc t5 hop bit ma
dwoc xac dinh trong bé tiéu chudn TCVN 11198 nay.

Vi du nhi phan: B dém Giao dich (fng dung (ATC) dwoc dinh nghia Ia "b" véi chiéu dai la
hai byte. Mot gia tri ATC 13 18 dwerc lwu dang Hex 1a "00 13",

Vi du td hop bit; Danh sach di twong di¥ liéu tiy chen quy trinh x(r Iy (PDOL) duec dinh
nghta la "b" vé&i dinh dang nhw trong EMV Quyén 3, didu 5.4.

Céc phén tlr di¥ liéu dang sb da nén bao gdm hai chi¥ s6 (c6 gia tri trong giai "0-9" dang
HEX) theo byte. Cac phan tlr di¥ lidu nay dugc can trai va bu thém mét day thap luc phan
an‘

Vi DU: S6 Tai khodn Chinh (PAN) cho i¥ng dung dworc dinh nghia Ia “en” véi chiéu dai 1én
t&i 10 byte. M6t gia tri trong 1234567890123 c6 thé duwoc luu trir trong PAN cho (ng dung
duwéi dang HEX Ia “12 34 56 78 90 12 3F FF" véi chidu dai 1a 8

Céc phén t& dir liéu dang s6 bao gdm hai chi s6 (co gia tri ndm trong dai "0-9" dang HEX)
theo byte. C4c chi s6 nay duoc can phai va bu thém véi cac s6 0 thap luc phan. C4c tai
lidu dac ta khac thinh thoang tham chiéu téi dinh dang di ligu nay nhw Ia kiéu Thap phan
ma héa nhi phan ("BCD") hodc géi khang déu.

Vi DUY: 86 Iwong, da chudn chi (s8) dwoc dinh nghia 1a "n 12" véi chidu dai la sau byte.
M&t gia trj 14 12345 duoc luwu tai S6 lwgng, da chuén chi (sb) dang HEX 12 00 00 00 01 23
45"

Cac phan ti di¥ liéu bién thién véi chidu dai bién thign va c6 thé chira bét ky 6 hop bit
nao. Thdng tin bd sung trong cac dang phén t& di ligu bién thién cu thé c6 thé ton tai &
bat clr dau
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44  Biéutwong
B3 tiéu chudn TCVN 11198 ndy sir dung céc biéu trgng sau trong céc bidu db ludng va trong cac so do.

bwée (quy trinh) xd ly

I |
].: buéc (quy trinh) xt Iy con
A quyét dinh

o

i
Két néi hét trang
(tr N dén N)

Gri hdi dap dén thiét bj dAu cubi

O Ngoai pham vi

‘-----------'
| quytrinhxIlyN | Quy trinh x{ ly da dinh trwée
' ! (tiép tuc /két néi hét trang)

5.5.1.1 tham chiéu dén sé diéu cua tai ligu
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Dt liéu théng tin ma l1énh
Bo dém giao dich trng

——— dung

Ma [énh (ng dung céac phén tir con cta D@ liéu
D ligu (rng dung

Phan tl d ligu

ndi dung Phén ti di¥ liéu légic
XXX i
oA —
» !
. ‘ Tap cac phén tl di¥ lidu logic
bang XXX LI
i
7 \ r Bét dau va Két thuc clia
| Bét ddu |ap x| Kﬁl thic 13p X mét Vaong l1ap Ma Véng

/

f_'

O O_r Két ndi trang trén
AB AB
o & . . B
(am aAU) (m mum) Thiét bi du cudi bidu dd ludng
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5 Giai thich thuat nglv

Trong bo tiéu chudn TCVN 11198 nay st dyng mét s6 thuat ng mang y nghta danh riéng trong pham
vi ap dung.

Déc quyén

"Bdc quyén” chi ra cac khai niém khdng dwoc dinh nghia trong bé tiéu chudn nay va’hodc ndm ngoai
pham vi ctia b tiéu chuén nay.

B4t budc/Yéu ciu/Khuyén nghi/Tuy chon

Mbt muc tiéu cia CPA I dinh nghia mét tap I6i cac chic nang ma phai co dbi v&i bén phat hanh trong
moi cong viéc trién khai CPA. Cac yéu cu téi thidu va tuy chon cla bén phat hanh lién quan dén céc
hang muc bét budc ctia EMV va CCD trong phén bd sung yéu cu xac dinh céc hé théng thanh toan phai
cé dbi voi tht ca bén phéat hanh.

T4t ca cac chirc nang khac 1a tdy chon va khéng duoc yéu ciu.

Nhidu tinh nang dugc yéu ciu cé hd trg bdi viéc trién khai CPA khdng 1a bat budc st dung b&i bén phat
hanh. Tiéu chudn ndy dac ta cac yéu céu dbi véi viéc trién khai ddic t CPA.

» Céc chirc ndng nay la tly chon vo&i bén cung cép tng dung dé trién khai dwoc goi la tdy chon-
trién khai, va chirc ndy cb dac tinh 1a tinh tay chon-trién khai. Néu da trién khai, viéc bén phat
hanh Iwa chon khi nao st dung chirc nang do;

» C4c nang nang |2 ty chon d6i v&i bén Phat hanh duoc goi 1a tuy chon-bén phét hanh va chirc
nang nay c6 dic tinh la tinh tuy chon-bén phat hanh.

Cac thuat nglr sau day dugc sir dung dé chi ra cac khac biét nay.

Bang 1 - Thudt ngi? cho chirc ning dwoc yéu cdu va tuy chon

bat budc yau cAu téi thidu déi véi CPA
dwoc yéu cdu

phai

tuy chon-bén phat hanh

nén chirc nang dwgc khuyén nghj

tiy chon c4c chirc ndng va phan & di¥ liéu chon loc
co thé
tiy chon-tri&n khai

CA4c thi trrérng c6 thé tly chinh cac ting dung thé clia ho cao hon cac nhu cAu tdi thidu théng qua chap
nh&n cac chirc nang tly chon va thdng qua quy trinh x& Iy ddc quyén. Quy trinh xte ly doc quyén, tuy
nhién, khdng dwoc déi 14p véi kha ndng twong tac toan ciu.

Thé/Mach tich hop

Theo théng thudng, thuat nglr "thé" dwoc st dung d& md ta cac chirc nang dugc thiec hién bdi ting
dung CPA trén thé. Khi can thiét phan biét ban than thé chip d6 va cac tinh ndng thé khac nhw dai ti, thi
thuét ng "mach tich hgp" dwgc str dung.
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6 Cac quy trinh xtr ly chirc nang
Phén nay cung cAp mét cach téng quét vé tirng didu co trong bé tidu chudn TCVN 11198. D& cung cép
mdt cach rd rang cac yéu cau tir EMV (bao gdm ca CCD) c6 thé dwoc thé hién hoic tai tao lai trong bd
tiéu chuan TCVN 11198 nay nham cung cip mdt déc ta ng dung toan dién.
Dé dé dang sir dung, tirng diéu quy trinh xt Iy chirc ndng dwoc cu tric nhw sau:

* Muc dich — Binh nghTa chirc nang clia quy trinh;

« Trinh tu thye hién — Vach ra quy trinh wu tién cdn thém vao trong cac hanh déng da biét truéc
do lién quan dén chirc nang nay, va cac chudi xt Iy nhd cdn thém vao trong cac hanh dong da
biét tai twong lai o lién quan d&n chirc nang nay;

o Dir ligu thé - Cung cap mdt mé ta ngén gon vé dir lidu trong thé hé tro chirc nang:

»  Quy trinh xt Iy 1&nh — Cung cdp mdt mé ta ngan gon vé cac lénh dwoc st dung dé hd tro chirc
nang va chirc nang clia quy trinh chirc ndng. Néu c6 mét sé Iénh hoac chire nang nay bén trong
mdt quy trinh, thi ching phai dwoc ligt ké riéng ré:

e Biéu db ludng chirc nang — Tai day cung cip mét ludng mau @& minh hoa cach thdrc ma mét chire

néng dwge trién khai;

CHU THICH Céc bidu ad ludng thé hign quy trinh xi¥ Iy va c6 thé khéng bao gbm tét ca cac bwére phai thyc
hién. Cho phép ca cac ludng xi¥ Iy khac nhirng ¢6 ciing két qua;
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Thw muc tai liéu tham khao
[1] EMV Book 1, EMV Integrated Circuit Card Specifications for Payment Systems, version 4.1, Book
1, Application Independent ICC to Terminal Interface Requirements, May 2004 (EMV Quyén 1).
[2] EMV Book 2, EMV Integrated Circuit Card Specifications for Payment Systems, version 4.1, Book
2, Security and Key Management, May 2004 (EMV Quyén 2).
[31 EMV CPS, EMV Card Personalization Specification, version 1.0, June 2003.;
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