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TCVN 11367-4:2016
L&i néi dau
TCVN 11367-4:2016 hoan toan twong dwong véi ISO/IEC 18033-4:2011,

TCVN 11367-4:2016 do Cuc Quan ly mat ma dan sy va Kidm dinh san phdm mat ma bién soan, Ban
Co véu Chinh phi d& nghj, Téng cuc Tiéu chudn Do lwdng Chét lwgng thdm dinh, BS Khoa hoc va
Cng nghé cong bé.

Bd tiéu chuln TCVN 11367 COng nghé thdng tin — Céc ki thust an todn — Thudt todn méat m& gdm 04
phin: _

- TCVN 11367-1:2016 (ISO/IEC 18033-1:2015) Cdng nghé théng tin — Cac k¥ thuat an toan — Thuat
toan mét ma —~ Phén 1: Téng quan.

- TCVN 11367-2:2016 (ISO/IEC 18033-2;2006) Céng nghé thdng tin — Céc k¥ thuat an toan — Thuat
toan mét ma — Phén 2: M4t ma phi dbi xteng.

- TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) Céng nghé thdng tin — Cac k§ thuat an todn — Thust
toan mét ma — Phan 3: M3 khéi.

- TCVN 11367-4:2016 (ISO/IEC 18033-4:2011) Céng nghé théng tin — Cac k§ thuét an toan — Thuat
toan mat ma - Phén 4: Ma dong.
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Gidi thigu
Tiéu chudn nay ciia bd TCVN 11367 (ISO/IEC 18033) bao gém cac thuat toan ma dong. Ma dong la co

ché ma héa s dung khéa dong dé mé héa ban rd theo cach tirng bit hodc tirng khéi. Cé hai loai ma
dong: ma dong déng bd, trong d6 khéa dong chi dworc tao ra tir khéa bi mat (va véc to khéi tao) va ma
dong tw ddng b, trong d6 khoa dong dworc tao ra tir khoa bi mat (va véc to khéi tao). Tiéu chuén nay
ctia bé TCVN 11367 (ISO/IEC 18033) mé ta ca hai bd tao sé gia ngdu nhién dé sinh ra khoa dong va
ham déu ra két hop khéa dong véi ban ré

Tiéu chudn nay cta bé TCVN 11367 (ISO/IEC 18033) bao gém hai ham dau ra:

- Ham @Au ra cdng nhj phan; va

- Ham @4u ra MULTI-S01.

Tiéu chulin nay clia by TCVN 11367 (ISO/IEC 18033) bao gdm nim b tao khéa dong chuyén dung:

- B tao khba dong MUGI;

- Bf tao khéa dong SNOW 2.0;

- B§ tao khéa dong Rabbit;

- BY tao khéa dong Decim*?; va

- B§ tao khda dong Kcipher-2(K2).
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TIEU CHUAN QUOC GIA TCVN 11367-4:2016

Coéng nghé thoéng tin - Cac ky thuat an toan - Thuat toan mat ma -
Phan 4: Ma dong

Information technology - Security techniques - Encryption algorithms - Part 4: Stream ciphers

1 Pham vi ap dung

Tiéu chuln nay clia bd TCVN 11367 (ISO/IEC 18033) quy dinh
a) Ham dau ra dé két hop mot khoa dong véi ban rd,
b) B6 tao khéa dong dé sinh khéa dong, va

¢) Dinh danh @i twong dwec gan cho bd tao khoa dong chuyén dung phii hep véi tiéu chuén ISO/IEC
9834.

CHU THICH 1 Danh s&ch dinh danh déi tegng dugc gén dua ra trong Phu lyc A,
CHU THICH 2 BAt ky thay @8i ndo clia dic 13 cac thuat todn nay lam thay @i hanh vi chirc nang s& dan dén thay ddi ddi

twgng dinh danh gén cho thuét toén cd lién quan.

2 Tai liéu vién dan

Céc tai liéu vién dan sau rat cAn thiét cho viéc 4p dung tiéu chuan nay. Déi véi céc tai liéu vién dan ghi
nam cong bé thi &p dung phién ban dugc néu. Déi véi cac tai lidu vién dan khong ghi ndm céng bé thi
ap dung phién ban mai nhat, bao gdm ca céc stra ddi, bd sung (néu cd).

ISONEC 18033-1, Information technology — Security techniques — Encryption algorithms — Part 1:
General

3 Thuéat ngir va dinh nghia
Trong tiéu chudn nay &p dung céc thuét ngir va dinh nghfa duwéi day:

341
Big-endian (big-endian)
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Phwong phép lwu trir cac sé nhidu byte voi byte trong sé cao nhét tai céc dia chi by nhé thap nhat
[ISO/EC 10118-1:2000)

3.2

Ban ma (ciphertext)

Dir liéu 42 dwgc bién @i @& gidu théng tin chiza trong 46
[ ISO/IEC 10116:20086]

3.3
Tinh bi mét (confidentiality)

Thudc tinh ma théng tin khdng & dang sn sang hodc bi tiét 1§ cho ca nhan, thyc thé ho&ic quy trinh
khéng dugc phép

3.4

Tinh toan ven dir ligu (data integrity)

Thudc tinh ma di liéu khéng bj thay d8i hodc phé hdy mét c4ch trai phép
[ISO/IEC 9797-1:2011]

35

Giai ma (decryption)

Phép toan nguwec véi phép ma héa twong (ng
[ISO/IEC 10116-1:2006]

3.6
Ma héa (encryption)

Phép bién ddi (kha nghich) di liéu bdi thuat toan mat ma dé tao ra ban ma, tirc 1a gidu ndi dung théng
tin cta di liéu.

[ISO/IEC 9797-1:2011]

3.7
Gia tri khéi tao (initialization value)
Gia tri st dung trong viéc xac dinh diém khdi dAu cGa qua trinh ma héa

3.8
Khoa (key)

Day céc ki hiéu didu khién s van hanh clia cac phép bién ddi méat ma (vi dy, phép ma hoa, gidi ma,
tinh todn ham kiém tra mat ma, tao chi¥ ky sb ho3ic xac thue chir ky s6)

8
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[ISO/EC 11770-1:2010]

3.9

Ham khéa déng (keystream function)

Ham nhan dau vao 12 trang thai hién tai cha bd tao khéa déng va (tly chon) mdt phédn cda ban ma
duoc tao ra tredre d6 va cho dau ra 1a phan tiép theo clia khéa ddng.

3.10

Bd tao khéa ddng (keystream generator)

Qui trinh dyra trén trang thai (nghia 1a may trang thai hiru han) nhan dau vao 12 mét khoa, mét véc to
khé&i tao va ban ma néu cin thiét, va dwa diu ra la mot khda dong (nghia la day tudin ty cé4c bit hodic
céc khéi bit ) cd do daituy yv.

3.1

Ma khéi n bit (n-bit block cipher)

M3 khéi véi tinh chét la cac khéi cia ban ré va ban mé déu cé d dai n bit

[ISO/EC 10116:2006]

312

Ham chuyén trang thai tiép theo (next-state function)

Ham nhan diu vao |4 trang thai hién tai clia bd tac khda dong va (tly chon) mdt phén cia ban ma
dwroc tao tnréc 46, va duwa du ra la mét trang théi méi clia bd tao khéa dong.

3.13

Ham d4u ra (output function)

Ham két horp khéa ddng ma ban rd dé tao ban ma

CHU THICH Ham nay thyc hién phép XOR tirng bit.

314

Bém (padding)

Bit m& réng dinh kém cho xau dir ligu
[ISO/EC 10118-1:2000]

3.15

Ban ré (plaintext)

Théng tin chua dwegre ma héa
[ISO/IEC 9797-1:2011]
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3.16

Khoda bi mét (secret key)

Khéa st dung cho k¥ thuat mat mé déi xbng va duoc ding bdi mét tap thye thd xéc dinh
[ISO/IEC 11770-3:2008])

317
Trang thai (state)
Trang thai bén trong hién tai clia bd tao khba dong

4 Ky hidu va chir viét tit

4.1 Ky hiéu

Ox Tién té cho cac gi4 trj thap luc phan.
(0] Bién 7bit ma 0 dwoc gan cho méi bit.
AND Phép toan logic AND tirng bit.

AmifY} Bit thir ¥ clia thanh ghi Am® trong KCipher-2 (K2).

a Céc bién trong trang thai trong cla bd tao khéda dong.
b; Cac bién trong trang théi trong cha bd tao khoa ddng.
CFB Ché d% phan hbi ma khéi

CTR Ché a5 bd aém clia ma khéi.

G Khéi ban ma.

D; Hang sé 64-bit dwgc s dyng cho MUGH.

ex Ham ma hoa ma khéi abi x(rng st dung khéa bi méat X,
F Ham con duge sir dung cho MUGI.

FSM Ham con dwge str dung cho SNOW 2.0,

GF(2") Trudng hiru han gdm c6 20 phén tir.

GF(2)x] Vanh da thiec trén trwdng hiru han GF2»)

Init Ham tao trang thai khdi tao trong ctia bd tao khéa dong.
w Véc to khéi tao.
K Khéa trong dwec str dung cho KCipher-2 (K2).

10
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Khéa

Ham con dwge sir dung cho MUGH.

Ham chuyén trang thai tiép theo clla bd tac khéa dong.

Ham phi tuyén sir dung cho KCipher-2 (K2).

Do dai khéi.

Ché d phan hdi dau ra ma khéi.

Phép toan logic OR tirng bit.

Ham d3u ra két hop khoa dong va ban rd dé tao ban ma.
Ban rd.

Khéi ban ré.

Dau vao bd sung cho bién Out.

Ham con dwge st dung cho MUGI.

Ham khéa dong clia b tao khéa dong.

Béang tra ctru st dyung cho MUGI va SNOW 2.0.

Ham con dugc sle dung cho KCipher-2 (K2).

Trang thai trong clia bé tao khda dong.

Ham con dugc si¥ dung cho SNOW 2.0.

Khoa dong.

Khéi khéa dong.

Bang tra clru dwee st dyung cho SNOW 2.0.

Béng tra ciru véi chi sé 0 dwge siv dung cho KCipher-2 (K2).
Bang tra clru v&i chi 86 1 duwrge sik dyung cho KCipher-2 (K2).
Bang tra clru véi chi sé 2 dugc sir dung cho KCipher-2 (K2).
Bang tra ctru v&i chi sé 3 duwge st dung cha KCipher-2 (K2).
Béng tra ci¥u nghich ddo dwgc str dung cho SNOW 2.0.

Ham con dugc si¥ dung cho MUGI.

"
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A Ham con dwee stk dung cho MUGI.
[x] Céc s6 nguyén nhé nhét I&n hon hodic bing sé thye.
- Phép toéan bu tirng bit.

Phép nhén da thire.
I Phép ghép cac xau bit.
+m Phép cdng sb nguyén modulo 2.
@ Phép toan XOR (OR loai trir) tirng bit.
® Phép nhan cac phan tl trong treéng hiru han GF(2»).
B Phép cdng modulo
Kpt Phép dich tréi #bit trong thanh ghi »-bit.
PO Phép dich phai #bit trong thanh ghi »-bit.
WKyt Phép dich vdng sang trai £ bit trong thanh ghi n-bit.
»H, t Phép dich vong sang phai £ bit trong thanh ghi n-bit.
4.2 Cac ham

4.2.1 Ham cét trai céc bit

Phép toan Iya chon j bit bén trai ctia mang A = (ag, ay, ..., @m-1) 4& bao ra mdt mang jbit va duwgc viét
(~A) = (ag, a3, ., 8j-1)

Phép toan xac dinh véil < j<m.

Xem trong ISO/IEC 10116:2006.

4.2.2 Phép toan djch
Phép toan dich dwoc xac dinh nhw sau: Cho mét bién n-bit X va bién k-bit V trong 6 1 < k < n, tac
dung cia ham dich @é tao ra bién n-bit

Shifte(XIV) = (Xx, Xg41s s Xn=1, Vs V10 e V) (K <)

Shlftk(X|V) = (Uo, Vs enes vk—]_) k= n)

Két qua sy dich chuyén céc bit ctia mang X sang trai k vi trl, bd di x, %y, ..., Xx—; VA dura vao bén phai
nhat mang V k vi trf clia X. Khi k = n thi hoan toan thay thé X b&i V.

Xem ISOAEC 10116:2006.

4.2.3 Bién I(k)
12
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Bién (k) 14 mét bién k-bit ma méi bit dwec gan gid tri 1.
§ Khung cho mi déng

Didu nay bao gém mé ta mirc cao nhit cla khung cho ma dang dugc quy dinh trong phan ndy clia bd
TCVN 11367 (ISQ/IEC 18033). M6 ta chi tiét cia md hinh tdng quat cho ma déng dwec quy dinh tai
diéu 6. M4 déng dwgc quy dinh trong tiéu chudn nay clia bd TCVN 11367 (ISO/IEC 18033) duwgc xac
dinh bdi cac déc ta clia cac quy trinh sau;

a) Bd tao khéa dong, c6 thé 1a:
- B tao khda dong ddng bd, hodic
- B tao khéa déng t ddng bé.

CHU THICH 1 Cac Ché 89 hoat ddng clia m& khdi 14 phirong phap ma m& khéi c6 thé dwec sir dyng d& x8y dipng mot bé taoc
khoa déng. Cac ché d6 nay dwge chun héa trong tidu chuln ISOAEC 10116 va ¥ nghia clia cdc ham dwge sz dyng trong
dic ta dwrge xéc dinh trong 6.2.1 va 6.222.

CHU THICH 2 M& khéi dugce dinh nghia trong tidu chuln nay ciia bd TCVN 11367 (ISO/IEC 18033).
b) Ham dAu ra, ¢6 thé 1a:

- Ham du ra cdng nhj phan, hodic

- Ham d4u ra MULTI-SO01.

6 M5 hinh tdng quat cia mi dong
6.1 Cac b tao khda dong
6.1.1 B tao khéa dong déng bd

B6 tao khéa déng dong bd la may trang thai hiru han dugc dinh nghia nhie sau:

a) Mot ham khdi tao, Init, nhan diu vao khda K va véc to khdi tao IV va cho diu ra mét trang théi khéi
tao Sy cho bd tao khéa dang. Véc to khdi tao cin dwgc lwa chon dé khong bao gi¢r ¢4 hai théng béo
duwge ma hda slr dung ciing khéa va cling véc to khéi tao IV.

b) Ham chuyén trang thai tiép theo, Next, nhan ddu vao la trang thai hién tai cla bd tao khéa dong §;
va dwa ra trang thai tiép theo cia bd tao khéa dong Si..

¢) Ham khéa dong, Strm, nhan dau vao 1a trang thai clia bd tao khéa dong S, va dwa ra khdi khéa dong
Z

Khi bd tao khda déng ddng b 14n diu khdi tao, né s& nhap vao mét trang théi khdi tao S, dwec xac
dinh béi;

So = Mit{{V,K)

Theo nhu chu bd tao khéa dong ddng bo s8, voi i=0, 1,...
a) Bwa ra khéi khoa doéng Z; = Strm(S;. K).

b) Cap nhét trang thai may S;,.; = Next(5;, K).

13
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Vi vay, 88 x4c dinh bd tao khéa dong ddng b chi can xac dinh ham Init, Next va Strm, bao gdm ca @6
dai va bang chi céi clia khba, véc to khdi tao, trang thai va khéi diu ra.

6.1.2 B tao khéa dong ty déng bd
Viéc tao ra khéa dong cho ma déng ty ddng bd chi phy thude vao ban ma trwdce, khéa va véc to khdi
tao. Mé hinh téng quét cho bd tao khéa dong cho mé ddng tw dbng bd duwgc xéc dinh:

a) Ham khdi tao, Init, nhan dAu vao |1a khéa K va véc to khdi tao IV va dua ra dAu vao trong cho b tao
khéa dong S va khéi bdn ma gid r €_,C_,, ..., C--.

b) Ham khéa dong, Strm, nhan d&u vao Sva khéi ban ma rC_,,C_y, ..., C—, va dura ra khéi khéa ddng Z.

D& x4c dinh bd tao khéa ddng t ddng bé chi can thiét xac dinh sé lvgng cac khéi phan hdi rva ham
Initva ham Serm.

CHU THICH Ma dong ty ddng bd khac véi ma ddng ddng b & chd khoa déng chi phy thudc vao ban mé tneée, véc to khdi
tao va khoa, nghia I bd tao khba déng hoat ddng trong kigu khing trang thai. Két qud 14, sy gidi ma cho mét ma nhu viy cb
thd khoi phyc tir s mét mat clia ddng b hda sau khi nhan dwoc ddy di cac khéi ban ma. Pidu nay cling ¢6 nghfa 12 cac
phuong phép tao khoa dang phy thudc vao ham d4u ra dwge lya chon Out, ma dién hinh 12 phép todn XOR tirng bit.

6.2 Cac ham ddu ra

6.2.1 Md hinh tdng quat ciia ham diu ra

Piéu 6.2 chi rd hai ham d4u ra ma dong, nghia 13 cac k§ thuat dwee s dung trong ma déng dé két hop
khéa dong véi ban rd dé nhan dwoc ban ma,

Ham dAu ra cho ma déng ddng bd hodc t déng bd 1a ham Out két hop khéi ban ré £, khéi khéa dong
Ziva mét s6 dAu vao khéc R néu cin thiét @& dua ra khéi ban ma ¢ (i = 0). M6 hinh tdng quét ctia ham
dAu ra ma dong dwgc xac dinh:

M4 héa khéi ban 16 £, bing khéi khoa dong Z xac dinh nhuw sau:
C; = Out(P,, Z,, R)

Va gidi ma khéi ban ma ¢, béng khéi khéa dong Zx4c dinh nhw sau:
P; = Qut™(P, Z,,R).

Ham d4u ra phai dap (g cho bét ky khéi khoa dong Z;, khéi ban rd P; va d4u vao khéc R,
Py = Out™(0ut(P, Z;,R), Zi, R).

6.2.2 Ham d4u ra cdng nhj phan

Ma doéng cdng nhj phan la ma déng trong 6 khdi khéa dong, khéi badn rd va khéi ban ma Ia chc xAu cac
s nhj phan va phép toan dé két hop ban ré véi khéa ddng Ia phép toan XOR tirng bit. Phép toan Out
c6 hai dau vao va khéng sir dung bét ky théng tin b8 sung R dé tinh todn. Cho n 1 dd dai bit cla A,
Ham nady xac dinh nhw sau:

Out(P;, Z;, R) = P®Z;
Phép toan Out=? xéc djnh nhu sau;
14
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0ut™(C;, Z;, R) = C;®Z,

CHU THICH Hé ma dong cdng nhj phan khdng cung ¢ip bit ki tinh bio vé tinh toan ven cho di¥ ligu duge ma hoa, Néu cb
y&u cAu tinh toan ven cho diF lidu thi hodc 13 st dung ham d3u ra MULTI-S01 hodc ¢b co ché toan ven rigng bidt, chidng han
MAC, nghta 14 M xée thire thang béo {cor ché nady dwee quy dinh trang tigu chun ISOAEC 9797).

6.2.3 Ham d4u ra MULTI-S01

a) M4 hinh téng quat clia MUTIL-S01

MULTI-S01 |2 ham d4u ra cho ma déng ddng bd hd tror ¢a tinh todn ven va tinh bi méat cla dlr liéu.
Phép toan ma héa MULTI-S01 phi hop @& sir dung trong méi trwdng trye tuyén. Tuy nhién, phép toan
gidi ma clia MULTI-S01 ¢6 thé chi thyc hién trong tinh hudng ngoai tuyén, nhw kiém tra tinh toan ven
chi dwoc thye hién sau khi nhan dwoc tAt cd cac khéi ban ma. MULTI-S01 c6 mét tham sé an toan n.
Viéc tinh toan ddu ra phu thudc vao sy Ia chon triedmg GF(27), tic 1a phy thude vao lya chon da thirc
bAt kha quy bac n trén trwedng GF(2»). Ham MULTI-S01 chi chdp nhén thdng béo c6 chidu dai 1a bdi sé
clia n. D& ma héa thong diép c6 chidu dai khang phai 14 bdi cla n, yéu cAu sl dung thém co ché dém
Pad(M).

CHU THICH Viéc d thira R drgc tao ra theo cach ma ngudi giri va ngudi nhan chia sé né. R 6 thé 1a mdt gia tri cdng khai
¢b dinh nhur 0x00..0.

b) Hdm ma héa Out(P,R, Z)

PAu vao: ban rd P nu- bit, khéa dong Z = (Z,, Zy, ...). Trong d6 Z & cac khéi n-bit, dva thira R n-bit.
Daura: BAnma C

1) LAy ¢1a gia tri th&p nhat clia i (i = 0) sao cho Z; # 00V,

2) LAy (Py, Py, ... P,_1) = P, trong @6 P, 1a khéi n-bit

)PP, = Zpuss-

4) Dét Py =R.

5) Béi v&i mdi P;, thure hién cac phép tinh sau (véi i = 0,1,..,.u+1);

-Lay W, = P®Z;1101.

- Ly X, = Z,@W, (trong trudng GF(27)).

- LAy C; = X,@®W,_, trong d6 W;_, 1a gia tri Wcha khéi /-1 trwde 86 va W_y = 0.
~DAC=Coll Cy Il -+ Il Cysy.

-Bwara C

Hinh 1 mb ta so @3 khéi cha ham Out

15



TCVN 11367-4:2016

Pu-l 'Pu(=z.-+ur}J Pu+| (=R]

Hinh 1 — Ham Qut ctha ché a MUTIL-S01

CHU THICH 2 Ba thirc bt kha quy dugc sir dung d& x4c dinh phép nhan trong tneéng phy thudc vao a. Vi dy, trong tnrdmg
hop n= 64 va 128, c6 thd sl dyng da thoc bAtkhd quy x** +x* + ¥ +x +1vAx1B +x7 +x3 +x + 1.

c) Hamrgiai m& Qut~1(P,Z,R)

DAu vao: bdn ma Cd dai n.wbit, khda dong Z duwr thira R 3 dai r-bit.
Dau ra: bdn rd Phodc “tir chdf.

1) LAy ¢1a gié trj thp nhét clia i (i = 0) sao cho Z; # 00V

2) LAy (Co,Cy, ... Cy_q) = C, trong db C; 13 khéi n-bit

3) i véi méi C;, thyre hién cac phép tinh sau (véi i=0,1,...v-1):

- LAy X; = C;@®W,_,, trong do6 W_, = 0,

- L&y W, = Z;1®X, (trong tredng GF(21)).

- L&y P, = Wi®Z,, 144

4)NEU P, ; =Zpyyy VAP, =R, duaraP =P, || Py |l - || P,_s |a bdn rd. Néu khong, dua ra bidu
twgng ddc biét nghia la “tir ché" ma khéng c6 bat ky viin ban nao.

Hinh 2 mo ta so dd khéi clia ham out™?

Hinh 2 — Ham Out~! ciia ché 44 MULTI-S01

d) Co ché Gém Pad(M)
16
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Chi khi d§ dai cua théng bao du vao khéng phai 1a bgi sb clia n, co ché dém Pad(M) sau day dugc
thyre thi:

Déu vao: Xau M 49 dai (nv+c)-bit, trong d6 v Ia s6 nguyén khong amva 0 < c < n.
Pau ra: ban rd P dugc Gém

1) Bém xau bit “1* vao cubi thong bao.

2) Bém xau 01 @9 dai (n-c-1)-bit vao xau dwgc tao béi budc a).

3) Bura ra todn b xau co o dai (nv+n)-bit.

CHU THICH 3 Néu d% dai clia thdng bao 12 bdi 8 clia n, trong méi tnrdng d0 dai khang phai 1a nhét dinh nhu vay, co ché
dém nay dwgre khuyén khich,

CHU THICH 4 B4 bd d&m clia théng béo, loai bd lién tiép bit 0 & phin cudi clia di¥ lidu va loai bd céc bit “1".

7 Xay dwng bd tao khéa dong tir ma khbi
7.4 Céac ché dd ma khdi cho bd tao khéa dong ddng bd
7.1.1 Ché d OFB (Piu ra phan héi) va CTR (B9 dém)

Bidu 7.1 quy dinh hai ché dd mi khéi -bit cho bd tao khda dong ddng bod. D6 1a, ché do OFB (Péu ra
phan hdi) va ché do CTR (BO dém) clia ma khéi e, r-bit.

7.1.2 Ché 45 OFB

Ché 46 OFB dugc xac dinh bai mot tham sb r, 1 < r < n, 13 kich thuée cOa khdi ban rd va ban ma,

Véc to khdi tao V14 xau n-bit. 7V sé duoc tao ra khac nhau cho hai qua trinh mé héa véi cing mét
khéa K. Ham Init, Nextva Strm dugc quy dinh nhw sau:

- Init(IV,K)=1V.

- Next(S;, K) = ex(S;).

- Strm(Sy) = (r ~ Sp).

CHU THICH Init(1V,K) = IVtwong dwong véi So= V.

Trong trwéng hop clia ché dé OFB, ham dAu ra cdng nhj phan duge xac dinh trong 6.2.2 dwgc st
dung. Hinh 3 mé ta so @3 khéi clia bd tao khoa dong dua trén ché 4o CFB.

17
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Hinh 3 — Tao khéa dong dia trén ché d OFB

7.1.3Ché dp CTR

Ché a6 CTR dwgc xac dinh bang mét tham sé r, 1 < r < n, 12 kich thwéc clia khéi ban rd va ban ma.

Véc to khéi tao /V1a xau n-bit can dwoc dam bao ring S; # S/ cho hai khoa dong Sy, S5, Sz, .. VA
50,51, 53, ... ugre tao ra véi cng moét khda K Ham fnit, Next va Strm duge xéc dinh nhw sau:

- Init(IV,K) = IV,

- Next(S;,K) = §; + 1 mod 2™.

- Strm(Sy, K) = (r ~ ex(S)).

CHU THICH Mit(1v, K) = IV teang duong véi Sa= IV,

Trong trwérng hop clia ché @3 CTR, ham d3u ra cdng nhj phan dwgce xac dinh trong 6.2.2 duwgc sl
dung. Hinh 4 méd td so dd khéi clia bd tao khba dong dura trén ché d6 CFB.

18
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Hinh 4 - Tao khéa dong da trén ché 46 CTR

7.2 Ché d% ma khdi cho b tao khéa dong tw ddng bd
7.2.1 Gi¢l thigu ché a6 CFB

Ché do CFB clia ma khéi n-bit 14 ma dong tw ddng ba.

7.2.2 Ché d CFB

Ché dd CFB (Phan héi ma) dwec xac dinh vai 3 tham sbé, tlrc 13 kich thwdc jclia by dém phan héi S,
trong 6 n < j < 1024n, kich thwdc bién phan hdi b, trong d6 1 < b < n va khéi dau ra c6 kich thwdc 1,
tongdé1=r=<bh.

CHU THICH 1 Gid tr 5-rcin nhd honb

Véc to khi tao IV cin dugc tao ngéu nhién xau £bit va cling cAn dwgc tao ra khac nhau cho hai mé
héa v&i cung mét khéa K. Ham Jnit, Nextva Strm dwgc xac dinh nhw sau:

- Init(IV.K)=IV.

- Next(S) = Shifty(S|Shift, (I (b)|C)).

- Strm(S,K) = (r ~ ex((n ~ $))).

CHU THICH 2 Init(JV, K) = IV trong dwong véi Se=iV.

Trong treéng hop clia ché o CFB, ham du ra cdng nhj phan dugc xdc dinh trong 6.2.2 dugc str
dung. Hinh 5 md ta so dd khéi clia bd tao khéa dong dira trén ché a4 CFP.
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Hinh 5 — Tao khéa dong dia trén chd 4o CFB

8 B tao khéa dong chuyén dung

8.1 B tao khéa dong MUGI

8.1.1 Gi&i thiéu MUGI

MUGI la bd tao khda dong st dung khoéa bi mét X 128-bit, véc to khdi tao 1V 128-bit va bién trang thai

S (i = 0) bao gdm 19 khéi 64-bit (lvu ¥ ring méi khdi dwoc siv dung théng qua dic ta clia MUGI cho
mbi khdi 64-bit) va dwa ra khéi khbéa déng Z;tai mai IAn I3p clia ham Strm.

CHU THICH B9 tao khéa dong nay ban diu dwoc a8 xult trong [17].
Bién trang thai dwgc chia nhd thanh két hop cia bidn 3-khéi:
Trong @6 a” 12 khéi (voi j= 0, 1, 2) va bién 16-khéi
b = 69,60, ...,6D),
Trong 6 b 1a khéi (véi j= 0, 1,..., 15)
Ham Init, Gugc xé4c dinh chi tiét trong 8.1.2, nhan dau vao khba X 36 dai 128-bit va véc to khdi tao IV
d dai 128-bit va tao gi4 trj ban d4u clia bién trang théi S, = (2@, 5©)),
Ham Next, dugc xéc dinh chi tiét trong 8.1.3, nhan d4u vao bién trang théi 19-khéi S; = (@®, 5©) va
dAu ra I3 gia trj tiép theo clia bién trang thai S;,, = (a®*D, pU+D),
Ham Strm, dugc xéc dinh chi tiét trong 8.1.4, nhan dAu vao bién trang thai 19-khdi S; = (a®, bD) va
d4u ra 12 khéi khéa dong Z

Lwu ¥ ring ham Next duwgc xac dinh trong cac sé hang clia p1va 4, duee xac dinh twong (rng trong
8.1.5 va 8.1.6. Ham p, dugc x4c dinh trong sé hang cla ham Fdwec xac dinh trong 8.1.7
20



TCVN 11367-4:2016

C6 3 héng sb dwge sl dyng trong MUGI, Dy trong ham khdi tao nit, va Dy, D:trong p,. Ching xac

dinh bai:
Dp= 0x6A09E667F3BCC908,
Dy = 0xBB67AE8584CAA73B,
D>=0x3C6EF372FE94F82B.

8.1.2 Ham khéi tao Init

Viéc khéi tao MUGI dwge chia ra thanh 8 buirde. C4c khéi nira tréi va niva phai clia X dugce biéu dign
tuong (rng bing Ko va Ki. IVova IV; Gugc xac dinh theo cach twong ty. Ham khdi tao /nit nhi sau:

DPau vao: Khéa X 128-bit, véc to khdi tao 7V dd dai 128-bit.

PAu ra: Gi4 tri khéi tao cla bién trang thai S, = (a©@, 5®).

a) D3t khéa K vao thanh phin cla bién trang thai at—*? nhw sau:
- it (Ko, Ky) = K, trong 46 K, 14 64 bit v&i i= 0, 1

-Dital™* = k.

-Datal™ = k,.

- Dt al™*? = (Ky gy I = (K; g4 7)DDy.

D, trong bidu thire trén |4 hing sé (xem 8.1).

b) Véi i= -49, -48,..., -34 G4t a¢*1) = p, (a®, 064, 0(69)), M6 ta clia p xem 8.1.5,

c) V6 1= 0, 1,..., 15 dit b1 = o{~*®

d) Thém véc to khei tao 7V vao trang thai nhw sau:

- Dt IV4||1Vi=1V, trong 46 1V; 12 khéi

-Dital*? = o Pa 1y,

-Patal? = oo ;.

- D3t al*? = a{3V@(1Vy g4 7) B (IVy 44 7)D,.
€) V6i i=-32, -31,..., -17, 44t o) = p, (a®, 0069, 064
f) Dat S_y6 = (@719, p(-16))

g) L&p ham cap nhat Next 16 1an:

Dat Sy = Next'(S_16)

Trong A6 Next!® dai dién cho 16 1&n I&p cla ham chuyén trang thai theo Next.
h) Buara S,

8.1.3 Ham chuyén trang thai theo Next

Ham chuydn trang thai theo clia MUGI dwgc xac dinh 13 sy két hop clia p,va 4,. Ham chuyén trang

théi theo clia MUGI nhw sau:

21



TCVN 11367-4:2016

Dau vao: Bién trang théi §; = (a®@,5®).

PAu ra: Trang thai tiép theo clia bién trang thai S, = (@D, pU+D)y,

- DAt a* V) = p, (af, bf),bﬁ,}). M@ ta chi tiét cla ham p,duwge dwa ra trong 8.1.5.
-Dat bU+D = 2,(b%, al”). M6 ta chi tiét clia ham A,dwec dwa ra trong 8.1.6.

- Dt Syy = (a®D,pH0)

-BPuwara S

8.1.4 HAm khéa dong Strm

Ham khéa dong Strm nhwr sau;
Bau vao: Bién trang thai ;.
DAu ra: Khéi khoda dong Z.
-4t z, = o

-Buwara Z;.

8.1.5 Ham p,

Ham p, nhu sau:

Pau vao: Bién trang thai a®, hai tham sé d6 dai 64-bit wy, w2

Dau ra: Gia trj tidp theo clia bién trang thai o+

- Dét ag"'l] = af).

-Datal™ = af © F(al, wy) ® D,.

-08tal* = o’ @ F(af°, (v, w4 17)) @ D,

- Dwara o+D),

Dy, D714 hdng sb (xem thém chi tiét tai 8.1).

Hinh 6 mé ta so @ khéi clia ham p,. Mé ta chi tiét clia ham Fdwoc dwa ra trong 8.1.7.
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Hinh 6 - Han p, ciia MUGI

8.1.6 Ham 4,

Ham 2, nhv sau:

Diu vao: Bién trang thai b®, tham sé o’ 46 dai 64-bit.
DAu ra: Gid trj tiép theo clia bién trang thai b+,

- B3t b = b, voij #0,4, 10.

-Dat bV = b Ba'.

-0t b = P @ pP

-D3taly? = b @ (b9 <« 32)

Drra ra pU+D),

81.7HamF

Ham Fdung phép toan trén tredng hivu han GF(28). Trong bidu dién da thire, GF(2%) dwyc thye hién
nhw GF(2)[x]/ f(x), trong &6 f(x) 1a da thirc bat kha quy bac 8 dwgc x&c dinh trén trwdng GF(2). Bd
tao khda déng MUGH sir dung da thire bt kha quy sau:

fO=xt+x*+x3+x+1.

Ham F 14 két hgp clia phép cdng khéa (viéc bd sung dir liéu tir mat phin clia bién trang théi 5), phép
bién ddi phi tuyén sir dung ham S, bién ddi tuyén tinh sz dung ma tran M va phép xao trong byte (xem
Hinh 7).

Chung ta biéu dién du vao va d4u ra cho ham Ftwong (ng 1a Xva Y. Khi d6, ham Fxac dinh nhw sau:
DAu vao: hai xau Xva T4 dai 64-bit.

DAu ra: xau ¥ dd dai 64-bit.

X' =X®T
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- D&t (X, Xy, X3, X3, Xy, X5, Xg, X7) = X' trong 40 X; 12 xau c6 4§ dai 8-bit
-D3tP = Sp(X)véii = 0,1,..,7.
-DatP = Pl Py || P2 ]| Ps.
-Dét Pr = Py || Ps || Psll Py,

-Dat @, = M(P,).
- DAt Qr = M(Pg).

-4t (G0, 01,Q2.03) = Q,.
-DEt (04,05, 06, Q7) = Qg .,
-DatY = Q4 ll Qsll Q211 Q311 Qoll Q111 Qsll @

-Braray.

Hinh 7 mé ta so dd khéi clia ham F

X'
v \ r A 4 h 4 v 4
SUB SUB SUB suB SUB SUB SUB sus
l v v l l l l
M

8.1.8 Ham S;

24

Hinh 7 - Hdm Fcaa MUGI




TCVN 11367-4:2016

Ham Sg 1& ham ndi tai clia ham £, Ham S, o6 thé dugc md ta biing céch sir dyng bang thay thé. Trong
tredrng hop nay, ham S nhwe sau:

DPAu vao: xau x 4 dai 8-bit

DAu ra: xau y dd dal 8-bit.

- Dty = SUB[x]

-Bwara y

SUB stz dyng trong ham Sj 12 thay thé nhw sau:

SUB[256) = {
0x63,0x7¢c, 0x77,0x7b, 0x£2, 0x6b, 0x6£, 0xc5, 0x30, 0x01, 0x67, 0x2b, Oxfe, Oxd7, Oxab, 0x76,

Oxca,0x82, 0xc9,0x7d, Oxfa, 0x59, 0x47, 0x£0, Oxad, Oxd4, Oxa2, Oxaf, Ox9¢c, Oxad, 0x72, Oxc0,
0xb7,0x£fd, 0x93, 0x26, 0x36, 0x3£f, 0x£f7, Oxcc, 0x34, Oxa5, Oxe5, 0x£f1, 0x71, O0xd8, 0x31, 0x15,
0x04,0xc7,0x23,0xc3,0x18,0x96,0x05,0x%a,0x07,0x12,0x80, Oxe2, Oxeb, 0x27,0xb2,0x75,
0x09,0x83, 0x2¢, Oxla, Oxlb, 0x6e, 0x5a, 0xal, 0x52, 0x3b, 0xd6, Oxb3, 0x29, 0xe3, 0x2f, Ox84,
0x53, 0xdl, 0x00, Oxed, 0x20, 0xfc, Oxbl, 0x5b, 0x6a, Oxcb, Oxbe, 0x39, Ox4a, Oxdc, 0x58, Oxcf,
0xd0, Oxef, Oxaa, Oxfb, 0x43, 0x4d, 0x33, 0x85, 0x45, 0xf9, 0x02, 0x7£f, 0x50, Ox3c, 0x9f, Oxas8,
0x51, 0xa3,0x40, 0x8£, 0x92, 0x9d, 0x38, 0x£5, Oxbc, Oxbé, Oxda, 0x21,0x10, Oxf£f, 0x£3, Oxd2,
Oxcd, 0x0¢, 0x13, Oxec, Ox5£, 0x97, 0x44,0x17, Oxcd, OxaT7, 0x7e, O0x3d, Ox64, 0x5d, 0x19,0x73,
0x60,0x81,0x4f, Oxde, 0x22, 0x2a,0x90, 0x88, 0x46, Oxee, Oxb8, 0x14, Oxde, 0x5e, 0x0b, Oxab,
Oxe0,0x32, 0x3a, Ox0a, 0x49, 0x06, 0x24, 0x5¢, Oxc2, 0xd3, Oxac, 0x62, 0x91, 095, Oxed, 0X79,
Oxe7, 0xc8, 0x37, 0x6d, Ox8d, 0xd5, Oxde, Oxa9, 0x6c, Ox56,0x£f4, O0xea, Ox65, 0x7a, Oxae, Ox08,
Oxba,0x78,0x25, 0x2e,0xlc, 0xa6, 0xbd, Oxch, Oxe8, 0xdd, 0x74, Ox1f, Oxdb, Oxbd, Ox8b, Ox8a,
0x70, 0x3e, 0xb5, 0x66,0x48, 0x03, 0xf6, 0x0e, 0x61, 0x35, 0257, 0xb9, Ox86, Oxcl, Ox1ld, Ox%e,

Oxel, 0x£8,0x98, 0x11,0x69, 0xd9, 0xBe, 0x94, 0x9b, Oxle, 0x87, 0xe9, Oxce, 0x55, 0%28, Oxdf,

0x8c, Oxal, 0x89, 0x0d, Oxbf, Oxe6, 0x42, 0x68, 0x41, 0x99, 0x2d, 0x0f, Oxb0, 0x54, Oxbb, 0x16}

8.1.9 Ham M

Ham MIa ham ndi tai cGa ham £ Ham M nhw sau;
DAu vao: xau X cb dd dai 32-bit.

PAu ra: xau ¥cb dd dai 32-bit
- YAt (xo. X1, X2.%3) = X, trong d6 x; 14 x&u ¢ a9 dai 8-bit va |a phan tlr clia GF(2?).
- Bt

25



TCVN 11367-4:2016

Yo 0x02 0x03 0x01 0x01)(x,
»|_|ox01 0x02 0x03 0x01||x
¥, | |0x01 0x01 0x02 0x03||x,
¥ 0x03 0x01 Ox01 0x02)\x,

Trong d6 0x01, 0x02 va 0x03 Ia bidu dién thap lyc phan cla cac phin tir cla tredng GF(28).

~DatY =yoll yy M y2 B ys.

-PuaraY.

8.2 B tao khéa dong SNOW 2.0
8.2.1 Gi&i thidéu SNOW 2.0

SNOW 2.0, trong phén tiép theo chi don gidn ky hiéu [a SNOW, 1 b tao khéa déng sl dung nhw 1a
dau vao khéa bl mat X c6é @6 dai 128 hoic 256-bit va mét véc to khdi tao 7V co 4§ dai 128-bit. Ching
dwroc st dung dé& khdi tao bién trang théi S; (i = 0) bao gdm 18 khéi n= 32 bit. Thir ty bit/byte 12 big-
endian, tre 12 néu khéa va véc to khdi tao dwgc cho dwdi dang mdt ddy céc bitbyte, bit/byte phin
dAu/tan cling bén trai cé trong sb cao nhét clia di¥ ligu twong (rng. B&i v&i mbi 1n 13p ham Strm, 32-bit
khoa ddng Z dwgc tao coi nhw dAu ra.

Bién trang thai SNOW S;bao gbm hai phin. Phin thtr nhét, 16 bién c6 dd dai 32-bit:
a® = (a9,a9,.....,a")
thire hién mét thanh ghi dich phan hdi tuyén tinh (LFSR). Phan th(r hai, 2 bién cé a9 dai 32-bit:
b® = P, by
duy tri trang thai clia may trang thai hiru han (FSM). SNOW dwoc hiéu fa tét nhat véi tham chiéu trong
Hinh 8, trong d6 cho thdy mdt anh chyp, tai théi diém J, bd qua bién phy thudc théi gian (J).

Dhe Dre
a~t o
s odo] [ To] [ [ [T Ta] [ To [
""" .——11-\\ 3 .
e 4 W - Z
bs b FSM
-

Hinh 8 - Bidu d4 cia SNOW

26



TCVN 11367-4:2016

Phép toan SNOW duwrgc xac dinh:

Ham /nit, xac dinh chi tiét trong 8.2.2, nhan @Au vao khéa K ¢6 A9 dai 128 hoac 256-bit va véc to khdi
tao /¥ c6 3 dai 128-bit va tao gia trj khdi tao cla bién trang thai S, = (@, b©®).

Ham Next, dugc xac dinh chi tiét trong 8.2.3, nhan dAu vao 18 bién trang théi S; = (a®,5®) ¢ a6 dai
32-bit va tao dAu ra Ia gid trj tiép theo clia bién trang thai S;,, = (a®*1, pU+1)). Ham Next chay trong 2
ché 6, tuy thudc vao viéc thyc hién I3p 12 mét phin clia viéc khdi tao, hodic, trong ché dd binh thuwdng
cla tao du ra, xem dwdi day.

Ham Strm, dwoc xac dinh chi tiét trong 8.2.4 nhan du vao 13 18 bién trang thai c6 d dai 32-bit
S; = (@©, b®) va tao ra nhur 1a d4u ra khéa dong Z c6 dd dai 32-bit.

CHU THICH 1 D&i véi SNOW, khuyén nghj s Iwong téi da khéa dong dwoce tao ra tir (K1) 14 2% khéa cb 48 dai 32-bit. Gioi
han ndy da dugc liya chon 82 cung cAp bién an toan tét nhét adi voi vide thdm ma va ngy y khdng cb giéi han thye té 4p dung
cac thudt toan.

CHU THICH 2 Bai viét {10] durge tham chiéu cho Iy thuyét ndn tang v& Iy do can bin thiét ké cho SNOW.

8.2.2 Ham khéi tao Init

Ham khdi tao fnit nhiwr sau.

PAu vao: Khda A co dd dai 128 hodic 256-bit, Véc to khdi tao /¥ cd 4o dai 128-bit.

DAu ra: Gia trj khéi tao cha bién trang thai S, = (2@, 5©@).

a) Khdi tao thanh ghi bing théng tin khoa.

- Béi v&i khoa cd 0 dai 128-bit, D3t (K, Ky, Ky, Ko) = K.alsoy = algorg = Kajva
(-34) (-34)

als_j_4 = als,!_u = "'l(Kg_J() Vb’lj =0,123.

- Dbi voi khoa 6 46 dai 256-bit, D3t (K7, K, ..., Ko) = K,a(s>P = K,y va a3 o = (K, ;) véi
j=0,1,..7.

b) D&t S_;; = (a3%),p(-33)) bing

- DAt (IVs, 1Vy, IVy, IVy) = IV.

-Patal™ = oY v6ii=0,1,2,3,4,5,6,7,8, 11,13, 14,

-p# o = oDy o7 = o0y PP = aPV 1,0l = oV B ;.
-D3t b7 = {33 = 62,

) Dat S, = Next32(S_33, INIT), trong d6 Next2 biéu dién cho 32 Ian I3p cla ham Next

d) Sp = Next(S_,).

e) Buara s,

8.2.3 Ham chuyén trang thai theo Next

SNOW c6 hai ché @3 véi ham Next
Pau vao: Bién trang théi 5; = (@@, 5©), mode = (INIT,null}.
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PAu ra: Gi4 trj tiép theo clia bién trang théi $;4, = (@D, bi+D),

a) Bat b\ =7 (b,

b) Bat 5V = p04,, a®

) V6ij=0,1,..,14 dat o\ = of,

d) Néu ché a6 /T, @it el = (ol @ a) @af @ (af) ®a ) @FsM( a2, b(", b"). Néu khong thi,
dat a('ﬂ) (as) ®a) @ag}G} (am ®a"1)

) Sira = (a*D,b0+0)

f)Burara §;yq.

M8 ta clia ham T'va sé hoc truéng hiru han bao gdm thanh phan cé dinh o d& cép twong ting trong
didu 8.2.5v4 8.26.

CHU THICH Hinh @ mé ta so db khdi clia ché d6 INIT cla ham Next.

P

WanY
U
A
A

A 4

1514 an as az ag

Hinh 9 — Ché d4 INIT cia ham Next

‘Pinh nghia ctia han FSM dé cép trong didu 8.2.8.

8.2.4 Ham khéa dong Strm

Ham khéa déng Strm nhw sau:

DAu vao: Bién trang thai S;

Du ra: Khda dong Z ¢ dp dai 32-bit

a) Batz = FsM (a2, b0, 67) @af.

b}Pwara Z;.

8.25Ham T
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Ham 712 ham thay thé, @Zc biét [a hodn vj trén tredng GF(292), dya trén céc thanh phin tir Chudn ma
héa tién tién (AES), TCVN 11367-3:2016 (ISO/IEC 18033-3). Cuéi cung truwdng hiru han GF(28) dwgc
slr dung nhr 1a tredng GF(2)/x] modulo véi da thirc bt kha quy.

fO=x®+x*+x3+x+1.
Va vanh da thire GF(22){y] modulo (y* + 1).
DAu vao: xau wcd 89 dai 32-bit
DAu ra: xdu g= T(w)cd 46 dai 32-bit
a) Dt (w3, wy, wy, Wy = w) trong 86 mbi wy c6 6 dai 8 bit.
b) V&i j=0, 1, 2, 3 &t t; = SUB[w;).

c) Ly t(y)1a da thire t(y) = t3y® + ;32 + t;y + t, trén trudng GF(28){y] trong @6 t; dwgc hiéu nhu 14
mdt phin tir clia GF(28)theo cach ty nhién tj= tigx” + o+ tax + o, 4 trong tredng GF(2)

d) Dt q(y) = c(¥).t(y) modulo (y* + 1), trong d6 c(¥) = (x + 1)y3 + y* + vy + x trén trwdng GF(28)[y].
e) Két hop xau g = (93,92, 91,90) 32-bit v&i két qua trén, g(¥) = q:7° + 02 + 1Y + Qo
fyPraragq.

Lwu ¥ rdng trong buée ), hai da thire dwoc nhan véi nhau trong d6 cac phép todn hé sé-nhan-hé sé
thiec hién trong tredng GF(22) duge xac dinh b&i ham f(x) & trén. Sau @6 két qua dwec rit gon theo
modulo y* + 1.

CHU THICH 1 Hop thé S-box clia AES duge tim thdy trong 8.1.8

CHU THICH 2 Tham khao chi tiét t&i wu héa ndy va mdt sé vén d& khéc tai bai bao [10).

8.2.6 Phép nhén o trong sé hoc trrong hiru han

Dau vao: Xau w c6 do dai 32-bit, dai dién cho phan ti¥ clia GF (232).

Dau ra: Xau w’ cé 46 dai 32-bit, dai dién cho x @w trong trwdng GF(2%2).
a) DAt w' = (w <33 8)D apy,[w >3, 24]

b) Bwaraw’

Ham ayy; dwge xac dinh nhw sau:

apu[256] = {

0x00000000, 0xE19FCF13,0x68973726, 0xBA03F835, 0xD6876E4C, 0x3718A15F, 0xBD10596A, 0Xx5C8F9679,
0x05A7DC98, 0x2438138B, 0x6E30E3BE, 0x8FAF24AD, 0xD320B2D4, 0x32BF7DCT, OxB8BT85F2, 0x59284AE],
O0xOAE71199, 0XERTEDESA, 0x617026BF, 0xB0EFE9AC, OXDCE07FDS5, 0x3DFFBOCE, OXBTF748F3, 0x566887E0,
0x0F40CD01, OXEEDF0212, 0x64D7FA27, 0x85483534, 0xDICTA34D, 0x38586CSE, 0xB2509463, 0x53CF5B78,
0x14672293, 0xFSF8EDBS, 0x7FFO158D, O0x9E6FDAAE, OXC2ECE4CD7, 0x237F83C4, OxA97773F1, Ox4BEB34E2,
0x11COFE03, 0xFOSF3110,0x7A57C925, 0x9BC80636, 0xCT47904F, 0x26D85SF5C, OXACDOAT 69, 0X4D4FG8TA,
0x1E803302, OxFF1FFC11,0x75170424, 0x9488CB37, 0xC8075D4E, 0x29989250, 0xA3906A68, 0x420FASTB,
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0x1B27EF9A, OXFABB2089, 0x70BODA3C, 0x912F17AF, 0xCDR081D6, 0x2C3F4ECS, OXAG3TBOFQ, 0x47TA879E3,
0x2B8CE449F, 0xC951838C, 0x43597339, 0xA2C63CAA, 0XFE492AD3, Ox1FDEESCO, 0x95DELDES, Ox7441D2E6,
0x20699807, OxCCF65714, 0x4 6FEAF21, 0xA7616032, 0xFBEEF643, 0x1A713958, 0x3079C16D, Ox71E60ETE,
0x22295506, 0xC3369A15, 0x49BE6220, OxA821AD33, OXF4AE3B4A, 0x1531F459, 0x9F390C6C, OXxTEAGCITF,
O0x278EB99E, 0xC611468D, 0x4C19BEBRE, OXADS671AB, OxF109E7D2, 0x109628CL, Ox9RSEDOF4, Ox7BO11FE7,
0x3CR96604, 0xDD36A917, 0x573E5122, 0xB6A19E31, OXEA2E0848, Ox0BB1C75B, 0x81BI3IF6E, Ox6026F07D,
O0x390EBASC, 0xDBI1758F, 0x52998DBA, 0xB30642A9, OXxEF89D4C0, 0x0E161BC3, Ox841EE3F6, Ox65812CES,
0x364E779D, 0xD7D1B8B8E, 0x5DDI40BB, 0xBC4 68FA8, OXEOCS19D1,0x0156D6C2, OX8BSE2EF?, Ox6ACLELEY,
Ox33ESABOS, 0xD2766416,0x587ESC23, OxBIE15330, OXES6EC549, 0x04F10A54, OxBEFIF26F, Ox6F663D7C,
0x50358897, OXB1AA4784,0x3BA2BF31, 0xDA3D70A2, 0x86B2EEDE, 0x672D29C8, OXED25D1FD, Ox0CBALEEE,
0x5592540F, 0xB40D931C, 0x3E056329, OxDFIARC3A, 0xB3153R43, 0x628AF550, 0XE8B20D65, 0x091DC276,
0x5AD29905, 0xBB4D561D, 0x3145AE23, OxDODAG13B, 0x8C55F742, 0x6DCA3B51, 0XETC2C064, 0x065D0FTT,
0x5F754596, 0OxBSEABABS, 0x34E27230, 0xD57D3DA3, 0x89F22BDA, Ox686DEACY, 0XE2651CFC, Ox03FAD3EF,
0x4452AA0C, OxASCD651F, 0x2FC59D2A, OXCESAS239, 0x92D5C440, 0x734A0B53, 0xF942F366, 0x18DD3CT5,
0x41F57694, OxA06ABO87, 0x2R6241B2, OxCBFDEEAL, 0x977218D8, 0x76EDD7C3, OXFCES2FFE, 0x1D7AEQED,
Ox4EBSBBY95, 0xAF2A7486,0x25228CB3, 0xC4BD43A0, 0x9832D5D9, 0x79AD1ACA, OxF3ASEZFF, OXTI23A2DEC,
0x4B12670D, OxAABDABLE, 0x20855023, 0xC11A9F38, 0x9D950941, 0x7COACE52, OXFE6023E67, 0x179DF174,
0x78FBCC08,0x9964031B, 0x136CFB2E, 0xF2F3343D, 0xAE7CAZ44, 0x4FE36D57, 0xCSER9562, 0824745471,
0x7D5C10%0, 0x9CC3IDF83, 0x16CB27B6, OxF754E8AS5, 0xABDBTEDC, 0x4A44B1CF, 0XCO4CA5SFA, 0x21D38B6ES,
0x721CDDS1, 0x93831262, 0x198BEA37, OxF81425A4, 0xA49BB3DD, 0x45047CCE, 0xCFOCB4FB, Ox2E934BES,
0x77BB0109, 0x9624CE1A, Ox1C2C362F, 0xFD33F93C, OxA13C6F45, 0x40A3A056, 0xCAABS863, 0x2B349770,
0x6CYCEE93, 0x8D032180, 0x070BDIBS, OXxE69416A6, OXxBA1BE8ODF, 0x5B844FCC, 0xD18CBIFY, Ox301378EA,
0x693B320B, 0x88A4FD18, 0x02AC052D, 0xE333CA3E, OXBFBCS5C47, 0x5E239354, 0xD4236B61, Ox35B4R472,
O0x6673FF0A, 0x87E43019, 0x0DECC82C, OXEC?3073F, 0xBOFCo146, 0x51635E55, 0xDB63AGE0, OxIAF46973,

0x63DC2392, 0x8243ECH1, 0x084B14B4, OxEIDADBAT, 0XBSSBADDE, 0x54C482CD, 0XDECCTAFS, 0x3FS3BSE3};
8.2.7 Phép nhin a1 trong 86 hoc trrdmg hiku han

Déu vao: Xau y cb dd dai 32-bit, dai dién cho phan t{r clia GF(232).

Bdu ra: Xau y c6 48 dai 32-bit, dai dién cho a~'®y trong trwémg GF(2%2),

a) Baty' = (y »3; 8) ® ayny_yyu [y mod 256]

b)Pwaray

Ham ay_yy, dwge xac dinh nhur sau:

iny vz [256] = {

0x00000000, 0x1B80F40CD, 0x301E6033, 0x2811COFE, 0x603CA966, 0x7833E9A3, 0x50222955, 0x482D6998,
0xCO78FBCC, 0xD877BBO1, 0xFO667BEF, 0XE8693332, 0xA04452AA, 0xBS4B1267, 0x905AD299, 088559254,
0x29FOSF31, 0x31FF1FFC, 0x19EEDF02, 0x01E19ECF, 0x49CCF657, 0x51C3B69A, 0x79D27664, 0x61DD3ICAY,
OXE388RAFD, 0xF187E430, 0xDI9624CE, 0xd996403, 0x89B40DIE, 0x91BB4D56, OxBIARSDAS, OXA1ASCDES,

0x5249BE62, 0x4BR46FEAF, 0x62573E51, 0x7AS87EIC, 0x32751704, 0x2ATAS7CY, 0x026B9737, 0x1A64D7FA,
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0x923145AE, Ox8A3E0563, 0xA22FC59D, 0xBA208550, 0xF20DECCS, OXxERQ2ACO0S, 0xC2136CFB, 0xDA1C2C36,
0x7BBYE153, 0x63B6A19E, 0x4BA76160, 0x53A821AD, 0x1B854835, 0x038A08F8, 0x2B9BCB06, 0x339488CE,
0xBBC11A9F, OXA3CE5A52, 0x8BDFIARC, 0x93D0ODA61, 0xDBFDB3FY, 0xC3F2F334, 0XE3E333CA, 0XF3ECT7307,
0xA492D5C4, 0xBCIDI509, 0x948C55F7, 0x8CB3153A, OxC4RETCAZ, O0XDCAL3CEF, OxF4BOFCI1, OXECBFBCSC,
0x64EA2E08, 0x7CES6ECS, 0x54 F4AE3B, 0x4CF3EEF6, 0x04D6876E, 0x1CDICTA3, 0x34CB0T5D, 0x2CCT74790,
0x8D628AFS5, 0x956DCA38, 0xBD7COACE, 0xA5734A0B, OXxEDSE2393, 0xF551635E, 0xDD40A3A0, OXC54FE36D,
0x4D1A7139,0x551531F4, 0x7D04F10A, 0x650BB1C7, 0x2D26D85F, 0x35299892, 0x1D38586C, 0x053718A1,
0xF6D36BA6, 0XEED42B6B, 0XC6C5E395, 0xDECAABSS, 0XS6E7C2C0, 0x8EE8820D, OXA6F942F3, 0x3EF6023E,
0x36A3%06A, 0x2EACDOAT, 0x06BD1059, 0x1EB25094, 0x569F330C, 0x4E9075C1, 0x6681B93F, 0xTEBEFSF2,
OxDF2B3497,0xC724745A, 0XxEF35B4A4, 0xF73AF469, 0xBF179DF1, 0xA718DD3C, 0x8F091DC2, 0x9706SDOF,
0x1F53CFSB, 0x075C8F96, 0x2F4D4F68, 0x37420FA5, 0x7F6F663D, 0x676026F0, 0X4F71E60E, 0x577EA6C3,
OxE18D0321,0xF98243EC, 0xD1938312, 0xCS9CC3DF, 0x81B1AR47, 0x99BEEABA, OxB1AF2AT74, 0xA9A06ABY,
Ox21FSF8SD, Ox39FAB820, 0x11EBT8DE, 0x09E43813, 0x41C9518B,0x59C61146,0x71D701B8, 0x69D89175,
0xC87D5C10, 0xD0721CDD, 0xF863DC23, 0XxEQ6CICEE, O0xA841F576, 0xBO4EB5B3, 0x985F7545, 0x80503588,
0x0805A7DC, 0x100RET711, Ox381B27EF, 0x20146722, 0x68390EEA, 0x70364E77, 0x58278E89, 0x4028CE44,
0xB3C4BD4 3, 0xABCBFDSE, O0x83DA3D70, 0%93D57DBD, O0xD3F81425, OxCBF754E8, 0XE3E69416, 0xFBEIDADB,
0x733C468F, 0x6BB30642, 0x43A2C6BC, 0x5B'\D8671, 0x1380EFEY, Ox0BBFAF24, 0x239E6FDA, 0x3B912F17,
O0x9A34E272, 0xB23BA2BF, OxAA2A6241, 0xB225223C, 0xFA084314, 0xE2070BDY, 0xCAL16CB27, OxD2198BER,
O0xSA4C19BE, 0x42435973, 0x6A52998D, 0x725DD940, Ox3AT0EODS, 0x227FF015, OXOA6E30EB, 012617026,
0x451FD6ES, 0x5D109628, 0x750156D6, 0x6D0E161B, 0x25237F83, 0x3D2C3F4E, 0x1S3DFFBO, 0x0D323F7D,
0x85672D28, 0x9D686DE4, 0xB579AD1A, 0xADT6EDD7, 0XES5B844F, 0xFD54C482, 0xD545047C, 0xCD4A44B],
0x6CEF89D4, 0x74E0C519, 0x5CF109E7, 0x44FE492A, 0x0CD320B2, 0x14DC607F, 0x3CCDAOB], 0x24C2EQ4C,
OxACS77218,0x349832D5, 0x9C89F22B, 0x8486B2E6, 0XxCCABDB7E, 0xD4A493B3, OxFCB5534D, 0XE4BAL1BSO,
0x17566887, 0x0F59284A, 0x2748E8B4, 0x3F47A879, 0x776ACLEL, 0x6F65812C, 0x477441D2, 0xSF7BOL1F,
0xD72E934B, 0xCF21D380, 0xE7301378, OxFF3F5335, 0xB7123A2D, OXAF1DTAEQ, 0x870CBALE, 0x9F03FAD3,
0x3EA637B6, 0x26R9777B, 0x0EBSB785, 0x16B7F748, 0x5ESAIEDQ, 0x4695DELD, Ox6EB41EE3, 0x76835E2E,

OxFEDECC7A, 0XxE6D18CB7, 0xCEC04C49, 0xD6CFOC84, OXxSEE2651C, 0x86E02501, OXAEFCES2F, 0xB6F3A5E2) ;

8.2.8. Ham FSM(x, v, z)
Diu vao: 3 xau co @9 dai 32-bit, x,y vaz
DAu ra: xau g c6 b dai 32-bit
a)Ditg=(x+3,y) Dz
b) Bwa ra q.
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8.3 B tao khéa dong Rabbit
8.3.1 Téng quan bd tao khba ddng Rabbit

Rabbit Ia b$ tao khda dong st dyng khda bi mat X cé dd dai 128-bit, véc to khdi tao IV cb db dai 64-bit
va bién trang théi trong S; (i = 0) c6 a6 dai 513-bit. Rabbit dua ra khéi khéa ddng Z; cé 4% dai 128-hit
tai mé&i lAn lEp ham Strm.

513-bit clia trang thai trong S; duoc chia giira 8 bién trang thai c6 a6 dai 32-bit X, ..., X, 8 bién dém
S, ...,c¥, va 1 bit nhé bd dém bO.

Mé ta sir dung céc ky hiéu dira ra tai Didu 4 cla tiéu chudn nay clia bd TCVN 11367 (ISO/IEC 18033).
Ngoai ra, ky hiéu diic bigt cho mang bit dwgc sir dung dé tang cwrdrng kha nang doc: Khi ghi nhin céc

bit cia mét bién 4, bit ¢6 trong sb thép nhat dwoc ky hidu 13 A©. Ky higu A-9) mé ti céc bit tir & cho
dén gclia bién A4, trong d6 bit ¢6 vi trf k 12 bit c6 trong sé cao hon bit & vi tri g.

CHU THICH 1 B6i v&i bd sinh khéa dong Rabbit, khuyén nghj s8 lrong khéa déng ti 8z wrerc tao ra tir mét khéa Xcho truée
Ia 2% khéi khéa ddng. Gidi han nay aa duec fra chon d& cung cAp bién an toan tt nhét ddi véi viéc phan tich ma va ddng
theri ngy ¥ khdng cé gi@i han thire té vé kha nng 4p dung cac thuat todn.

CHU THICH 2 Bai béo [8] durre tham chiu cho 62 xudt ban GAu clia mat m3 va bai béo [9] dwge tham chidu dén tdng quan
vé an foan mét ma cia nb.

8.3.2 Cac bién bd sung va ky hiéu

Dbi v&i bd tao khéa dong Rabbit, cac ky hidu sau day duec si¥ dung thém:

A Héng sé cho Rabbit

b Bit nhé cho Rabbit

C Bién dém cho Rabbit

g Ham con duwge sif dung cho Rabbit
X Bién trang thai trong cho Rabbit

Ngoai ra, mét s8 ky hiéu duee st dung cho céc bién phy cuc bd trong md ta céc thuat toan. Nhirng
bidu tweng nay chi xay ra trong d&c ta ham dura ra va khong cb nghta toan cyc. Céc bién nay dwoe mo
ta trong phn khai béo ciia ham.

8.3.3 Ham khéi tao Init

Trong phan tiép theo, ham khéi tao Init cho Rabbit dwgc quy dinh.

Dau vao: Khéa K'cé a6 dai 128-bit, véc to khéi tao IV ¢b do dai 64-bit,

Dau ra: Gia tri khdi tao clia bién trang thai So = (by, X, ..., x9,¢9, . ¢y .
Bién cyc bd: bién dém i, j

a) Léy K= Ks.0] K = x3La6l | ya K, = gi127.112]
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b) Bét 5_; nhir sau:
1) DEt b =0,
2)Veij=0,1,..,7

- NéU} Ia chﬁn. dat X}"g) = KU“- mod 8) || KJ va Cj(_g) = KU‘H‘ mod 8) Il KU+5 mod 8)-

- Nguroc lai j 1€ a8t X\ = K(jys moa ) || Kijsamoa sy V& € = K; || Ky moasy.
¢) Lép lai cac ham trang théi tiép theo Next 4 Ian: &t S; = Next(S;_,) véii = —8,—7,—6,—5
d) D&t S_, nhw sau:
1) Thay d8i cac bién dém nhv sau:
C,g") = Cc(r_s) ® Xi“S)eIV[?.I...O] Cf"') = 61(—5) e xg's)e(wl“w“l (| y(3t--16]y
C:E'“) - Cg's) o x§'53e;V163---321 C_,E"” = C;—SJ ® X}E"s)e(!l’["’"-?'z] | vias--0]
CE-*J s Ci_s) D Xg—s)Q‘rv[.!l...O] Cs(*ﬂ = C_,f's) @ X}-S}G;(Iv[sz..»s] 1| 1y(e1-26))
Cé"*) = Cé_s) ® X§_5}$ v163..32) C§_4) o C}-S) ® Xé-SJG)( [v147-32) || pyl1s..0)y
2) XY = X9, x50 = X579, 59 = p-9)
e) Lép lai ham chuydn trang thai theo Nexr 4 1An: d&t S; = Next(S;_,) v6ii = —3,—2,-1,0
f)Braras, = (by, X3, ..,x9,c%2, ..., ¢

CHU THICH Véc tor khéi tgo 1V dugre trdn vao trang théi trong & bréc d) va e) clia thuat toan. Néu cdc (mg dyng yéu clu téi
kh&i tao throng xuyén véi ciing mét khéa, didu ndy cé nghia 48 lwu trip trang thai trong sau bude ¢) nhu trang thai chd va dé
thue thi chi buére d) téi buére f) cho tai khéi tao.

8.3.4 Ham chuyén trang thai theo Next
Ham chuyén trang thai theo Next cho Rabbit dwoc quy dinh nhuw sau:
DAu vao: Bién trang thai 5; = (30, x, ..., xP, ¢, ., c®).
DAu ra: Bién trang théi Sy, = (b@*D, XMV, x(+D clvD) | clivy
Bién cyc bﬁ: bién dém j, bién tam 12 sé nguyén dwong c6 dd dai 32-bit
a) Dat hdng 56 Ay, ... 4, nhu sau:
Ap=0x4D34D34D  A,= 0xD34D34D3 A;=0x34D34D34  A;= 0x4D34D34D
A= 0xD34D34D3 Ag= 0x34D34D34 As= 0x4D34D34D  A,=0xD34D34D3
b) Ly 5{*Y = bt
c)V6ij=0,12..,7:
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- Ly temp = € + 4 + b{"*"; kbt qua nay 12 gid trj c6 46 dai 33-bit

;
- Ly b};:n = templ32
- Ly Cj“”] = templ?1-0]
d) Ly b(+1) = pi+D)
e} V6ij=0,1,...,7, lay G; = g(x2, ¢*™), trong 46 ham g duc dva ra trong 8.3.6.
f) Thay ddi trang thai trong nhw sau:
(t+1) _
XO A Go+32(67 <<<32 16)"‘32 (G6 <(<32 16)
XFHJ = Gy +32(Gg «<3;3 B)+3; G7
Xf”] = Gy+3; (6 &K3z 16)+32(Gy <K32 16)
X.SHJ = Ga+32(6y K32 8)+12 Gy
(i+1) _
X4 = G4+33(63 K3z 16)+31(Gz L P 16)
X5(1+1) = Gg+32(6y K32 8)+3; G3
(+1) _
Xg = Gg+33(Gg <33 16)+32(G4 K33 16)
X:?H) = Gy+33(G6 «K32 B)+3; G

g) Buara S, = (b, x| xGD) oO1) | pli)y

8.3.5 Ham khéa dong Strm

Ham khéa dong Strm cho Rabbit dwege quy dinh nhuw sau:
DAu vao: Bién trang théi §; = (3@, X2, ..., xP, ¢, ....ci%).
P4u ra: Khéi khéa dong Z;.

a) Bét Z; nhw sau;

zf15.0] = xPr1s.0) @ xP[31..16]
Z,[31..16] = xP31.16) © x$P[15..0]
Zj[47.32] = xPrs.0) @ xP[31..16]
Zi[63.48] = xPip11e @ x¥15..0]
z/[79..64] = xPr1s.00 @ x9O[31..16)
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Z/[95.80) = xPp11e @ x¥[15..0)
Z[111.96) = xPs.0 @ x¥[31..16]
z[127.112] = xPp1.16 @ x¥[15..0)

b) Pwrara Z;.
8.3.6Hamg

Ham g duwec quy dinh nhw sau:

Dau vao: 2 tham sbé u va vt dd dai 32-bit

Dau ra: két qua ham g(u, v) cb do dai 32-bit

Bién cuc bd: temp sb nguyén dwong cb @0 dai 32-bit

a) Lay temp = (u+3, v)% két qua 1a gia tri co do dai 64-bit.
b) LAy g(u,v) = tempPPL-0 @D templ63-32]

c) Buara g(u,v)

8.4 B) tao khéa dong Decim™?

8.4.1 Gi&i thigu b tao khéa dong Dectm™

DECIM™? 13 b tao khoa dong trong d6 st dung khda bi mat K ¢6 do dai 80-bit va véc to khdi tao IV ¢
a6 dai 64-bit. DECIM? bao gdm thanh ghi dich phan hdi tuyén tinh A c6 d6 dai téi da 192-bit, dwoc loc
béi ham Boolean LF 14-bién. Trong ché do tao khéa ddng, dAu ra clia LF dwge sir dyng 98 nudi mot

khoi nén Ia ham duwoc goi 12 ABSG, ma dau cudi di qua mét bd dém B dai 32-bit dé& didu chinh téc dd
d4u ra khéa dong.

DECIMY? dwgec md ta trong Hinh 10, trong d6 mé ta dnh chup, dung thdi diém, bd qua bién phy thudc
theri gian (i) tr cac ky hiéu,

CHU THICH 1 Bai béo [6] dugc tham chiéu cho Iy thuyét nén tang vé& Iy do can ban thiét ké clia DECIM™,
Bién trang thai S; clia DECIM™? bao gdm gié trj dd dai 192-bit clia thanh ghi a' = (@?,a?, ...,a¥)) va

bién T 46 dai 3-bit twong (rng vai trang thai ciia ham nén ABSG, 32-bit b¥ = (b, b, ..., bJ) trong bd
dém B, va s6 lugng I bit trong bd dém B d3 s8n sang duvara.
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Théng béo M

FanY VY
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Hinh 10 - So a4 clia DECIMY?

Ham Init, dwgc xac dinh chi tiét trong 8.4.3, nhan dau vao [a khbéa K a6 dai 80-bit va véc to khdi tao IV
a6 dai 64-bit va tao ra gia tri kh&i tao clia bién trang thai 5, = (a®, 7O, p(®), J(00y,

Ham Next, dugc xac dinh chi tiét trong 8.4.5, nhan diu vao 1A gi& tri cac bién trang thai §; =
(@D, 7D, p®, 1Y va tao ra dAu ra 12 gid tri tiép cda bién trang théi S, = (@(+D), TE+D, pU+D, [(H1)),
Ham Next chay trong 3 ché 40, tiy thudc vao viéc thyec hién 13p lai la mdt phan cla khéi tao thanh ghi,
khdi tao ctia bd dém hodc bd tao khda dong tudn tyr.

Ham Serm, dwgc xac dinh chi tiét trong 8.4.6 nhan d3u vao 12 gia tri clia cac bién trang théi §; =
(@®, 7O, 5O, 1) va tao ra dAu ra |a bit khéa ddng Z;.

CHU THIC 2: Téc a9 d4u ra chuln clia DECIM®? |a Y. Vi vay, & ddng bd bién trang th4i va dAu ra khéa dong, ham Next thyc
hién 4 vdng 13p tiéu chudn clia DECIM™? dugc quy dinh trong [6].

CHU THICH 3 Ham nén clia DECIM®? ¢ tbc @6 dAu ra thay ddi, bdng 1/3 mirc trung binh. Vi vily, mgt co ché dém dwoc s
dung & 8am bao thc 46 dAu ra cb dinh. Sy khac biét gitra thc 30 dAu ra bd d&m va tdc a9 ddu ra ham nén, clng nhw 4 dai

bé dém, a3 duwge Iwa chon a8 dam biio rdng c4c bd dém ludn fudn cb céc chire nang nhur mong mudn véi xac sudt da sb, nh
mé ta trong 8.4.3.

CHU THICH 4 DECIMY? khang cac tdn cBng nhw md ta trong [18).

8.4.2 Céc bién bd sung va ky hiéu

Dbi vé&i bd tao khéa ddng Decim®?, cc ky hiéu sau day duoc sir dyng thém:

a Bién trang thai trong cho Decim™
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Ham nén duge st dyng cho Decim?
Bién trang thai trong cho Decim"?
Ham d&m duwee st dung cho Decim®?
Ham phan hdi tuyén tinh cho Decim??
Bién trang théi trong cho Decim¥?
Ham lgc dwgc sir dung cho Decim™?

Bién trang théi trong cho Decim“?

Ham Boolean dwgc st dyng cho Decim?
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Ngoai ra, mét sé ky hiéu duwoc st dung cho cac bién phy cuc bd trang md td cac thudt toan. Nhirng
biéu teng nay chi xay ra trong dc t3 ham dwa ra va khong ¢6 nghta toan cyc. Céc bién nay dugc mo
ta trong phan khai b4o clia ham.

8.4.3 Ham Khoi tao Init

Ham khdi tao /nit dwgc xac djinh nhw sau:

DAu vao: Khba K dd dai 80-bit va véc to khdi tao IV dd dai 64-bit.

PAu ra: Gia trj khdi tao clia bién trang thai 5, = (a(®, T, b, 1(9),

Bién cyc bd: bién aém i,

a) Khdi tao thanh ghi véi khéa K'va véc to khéi tao Iv.

-Dita " = K v6ij=0,1,2,..., 79

- Dt a9 = Kj_go®1V)_go VOi j= 80, 81,..., 143

- D3t af 7% = K;_gy @1V 104 D 1V © IV)-112 © 1V)106 VOi j= 144, 145, ...

Dt a7 = K;_160® 1Vj-126®1 V6i j = 160, 161, ..., 191

b) Kh&i tao bd dém va ham nén:

- Pat 7(-256) = ggQ

-Dat b ) =0 v6ij=0,1,2,..,31

- D5t 1(-256) = ¢

c) Bt S_g44 = InitNext**?(S_;55, LFSR)

d) Dati = —64

159
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e) Trong khi I < 32 va i < 0: Dt S;,, = InitNext(S;, BUFF) va i = i + 1. Néu s buwéc trong ham Init
cén cho thire thi dirgre ¢b dinh thi c6 thé viéc kidm tra I® < 32 ¢é thé dwoc loai bd.

f) Bét So = Si.

g)Bwara S;.

CHU THICH Céc buéc d), e) va ) cia khdi tao DECIM®? lidn quan dén vidc 1am dly bd dgm trurdre khi bét ddu dwa ra khéa
déng. Khi téc 46 d4u ra clia ham nén thay d8i, sé lurgng céc budc yau chu a& 1am dly bé dém b thé thay ddi. Trong burdc €)
ham InitNext(S;, BUFF) dwgc 15p lai nhidu nhét 64 IAn, 3m bdo rfing bé dém ddy v&i xac sult Ién hon 1 — 2797, Tinh trung
binh, b ¢&m diy sau 24 1An 13p l3i.

\\/

a191 - ay| 9

D
\J/

Hinh 11 — Ché 48 LFSR cta kh&i tao ham chuyén trang thai theo /nitNext

8.4.4 Kh&i tao ham chuydn trang thai theo /nitNext

Decim"? cb hai ché 8 hoat ddng cho ham /nitNext: mdt ché b dwoc sir dung trong qué trinh khéi tao
thanh ghi 4 va ché @6 th 2 trong qua trinh khéi tao lam diy bd dém.

Péau vao: Bién trang thai §; = (a?, 78, bD, 1D, mode € {LFSR, BUFF}
DAu ra: Gid trj tiép theo clia bién trang thai S;,, = (aU*D, TE+D pli+1) jE+1)y

Bién cuc bd: bién dém j, k, cac bd dém f,.,r, ¢, cac bd dém trang théi
a©, .., a® 7@ @ g0  p& O &)

Ché a9 LFSR (thiee thi néu mode = LFSR):
a) Cap nhét trang thai cla thanh ghi 4 v&i cac bwérc sau:
1) D&t a@ = o®

2) Vi k = 0,1,2,3:
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-t fi = LF(@®) var = L(@®)® f;.
-V6ij = 04,..,190 a3t o+ = )

- Pat ag:i) =r

3) Dt a(+2) = g

Hinh 11 md t& so a8 khéi clia ché 4 LFSR clia ham InitNext.
Ché dd BUFF {thyc thi néu mode = BUFF):

a) Cap nhét trang thai cGa thanh ghi 4 véi cac bwéc sau:

4) Pat o = g

5) Véik =0,1,2,3:

-Dat fi, = a® B LF(@®) var = L(a®)

- Véij = 0,1,...,190 dat oV = af)

-Pitaie, V=7
6) D&t (!t = o@
b) Dt 1@ = 7,80 = pt, () = |
c)Voi k=023
1) Cap nhét trang thai clia khéi nén véi cac bwée sau:
-Pitc= £, @10
-Dat e+ = ABSG(z M, £,)
- Néu t8* = 0, @3t output = TRUE, nguroc lai @3t output= FALSE
2) Cép nhét trang thai ctia bd dém bdi (B*+D,*+1)) = g(g®), | ®), dau ra, c)
d) Bat TU+D = ¢

e) Dat p) = g ya (*) = (B

8.4.5 Ham chuyén trang théi theo Next
PAu vao: Bién trang thai §; = (2@, T®, bV, 1O).
DAu ra: Gi4 tri tiép theo clia bién trang thai 5, = (@D, T pU+D 31y

Bién cuc bd: bién dém j, k, cac bd dém fi,r, ¢, cac bd dém trang thai
a®,..,a®,7®, 1@ g0 & © &
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a) Cap nhat trang thai cla thanh ghi A v&i cac budc sau:

7) Dt a® = o®

8) Véi k = 0,1,2,3:

-Dit fi, = aW D LF(@®) var = L(a®)
-V&ij =0,1,...,190 @3t o*? = o}
-Ditalgy =1

9) Dat o) = o®

b) Dt (@ =7, g0 = pt (@ = jO — 1
¢) V&ij=0,.1,..,1@ -1, dat g” = b3
d) Véi k = 0,1,2,3;

1) néu t© = 0, @3t 7+D = ¢ ®), putput = TRUE va c= £, nguree lai cap nhat trang théi cla khéi
nén vé&i cac bwdc sau;

-Ditc=f, &P
- Dat D = ABSG(x®), f)
- Néu t**") = 0, dét output= TRUE, nguoc lai dit output= FALSE.
2) Cap nhét trang thai ctia bd dém béi (8%+1,(*+1)) = p(g®, (), ddu ra, ¢)
e) Bat T(H'l} = 1.(4)' b(l+1) - ﬁ(‘i) va !(IH.) = £(4)
CHU THICH 1 Bidu kign (2 = 0 trong buwéc 1) clia buée d) khéing bao gier thda man: Néu didu kign thda man, didu ndy cb
nghfa bd dém tr& nén ring trong qua trinh tao khda déng. Bidu nay xdy ra v6i xdc sudt nhd hon 27 tai mdi trang théi cép

nhét, xem chi tiét hon trong [8]. Ngoai ra, x4c suét ndy cao hon néu bd dém ta khang ddy sau ham kh&i tac Init, nhung, nhw
a4 aé cap trong 8.4.3 (CHU THICH), didu nay cling xdy ra véi x4c suat khéng dang ké.

CHU THICH 2 Ham JnitNext v ham Next ciing chia s& nhidu buréc tinh toan. That vay, ché d& LFSR clia hdm /nitNext chi
yéu bao gdm ¢ap nhit LFSR trong ché& 48 BUFF va cia ham Next, sy khéc bidt duy nhét 13 diu ra ham Boolean dugc thém
bit phdn hdi. Ché 84 BUFF clia ham initNexrva ham Nextchi khdc nhau & bd d8m B -chi dwge dich chuyén mudn hon.

8.4.6 Ham khéa déng Strm
DAu vao: Bién trang thai S; = (@, T@,p®, 1),
DPAu ra: Bit khéa dong Z;.

a) Pat z, = b

b) Bua ra Z,

8.4.7 Ham phan hdi tuyén tinh L
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DAu vao: xau w = (wp, Wy, ..., Wygy) CO 80 dai 192-bit
Piura; Bit g = L(w)

Bét q=Wwy @Wg @ Wy eW23 @ Wis 53] W37 & Wso [<2] Weq & Wog @ Wi1s @ Wi4s ¢ Wy7s @ Wi7g ® Wigy

8.4.8 Ham trich loc LF
DAu vao: xau w = (Wg, Wy, ..., Wygq) CO 0O dai 192-bit
Paura: Bit g = LF(w)

Ditq = L(w). D3t q = Y((Wy3, W2s, Wis, Wser Wes, Wiow Wii1, Wise Wiszr Wi72, Wize: Wiger Wi91))

8.4.9 Ham Boolean Y
Dau vao: xau w = (Wq, Wy, ..., W) €6 80 dai 13-bit
DPlura: Bitg = Y(w)

Datg =(® wy) O (D

ijk)

0sjs12 0sjs12

CHU THICH Tweng irng, g dugre cho bdi g= 0 nidu X= 0 hoiic X= 3 va g= 1 trong trréng hop ngugre tai voi X = wo + wy +
w4 wyp mod 4

8.4.10 Ham nén ABSG

Bau vao: 3-bit trang thai T, dwa vao bit ¢
DAu ra: 3-bit trang théi T' = ABSG(T, c)
a)NéuT,=1,d8T, =T7{, nguoclai Ty =c.
b) B4t T; =Ty, VA (T1@¢)

c) Pat 75 = (Ty® 1) HOAC T;

8.4.11 Ham b$ dém B

DAu vao: xau b = (by, by, .., b31) ¢ A0 dai 32-bit, chi sb 7, Boolean output, nhap vao bit c.
Dau ra: xau b’ = (b}, b}, ..., bi,) ¢ d6 dai 32-bit, chisd I’

a)bat '=L[b'=b.

b) Néu output = TRUE, va I’< 32, thyc hién nhw sau:

-Datbr=c.

-Patr=r+1.

¢) BAu ra B(b, I, output,c) = (b, 1)
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8.5 b tao khéa dong KCipher-2 (K2)
8.5.1 Gi¢i thiéu KCipher-2 (K2)

KCipher-2 (K2) Ia b tao khéa déng trong d6 st dung GAu vao 14 khba bi mat K dai 128-bit va véc to
kh&i tao /v @8 dai 128-bit. Khéa bi mat va Véc to khdi tao dwgc str dung dé khdi tao bién trang théi
S; (i = 0) bao gdm 20 khéi 32-bit, trong @6 S; bidu dién trang thai trong clia K2 tai chu ky i Thir tw
bit/byte 1& big-endian, t&rc 14 néu khéa va véc to khdi tao dwrgc cho dwdi dang day céc bit/byte, Thir
nhit/tan cling bén trai clia bit/byte c6 trong sé cao nhét clia diF ligu twong tng. Di véi mbi 1an 13p cla
ham Strm, 64-bit khéa dong Z dwgc tao coi nhw déu ra.

Bién trang thai S; cla K2 bao gdm 3 thanh phan. Thanh phin diu tién A bao gdm 5 bién 32-bit tuén
t:

A® = (4D, 40, 4D 40 4Dy (4D tran trwong GF(23%),m 2 0)

Dang trang thai ciia thanh ghi dich phan hdi (FSR) A. Thanh phan thir hai B(") bao gdm 11 bién 32-bit
tuln te:

BO = 819,89, ..., BD) (BY trén trwamg 6F(232),m 2 0)
Dang trang thdi cho thanh ghi dich phan hdi (FSR) 8. Thanh phin thi ba bao gbm bd 4 bién 32-bit:
R19, 110, R2®, 120, trén trvdng GF(232)

duy tri trang thai clia ham phi tuyén. Phép toan clia K2 dwec tém tét trong Hinh 12 va 13, trong 6 mé
ta mét ban chup cac phép toan, tai thei diém 7 bd qua bién phy thudc thei gian (@).
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Hinh 12 — Bidu dé cia K2
Hoat déng clia K2 dwgc xac dinh bdi ba ham sau day:

Ham Init, dugc xac dinh trong 8.5.2, nhan gia trj dAu vao 1a khoéa K A0 dai 128-bit va véc to khditao /1
@ dai 128-bit @& tao ra trang thai khdi tao S, = (4@, B@, R1(9, L1, R2(9), 12().

Ham Next, dwgc x4c dinh trong 853, nhan gia trf ddu vao la trang thai trong
Sy = (A®,B®,R1D, 110, R2®, 1210} va tao nhw d4u ra gia tri tiép theo cla bién trang thai Sy, =
(AGHD), gUt+1) R+ [1(1+1) RoU+D) [2(41)) Ham Next chay trong hai ché @9, tly vao phép I3p thie
thi 14 mdt phan clia khdi tao hodic trong ché dd tao dau ra thdng thudng.

Ham Strm, dwgc xac dinh trong 854, nhan gia trf ddu vdo Ia trang thai trong,
S, = (A9, BM, R1O, 110, g2, 12(D) va tao nhw dAu ra khda déng Z; = (Zf +z{).

CHU THICH 1 S4 Irgng khéa déng téi da duge khuyén nghj cla bit khda déng khdng c6 hoic tao khba méi hojic tai khéi tao
v&i véc to khei tao IV méi 1a 25 bit.

CHU THICH 2 Déi véi nhGing co s& thiét ké cho K2, tham khdo [12], [13), [14].
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Hinh 13 — Ham phi tuyén clia K2

8.5.2 Ham khéi tao Init

Ham khéi tao /nit hoat @9ng nhw sau:

DPAu vao: Khéa K a8 dai 128-bit va véc to khdi tao IV 4 dai 128-bit.

PAu ra: Gia trj khi tao ctia bién trang théi S, = (4@, B®, R1®), 1), R2(), 129),
Bién cyc bd: bién dém m

a) M& rong khéa K = (Ko, K3, K2, K3) 49 dai 128-bit thanh khéa trong IK = (1K, IK;, ..., 1K) 40 dai 384-
bit nhwr sau:

1) V&im=0, 1,2, 383t IKp = Km.
2)V6im=4,5,.1,
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-Néum # 4 hay 8, @3t IK,,, = IKjp—s®IKpn_y.

- Néum = 4, d4t Rcon[0] = (0x01, 0x00,0x00,0x00) va
Ky = 1Ky s ®Subys (IKppq K32 8)PUKip-q D32 24))€BRcon[—T- — 1]. Ham Suby, duoc dé cép dén
trong 8.5.5

- Néu m = 8, dat Rcon[1] = (0x02, 0x00,0x00,0x00) va
Ky = 1Ky @Stubgo (IKm—y 32 8)B(Kin—y 32 24))@Rcon[ — 1). Ham Suby, duoc d& cép dén
trong 8.5.5

b) Kh&i tao cac thanh ghi véi khda trong iKva IV = (IVy, IVy, IV,, IV3).
-Véim=0,1,2,3,4 a3t 45 = IK, ..
- Bt thanh ghi trong FSR-B nhu sau.
B = Ky, BE?® = 1Ky, BS? = 1, BS = v, BE™ = 1K,

B = 18, ,BS* = 1v,, BS = 1v3, BE? = 1K, ,BE?? = 1K5, BGY = 1K,
- Dt thanh ghi trong ham phi tuyén nhw sau.
R1(-2%) =0x00000000, £1(-24 =0x00000000, R2¢-2%) =0x00000000, L2¢-2¢9 =0x00000000
c) Dt S, = Next?4(S_,,, INIT), trong d6 Next2* biéu dién 24 1an 14p clia ham Next
d)Buwara 5,

Chung ta tham khzo 8.5.5 cho md ta ham Subx..

8.5.3 Ham chuyén trang thai theo Next

K2 c6 2 ché @6 cho ham Next.

DAu vao: Bién trang thai §; = (A0, B®, R10, L10, g2®), £2(D) mode = {INIT, null}.

DAu ra: Gié tri tiép theo clia bién trang thai S, = (A¢HD, BUTD, R10HD), 1 (D) Ra(+1) (1)),
Bién cuc bd: bién d&m m

a) Dt bién trong ham phi tuyén nhu sau.
R1(¥D = Sup,, (LZ(‘)@ 32 B';O)

1194 = Sub,, (sz‘)®azB§i3)

R20+D = Suby,(R1D)

L2+ = Suby, (L19)

b)Voim=0,1,2, 3, @t a8 = 490, .
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) Véim=0,1,2,.,9,at Y = ¥

m+1°

d) V6i ché a0 INIT, at AS*D = (2, ® D) @ AP © NFL(BP, R2O, R19, 40)
v6i ché d6 null, azt dat AS*Y = (2,® 47 ) @ 4P

e) V&i ché 48 INIT, ait
0] A0 0 y
B = ((a:‘ B9 4 a3 B0 _q) ®B§") 8L ®BL @ (o PV @ B{")®NLF(BY, 120,110, 4))

0 A0 0
véi ché a6 null, axt B4 = ((a{" (ol 340 _ 1) ® Bgﬂ) o808 e (2 P esl)

f) DAt S = (A(l+1),8(l+1J,R1(I+1}, Ll((ﬂ.)'Rz(i+1]’L2(t+1‘.))_
g) Dwara S44.

AD[y] trong {0,1} bidu thi bit thir ¥ clia thanh ghi A, trong a6 4%)[31] 14 bit €6 trong s6 cao nhét clia
AS,?. M6 ta clia ham Sub,, va sb hoc tredng hiru han lién quan dén céc phan tl cd dinh ay, ay, @, VA a3

duoc d& cap twong (ng dén trong 8.5.5, 8.5.6, 8.5.7, 8.5.8 va 8.5.9. Ngoai ra, dinh nghia clia ham NLF
dwoc dé cap dén trong 8.5.10.

Hinh 14 1a so dd khdi ctia ché 86 IN/T clia ham Next

Hinh 14 - Ché a6 INIT cia ham Next
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8.5.4 Ham khéa déng Strm

Ham khoa ddng Strm hoat ddng nhwr sau.

DAu vao: Bién trang thai 5; = (4©,B®,R1M, 110, R20), 12®),

DAu ra: Khéa dong Z,= (2}, z¥) a0 dai 64-bit.

a) D3tz = NLF(BD, 1200, 110, 4P

b) Dt zF = NLF(BS, R2), R1©, 4

c) D&t z,= (2, z])

d) BwaraZ;.

Ham NLFdwgc dinh nghta trong 8.5.10.

8.5.5 Ham Suby,

Ham Subg, & mot hoan vij trong trwdng GF(232), dira trén cac thanh phin tir chuln ma héa tién tién
(AES) [TCVN 11367-3:2016 ISO/IEC 18033-3]. Trong ham Suby,, gia trj dAu vao 32-bit dwgc chia
thanh 4 xau 1-byte va mdt hodn vi phi tuyén dwore 4p dung cho mdi byte st dung ham thay thé 8x8 bit
(SBox) tiép sau mét hodn vj tuyén tinh 32x32 bit. Cac ham SBox 1a gibng nhw SBox clia AES, va hodn vj
giéng nhu phép todn Mix Column clia AES.

CHU THICH 1 Ham $Box AES, SBox, c6 thé dugc tim thy trong 8.1.8 1a ham SUB.

CHU THICH 2 Ham Suby, tao ra ddu ra twong tw nhu hém 7cda 8.2.5.

PAu vao: Mat gia tri wdd dai 32-bit bidu dién cho mot phan tir trén trudng GF(2%2).

DAu ra: Mot xau q = Suby,(w) 46 dai 32-bit.

Bién cuc bd: bién dém m.

a) Dat w = (w3, wa, Wy, W), trong d6 méi wi, c6 a6 dai 8 bit.

b) V&i méi m=0, 1, 2, 3, ddt t,, = SBox(Wy,).

¢) Bat ¢ = (g3, 92. 491, 90) hw sau

gy 02
g |_|[01
g, | |01
g, 03

Phép nhan cac phin i ¢ dugc thuc hién trong tnrdng GF(22) diing da thire bét kha quy 7(x) = x® +

03
02
01
01

xt+x3+x+1,

d)Buraraaq.

01
03
02
01

o1 (4
01|
03 |4,
024
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8.5.6 Phép nhén cia a, trong tredng GF(22)

Dau vao: Mot gid tri wdd dai 32-bit, bidu didn cho 1 phan t& trén tredng GF(252).
DAu ra: Mot xau w’dd dai 32-bit, bidu di8n cho a, @ w trén trudmg GF(232).

a) Dat w' = (w «az B)®apyrolw »32 24].

b) Brara w!

Ham a0 durgre dinh nghia nher sau:

Kyuro [256] ={

0x00000000, OxBB0OSED1A, OxAFLODA34, 0x1918E72E, 0x9D207768, 0x2B281A72, 0x3230ADSC,
0x8438C046, 0xF940EEDD, Ox4F4883CA, Ox565034E4, OXE05859FE, 0x646099B8, 0xD268F4A2,
0xCB70438C, 0x7D782E96, 0x31801F63, 0x87887279, 0x9E9S0C557, 0x2898A84D, OXACAO680B,
0x1AA30511, 0x03BOB23F, DxBSESDF25, 0xCBCOF1B3, OXTEC89CAS, 0x67D02R87, 0xD1D8469D,
0x55E086DB, OXxE3ESEBC1, OxFAFQ5CEF, 0x4CF831F5, 0x62C33ECE, 0xD4CB53DC, 0xCDD3E4F2,
Ox7BDBBOEB, OXFFE349AE, Ox49EB24B4, 0x50F3939A, OXE6FBFES0, 0x9B83D016, 0x2D3BBDOC,
0x34930R22, 0x829B6738, 0x06A3A77E, OXxBOABCAG4, OxA9R3T7D4A, Ox1FBB1050, 0x534321A5,
OxXES54B4CBF, 0xFC53FB91, 0x4ASB968B, 0xCE6356CD, 0x786B3BD7, 0x61738CF9, 0xD77BELE3,
OxAAO3CF75, 0x1COBR26F, 0x05131541, 0xB31B785B, 0x3723B81D, 0xB12BD507, 0x99336229,
Ox2E3BOF33,0xC4457C4F, 0x724D1155, Ox6B55A67E, OxDDSDCB61, 0x59650827, OXEF6D663D,
OxF675D113, 0x407DBC09, 0x3D05929F, OxBBODFF85, 0x921548AB, 0x241D25B1, OxAR025E5F7,
0x162D88ED, Ox0F353FC3, 0xB93D52D9, 0xF5C5632C, 0x43CDOE36, Ox5AD5B%18, OXECDDD402,
0x68E51444, 0xDEED795E, OxC7FSCET0, 0x71FDA36A, 0x0C858DFC, OXxBABDEOEG, 0XxA39557C8,
0x159D3AD2, 0X91A5FA94, 0x27ADY78E, Ox3EB520A0, 0x88BD4DBA, OxA686428%, 0x108E2F93,
0x099698BD, OxBFIEF5A7, Ox3BA635E], OxBDAES8FB, 0x94B6EFDS5, 0x22BEB2CF, 0x5FC6ACS9,
0xESCEC143, 0xFOD6766D, 0x46DELB77, 0xC2E6DB31, Ox74EEB62B, 0X6DF60105, OXxDEFEGCLF,
0x97065DEA, 0x210E30F0, 0x381687DE, Ox8ELEEACY, 0X0A262A82, 0xBC2E4 798, OxA536F0RE,
0x133E9DAC, Ox6E46B33A, 0xDB4EDE20, 0xC150690E, 0x775E0414, 0xF366C452, Or456EA%48,
Ox5C761E66, 0XERTET37C, 0x4BBAFE9E, OxFDB29584, 0xE49A22AA, O0x52924FB0, OXD6AASFFG,
Ox60A2E2EC, 0x79BA55C2, 0xCFB238D8, OxB2CAL164E, 0x04C27B54, 0x1DDACCTA, OxABD2A16D,
Ox2FEA6126, 0x99E20C3C, 0xB0FABB12, 0x36F2D608, O0x7AQAETFD, 0xCCO28AET, OxD51A3DCY,
0x631250D3, 0xE72A%095, 0x5122FD8F, 0x483A4AA1, 0xFE3227BB, 0x834A092D, 0x35426437,
0x2C5AD319, 0x9A52BE03, 0x1E6ATEAS5, 0xA862135F, 0XB17AR471, 0x0772C96B, 0x2949C658,
0x9F41AB42, 0x86591C6C, 0x30517176, 0xB469B130, 0x0261DC2A, 0x1B796B04, 0xADT1061E,
0xD0092888, 0x66014592, OXxTF19F2BC, OxC9119FA6, Ox4D295FED, OxFB2132FA, 0xE23985D4,
0x5431E8CE, 0x18C9D93R, OxAEC1B421, 0xB7D9030F, 0x01D16E15, 0XxBSESAES3, 0x33E1C349,
0Ox2AF97467, 0x9CF1197D, 0XxE18937EB, 0X57815AF1, Ox4E99EDDF, 0xFB9180CS5, 0x7CA94083,
0xCAR12D99, 0xD3B99ABRY, Ox65B1F7AD, 0x8FCF84D1, 0x39CT7ESCB, 0x20DF5EES, 0x96D733FF,
Ox12EFF3B9, 0xR4ET9EA3, 0xBDFF298D, 0x0BF74467, 0x768F6A01, 0xCO87071B, OXxDI9FBO35,
O0X6F97DD2F, 0XEBAF1D69, 0x5DA77073, 0x44BFC75D, 0xF2B7AA47, OxBE4FSBB2, 0x0847F6AS,
Ox115F4186, 0xA7572C9C, 0x236FECDA, 0x956781C0, 0x8C7FIGEE, 0x3A775BF4, Ox470F7562,
0XF1071878,0XE81FAF56,0x5ElTC24C,0xDA2F020A,0x6C276F10,0x753FDS3E,OxC337B524,
OxEDOCBA17, 0x5B04D70D, 0x421C6023, 0xF4140D39, 0x702CCD7F, 0xC624R065, 0xDF3C174B,
0x6934?A51,0x144C54C?,GxA2443BDD,OxBBSCBEFB,0x0D54E3E9,0x896023AF,0x3F644EBS,
0x267CF99B, 0x90749481, 0xDCSCAS74, Ox6AB84C80E, 0x739C7F40, 0xC594125A, 0x41ACD21C,
OXF7A4EF06,0XEEBC0328.0853346532,0x25CC4BA4,0x93C4ZGBE,0x8ADC9190,0x3CDiFCSA,
0xBBEC3CCC, 0x0EE451D6, 0x17FCE6F8, OxA1F48EE2) ;

8.5.7 Phép nhian clia a, trong trwdrng GF(2%2)
Pau vao: Mat gia trj w a6 dai 32-bit, biéu dién cho 1 phan tr trén treémg GF(252).
Dhu ra; Mdt xau w’dd dai 32-bit, bidu dién a;, @ w trén trudng GF(2%2).

a) Bat W’ = (W ((32 B)Qanm_l[w >>3z 24’]-
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b) Brara w’
Ham ayy;, dwgce dinh nghia nhw sau:

Appry [256] = {

0x00000000, OXAOFSFC2E, 0x6DC7DSS5C, 0xCD322972, 0xDAR387B8, 0X7AS67B96, 0XB76452E4,
0x1791AECA, 0x996B235D, 0x399EDF73, 0xF4ACF601, 0x54590R2F, 0x43CBA4ES, OXE33D58CE,
0xZEQF71B9, Ox8EFA8D97, Ox1FD6468A, 0xBF23BA%4, 0x721193E6, 0xD2E46FC8, 0xC575C102,
0x65803D2C, 0XxA8B2145E, 0x0847E870, 0x86BDE5E7, 0x264899C9, 0xEBTABO3B, 0x4B8F4CI5,
0x5CLEE25F, OXFCEB1E71, 0x31D93703, 0x912CCB2D, 0x3E818C59, 0x9E747077, 0x53465905,
OxF3B3A52B, 0xE4220BE1, 0x44D7F7CF, 0x8 9E5DEBD, 0x29102293, 0XATERAF04, 0x071F532A,
0xCA2D7AS58, 0x6AD8B676,0x7D4928BC, 0xDDBCD4 92, 0x10SEFDEQ, 0xBO7BO1CE, 0x2157CAE3,
0x81A236CD, 0x4CS01FBF, 0XEC65E391, 0xFBF44D5B, 0x5BO1B175, 0x96339807, 0x36C66429,
0xB83CE9SBE, 0x18C91590, 0xDSFB3CE2, 0x750ECOCC, 0x629F6E06, 0xC26A9228, 0x0F58BBSA,
OxAFAD4774,0x7C2F35B2, 0xDCDACSSC, 0x11EBEQEE, 0xB11D1CCO, 0XxA68CB20A, 0x06734E24,
0xCB4B6756, 0x6BBESB78, 0XxE544 16EF, 0Xx45B1EAC], 0x8883C3B3, 0x28763F9D, 0x3FE79157,
0x9F126D79,05220440B, 0xF2D5B825, 0x63F97308, 0xC30CBF26, 0xOE3EA654 , OXAECBSATA,

0xB95AF4B0, 0x19AF089E, 0xD49D21EC, 0x7468DDC2, 0xFA925055, 0xSA67ACTB, 097558509,
0x37A07927, 0%2031D7ED, 0x80C42BC3, 0x4DF602B1, 0xEDO3FESF, 0x42AEBYEB, OXE25B45CS,
0x2F696CB7, 0xBF9C9099, 0x980D3ES53, 0x38F8C27D, OxFSCAEBOF, 0x553F1721, 0xDBC59ABE,
0x7B306698, 0xB6024FER, 0x16F7B3C4, 0x01661D0E, 0xA193E120, 0x6CALC852r0xCC54347C,
0x5D78FF51, OxFD8DO37F, Ox30BF2A0D, 0x9C4AD623, 0x87DB78E9, 0x272E84C7, OXxEALCADBS,
0x4AE9519B, 0xC413DCOC, Ox64E62022, 0xA9D40950, 0x0921FSTE, Ox1EBOSBB4, OXBE45ATOR,
0x731#sEE3,0x038272cs,oxresasnng,Oxsanagssv,0x95993r15,0x35504339,0x22FDEDF1,
0xB20811DF, 0x4F3A3BAD, OXEFCFC483, 0x61354914, 0xC1COB53A, 0x0CF29C48, 0xAC076066,
0xBBS6CEAC, 0x1B633282, 0xD6511BF0, 0x76A4ETDE, OxET882CF3, 0x477DDODD, 0x8A4FFIAF,
0x2RBR0581, 0x3D2BAB4B, 0x9DDE5765, 0x50ECTE17, 0xF0198239, 0Xx7EE30FAE, 0xDE16F330,
0x1324DAF2,0xB3D126DC, 0xA4408816, 0x04B57438, 0xC9875D4A, 0x6972A164, OXCE6DFEGLD,
0x662A1A3E, OXAB18334C, 0x0BEDCF62, 0x1C7C61A8, 0xBCB99D86, 0x71BBB4F4, 0xD14E48DA,
O0xXSFS4C54D, 0xFF413963, 0%x32731011, 0x9286EC3F, 0x851742F5, 0x25E2BEDB, 0XESD097A9,
0x48256B87, 0xDI09A0AA, 0x79FC5C84, 0XxB4CETSF6, 0x143B89D8, 0x03AA2712, 0xA35FDB3C,
0x6E6DF24E, 0XCE980E60, 0x406283F7, 0xE0977FDY, 0x2DAS56AB, Ox8D50AA8S5, Ox9AC1044F,
0x3A34F861,0xF706D113, 0x57F32D3D, 0x84715FFB, 0x2484A3D5, 0xE9B68AAT, 0x49437689,
0x5ED2D843, 0xFE2724 6D, 0x33150DIF, 0x93E0F131, 0x1D1A7CA6, OxBDEF8088, 0x70DDASFA,
0xD02855D4 , 0xC7BIFB1E, 0x674C0730, 0xAATE2E42, 0x0ABBD26C, 0x9BA71941, 0x3B52ES56F,
OXF660CCID, 056953033, 0x4104 9EF9, OXELF162D7, 0x2CC34BAS, 0x8C36B78B, 0x02CC3A1C,
0xA239C632, 0x6FOBEF40, 0XCFFE136E, 0xD86FBDA4, 0x789A418A, OXB5AB68F8, 0x155D94D6,
0xBAFOD3A2, 0x1A052F8C, 0xD73706FE, 0x77C2FADO, 0x6053541A, OxCOA6AB34, 0x0DI48146,
0XAD617D68, 0Xx239BFOFF, 0x836E0CD1, 0X4ESC25A3, 0xEEASDSBD, 0xF9387747, 0x59CD8B6Y,
0x94FFA2IB, 0x340A5E35, 0xA5269518, 0x05036936, 0xCBE14044, 0x6814BC6A, 0x7F8512A0,
0xDF7QEE8E, 0x1242C7FC, 0xB2B73BD2, 0x3C4DB645, 0x9CB84A6B, 0x518R6319, 0xF17F9F37,

OXE6EE31FD, 0x461BCDD3, 0x8B29E4Al, 0x2BDC188F}
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8.5.8 Phép nhén clia a; trong trwdmg GF(252)

Diu vao: Mot gid tri wad dai 32-bit, bidu didn cho 1 phn ti trén trudmg GF(2%2).
Dau ra: Mot xau w’dd dai 32-bit, bidu din cho @, @ w trén trwdng GF(272),

a) Ditw' = (W K35 B)Dayyrz[w »32 24].

b) Pwara w’

Ham ay;», dwge dinh nghfa nhw sau:

1z [256] = {

0x00000000, 0x5BF87F93, 0XB6BDFS6B, 0xED4581F8, 0x2137B1D6, 0x7ACFCE4S, 0x978A4FBD,
0XCC72302E, 0x426E2FE1, 0x19965072, 0xF4D3D18A, OxAF2BAE19, 0x63599E37, 0x38A1E1Ad,
0XDSE4605C, 0x8E1C1FCF, 0x84DCSESF, 0xDF24211C, 0x3261A0E4, 0x6999DF77, OXASEBEFS59,
OXFE1390CA, 0x13561132, 0x48AE6EAL, 0xC6B2716E, 0xSD4A0EFD, 0x700F8F0S, 0x2BF7F096,
0XE785C0B8, 0xBCTDBF2B, 0x51383ED3, 0x0AC04140, 0x45F5BC53, 0x1EODC3CO, 0xF3484238,
0xA8BO3DAB, 0x64C20D85, 0x3F3A7216, 0xD27FF3EE, 0x89878C7D, 0x079B93B2, 0x5C63EC21,
0xB1266DDY, 0XEADE124A, 0x26AC2264, 0x7D545DF7, 0x9011DCOF, 0xCBEIA39C, 0xC129E2DC,
0x9AD19D4F, 0X77941CB7, 0x2C6C6324, 0XEO1ES30A, OXBBE62C99, 0x56A3AD61, 0XODSBD2F2,
0x8347CD3D, 0xD8BFB2AE, 0x35FA3356, 0x6E024CCS, 0xA2707CEB, 0xF9880378, 0%x14CD8280,
0x4F35FD13, 0x8AAT35A6, 0xD15F4A35, 0x3CLACBCD, Ox67E2B45E, 0xAB908470, 0xFO68FBE3,
0x1D2D7ALB, Ox46D50588, 0xC8CI1A4T, 0x933165D4, 0xTET4E42C, 0x258CIBBF, OXEOFEABS1,
0xB206D402, 0x5F4355FA, 0x04BB2A69, 0x0E7B6B29, 0x558314BA, 0xB8C69542, 0XE33EEADL,
0x2F4CDAFF, Ox74B4A56C, 0x99F12494, 0xC2095B07, 0x4C1544C8, 0x17ED3B5B, 0xF~1A8BAA,
0xA150C530, 0x6D22FS1E, 0x36DABASD, 0xDBOFOB75, 0x806774E6, OXCF5289FS, 0x94ARF666,
0x79EF779E, 0x2217080D, 0XxEE653823, 0xB59D47B0, 0x58D8C648, 0x0320B9DB, 0x8D3CA614,
0xD6C4D987, 0x3B81587F, 0x607927EC, OXACOBL7C2, 0XF7F36851, 0x1AB6E9AY, 0x4 14E963A,
0x4B8ED77A, 0x1076ASEY, 0xFD332911, 0xA6CB5682, O0x6ABIE6AC, 0x3141193F, 0XDCO498CT,
0x87FCE754, 0x09EOF89B, 0x52188708, 0xBF5D06F0, 0XE4A57963, 0x28D7494D, 0x732F36DE,
0x9E6AB726, 0xC592C8BS, 0x59036A01, 0x02FB1592, 0XEFBEJ4 6A, 0xB44 6EBFI, 0x7834DBD7,
0x23CCA444, 0XCE8925BC, 0x95715A2F, 0x1B6D45E0, 0x40953A73, OXADDOBBSB, OXF628C418,
0x3A5AF436, 0x61A28BAS, 0x8CE70ASD, 0xD71E75CE, 0XDDDF348E, 0x86274B1D, 0x6B62CAES,
0x309AB576, 0XFCE88558, 0xA710FACB, 0x4A557833, 0x11AD04AC, 0xIFB11B6F, 0xC44964FC,
0x290CES04, 0x72F49A97, OXBES6AABY, OxESTED52A, 0x083B54D2, 0x53C32B41, 0x1CF6D652,
0x470EAIC1, OxAA4B2839, 0xF1B357AA, 0x3DC16784, 066391817, 0x8BTCIIEF, 0xDOS4EETC,
0xSE98FIB3, 005608620, 0xE82507D8, 0xB3DD784B, 0xTFAF4865, 0x245737F6, 0xC912B60E,
0X92EACI9D, 0x982A88DD, 0xC3ID2FT4E, 0x2E9776B6, 0x756F0925, 0xBI1D390B, OXE2ES4698,
0xOFA0C760, 0x54S8B8F3, 0xDA44A73C, 0x8 1BCDSAF, 0x6CF95957, 0x370126C4, 0xFB7316EA,
0xA08B6979, 0x4DCEES81, 0x16369712, 0xD3A45FAT, 0x885C2034, 0x6519A1CC, Ox3EELDESF,
OXF293EE71, OxA96B91E2, 0x442E101A, Ox1FD66F89, 0x91CA7046, 0XxCA320FDS5, 0x27778E2D,
0x7C8FF1BE, 0OxBOFDC190, 0XEBO5BEO3, 0x06403FFB, 0x5DB84068, 0x57780128, 0x0C807EBB,
0XE1C5FF43, CxBA3D80D0, 0x764FBOFE, 0x2DB7CF6D, 0xCOF24E95, 0x960A3106, 0x15162ECSY,
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Ox4EEES515A, 0xA3ABDOA2, 0xF853AF31, 0x34219F1F, 0x6FDIEQ8C, 0x829C6174, OXDIS41EE7,
0x9651E3F4, 0xCDR99C67, 0x20EC1DIF, 0x7B14620C, 0xB7665222, 0XECOE2DB1, 0x01DBAC4 9,
0x5A23D3DA, 0xD43FCCL5, 0x8FC7B386, 0x6282327E, 0x397A4DED, 0xFS5087DC3, 0xAEF00250,
0x433583A8, 0x184DFC3B, 0x128DBD7B, 0x4975C2E8, 0xA4304310, 0xFFCB3C83, 0x33BA0OCAD,
0x6842733E, 0x8507F2C6, OXDEFFBD55, 0x50E3929A, 0x0B1BED09, OXE65E6CF1, 0xBDA61362,

0x71D4234C, 0x2A2C5CDF, 0xC769DD27, 0x9CS1AZB4Y } ;

8.5.9 Phép nhén clia a; trong trwdmg GF(272)

Bau vao: Mét gid tr wdd dai 32-bit, bidu didn cho 1 phin ¥ trén trwdmg GF(252).
DAu ra: Mot xAu w’ @6 dai 32-bit, bidu didn cho a; ® w trén tredng GF(22).

a) Dt w' = (W <33 8)@apy,s[w »3, 24).

b) Bwrara w’

Ham ayyyy; 2 dwgce dinh nghia nhw sau:

ayyra [256] = {

0x00000000,0X4559568B, 0x8AB2ACT 3, 0xCFEBFAFS, 0x71013DE6, 0x34586B6D, 0xFBBE39195,
OXBEEAC7IE,0xE2027AA9, 0xA75B2C22, 0x68BOD6DA, 0x2DE98Q51, 0x9303474F, 0xD65A11CY,
0x19B1EB3C, 0xSCESBDB7, 0xA104F437, 0XxE45DA2BC, 0x2BB65844, 0x6EEFOECF, 0xD00SC9D1,
0x%55C9IF5A, Ox5AB765A2, 0x1FEE3329, 0x43068E9E, 0x065FD815, 0xC9B422ED, 0x8CED7T466,
0x32073378, 0x775EE5F3, 0xB8B51FOB, 0xFDEC4 980, 0x27088D6E, 0x6251DBES, OxADBA211D,
OXEBE37796,0x5609B088, 0x135CE603, 0xDCBB1CFB, 0x99E24A70, 0xC50AF7C7, Ox8053A14C,
0x4FB85BB4, 0xORE10D3F, 0xB40BCA21, 0xF1529CAA, 0x3EBY6652, 0x7BEO30DY, 0x860C7959,
0xC3552FD2, 0x0CBEDS2A, 0x49E783A1, 0xF70D44BF, 0xB2541234, 0x7DBFESCC, Ox38E6BE47,
0x640E03F0, 0x2157557B, OXEEBCAF83, 0xABE5SF08, 0x150F3E16, 0x5056689D, 0x9FBD9265,
OxDRE4C4EE, 0x4E107FDC, 0x0B492957, 0xC4A2D3AF, 0x81FB8524, 0x3F11423A, 0x7A4814B1,
OxB5A3EE49, 0XFOFAB8C2, 0xAC120575, 0XE94B53FE, 0x26A0A906, 0x63F9FF8D, 0xDD133893,
0x984A6E18, 0x57A194EQ, 0x12F8C26B, 0xEF148BEB, 0XxAA4DDD60, 0x65A62798, 0x20FF7113,
O0xSE15B60D, 0xDB4CE086, 0x14A71A7E, 0xS1FE4CF5, 0x0D16F142, 0x484FA7CS, 0x87A45D31,
OxXC2FDOBBA, 0x7C17CCR4, 0x394E9A2F, 0xF6A560D7, 0xB3FC365C, 0x6918F2B2, 0x2C41A439,
OXE3AASECL, OxA6F3084A,0x1819CF54, 0x5SD4099DF, 0x92A36327, 0xD7F235AC, Ox8B1A881B,
0xCE43DE90, 0x01R82468,0x44F172E3, 0xFA1BB5SFD, 0xBF42E376, 0x70R9198E, Ox35F04F05,
0XC81C0685,0x8D45500E, 0x42AEAAFG, 0x07F7FCTD, 0xB91D3B63, OxFC446DES, 0x33AF9710,
0x76F6C19B, 0x2A1E7C2C, 0x6F472AA7, 0xAOACDOSE, 0XESF586D4, 0x.SB1F41CA, 0x1E46174,
O0xD1ADEDBY, 0x94F4BB32, 0x9C20FEDD, 0xD979A856, 0x169252AE, 0x53CB0425, 0xED21C33B,
0XAB7895B0, 0x67936F48, 0x22CA39C3, 0x7TE228474, 0x3B7BD2FF, 0xF4 902807, 0xB1CS7TESC,
0x0F23B992, Ox4ATAEF19, 0x859115E1, 0xCOC8436A, 0x3D240AER, 0x787D5C61, 0XxB796A699,
O0xF2CFF012, 0x4C25370C, 0x097C6187, 0xC6979B7F, 0x83CECDF4, 0xDF267043, 0x9ATF26C8,
0x5594DC30, 0x10CD8ABB, 0xAE274DAS, 0xEB7E1B2E, 0x2495E1D6, 0x61CCR75D, 0xBB2873B3,
OxFE712538, 0x319ADFCO, 0x74C3894B, 0xCA294E55, 0x8F7018DE, 0x409BE226, 0x05C2B4AD,

51



TCVN 11367-4:2016

0x592R091A, 0x1C735F91, 0xD398A569, 0x96C1F3E2, 0x282B34FC, 0x6D726277, OxA299988F,
0xE7COCE04,0x1A2C8784, 0x5F75D10F, 0x909E2BF7, 0xD5C77D7C, 0x6B2DBA62, 0x2E74ECEY,
0XE19F1611, 0xA4C6409A, 0xFB2EFD2D, 0xBD77ABA6, 0x729C515E, 0x37C507DS, 0x892FCOCB,
0xCC769640,0x039D6CB8, 0x46C43A33, 0xD2308101, 0x9769D78A, 0x58822D72, 0x1DDB7BFY,
0xA331BCE7, 0xE668ER6C, 0x29831094, 0x6CDA461F, 0x3032FBAS, 0x756BAD23, 0xBABO57DE,
O0xFFD90150, 0x4133C64E, 0x046A90C5, 0xCB816A3D, 0x8ED83CB6, 0x73347536, 0x366D23BD,
0xF986D945, 0xBCDF8FCE, 0x023548D0, 0x476C1ESB, 0x8887E4A3, OXCDDEB228, 0x91360F9F,
0xD46F5914, 0x1B84A3EC, OxSEDDF567, 0xE0373279, 0xA56E64F2, 0x6A859E0A, 0x2FDCC881,
0xF5380C6F, 0xBO615AE4, Ox7F8AAO1C, 0x3AD3F697,0x84393189, 0xC1606702, 0xOE8BIDFA,
0x4BD2CB71, 0x173A76C6, 0x5263204D, 0x9D88BDABS5, 0xD8D18C3E, 0x663B4B20, 0x23621DAB,
OXEC89E753, 0xA9DOB1D8, 0x543CF858, 0x1165AED3, 0xDESE542B, 0xSBD702A0, 0x253DC5BE,
0x60649335, 0xAF8F69CD, OXEAD63F46, 0xB63E82F1, 0xF367D47A, 0x3CBC2E82, 0Xx79D57809,
0xC73FBF17, 0x3266E99C, 0x4D8D1364, 0x08D445EF};

8.5.10 Ham NLF(a,b,c,d)

Bhu vao: 4 gid trj 40 dai 32-bit 3, b, cva d.
DAu ra: MOt xdu ¢ 8% dai 32-bit

a) Dt 9 = (a +3;,0)@c D d).

b) Puaraq.
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Phy lyc A
(Quy dinh)
Pjnh danh d6i twgng

Phuy lyc ndy ligt két cdc dinh danh dbi tigng gan cho céc thuét todn dwgce d3ic ta trong b TCVN 11367
(ISO/NIEC 18033) va x4c dinh cac cAu tric tham sé thuat todn. Vui Idng tham khao tiéu chuén TCYN
11367-3:2016 (ISO/IEC 18033-3) v& cac ID clia déi twgng cho cac ché d6 hoat ddng clia ma khéi,

Encryptiondlgorithms~4 {
iso{l) standard(0) encryption-algorithms{18033) part(4) asnl-
rnodule {0} algorithm-ecbject-identifiers(0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN

-- EXPORTS All/ --

-- IMPORTS None; -~

01D OBJECT IDENTIFIER -- Alias
== Synonyms —

1818033=4 QID ::= { iso{l} standard{0) is18033(18033) partd{4) }
id-kg OID ::= { 1s18033~-4 keystream-generator(l) } id-
scmode OID ::= { is18033-4 stream-cipher-mode(2} }

-- Assignments --

id-kg-mugi OID ::= { id-kg mugi(l) )}
id-kg-snow OID ::= { id-kg snow(2) }
id-kg-rabbit OID ::= { id-kg rabbit(3)
}

id-kg-decim? OQID ::= { id-kg decim2(4) }
id-kg-k2 0ID'::= { id-kg k2(5) )

id-scmode-additive OID ::= { id-scmode additive(l) }
id-scmode-multis®l OID ;:= ( id-scmode multis01{2} }

-- Algorithms and parameters --
StreamCipher ::= Algorithmldentifier {{ StreamCipherAlgorithms }}

StreamCipherAlgorithms ALGORITHM ::= {
aaditiveStreamCipher 1
mueltisSolStreamCipher,

++. —— Expect additional algorithms —-
}

additiveStreamCipher ALGORITHM ({
0ID id-scmode-additive PARMS AdditiveStreamCipherParameters

1
AdditiveStreamCipherParameters ::= KeyGenerator

multisolScreamCipher ALGORITHM {
OID id-scmode-multisOl PARMS MultiSClStreamCipherParameters

iMultisOlstreamCipherParameters ::= SEQUENCE { keyGenerator
KeyGenerator, securityParameter INTEGER DEFAULT 64,
irreduciblePolynoial BIT STRING, redandancy BIT STRING,
publicParameterR BIT STRING
— length determined by securityParameter -- for full interoperability
multis0l parameters should -- include the padding method but they do not
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have object -- identifiers, for the time being they will have to be --
negotiated in an application-dependent way

}

KeyGenerator ALGORITHM ::= { mugiKeyGenerator
| snowKeyGenerator | rabbitKeyGenerator |
decim2KeyGenerator | k2KeyGenerator,

. — Expect additional algorithms --

}

muglKeyGenerator ALGORITHM ::= {
?ID id-kg-mugi PARMS NullParameters

snowKeyGenerator ALGORITHM (
?ID id-kg-snow PARMS NullParameters

rabbitKeyGenerator ALGORITHM ::={
0ID id-kg-rabbit PARMS NullParameters

}

decim2KeyGenerator ALGORITHM ::={
0OID id-kg-decim2 PARMS NullParameters

}

k2KeyGenerator ALGORITHM ::={
?ID id-kg-k2 PARMS NullParameters

NullParameters ::= NULL
-= Cryptographic algorithm identification --

ALGORITHM ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL

}
WITH SYNTAX ( OID &id [PARMS &Type] }

Algorithmldentifier { ALGORITHM:IOSet } ::= SEQUENCE { algorithm
ALGORITHM. &id({ {IOSet} ),
parameters ALGORITHM. &Type{ (IOSet}{Salgerithm} )} OPTIONAL

}

END -- EncryptionAlgorithms-4 --
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Phy lyc B
{Tham khao)
Céc phép toan trén trivdrng hiru han GF(2™)

Péi v&i bt ky sb nguyén duong 2 tdn tai mét trréng hteu han gdm c6 27 phén tl. Trwdng hivu han nay
duy nhét trén phép ding céu va trong tidu chudn nay cla by TCVN 11367 (ISONEC 18033) né duwoc
g0i la tredrng hiru han GF(2").

Trong mé t& da thire, m&i phan t&r clia GF(2™) dwgc md t3 bdi mot da thire nhj phan cé bac nhd hon n.
Mét cach r8 rang hon, xau bit @ = a,_y ..., a,a,a, dwgc thyc hién dé dai dién cho da thirc nhj phan
a(x) = @p_yx™ 1 + o+ ax% + ayx + ag. Co s& clia da thire 14 tap hep B = (x™71,...,x%,x,1). i véi 2
Xaubit @ = ap_q..,836:a9 V& b = by_y ...byb1 b, tdNg 14 ¢ = a®b = ¢p_y ... ¢210, trong 46 ¢; = a;Bb;.

Phép nhén trong tréng hiru han, dwgc viét 1a a®b tuong (ng véi phép nhan hai da thirc a(x)b(x)
modulo v&i mét da thirc bat khd quy nhj phan p(x) bac n. Mdt da thirc 12 bt kha quy néu né khdng cd
wére sb tAm thurdng.

GF(2™)\{0} ky hiéu 12 GF(2™)" 12 mdt nhém abel déi véi phép nhan va phan tlr don vj 1a 1. Béi véi bt
ky da thirc nhj phan khac khdng b(x) b&c nhd hon n, cac nghich ddo clia b(x) ky hiéu 12 b~1(x), co thé
dwgc tinh nhur sau: st dyng thuat toan Euclid mé rong @& tinh toan da thirc a(x) va c(x) sao cho
b(x).a(x) + p(x).c(x) = 1. Do @4, a(x). b(x) mod p(x) = 1, cb nghia la b=*(x) = a(x) mod p(x). Thuét
todn Euclid mé rgng dwoe md ta trong [15].
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C.1 Vi dy cho MUGI

C.1.1 Khéa, véc to kh&i tao va b ba khéa dong

K = 00
Iv= 00

Z = c?

IV= 34

Z=2a

K= 351

Iv= 00

Z = bd

K= 69

Iv= 2a

2= el

C.1.2 Vi dy céc trang théi trong

00
00

00

61

al

el

00

cc

00 00 00 00

00

14

00

69

(-]

00

ad

06

45

00

e?

00

a8

c7

bl

00

5f

c8

00

08

00
51

20

00

04

52

49

00

36

00

Bl

0o

95

27

67 a0 25 5b

00 00 00 00

00

21

bl

59

86

37

499

of

00

b6

00

39

b3

91

00

25

2c

d5

28

00

cb

00

01

a9

30

00

€3

75

3a

2d

00

Oe

55

dl

00

ad

13
b

9a

0o
0o

9¢

00

00

0d

oo

00

ac

01

16

Sb

K= 00 01 02 03 04 05 06 07 08 09 Oa

Ive £0 e0 d0 ¢0 b0 a0 S0 80 70 60 50

Z = be 62 43 06 14 b7 9> 71 71 a6 66

Intermediate values of the internal state

rho function 0

00
oo

5a

00

as

c6

fe

00

el

ob

40

81

00
00

ob

00

3b

BS

48

o0

0c

30

00
00

f0

00

Te

50

d7

00

dl

23

eq

7

0d

20

PhulucC

(Tham khao)

Cac vidy

00
00

3e

00

59

59

00

cl

19

49

10

o0
00

le

00

87

10

el

00

39

(14

0o

€3 55 42 de

0a cf Sa £4 %e

28 30 56 0d %a

36 £f a4 e9 a7

84 eb 46 £6 07

7a ba 5b 4f b8

a: 0001020304050607 08090a0b0c0d0e0f 7498£5£1e727d094

be 6d 67 d5 72 6e 37 4b 13 97 ac.

24 65 c9 9¢c 29 1c 13 81 de 08 8d

£d £7 5a aa b8 29 13 42 85 aa 4b

dé e6 dd 32 86 13 43 94 dd 95 fb,

Oe 82 A7 Ob 96 98 28 90 b6 el 43

b: 0000000000000000 0000000000000000 0000000000000000 0000000000000000
6000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000

rho function 1

a: 08090a0b0c0d0e0f 9724d9144c5d8926 64b47311d52100a5
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b: 0000000000000000 0000000000000000 €C00000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000

0000000000000000 0000000000000000 0000000000000000 08090a0b0c0d0e0f

rho function 2

a: 9724d9144c5d8926 09671ctbcfaadstb e2J38166cdBeddl

b: 0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000

0000000000000000 0000000000000000 9724d9144c5d8926 080390a0b0c0d0elf

rho function 3
a: 09671lcfbcfaad5fb 9c0c2097edb20067 6e£29c62b7691210
b: 0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 09671cfbcfaad5fb 9724d9144c5d48926 08090a0b0c0d0elf
rho function 4
a: 9c0c2097edb20067 c0Beeddcb2d08591 201239b2b04d5d6a
b: 0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
9c0c2097edb20067 09671cfbcfaa%95£fb 9724d9144c5d8926 06090a0b0c0d0elf
rho function 5
a: c0Beeddchb2d08591 738177859£3210f6 48563357b83312eb
b: 0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 c08ee4dcb2d08591

9¢0¢2097edb20067 09671cfbcfaadSfb 9724d9144c5d8926 08090a0b0cld0eDf

rho function 6

a: 738177859£3210£6 b30b4d944£5d04ch bcTacTe83fdOccal
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b: 0000000000000000 0000000000000000 0000000000000000 0000000000000000

0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 738177859£3210f6 c08eeddcb2d08591
9c0c2097edb20067 09671cfbcfaad5fh 9724d9144c5d8526 03090a0b0c0d0e0f

tho function 7

a: b36b4d944£5d04chb 2d13c00221057d8d 65el2d98fb29feca

b: 0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0D0CO0C0000000000 0000000000000000
0000000000000000 b36b4d944£5d04ch 738177B59£3210£6 c0Beeddcb2d08591

9c0c2097edb20067 09671cfbcfaad5th 9724d9144c5d8926 08090a0b0c0d0elf

rho function 8

a: 2d13c00221057d8d 20ead0479e63cdcl 7169edbc504968d2

b: 0000000000000000 0060000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 0000000000000000
2d13¢00221057d8d b36b4d944£5d04ch 738177859£3210£6 cO8eeddch2d08591

9¢0c2097edb20067 09671cEbcfaadstb 9724d9144¢5d8926 08090a0b0c0d0e0f

rho function 9

a: 20ead0479e63cdc3 591a6857e3112cee 826918lee8366al

b: 0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 0000000000000000 20ead0479e63cdc3
2d13c00221057c8d b36b4d944£5d04chb 738177859£3210£6 c0Beeddcb2d08591

9c0c2097edb20067 09671cfbcfaad5th 9724d9144c5d8926 08090a0b0c0d0e0f

rho function 10

a: 591a6857e31ll2cee dfbbb88c02c9c80a £a312d220e£73c78

b: 0000000000000000 0000000000000000 0000000000000000 0000000000000000
0000000000000000 0000000000000000 591a6857e3112cee 20ead0479e63cde3
2d13c00221057d8d b36bad944£5d04ch 738177859£3210£6 c08eeddcb2d0B591

9c0c2097edb20067 09671lcfbcfaad5fh 9724d9144c5dB926 08090a0b0c0d0e0f

rhe function 11
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a: dfbbbB88c02c9c80a 5cc4B35080bc5321 78e69bd217041ca?

b: 0000000000000000 0000000¢00000000 0000000000000000 0000000C00000000
0000000000000000 dfbbb88c02c9c80a 591a6857e3ll2¢cee 20eadd479e63cde3
2d13c00221057d6d b36b4d944£5d04ch 738177859£3210£6 9c0c2097edb20067

09671cfbcfaadStb 9724d9144c5d8926 c08seddcb2d08591 08090a0b0c0d0elf

rho function 12

a: SccdB835080bc5321 fd5755df9cclceb?d dd032b76£3534504

b: 0000000000000000 000Q0000000000000 GO00000000000000 0000000000000000
5cc4835080bc5321 dfbbb88c02c9c80a 591a6857e3112cee 20ead047%e63cdeld
2d13c00221057d8d b36b4d944£5d04ck 738177859£3210£6 c0B8eeddcb2d08591

9c0c2037edb20067 09671cthefaadbfh 9724d9144c5d8926 08020a0b0c0dlelt

rheo function 13

a: £d45755df%cclOceb? ¢905d08£50fa7ldb cfchb255e594b3Bee

b: 0000000000000000 0000000000000000 0000000000000000 £d5755df9cclcebd
5ccd835080bc5321 dfbbb88c02c9c80a 591a6857e31l12cee 20ead0479%e63cdel
2413¢00221057d8d b36b4d944£5d04ch 738177859£3210£6 cOBeeddch2d08591

9c0c2097edb20067 09671cfbcfaad5fb 95724d9144c5d8926 08090a0b0c0dlelf

rho function 14

a: c905d08£50fa71db bfe24B85ac2696ccT 0a77652cTdbeg580

b: 0000500000000000 0000000000000000 c905d08£50fa71db fd5&55df9ccﬂceb9
5ccdB835080bc5321 dfbbbB88c02c9c80a 591a6857e3112cee 20eadd47%e63cdeld
2d13¢c00221057d8d b36b4d944£5d04ch 738177859£3210£6 c08eeddcb2d08591

9¢0c2097edb20067 09671cfbefaadsfb 9724d9144¢5d8926 08090a0b0c0d0e0f

rho function 15

a: bfe2485ac2696cc? 7dea26lchbélddfea 3991cedBellSadal

b: 0000000000000000 bfe2485ac2696ccT c905d08£50fa7ldb fd5755df9cclcebd
5cc4835080bc5321 dfbbb88e02c9c80a 591a6857e3112cee 20ead047%e63cdel
2d13c00221057d8d b36b4d944£5d04ch T738177859£3210£6 cl8eeqdch2d0859]1

9c0c2097edb20067 09671cfbcfaa%5fb 9724d9144c5d8926 08090a0b0c0dlelf
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buffer init

a: 7dea26lcbfldifea eafb528479bb687d eb8185612089ff0b

b: 7dea26lcb6lddfea bfe2485ac2696cc7? c905d08£50£fa71db £d5755df9ceclcebd
5cc4835080be5321 dfbbb88c02¢9¢80a 591a6857e3112cee 20ead0479e63cdc3
2d13¢00221057d8d b36b4d944£5d04ch 738177859£3210£6 c08eeddeb2d08591

9c0c2097edb20067 09671lcfbcfaadSfh 9724d9144c5d8926 08090a0b0c0d0elf

rho function 0

a: 8dl0afédcOébddféa 9a%b02c4499p787d £100cffe031d365b

rho function 1

a: 9a9%b02c4499b787d 435407£3bbc2c760 bB5T6326c43c7141

rho function 2

a: 435407£3bbc2c760 b5117172dcf5e507 10d444€72b0cb32b

rho function 3

a: b5117172dcf5e507 9157292760b2892f 45de3ed4Ba22a274

rho function 4

a: 9157292760b2892f aee0542493e788% d92646e5pf6e30fd

rho function 5§

a: aee0542493e7889%e a9f2f7facécfflff €68ac5cf634db73d

rho function €

a: a%9f2f7facbefflff 9cbB8I69fIfcB4deceé d3db5aB3153¢2d75

rho function 7

a: 9cbB8969£9fc84deé bl260b2ec?B0a340 4cO6fbadé02d20da
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rho function 8

a: bl260b2ec980a340 152a6£d877969848 4e9d5f10f22daa4d4

rho function 9

a: 192a6fd877969348 bbac287d38601209 c31e21b47993441d

rtho function 10

a: bbac237d38601209 d58486545129be34 88b995c£25723471

rho function 11

a: d58486545129be34 cBafBf1422e96119 7cb36£5145a5f171

rho function 12

a: c8af8fl422e98119 00bba31208laad45 2e8517e066c8bdl0

rho function 13

a: 00bba3l208laadd5 2£3864a9c27Saldc 4elbalaafcO6chb55

rho function 14

a: 2f3664a9c279aldc 6551£5e9cbcle0d? acfBaaa64583d0d7

rho function 15

a: 6551f5e9cbcle0d? 4ed66dffcb92db48 4a8ffe073636£5¢3

state init

a: 4e466d££chb92dbd8 £5eb670928359d8b 5d3c3lalafIcd78f

b: 7dea26lcbélddfea bfe2485ac26%6ccT ¢c905d0BE50£a71db £d5755d£9ccOceb’d
5cc4835080bc5321 dfbbb88c02cIc80a 591a6857e3112cee 20ead0479e63cdc3
2d13¢00221057d8d b36b4d944£5d04ch 738177659£3210£6 c08eeddcb2d08591

9c0c2097edb20067 09671cfbcfaad5fb 9724d9144c5d8926 08090a0b0c0dOedf

update 1

a: f5eb67b928 359d8b ace6ad0bdelaf786 52910Bc358fadada
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61



TCVN 11367-4:2016
464£67£4c75£d547 Tdea261cb6lddfea bfe2485ac2696cc] c905d08£50£a71db

b:
ddbdB59802a3037a Sccd835080bc5321 dfbbb88c02c9dcB0a 591a6857e3112cee
20eadD479e63cdc3 2d13c00221057d8d Tccld86£463al830 73B177859£3210f¢6

c08eeddcb2d08591 9c0c2097edb2C067 09671cfbcfaad5fh 9724d9144c5d8926

update 2
a: acefa90bde0af786 9fa7alS5367ael667 5f241cf3llalbfa’?

b: 62cfbead646814ad 464f67£4c79fd547 Tdea26lcbbldifea bfe2485ac2696ccy
901fb8d8b3eb5d35 ddbd859802a3037a 5cc4835080bc5321 dfbbb88c02c9¢cB80a
591a6857e3112¢cee 20ead0479%e63cdc3 c0alc065bd095dla 7ccld86£46321830

738177859£3210£6 c08eeddcb2d08591 9c0c2097edb20067 09671cfbcfaadsfh

update 3

a: 9fa7al5367ael667 75195c2e24%e4399 8bd43ddE71adsbob
b: a581bSf011a0627d 62cfbead64681ldad 464£67£4c79£d547 7dea26lchbblddfea
5ccd835080bc5321 dfbbb88c02¢9c80a c62878a190905b6b 923a55d65eed291L

c0alc065bd095dla 7ccld86£463a1830 738177859£3210£6 cOBeeddcb2d08591

update 5

a: 9b2239%a28ccS5ade3 80cldObcl8b29e62 4b4f363eda322dle

b: b59TbB£2964ec608 03abB8lcdBalclé00 a581b5£011a0627d 62cfbead646814ad
9bfe26ce53cd63d 212ea54c36allceb 6059£0d6cOaladed 901fbBd8bIeb3d3S
ddbd859802a3037a 5ccd835080bc5321 998Ia0be7e081065 c628768a190905b6b

923a55d65eed291f ¢0alc065bd095dla 7ccld86£463al830 738177859£321016

update 6
a: 80cldObcl8b2%e62 dfe2225186dfbcald 1277ae469887£627

b: e8a34e2713£7b415 b597bB£2964ec608 03ab8lcdB8alcl600 a581b5£01ia0627d
£2400675d7834998 9bf2e26cc53cdbid 212eab4cI6allech 6059f0déchaladed
901£b8d8b3eb5d35 ddbd859802a3037a elcddedad01d9344 998Ialbc7e081065

c62878a190905b6b 923a55d65eed291f c0alc065ba035dla 7ccld86£463a1830

update 7
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a: dfe2225186dfbca3 caB6cdc9d2bf2007 7aSc92deTbelBllf
b: fc0008d35e888652 e8a34e2713£7bd15 b597b8f2964ec608 03ab81lc48alcle0l
c5d84526d100c6b0 £2d00675d7834998 9bf2e26cc53cd63d 212eal4c3oallech
6059£0d6c0aladcd 901fb8d8h3eb5d35 B350ac8790%3956ac elcddedadlldodd4

9981a0bc7e081065 c62878a150905b6b 923a55d65eed291f clalc065bd095dla

update B
a: ca86cdc9d2bf2007 0870fbfBe065b266 067£3c2be88481d4

b: 1f43e2343bd6elbd fc0008d35e888652 eBa34e2713£7b415 b597b8£2964ecs08
22852488bchdlackh ¢5d84526c100c6b0 £2d00675d7834998 Sbf2e26cc53cd63d
212eab4c36allech 6059£0d6c0aladcd 008fe3b375c32594 8350ac87909956ac

elcddedad01d9344 9981a0bc7e081065 c62878a190905b6b 923a55d65eed291f

update 9
a: 0870fbfBe065b266 73bl45404394710d d756724ed3994273

b: 58bc981f8c520918 1f43e2343bd6elb9 fc0008d35e888652 e8a34e2713f7b415
26655a9¢53721035 22852488bcbdlach c5d84526d100c6b0 £2d0CE75d7834998
9bf2e26cc53cd63d 212ea54c36allech Ie51e0b359210471 008£fe3b375¢32554

8350ac87905956ac elcdded4ad01d9344 9981albc7e081065 ¢62878a190905b6b

update 10
a: 73bl45404394710d B2dl64adcacd6ds2 0607785b7d152bBb

b: ce58835970£5e90d 58bc98I£8c520918 1f43¢2343bd6elbd £c0008d35e888652
1a734852c474£d8d 2¢655a9e53721035 22852488bchdlach c5d84526d100c6b0
£2d00675d7834998 9bf2e26cc53cd63d 61333608d76cc281 Ie51e0b355210471

008fe3b375c32594 8350ac879C9956ac elcddedad0lds344 9981a0bc7e081065

update 11
a: B2dl64adcac96d62 cli072735c68eTed f6lc6élbbdedSed2d

b: ea30eSfc3d9c6168 ce58835970£5e90d 58bc981fBc520918 1£43e2343bd6elbs
39d84d£58£8840e2 1a734852c474£d8d 2e655a9e53721035 22852488bcbdlach
€5d84526d100c6b0 £2d00675d7834998 Ob6bb4cO466cTaba 61333608d76cc28l

1e51e0b359210471 008fe3b375¢32594 8350ac87909956ac elcddedaddld9oddd
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update 12

a: cl4072735c68e7e9 celbeed623950852 af052447a7444e65

b: 63lcbae78ad4fe26 ealle5fc3d9c6168 ce58835970£5e30d 58bc98IfBc520918
3dc6c6bchT6beb72 39d844£58£8840e2 1a734852c474£d8d 2e655a9e53721035
22852488bcbd0ach ¢5d645263100c6b0 871323eld?0caa2b Ob6bb4c0466cTaba

61333608d76cc281 1e51e0b359210471 008fe3b375c32594 8350ac87909956ac

update 13

a: celbeed623950852 £6c22506£c93fbSa 9eb296971244bchb3

b: 4210deféccflbld5 63lcbae?8adife26 ealle5fc3dic6168 ce58335970£5e50d
76d9¢c281df20192d 3dcécébeBibbeb?2 39d84df58£8840e2 1a734852c474fd8d
2e655a9e53721035 22852488bcbd0ach 9cf94157c£512603 871323eld7lcaazb

Ob6bb4c0466cTaba 61333608d76cc281 1e51e0b359210471 008£fe3b375¢32554

update 14

a: £6¢22506£c93fb5a b36£504b7eb67feb ab6balddd58722d3

b: ceB40d£556562dc6 4210defdccflbldS 631cbae7Baddfe26 ealle5fc3ddcel68
d42bcb0bb4 911480 76d9c281df20192d 3dc6écébe876beb72 39d84dE58£8340a2
1a734852¢c474£d8d 2e655a9e53721035 £Se9%e609dd8e3cc3 9¢£94157c£512603

871323eld70caazb Ob6bbac0466cTaba 61333608d76cc281 1e51e0b359210471

update 15

a: b36£504b7eb5S7fe5 Ocebaddlalcbe0f7 bd0c30563fBeedf?

b: e893c5b5aSb2ff2b ceB840df556562dc6é 4210defdccflblds 631lcbae7?8addfeZé
d3e8a809b214218a d42bcbObb4811480 7649c281df201%2d 3dc6c6bc376bebi2
39d84d£58£6840e2 Ia734852c474fd8d 68092024581%a4f5 f5e9e609dddelccl

9c£94157c£512603 871323eld70caa2b 0bébbdcl466cTaba 61333608d76cc28l

update 16

a: Oce5addla0cbc0f? 316593816117e50f bc62430614b79b71
b: d25c6£43a9dabd6? e893c5b5a5b2ff2b ce840d£556562dc6 4210defdccflblds

Seda7c5b0dbf1554 d3eBa809b214218a d42bchObb4811480 76d9c281df20192d
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3dc6cbbe876beb72 39d84dE58£8840e2 cd7fe2794367debc 680920245819a4£5

f5e9e609ddBe3cc3 9¢£94157¢£512603 §71323e1d70caa2b Ob6bbdc0466c7aba

update 1

a: 316993816117e50f 4£7¢747ced22e686 71a66681lc35542de

b: 078el0lleba7badd d25c6643a9dabd67 e893c5bSabb2ff2b ceB40df556562dcé
34c91c7513d1aB68 Seda7cS5b0dbf1554 d3e8a809b214218a d42bcbObb4811480
76d49¢281d£20192d 3dc6c6bcBTébeb72 £6896bE6137101b5 cd7fe2794367debe

680920245819a4£5 £S5e9e609ddfel3cc3 9cf94157c£512603 871323eld70caazb

update 2

a: 4f7c747ce422e686 QaeabS£525cla62f TabaSbafbB0eB2d7

b: b67ab060b61b4£24 078elllle6aTbadd d25c6643a%dabdé7 e893¢c5bS5asb2ff2b
laafc6fee2d73946 34c91c7513d1a868 Seda?c5b0dbfl554 d3e8a809b214218a
d42bcb0bb4811480 76d9c281d£20192d e0D4Bfa7£72820d7b £6896b£6137101b5

cd7£e2794367de6c 680920245819a4£5 f5e9e609ddeeldccd 9cfI4157¢£512603

update 3

a: Daeab5f525cla62f bdla2938a57319c8 0b96982890b6eldd

b: d385352b2b73c085 b67ab060b61ba£f24 078el0lleba’badd d25¢6643a8dabde?
3b7b6dbcl7a6deal laafc6fee2d73946 34c91c7513d1a868 Seda7cSb0dbf1554
d3e8a809b214218a d42bcbObbdeild80 2ec06674b7293909 e048£a7£72820d7b

£6896bf6137101b5 cd7fe2794367debc 680920245819%a4£5 £5e9e609ddBelcc3

update 4

a: bdla2938a57319c8 ed684a2b£28££50d 4930b5d033157£46

b: ff0353fcfBdf9aec d385352b2bT73c0B5 b67ab060b61b4£24 078ellllebabadd
8c861al8a465a833 3bTbédbcl7abdeal laafcbfee2d73946 34c91c7513d1la868
Seda7c5b0dbf1554 d3eBa809b214218a 974cl56779fef6£f9 2ec06674b7293909

e048£a7£72820d7b £6896bf6137101b5 cd7fe2794367debc 68092024581%a4£5
C.2 Vi dy khéa 128 bit cho SNOW 2.0
C.2.1 Khéa, véc to khéi tao va bd ba khéa dong

(IVy, IV, IVy, IVy) = (0, 0, 0, 0), key = 80000000000000000000000000000000
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Keystream output: 8D590AE9AT4ATDOS6DCICATAR72D1A4599BOA0B3FB45DI3FCF9411BDSA503783

(IVy, IV,
Keystream
{IVy, IVy,
Keystream

(Ivlr Ivza

Keystream

C.2.2 Vi dy céc trang théi trong

K = 80 00 00 00 00 GO 00 00 00 00 00 ©O 00 00 00 00
IV= 00 00 00 04 00 00 00 03 00 00 00 02 00 00 00 01

2 = d6 40 33 58 0 35 4a 69 57 £4 3f ce 44 bd bl 3f £7 Be 24 c2 46 61 Ba 07 67 ac 83 cl Ob £c 45 0

Snow 2.0 Internal state

15:80000000 14:00000000
07:80000000 06:00000000

Snow 2.0 Internal state
15:80000001 14:00000000
07:80000000 06:00000000
R1:00000000 R2:00000000

Snow 2.0 Internal state

15:09dfef08 14:80000001
07:f££LL2£LF 06:

at time -34

13:00000000
05:00000000

at time -33

13:00000000
05:00000000

at time =32

13:00000000

12:00000000
04:00000000

12:00000002
04:00000000

12:00000000

R1:00000000 R2:63636363
Snow 2.0 Internal state
15:e5f1b%c 14:09dfef0s
07:fLLLLL(b O6:LLLILLLE
R1:63636363 R2:63636363
Snow 2.0 Internal state
15:2a9a3527 1l4:e5£1b%4c
07:fLfEffffc 06:fEEELELED
R1:e3636363 R2:fbfbfbfb
Snow 2.0 Internal state
15:a69fal0d 14:ea%a3527
O7:7TLELLLLL O6: fEE££££cC
Rl:fbfbfbfa R2:34dellll
Snow 2.0 Internal state
15:8ecacedb 14:a69f£al0d
07:00000002 06:7LLLLLLf

R1:34dellOc RZ:692d2ddb
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05:(

at time -31
13:80000001

05:80000000

at time -30
13:09dfef08

05:fEELEELS

at time -29
13:e5£f1b%4c

05S:f££E£££ED

at time =28

13:ea%a3527

04:00¢

12:00000000

04:00000000

12:80000001

04:80000000

12:09dfef08

04: £ELLELET

12:e5f1b%c

05:fffffffc Q4:fLEL0EfD

11:7EELEEEL 10 £LLLEELS
03:7£ELEEEE 02:LELELLLE

10:£ffffffc
02:£££££££E

11:7££££££C
03:7££££££L

11:00000002
03:00000000

10:7L££E£££E
02:7£E£££L£E

11:00000000 10:00000002

03:00000000 02:00000000

11:00000000 10:00000000

03:00000000 02:00000000

11:80000001 10:00000000

03:80000000 02:00000000

11:09dfef08 10:80000001

03: £L£2££££ 02:80000000

1v,, Iv,) = {0, 0, 0, 0}, key = AAAARARARAAAARAAAADRARAARARRARAR

output: E00982F525F02054214992D8706F2B20DA58SESB8SE2T46D09F226681B2749407.
Iv,, IVy) = (4,3,2,1), key = 60000000000000000000000000000000

output: D6403358E035 4A6957F43FCE44B4B13FF78E24C246618A0767ACB3C10BFC4SFO.

IVy, IVe) = {4,3,2,1}, key = AAAAAAARARAARAANARARARARARAARARAR

output: C355385DB31D6CBDF774AFS5366C2E8774DEADRC7DCT229DFEDL71DTB.

09: fELELELE OB LELELILL
QL:fELELLEr Q0:£LLLLLLE

09: EL£££EED
0L:fLLLLLrs

08:fLIIffLL
00:fLELLLEf

09:fELE£LLC
Ol:fEELELEE

09:£Ef£L£E£fD
00:££ELELEE

09:7LLLLLEL 08 :£ELEEfEfc

OL:TEEEEELE D0:ELELLLLE

09:00000002 08:7££££EEE

01:00000000 00:7££LL0EL

09:00000000 08:00000002

01:00000000 00:00000000

09:00000000 08:00000000

01:00000000 00:00000000



Snow 2.0 Internal state
15:eafdd48f 14:B8ecaccdb
07:00000000 06: 00000002
R1:692d2d47 R2:b6Gede?f
Snow 2.0 Internal state
15:19305681 14:eafdd4st
07:00000000 06:00000000
Rl:366ede7e R2:12c38109

Snow 2.0 Internal state

15:e8688£55 14:19805681
07:80000001 06:00000000

R1:12c3810b R2:86cd47640
Snow 2.0 Internal state
15:fa565efl 14:086BB£55
07:0%dfef08 06:80000001
R1:86c47640 R2:d63bB8as5
Snow 2.0 Internal state
15:6cTa%aa 14:faS65efl
07;e5£1b94c 06:09dfef08
R1:d63b88a5S R2:b7¢51902
Snow 2.0 Internal state
15:5ced2805 14:6c7a94aa
07:ea9a3527 06:e5£1b%4c
R1:37c51903 R2:dblcSedt
Snow 2.0 Internal state
15:26acle8l 14:5ced2805
07:a6%fal0d 06:ea%a3527
Rl:e{fcdd57 R2:d04da3ad
Snow 2.0 Internal state
15:2e5cclad 14:26acleBl
07:8ecaccdb D6:a€69falld
R1:b63f5¢£f9 R2:6c782451
Snow 2.0 Internal state
15:2eb71lbel 14:2eS5c¢cclad
07:eafdd48f 06:8ecacedb
R1:57125978 R2:13ebdccec
Snow 2.0 Internal state
151dec33faBc 14:2eb71bet
07:19805681 06:eaf4ddsf
Rl:ba8b7dd9 R2:6bl32ab7
Snow 2.0 Internal state
15:3007668a 14:dc33fabBe
07:eB8688£55 06:19805681
Rl:f9dd£792 R2:6eb763b9

Snow 2.0 Internal state

at time -27
13:a69falod

05:7LLLLLLr

at time -26

13:Becaccdb
05:00000002

at time =25

13:eafddqsf
05:00000000

at time -24
13:19805681
05:00000000
at time -23

13:eB6BBISS
0%:80000001

at time -22

13:fa565efl
05:09dfef08

at time -21

13:6c7a%aa
05:e5f1b%4c

at time -20

13:5ced2805
05:ea%a3527

at time -19
13:2€acle3l
05:a69fa10d
at time -18
13:2e5cclad

05:8ecaccedb

at time -17

13:2eb71he8

05:eaf4d4ef

at time -16

12:ea%a3527

04:fLfEfffC

12:a69fal0d
PLERSS554444

12:Becaccdb
04:00000002

12:eafqd4Bf
04:00000000

12:19805681
04:00000000

12:e8688L55
04:80000001

12:£a565efl
04:09dfef08

12:6c7a%4aa
04:e5f1b%dc

12:5ced2805
04:ea%a3527

12:26acle8l

04:a69falld

12:2ebcclad

C4:Becaccdb

11l:e5f1b%4c

03:fE£££Fffb

1l:ea9%a3527
03:ffLffffc

11:a69falld
03:78£E£EEE

11:Becaccdb
03:00000002

Il:eafddqst
03:00000000

11:19805681
03:00000000

11:eB68B£55
03:80000001

1l:faS65efl
03:09dfef08

1l:6c7ad%4aa
03:e5f1b%4c

11:5ced2805

03:ea%9a3527

11l:26acleBl

03:a69falld

10:09dfef08

02:fEELE£EEF

10:e5flb%c
02:£L£LL1ffb

10:ea%a3s2?
Q2:fffffffe

10:a69falld
02:7fe22£ff

10:8ecaccdb
02:00000002

10:eaf4d4ef
02:00000000

10:15805681
02: 00000000

10:e8688£55
02:80000001

10:fa565efl
02:09dfeflB

10:6c7a94aa

02:e5£1lb%c

10:5ced2805

02:ea%a3527
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09:80000001

01:80000000

09:09dfefld
OLl:ffffLLLf

09:e5f1b9%c
Nl:f£LEFEFD

09:ea%a3527
Ol:fffffffe

09:a69fal0d
O1:7£EL£E£1EL

09:8ecaccdb
Q1:00000002

09;eafidq8f
01:00000000

09:19805681
01:00000000

09:e8688£55
01:80000001

09:£a565efl

01:09dfef08

09:6c7a%4aa

01:e5f1b%dc

08:00000000

00: 00000000

08:80000001
00:80000000

06:09dfef0B
Q0:fELLELEE

08:e5f1b%c
00:££E£EFLD

08:ea%a3527
00:fffffffc

08:a69falld
00t 7£EEEEEE

0B:8ecaccdb
00:00000002

D8:eaf4dd48rt
00:00000000

08:19805681
00: 00000000

08:e8683£53

00:80000001

09:£fa565efl

00:09dfef08
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15: 6£bbectd 14:3007668a

07:fa565efl 06:e8688£55
Rl:5%ac3848 R2:510eS5e7e

Snow 2.0 Internal state
15:47128118 14:6fbbfcth

D7:6c7a9%4aa 06:fa565efl
Rl:GaBebdff R2:ed2aldff?

Snow 2.0 Internal state

15:94d8c346 14:47128118
07:5ced2805 06:6c7a%daa
R1:d592¢f4c R2:aaaf3ebb

Snow 2.0 Internal state

15:14cee4bl 14:9dd8c346
07:26acleBl 06:5ced2B05
Rl:a5059dac R2:b83B£450

Snow 2.0 Internal state

15:2bel899a 14:14chedbl
07:2e5cclad D6:26aclefl
f1:24b38945 R2:911396k6

Snow 2.0 Internal state

15:09363669 14:2helB99%a
07:2eb7lbed 06:2e5cclad
Rl:eel0bebb R2:144%ba75

Snow 2.0 Internal state

15:%e6f24ce 14:09363669
07:dc33fa8c 06:2eb71lbesd
Rl:3af5d8f6 R2:b8fa206d

Snow 2.0 Internal state

15:f87d0a5a 14:9e6f24ce
07:3007668a 06:dc33faBc
Rl:e756e2ll R2:5a6£3141

Snow 2.0 Internal state

15:056b74c0 14:£87d0a5a
07:6fbbfcfb 06:3007668a
R1:89264d29 R2:87c4£589

Snow 2.0 Internal state

15:62d49257 14:056b74c0
07:47128118 06:6fbbfctb
R1:63£B£015 R2:b541dd3f
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13:dc33falc
05:19805681

at time -15
13:3007668a

05:eB6808£55

at time -14

13:6fbbfcfb
05:fa565e£l

at time -13

13:47128118
05:6cTa%aa

at time -12

13:9dd8c3qe
05:5ced2805

at time -11

13:14c6edbl
05:26aclebl

at time -10

13:2belB99a
05:2e5cclad

at time -9

13:09363669
0D5:2eb71bel

at time -8

13:9e6f24ce
05:dc33faBc

at time -7

13:£87d0a5a
05:3007668a

12:2eb71be8
04:eafdd48f

12:dc33fasc

04:19805681

12:3007668a
04:e86BBL55

12:6fbbfcfb
04:fa565efl

12:47120118
04:6c7a%aa

12:9dd8c346
04:5ced2805

12:14ctedbl
04:26acle8l

12:2bel89%a
04:2e5cclad

12:09363669
04:2eb71bed

12:9%e6f24ce
04:dc33ta8ec

11:2e5cclad
03:8ecaccdb

11:2eb71beB

03:eafdddBrf

1l:dec33fabe
03:19805681

11:3007668Ba
03:eB688£55

11:6fbbfctb
03:fa565efl

11:47128115
03:6c7a%4aa

11:9dd8c346
03:5ced2805

11l:14c6e4bl
03:26acleBl

11l:2bel89%a
03:2e5¢clad

11:09363669
03:2ebTlbes

10:26acle8l
02:a69falld

10:2e5¢cclad

02:Becaccdd

10:2eb71beb
02:eafdadsf

10:dc33faBe
02:19805681

10:3007668a
02:eB8688155

10:68fbbfcfb
02:fa565efl

10:47128118
02:6cTa%aa

10:9ddBe346
02:5ced2B05S

10:14c6edbl
02:26acleBl

10:2bel899%a
02:2e5cclad

09:5ced2805
0l:ea%a3527

09:26acleBl

0l:a69falld

09:2e5cclad
01:Becaccdb

09:2eb71bed
0l:eafdddqsf

09:dec33fasc
01:19805681

09:3007668a
01:e868B£55

09;:6fbbfcfb
01:fa565efl

09:47123118
01:6cTa%daa

05:9dadc3d6
01:5ced2B05

09:14¢c6edbl
0l:26acleBl

08:6c7a%4aa
00:e5£1b%4c

08:5ced2805

00:ea%a3527

08:26acle8l
00:a69£alld

0B:2e5cclaq
00:Becaccdb

08:2eb71beB
00:eafdd48f

08:dc33fasdc
00:19805€81

08:3007668a
00:e86B61£55

08:6fbbfcfb
00:fa565efl

08:471281138
00:6c7a%4aa

08:9dd8c346
00:5ced280S



Snow 2.0 Internal atate
15:4£549abd 14:82449257

07:9dd8c346 06:47128118
Rl:e54943c9 R2:cbd16287

Snow 2.0 Internal state
15:01d936bb 14:4£549abd

07:14céedbl 06:9dd8cl46
Rl:3afdStB2 R2:fdcl7déd

Snow 2.0 Internal state
15:29c99eb5 14:01d936bb

07:2belB99% 06:1ldcéedbl
Rl:3bd3feB5 R2:bSefeabl

Snow 2.0 Internal state
15:0eade3f0 14:99c99ebS
07:09363669 06:2bal899a

Rl:53c8adfe R2:a0ddb267

Snow 2.0 Internal atate
15: fa000bcf 14:0eade3f0
07:9e6f24ce 06:09363669

R1:b5a49718 R2:6ac¥dcc

Snow 2.0 Internal state

15:61declbB 14:£a000bch
07:1£87d0a5a 06:9%9e6f24ce
Rl:96aace66é R2:9cd3a85e

Snow 2.0 Internal state

15:31£914d5 14:61declb8
07:056b74c0 06:£87d0a5a
Rl:a609dec? R2:495041dc

Snow 2.0 Internal state

15:9098ecl0 14:31£%14d5
07:82d49257 06:056b74¢0
Rl:ie7bf66aa R2:05b5db9S

Snow 2.0 Internal state

15:25e7b806 14:9098ecl0
07:4£545abd 06:82d49257
Rl:fe32eSef RZ:e728468a

at time -6

13:056b74¢c0
05: 6fbbfctb

at time -5

13:82d49257
05:47128118

at time -4

13:4154%ab4
05:9ddBe346

at time -3
13:01d936bb

05:14coedbl

at time -2
13:99e¢99eb5

05:2belB%%a

at time -1

13:0eade3f0
05:09363669

at time 0

13:£a000bc8
05:9e6f24ce

at time 1

13:61declh®
05:£87d0a5a

at time 2

13:31£9144d5
05:056b74c0

12:£87d0a5a
04:3007668a

12:056b74c0
04:6fbbfcfb

12:82d49257
04:47128118

12:4£54%abd

04:9dd9c346

12:01d936bb

04:14c6e4bl

12:99¢c99%ebS
04:2belB9%a

12:0eade3f0
04:09363669

12: £a000bcE
04:9e6fZ4ce

12:6ldeclb8
04:£87d0a5a

I1:9e6f24ce
03:dc33fale

I1:£87d40a5a
03:3007668a

I1:056b74c0
03:6fbbfctd

11:82d49257

03:47128118

11:4£54%ab4

03:9dd8c346

11:01d936bb
03:1l4c6edbl

11:99c9%%b5
03:2belB9%a

11:0eadedf0
03:0936366%

11:£a000bc8
03:9e6£24ce

10:
02:

10:
1de33falic

02

10:
02:

02:

10:
02:

10:
02:

10:
02:

10

02:

09363669
2eb71bed

Gebf24ce

£87d0aS5a
3007668a

:1056074c0

0fbbfcfb

182dd49257

:47128118

4£549ab4
9dd8c346

01d936bb
14cbedbl

99c99%eh5
2beld9a

:0eade3f0

09362669
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09:2belf99a
0l:2eScclad

09:09363669
01:2eb71besd

09:9e6f24ce
01:dc33fasc

09:£87d0a5a

01:3007668a

09:056b74c0

01:6fbbfctd

09:82d49257
01:47128118

09:4£549ab4
01:9dd8c¢346

09:01d936bb
01:14cbedbl

09:98¢99%eb5
01:2bel89%a

08:14cbedbl
00:26acle8l

08:2bel8%%
00:2e5cclad

08:09363669
00:2eb71be8

08:9%e6£24ce

00:dc33fadc

081 £87d0as5a

00:3007668a

08:056b74c0
00:6fbbfctb

08:82d49257
00:47128118

08:4£549abd
00:9ddBc346

0B:01d836bb
00:14c6s4b1
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Snow 2.0 Internal state at time 3
15:962fd5% 14:a5e7b800 13:9098ecl0 12:31£914d5 11:61declbf 10:fa000bc8 09:0eade3f0 08:99cS%eb5
07:01d936bb 06:4f54%ab4 05:82d49257 04:056b74c¢0 03:f£87d0a5a 02:9e6f24ce 01:09363669 00:2belB9%a

Rl:ec93bbda R2:ed96a84d

Snow 2,0 Internal state at time 4

15:be037£87 14:962£d5% 13:a5e7b806 12:909Becld 11:31£914d5 10:61declb8 09:£a000bc8 08:0eadelf0
07:99¢99%bS5 06:01d936bb 05:4£549abd 04:82d49257 03:056b74c0 02:£87d0a5a 0l:9e6f24ce 00:09361669
Rl:706b3aa4 R2:d0d6adso

Snow 2.0 Internal state at time 5
15:3e9ee%a 14:be037£37 13:962fd5%9e 12:a5e7b806 11:5098ecl0 10:31£914d5 09:61declb8 08:£a000bcs

07:0eade3f0 06:99c99eb5 05:01d936bb 04:4£549ab4 03:82d49257 02:056b74¢0 01:£87d0asa 00:9e6f24ce
R1:202b4334 R2:86c48227

Snow 2.0 Internal state at time 6
15:al4a6lel 14:3e9%edba 13:be037£87 12:962fd5% 1l:a5e7b806 10:909B8ecl0 09:31£914dS 0B:61declbs

07:£a000bc8 06:0eadedf0 05:99¢99%ebS 04:01d93€bb 03:4£549ab4 02:82d49257 01:056bT4c0O 00:£87d0asSa
Rl:88%dbBe2 R2:b6399358

Snow 2.0 Internal state at time 7

15:¢c852528 1l4:al4a6lel 13:3e9eedba 12:be037£87 11:962fd59% 10:a5e7bB806 09:9098ecl) 08:31£914d5
07:61declb8 06:£a000bc8 05:0eade3f0 04:99c9%eb5 03:01d936bb 02:4f549abd 01:82d49257 00:056b74c0
R1:5003320d R2:121£6605

Snow 2.0 Internal state at time 8

15:4b895ab7 14:cc852528 13:aldaélel 12:3e9eedba 1l:be037£87 10:962£d59e 09:a5¢7b806 08:3098ecll
07:31£914d5 06:61ldeclb8 05:£fa000bc8 04:0eade3f0 03:99c9%ebS 02:01d936bb 01:4£54%ab4 00:82449257
R1:20cd49£5 R2:9¢f74ff8

C.3 Vi du khéa 256 bit cho SNOW 2.0
C.3.1 Khéa, véc tor khéi tao va bé ba khéa doéng
(IV3, IV, IVy, IVy) = (0,0,0,0),

key = 80 00 00 00 00 00 00 00 00 00 00 00 00 00 0G 0O 00 00 00 00 OO0 00 00 00 00 00 00 00 OO
00 00 00

Keystream output: 0B5BCCE20323E2BEQFC203809C66AB73CA35A680F2A5DD197E0CSC02287BEB22,

tIvar IVZ! Iv]_; IVo} - (0:0! 0;0] [

key =

Keystream output: DICC22FD861492D0AE6F43FBOFQ72012078CSAEEE479DESCFOESSSF458EEDESS.
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(IV3, IV, IVy, IVy) = (4,3,2,1) ,
key = 8000000000000000000000000000000000000000000000000000000000000000

Keystream output: 7861080D5755E90B736F10916ED519B12C1A3A4255297FC2246A37TFA6C089526.

{IVay, IV, IVy, IVe) = (4,3,2,1) ,

key =

Keystream output: 29261FCESED038201D6AFAFSBBTE74FED49ECB10197EAC025D024EB45E0CT 655,

C.3.2 Vi dy céc trang théi trong

K = 80 00 00 00 0O 00 00 00 0C 00 00 00 00 00 0O ©O 00 0O 00 00 00 OO0 00 00 00 00 0O OO OO 00 00 00
Iv= 00 00 00 O4 00 OO 00 03 OO0 OO0 00 02 00 00 00 O1

Z =178 61 0B od 57 55 €9 Ob 73 6£ 10 91 6e d5 19 bl 2c la 3a 42 55 29 7f c2 24 6a b7 fa 6c 08 35 26
8now 2.0 Internal state at time -34

15: 80000000 14:00000000 13:00000000 12:00000000 11:00000000 10:00000000 09:00000000 08:00000000

D7:7FEFEEEE 06 : FELEELEE OS:LLLLLLEE O SEFLEFEF O3 £ELLLLLSL O2:EELELLLL QL LFLELEEL OO0 LELELEES
R1:0804a%cc R2:00000001

Snow 2.0 Internal state at time -33
15: 80000001 14:00000000 13;00000000 12:00000002 11:00000000 10:00000003 09:00000004 08:00000000
Q7 TELEEELE O6: LELLEEEE O5: ELEELLLE OA:ELLEELEL O3:LLLELLEE Q2 LLLLLLLT QL LEFFLLCL OO ELLLLELT

R1:00000000 R2:00000000

Snow 2.0 Interpal state at time -32
15:b£53b515 14:80000001 13:00000000 12:00000000 11:00000002 10:00000000 09:00000003 08:00000004
07:00000000 06:TEELELEE OS:EEFEEEEE O4:EEEEEEEL OI:EEEFFEFL Q2 £ELEEEEE OL:ELLLLLLE Q0 £LELLLLL

RL:fEEE££££f R2:63636363

Snow 2.0 Internal state at time -31
15:437de350 14:b£53bS15 13:80000001 12:00000000 11:00000000 10:00000002 09:00000000 08:00000003

07:00000004 06:00000000 05:7TEEELEEL OA:LLELEELE O3:fEELLLLF 02:£EELELEE QL EEELLELL Q0: ELEELTEL

R1:63636362 R2:16161616

Snow 2,0 Internal state at time -30
15:1fadeSb0 14:d37de350 13:b£53b515 12:80000001 11:00000000 10:00000000 09:00000002 08:00000000
07:00000003 06:00000004 05:00000000 04:7£EEEEEL O3:LLELFFFEE O2:fEELLEFF OL:ELLLLEFE QO ELLEFEEE

R1:96161615 R2:08aaaas?®
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Snow 2.0 Internal state
15:8243e488 l4:1fadeSb0
07:00000000 06:00000003

R1:08aaaa59 R2:d03bBeac

Snow 2.0 Internal state
15:7d091594 14:8243e488
07:00000002 06:00000000

R1:d03b8eb0 R2:267457fe

Snow 2,0 In ernal state
15:851e8381 14:7d09£594
07:00000000 06:00000000

R1:26745801 R2:29bl986¢c

Snow 2.0 Internal state
15:cflefelld 1l4:851leB381

07:00000000 06:00000000
R1:29p1986c R2:892bf223

Snow 2.0 Internal state

15:7b69%e0b3 14:cf3efell
07: 81 001 05:0(

at time -29

13:d37de350

05:00000004

at time -28

13:1fa4eS5b0

05:00000003

at time -27

13:8243e488

05:00000003

at time -26

13:7d03£594
05:00000002

at time -25

13:851e8381

R1:892bf225 R2:2£693207

Snow 2.0 Internal state
15:0a8b53dS 14:7b69e0b3

07:b£53b515 06:80000001
R1:2£693a07 R2:6cbd9%a8

Snow 2.0 Internal state
15:£d75ect? 14:0a8b53d5
07:d37de350 06:b£53b51S

Rl:6chd99a8 R2:0793dbeS

Snow 2,0 Internal state

15:94a70314 14:fd75ecf?
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05: 0

at time -24

13:cf3efell
05:00000000

at time -23

13:7b69e0b3

05:80000001

at time -22

13:0a8b53d5

12:b£53b515

04:00000000

12:437de350

04:00000004

12:1fade5b0

04:00000004

12:8243e4488
04:00000000

12:7d09£594
04:00000002

12:851e8381
04:00000000

12:cf3efell

11:80000001

03:7f£ffELEL

11:b£53b515

03:00000000

11:d437de3s0

03:00000004

11:1fadesSh
03:00000003

11:8243e488
03:00000000

11:7d09£59%4
03:00000002

11:851e8381

04:000

12:7b69e0b3

03:(

11l:cf3efell

10:00000000

02: £LLELLLL

10:80000001

02:7fLLLLLS

10:bf53b515

02:7££LELEF

10:d37de350
02:00000004

10:1fadeSb0
02:00000003

10:8243e488
02:00000000

10:7d09£594

02:00000002

10:851e8381

09:00000000 08:00000002

DLl:LLLE££EE Q0: LLLLLEEE

09:00000000 08:00000000

OL:E£EE£E££E Q0 ELLLE£LL

09:80000001 08:00000000

OL:7ELLLELL O0:LLLLLLLE

08:80000001
QO:7LELLLLE

09:b253b515
01:00000000

09:d37de3s0
01:00000004

08:bfS3b515
00:00000000

08:437de350
00:00000004

09:1fadeSb0
01:00000003

09:8243e488 08:1fadeSb0

00 : 0 3

09:7d09£594 08:8243e¢488



07:1fadeS5b0 06:d37de350

R1:8793dbe? R2:63928dbY%c

Snow 2.0 Internal state
15:743cad56 14:94a70314

07:8243e488 06:1fade5hd
R1:287c90bl R2:ech79528

Snow 2.0 Internal state
15:c250e943 14:743cadsé

07:7d09E594 06:8243e488
R1:c0357878 R2:5bd40c0f

Snow 2.0 Internal state
15:4d4948699 14:c250e943

07:851e8381 06:7d09£594
R1:7b78£f1bf R2:9ae2cd$0

sSnow 2.0 Internal state
15:9b3a221f 14:44848699
07:cf3efell 06:851eB8381

Rl:1d26a918 R2:47a%af75

Snow 2.0 Internal state
15:35d95£dl 14:9p3a221f
07:706%9e0b3 06:cflefell

R1l:¢4b3a509 R2:9b7cbé7c

Snow 2.0 Internal state
15:e7492c66 14:35d95fd1
07:0aBb53d5 06:7h6%20b3

R1:209b39fd R2:50f9%a679

Snow 2.0 Internal state
15:dcefilde5 14:e7492c66
07:fd75ect? 06:0a8b5345

Rl:2038a48c RZ:Bfacfo3d

05:bf53b515

at time -21

13:£d75ec£?
05:d37de250

at time -20

13:94a70314
05:1fade5b0

at time -19

13:743ca456
05:8243e4886

at time -19

13:c250e943

05: 74091594

at time -17

13:c250e943

05:851e8381

at time =16

13:9b3a221f

05:cf3efell

at time -15

13:35d95fd1

05:7b69e0b3

04:80000001

12:0a8b53d5
04:bES53b51S

12:£d75ecE?
04:d37de350

12:94a70314
04:1fade5b0

12:743caq56

04:8243e4B8

12:743caq56

04:7d09£594

12:4d848699

04:851e8381

12:9b3a221¢

04:cf3efell

03:00000000

11:7b6%e0b3
03:90000001

11:0a8b53d5
03:bf53b515

11:£d75ecf?
03:d37de350

11:94a70314

03:8243e488

11:743ca456

03:1fadesSb0

11:¢250e343

03:7a09£594

11:4d848639

03:851e8331

02:00000000

10:cf3efell
02:00000000

10:7b69e0b3
02:80000001

10:0a8b53d5
02:bf53b515

10:£d75ectT

02:1fade5b0

10:94a70314

02:437de350

10:743cad56

02:8243e488

10:c250e943

02:7d09£594
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01:00000002 00:00000000

09:851eB381
01:00000000

08:7d09£594
00:00000002

08:851e8381
00:00000000

09:cf3efelld
01:00000000

09:7h6%e0b3
01:80000001

08:cf3efell
00:00000000

09:0a8b53d5 08:7b69elbl

01:b£530515 00:80000001

09:fd75ecf7? 08:0a8b53d5

01:d37de350 00:bfS3b515

09:94a70314 08:fd75ect?

01: IfadeSb0 00:d437de3s0

09:743cad56 08:94a70314

01:82432483 00:1fadeSk0
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Snow 2.0 Internal state at time -14
15:eBeB83£37 l4:dceflde5 13:35d95fdl 12:9b3a221f 11:9p3a221f 10:4dB48699 09:c250e543 08:743cadse
07:94a70314 06:£d75ecf7 05:7b69%e0b3 04:cflefell 03:cflefell 02:851e83681 01:7d09f594 00:8243e488

R1:0blédbf0 R2:97eld8a3

S8now 2.0 Internal state at time -13
15:387610£3 1l4:e8eB83£f37 13:07492c66 12:35d95fdl 11:35d495fd1 10:9b3a221f 09:4d84B699 0B:c250e943
07:743cad456 06:94a70314 05:0a8b53d5 04:7p69e0b3 03:7b69e0b3 02:cf3efel3 01:851e8381 00:7d09£594

Rl:226c9c78 R2:27c607bf

Snow 2.0 Internal state at time -12
15:4bcddadb 14:387810£3 13:dceBlde5 12:e7492¢66 11:e7492¢66 10:35d95fdl 09:9b3a221f 08:4d848699
07:c250e943 06:743cad56 05:f£d75ect? 04:0a8b53d5 03:0a8b53dS 02:7b69%e0h3 01l:cf3efell 00:851e8381

R1:253bfdb6é R2:258cdl70

Snow 2.0 Internal state at time -11
15:105¢5d45 14:4bcddadb 13:e8e83£37 12:dceBlde5 ll:aceBlde5 10:e7492c66 09:35d95fd1l 08:903a221f
07:4d848699 06:c250e943 05:94a70314 04:fd75ecf? 03;:fd75ecf7 02:0a8b53d5 01:7b6%e0b3 00:cflefelld

Rl:ba33d484 R2:f16£299%

Snow 2.0 Internal state at time -10
15:21e0b756 14:£05c5d45 13:387810f3 12:eBe83£37 11: eBe83f37 10:dceB8ldeS5 09:eT7492c66 08:35d95fdl
07:9b3a221f 06:44848699 05:743cad56 04:94a70314 03: 94270314 02:fd75ecf7? 01:0a8b53d5 00:7bé%e0b3

Rl:65abcdfl RZ:598d6551

Snow 2,0 Internal state at time -9
15:00098c25 14:21e0b756 13:4bcddadb 12:387810£3 11:387910f3 10:eBe83£37 09:dce8ldes 0B:e7492¢66
07:35d95fdl 06:5b3a221f 05:0250e943 04:743cad56 03:743cad56 02:94a70314 01:£fd75ecf? 00:0a8b53d5

Rl:Sbdeded4 R2:bd0f2baa

Snow 2.0 Internal state at time -8
15:81a343el 14:00098c25 13:£05¢5d45 12:4bcddadb 11:4bcddadb 10:387810£3 09:e8eB3£37 08:dcedldes
07:e7492c66 06:35d%5fdl 05:4d848699 04:¢250e943 03:0250e843 02:743cad56 01: 94a70314 00:fd75ect?

R1:0a93b243 R2:267c6211
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Snow 2.0 Internal state
15:7b933a92 14:81a343el
07:dce8lie5 06:e7492c6h

R1:c1b68430 R2:0b276cd6

Snow 2.0 Internal state
15:03390827 14:7b933a92
07:e8e83£37 06:dcedlqes

R1:4100cca? R2:iedarlids

Snow 2.0 Internal state
15:e5fdlede 14:0339bB27
07:387810£3 06:e8eB83137

Rl:d4983d45 R2:dl4fec85

Snow 2.0 Internal state

15:99117362 14:e5fdlede
07:4bcddadb 06:3B7810£2
Rl:ae38016a R2:431daZbb

Snow 2.0 Internal state

15:a0bcalZf7? 14:991£7362
07:£05¢c5d45 06:4bcddadb
R1:2c05e1£f2 R2;ae471763

Snow 2.0 Internal state

15:928b5256 14:a0bcaf?
07:21e0b756 06:£05¢5d45
Rl:e6bf2856 R2:f134ael0

Snow 2.0 Internal state

15:be366d56 14:928b5256
07:00058c25 06:21e0b756
R1:3d0288db R2:£31lcd4fal

Snow 2.0 Internal state

15:a5fadb%e 14:be366d56
07:81a343el 06:00098c25
Rl:el78acef R2:2dfa%4€e

at time -7

13:21e0b756

05:9b3a221f

at time -6

13:00098¢c25

05:35d495£d1

at time -5

13:8la343el

05:27492c66

at time -4

13:03396827
05:28eB3£37

at time -3

13:e5fdlede
05:387310£3

at time -2

13:951£7362
05:4bcddadb

at time -1

13:a0bca2£7
05:£05¢5d45

at time 0

13:928h5256
05:21e0b756

12:£05¢5d45

04:44848699

12:21e0b756

C4:9b3a221f

12:00098c25

04:35d95fd1

1Z2:7b933a%2
04:dcefldes

12:0335b8B27
04:eB283£37

12:e5fdlede
04:387610£3

12:991£7362
04:dbcddadb

12:a0bca2f7
04:£05¢c5d45

11:£05c5d45

03:4d848699

11:21e0b756

03:9b3a221f

11:00098¢25

03:35d95£d1

11:81a343el
03:27492¢66

11:7b933a%92
03:dceBl4es

11:0339%bE27
03:edeB3L37

1l:e5fdlede
03:38781013

11:991f7362
03:4bcddadb

TCVN 11367-4:2016

10:4bcddadb 09:387810£3

02:c250e%43 0l:743cadse

10:£05c5d45 05:4bcddadb

02:4d848699% 01:c250e943

10:21e0b756 09:£05c5d45

02:9b3a221f 01:4d848659

10:00098¢25
02:35d958dl

09:21e0b756
01:9b3a221f

05:00098c25
01:35d95£d1

10:81a343el
02:e7492c66

10:7b933a92
02:dce8ldes

09:81a343el
01:e7492c66

10:0339b827
02:e8e83£37

09:7b933a92
01:dceBlieS

10:e5fdlede 03:0339b827
02:387910£3 01:eB8eB3£37

08:e8e83137

00:94a70314

08:38781013

00:743cad56

08:4bcddadb

00:c250e943

08:£05c5d45
00:4d848639

08:21e0b756
00:9b3a221f

08:00098¢c25
00:35d95£dl

08:31a343el
00:e7492c66

08:7b933a92
00:dcedlqed
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Snow 2,0 Internal state
15:b70c6e50 14:a5fadbde

07:7pb933a92 06:81la343el
Rl:4fdbdbcd R2:b95a6c28

Snow 2.0 Internal state
15:bce23d5c 14:bT0cée50

07:0339b327 06:7b933a%2
R1:b%63184d R2:3d5135ch

Snow 2.0 Internal state
15:4eb96%2d 14:boe23dSc

07:e5fdlede 06:0339b827
Rl:befd7%ac R2:28b521b3

Snow 2.0 Internal state
15:96a599a9 14:4eb%9692d

07:991£7362 06:e5fdlede
Rl:a4485c45 R2:e6ab92e9

Snow 2.0 Internal state
15:62ad427d 14:96a599a9
07:a0bcaZf7 06:991F7362
Rl:e9e54bl0 R2:385b4519
Snow 2.0 Internal atate
15:19397e£2 14:62ad427d
07:928b5256 06:albcazf?

R1:1e586367 R2:13124986

Snow 2.0 Internal state
15:5£8525£0 14:19397ef2
07:bel66d56 06:928b5256

Rl:adlZ4ce8 BR2:el3cadlf

Snow 2.0 Internal state

15:fb9¢Obct 14:5£8525f0
07:a5fadb9e 06:bel66d56
R1:81194716 R2:679flcDa

at time 1

13:be366d56 12:928b5256
05:00098¢25 04:21e0b756

at time 2

12:be366d56
04:00098c25

13:a5fadb%e
05:81la343el

at time 3

13:b70c6e50
05:7b933a92

12:a5fadb9%e
04:8la343el

at time 4

13:bce23d5¢c
05:03390827

12:b70c6e50
04:7b933a92

at time 5

12:bce23dSe
0403390827

13:4eb9652d
05:e5fdlede
at time 6

13:96a599a% 12:4eb9692d

05:991£7362 04:eS5fdlede

at time 7
13:62ad427d 12:96a599%a%

05:a0bca2f’ 04:991£7362

at time 8

13:19397e£2 12:62ad427d
05:928b5256 04:a0bca2f?

C.4 Vi dy cho Rabbit

C.4.1 Gi& thigu
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1l:a0bca2f?
03:£05c5d45

11:528b5256
03:21e0b756

1l:pe366dS6
03:000%8¢c25

1l:a5fadb9%e
03:81a343el

I1:b70cée50
03:7b933a92

11:bce23dsc

03:0339b827

1l:4eb96%2d

03:e5fdlede

11:96a599%a9
03:991£7362

09:e5fdlede
01:387810£3

10:991£7362
02:4bcddadb

09:99117362
01:4bcddadb

10:a0bca2£7
02:£05¢5d45

09:a0bca2f?
01:£05c5d45

10:928b5256
02:21e0b756

10:be366d56 09:928b5256
02:00098c25 01:21e0b756

09:be366ds6
01:00098¢25

10:a5fadb%
02:81a343el

10:b70c6e50 09:a5fadble

02:7b933a92 01:81a343el

10:bce23d5¢c 09:bT0c6e50

02:0339b827 01:7b%33a92

10:4eb9692d 09:bce23dSc
02:e5fdlede 01:0339b827

08:0339b827
00:eBe83r37

0B:eS5fdlede
00:387810£3

08:991£7362
00:4bcddadb

08:al0bcazf7
00z £05c5d45

08:928b5256
00:21e0b756

0B:be366d5¢6

00:00098c25

08:a5fadb%

00:81a343el

08 :L70coceS0
00:7p933a92
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Tht ca céc véc to kidm tra cho Rabbit dwgc dura ra trong ky hiéu little-endian, tiec 14 cho s6 nhiéu byte,
céc byte cb trong s6 cao nhit dwec Iteu trir tai cac dja ch bd nhé cao nhét.

C.4.2 Khéa, véc to kiém tra va bd ba khéa déng

K = 00 00 00 00 00 00 €O 00 00 00 OO0 00 00 00 0O 00
IV= 00 00 00 00 00 00 0O 0O
Z = ED B7 05 67 37 5D CD 7C D8 95 54 F8 5B 27 A7 C6 D8 4R DC 70 32 2% 8F 7B D4 EF F5 04 AC A6 28 SF

66 BF BF 47 8A DB 2B ES 1E 6C DE 29 2B B2 DE 2A C6 56 59 72 22 OE C9 09 A7 E7 57 60 98

K = 00 00 0D 00 00 OO0 0O OO OO 00 00 00 00 00 00 QO
IVe 00 01 02 03 04 05 06 07
2 = 53 71 C7 BA 4E A3 08 07 CD AR 49 64 66 39 2D 2F 4A FF 43 55 EF 90 63 56 10 9B 96 65 97 8D AC ED

95 7C 6F 7F CB 2C 67 D2 73 22 CB DE 9D 30 16 45 BC 38 2C 9C 7D 30 44 E6 52 03 B9 2A 13 53 CO FF

K =00 01 02 03 04 05 06 07 08 09 QA 03 0C 0D OE OF
Iv= 00 00 00 00 00 00 0O 00
Z = A8 F7 E6 9B 69 40 A7 BD 13 6A 5C 15 4A 15 79 52 A6 E4 23 58 59 E3 02 20 EA 68 64 36 BB 38 EF 53

8C 29 40 55 6B 09 EC D7 FE AZ B0 AC 83 07 FI 69 62 65 A3 D6 44 28 1¢ 39 Cc9 CD 5E IE 2F 9B E4 DO

K= 00 01 02 03 04 05 06 07 08 09 QA OB OC QD OE OF
IV= 00 01 02 03 04 05 06 07
2 = F2 89 19 DD Al 28 F3 F9 OA 30 34 6E 97 94 D2 BY 4C 69 A2 D9 91 37 27 BC 53 30 13 E6 33 2A F? F3

3E 3A C3 EF 33 68 F4 3A 4C B8 58 67 BB 1C 91 F9 24 29 OC 81 6E 8B 57 83 98 C5 T7F B4 CO BA 05 BD
C.4.3 Vi dy cac trang thai trong

K =00 01 02 03 04 05 06 07 08 09 Oa 0B OC 0D OE OF
Iv= 00 01 02 03 04 05 06 07
z = £2 89 19 DD Al 28 FB F9 DA 30 34 6E 97 94 D2 B7 4C 69 A2 D9 91 37 27 BC SA 30 18 E6 33 2h F7 F3

BE 3A C3 EF B) 68 Fd4 3A 4C B8 58 67 B8 1C 91 F9 24 29 OC 81 6B 8B 57 88 9% C5 7F B4 CO BA 05 BD

After key expansion (Internal state S{-9))
%0:03020100 x1:0D0COBOA x2:07060504 x3:01000FO0E x4:0B0R0908 x5:05040302 x6:0FCEQDOC x7:09080706
c0:09080B0A cl:03020504 c2:0DOCOFOE c3:07060908 c4:01000302 ¢5:0B0A0DOC c6:05040706 c7:0F0E0L00

carry:0

After key setup iteration 1 (Internal state 5 {—8))
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%0:05783933 x1:162113C0 x2:B38F168E x3:F08A919E x4:7F2CDA%4 x5:ACBEBS78
c0:S63CDES7 cl:D64F39D7 c2:41DF5C42 c3:543ADCSS c4:D44D37D5 c5:3FDDSA40

carry:0

After key setup iteration 2 (Internal state S (=7))
x0:798C2CEC x1:CCOSFFD4 x2:50D68324 x3:2C306745 x4:AD519559 x5:81595E7A
c0:A371B1A4 cl:A99C6EAA ¢2:76B2R977 c3I:AL6FAFA2 c4:R79A6CAB c5:74BOATTS

carry:1

After key setup iteration 3 (Internal state S (-6))
x0:CD328957 x1:66DSAbLLF x2:0D115824 x3:FCCEB784 x4:12E500D7 x5:36A46997
c0:FOAGB4F2 cl:TCEYA3TD c2:ABBSFEAC c3:EEA4B2EF c4:TAETALTE c5:A983F4AR

carry:l

After key setup iteration 4 (Internal state S {-35))

x0:A31515F8 x1:5DFD3ACE x2:33CDEAD2 x3:4BD778ES x4:89708269 x5:D93095C1
¢0:3DDB5840 c1:5036D851 c2:E05943EL c3:3BDS563C c4:4E34D64F cS5:DESTILIDF
carry:l

After counter modification / IV setup (Internal state 5{-4))
%x0:A31515F8 x1:5DFD3ACE x2:33CD6A02 x3:4BD778E5 x4:85708269 x5:D93095C1
c0:B7A9DB29 cl:8E004E92 c2:B9161985 c3:FF4AD106 cd:EE23C2B7 ¢S5:84ACTB1B

carry:1

After IV setup iteration 1 (Internal state S$(—3)}
%0:054A3F2F x1:BE444CDE %2:573425A4 x3:9347FADL x4:29036A2F xS5:DD3CEBS0
c0:04DERE77 cl:614D8366 ¢2:EDEI66BA c3:4CTFA453 c4:C170F78B c5:BITFCS550

carcy:0

After IV setup iteration 2 (Internal state S(-2})
x0:0rDBO9A3A x1:334807E8 x2:E663CCY98 x3:0FDA3I71C x4:39C3E3036 %x5:7774EE€57
c0:521381C4 ¢cl1:349ABB39 ¢2:22BCB3EF ¢3:99B477Al ©4:94BE2CSE c5:EES531285

carry:1

After IV setup iteration 3 (Internal state S (=1))

x0:1A2EF77E x1:FDEEE287 x2:A918FSA1 x3:D6414F76 x4:4848D473 x5:BCEJED30

78

x6:0D5257A9 x7:4FF46B46

c6:5238BDA53 c7:E25B35D3

x6:29A589E2 x7:15212B97

c6:9F6DADRO C7;B5AS6AAG

x6:9F40CSBC X7:AB1C8A0S

c6:ECAZBOED c7:88F59F79

x6:5SE495F60 %7:C197863A

€6:39D7543A c7:5C42D44D

x6:5E495F60 x7:C197863A

¢6:0DLC3IBEC c7:1231ADAS

x6:12CC3803 x7:6F7847C0

c6:5A510F39 c7:E5DEE27B

Xx6:CE6FCB34C x7:A3D1ACAF

c6:A785E286 <7:BI2C174E

#6:3E524094 x7:16242C51
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<0:9F485512 cl:07ETEDOC ¢2:57900124 c3:BEES4AEE c4:680B6131 ¢5:23265FBA c6:F4BABSD4 ¢7:8C794C21

carry:1

Rfter IV setup iteration 4 (Internal state S(0)}
x0:987651C2 x1:FFS5FO007 x2:5C4BCTIE x3:661B3E75 x4:49247B9A X5:3CTAR744 x6:4AEF3F40 x7:D117584E
c0:ECTD2860 cl:D33521DF c2:9C634E58 ¢3:341E1E3R c4:3B589605 ¢5:57FIACEF c6:41EFB921 c7:5FCEBOFS

carry:l

After keystream iteration 1 (Internal state S(l1})

%x0:2A158BE4 x1:D9IECSA4 x2:29BBTCLE x3I:01FAF70C x4:E241E934 x5:0216D073 x6:72769563 X7:54BABCTS
¢0:39B1FBAE cl:AE8256B3 c2:C1369B8D c3:8152F188 c4:0EASCADB ¢5:8CCCFAZ4 c6:8F245C6E c7:3313B5C8
carry:l

output F2 89 19 DD Al 2B F8 F% OA 30 34 6E 97 94 DZ B7

After keystream iteration 2 (Internal state 5{2)]

%0:46EC0492 x1:A4BSDA6E x2:7B374COE x3:93249F4E x4:E93894EF x5:6DDECT1I0 x6:27998917 x7:7BOFOF20
c0:B6EECEFC cl:81CFSBA6 c2:F609ESC2 ¢I:CERTCADS c4:E1F2FFAB ¢5:ClA04758 c6:DC5S2FEB ¢7:0660EA9B
carry:l

output 4C €9 A2 D9 91 37 27 BC 5A 30 18 E6 33 2A F7 F3

After keystream 1teratio& 3 (Internal state 5(3})

x0:98C27422 x1:0DSB5EC2 x2:FEECOFBD x3:423F7701 x4:E22aB517 x5:4E9CC418 x6:A7SISEET x7:F73E9572
c0:D41ER24A ©1:551CC059 ¢2:2ADD35F7 ¢3:1BBCO823 c4:B540347F €5:F673948D ¢6:298E0308 c7:DIAELFEF
carry:0

cutput BE 3A C3 EF B3 58 F4 3A 4C B3 58 67 BS 1C 91 F9

After keystream iteration 4 (Internal state 5(4))
x0:3B844C36 x1:AFSCD78B x2:2619A0AC x3:774FBA8E x4:D16CEACA x5:6512AE4E x6:6ABECDEF x7:2BC76513
c0:21507597 ¢1:2869F52D c2:5FB0832C ¢3:6BFL6B70 c4:988D6952 c5:2B46EIC2 ¢6:76C2D656 <7:RCFB5442

carry:1
C.5 Vi dy cho Decim™
C.5.1 Gi&i thigu vi dy Dectm™

Céc gié tri byte v& phan tich nhj phan clia céc byte theo ky hiéu big-endian, tirc [& véi sé nhiéu byte,
byte cé trong sé cao nhat dwec Iwu trir tai dia chi bd nhé thdp nhét. Dac bigt, lvu trl khoa, IV, khéa
dang, thanh ghi va b dém byte va gié tri nhi phan dwa ra dwéi day.
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K = Kqg..K
IV =W .1V,
Z=2y..2¢

a = a9 ..q
b=bs; ..by
T=T,TT,

va, vi dy dwa ra khéa
K =deaa 0040300000880
M&i thanh ghi dwge x4c dinh:

[K7g .. K32] = de, [K7y v Kgy] = 22...[K7 .. Ko} = 80
Véi phén tich bit nhu sau:

K9 «--

Ko =

11011110 10101010 00000000

00110000 00000000 00001111

01000000 00000000

00001000 10000000

C.5.2 Khéa, véc to khdd tao va b ba khéa dodng

K=

IV=

2=

IV=

00 00 00

00

76

00

00

4c

-]

o0

43

09

00

52

eb

de

00

el

00

00

ec

09

00

9b

08

00

bl

98

17

00

89

00

00

08

00

07
00

73

45

10

00
00

be

00
00

b3

09
00

£8

06
00

10

f2

a%

00 00 00 00 00 80

00 00 00 00

1b

00
00

Oe

09
00

al

05
00

01

af

42

fb

00

00

09

0o

84

04

00

2a

4c

ad

0o

00

c9

09

00

de

03

00

cd

£9

74

d5

00

80

c0

09

00

£9

02

00

3a

a6

0d

3¢

a0

8b

09

eb

01

d2

53

ce

00

41

09

d2

00

20

00

a0 fe 43 b3 c8 fb d3 92 b8 Ob 52 94 60 00

8f 7f 28 £f 83 48 75 40 £f c5 cb Oa 33 da

90 1d 12 4d 43 09 22 33 £2 47 60 19 70 53

4f €2 b2 2a 54 21 64 41 £6 3d d3 b4 43 6a
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2 = 62 £f c9 cc 21 Oe 07 ea 6e 50 £0 fb 1b 60 36 1f 88 a6 a5 27 9b 18 cb b8

K = fa a7 54 01 ae 5b 0B b5 62 Of
IV= £9 92 2b c4 5d £6 8f 28

Z = f0 af 66 52 2a 23 8b 29 63 37 8b 1B ec 1f 4c aB 27 91 3d 2¢ £0 ad 94 d9

C.5.3 Vi dy trang thél trong

Céc trong drong nhj phan clia trang théi trong cho céc giai doan khéa, cy thé duoc cung clp tai thei
didm -256, thdi didm -64, thdi didm 0 va thei didm 193.

K = 00 00 00 00 00 00 00 00 00 80O

IV= 00 00 00 00 00 00 00 00
z = 76 e3 89 be 1b fb ad d5 3¢ ce a0 fe 43 b8 c8 fb d3 92 b8 0b 52 94 60 £8
Tir -256 dén 64 (thyre thi clia InitNext(S,LRSR), céc bién trang théi trong 7, b va | ¢6 gia trj sau:

T: 000
B: 00 00 00 00

I1: 0

Decim v2 Internal State at time -256

a: £f ff ff £f 00 00 00 OO0 0O 00 00 0O 00 80 00 00 00 00 00 00 00 00 00 80

Decim v2 Binary Internal State at time -256 {Binary notation)

a: 11111111 11111111 11111111 11111111 00000000 50000000 00000000 00000000
00000000 10000000 00000000 00000000 00000000 00000000 00000000 10000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

Executions of InitNext(S,LFSR)
Decim v2 Internal State at time -255

a: 2f £f £f ££ £C 00 00 00 00 00 00 00 0C 00 80 00 00 00 00 0C 00 00 00 0C

Decim v2 Internal State at time -254
a: 42 £f £ff ££ ££ 00 00 00 00 00 00 00 00 00 OC 80 00 00 00 00 00 00 00 00

Decim v2 Internal State at time -253
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a: 84 2f £f ££ £f £0 00

Decim

a: 98

Decim

Decim

Decim

a: e

Decim

Decim

a: D4

Decim

Decim

Decim

Decim

Decim

82

vz

42

v2

84

v

98

v2

99

w2

89

vz

e

v

de

w2

04

v2

v2

do

w2

Internal

£ff ff ff

Internal

2f f£f ff

Internal

42 ff ff

Internal

B4 2f ff

Internal

98 42 ff

Internal

9% B4 2f

Internal

89 98 42

Internal

ef 99 84

Internal

4e 89 98

Internal

04 e9 99

Internal

State

££f 00

State

ff £0

State

ff ff

State

£ff ff

State

£ £f

State

ff ff

State

ff ff

State

2f ff

State

42 ff

State

64 2f

State

00

at

00

at

00

at

00

at

£0

at

ff

at

ff

at

ff

at

34

at

£f

at

£t

at

00 00 00 00

time -252

00 00 00 00

time -251

00 00 Q0 00

time =250

00 00 00 00

time -249

00 0C 00 00

time =248

00 00 00 00

time -247

£0 00 00 00

time -246

££f 00 00 00

time -245

££ £0 00 00

time -244

ff ££f 00 00

time =243

£ff ££f £f0 00

time -242

00

00

0o

00

00

00

(o]}

00

00

00

00

00

00

00

oo

00

0o

o0

00

00

00

00

00

00

00

00

00

00

090

a0

0o

00

80

oo

00

00

0o

00

00

00

00

00

00

[o[4]

B8O

80

00

0o

00

00

oo

00

00

00

00

00

00

80

80

[+]4]

00

oo

00

00

00

00

00

00

00

00

80

80

0o

oo

00

00

00

0o

00

00

0o

00

80

80

00

00

00

00

00

00

00

00

00

00

00

80

80

0o

00

00

00

00

00

[+14]

0o

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00
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a: dl 6d 00 d4e 89 98 42 £f ££f £f £f 00 00 00 00 00D 00 0OC QO 0O 0O 80 00 00

Decim v2 Internal State at time -241

a: £fd 16 d0 04 e8 99 84 2f £f £ff £f £0 00 00 00 GO 00 00 00 00 00 8O 00 00

Decim v2 Internal State at time -240

a: df dl 6d 00 de 89 98 42 £f £f £f £f 00 00 00 00 00 00 00 00 00 80 00 00

Decim v2 Internal State at time -238%

a: ed £d 16 d0 04 eB 99 84 2f £f £f ££ £0 00 00 00 00 00 00 00 00 08 00 00

Decim v2 Internal State at time -238

a: fe df dl.6d 00 de BY 9B 42 £f ff f£f £f 00 0C 00 00 00 00 00 0D 00 g0 00

Decim v2 Internal State at time -237

a: ef ed £d 16 d0 04 eB 99 84 2f ff £ff f£f £0 00 00 00 00 00 00 0O 0O 08 00

Decim v2 Internal State at time -236

a: ee fe df dl 6d 00 4e B9 98 42 £f £f £f £f 00 00 00 00 0O 00 0O 00 00 80

Decim v2 Internal State at time -235

a: ce ef ed fd 16 d0 04 e8 99 84 2f £f £f £f £0 00 00 00 00 00 00 00 00 08

Decim v2 Internal State at time -234

a: Oc ee fe df dl 64 00 4e B9 98 42 ff £f £f £f 00 00 00 00 00 00 00 00 00

Decim v2 Internal State at time -233

a: 60 ce ef ed f£d 16 d0 04 e8 99 B4 2f £f ££ ££f £0 00 00 00 00 00 00 00 00

Decim v2 Internal State at time =232

a: 06 Oc ee fe df dl 6d 00 4e 89 98 42 £f £f ££ ££ 00 00 00 00 00 00 00 QO

Decim v2 Internal State at time -231
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a: b0 60 ce ef ed fd 16

Decim

a: 5b

Decim

a: ¢S5

Decim

a: be

Decim

Decim

Decim

a: bd

Decim

a: Bb

Decim

Decim

a: b3

Decim

a: fb

Decim

v2

06

v2

b0

v2

5b

v2

cS

v2

be

vi

6b

v2

dé

vz

8b

v2

38

v2

Internal

Oc ee fe

Internal

€60 ce ef

Internal

06 Oc ee

Internal

b0 60 ce

Internal

Sb 06 Oc

Internal

cS b0 60

Internal

¢S5 b0 60

Internal

6b ¢5 b0

Internal

dé ¢5 b0

Internal

bd 6b ¢5

Internal

State

df dl

State

ed fd

State

fe df

State

ef ed

State

ee fe

State

ce ef

State

ce ef

State

60 ce

State

60 ce

State

b0 60

State

do

at

6d

at

16

at

dl

at

fd

at

df

at

ed

at

ed

at

fe

at

ef

at

ce

at

04 e8 99 84

time -230

00 4e 89 98

time -229

d0 04 eB 99

time -228

6d 00 4e 89

time -227

16 d0 04 e8

time =226

dl 6d 00 de

time -225

fd 16 40 04

time -224

fd 16 d0 04

time -223

ed fd 16 d0

time -222

ed fd 16 d0

time -221

fe ed fd 16

time -220

2f

42

84

98

99

89

e8

ed

04

04

do

} 3 4

£

2f

42

84

88

99

99

e8

04

£t

£f

£f

ff

2f

42

84

84

EE]

99

ed

ff

ff

ff

£f

ff

ff

2f

2f

B4

84

99

f0

£f

£ff

ff

ff

ff

£t

ff

2f

2f

B4

00

00

£f0

34

ff

f£

ff

ff

ff

ff

2f

00

00

00

00

f0

ff

££f

ff

ff

ff

ff

00

00

00

00

]

00

f0

00

ff

ff

ff

00

00

00

00

00

00

00

00

£0

ff

£f

00

00

00

00

00

00

00

00

00

£0

£0

00

00

00

00

oo

oo

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00



TCVN 11367-4:2016

a: 4f b3 8b d6 c5 b0 60 ce ef ed fd 16 d0 04 e8 339 84 2f £f £f ff £f 00 00

Decim v2 Internal State at time -219

a: 84 fb 38 bd 6b ¢5 b0 60 ce fe ed £fd 16 d0 04 eB8 99 84 2f ff ff ff £0 00

Decim v2 Internal State at time -218

a: 18 4f b3 8b d6 ¢5 b0 60 ce ef ed fd 16 d0 04 8 99 84 2f ff £f £f ff 00

Decim v2 Internal State at time -217

a: 21 84 fb 38 bd 6b c5 b0 60 ce fe ed fd 16 d0 04 e8 99 84 2f ff ff ff £0

Decim v2 Internal State at time -216

a: £2 84 fb 38 bd 6b c5 b0 60 ce fe ed fd 16 d0 04 e8 99 84 2f £ff ff ff ff

Decira v2 Internal State at time ~215

a: 9f 21 B4 fb 38 bd 6b c5 b0 60 ce of ed fd 16 d0 04 e8 99 84 2f £f ff ff

Decira v2 Internal State at time -214

a: e% £2 18 4f b3 Bb d0 be 5b 06 Oc ee fe df dl €d 00 4e B9 98 42 ff ff ff

Decira v2 Internal State at time -213

a: 6e 9f 21 84 fb 38 bd 6b ¢5 b0 60 ce ef ed fd 16 40 04 e8 99 B4 2f ff ff

Decira v2 Internal State at time -212

a: f6 e9 £2 18 4f b3 8b d6 be Sb 06 Oc ee fe df dl 6d 00 4e 99 98 42 ff ff

Decira vZ Internal State at time -211

a: 5f 6e 9f 21 84 fb 38 bd 6b c5 b0 60 ce ef ed £d 16 d0 04 eB 99 84 2f £f

Decira v2 Internal State at time -210

a: 45 £6 e9 £2 18 4f b3 8b d6 be Sb 06 Oc ee fe df dl 6d 00 4e 89 98 42 ff



TCVN 11367-4:2016

Decira v2 Internal State at time

a: 04 9f 6e 9f 21 84 £fb 38 bd €b

Decira v2 Internal State at time

a: 10 45 £6 e9 £2 18 4f b3 8b d6

Decira v2 Internal State at time

a: dl 04 5f 6e 9f 21 84 £fb 38 bd

Decira v2 Internal State at time

a: 1d 10 45 f6 e9 £2 18 4f b3 &b

Decira v2 Internal State at time

a: 31 dl 04 5f 6e 9f 21 B4 fb 38

Decira v2 Internal State at time
a: 13 1d 10 45 £6 e9 £2 18 4f b3
Decira v2 Internal State at time

a; 81 31 dl 04 5f 6e 9f 21 84 fb

Decira v2 Internal State at time

a: 88 13 1d 10 45 6 e9 £2 1B 4f

Decira v2 Internal State at time

a: ¢3 81 31 dl 04 5f 6e 9f 21 84

Decira v2 Internal State at time

a: 7c 88 13 1d 10 45 £6 e% f2 18

Decira v2 Internal State at time

a: 77 <8 31 31 dl 04 5f 6e Sf 21

Decira v2 Internal State at time

86

-209

c5 b0

-208

be Sb

~207

6b ¢5

-206

dé be

205

bd €b

=204

8b dé

-203

38 bd

-202

b3 38

~201

fb b3

-200

4f £b

-199

B4 4f

-198

60

a6

b0

5b

]

bec

b

dé

&b

B

ce

Oc

60

06

b0

5b

es

be

dé

bd

ef

ae

ce

Oc

60

086

bo

Sb

c5

be

&b

ed

fe

ef

ce

Oc

60

06

b0

5b

c5

fd

df

ed

fe

ef

ea

ce

Oc

60

06

b0

16

dl

fd

df

ed

fa

ef

ce

Oc

60

do

6d

16

dl

fd

df

ed

fe

ef

ee

ce

04

00

do

6d

16

dl

fd

df

ed

fe

ef

ef

de

04

0o

do

6d

16

dl

fd

at

ed

99

895

eB

de

04

00

do

6d

16

di

fd

a4

98

99

89

ed

ie

04

00

do

6d

16

2f

42

84

98

99

89

4e

04

00

do



a: 17 7c 88 13 1d 10 45 £6 e8 f2

Decira v2 Internal State at time

a: 91 77 c8 81 31 dl 04 5f 6e 9f

Decira v2 Internal State at time

a: 49 17 7c 88 13 14 10 45 £6 e9

Decira v2 Internal State at time

a: 44 91 77 ¢8 Bl 31 dl 04 5f be

Decira w2 Internal State at time

a: c4 49 17 7c 88 13 1d 10 45 £6

Decira v2 Internal State at time

a: bc 44 91 77 ¢B Bl 31 d1 04 5f

Decira v2 Internal State at time

a: 5b c4 49 17 7c¢c 88 13 1d 10 45

Decira v2 Internal State at time

a: cb be 44 91 77 ¢8 Bl 31 dl D4

16 84

=197

21 18

=196

£2 21

=195

8f f2

-194

ed 9f

=163

6e 9f

-192

f6 ef

=191

5f Be

Decim v2 Internal State at time -190

a: 5¢c 5b cd4 49 17 7c 88 13 14 10

45 6

Decim v2 Internal State at time -189%9

a: 25 c5 be 44 91 77 c8 81 31 dl

04 5f

Decim v2 Internal State at time -188

b3

4f

34

18

21

f2

9f

ed

L1=3

8b

38

b3

b

4f

84

18

21

f2

9f

dé

8k

38

b3

fb

4f

84

18

21

dé

bd

Bb

B

b3

4f

84

5b

=47}

be

€b

dé

8b

38

b3

06

bo

Sb

cs

be

€b

do

8b

3s

Oc

60

06

b0

5b

c5

be

6b

dé

Ce

Oc

60

06

b0

5b

c5

be

6b

fe

ef

ee

ce

Oc

60

06

b0

5b

c5

daf

ed

fe

ef

ec

ce

Oc

€0

06

bo

dl

fd

df

ed

fe

ef

ce

Oc

€0

TCVN 11367-4:2016

6d

16

dl

fd

daf

ed

fe

ef

e

ca

a: 92 5c5b c4 49 17 7c 89 13 1d 10 45 £6 e% £f2 18 4f b3 8b dé be 5b 06 Oc

Decim v2 Internal State at time ~-187

87



TCVN 11367-4:2016
a: a9 25 cb5 be 44 %1 77

Decim

as ca

Decim

Decim

a: 9f

Decim

a: B9

Decim

a; f8

Decim

Decim

a: 6a

Decim

a: 46

Decim

Decim

Decim

88

w2

92

v2

a9

v2

ca

w2

fc

v2

9f

w2

g9

w2

£8

v2

af

w2

6a

w2

46

v2

Internal

5c 5b cd

Internal

25 ¢5 be

Internal

92 5c¢ 5b

Internal

a% 25 e5

Internal

ca 92 5¢c

Internal

fc a% 25

Internal

9f ca 92

Internal

89 fc a9

Internal

£8 9f ca

Internal

af 89 fc

Internal

State

49 17

State

44 91

State

cd 49

State

be 44

State

Sb c4

State

c5 be

State

5¢ 5b

State

25 ¢5

State

92 5S¢

State

a9 25

State

c8

at

Tec

at

at

91

at

49

at

44

at

ca

at

be

at

5b

at

c5

at

81 31 dl 04

time -186

88 13 1d 10

time -185

c8 81 31 dl

time -184

7c 88 13 1d

time -183

77 c8 81 31

time -18B2

17 7c 88 13

time -181

91 77 cB 81

time -180

49 17 7c 88

time -179

44 91 77 c8

time -178

cqd 49 17 Tc

time -177

be 44 91 77

time -17 6

S5f

45

04

10

dl

1d

31

13

81

€8

c8

6e

fs

5f

45

04

10

dl

1d

31

13

81

of

e9

Ge

f6

5f

45

04

10

dl

1d

31

21

2

9f

e9

fe

fé

Sf

45

04

10

dl

84

18

21

£2

9f

el

bc

j13)

34

45

04

fb

4af

B4

18

21

£2

9f

es

6e

f6

Sf

38

b3

4f

84

18

21

f2

Sf

ad

e

bd

8b

3g

b3

fb

4f

84

18

21

£2

of

6b

dé

bd

éb

38

b3

fb

4f

84

18

21

¢S5

be

6b

dé

8b

38

b3

fb

qf

84

b0

Sb

c5

be

6b

dé

bd

8b

38

b3

60

06

b0

5b

(]

bc

6d

dé

8b

38



TCVN 11367-4:2016

a: 76 b4 6a. £8 9f ca 92 5c 5b c4 49 17 Tc €8 13 1d 10 45 £6 e9 £2 18 4f b3

Decim v2 Internal State at time -175

a: e7 6b 46 af 99 fc a9 25 c5 be 44 91 77 c8 B1 31 dl 04 S5f ée 9f 21 84 fb

Decim v2 Internal State at time -174

a: 2e 76 b4 6a fB 9f ca 92 Sc S5b cd4 49 17 7¢ 88 13 1d 10 45 £6 e9 £2 18 4f

Decim v2 Internal State at time -173

a: dz e7 6b 46 af 89 fc a9 25 ¢5 be 44 91 77 cB 81 31 dl 04 Sf 6e 9f 21 84

Decim v2 Internal State at time -172

a: 8d 2e¢ 76 b4 6a 8 9f ca 92 5¢c 5b cd 49 17 7¢ 88 13 1d 10 45 £f6 e% £2 18

Decim v2 Internal State at time -171

a: £8 d2 el 6b 46 af 89 fc a% 25 ¢5 be 44 91 77 c8 81 31 dl 04 5f 6e 9f 21

Decim v2 Internal State at time -170

a; 6f 8d 2e 76 b4 6a £8 9f ca 92 S5c 5b c4 49 17 7c 86 13 1d 10 45 f6 ed £2

Decim v2 Internal State at time -169

a: dé £8 d2 el 6b 46 af B9 fc a9 25 c5 be 44 91 77 c8 B1 31 dl 04 5f 6 Sfe

Decim v2 Internal State at time -168

a: cd 6f Bd 2e 76 b4 6a £8 9f ca 92 5¢c Sb cd 49 17 7c B8 13 1d 10 45 £6 e9

Decim v2 Internal State at time =167

a: dc d6 8 d2 el 6b 46 af 8% fc a9 25 ¢5 be 44 31 77 <8 B1 31 d1 04 5f e

Decim v2 Internal State at time -166

a: ed cd 6f 8d 2e 76 b4 Ga £8 9f ca 92 Sc S5b c4 49 17 Tc 88 13 1d 10 45 £6

Decim v2 Internal State at time -165

89



TCVN 11367-4:2016

a: fe dc do f8 d2 e7 6b

Decim

Decim

a: 21

Decim

a: 22

Decim

a: 62

Decim

Decim

Decim

Decim

Decim

Decim

Decim

v2

ed

v2

fe

v2

1f

v2

21

v2

22

v2

d2

v2

3d

v2

53

v2

45

v2

d4

v2

Internal

cd 6f 8d

Internal

dc dé £8

Internal

ed cd 6f

Internal

fe dc dé

Internal

If ed cd

Internal

21 fe dc

Internal

22 1f ed

Internal

dz 21 fe

Internal

3d 22 1f

Internal

53 dz 21

Internal

State

2e¢ 76

State

d2 e7

State

8d 2e

State

£8 d2

State

of 8d

State

ds f8

State

cd 6f

State

de dé

State

ed cd

State

fe dc

State

at

b4

at

6b

at

16

at

e?

at

2e

at

dz

at

at

£8

at

at

deé

at

af 89 fc a9

time -164

6a f8 9f ca

time -163

46 af B89 fc

time =162

b4 6a £8 9f

time -161

6b 46 af 85

time -160

76 b4 6a f8

time -159

el 6b 46 af

time -158

2e 76 b4 6a

time =157

d2 e7 6b 46

time -156

8d 2e 76 b4

time =155

£8 d2 el 6b

time -154

25

92

a%

ca

fc

9f

88

f8

af

6a

16

c5

5c

25

92

a9

ca

fc

34

89

£8

af

be

5b

c5

S5¢

25

92

a%

ca

fc

Sf

8%

44

cd

be

b

c5

5c

25

92

ad

ca

fe

91

49

44

cd

be

5b

cS

Se

25

92

a9

77

17

91

49

44

c4

be

Sb

[-1:]

Sc

25

c8

Te

17

17

91

49

14

cd

be

5b

(]

81

88

c8

Tc

17

17

91

49

44

cd

be

31

13

81

88

c8

Te

77

17

91

49

44

dab

1d

31

13

B1

88

cB

¢

717

91

04

10

dl

1ld

31

13

81

g8

c8

Tc

77

St

45

04

dl

31

ge

cB



TCVN 11367-4:2016

a: 23 ed 45 3d 22 1f ed cd 6f 3d 2e 76 bd 6a £8 9f ca 92 S5c 5b c4 49 17 Te¢

Decim v2 Internal State at time -153

a: b2 3e d4 53 d2 21 fe dc d6 £8 d2 el 6b 46 af B9 fc a9 25 c5 be 44 91 77

Decim v2 Internal State at time -152

a: 1b 23 ed 45 3d 22 1f ed cd 6f 8d 2e¢ 76 b4 6a £8 9f ca 92 5¢c Sb c4 49 17

Decim v2 Internal State at time -151

a: 91 b2 3e d4 53 d2 21 fe dc dé £8 d2 el 6b 46 af B9 fc a% 25 c% be 44 91

Decim v2 Internal State at time -150

a: e% 1b 23 ed 45 3d 22 If ed cd 6f Bd 2e 76 b4 6a £8 9f ca 92 S5c 5b ¢4 49

Decim v2 Internal State at time -149

a: fe 91 b2 3e d4 53 d2 21 fe dc d6 £8 d2 el 6b 46 af 89 fc a9 25 c5 be 44

Decim v2 Internal State at time -148

a: ¢f €9 1b 23 ed 45 3d 22 1f ed cd 6f 8d 2e 76 bd 6a f8 9f ca 92 5c Sb cd

Decim v2 Internal State at time -147

a: 4c fe 91 b2 3e d4 53 d2 21 fe dc do £fB d2 el 6b 46 af 89 fc a% 25 ¢5 be

Decim vZ Internal State at time =146

a: 64 cf e9 1b 23 ed 45 3d 22 1f ed cd 6f 8d 2e 76 bd 6a £8 9f ca 92 S5c 5b

Decim v2 Internal State at time -145

a: 46 4c fe 91 b2 3e d4 53 d2 21 fe dc d6é £8 d2 el 6b 46 af 89 fc a9 25 ¢S5

Decim v2 Internal State at time -144

a: 94 64 cf e9 1b 23 ed 45 3d 22 1f ed cd 6f A8d 2¢ 76 bd 6a £f8 9f ca 92 5¢

Decim vZ Internal State at time -143

91



TCVN 11367-4:2016
a: d9 46 4c fe 91 b2 3e

Decim

a: 6d

Decim

a: bé

Decim

a: 9

Decim

a: f9

Decim

a: 1f

Decim

a: 51

Decim

Decim

a: 18

Decim

a: el

Decim

a: 6e

Decim

92

w2

94

v2

dg

v2

6d

v2

b6

v2

9o

v2

£9

v2

If

v2

51

v2

85

v2

18

v2

Internal

64 cf e9

Internal

46 4c¢ fe

Internal

94 64 cf

Internal

d9 46 4c

Internal

6d 94 64

Internal

bo d9 46

Internal

9b 6d 94

Internal

£9 b6 d9

Internal

1f 9b éd

Internal

51 £9 bé

Internal

State

1b 23

State

91 b2

State

e9 1b

State

fe 91

State

cf e9

State

dc fe

State

64 cf

State

46 4c

State

94 64

State

d9 46

State

dd

at

ed

at

3e

at

23

at

b2

at

1b

at

91

at

e’

at

fe

at

cf

at

dc

at

53 d2 21 fe

time -142

45 3d 22 1f

time =141

d4 53 dz 21

time -140

ed 45 3d 22

time -139

3e d4 53 d2

time ~138

23 ed 45 3d

time =137

b2 3e d4 53

time =136

lb 23 ed 45

time -135

91 b2 3e d4

time =134

€9 1b 23 ed

time =133

fe 91 b2 3e

time =132

dc

ed

fe

1f

21

22

dz2

3d

53

45

d4

dé

ed

fe

If

21

22

d2

3d

53

£8

6f

dé

cd

de

ed

fe

1f

21

22

dz

8d

£8

6f

dé

cd

dec

ed

fe

1f

21

el

2e

dz

8d

f8

6f

d6

cd

de

ed

fe

76

el

2e

d2

8d

18

6f

dé

cd

de

46

b4

6b

76

e?

2e

d2

8d

£8

6f

dé

af

6a

46

b4

6b

76

el

2e

d2

8d

fe

89

f8

af

6a

b4

6b

76

el

2e

d2

fc

9f

89

18

af

6a

46

b4

6b

76

e?

a9

ca

fc

9f

89

£8

af

6a

b4

6b

25

92

a’

ca

fc

9f

89

£8

af

6a

46



Decim

a: 9f

Decim

a: 39

Decim

a: ¢3

Decim

Decim

Decim

Decim

a: 55

Decim

a: 15

Decim

a; 17

Decim

a: 07

Decim

el

v2

6e

ve

f6

v2

9f

v2

39

v

c3

v2

Bc

v

38

w2

53

w2

55

v2

75

v2

85 1f 9%

Internal

18 51 f£9

Inteznal

el 85 If

Internal

6e 18 51

Internal

6 el BS

Internal

9f 6e 18

Internal

39 f6 el

Internal

c3 9f 6e

Internal

8c 39 f¢6

Internal

38 c3 9f

Internal

53 8¢ 329

Internal

6d 94

State

b6 d9

State

9b éd

State

£9 bé

State

1f 9

State

51 £9

State

85 1f

State

18 51

State

el B85

State

6e 18

64

at

46

at

94

at

d9

at

6d

at

b0

at

9%

at

£9

at

1f

at

51

cf e% 1b 23

time -131

4c fe 91 b2

time =130

64 cf 9 lb

time -129

46 4c fe 91

time -128

94 64 cf e9

time -127

d9 46 4c fe

time -126

6d 94 64 cf

time -125

b6 d9 46 4c

time -124

9 6d 94 64

time -123

£9 b6 d9 46

State at time -122

ed

3e

23

b2

1b

g1

e$

fe

ct

dc

45

d4

ed

3e

23

b2

1b

91

e9d

fe

3d

53

45

d4

ed

3e

23

b2

1b

91

22

d2

3d

53

45

d4

ed

3e

23

b2

1f

21

22

3d

53

45

d4

ed

3e

ed

fe

If

21

22

d2

3d

53

45

d4

cd

de

ed

fe

1£

21

22

dz

3d

53

6f

dé

cd

de

ed

fe

1f

21

22

d2

8d

f8

6f

dé

cd

de

ed

fe

1f

21

2e

d2

8d

£8

6f

d6

cd

dc

ed

fe

76

el

2e

d2

8d

£8

6f

d6

cd

de

TCVN 11367-4:2016

b4

6b

76

el

2e

d2

8d

f8

6f

dé

£6 e 85 1f 9b 6d 94 64 cf 9 1b 23 ed 45 3d 22 1f ed cd

State at time -121

93



TCVN 11367-4:2016
a: 10 77 55 38 c3 9f 6e

Decim

Decim

Decim

a: d8

Decim

a: 9d

Decim

Decim

Decim

a: 48

Decim

a: 64

Decim

Decim

a: 60

Decim

v2

07

v2

10

v2

fl

w2

v

d8

v2

ve

69

v2

86

va

v2

64

v2

Internal

75 53 8¢

Internal

77 55 38

Internal

07 75 53

Internal

10 77 55

Internal

£1 07 75

Internal

8f 10 77

Internal

d8 f1 07

Internal

9d 8f 10

Internal

69 d8 fl

Internal

86 9d 8f

Internal

State

39 £

State

c3 9f

State

Be 39

State

38 <3

State

53 8¢

State

55 38

State

75 53

State

77 55

State

07 75

State

10 77

State

18

at

el

at

6e

at

f6

at

Sf

at

39

at

c3

at

8c

at

38

at

53

at

55

at

51 £9 b6 d9

time =120

85 1f 9b éd

time =119

18 51 £9 b6

time -118

el 85 1f %

time =117

6e 18 S1 £9

time -116

f6 el 85 1f

time =115

of 6e 18 51

time -114

39 £6 el 85

time =113

c3 9f 6e 18

time =112

8¢ 39 f6 el

time =111

38 c3 9f 6e

time -110

46

94

d9

éd

b6

9b

£5

1f

51

85

18

ic

64

46

94

de

b6

9b

£9

1f

51

fe

cf

4c

64

46

94

ds

6d

b6

9b

£9

91

ed

fe

cf

dc

64

416

94

das

6d

b6

b2

1b

91

e9

fe

cf

4c

64

46

94

d9

3e

23

b2

1b

91

e9

fe

cf

dc

64

46

dd

ed

3e

23

b2

ib

91

e9

fe

cf

4c

53

45

d4q

3e

23

b2

1b

81

1)

fe

3d

53

45

d4

ed

3e

23

b2

1b

91

21

22

d2

3d

53

45

dd

ed

3e

23

b2

fe

if

21

22

d2

3d

53

45

d4

ed

3e

dec

ed

fe

1f

21

22

dz2

3d

53

45

dd



a: b6

Decim

a: 1b

Decim

a: 71

Decim

a: 47

Decim

a: a4

Decim

a: ba

Decim

a: bb

Decim

a: 5b

Decim

a: 55

Decim

as 35

Decim

a: a3

Decim

06

v2

60

v2

b6

w2

ib

w2

71

v2

47

v2

ad

v2

ba

v2

bb

v2

Sb

v2

55

v2

48 69 d8

Internal

64 86 9d

Internal

06 4B 69

Internal

60 64 B6

Internal

b6 06 48

Internal

1b 60 64

Internal

71 b6 06

Internal

47 1b 60

Internal

a4 71 b6

Internal

ba 47 1b

Internal

bb a4 71

Internal

£1 07

State

8f 10

State

ds f1

State

o9d Bf

State

69 d8

State

66 9d

State

48 69

State

64 B6

State

06 48

State

60 64

State

b6 06

State

75

at

77

at

07

at

10

at

f1

at

8f

at

ds

at

9d

at

69

at

86

at

48

at

$3 8¢ 39 f6

time =109

55 38 c3 9f

time -108

75 53 8c 39

time -107

77 55 38 <3

time -106

07 75 53 8c

time =105

10 77 55 38

time -104

£f1 07 79 53

time -103

8f 10 77 55

time -102

d8 £1 07 75

time -101

9 8f£ 10 77

time -100

69 dg8 f1 07

time -99

el

e

f6

9f

39

c3

8c

38

53

55

75

85

18

el

6e

£6

of

33

c3

8c

38

53

1f

51

85

18

el

6e

4

9f

39

c3

Bc

Sb

£9

£

51

85

18

el

e

£6

9f

39

bé

9b

f9

51

8s

18

el

Ge

f6

94

ds

6d

beé

9b

£9

1f

51

85

18

el

64

46

94

ds

bé

Sh

£9

1f

51

85

cf

4c

64

46

94

d9

6d

9%b

£9

1f

e9

fe

cf

4c

64

46

94

d9

6d

bé

9b

1b

91

e9

fe

cf

4c

64

46

94

dg

6d

23

b2

1b

81

e9

fe

cf

ic

64

46

94

TCVN 11367-4:2016

ed

3e

23

b2

1b

91

e9

fe

ctf

dc

64

85



TCVN 11367-4:2016
a: 8a 35 5b ba 47

Decim

a: 58

Decim

Decim

a: dl

Decim

a: 9d

Decim

Decim

a: 96

Decim

a: 4%

Decim

Decim

Decim

a: Ba

Decim

w2

a3

v2

8a

v2

58

w2

15

w2

dl

w2

od

w2

€9

w2

96

v2

49

w2

14

v2

Internal

55 bb a4

Internal

35S S5b ba

Internal

a3 55 bb

Internal

8a 35 5b

Internal

58 a3 55

Internal

15 Ba 35

Internal

dl 58 a3

Internal

9d 15 8a

Internal

€9 dl 58

Internal

96 9d 15

Internal

1b 60

State

71 b6

State

47 1b

State

ad 71

State

ba 47

State

bb a4

State

5b ba

State

55 bb

State

35 5b

State

a3 55

State

Ba 35

State

64

at

06

at

€0

at

bé

at

1b

at

71

at

47

at

ad

at

ba

at

bb

at

5b

at

86 9d 8f

time -93

48 69 ds8

time -97

64 86 9d

time -96

06 48 65

time -55

60 64 86

time -94

be 06 48

time -93

1b &0 64

time -92

71 b6 06

time -91

47 1b &0

time -90

a4 71 be

time -89

ba 47 1b

time -88

10

fl

Bf

ds

9d

69

86

48

64

06

60

07

£l

gf

dB

9d

65

86

64

55

75

77

07

10

£l

8f

ds

9d

69

86

38

53

55

75

77

Q7

10

fl

8f

dg

od

c3

8c

38

53

55

75

17

07

10

f1

8f

9f

3%

<3

fc

38

53

55

75

77

07

10

Ge

fé

9f

39

c3

Bc

33

53

55

75

77

18

el

6e

4]

9f

39

cl

gc

ae

53

55

51

85

18

el

6o

£0

9f

39

cl

Be

38

£3

1f

51

BS

18

el

6e

£

9f

39

c3

bé

9b

f9

1f

51

85

13

el

6e

f6

9f

ds

€d

-1

9b

£9

1f

51

85

18

el

[0

486

94

d9

6d

b6

9b

£9

1f

51

a5

18



TCVN 11367-4:2016

a: a5 al 49 69 d1 58 a3 55 bb a4 71 b6 06 48 €9 d8 f1 07 75 53 Bc 39 f6 el

Decim v2 Internal State at time -87

a: da 5a 14 96 9d 15 8a 35 5b ba 47 1b 60 64 86 9d Bf 10 77 55 38 ¢3 9f Ge

Decim v2 Internal State at time -B6

a: 8d a5 al 49 69 dl 58 a3 55 bb ad 71 b6 06 48 69 &8 f1 07 75 53 8c 39 £6

Decim v2 Internal State at time -B5

a: dé da S5a 14 96 9d 15 8a 35 5b ba 47 1b 60 64 86 %3 8f 10 77 55 38 c3 9f

Decim v2 Internal State at time -84

a: ad Bd a5 al 49 69 41 56 a3 S5 bb a4 71 b6 06 48 69 d8 f£1 07 75 53 Bc 39

Decim v2 Internal State at time -83

a: 7a d8 da 5a 14 96 9d 15 8a 35 5b ba 47 1b 60 64 86 94 6f 10 77 55 38 c3

Decim v2 Internal State at time -B2

a: 57 ad 9d a5 al 49 €9 dl 58 a3 55 bb a4 71 b6 06 48 69 dB £1 07 75 53 8¢

Decim v2 Internal State at time -B1

a: 75 7a dB da Sa 14 96 9d 15 Ba 35 5b ba 47 1b 60 64 86 94 Bf 10 77 55 38

Decim v2 Internal State at time -B0

a: a7 57 ad 8d a5 al 49 69 dl 58 a3 55 bb a4 71 b6& 06 48 €5 dB f1 07 75 53

Decim v2 Internal State at time -7 9

a: 7a 75 7a d8 da S5a 14 96 9d 15 8a 35 5b ba 47 1b 60 64 86 9d &f 10 77 55

Decim v2 Internal State at time -78

a: 87 a7 57 ad 8d a5 al 49 69 dl S8 a3 55 bb a4 71 b6 06 48 69 d8 £l 07 75

Decim %2 Internal State at time -77
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a: 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 9d 15 Ba 35 5b ba 47 1b 60

Decim v2 Internal State at time -64

a: 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3 55 bb a4 71 bé

Decim v2 Internal State at time -64 (Binary notation)

a: 00111000 00100011 11111001 01010100 10010100 01100011 01011000 11010001
01101001 01010111 10101101 10001101 10100101 10100001 01001001 10100111
10000111 01001100 10100011 01010101 10111011 10100100 01110001 10110110

T: 000 b: 00000000 00000000 00000000 00000000 I: O

Executions of InitMNext (S,BUFF)

Decim v2 Internal State at time =63

a: 23 82 3f 95 49 46 34 ¢8 7a 75 7a dB da S5a 14 96 9d 15 8a 35 5b ba 47 1b
T: 111 b: 00 00 00 00 I: 1

Decim v2 Internal State at time -62
a: a2 38 23 £9 54 94 63 4c 87 al 57 ad 8d a5 al 49 69 dl 58 a3 55 bb a4 71
T: 111 b: 00 00 00 00 I: 2

Decim v2 Internal State at time -61
a: 7a 23 82 3f 95 49 46 34 c8 7a 75 7s d8 da S5a 14 96 9d 15 8a 35 Sb ba 47
T: 101 b: 00 00 00 Q0 I: 3

Decim v2 Internal State at time -60
a: 07 a2 38 23 £9 54 9463 4c 87 al 57 ad 8d a5 al 49 6% dl S8 a3 55 bb a4
T: 101 b: 00 00 00 08 I: 4

Decim v2 Internal State at time -59
a: b0 1a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da 5a 14 96 94 15 8a 35 5b ba
T: 101 b: 00 00 00 18 I: S

Decim v2 Internal State at time -58
a: 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad Bd a5 al 49 69 d1 58 a3 55 bb
T: 001 b: 00 00 00 38 I: 6

Decim v2 Internal State at time -57
a: 33 b0 7a 23 823f 95 49 46 34 c8 7a 75 7a df da 5a 14 96 9d 15 8a 35 5b
T: 101 b: Q0 00 00 78 I: 7

Decim v2 Internal State at time -56
a: 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58 a3 535
T: 001 b: 00 00 00 £8 I: 9

Decim v2 Internal State at time -55
a: 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 7a d8 da Sa 14 96 9d 15 8a 35
T: 001 b: 00 00 00 £8 I: 11

Decim v2 Internal State at time -54 :
a: 20 53 3b 07 a2 38 23 £9 54 94 63 dc 67 al 57 ad 8d a5 al 49 69 dl 58 a3
T: 010 b: 00 00 00 fB I: 13

Decim vZ2 Internal State at time -53
a: a2 05 33 b0 la 23 82 3f 95 49 46 34 cB 7a 75 la d8 da 5a 14 56 9d 15 Ba
T: 010 b: 00 00 60 £8 I: 15

Decim v2 Internal State at time -52
a: 3a 20 53 3b 07 a2 38 23 £f9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl 58
T: 011 b: 00 00 60 £f8 I: 16

Decim v2 Internal State at timea -51
a: 93 a2z 05 233 b0 1a 23 82 3f 95 49 46 34 <8 1la 75 la d8 da 5a 14 96 5d 15
T: 0il b: 00 00 €0 £8 I: 17

Decim v2 Internal State at time -50
a: d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al 49 69 dl

99
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T: 010 b: 00 00 60 £8 I: 18

Decim v2 Internal State at time -49
a: 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 ¢8 T7a 75 7a d8 da Sa 14 96 9d
T: 001 b: 00 04 60 £fB I: 19

Decim v2 Internal State at time -48
a: 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 a7 49 69
T: 001 b: 00 14 60 £8 I: 21

Decim v2 Internal State at time -47
a: 64 2d 93 a2 05 33 b0 7a 23 82 3f 55 49 46 34 cB 7a 75 7a df da 5a 14 96
T: 001 b: 00 14 60 £8 I: 23

Decim v2 Internal State at time -46
a: 56 42 d9% 3a 20 53 3b 07 a2 38 23 £f9 54 94 63 4c 87 a7 57 ad 8d a5 al 4%
T: 000 b: Q0 94 60 £8 I: 25

Decim v2 Internal State at time -45
a: 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 ¢B8 Ta 75 Ta d8 da 5a 14
T: 000 b: 02 94 60 £8 I: 27

Decim v2 Internal State at time -44
a: e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57 ad 8d a5 al
T: 010 b: 12 %4 60 £8 I: 29

Decim v2 Internal Stateat time =43
a: 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 4946 34 <8 Ta 75 7a d8 da Sa
T: 010 b: 12 94 60 £8 I: 30

Decim v2 Internal State at time -4 2
a: 07 ed 56 42 d9 3a 20 53 3b 07 az 38 23 £9 54 94 63 4c B7 a7 57 ad 8d a5
T: 000 b: 52 94 60 £8 I: 32

Decim v2 Internal State at time 0O
a: 07 ed 56 42 d9 3a 20 53 3b 07 a2 28 23 f9 54 94 63 4c 87 a7 57 ad Bd as
T: 000 b: 52 94 60 £8 I: 32

Decim v2 Internal State at time O (3inary notation)

a: 00000111 11100100 01010110 01000010 1101100% 00111010 01001100 01100011
10010100 00000111 10100010 00111000 00100011 11111001 01010100 00111011
0101G011 00100000 10000111 10100111 01010111 10101101 10001101 10100101

T: Q00 b: 01010010 10010100 01100000 11111000 I: 32

Executions of Next(S)

Decim v2 Internal State at time 1

a: a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 B2 3f 95 49 46 34 cB 7a 75 7a dB da
T: 101 b: a% 4a 30 7c I: 32

Decim w2 Internal State at time 2
a: Oa 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c BT a? 57 ad 8d
T: 111 b: d4 a5 18 3e I: 32

Decim v2 Internal State at time 3
a: b0 a0 7e 45 64 24 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75 T7a d8
T: 010 b: 6a 52 8c If I: 32

Decim vZ2 Internal State at time 4
a: bb 0a 07 e4 56 42 d% 3a 20 53 3b 07 a2 38 23 £9 54 94 €3 4c 87 a7 57 ad
T: 111 b: b5 29 46 0f I: 32

Decim v2 Internal State at time 5
a: ¢b b0 a0 7e 45 64 2d 93 a2 05 33 b0 Ta 23 B2 3r 95 49 46 34 c8 7a 75 Ta
T: 111 b: S5a 94 a3 07 I: 32

Decim v2 Internal State at time 6
a: ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7 57
T: 111 b: 2d 4a 51 83 I: 31
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Decim v2 Internal State at time 7
a: fc eb b0 a0 7e 45 64 24 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 7a 75
T: 110 b: 16 a5 28 cl I: 32

Decim v2 Internal State at time 8

a: 3f ce bb Oa 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87 a7
T: 111 b: 0b 52 94 60 I: 32

Decim v2 Internal State at time 9
a: £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 c8 Ta
T: 010 b: 05 a% da 30 I: 32

Decim v2 Internal State at time 10
a: 3f 3f ce bb 0a 07 ed4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 4c 87
T: 010 b: 02 d4 a5 18 I: 32

Decim v2 Internal State at time 11
a: £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46 34 cB
T: 101 b: 01 6a 52 Bc I: 32

Decim v2 Internal State at time 12
a: 6f 3f 3f ce bb 0a 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 94 63 dc
T: 100 b: 80 b5 29 46 I: 32

Decim v2 Internal State at time 13
a: 76 £3 £3 fc eb b0 20 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3£ 95 49 46 34
T: 101 b: c0 Sa 94 a3 I: 31

Decim v2 Internal State at time 14
a: 37 6f 3f 3f ce bb Da 07 e4 56 42 d9 3a 20 53 3b 07 a2 38 23 £9 54 N 63
T: 110 b: e0 24 4a 51 I: 31

Decim v2 Internal State at time 15
a: 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 82 3f 95 49 46
T: 110 b: 70 16 a5 28 I: 32

Decim v2 Internal State at time 16
a: £5 37 6f 3f 3f ce bb Da 07 ed 56 42 d9 3a 20 53 3b 07 a2 3e 23 £9 54 94
T: 000 b: b8 Ob 52 94 I: 32

Decim v2 Internal State at time 17
a: 3f 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2z 05 33 b0 7a 23 82 3f 95 49
T: 111 b: dc 05 a9 4a I: 31

Decim v2 Internal State at time 186
a: 48 £5 37 6f 3f 3f ce bb Oa 07 e4 56 42 d9 3a 20 53 3b 07 az 38 23 f9 54
T: 100 b: ae 02 d4 a5 I: 32

Decim v2 Internal State at time 19
a: 74 8f 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 B2 3f 95
T: 010 b: 57 01 6a 52 I: 32

Decim v2 Internal State at time 20
a: b7 48 £5 37 6f 3f 3f ce bb a0 7e 45 64 2d 93 a 2 05 3 3b0 7a 38 23 £9
T: 101 b: 2b B0 b5 29 I: 32

Decim v2 Internal State at time 21
a: eb 74 Bf 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 62 3f
T: 101 b: 15 c0 S5a 94 I: 31

Decim v2 Internal State at time 22
a: be b7 43 £5 37 6f 3f 3f ce bb 0a 07 ed 56 42 d9 3a 20 53 3b 07 a2 38 23
T: 110 b: 4a el 2d 4a I: 31

Decim v2 Internal State at time 23

a: 9> eb 74 8f 53 76 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0 7a 23 B2
T: 000 b: 25 70 16 a5 I: 32

Decim v2 Internal State at time 24
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a: 39 be b7 43 £5 37 6f 3f 3f ce bb 0a 07 ed
T: 100 b: 92 b8 0b 52 I: 32

Decim v2 Internal State at time 25
a: 43 9 eb 74 Bf 53 76 £3 £3 fc eb b0 al Te
T: 101 b: ¢9 5¢c 05 a% I: 32

Decim v2 Internal State at time 26
a: 24 39 be b7 48 £5 37 6f 3f 3f ce bb 0a 07
T: 010 b: e4 ae 02 d4 I: 32

Decim v2 Intexrnal State at time 27
a: 52 43 9> eb 74 8f 53 76 £3 £3 fc eb b0 a0
T: 111 b: 72 57 01 6a I: 32

Decim v2 Internal State at time 28
a: b5 24 39 be b7 48 £5 37 6f 3f 3f ce bb Qa
T: 100 b: 39 2b 80 bS I: 32

Decim v2 Internal State at time 29

56 42 d9 3a 20 53 3b 07 a2

45 64 2d 93 a2 05 33 b0 7a

e4 56 42 d9 3a 20 53 3b 07

7e 45 64 2d 93 a2 05 33 boO

07 o4 56 42 d9 3a 20 53 3b

a: 6b 5243 9b eb74 8£5376 £3 £3 fc eb b0 a0 7e 45 64 2d 93 a2 05 33 b0

1 101 b! 1l¢ 95 ¢c0 Sa I: 31

Decim v2 Internal State at time 30
a: dé b5 24 39 be b7 48 £5 37 6f 3f 3f ce bb
T: 000 b: 4e 4da el 2d I: 32

Decim v2 Internal State at time 31
a: bd 6b 52 43 9b eb 74 8f 53 76 £3 £3 fc eb
T: 010 b: a7 25 70 16 I: 32

Decim v2 Internal State at time 32
a: 4b d6é b5 24 39 be b7 48 £5 37 6f 3f 3f ce
T: 110 b: d3 92 b8 Ob I: 32

Decim v2 Internal State at time 33
a: ¢4 bd €b 52 43 9b eb 74 Bf 53 76 £3 £3 fc
T: 110 b: e9 c9 5c 05 I: 32

Decim v2 Internal State at time 34
a: 3c 4b d6 b5 24 39 be b7 4B £5 37 6f 3f 3f
T: 111 b: f4 ed ae 02 I: 32

Decim v2 Internal State at time 35
a: c3 cd bd 6b 52 43 %b eb 74 Bf 53 76 £3 £3
T: 101 b: 7a 72 57 01 I: 32

Decim v2 Internal State at time 36
a: dc 3c 4b d6 bS5 24 39 be b7 48 £S5 37 6f 3f
T: 110 b: bd 39 2b 80 I: 32

Decim v2 Internal State at time 37
a: fd c3 c4 bd 6b 52 43 9b eb 74 Bf 53 76 £3
T: 110 b: de 9c 95 c0 I: 32

Decim v2 Internal State at time 38
a: af dc 3¢ 4b dé b5 24 39 be b7 48 £5 37 6f
T: 110 b: ef 4e da e0 I: 32

Decim v2 Internal State at time 39
a: 2a fd c3 c4 bd 6b 52 43 5b eb 74 Bf 53 76
T: 010 b: £7 a7 25 70 I: 32

Decim v2 Internal State at time 40
a: e2 af dc 3c 4b d6 b5 24 39 be b7 4B £5 37
T: 000 b: fb d3 92 bE I: 32

Decim v2 Internal State at time 41
a: fe 2a fd e3 c4 bd 6b 52 43 %b eb 74 8f 53
T: 111 b: 7d e9 c9 5c I: 32

Decim v2 Internal State at time 42
a: 9f e2 af dc 3c 4b dé b5 24 39 be b7 48 £5
T: 000 b: 3e £4 ed4 ae I: 32
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Decim v2 Internal State at time 43

a: 59 fe 2a fd c3 ¢4 bd 6b 52 43 9b eb 74 8f 53 76 £3 £3 fc eb b0 ald 7e 45
T: 010 b: If 7a 72 57 I: 32

Decim v2 Internal State at time 44
a: 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 £5 37 6f 3f 3f ce bb 0a 07 ed
T: 000 b: 8f bd 39 2b I: 32

Decim v2 Internal State at time 45
a: d3 59 fe 2a fd c3 cd bd 6b 52 43 9b eb 74 Bf 53 76 £3 £3 fc eb b0 ad 7Te
: 111 b: 47 de %c 95 I: 32

Decim v2 Internal State at time 46
a: Id 35 9f e2 af dc 3c 4b d6 bS 24 39 be b7 48 £5 37 6f 3f 3f ce bb Oa 07
T: 000 b: 23 of 4e 4a I: 32

Decim v2 Internal State at time 47
a: 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9 eb 74 8f 53 76 £3 £3 fc eb b0 al

T: 101 b: 11 £7 a7 25 I: 31

Decim v2 Internal State at time 48
a: £f8 1d 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 £5 37 6f 3f 3f ce bb Oa

T: 101 b: 48 fb d3 92 I: 31
Decim v2 Internal State at time 49
a: 6f 81 d3 59 fe 2a fd ¢3 c4 bd 6b 52 43 Sb eb 74 8f 53 76 £3 £3 fc eb b0

T: 110 b: 64 7d e9 €9 I: 32
Decim v2 Internal State at time 50

a: 896 £8 1d 35 9f e2 af dc 3c 4b d6é b5 24 39 be b7 48 £5 37 6f 3f 3f ce bb

T: 111 b: 32 3e f4 o4 I: 32

Decim v2 Internal State at time 51
a: e8 6f 81 d3 59 fe 2a fd ¢3 ¢4 bd 6b 52 43 9b eb 74 Bf 53 76 £3 £3 fc eb

T:; 111 b: 19 If 7a 72 I: 31

Decim v2 Internal State at time 52
a: fe 86 £8 1d 35 9f e2 af dc 3c 4b dé b5 24 39 be b? 48 £5 37 6f 3f 3f ce

T: 101 b: Oc Bf bd 39 I: 31
Decim v2 Internal State at time 53

a: Of e8 6f 81 A3 59 fe 2a £d c3 c4 bd 6b 52 43 9b eb 74 8f 53 76 £3 £3 fc

T: 000 b: 46 47 de 9¢c I: 31
Decim v2 Internal State at time 54

a: 70 fe 86 £8 IA 35 9f o2 af dc 3c d6 b5 24 39 be b7 48 £5 37 6f 3f 31

T: 100 b: 63 23 ef 4e I: 31
Decim v2 Internal State at time 55

a: 27 Of e8 6f 81 d3 59 fe 2a fd c3 bd 6b 52 43 9b eb 74 Bf 53 76 £3 f3

T: 111 b: 71 91 £7 al I: 31
Decim v2 Internal State at time 56

a: 32 70 fe 86 £8 1d 35 9f e2 af dc 3¢ 4b d6 b5 24 39 be b7 48 £5 37 6f 3f
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T: 100 b: b8 c8 fb d3 I: 32

Decim vZ2 Internal State at time 57
a: 73 27 Of e3 €f 61 43 59 fe 2a fdelcd bd 6b 52 43 9b eb 74 Bf 53 76 f3

T: 100 b: dec 64 7d % I: 32

Decim v2 Internal State at time 5B
a: 47 32 70 fe 86 £8 1d 35 Sf e2 af dc 3c 4b d6 b5 24 39 be b7 48 £5 37 6f

T: 111 b: ee 32 3e f4 I: 32

Decim v2 Internal State at time 59
ar b4 73 27 0Of eB 6f 81 A3 59 fe 2a fd c3 c4 bd 6b 52 43 9b eb 74 8f 53 76

T: 000 b: 77 19 1f 7a I: 32
Decim v2 Internal State at time 60

a: Ob 47 32 70 fe 86 £8 1ld 35 9f e2 af dc 3c 4b dé b5 24 39 be b7 48 £5 37

T: 010 b: 3b B¢ 8f bd I: 32

Decim v2 Internal State at time 61
a: 50 b4 73 27 Of e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9b eb 74 8f 53

T: 100 b: Id c6 47 de I: 32

Decim v2 Internal State at time 62
a: £5 Ob 47 32 70 fe 86 £8 Id 35 9f e2 af dc 3c 4b d6 b5 24 39 be b7 48 f£5

T: 101 b: Oe e3 23 ef I: 32

Decim v2 Internal State at time €3
a: af 50 b4 73 27 0f e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43 9b eb 74 Bf

T: 111 b: 87 71 91 £7 I: 32

Decim v2 Internal State at time 64
a: ba £5 Ob 47 32 70 fe 86 £8 1d 35 9fe2 af dc 3¢ 4b dé b5 24 39 be b7 48

T: 111 b: 43 b8 ¢S £fb I: 32

Deciia v2 Internal State at time 65

a: bb af 50 b4 73 27 Of eB 6f 81 d3 59fe 2a fd ¢3 c4 bd 6b 52 43 9b eb 74
T: 010 b: 21 dc 64 7d I: 32

Decim v2 Internal State at time €6

a: eb ba £5 Ob 47 32 70 fe 86 £8 Id 35 9f €2 af dc 3c 4b d6é b5 24 39 be b?
T: 000 b: 90 ee 32 3e I: 32

Decim v2 Internal State at time 67

a: 2e bb af 50 b4 73 27 0f e8 £6 81 d3 59 fe 22 fd c3 cd4 bd 6b 52 43 9b eb
T: 110 b: c8 77 19 If I: 32

Decim v2 Internal State at time 68
a: f2 eb ba £5 0b 47 32 70 fe 86 f8 1d 35 9Ff e2 af dc 3c 4b dé b5 24 39 be
T: 100 b: e4 3b 8¢ Bf I: 32

Decim v2 Internal State at time 6%
a: cf 2e bb af 50 b4 73 27 Of e8 6f Bl d3 59 fe 2a fd c3 ¢4 bd éb 52 43 9b
T: 101 b: £2 1d c6 47 I: 32

Decim v2 Internal State at time 70
a: be f2 eb ba £5 Ob 47 32 70 fe B6 £f8 Id 35 9f e2 af dc 3¢ 4b 46 b5 24 39
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T: 000 b: f9 Oe e3 23 1: 32

Decim v2 Internal State at time 71
a: ab ¢f 2e bb af 50 b4 73 27 Of e8 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52 43
T: 000 b: fc 87 71 91 I: 32

Decim v2 Internal State at time 72

a: ea be f2 eb ba f5 O0b 47 32 70 fe 86 £8 Id 35 9f e2 af dc 3c 4b db b3 24
T: 101 b: fe 43 bB c8 I: 31

Decim v2 Internal State at time 73
a: ce ab cf 2e bb af 50 bd 73 27 Of ef 6f 81 d3 59 fe 2a fd c3 c4 bd 6b 52
T: 010 b: 7f 21 dc 64 I; 32

Decim v2 Internal State at time 74
a: 6¢c ea be f2 eb ba £5 Ob 47 32 70 fe BE £8 Id 35 9f e2 af dc 3¢ 4b d6 b5
T: 010 b: 3f 90 ee 32 I: 32

Decim v2 Internal State at time 75
a: 36 ce 9b cf 2e bb af 50 bd 73 27 Of eS8 6f 81 d3 59 fe 2a fd ¢3 ¢4 bd 6b
T: 110 b: If c8 77 1% I: 32

Decim v2 Internal State at time 76
a: 63 6c ea be £f2 eb ba £5 0b 47 32 70 fe 86 £f8 Id 35 9f e2 af dc 3c 4b aé
T: 110 b: 0f e4 3b 8c I: 32

Decim v2 Internal State at time 77
a: b6 36 ce ab cf 2e bb af 50 b4 73 27 Of e8 6f 81 d3 59 fe 2a f£d ¢3 c4 bd
T: 000 b: 07 £2 Id c6 I: 32

Decim v2 Internal mState at time 7 8
a: 3b 63 6c ea be f2 eb ba £f5 0b 47 32 70 fe 86 r8 Id 35 9f e2 af dc 3c 4b
T: 100 b: 83 £ 9 0e €3 I: 32

Decim v2 Internal State at time 79
ar a3 b6 36 ce ab cf 2e bb af 50 bd 73 27 0f e8 6f 81 d3 59 fe 2a fd c3 c4
T: 101 b: 41 fc 87 71 I: 32

Decim v2 Internal State at time 80
a: aa 3b 63 6c ea be £2 eb ba £5 0b 47 32 70 fe 86 £8 Id 35 9f e2 af dc 3¢
T: 010 b: a0 fe 43 b8 I: 32

Decim v2 Internal State at time 81
a: 8a a3 b6 36 ce ab cf 2e bb af 50 b4 73 27 0f e8 6f 81 d3 59 fe 2a fd c3
T: 111 b: 40 7f 21 dc I: 31

Decim v2 Internal State at time 82
a: 68 aa 3b 63 6c ea be f2 eb ba £5 Ob 47 32 70 fe 86 £fB Id 35 9f e2 af dc
T: 010 b: ag 3f 90 ee I: 31

Decim vZ2 Internal State at time B3
a: £6 Ba a3 b6 36 ce ab cf 2e bb af 50 hd 73 27 Of e8 6f Bl d3 59 fe 2a fd
T: 110 b: dd 1f 8 77 I: 31

Decim v2 Internal State at time 84
a: df 68 aa 3b 63 6c ea be f2 eb ba £5 Ob 47 32 70 fe 86 £8 1d 35 9f e2 af
T: 110 b: ea Of e4 3b I: 32

Decim v2 Internal State at time 85
a: bd £6 8a a3 bé 26 ce ab ef 2e bb af 50 b4 73 27 Of e8 6f 81 d3 59 fe 2a
T: 111 b: 75 07 £2 Id I: 32

Decim v2 Internal State at time 86
a: 8b df 68 aa 3b 63 6c £a be f2 eb ba £5 0b 47 32 70 fe 86 £8 Id 35 9f e2
T: 110b: 3a 83 £9 Oe I: 32

Decim v2 Internal State at time 87

a: e bd £6 8a a3 bé 36 ce ab cf 2e bb af 50 b4 73 27 Of e8 6f 81 d3 59 fe
T: 101 b: 9d 41 fc 87 I: 32

Decim v2 Internal State at time B8
a: 2e Bb df 68 aa 3b 63 6c ea be £2 eb ba £5 Ob 47 32 70 fe 86 £8 Id 35 3f
T: 000 b: ce a0 fe 43 I: 32

Decim v2 Internal State at time 89
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a: 92 e8 bd £6 8a ald b6 36 ¢ce ab cf 2e
T: 010 b: 67 50 7€ 21 I: 32

Decim v2 Internal State at time 90
a: 09 2e 8b df 68 aa 3b 63 6¢ ea be 'f2
T: 110 b: 33 ag 3f 90 I: 32

Decim v2 Internal State at time 91
a: 20 92 e8 bd £f6 8a a3 b6 36 ce ab cf
T: 000 b: 99 d4 1f c8 I: 32

Decim v2 Internal State at time 92
a: 92 09 2e¢ 8b df 68 aa 3b 63 6¢ ea be
T: 000 b: cc ea Of e4 X: 32

Decim v2 Internal State at time 53
a: £9 20 92 e8 bd £6 Ba a3 b6 36 ce ab
T: 101 b: e6 75 07 £f2 1: 32

Decim v2 Internal State at time 94
a: df 92 09 2e 8b df 68 aa 3b 63 6¢c ea
T: 000 b: £3 3a 83 £9 I: 32

Decim v2 Internal State at time 85
a: 7d £9 20 92 e8 bd £f6 8a a3 b6 36 ce
T: 111 b: £5 9d 41 fc I: 31

Decim v2 Internal State at time 96
a: 77 df 92 09 2e 8b df 68 aa 3b 63 6¢
T: 111 b: be ce a0 fe I: 31

Decim v2 Internal State at time 97
a: 27 7d £9 20 92 e8 bd £6 Ba a3 b0 36
T: 010 b: %9e 67 50 7f I: 32

Decim v2 Internal State at time 9B
a: ¢2 77 df 92 09 2e 8b df 68 aa 3b 63
T: 110 b; 4f 33 a8 3f 1I: 32

Decim v2 Internal State at time %9
a: 7c 27 7d £9 20 92 e8 bd £6 8a a3 bé
T: 110 b: a7 99 d4 If I:32

Decim v2 Internal State at time 100
a: ¢7 c2 77 df 92 09 2e 8b df 68 aa 3b
T: 000 b: 53 cc ea 0f I: 32

Decim v2 Internal State at time 101
a: Oc 7¢ 27 7d £9 20 92 e8 bd £f6 8a a3
T: 000 b: a9 e6 75 07 I: 32

Decim v2 Internal State at time 102
a: e0 ¢7 ¢2 77 df 92 09 2e 8b df 68 aa
T: 010 b: 54 £3 3a 83 I: 32

Decim v2 Internal State at time 103
a: 4e Oc Tec 27 7d £9 20 92 eB bd £6 8a
T: 010 b: aa 79 9d 41 1: 32

Decim vZ Internal mState at time 104
a: 34 el ¢7 ¢c2 77 df 92 095 2e 8b df 68
T: 000 b: d5 3c ce a0 I: 32

Decim v2 Internal State at time 105
a: 53 4e 0¢c 7c 27 7d £9 20 92 e8 bd fb
T: 110 b: ea 9e 67 50 I: 32

Decim v2 Internal State at time 106
a: 85 34 e0 ¢7 ¢2 77 df 92 09 2e 8b df
T: 010 b: 75 4f 33 a8 I: 32

Decim v2 Internal State at time 107
a: a8 53 4e Oc 7c 27 74 £9 20 92 e8 bd
T: 010 b: ba a7 99 d4 I: 32

Decim v2 Internal State at time 108
a: 6a 85 34 e0 c7 ¢2 77 df 92 09 2e 6b
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T: 100 b: dd 53 ce ea I: 32

Decim v2 Internal State at time 109

a: 36 aB 53 4e Oc 7c 27 7d £9 20 92 e8 bd £6 8a a3 b6 36 ce ab cf 2e bb af
T: 010 b: 6e a9 e6 75 I; 32

Decim v2 Internal State at time 110
a: B3 6a BS5 34 e0 ¢7 c2 77 df 92 09 2e 8b df 68 aa 3b 63 6c ea be f2 eb ba
T: 110 b: b7 54 £3 3a I; 32

Decim v2 Internal State at time 111
ai 36 36 aB 53 4e Oc 7¢ 27 7d £9 20 92 eB bd £6 8a a3 b6 36 ce ab cf 2e bb
T: 010 b: Sb aa 79 9% I: 32

Decim v2 Internal State at time 112 .
a: 13 83 6a 85 34 €0 c7 c2 77 df 92 09 2e Bb df 68 aa 3b 63 6c ea be £2 eb
T: 101 b: ad d5 3c ce I: 32

Decim v2 Internal State at time 113
a: 91 38 36 a8 53 4e Oc 7c 27 7d £9 20 92 e8 bd £6 Ba a3 b6 36 ce ab cf 2e
T: 000 b: d6 ea % 67 I: 32

Decim v2 Internal State at time 114
a; 49 13 83 6a 85 34 e0 c7 c2 77 df 92 09 2e Bb df 68 aa 3b 63 6c ea be £2
T: 100 b: eb 75 4f 33 I: 32

Decim v2 Internal State at time 115 -
at 04 91 38 36 a8 53 4e Oc 7c 27 7d £9 20 92 eB bd £6 Ba al bé 36 ce ab cf
T: 100 b: 75 ba a7 99 I: 32

Decim v2 Internal State at time 116
a: c0 49 13 B3 6a B5 34 e0 ¢7 c2 77 df 92 09 2e 8b df 68 aa 3b 63 6c ea be
T: 010 b: ba dd 53 ce I: 32

Decim v2 Internal State at time 117
a: ac 04 91 38 36 a8 53 de Oc T¢c 27 7d £9 20 92 e8 bd £6 8a a3 b6 36 ce ab
T: 100 b: dd 6e a% e6 I: 32

Decim v2 Internal State at time 118

a: ba c0 49 13 83 6a 85 34 e0 ¢l c2 11 df 92 09 2e 8b df 68 aa 3b 63 6c ea
T: 010 b: ee b7 54 £3 I: 232

Decim v2 Internal State at time 119
a: 4b ac 04 91 38 36 a8 53 4e Oc 7c 27 7d £9 20 92 eB bd £6 Ba a3 b6 36 ce
T: 000 b: £7 5b aa 79 I: 32

Decim v2 Internal State at time 120
a: 14 ba c0 49 13 83 6a 85 34 e0 ¢7 c2 77 df 92 09 2e B8b df 68 aa 3b 63 6¢c
T: 010 b: £fb ad d5 3¢ I: 32

Decim v2 Internal State at time 121
ar 41 4b ac 04 91 38 36 a8 53 de Oc 7c 27 7d £9 20 92 e8 bd f6 8a a3 b6 36
T: 000 b: fd d6 ea % I; 32

Decim v2 Internal State at time 122

a: 74 14 ba c0 49 13 83 6a 85 34 e0 cl c2 77 df 92 09 2e Bb df 68 aa 3b 63
T: 010 b: fe eb 75 4f I: 32

Decim v2 Internal State at time 123
a: b7 41 4b ac 04 91 38 36 a8 53 4e Oc 7c 27 7d £9 20 92 e8 bd f6 8a a3 b6
T: 100 b: 7f 75 ba a7 I: 32

Decim v2 Internal State at time 124
a: bb 74 14 ba c0 49 13 83 6a 85 34 e0 cl c2 77 df 92 09 2e 8b df €8 aa 3b
T: 000 b: bf ba dd 53 I: 32

Decim v2 Internal State at time
125

a: 9b b7 41 4b ac 04 91 38 36 aB 53 4e Oc 7c 27 7d £9 20 92 eB bd £6 Ba al

T: 111 b: df d 6e a9 I: 32
Decim v2 Internal State at time 126
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a: 29 bb 74 14 ba c0 49 13 83 6a 85
T: 100 b: 6f ee b7 54 I: 32

Decim v2 Internal State at time 127
a: 22 9o b? 41 4b ac 04 91 38 36 a8
T: 110 b: 37 £7 Sb aa I: 32

Decim v2 Internal State at time 128
at 22 29 bb 74 14 ba c0 49 13 83 6a
T: 111 b: 1b fb ad d5 I: 32

Decim v2 Internal State at time 129
a: b2 22 9b b7 41 4b ac 04 91 38 36
T: 101 b: 0d £d d0 ea I: 32

Decim v2 Internal State at time 130

a: 4b 22 29 bb 74 14 ba <0 49 13 &3
T: 100 b: 86 fe eb 75 I: 32

Decim v2 Internal State at time 131
a: e4d b2 22 9 b7 41 4b ac 04 91 38
T: 100 b: c3 7f 75 ba I: 32

Decim v2 Internal State at time 132
a: le 4b 22 29 bb 74 14 ba c0 49 13
T: 101 b: el bf ba dd I: 31

Decim v2 Internal State at time 133
a: 51 e4 b2 22 9b b7 41 4b ac 04 91
T: 110 b: £0 df dd 6e I: 32

Decim v2 Internal State at time 134
at 15 le 4b 22 29 bb 74 14 ba c0 4%
T: 010 b: £8 6f ee b7 I: 32

Decim v2 Internal State at time 135
a: 91 51 e4 b2 22 9b b7 41 4b ac 04

T: 101 b: le 37 £7 5b I: 32

Decim w2 Internal State at time 136
a: B85 15 le 4b 22 29 bh 74 14 ba <0
T: 101 b: be 1b fb ad I: 32

Decim vZ Internal State at time 137
a: e3 %1 51 e4 b2 22 9b b7 41 4b ac
T: 111 b: df 0d fd d6 I: 32

Decim v2 Internal State at time 138
a: Se 89 15 le 4b 22 29 bb 74 14 ba
T: 010 b: 6f 86 fe eb I: 32

Decim v2 Internal State at time 139
a: 15 eB 91 51 e4 b2 22 9b b7 41 4b
T: 101 b: 37 c3 7f 75 I: 32

Decim v2 Internal State at time 140
a: al 5e 89 15 le 4b 22 29 bb 74 14
T: 000 b: 9 el bf ba I: 32

Decim v2 Internal State at time 141
a: 7a 15 e8 91 51 ed b2 22 5b b7 41
T: 010 b: 4ci £0 df dd I: 32

Decim v2 Internal State at time 142

a: d7 al 5e 89 15 le 4b 22 25 bb M4
T: 111 b: 26 £8 6f ee I: 32

Decim v2 Internal State at time 143
a: dd la 15 ef 91 51 e4 b2 22 9b b7
T: 110 b: 13 7¢ 37 f1 1: 32

Decira v2 Internal State at time 144

a: 2d d7 al 5e b9 15 le 4b 22 29 bb
T: 100 b: 89 be 1b fb I: 32
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Decim v2 Internal State at time 145
a: a2 dd 7a 15 eB8 91 51 e4 b2 22 9b b7 41 4b ac 04 91 38 36 aB 53 de Oc 7c
T: 110 b: c4 df 0d fd I: 32

Decim v2 Internal State at time 14 &
a: ea 2d d7 al 5e B9 15 le 4b 22 29 bb 74 14 ba c0 49 13 83 6a 85 34 e0 e7
T: 110 b: e2 6f 86 fe I: 32

Decim v2 Internal State at time 147

a: le a2 dd la 15 e8 91 51 e4 b2 22 9b b7 41 4b ac 04 91 38 36 a8 53 4e Oc
T: 111 b: 71 37 ¢3 7€ 1I: 32

Decim v2 Internal State at time 148

a: 11 ea 2d dl al 5e B9 15 le 4b 22 29 bb 74 14 ba cC 49 13 83 6a 85 34 e0
T: 000 b: 38 9b el bf I: 32

Decim v2 Internal State at time 149
ar 11 le a2 dd 7a 15 e8 91 51 ed b2 22 9b b7 41 4h ac 04 91 38 36 a8 53 4de
T: 010 b: 1¢ 44 £f0 df I: 32

Decim v2 Internal State at time 150
a: 31 11 ea 2d d7 al 5e 89 15 le 4b 22 23 bb 74 14 ba cD 49 13 83 6a 85 34
T: 101 b: Qe 26 £8 6f I: 31

Decim vZ Internal State at time 151
a: 73 11 le a2 dd 7a 15 e€ 91 51 e4 b2 22 %b b7 41 4b ac 04 91 38 36 a8 33
T: 100 b: ¢7 13 7ec 37 I: 32

Decim v2 Internal State at time 152
a: a7 31 11 ea 2d d7 al 5e 89 15 le 4b 22 2% bb 74 14 ba c0 49 13 83 6a 85
T: 010 b: e3 8% be 1b I: 32

Decim v2 Internal State at time 153
a: fa 73 11 le a2 dd 7a 15 e8 91 51 ed4 b2 22 9b b7 41 4b ac 04 91 38 36 a8
T: 100 b: 71 c4 df 0d I: 32

Decim v2 Internal S5tate at time 154
a: df a7 31 11 ea 2d d7 al 5e 89 15 le 4b 22 29 bb 74 14 ba c0 49 13 B3 6a
T: 100 b: bB e2 &6f 66 I: 32

Decim w2 Internal State at time 155
a: ad fa 73 11 le a2 dd 7a 15 e8 91 51 e4 b2 22 9b hi 41 4¢b ac 04 91 38 36
T: 000 b: de 71 37 c3 I: 32

Decim v2 Internal State at time 156
a: la df a7 31 11 ea 2d d7 al S5e B9 15 le 4b 22 29 bb 74 14 ba c0 48 13 83
T: 100 b: 6e 38 9b el I: 32

Decim v2 Internal State at time 157
a: 41 ad fa 73 11 le a2 dd 7a 15 e8 91 51 e4 b2 22 9b b7 41 4b ac 04 91 38
T: 101 b: b7 1lc 4d £0 I: 32

Decim v2 Internal State at time 158

a: B4 la df al 31 11 ea 2d dl al 5e 89 15 le 4b 22 2% bb 74 14 ba c0 49 13
T: 100 b: db 8e 26 £8 I: 32

Decim v2 Internal State at time 159
a: a8 41 ad fa 73 11 le a2 dd 7a 15 eB 91 51 ed b2 22 %b b7 41 4b ac 04 91

T: 121 b: ed ¢l 13 7¢ I: 32

Decim v2 Internal State at time 160
a: 6a 84 la df a7 31 11 ea 2d d7 al 5e 89 15 le 4b 22 29 bb 74 14 ba c0 49
T: 101 b: 76 e3 89 be I: 32

Decim w2 Internal State at time 161
a: a6 a3 41 ad fa 73 11 le a2 dd 7a 15 e8 91 51 ed b2 22 %> b7 41 4b ac 04
T: 000 b: bb 71 c4 df I: 32

Decim v2 Internal State at time 162
a: 0a 6a 84 la df a7 31 11 ea 2d d7 al 5e 89 15 le 4b 22 29 bb 74 14 bha cO
T: 111 b: dd b8 e2 &f I: 31

Dacim w2 Internal State at time 163
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a: 60 a6 a8 41 ad fa 73 11 7e a2 dd 7a 15 ef 91 51 ed4 b2 22 9b b7 41 4b ac

T: 010 b: ae de 71 37 I: 31

Decim v2 Internal State at time 164

a: 26 0a 6a 84 la df al 31 11 ea 2d d7 a7 Se 89 15 7e 4b 22 29 bb 74 14 ba

T: 100 b: 97 6e 38 9b I: 31
Decim v2 Internal State at time 165

a: £2 60 a6 af 41 ad fa73 11 7e a2 dd Ta 15 e8 91 51 ed b2 22 9b b7 41 4b

T: 110 b: cb b7 1lc 4d I: 31

Decim v2 Internal State at time 166
a: df 26 Ca 6a 84 la df a7 31 11 ea
T: 101 b: a5 db 8e 26 I: 31

Decim v2 Xnternal State at time 167
a: Bd £f2 60 a6 a8 41 ad fa 73 11 7e
T: 100 b: d2 ed c7 13 I: 31

Decim v2 Internal State at time 168
a: 68 df 26 Da 6a 84 la df a7 31 11
T: 010 b: 29 76 e3 89 I: 32

Decim v2 Internal State at time 16%
a: 26 8d £2 60 ab a8 41 ad fa 73 11
T: 101 b: 14 bb 71 c4 I: 31

Decim v2 Internal State at time 170
a: £2 69 df 26 0a 6a 84 7a df a7 31
T: 010 b: 4a 5d b8 e2 I: 32

Decim v2 Internal State at time 171

a: af 26 8d £2 60 a6 a8 41 ad fa 73
T: 101 b: 25 2e de 71 I: 32

Decim v2 Internal State at time 172
a: aa £2 68 df 26 0a 6a B84 la df a7
T: 000 b: 92 97 6e 38 I: 32

Decim v2 Internal State at time 173
a: aa af 26 34 £2 60 aé a8 41 ad fa
T: 010 b: 4% 4b b7 lc I: 32

Decim v2 Internal State at time 174

a: 3a aa f2 €8 df 26 0a 6a B4 7a df
T: 111 b: af a5 db Be I: 32

Decim v2 Internal State at time 175
a; a3 aa af 26 8d £2 60 a6 af 41 ad
T: 111 b: 52 52 ed c7 1: 32

Decim v2 Internal State at time 176

a: 6a da aa £2 68 df 26 Da 6a B4 la
T: 010 b: 29 29 76 e3 I: 32

Decim v2 Internal State at time 177
a: a5 ald aa af 26 8d £2 €0 af a8 41
T: 010 b: 94 94 bb 71 I: 32

Decim vZ2 Internal State at time 178

a: 4a ba 3a aa f2 6B df 26 Oa 6a B4
T: 100 b: ca 4a 54 b8 I; 32

Decim v2 Internal State at time 179
a: 14 aé a3 aa af 26 8d £2 60 a6 a8
T: (10 b: e5 25 2e dc I: 32

Decim v2 Internal State at time 180

a: 41 4a 6a 3a aa £2 68 df 26 Oa ba
T: 101 b: £2 92 97 6e I: 31
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Decim v2 Internal State at time 181

a: 44 14 a6 a3 aa af 26 8d £f2 60 a6 a8 41 ad fa 73 11 le a2 dd Ta 15 e8 91
T: 000 b: £9 49 4b b7 I: 31
Decim v2 Internal State at time 182

a: 44 41 d4a 6a 3a aa f£2 68 df 26 Da 6a 84 la df a7 31 11 ea 2d d7 al Se 8%
T:100b:fcada5dbl:31

Decim v2 Internal State at time 183

a: 94 44 14 a6 a3 aa af 26 8d £2 60 a6 af 41 ad fa 73 11 le a2 dd 7a 15 e8
T: 100 b: 3e 52 52 ed I: 32

Decim v2 Internal State at time 184

a: 99 44 41 4a 6a 3a aa f2 68 df 26 0a 6a 84 la df a7 31 11 ea 2d d7 al Se
T: 010 b: If 29 29 76 I: 32

Decim v2 Internal State at time 185
a: 59 94 44 14 a6 a3 aa af 26 Bd f2 60 a6 aB 41 ad fa 73 11 le a2 dd 7a 15
T: 010 b: 8f 94 94 bb I: 32

Decim v2 Internal State at time 186

a: c5 99 44 41 4a 6a 3a aa £2 69 df 26 Oa 6a 84 la df a7 31 11 ea 2d 47 al
T: 111 b: ¢7 ca 4a 5d I: 32

Decim v2 Internal State at time 187
a: 4c 59 94 44 14 a6 a3 aa af 26 8d f2 60 a6 ad 41 ad fa 73 11 le a2 dd 7Ta
T: 111 b: 63 e5 25 2e I: 32

Decim v2 Internal State at time 188
a: 34 c5 99 44 41 4a 6a 32 aa £2 68 df 26 Oa 6a B4 la df a7 31 11 ea 2d 47
T: 101 b: 31 £2 92 97 I: 32

Decim v2 Internal State at time 189
a: b3 4c 59 94 44 14 a6 a3 aa af 26 8d £2 60 a6 aB 41 ad fa 73 11 le a2 dd
T: 100 b: 98 £9 49 4b I: 32

Decim v2 Internal State at time 190

a: ab 34 c5 99 44 41 4a 6a 3a aa £2 68 df 26 0Oa 6a 84 la df a7 31 11 ea 2d
T: 101 b: 4¢ Tc a4 a5 I: 32

Decim vZ Internal State at time 191
a: da b3 4c 59 94 44 14 a6 a3 aa af 26 ed £2 60 26 aB 41 ad fa 73 11 le a2
T: 101 b: a6 3e 52 52 I: 32

Declm v2 Internal State at time 192

a: 44 ab 34 ¢5 99 44 41 4a 6a 3a aa f2 68 df 26 Oa 6a B4 la df a7 31 11 ea
T: 010 b: d3 1f 29 29 I: 32

Decim v2 Internal State at time 192 (Binary notation)
2:01000100 10101011 00110100 11000101 10011001 01000100 01000001 01001010
01101010 00111010 10101010 11110010 01101000 11011111 00100110 00001010

01101010 10000100 00011010 11011111 10100111 00110001 00010001 11101010
T: 010 b: 11010011 00011111 00101001 00101001 I: 3

C.8 Céc vi dy cho Kcipher-2{(K2)

C.6.1 Khéa, véc to khdi tao va b ba khbéa dong

K = (KO,K1,K2,K3)=(0x00000000, 0x00000000, 0x00000000, 0x00000000)
IV = (IV0, IV1, IV2, IV3) = (0x00000000, 0x00000000, 0x00000000, 0x00000000)
Keystream[0] = OxFE871EBEF945B7272
Keystream[l] = OXE40C04941DFFQ537
Keystream(2) = Ox0B981ASIFECBACS7
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Keystream[3] = Ox566D3RB0O2C179DR34

Keystream{4)] = Ox3B4EFLF033554C72
Keystream[5] = Ox5DE6BBCCOAT72858F
Keystream[6) = 0x575496024062F0E9
Keystream{7] = OxF932(998226DB63A
K = (KO,K1,K2,¥K3)=(0x0F1E2D3C,

Iv = (IV0, IVl, 1IV2, IV3) = (OxFOEQDOCO,
Keystream[0]) = Qx9FBEBS80AGASETAF
Keystream[l] = OxD1989DCEATTDSE2R
Keystream{2] = (0x4EFCCSCB7BCFB32B
Keystream(3] = 0xF69297FS5DD974CEB
Keystream[4] = OxFBDY9139CTATIF41A
Keystream[5] = 0Qx61382CTE€D3ADZFECA
Keystream[6] = 0xD5265037659CF838
Keystream(7] = 0x774121C26F6474F3
K = (KO, K1, K2, K3) ={0xAC2F75C0,

IV = (IV0, Ivl, IV2, IV3)={0xF6B29A58, O0x45CCCDBC, 0x62293932, 0x7A4842C1)

Keystream[0]
Keystream([1l]
Keystream[2]
Keystream[3]
Keystream[4]
Keystream(S]

Keystream(6]

Keystream|[7]

O0xDA3B81238B32864E05
0x24B8B90944E5117A
0xC3E883DCFA22C458
0x1F2C9DDFES8DCSDE
Ox33B2FCO5064C6FEF
OxR9A3D3ED31060DFF

OxF7DE18STE224E70F

0x4EFESC36CEBI74AC

C.6.2 Vi dy céc trang thdi trong

0x4B5A6978,
0xB0OAC9QSO,

0x8796A5B4, 0xC3D2EL1FD)

0x70605040, 0x30201000)

0x43FBC367, 0x09D315F2, 0x245746D8)

K = (KO,K1,K2,K3)={0x80000000, 0x00000000, 0x00000000, 0x00000000)

IV = (IV0, 1Ivl, IV2, IV3)={0x00000004, 0x00000003, 0x00000002, O0x00000001)

Keystream = (Ox9B7S3IFAA, Ox404ROEF5, O0x52919406, 0x18177FDD, OxA419D11E, 0x47481D1E,
0x2DD49337

0x640BDECY1)

K2 Internal state at time -24
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(AO, Al, A2, A3, Ad) = (0xE2636363, 0x00000000, 0x00000000, 0x00000000, 0x80000000)
(B0, Bl1l, B2, B3, B4, BS5, B6, B7, BB, B9, Bl0O) =

(OXxBEFBFBSE, 0x5C98983D, 0x00000004, O0x00000003, OxBEFBF35E, 0x5C98983D, 0x00000002,
0x00000001, 0xE2636363, 0xE2636363, 0xE2636363)

(R1l, L1, R2, L2) = (0Ox00000000, 0x00000000, 0x00000000, 0x00000000)

K2 internal state at time -23

(RO, Al, A2, A3, A4) = (0x00000000, 0x00000000, 0x00000000, 0x80000000, Ox1F84F87D)
(B0, Bl1, B2, E3, B4, B5, B6, B7, B8, BS, Bl0) =

(0x5C98 98 3D, 0x00000004, 0x00000003, OxBEFBFBSE, 0x5C98983D, 0x00000002, 0x00000001,
0xE2636363,0xE2636363, 0OxE2636363, Ox08CE4DDD)

(Rl, L1, R2, L2) = (Ox3DS5E9898, QxAFAOF900, 0x63636363, 0x63636363)

K2 internal state at time -22

(A0, Al, A2, A3, A4) = (0x00000000, 0x00000000, 0x300C0000, Ox1F84F87D, O0x1D219B45)
(eo, B1, B2, B3, B4, BS, B6, B7, B8, B9, Bl0) =

(0x00000004, 0x00000003, OxBEFBFBSE, Ox5CS8983D, 0x00000002, 0x00000001, OxE2636363,
0xE2636363,0xE2036363, Ox0BCE4DDD, 0xD44BE338)

{R1l, L1, R2, L2) = (Ox1BCl6E6E, Ox2BE9ETCD, 0x%AD90539, Ox2EAAQBEF)

K2 internal state at time -21

(AQ, Al, AZ, A3, A4) = (0x00000000, OxBO000000, Ox1FB84F87D, Ox1D219B45, (x83BDOBEB)
(B0, B1, B2, B3, B4, BS, B6, 87, B8, B9, Bl0) =

{0x00000003, OxBEFBFBSE, O0x5C93983D, 0x00000002, 0x00000001, OxE2636363, O0xE2636363,
0xE2636363,0x08CE4 DDD, OxD448E338, 0xD791RF96)

(R1, L1, R2, L2) = (OxFF2C7778, Ox0830D3EF, 0x181A9D48, OxAF1D5D29)

K2 internal state at time -20

(A0, Al, A2, A3, A4) = (0x80000000, Ox1FB4F87D, 0x1D219B45, Ox83BDO8EB, Ox79AATILD)
(BO, B1, B2, B3, B4, BS, B6, B7, B8, B9, Bl0) =

(OXBEFBFB5SE, 0x5C98983D, 0x00000002, 0x00000001, OxE2636363, 0xE2636363, 0xE2636363,
0x08CE4DDD, 0xD448E338, O0xXD791AF96, OxDAC909BO)

(R1, L1, R2, L2) = (OxD3AF4 401, OxFOD6D793, 0x7791C800, Ox7BE12F3B)

K2 internal state at time -19

(A0, Al, A2, A3, A4) = (Ox1FB4F87D, O0x1D219B45, 0x83BD086B, 0x79AA791D, Ox54BFOEB?)
(B0, B1, B2, B3, B4, B5, B6, B7, B8, B9, Bl0) =

(0x5C98983D, 0x00000002, 0x00000001, OxE2636363, O0xE2636363, 0xE2636363, OxO08CE4DDD,
OXD44BE338, 0xD791AF96, OXDAC909B0, O0xFFFA4197)

(R1, L1, R2, L2) = (0xB9569748, Ox8C9BFBCE8, O0x2A3FATCA, 0xC7628540)

K2 internal state at time -18
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(A0, A1, A2, A3, Ad4) = (0x1D219B45, 0xB3BDO86B, Ox79AAT91D, OxSABFOEB7, OxDAIBEC10)

(80, B1, B2, B3, B4, B5, B6, B7, B8, B%, Bl0) =

(0x00000002, 0x00000001, OxE2636363, 0xE2636363, 0xE2636363, Ox0BCE4DDD, OxD448E338,
0xD781AF96, OxDAC909B0, OxFFFA4197, OxF546S78B)

(R1, L1, R2, L2} = (0x13228CE3, 0xBSFE6E22, 0x6353C7C0, 0xBE2D3278)

K2 internal state at time -17
(RO, Al, A2, A3, RA4) = (Ox83BD086B, Ox79RA7%1D, O0xS54BFOEB7, OXDAYBEC10, 0x3C2C0747)
(B0, B1, B2, B3, B4, B5, B6, B?7, B8, B9, Bl0) =

(0x00000001, OxE2636363, O0xE2636363, OxE2636363, 0x08CS4DDD, OxD448E338, OxD791AF96,
0xDAC909B0, OXxFFFA4197, OxFS54667BB, 0x152D87ED}

(R1, L1, R2, L2) = (0x838EAB823, Ox3D913FS0, Ox3ECFOA60, 0x3BOSBSEY)

K2 internal state at time -16

(A0, Al, A2, A3, RA4) = (Ox79AATOLD, Ox54BFOEB7, OxDAIBEC10, 0x3C2C0747, OxB46CEDAS)
(B0, B1, B2, B3, B4, BS, B6, B?7, B8, B9, Bl0} =

(0XE2636363, OxE2636363, OxE2636363, O0x08CE'4DDD, OxD44eE338, OxD791AF96, OxDAC909BO,
OxFFFA4197,0xF546678B, Ox152D87ED, 0x2417868F}

{Rl, L1, R2, L2) = (0x28683EE5, OX0GCABLlOE, OXx72F97EE4, 0x4F56009F)

K2 internal state at time -15

(A0, Bl, A2, B3, Ad4) = (OXS4BFOEBR7, OxDAYBed(, 0x3C2C0747, 0xB46C6DAS, OxB8743F560)
(B0, B1l, B2, B3}, B4, BS5, B6, B7, B8, B9, BlD) =

(0xE2636363, OxE2636363, Ox09CE4DDD, O0xD448E338, OxD791AF96, OxDAC90930, OxFFFA4197,
0xF5466783,0x152D87ED, 0x2417868F, 0xA6305225}

(R1, L1, R2, L2) = {OxDF733Ad4C, 0x6295074A, OxF3R16531, 0xS71CE606)

K2 internal state at time -14

(AD, Al, A2, A3, Ad4) = (OxDA9Bed0O, O0x3C2C0747, Ox346C6DAS, 0x8743F560, OxEDBBC959)
(B0, B1, B2, B3, B4, BS, B6, B7, BB, B3, BlQ) =

(OXE2636363, OxOBCE4DOD, OxD448E338, O0xD791AF96, OxDAC90930, OxFFFR4197, OxF546678B,
0x152D87ED, 0x2417868F, O0xA6305225, Ox405CEAS0)

(R1, L1, R2, L2) = (0xF96F4856, 0x5680685E, 0xFD52CF76, OxClA29363)

K2 internal state at time -13

(A0, Al, A2, A3, A4) = (0x30200747, OxB46C6DAS5, 0xB743F560, OxEDBBC959, Ox3FD2FSEOQ)
(80, B1, B2, B3, B4, B5, B6, B7, B8, B9, Bl0) =

(Ox08CE4DDD, O0xD448E338, OxD791AF96, OxDACS09BO, OxFFFA4197, OxF546678B, Ox152D87ED,
0x2417668F, 0xA6305225, O0x405CEA5S0, 0x726CI92BC)

(Rl, L1, R2, L2) = (0x2AF82CD3, 0x5A241664, Ox1BIBSFBE, O0x1%542F03)

K2 internal state at time -12
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{A0, Al, A2, A3, Ad) = (OxB4E€C6DAS, 0x8743F560, OxEDBBCY959, O0x3FD2F9EQ, OxCOS535EEC)
(B0, B1, B2, B3, B4, BS5, B6, B7, B8, BY%, Bl0) =

(0xD448E338, O0xD791AF96, OxDACH09B0O, OxFFFR4197, OxF546678B, O0x152D87ED, O0x2417868F,
0xA6305225, 0x405CEAS0, 0x726C%23C, O0xD047818E)

(Rl, L1, R2, L2) = {OxBDF 4 D6A5, Ox5B5799C6, Ox4BAlA2FB, O0xD3B129C7)

K2 internal state at time -1l
{AO, Al, A2, A3, RA4] = (UxB743F560, OxEDBEBC959, 0x3FD2F9E0, OxCOS3SEEC, 0xB41BFCC9I)
(B0, Bl1l, B2, B3, B4, BS, B6, B?, BS, B9, Bl0) =

(0xD791AF96, OxDAC909BO, OxFFFA4197, OxF546678B, Ox152D87ED, O0x2417868F, OxA6305225,
0x40SCEAS0, 0x726C92BC, O0xDO47B18E, OxA45BFEOA)

{R1, L1, R2, L2) = {0x5A348B92, 0x221535B3, 0xB71B51C8 OxAB0FECDB)

K2 internal state at time -10

(RO, Al, A2, A3, A4) = (OxEDBBCY95%, 0x3FD2F9E0, OxCO535EEC, 0xB41BFCCY9, 0x2C967031)
(80, B1, B2, B3, B4, BS5, B6, B7, BB, B9, El0) =

{OxDAC909B0, OxFFFR4197, OxF546678B, O0x152DB7ED, O0x2417868F, OxA6305225, O0x405CEAS50,
0x726C92BC

0xD047818E, OxA458FEQA, OxEDOE4419)

{R1, L1, R2, L2) = {OxB70FBDB4, 0x959902F7, 0x939BA3TF, 0x45E722Bl)

K2 internal state at time -9

(A0, Al, A2, A3, Ad4) = ({Ox3FD2F9E0, OxCOS35EEC, 0xB41BFCCY9, 0x2c967031, 0xC54B3BD&)
(80, B1, B2, B3, B4, B5, B6, B7, BS, BY, BlO) =

{OxFFFA4197, OxF546678B, Ox152D87ED, 0x2417868F, O0xA6305225, O0x405CEAS0, 0x726C92BC,
0xD047818E, 0xA458FEOA, OxEDOE4419, (x67C6A2D5)

{R1l, L1, R2, L2) = {OxSEDD0383, Ox277464BD, OxEEDC0439, 0x7SA6B58D)

K2 internal state at time -8

(A0, Al, A2, A3, Ad4) = (0xCO535EEC, 0xB41BFCC9, 0x2C%67031, 0xCS54B3BD6, 0x75146287)
{E0, Bl, B2, B3, B4, B5, B6, B?, B8, B9, BlO) =

(0xF546678B, Ox152D87ED, 0x24178B68F, O0xAR6305225, O0x405CEA50, O0x726C92BC, 0xD04781BE,
0xA458FEOA OxEDOE4 419, 0x67C6A2D5, 0xB6GE631E9)

(R1, L1, R2, L2) = (Ox731DA313, OxF37012AC, 0xA7255B96, O0xDC499DEF)

K2 internal state at time -7

(AQ, Al, A2, A3, A4) = (0xB41BFCC9, 0x2C967031, OxC54BBBD6, 0x75146237, OxB3B8D1B2)
{80, Bl1, B2, B3, B4, BS, B6, B7, BB, BY, Bl0) =

{0x152D87ED, O0x241T468F, OxA6305225, Ox405CEA50, 0x726C92BC, O0xD04781BE, OxA45BFEOA,
OxEDQE4419 0x67C6A2D5, 0xB6ES31E9, OxA64D395C)
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(Rl, L1, R2, L2) = (OxD8BOSTFC, OxC761F332, Ox2CAEl1CF, Ox2AEDE625)

K2 internal state at time =6

(a0, Al, A2, A3, A4) = (0x2C967031, OxCS4BBBD6, 0x75146287, 0x83B8D1B2, OxF1D21A26)
(B0, B1, B2, B3, B4, B5, B6, B7, BB, E9, Bl0D) =

{0x2417868F, O0xA6305225, Ox405CEA5S0, Ox726C%92BC, OxD047818E, OxA4S8FEOA, OxEDOE4419,
0x67C6AZD5 OxB6EG31EY, OxA64D385C, OxTES59587F)

{R1, L1, R2, L2) = (0OxEB85CAll, Ox015D89DE, O0xB59D5510, Ox1OBADS578)

K2 internal state at time -5

{AO, Al, A2, A3, R4) = (0OxC54B3BD6, Dx75146287, 0x83BIDLB2, O0xF1lD21A26, 0xD3B84C64)
{60, B1, B2, B3, B4, BS, B6, B7, B8, B9, BlO) =

(0xAB305225, Ox405CEAS5S0, Ox726C92BC, O0xDO4761BE, OxA45BFEOA, OxEDOE4419%, Ox67C6A2DS,
OxBEEG3ILEQ

0xA64D395C, O0x7BS9587F, OxAFA3772R)

(R1, 1.1, R2, L2) = (0x0A63FCEF, OxB7BDDOE%®, 0x5375538F, OxBODASCOO}

K2 internal scate at time -4

(A0, Al, A2, A3, Ad4) = {0x75146287, OxB3IB8D1B2, OxFlD21A26, O0xD3BB4C64, Ox3ECI47BA)
(B0, Bl1, B2, B3, B4, B5, B6, B7, B8, BY, BlO} =

{Ox405CEAS50, 0x726C92BC, O0xDO47818E, OxA458FEOA, OxEDOE4419, 0x67C6A2D5, O0xB6EE31E9,
0xA64D395C 0xTB59587F, OxAFA3772A, OxB83RE3259)

(RL, L1, R2, L2) = {OxF35398D7, OxA3BAB94C, OxFF2BD5F2, Ox4634B058)

K2 internal state at time -3

(&0, Al, A2, A3, A4) = (0>;83B8D1B2, OxF1D21A25, OxD3884C64, Ox3ECO4A7BA, OxBIEF93D3)
(B0, B1l, B2, B3, B4, B5, B6, B7, B8, B9, Bl0) =

{0x726C92BC, OxD04781BE, OxA458FE0A, OxEDOE4419, O0x67C6A2DS, O0xB6E63I1E9, O0xA64D395C,
0x7B59587F, OxAFA3T72A, 0x83AE3259, Ox479E0649)

(R1, L1, R2, L2) = (Ox4F2CDS5EE, OxD8DBZ1ES, 0xB5B25920, 0x479D0DDC)

K2 internal state at time -2

(A0, Al, A2, A3, A4) = (OxF1lD21A26, 0xD3B884C64, Ox3EC047BA, OxB89EF93D3, O0x3ASFDIEB)
(B0, Bl, B2, B2, B4, B5, B6, B7, B8, B9, BlD)} =

{0xD04781BE, OxA458FEOA, OxEDOE441%, Ox67C6A2DS, Ox36E631E9, OxA64D395C, O0x7B59587F,
OxAFA3772A,0x83AE3259, 0x47%E0649, OxBACB82EA9)

(R1, L1, R2, L2) = {(0x25C35580, 0x36845CF8, Ox195E39a0, 0xFG6EEB96ED)
K2 internal state at time -1
(A0, Al, A2, A3, A4) = [0xD3884C64, Ox3IEC0473A, Ox89EF93D3, Ox3ASFD7EB, OxC74844F8)

(0, B1, B2, B3, B4, BS, B6, B?, B8, B9, Bl0) =
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{OxA45S8FEQA, OxEDOE4419, Ox67C6A2DS, OxB6E631ES, OxA64D395C, Ox7B59587F, OxAFA3772A,
0x83RAE3259, 0x479E0649, Ox3ACS82EARY, O0x3ABEESCC)

(R1, L1, R2, L2) = (OxBA3BB6DF, Ox767E04BF, O0xE(Q2C638F, OxDCBA3106)

K2 internal state at time 0
(AD, Al, A2, A3, R4) = (0x3SCC)47BA, OxB9EF93D3, Ox3ASFD7EER, OxC74844F8, OxXECBl0CCH)
(g0, B1, B2, B3, B4, BS, B6é, B?7, BB, BY, Bl0)} =

(0XEDOE4419, 0x67C6A2DS, Ox36E631E9, OxA64D395C, Ox7B59587F, OxAFA3772A, OxB3RE3259,
Cx479E0649, OXBACB82EAS, Ox3RB6ESCC, OxFBEY9F17C)

(R1, L1, R2, L2) = (0x5C134123, OxCOSCCB42, O0x03DIFF06, Ox694FClD6)

K2 internal state at time 1

(RO, Al, A2, A3, A4} = (Ox89EFI3D3, Ox3ASFD7EB, 0xC74844F8, OxECB10CCY9, 0x9F3CICD1)
(B0, B1, B2, B3, B4, BS5, B6, B7, B8, B9, Bl0O) =

{0x67C6A2DS5, OxB6E631E9, Oxh64D3595C, 0x7359587F, OxAFA3772R, 0x83ARE3259,
0x479EGE649, 0XBACE2EASY, 0x3AB6ESCC, OxFBESF17C, 0xFE14A575)

(R1l, L1, R2, L2) = (OXEF637AB6, O0x853CADCS, Ox0031F6ES5, 0x602E04A7)

K2 internal state at time 2

(A0, Al, A2, A3, R4) = {Ox3ASFD7EB, 0xC74844F8, OxECBLOCCY9, Ox9F3C9CD1l, OxOTEQR49D)
(80, Bl, B2, B3, B4, B5, B6, B7, B8, B9, BlQ) =

(OXxBEEGILEY, 0xA€4D395C, 0x7B59587F, OxAFA3772A, 0x83AE3259, Ox479E054 9,
OxBACB2EA9, Ox3AB6ES5CC, OxFBESFL7C, OXFE14A575, Ox3ABC9602)

(R1, L1, R2, L2) = (0x4C41E3 30, OxEFASFSBE, 0x560328CD, 0x37275D79)

K2 internal state at time 3

(RO, Al, A2, A3, R4) = (0xC74844F8, OxECB10CC9, 0x9F3C9CDl, O0x07EOAR49D, O0xCS5FB6290)
(80, Bl, B2, B3, B4, BS5, B6, B7, B8, B9, Bl0) =

(OXA64D395C, O0x7B595687F, OxAFA3772A, O0x83AE3259, O0x479E0649, OxBACB2EAS, Ox3A36ESCC,
OxF3EY9F17C, OxFEL4A575, Ox3ABCY602, 0x04FD0§B2)

(Rl, L1, R2, L2) = (OxD3 33 7 6B4, O0x991AF343, 0xCC739191, Ox6EB91BDA)

K2 internal state at time 4

(A0, Al, A2, A3, RA4) = (OxXECB1l0CC9, 0x9F3C9CDl, Ox07EQ0A49D, OxCSF86290, 0x4453180A)
(80, Bl, B2, B3, B4, BS, B6, B7, B8, B9, Bl0D) =

(0x7B59587F, OxAFA3772R, O0x83AE3259, Ox479E0649, OxBACSB2EA9, Ox3ABGESCC, OxFBESF17C,
O0xFE14A575, 0x3ABC9602, 0x04FD08B2, OxDES821E38)

(R1, L1, R2, L2) = (OxBAFC6CE9, 0x1CD53B55, OxBBS82CSEC, Ox4661136F)
K2 internal state at time 5
(AO, Al, A2, A3, A4) = (Ox9F3COCD1l, OxD7ECA4SD, 0 ~5F86290, 0x4453180A, OxFDI8E83F)

(80, B1, B2, B3, B4, B5, B6, B7, B8, B3, Bl0) =
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(OxAFA3772A, OxB3AE3259, O0x479E0649, OxBAC82ER9, Ox3AB6ESCC, OXFBE9FL7C, OXFE14AS75,
0x3ABCS602,0x04FDOBB2, OxDEB21E38, 0OxD30B1637)

(Rl, L1, R2, L2) = (OxAS51FB5BS, Qx676Al1660, Ox3EBR70BQ2, OxDDA7BA4l)

K2 internal state at time 6
(A0, Al, A2, A3, A4) = (Q0x07EOR49D, OxC5F862%0, 0x4453180A, OxFD98883F, Ox7FBDO0O61)
(B0, B1, B2, B3, B4, BS, BG, B7, BB, B9, BlD) =

(DxB3AE3259, O0x479E0649, 0OxBACS82EAS, 0x3ABEESCC, O0xFBEISFLl7C, OXFEL4A575, (Ox3ABCOH602, Ox04
FDO8B2, 0xDE821E38, OxD3QB1637, O0xlAE1594D}

(Rl, L1, R2, L2) = {(OxCF2%ES514, Ox41BE7A08, 033?038955, Ox3FQ0T7DDF5)

K2 internal state at time 7

(a0, A1, A2, A3, R4) = (0OxCS5FB86290, 0x4453180A, O0xFDS80883F, Ox7FBDO06l, 0x9%04D579)
(8¢, Bl, B2, B3, B4, B5, B6, B7, B8, B9, BlO) =

{0x479E0649, OxXBAC82EAY9, Ox3AB6ESCC, OxFBE9F17C, OxFE14A575, Ox3ABC9602, O0x04FD08B2Z,
O0XDE821E385,0xD30B1637, 0x1AE1594D, Ox3BFE9448)

(R1, L1, R2, L2) = (0x6C07 9D38, 0xB4614FAR, Ox66F72DBO, Ox3933F538)
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Phy lyc D
{Tham khao)
Théng tin an toan

D.1 Mirc d§ an toan cia mé dong

TCVN 11367-4:2016

Phy lyc nay liét k& mirc dd an toan clia ma dong dwrge md ta trong tiéu chuén ndy clia bd TCVN 11367
(ISO/IEC 18033).

Bang D.1-Mirc d9 an toan clia cac ché 49 mé dong

Ham d4u ra

Bi mét dir ligu

Toan ven di liéu

Ché dd céng nhj phan

Ché a6 MULTI-S01 hoc.

Mét co' ché ma héa dyra trén cac
ham @3u ra 13 an toan mién 12 b
tao khéa dong an toan. Diéu nay
dwgc chirng minh bing toan

Ché& ab nay khdng cung cip an
toan lién quan dén toan ven di
liéu.

Viéc an toan lién quan dén toan
ven di¥ liéu théng thwdng an
toan nhw bd tao khéa dong. Tuy
nhigén mirc 49 an toan ludn lubn
bj ch&n trén bdi chiéu dai cla
théng bao gid mao. Mét théng
béo gid mao cé chidu dai 12 un
bit c6 thé duge chdp nhan véi
x4c suét thanh céng (u — 2)27™,
trong @6 n |a tham sé an toan
ctia ché dd nay.

Bang D.2-M(rc 45 an toan cia bd tao khéa dong chuyén dyng

" D$ phire tap tinh toan
kh?; ‘::ng Tuyén bé an toan E;‘i::' cuia tAn cdng tét nhit
Awgc biét dén
Gia sir rang cdc ma khdi vé co ban la an toan,
Ché a3 néi chung khdng thé phan biét ché ds CFB,
CFB, OFB, | OFB va CTR tir mét chudi ngdu nhién. Tuy
CTR véi nhién, néu sb lwong cac khéi duwge xir Iy vuet
makhéi 7~ | qua khodng 2™/2 thi x&c suét clia phan biét gilra | &- bit 2n/2
bitvdidé | khéa dong va chudi ngéu nhién tré nén dang ké.
dai khoa & | Sy an toan cGia khda dong dwerc chin trén bdi
bit an toan cGia ma khéi, chdng han dd dai khéa va
mire 46 mat ma cé thé dwgc phan tich ma.
MUGI Khéng c6 mét tan céng phan tich ma nao duoc | 128-bit 2128
biét dén @i véi MUGI nhanh hon so véi tan
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cdng vét can khoa. MUGI c6 d9 dai khéa l1a 128-
bit.

SNOW 2.0

Pbi véi ché dd 256-bit, cac thuat toan phan biét
a3 dugc phan biét dAu ra clia SNOW 2.0 tir mét
chudi nglu nhién. C4ch tét nhét a& wéc tinh va
cAn biét khoang 2'7-bit khéa déng. Didu nay
h3u nhw khéng vi pham mlrc 9 an toan trén ly
thuyét, c6 thd dugc suy ra tir 49 dai khba, 256-
bit. Tuy nhién, bt ky tn cdng nao lién quan
dén phan biét a3 biét sé khdng c6 mdi de doa
ndo véi str dung thye té.

128hodic | 7,
256-bit

Rabbit

Khéng cb tAn cong phan biét ndo dugc biét dén
@i v&i véi Rabbit nhanh hon so véi tan cdng
vét can khéa, midn 14 khong qué 2%¢ khdi khéa
dong dwgre tao ra str dung mét khéa.

128 bit -

Decim®?

Khéng c6 mét tan cdng phan tich mé nao duoc
biét dén &bi v&i Decim® nhanh hon so v&i tAn | 80 bit 280
cdng vét can khéa.

KCipher-2
(K2)

Khéng c6 mdt tAn cdng phan tich ma nao dwgc
biét @&n adi véi K2 nhanh hon so véi tn cong | 128 bit 2128
vét can khéa. K2 ¢ @ dai khoa 1 128-bit

D.2 An toan hidu qua danh doi trong MULTI-S01

Cho n 13 kich thwéc khéi clia ham dAu ra MULTI-S01. Vé&i théng bao n.u-bit, ham dau ra MULTI-S01
Ip xt Iy khéi u+213n. Trong ca hai phan mé&m va phin ciing thye hién, viéc tinh toan chi phéi 1a cac
phép nhan trong triedng hiru han GF(2™).

Néu hai thye thi, gitea kich thwée khdi # khdc nhau, dwgc so sanh, viéc thire thi véi n nhd hon néi
chung & nhanh hon khéi khac — mac du viéc thyc hién véi gid tri n nhd hom 13p nhidu Ian hon, méi 1an
nhan cé thé dugc tinh trong thai gian it hon va siv dung khéng gian nhd hon. Cac yéu té ma viéc tinh
toan tang téc dd 1&n phu thudc vao thuat todn va nén ting duoc st dung dé thye thi né.

Bang D.3 — cho thiy mét s6 két qua thyc nghiém ctia viée thye thi MULTI-S01 véi n= 64.

Bang D.3 - Két qua thyre nghiém cta viéc thye thi ché d MULTI-S01
khdng cé bd tao khda dong (n= 64)

Chon lya Tée dd/Kich thrée Dic ta nén ting
ASIC téc a8 cao 5.1 Gbps@BOMHZ, 25.7 KC8NG | Ay i dung thir vién ngan Hitachi
ASIC kich thuwéc nhé | 2.0 K Cng, 100Mbps@100MHz | HG73C (035 ym)
Phan mém 10 chu ky/byte ( hofic trong Intel Pentium 1l 650 MHz (Coppermine),
duong 520 bps @50 MHz) Windows98 SE, RAM 64MB, Visual C++
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Ver.6.0 Service Pack 3.

D.3 Hwéng din vé mé dong

Phy lyc ndy liét k& cac tinh ning clia ma déng dwgc mb ta trong tiéu chudn nay cla bd TCVN 11367

(ISONEC 18033).

Bang D.4 - Dic diém ciia m3 dong

B$ tao khéa déng

Phét bidu thudc tinh

Ché a4 CFB, OFB,
CTR v&i mé khéi
n-bit voi @0 dai
khéa k-bit

Thuan Igi clia 3 ché& A4 nay 14 ching chia sé cic thanh phan véi cac ché 8 khac
clia ma khéi. Céc ché dd nay c6 thé dwgc sir dyng cho ban rd c6 46 dai bt ky
trén mét vai kién tric, va OFB va CTR I hai ché 46 phi hgp cho viéc ma héa va
gidi ma ban rd 4§ dai nx-bit. CFB ¢6 thé khdi phuyc I8i adng bd va higu ning cla
né phy thudc vao 46 dai khoa dong. CTR chép nhén truy cép ngu nhién dén ban
ma.

MUGI

MUGI st dung véc to khdi tao 4 dai 128-bit. N6 bao gém céac phép toan 64-bit
va tao ra 64-bit khéa dong cho mai IAn thyc hién. Mat ma c6 thé dugce s dung
¢ho ban rd ¢6 a0 dai bét ky trén mot sé kién tric, va né hiéu qua hon cho kién
triic CPU 64-bit va ma héda/gidi ma ban rd 4o dai 64x.

SNOW 2.0

SNOW 2.0 sl dung véc to khdi tao dd dai 128-bit. N6 bao gdm cac phép toan 32-
bit va tao ra 32-bit khda déng cho mdi l&n thye hién. Mat ma cb thé dwoc str dung
cho ban rd c6 A9 dai bat ky trén mot s8 kién tric va né hiéu qua hon cho kién tric
CPU 32-bit va méa héa/gidi mé ban ro d§ dai 32x.

Rabbit

Rabbit st dyng véc to khdi tao @6 dai 64-bit. N6 bao gdm céc phép toan 32-bit va
tao ra 128-bit khéa dong cho mbi lan thize hién. Mat ma cé thé dwgc sir dung cho
ban ré c6 A6 dai bt ky trén mdt sb kién triic va nd hiéu quad hon cho kién tric
CPU 32-bit va ma hoa/gidi ma ban rd do dai 128x.

Decim™?

Decim®? slr dung véc to khdi tao d6 dai 64-bit. N6 bao gdm cac phép toédn timg
bit va tao ra 1-bit khda dong cho mai lan thyre hién. Mt ma c6 thé dugc sir dung
cho ban rd ¢6 9 dai bt ky trén mot sb kién tric va nd hidu qua hon cho thyc
hién phin ctng trén cac thiét bi cb tai nguyén han ché.

KCipher-2 (K2)

KCipher-2 stz dyng véc to khdi tao do dai 128-bit. N6 bao gdm cac phép toan 32-
bit va tao ra 64-bit khéa dong cho méi Ian thyc hién. Mat mé c6 thé dugc sir dung
cho ban ré c6 dd dai bt ky trén mdt sd kién tric, va nd hidu qué hon cho kién
tric CPU 32-bit v ma héda/gidi ma ban ré 40 dai 64x.
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