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L&i nél diu

TCVN 11816-2:2017 hoan toén twong dwong véi ISOEC 10118-2:2010
va dinh chinh k§ thuét 1:2011.

TCVN 11816-2:2016 do Cyc Quan Iy mét ma dén sy va Kidm djnh san

phém mét ma bién soan, Ban Co yéu Chinh phi &8 nghi, Téng cuc Tiéu

chuéin Do ludrng Chét Irgng thAm dinh, B§ Khoa hoc va Céng nghé cdng
- bé. :

B9 tidu chudn TCVYN 11818 (ISO/EC 10118) Cbng nghé théng tin -

Céc ky thudt an toan — Ham b&m gdm céc tiéu chuén sau;

- TCVN 11816-1:2017 (ISO/IEC 10118-1:2018), Phén 1: Téng quan.

- TCVN 11818-2:2017 (ISONEC 10118-2:2010), Phan 2: Ham bém st¥
dung mé khéi n-bit.

- TCUN 118168-3:2017 (ISO/IEC 10118-3:2004), Phan 3: Ham b&m
chuyén dyng.

- TCVN 11816-4:2017 (ISO/IEC 10118-4:1998), Phin 4: Ham bam si»
dung sé hoc @dng du,

TCVN 11818-2 : 2017
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TIEU CHUAN QUOC GIA TCVN 11816-2 : 2017

Coéng nghé théng tin - Cac ky thuat an toan - Ham bam - Phan 2:
Ham bam s dung ma khoi n-bit
Information technology - Security techniques - Hash-functions - Part 2: Hash-function using an

n-bit block cipher

1 Pham vi 4p dung

TCVN 11816-2 dic ta cac ham bam sl dung thuét todn mé khéi n-bit. Vi vay tiéu chudn dwec 4p dung
thich hgp cho cac mdi trwdng trong A6 mét thuat toan da dugce cal dit.

C6 bén ham bim dwoc dic ta trong tiéu chuln ndy. Ham bam thir nhét cung cip ma bam ¢6 @ dai nhd
hom hoéc bang n, v&i n 12 @ dai clia khéi dir liéu dwoc st dung trong thuat toan ma khéi. Ham bam thi
2 cung cAp ma bim c6 dd dai nhd hon hoic bing 2n; ham bim thr 3 cung cép ma bam c6 @6 dai bang
2n; va ham bm thir 4 cung cAp ma baim c6 a9 dai 3n. Tt cd 4 ham bim Guoc d3c ta trong TCVN 11816-
2 d&u tuan theo mé hinh téng quéat dwec d3c td trong TCVN 11816-1.

2 Tai lidu vién dan

Céc tai liéu vién dan sau day 1a khdng thé thiéu cho viéc ap dung tiéu chudn nay. Déi véi cac tai liéu c6
ghi ndm cbng bb thl chi &p dung céc phién ban tai liéu dworc trich din. Déi véi céc tai ligu vién din khdng
ghi ndm cdng bé thi 4p dung phién ban méi nhét (bao gdm tAt ca c4c sira @bi bd sung).

TCVN 11816-1: 2017 (ISO/IEC 10118-1:2016), Cdng nghé théng tin — Céc k§ thuét an todn —Ham bém
- Phén 1: Téng quan.

3 Thuat nglr va dinh nghia

Céc thuat ngl va dinh nghia dwgc dwara trong' TCVN 11816-1 va céc thuat nglr sau day dwoc st dung.
3.1 Khéi (block)

Mt xau bit cd dd dai xac djnh.

3.2 M4 khéi n-bit (n-bit block cipher)

Ma khéi véi tinh chét 1a khéi ban ré va khéi ban ma cé d dai n bit.

[ISO/NEC 18033-3:2005].

3.3 Ham vong (round function)

Ham ¢(.,.) bién @31 2 xau nhj phan c6 d3 dai L, va L, thanh mét x&u nhj phan c6 86 dai L,
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CHO THICH: Ham vang duec stz dung trong vang l&p.

4 Ky hidu va thuit ngtr viét tit

Vé&i muc dich clia tiéu chufin nay, cac Ky hiéu va thuét nglr viét tit trong TCVN 11816-1 va céc ky hidu
sau duwee ap dung.

Khi n ch&n, xau bit chéra n/2 bt tréi nhét ciia khéi B.

BL
Khi n 18, x4u bit chira (r + 1)/2 bit trél nhét clia khél B

Khi n ch&n, xAu bit chra n/2 bit phal nhét ciia khéi B.

BR .
Khi n 18, xau bit chiva (n — 1)/2 bit phai nhét cla khdl B
B, Khi B |a mot day céc khdi m bt thi B,(x = 0) dai dién cho khdi thir x clia B.

Thuét toan ma khél = bit véi dAu vao 12 khda K va khéi ban rd. Cée thuat toan ma khél
Ex(P)  duee dc ta trong tidu chudn TCVN 14367-3:2016 (ISO/IEC 18033-3) dwgc khuyén
céo sl dung trong céc ham bam.

K Khoéa cho thuat toan E
whodicu'  Ham nhén dAu vao 12 mdt khéi n bit va d4u ra 1a mot khéa cho thudt todn E,

§ Str dung mé hinh tdng quat

Céc ham bam duoc Gic ta trong 4 myc tiép theo cung cAp ma bam H c6 @b dal Ly, CAc ham bim ddu
tuan th: theo md hinh t8ng quat dwgc dic ta trong TCVN 11818-1. V6i m&i mt ham bam chi cin thiét
xac dinh céc tham sé dwéi day.

-Tham sd Ly, Ly, Ly;

- Phuwong phap dém;

- Gia trj khoi tao 1v;

- Ham vong ¢,

- Phép bién ddi dhura T.

6 Ham bam 1

6.1 Tdng quan

Ham bam 1 dwoc G&c ta trong TCVN 11816-2 cung cAp m& b3m cb 46 dal L, va L, trong d6 L, va L,
bing nhau va bing n. Mot sé dinh ngha riéng duwrgc yéu chu cho ham bém 1 dwge trinh bay dwdi day.

CHU THICH: Ham bam 1 dwgc mé t trong [5).
6.2 Lya chon tham sé

Céc tham 86 L,, L, va Ly clia ham bam 1 dugc dc ta trong phan ndy théa méin Ly = L, =nva Ly nhd
hon hosicbéngn.

8
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6.3 Phwong phap dém

Viéc Iyra chon phuong phép dém st dung cho ham bdm 1 khdng thugc pham vi clia TCVN 11816-2.
Cling nhu céc véu cau téi thidu, phwong phép d8m dua ra mét tap gdm g khéi Dy, Dy, ..., Dy , trong 86
m&i khéi D c6 ¢ dai n va c6 thé 1am dAu vao cho cic hu ra khéc nhau. Céc vi dy vé céc phurong phép
dém awgec trinh bay trong Phy lyc ATCVN 11816-1.

6.4 Gl tr] khé1 tao

Viéc Ira chon IV ding cho ham b#m 1 khéng thudc pham vi TCVN 11816-2. IV 14 mdt xau bit ¢6 a§ dai
n va gié trj clia IV c6 th8 duwgre théng nhat va ¢ dinh bdi ngwdi slr dyng ham bam.

6.6 Ham vong

Phép bién a8l u:

Dinh nghfa mét 4nh x@ u tlr khdng glan ma.

Ham véng ¢ két hop khéi dlr ligu @ém D; (L, = n bit) v6i Hy_, va dhu ra trwéc d6 clia ham véng ( L, =n
bit) tao thanh H, . CAn lyra chon ham u nhw mét phan clia ham vong @& bién d8i mét khéi » bit thanh mét
khéa & sir dyng cho thuat todn mé khéi £, Viéc lwa chon ham u @8 si dyung cho ham b&m 1 ndm ngoai
pham vi TCVN 11818-2.

Ham vdng dugc xac dinh nhw sau;
DatH, =1V
¢(D;, Hy—1) = Ey;(D))®D; trong 86 K; = u(H;-y). Ham vdng dugc mé té trong Hinh 1.
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Hinh 1: Ham véng ciia ham bim 1

6.6 Phép bién ddi ddu ra

Phép bién ddi ¢Au ra T don gian 12 phép cét, vi du m& bam H nhan dwoc bing cach JAy cac bit Ly, trai
nhét clia khéi dAu ra cuéi cing H,.

7 Ham bam 2
7.1 Tdng quan

Ham bam 2 duweoc dic ta trong phan ndy cung cip ma bam c6 @b dai L, va L, trong @6 L, bing n va L,
bang 2n. M6t sé dinh nghta riéng dugc yu cAu cho ham bam 2 dwgc trinh bay dud! day.
CHU THICH 1: Ham bam 2 dwpc mb ta trong [4). '

CHU THICH 2: Trong [6] tAn cang v8 mat Iy thuyét 1én ham bam 2 a5 dwgc ghi nhan: mit tn cong va cham véi = =128 cb 60
phirc tap 21245, mot tén cong tidn dnh yéu cdu 69 phere tep va khdng glan dAu vao xép X 2™,

Ly do duy nhét a8 gite ham bam 2 trong TCVN 11816-2 14 vl d3m bao tinh twong thich véi cac (rng dung
da cd.
7.2 Lira chon tham sé

Céc tham b Ly, L, va Ly clia ham bém 2 dwgc ddic ta trong phdn ndy thdamén L, = n, L, = 2n, VA Ly
nhd hon hoéc béng 2n.

7.3 Phwong phap dém

Vigc Iwa chon phwong phap dém st dung cho ham bam 2 khéng thudc pham vi clia TCVN 11816-2.
Cling nhw céc yéu cAu téi thidu, phwong phap @8m dura ra mét tap gdm g khéi Dy, D, ..., Dy, trong 46 méi
khéi Dy c6 4 dai n va c6 thé [am @Au vao cho cdc dhu ra khic nhau. Céc vi dy v& c4c phuong phép
dém dugec trinh bay trong Phy Iuc A TCWN 11816-1.

10
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7.4 Gi4 trj khol tao

Vigc lya chon IV (a0 dai 2n) diing cho ham bam 2 khéng thugc pham vi TCVN 11816-2. IV 12 mét xau
bit ¢6 46 dai 2n va gia trj clia IV c6 thd dwec théng nhét va cé dinh bdi ngudl st dung ham bam. Tuy
nhién, IV dwge chon sao cho u(IVE) va «w'(JVR) 1a khac nhau.

7.6 Ham vong

Ham vdng ¢ két hop khéi dir lidu dém Dy (L, = n bit) v&l H;.., va ddu ra trwée d6 clia ham vong (L,
= 2n bit) tao thanh H;. CAn Iya chon phép bién i u va u’ nhw mét phan cda ham véng. Céc bidn adi

ndy bién a3i mét khdi dAu ra thanh 2 khéi thich hop a6 dal Ly bit lam khda cho thuat todn E. Déc ta clia
u va ' ném ngoai pham vl TCVN 11816-2. Tuy nhién, viéc lItra chon u va v’ cling cin dwgc xem xét vi
s quan trong clia né dbi véi sir an toan clia ham bam.

P&t Hiva HE twong (mg bang IV:va IV'*, Ham vong dugc x4c dinh nhur sau, véi j = 1dén g.
H; = ¢(Dy, Hj-1)
X =u(Hf)vaY =u'(HEy)
By = Ex(D;)®D; vA B'y = By(D))®D
Hf = Bf 1 8'f vaH = B} || B}
Ham vang dwgc mb ta trong Hinh 2, trong @6 X va Y dwec thay thé tuong tng v61 K va Kf.
7.6 Phép bién ddi diu ra

Néu Ly chdn thi m3 bim s& 12 ghép clia Ly/2 bit tr4i nhét clia HE va Ly/2 bit trél nhét clia Hy. Néu L 18
m& b&m s& 12 ghép clia (Ly + 1)/2 bit tréi nhit clia % va (Ly — 1)/2 bit tréi nhét cla H.

1
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Hinh 2: Ham véng cilia ham bdm 2
8 Ham bam 3
8.1 Téng quan

Ham bim 3 dwge dic ta trong phan ndy cung cip mé bém cé @8 dai Ly, trong @6 Ly bing 2n, véi gié tr
n chdn. Mét sé dinh nghia riéng durec yéu ciu cho ham b3m 2 dugc trinh bay dwdi day.

CHU THICH: Ham bam 3 dwere mB t trong [1].
8.2 Lwa chon tham sé

Céc tham sb Ly, L, va Ly clia ham bim 3 dwoc d¥c ta trong phin ndy thdamén Ly = 4n, Lo=8n, va Ly
=2n.

8.3 Phwrong phap dém

Phuwong phép dém sir dyng cho ham bam 3 dwgc déc ta trong myc A.3 TCVN 11816-1 saocho r = n.

12
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8.4 Gia tr| khéi tao

Viée Iya chon IV diing cho ham b&m 3 khéng thudc pham vi TCVN 11816-2. IV & mdt x&u bit ¢6 46 dal
8n va gl4 trj clia IV ¢6 thé dugc théng nhét va cé dinh béi ngwdi st dung ham bim.

8.5 Ham vdng

Phép bién adl w:
Binh nghta 8 4nh xa u4, uy, ..., g 10 khdng glan ma téi khéng gian khéa, sao cho:
u(C) # uy(C) voitht c& i,/ tlr tAp {1, 2,..., 8}, j # i a6l v&i tht cd gla trj clia C.
Pidu trén c6 thd dat dugc béng céch ¢ dinh céc bit khéa vi dy, ¢d thd ¢b dinh 3 bit khéa t6i cac gid trj
000, 001, ..., 111. Céc didu kién khac c6 thé &p dung dipa vdo céc 4nh xa uy, vi dy d8 tranh céc vén @&
lién quan dén khda yéu hoc cac thudc tinh bit clia mé khéi. D3t 1y = w;(X;,).
Ham fp:
Binh nghta 8 ham f; nhw sau:
filX,Y) = Eyp(NOY,1 i <8,
Anh x3 tuyén tinh g:
Binh nghta 4nh xa tuyén tinh 8 nhan d&u vao 1A mdt xau 2n bit X = xo | x; 1l x5 [ x3 va &nh xa sang mét
x8u 2n bitY = y, l y1 | ¥z Il y; nhur sau:
Yo = Xo@x3
y1 = Xo@Dx,Bx3
V2= x0x;
Y3 = %20x3
Trong d6 %, va ¥, 12 cAc x4u n/2 bit.

Ham vdng ¢ c6 8 khél m& song song, va 8 day bién cb a8 dai n bit Hy 4, H;, ..., Hy 5.

Trong m&i vang lép, 4 kh8i der liéu @8 dal n bit D, 4, D;2, Dy,3, Dy (40 déit Ly = 4n bit) duge két hop voi déu
ra vong tneére a6 clia ham vong Hy_q g, Hj-12, v, Hj-1, (6 dai L, = Bn bit) dé tao thanh Hjq,Hy2, 0 Hy g
(40 dai L, = 8n bit).

Ham véng dia vao mét anh xa tuyén tinh y;nhén dAu véo 12 12 xau @9 dai n bit iy, I, ..., lj; v& énh xa
sang 8 x4u dd dai n bit X;,X;, ..., Xg va 8 X8u 40 dai n bit Y;,Y;, .., Y . Anh Xa clia tdm xau phy c6 d§ dal
2n bit Ry, Ry, Mg, My, ..., Ms. Anh xa v, duge xéc dinh theo cac burdc sau day:

)] D3t Ho,1, Hoz, s Ho theo cdch sao cho Hy; || -+ I Hog = IV
ii) Fori = 010 5 do {Mf = Lyj41; MF = ly42}
Ry = 0; Ry = 0;
iy  fori=1to5do{
B = R,®&M;,
Ry = Ry®B(B);
Ro = B;}
Iv) fori=1to8do{X;=I;}

13
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Y, =R§;

Y, =R§;

Y; = R;

Y, =RY;

fori =1to 4 do{ Ys4r = lawss}
Ham vong co dang sau (1< £ q)

(Xj,l’ D GRIRP. QTR 110 JPTTEN 47 )::‘yl (Ha‘-la" HyszseesH oDy Dy Dy Dy );
fori=1to8do {H,,:=£(X,,¥,)}

Ham vbng dugre md t trong Hinh 3 va anh xa 7, drge md ta trong Hinh 4 duwéi day:
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Hinh 3: Ham vong ciia ham bém 3
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Hinh 4: Anh x3 tuyén tinh y; ctia ham bim 3

8.6 Phép bién @di du ra

Sau qué frinh x(r Iy thdng béo dém, chudi cac bién cé gié tri H,,H y,., Hyy . Thipe hign 4 vong 1ap bé
sung v&| diu vao:

D, =H,,15i<4

15
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D, = Hypui o1 S154

D, = H,,,18is4

D, = H,,., 1514

PAu ra clia ham bam cb @6 dai Lw 13 ghép clla H,,,, || H,.,,. Phép bién @di @Au ra yéu ciu 26 1an ma
(trong vong 13p cudi chl 2 |An ma dwoe thie hidn).

9. Ham béam 4
8.1 Téng quan
Ham bim 4 dwgc d3c tA trong phdn ndy cung cAp ma bim cb dd dal Ly, trong d6 Ly bang 3n, véi gid ti

n chan.
CHU THICH: Ham bam 4 dugc mb 14 trong [2].

9.2 Lwa chon tham sé

Céc tham sb Ly, Lo VA Ly clia ham bam 4 dugc dic ta trong phdn ndy thda man Ly = 3n, L2=9n, va Ly
=3n.

9.3 Phwong phap dém

Phwong phép d8m sl dung cho ham bam 4 dwoc dic ta frong myc A.3 TCVN 118161, truedng hopr =
n.

9.4 Gi4 trj khoil tgo

Viéc lira chon IV diing cho hdm bam 4 khéng thudc pham vi TCVN 11816-2. 1V 12 mot xau bit ¢6 4§ dai
9n va gid trj clia IV ¢cb thd Guoc théng nhét va cb dinh béi ngwedl sk dung ham bam.

9.5 Ham vong

Phép bién @i u:
Dinh nghta 9 énh xa #,,4,,...,4, tr khéng gian ma t&i khdng gian khoa, sao cho:
v6i tht ca i, thudc tap (1,2, ...,9), j#i, u,(C)=u,(C),abi véi tht ca gid tri clia C

Didu trén c6 thd dat dwoe bing cach cd dinh cac bit khda vi dy, c6 thd ¢é dinh 4 bit clia khéa tél cac gi4
trj 0000, 0001,..., 1000. Céc didu kién khac c6 thé &p dung dwa vao cée nh xa wu, vi du a8 trénh cic
vAn @8 lién quan dén khéa yéu hodic cac thudc tinh bil clia ma khéi.

Ham f,
Binh nghta 2 ham £ nhw sau:
filX.V) = Eypn(),15i<9.
Anh xa tuyén tinh S:
Xem 8.1 @& blét thém c4c dinh nghta lién quan dén ham b&m nay.
Ham vong ¢ ¢b 9 khéi mé song song, va 9 day bién c6 @4 dai n-bit H,,, H,,,.., H 4
18
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Trong m3i vong tiip, 3 khéi dir tigu 4 dain bit D,,,D,,,D,, (46 dai L1 = 3n bit dugc két hop véi du ra

vang trubc 46 clia ham vong H,_,y, H .3, H .1, (40 dai Lo = 9n bit) a8 tao thanh Hy, H, ..., H,4 (@0
dai Lp = 9n bit).

Ham vong da vao mét 4nh xa tuyén tinh ¥, nhén ddu vao 12 12 xau dai n-bit /, 1, ..., 4, va &nh xa sang
9 xau 0 dal nbit X,, X,,..., X, vA O xu @0 ddi n bit ¥, %,,..., %. Anh xa si dung chin xu phy c6
dai 2n bit Ry, R, R, My, M,,....M;. Anh xa 7, dugc xéc dinh theo céc burdc sau gay:

i) Dat Hogsvs Hos ghan cach sao cho Hos 11 Ho, =
) fori=0t05do {MF fz; M¥= bay )
Ry=0;R=0;Ry=0;
B) fori=Qto6do{
B:=Ra®M;;
U= 4(8);
RR=RoU;
Ri=R®U;
RymB;}
) forl=1to9do{X,=1,;}
Y= Re";
Y= R
Ya:=R‘":
Yo RY";
Ysm Re;
Ye= R
for = 1to 3 do { Yeu = ki)
Ham vdng ¢6 dang sau (1< / < q)

Gt Kizreror Xior Yite Yizseons Yoo} 7= %Hes1s Hirzeeeos Miagn Dty D2, Dps);
fori=1to 9 do{Hy= 0 Vi) i}

Ham véng duwgc mé ta trong Hinh § va énh xa y, dugcmd ta trong Hinh 6 dwéi Gay:

17



TCVN 11816-2: 2017

ttern Hiap Dy D Dys
Y
¥
b AR Yityere Yis
4
> .- o E
} - Yy

Ya
v

Hu.----bb

Hinh 5: Ham vdng ctia hAm biam 4

9.6 Phép bién adi ddu ra
Sau qué trinh x(¥ Iy ban théng béo dém, chudi céc bién cb gia trl H,;, H, ;... H,, Thiec hign 4
vong 14p bd sung véi dau vao

Dgy1g =Hepl1<i<3

Dgsas=Hopua 1 S1<3

Dgsst =Hoppe1<1i<3

Dysgg=Hgy, 1503

DAu ra clia ham bam c6 @6 dai Lu 12 ghép clia H,,,, || Hyy, || Hyu s PhéP bién @i dAu ra yéu chu 30
14n mé (trong vong 1dp cubi chi 3 1an ma dugc thyc hign).

18
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[>]o:] s
ﬁ ' E‘-.I‘ -.?’m.l‘l-
AR AR A AL A A A L L Y ILLIIO olln ol
Mo A:n T2n el
Hi | Ha} £
M, £
HalHa_.L §:
My £
| 446 ) e a
M,
lH!IHs} ‘;
ME M £
[y o 1L
A | | S| [ 2
M
02| 0a
£a 5
J 'N“ o -2 g <20
E1E3 B3 EAEA B3 K A %]  [wu[w] [W%] B %W

Hinh 6: Anh xa tuyén tinh y, clia ham bim 4

72
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Phy lyc A
(tham khao)

Str dyng AES
A.1 Tdng quan

Phuy Iyc ndy trinh bay mét céch sl dyng thust toan mé& khéi AES (TCVN11367-3:2016 (ISO/EC 18033-
3)) két hop véi cac hogt ddng clia ham bam dwoc d3c ta trong TCVN 11816-2. Cac tham sb cho AES 12
n = 128. DO dai K 14 128 bit.

A.2 Ham bam 1

IV = '52525252525252525252525262525252' (dang ma thép lyc phan)

Phép bién d@di u duge chon theo céch sau: goi X 13 bidu di&n nhj phén clia xau 128-bitkhi 6 ¥ =u(X) =
X.

CHU THICH: Ngudi ta tin ring viéc tim dwoc va cham cho ham vang va ham bim cin 161 2% 1an ma AES.
A.3 Hdm bém 2

IV* ='52525252525252525252525252525252' (dang ma thép luc phan)
VR = 25252525252525252525252626252525' (dang ma thép luc phan)

Phép bién adi 1 dugc lya chon nhw sau: goi X = x,x,...%,, 14 bidu didn nhj phan clia mt xéu X dj dai
128 bit Khi d6 Y = u(X)1a xau nhén dwoc sau khi chuydn bit x1 thanh gia tri ‘0. Két qud 1&: Y =
0%,%;...X,39 %55 - Phép bién @8i &' dwoc Iwa chon nhw sau: Y = »'(X) 13 xau nhan duwgc sau khi chuyén

bit x; thanh gid trj “1". K&t qud 1a: ¥ = 1x,%;...%, X126 -

A.4 Ham bam 3
w,W,,..,Iv,cing bang ‘52525252525252525252525252526252' (dang mé thap luc phén}

Phép bién ddi u, tz... ts Aec chon nhir sau: X = X,x,...%,, [& bidu din nhj phan cla xau X 4§ dal 128

bit. Khi 46 ¥ = u;(X) |a xau nhan dwoc sau khi chuyén c4c bit Xy, Xz, X3 61 gié tri cho trude trong bang
1 dudi day.

Bang A.1 - HAm bam 3: Gl4 tr] clia cAc bit khéa sé 1, 2, 3 trong 8 ham con

Ham con i Ham con i
000
001
010
011
100
101
110

~ | | AW N =
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8 1M1

A.5 Ham bém 4

IV, IV,,..., IV, cling bang '52525252525252525252625252525252' (dang mé thap luc phan)
Phép bién a8l w, us...., us 88 Aege chon nhur sau: X = x,x,...%,,, 12 bidu didn nhj phan clia xau X @6 dal

128-bit, Khidé Y = w;(X) 13 xau nhén dwgce sau khi cﬁuyén ¢éc bit x1, X2, X3, X4 t&1 gid trj cho trrée trong
béng 2 dudi Gay.

Bang A.2 - Ham b3m 4: Gié tri clla céc bit khéa 86 1, 2, 3 va 4 trong 9 ham con

Ham con i Hamcon i
1 0000
0001
0010
0011
0100
0101
0110
0111
1000

W oo |~ | (O (& W N

21
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Phulyc B
(tham khao)

Céc vidy

B.1 Téng quan

Phuy Iuc B dwa ra vl dy vé viéc tinh todn ma b3m cho tét ca céc ham bam duwge déc ta trong cac myc tir
6 dén 9 TCVN 11816-2, thuat todn ma khéi dugc d3c ta trong phy lyc A TCVN 11816-2; Vigc lwa chon
phwong phép dém dwoc déc ta trong phu luc A TCVN 11818-1.

X&u do liéu 1a ma ASCII 7-bit durge md ta trong [3) (Khdng chéin 18) cho “Now_Is_the_time_for_all_" khi
@6 bidu th "_" chi cac khodng tréng trong bidu dién ha thap luc phén.
4e6f77206973207468652074696d662066617220616¢6020"

B.2 Ham bam 1
XemA.z2.
Phwong phap dém 1
J D Hy H
1 4e6£772069732074 5252525252525252 113fff9as8dfed8cl
68652074696436520 5252525152525252 6ad8932aff2dfdle
2 666£7220616c6c20 113£££9a8dfe9fcl 08851dc2e£044720
0000000000000000 6edB8932a££2dfd%e b76972c33761b988
Phuwong phap dém 2
J D, Hy, H
1 4e6£772069732074 5252525252525252 113f££9a8dfes8cl
68652074696d6520 5252525252525252 6ed8932aff2dfdge
2 666£7220616c6c20 113f££9aBafed8cl 2b£0£0e63c36e020
8000000000000000 6ed8932aff2dfd9e 780d4835b98590ea
B.3 Ham bam 2

Phwong phap dém 1

22



J b,
1 406£772069732074
68652074696d6520
2 666£72206% 60620
0000000000000000
J b,
1
2
Phuwong phap dém 2
J b,
1 406£772069732074
6865207469646520
2 666£7220616c6020
8000000000000000
J 0
1
2
4
i
B.4 Ham bam 3
Phuwong phép dém 3

HYy
5252525252525252
5252525252525252
I13£££9a8dfa%8cl

6b704£1114¢e1958

H#
113f££9a8dfef8c]
6b704£1114c01958
4£d1€edhIab6699d
22db4a£462£ad373

HYy
5252525252525252
5252525252525252
113f££5a8dfad8cl

6h704£111 4041558

HY
113£££%5a8dfe%8cl
6b704£1114c01958
4b0505561be3b0d5

27h%d7a11£b3e254

TCVN 11816-2 : 2017

HR,
2525252525252525
2525252525252525
£3d924109087aba2

60dB8932af££2dfd%

H%
£3d5241¢8087aba2
6edB8932aff2dfd%
0£6950b502b8d6ed
3fcBfed60ffcfibo

#®
2525252525252525
2525252525252525
£349241¢9087aba2

69dB932a£F2dEd%e

HA
£3d9241¢9087aba2
6ed8932aff2dfd%
Beahdffdocb64leb
€715d6acb7321506
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24

Dy, Dy2 Dys Dy

46£772069732074
6865207469636520
666£722061606c20
8000000000000000
0000000000000000
0000000000006000
0000000000000000
00000000000000c0

Hyy, Hoa Hys Hoa
Hy s, Ho o Hop, Hya

5252525252525252

5252525252525252
5252525252525252
5§252525252525252
5252525252525252
5252525252525252

5252525252525252

5252525252525252

5252525252525252
5252525252525252
5252525252525252
5252525252525252
5252525252525252
5252525252525252
5252525252525252

5252525252525252

Hy s Hy B3 Hia
H) 5 By,6 Hi 7 3
218£923b370baeda8
9205626148594f7e
8226575e97be292h
4aad7elef206a217
1230f84cEffdes57£d

588b6063b3b2d3ef

edSd056582182065

«4fbe£2966b27058

6ebdbeb7alb2141f
268ba3326336413b
€90a43026a380748
doc2521dd2cf3e0d
c9851g64fefl3ad?
1ldlaBdle2ac052d
le79a495366b8cdY
caleca9844dc09e5



Dy 1, D3 Drn Doa

218£923b370beda8
9205626148593£7e
8a26575e97be232b
daad7eleB206a2£7
1230£840ffdesS7Ld
988b6063b3b2d3cf
ed5d056582182065
cdfbéf2966b27058

Hy,y, Hy 3 Hyx He
Hy s Hyg Hyp Hy g
218£923b370ba%as
520562614859df7a
Ba26575e37ba2i2b
d4and7eleB206a2£7
1230£840ffdesST7id
988b6063b3b2d3ef

ed5d056582182065
cdfbd£2966b27058

6ebdbebT7olb2141f
268ha3326336413b
©90ad3026a380748
doc2521ddact3eld
c9851ctdfef13ad?
1ldlas0le2ac052d4
le79a495366bBcd9

calaca%9844dc0%e5

TCVN 11816-2 ; 2017

Hyy Hy 5 Hos Hy o
Hys Hy g Hyp th s
«0582407707£2017
44e1156£9ba14704
246d43043470173640
597e1750720£4247
01a£4028b2023819
404b2£9056889610

450cebe815285244

343f£87f2aba57fe8

ooo71Edfdas0dbe
6£09£91932e09cdd
7332ba30£8c7abl
55£85917074d4589
92¢8e431285712ab2
675d02734£1bacdo
960578ad26e38a77

d62£10e896523889

25
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26

Dy,1, Da,3 Dyz Dy

6ebdbeb7cib2141£f
268ba3326336413b
©€90a43026a380748
dec252tdd2ct3eld
c9851c64fatfl3ad?

1ldlag0le2acOs2d

1@7%a495366h8cdd

caleca28444c03%e5

My 1, Hya Hy s Hy s
Hys Hyo Hyp s
€05e2407707£a017
44e1156£9ba14704
2d6430847c173640
597e1750720£4247
01a£4028H2023819

40ab2£9056889610

450cebc815285244

343£87£2aba57fe8

occ71£df4a500dbe
6£c9£91932ecscdd
7332ba30£8c7£fabl
55£859£7¢7444589
9c8e431285712ab2
675dc2734£1bacd0
960578ed26e38a77

d62£f10e896523889

Hy vy, Hy2 H3,3 By s

Hy 5 By Hy o Hys
£900d£e1095010b2
8£8bcb23eef6dnn2
ealad33cog231do
9790b34d5ec03cle
f61batceeld7béed
6dbf787a2654dof?

977028407cb93345

b16389e3a005L£7£

5688331e36£098be
7538396783044086
6196b975ab6Leell
£££012673153£487
7£021bdfc73£846%
gadgSadfelfalbid
£662de8b03ath6sd

5fb159£1adf26454



Duv, Dyn Da3 Dya

218£923b370ba%a8
920562614859df7e
8a26575e97be292b
4o247eleB206a2£7
1230f84cffde57£4
988b6063b3b2d3ct

ed5d056582182065
Q4£b4£2966b27058

Hyy Hy 2 Hy 3 Hye
Hy o Hy o fyq Hyy
£9004fa1095010b2
8£8bch23epf6daal
eafadileccsdz3lde
9790b34d5ecl30le
861bafcealdi7bicd
6db£787a2654d01L7

§77028407ch93345
b163d3%e3a005L£7f

568B331e36£098bg
7548336783044086
61961197531:;5!“13
£££012673153£487
7£021bdfc73£8461
Bed85adfalifalbid
6662de8b0326b644

5£b159£1adf2645d
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Hy, Hy Hip Hie

| Hyy Hye Hyp Hys
5a38243d34301¢91
od534b28d4c0dadd
£929439b08cef36b
1&ae2fceld?e2c76
££001505cch8biaé
0a3£4674496b91£1

baaib2b7746c548e

0676af£6595¢6ell

3be7c5a7d47b7hbb
£3£84£583e5633d1
4a874£6£5892eace
73bf2cd832bEcl8l
£ead044cd64757ed
74477402blacLLL2
a836a76£2117e1£1

fan55a£85c67£5b2
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Dy ), Dsa, D53, D5y

218£923b370bala8
820562614855af7e
8a26575a%7ba292b
4pad7eled206a2£7
1230f£84cffdes57£d
$88b6063b3b243¢E
ads5a056582182065

c4fb4f2566b27058

M& bam
'35af1244846eb47266a059eb845654203b78dd0cdaldobt3604a4010aa41d8cE’

28

Hyy, Hys Bys Hia
Hyo Hoo Hyp Hys
5a38244d343clc9l
cd5ddb98d4a0dad?
£929439b08cefi6b
1dae2fce0d?e2076
££001505=ch8$3n6

0a3£4674426b91£1

baa3b2b7746c548a
0676af£6595¢c6ell

3be705a7d47h7kbb
£3£84f583a56334d1
4a874£6£5892qece
73bf2cd832bicl8l
fead0440d64757ed
74477402blectL£2
aB36476£2117¢1£1

£an552£85067L5b2

Hs\, H», Hys Hsa
Hyo Hyo Hy g Hey
35a£124£4845eb47
256a959eh84554el
3b78440c4a185bE3
6cdad0ilaadidBes
2cd1c?769464d0946
6beh792854a%e383

Oclafo2elfhaSi3g
dlae7hfE8£000138

08b7bfed276194%7e
£h9502£300930h87
683447121e£47b19
b0430760£444231b
afafd46c2e2c£094
¢73¢31a438341£26
fdfaalbfc27bEs06

70B8ba330ec798E5
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B.5 Ham béim 4
Phwrong phép d&m 3
Dy, Dyo Dy Ho,\, Ho 3, Hox Hy e Hyy, 8o By s

Ho,s, Hy o o3 Hoa F,9 Hy s Hy 6 Ha Hys, By

4e86£772069732074 §252525252525252 35373c5888bellle
£865207469646520 5252525252525252 685b8clalc87a£82
666£722061606020 5252525252525252 10322300513de264
8000000000000000 5252525252525252 £47883512306h378
0000000000000000 5252525252525252 Jocf820b52639511
00000000000000cD 5252525252525252 6af£97874£3ced2a5
5252525252525252 644422a5£¢767349

5252525252525252 Odeeads557012a0a0

5252525252525252 546c£f0e61L£9597

5252525252525252 3884dbe3bdciadlaa

5252525252525252 276b38cal6dad7il

5252525252525252 lefc14b2188b4S10

5252525252525252 9943f2aa62125370

5252525252525252 c7eel2cTe95edE29

5252525252525252 cec2c97a170a75ec

5252525252525252 2604a9fda48lledb

5252525252525252 70£5c66235089830

5253525252525252 314342449a614041

29
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30

D31, Do Do g

35373c5888bellla
685b8claled7afs2
10322300513de264
£47883512306bh378
3ceofB20b5a6395£1

6a297874f3ced2e5

M Bs By By

H o H g H 3 H g Hy

35373c5883bellla
685b8clalc87at82
10322300513de264
£47883512306b378
300£820b5a5395£1
6at97874£3ced2e5

644ad22a5£c7673d9
0desed557012a0a0

546cE£0e61££9597
388dbe3bdoiadlan
276b38calédal?33
1efc14b2188b4510
9943£2aa62125370
cTea32a7e95e4d829
cec2c97el70a?5ec
2604a9£fdad8lledb
‘70£5c66235089830
3143324492614041

Hy\, Hyp H s Hy
Hy s Hy o Hy g Hy s Hyy
446108f07ee9&075
69£7ed3£7c627c48
21948349260589%ed
8ag7d620da432144
0£14849316££1278

Afd51e6f2a35da%6

8e3d490eds 75108

8307522ee5e1£967

5£77293a3205e448
a56ca6da230ad045
2261fbdbef5af445
3d30849&0ﬂf3233£
b5e6(07b243ae5245
5a49885511f4e546
d0449c6batibalaf
c7haes0df90dd97L
3h9364cadd1572£0
35f52ead4810674a



Dy 1 Dy3, Dyy

644d422a5£c767349
0deeed557012ala0
54602f0e61££9597
388dba3bde3adlaa
276b38caléda0733

lefoldb2188h4510

Hoy Hys, Hayy Hh e
Hys Hyofhp Hy s Ty
444108£07catdl’s
69f7ed3L7c627048
al9483492p058%ad
Bac7d620424321dd
S£14849316££2278

4fd5)e6f2a35da%6

Be3ld490ad875£108

33075220&501f967

5£77293a3205e448
eb5casdciifadnds
2261 fhdbof5d£445
3datad9acdf3288L
b5at07h243aa52ds
Sad9885511f4@948
d0449c6batdbaTet
c7ba@E0d£s0ada9 7L

3b8364caddis72£a

. 35£52ead4810874a
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iy thathsfhe
Hy gy Hy g Hy iy 0 75
1c76cca’0licbasde
b26cod1i95dedcas2
Tcaddbella8ifezd
@526ba%d0dofcdsrt
a22bidcta2ilact4
253£010576888eho

£3b5%06d11c43205

3c36b712ab496814

14bdc164750S3ach
f001a8ca0dgszeta
134a555ea2cddisi
8le8a2d4314279a6d
0aS55673a5bh61£505
6ddes6atsdibi(te
1494223£c£99£110
d6degb95c927403b
TE£££085e£1334%e9
572fa5%a39ch4043
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32

Dy, 1y Das Dyy

9943£22262125370
a7eal2cTad52d829
qecicdlelV0a75eq
2604a5fded8lledh
10£5c66a35089830
3143d2449a614041

Hy 1, Hya Hrs Fhe

Hy5 Hy o Hyp Hyp By

1076cca901chasds
b96cA1£95dedoas?
70ad460110899e28
©526baddodctcass
a22b3dc0a23lactd

e53£010576888ebc

£3h5906411cd3a05

3c36b712ab4 %6814

14bdc16475053a0h
£001a8ca0d852e6a
134a5550a2c44353
81e8a24314279264
€a%5673c5hbef505
634666a£5aEb7070
1494223Fa£99£110
464e8b950927403
7£££095e££3349e9
572£¢59239chd043

Hy\, Hyn Hya Hoe
Hyy Hy g Hy Hyp Hyy
77£6113309990295
edf3el0dfcBacbb
#b6516b5cdh6ad38
fch571e26edc5eca
laldb32389£415d7
c7a280bas{ 4ebd75

808£8a05ab60e731

05901262a5b£2019

8ac554b724hde667
7Ta06331a8adfBdbe
00bafasaéfs2£8fa
3021d5eabded33c6
£8B1454248849271
7c82341111870751
5bdblac?i cei5el2
a%9cd3df62ead7fa
3a32634188£52£0b
1falc82a69e7£061



Ds,), Ds3 Ds 3

35373c5888bell3e
685bBc0alc87ars2
10322300513de264
£47883512306b378
3cefB820b5a6395£1
6af97874f3ced2es

Ma bam

Hyu Hyy Hay Hia
Hys Hyo Hyp Hyy Hyy
77£6113309950285
@df3e00dfc8oclbb
8b6516b5cdbeadis
fo571le26adcSeTca
laldb3z385fals54a7
c7a280bds5Ldebd?s

808£2a05ah60e731

05901262a5bf2019

8ac5545h724bdabe?
7c06331aBadfBdbe
O0bafaBasfezfsfa
3c21dSeabda’d39ch
£881454248845271
7e4234111187e791
Sbib7ac7fcelSell
a%ica3ldfe2ead7fa
3a32634189£5££0b

1falcB2c69e7£961

TCVN 11816-2: 2017

Hsy, Hsa, He 3 Hsa
Hy g Hy o Hy o Hyp Hyy
céao9fdalffe80£1
c464a£255041b323
o8d6anl0e8fl47a2
dedfd219ae0c2adc
96e3c0£64293b529

8b26462590192041

d12be37468aaea96

2d5ceb214786b5e8

617bb4db093£05310
524175ead2e90641
aceali8Oca6f8442
850172e1dadbbth?
££99ealfdddabazb
618lagt8ctfac2724
cd3647eddeblbd7a
9d542£c808aed80c
@0£c52b0ddcldsel
53dc66bfbcd 92875

‘cdacOidati9a8i1c484af256041b323c8u6aat 0edf147a2dedfd219ae0c2a4c98e3c0164203b52980284625

g0182041'

33
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Phylyc C
(quy dinh)

Mé dun ASN.1

Phuy luc nay liét k& md dun ASN.1 clia ham bém st dyung mé& khéi n-bit dwrgre dic ta frong TCVN 11816-2

Hash-functionsPart2 {
igo{1) standard{0) hash-functione(10118) part2(2)
asnl-module(l) hagh-funotions-neing-blockcipher(0) }
DEFINITIONS EXPLICXT TAGE ::w BEGIN

-- Thudt todn m& héa dinh danh -

ALGORTTHM ::= CLASS (

&id OBJECT IDENTIFIEER UNIQUE,
&Type OPTIONAL

}

WITH SYNTAX { OID &id [PARMS &Type] }
-- XUAT Ra TAT CA --

01D ::= OBJECT IDENTIFIER -- alias
-~ Ddng bd -~

1s10118-2 OID ::= {iso(1l) standard(0) partz(2) )
id-dhf OID 1:= { 1s10118-2 algorithm{0} }

1s18033-3 OID 1= { iso(l) standard(0) is18033(18033) part3(3) }
id-be64 OID ::= { is18033-3 cipher-6d-bit(1) }
id-bol28 OID ::m { 1s18033-3 cipher-128-bit{2} }

-- Chi dinh -

iad-hash-1 OID ::= { id-dhf hash-function-1(1} }
ié~hagh-2 OID ::= { id-dhf hagh-function-2(2) }
id-hagh-3 QID ::= { id-dhf hash-function-3(3) }
ié-hash-4 OID ::=» { id-dhf hash-function-4{4) }

EncryptionAlgorithmIdentifier {ALGORITHM:BlockAlgorithmg})::= SEQUENCE {
algorithm ALGORITHM. &id({BlockAlgorithms}),

parameters ALGORITHM.&Type({BlookAlgorithms){falgorithm}) OPTIONAL

}

Blockrlgorithmy ALGORITHN 1:= {

{ 0ID id-bo64-tdea PARMS EKayLengthID }

{ OID id-be6d-migtyl PARMS KeyLength }

{ OID id-bg6d~cast128 PARMS KeyLength } |
{ 0ID id-bcl28-aes PARMS KeylengthlID } |
{ OID id-bol28-camellia PARMS KeyLengthID } |
{ 0ID id-bcl28-mead PARMS KeyLength },
i.. -- Except additional algorithmg --
Keylength ::= INTEGER

ReyLengthID ::» CHOICE {

int KeyLength,

oid OID
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}

END -- Hash-functionsPart2 --
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Thw myc tai lidu tham khao.
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