] BO TAI CHINH CONG HOA XA HOQI CHU NGHIA VIET NAM
BAO HIEM XA HOI VIET NAM Poc 1ap — Tw do — Hanh phic

S6:2070/BHXH-CNTT Ha Ngi, ngay 26 thing 08 nam 2025
V/v tang cuong cong tac
bdo dam an toan thong tin mang
trong dip nghi L& Quéc khanh 02/9

Kinh gui:
- Van phong Bao hiém xa hdi Viét Nam;
- Bao hiém x4 hoi céc tinh, thanh phd truc thudc Trung uong.
(Sau day goi chung la cac don vi)

Trong thoi gian dién ra sy kién quan trong ky niém 80 nim Cach mang thang
Tam thanh cong va Quédc khanh (02/9/1945 - 02/9/2025) 1a thoi diém nhay cam
dé tin tic loi dung, gia tang cac cudc tin cong mang. Muc tiéu chu yéu dugc nham
dén 1a cac hé thong thong tin cua cac co quan, to chirc nha nudc. Bén canh do,
thoi gian gan ddy da phat hién nhiéu tai khoan cua ngudi dan, doanh nghiép sur
dung dé truy cap Cong dich vu cong truc tuyén va tai khoan cua nguoi ding
BHXH Viét Nam st dung truy cap hé théng ung dung nghiép vu bi 19 lot thong
tin trén khong gian mang.

Pé bao dam an toan thong tin (ATTT), duy tri hoat dong 6n dinh cac hé théng
thong tin thong sudt, phuc vu nguoi dan, doanh nghiép trong dip nghi L& Quéc
khanh 2/9, Bao hiém x4 hoi (BHXH) Viét Nam yéu cau cac don vi ting cudng
trién khai cong tac bao dam ATTT cho cac hé thong thong tin thudc pham vi quan
1y nhu sau:

1. Chu dong cap nhat ddy da cac ban va cho toan bd may chu, may tram va
cac thiét bi trong hé thong mang cua don vi; ra soat va khic phuc triét dé cac 16
hong, diém yeu trén cac hé thong thong tin thudc pham vi quan 1y, dic biét 1a cac
16 hong, diém yéu di duoc canh béo.

2. Quan triét nang cao nhan thirc k¥ ning co ban vé ATTT va phong, chéng
ltra dao trén khong gian mang; k¥ niang bao vé cac hé thong thong tin chira thong
tin, dit liéu c4 nhan cho toan thé vién chirc va nguoi lao dong cua don vi. Xu ly
quyét liét, triét dé cac truong hop tai khoan 16 lot mat khau, phét tan thu dién tir
rac, st dung cac cong cu trai phép truy cap cic hé thong thong tin, truy xuat dir
liéu nghi€p vu khong ding quy dinh.

3. Thuong xuyén theo doi h¢ thong ATTT, hé thong phong chong ma doc

ctia don vi dé phat hién va xtr Iy canh bao ma doc, khic phuc su ¢6 ATTT kip
tho1; thue hién wu tién ra soat, xtr Iy cac may chu, may tram, tai khoan, dia chi IP,



tén mién. .. trong danh sich mang botnet hodc canh béo tai cac bao cdo ATTT cua
BHXH Viét Nam hang thang.

4. Tuyén truyén dén nguoi dan nang cao k¥ nang bao vé tai khoan, thong tin
ca nhan trén khong gian mang. Hudng dan, hd tro nguoi dan, doanh nghié€p bi 10
lot tai khoan dang nhap Cong dich vu cong truc tuyén va thong bao chinh sach
bao mat tai khoan cia BHXH Viét Nam mdi trién khai trén Cong dich vu cong
tryc tuyén.

5. Theo dbi, tiép nhan va xt 1y thong tin canh bao cna BHXH Vi€t Nam (qua
Trung tam Cong ngh¢ thong tin va Chuyén d6i so) dé phat hién kip thoi cac nguy
co, dau hiéu bj khai thac, tan cong mang va san sang trlen khai phuong an, ké
hoach g phé tdn cong mang trong trudng hop xay ra su co.

6. Phan cong vién chire lam cong tac ATTT cua don vi truc giam sat thuong
xuyén, lién tuc trong thoi gian nghi 18 dé dam bao phat hién s6m cac nguy co tan
cong mang, kip thoi Gmg ctru, xtr 1y va khac phuc su ¢ ATTT.

7. Trong truong hop can hd tro xir Iy, tng ctru sy ¢b lién hé BHXH Viét Nam
qua cac dau moi:

- Thuong truc f?cf)i ung cuu su c6 BHXH Viét Nam, thu dién tuo:
hta.cntt@vss.gov.vn, s0 dién thoai 024.37753102 / 0968367398.

- Trung tam van hanh hé thdng thong tin BHXH Viét Nam, thu dién tu:
noc@vss.gov.vn, s6 dién thoai: 0961310985 / 0984391786 / 09613340331#//

Noi nhin: KT. GIAM DOC
- Nhu trén; A A A
- Thir trudng Bui Vian Khing (dé b/c);
- Giam d6c BHXH Viét Nam (dé b/c);
- Cuc CNTT&CDS — B¢ Tai chinh;

- Cac PGb BHXH Viét Nam;

- Cac don vi truc thugc BHXH VN;

- VPbU, VPHDQL;

- Luu: VT, CNTT.
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