








 KHUNG KIENTRUC AN TOAN BAO MAT

pi tuong Ha ting mang Ung dung va dich vu
: Thiét bi Phong Ong
Thiét bi nguoi may chu, Trung : Mang Ung dung
A ia Mangndi |- . ° ;
- ding (PC, tam dir ligu bg(s "1 dien Mang | Thudiéntr | Cosddi | dung | cung T::g
Laptop) (Servers, rong | Internet (Email) liéu ndi | cap dich
Appliance, Cloud) | (LAN) % (Portal)
Giai phép | Ay L B s
ngoai
Phong ngira, bio vé
' Tudng gan kg 2
An toan vit Iy Chéng Spam | lita CSDL T“":s '::“"’f_d“"_g e
(Physical Security) (AntiSpam) (DB (e y ByReAon
: Firewall)
Firewall)
Phong chéng Chéng tAn cong
Gii phiip k§ Phin mém diét virus Tudmg ltra virus‘cho - Bao mat dir liéu DDOS 16p tmng
g (AV) (Firewall) email (Data Security) dung
i (Mail AV) (Anti DDoS L7)
Hé théng quan Chéng tin
1y ngudi ding | Phong chéng tAn 3 £ " cong APT
tap trung cong l6p may chu Thosg chonifm :cnlt;)gslép o cho email
(Domain (Host IPS) (Rletwori b (Mail Anti-
Controller) ' APT)







Quy ché, quy

Hé' théng chinh sach (Quy ché, quy trinh, tiéu chudn ATTT) cho thiét bj ngudi diing, may chu, mang, img dung, dich vu (Ap dung "

dinh, tiéu : :
chuin ATTT céc tiéu chuan TCVN, ISO 7000, NIST,...)
Thiét ké va
trién khai IO R 2 .2 : Soa 2
Thiét ké md hinh mang chuén va trién khai cdc tiéu chuan ATTT
chinh sach
ATTT
Sao lwu va Sao luu trr dong hodc dinh ky (Céu hinh, CSDL, mé ngudn, ...).
phuyc hdi Dién tap khoi phuc hé théng tir ban sao luu
a sodt, ddnh | o ‘
Rgi :‘::; - ;‘t Ra sodt dénh gi bao mét cho: ha ting mang, may chi, tmg dung, thiét bj phong méy chi, méy tinh nguoi ding, ...
Pio tao Do tao kién thirc bao mét phit hop v6i timg dbi tugng: Nhan vién, 1ap trinh vién, quan tri hé théng, chuyén vién ATTT, lanh dao

Gidm séf phat hién, émg ciru, xir Iy sy ¢6

Trién khai cdc
cong cu hd tro
quan ly, gidm
sdt phat hién
vi pham, nguy
co ATTT

Hé thf‘)ng quan ly cac sy kién ATTT
SIEM (Security Information Event Management)

Giam sat ATTT
may tinh ngudi
dung
(Endpoint
Security
Baseline
Monitoring)’

Giam sat ATTT
mdy chu
(Server Security
Baseline

Monitoring)

Giam sat ATTT 16p mang
(Network Security Baseline
Monitoring)

Quén thdng tin tmg dung, dich vy, cdu hinh, cai d3t
(Application profilling)










2.2. Cac thanh ph(’l“n thupc kién triic:

a. Cong tac phong ngua, bdo vé:

. K . r L r 2 A
.Trien khai cac giai phap bao vé:

o Thiét bi ngudi ding cubi (PC, Laptop): Phdn mém AntiVirus, Hé
thdng quéan ly ngudi ding tip trung, Giai phép chbng tan cong APT
méy tinh ngudi ding, Hé théng quan 1y ban vé 16 hong, Giai phap bao
maét dit liéu trén may tinh nguoi dung.

o Phong may chu, Trung tdm dir liéu (Server Apphance Cloud o
Phén mém diét virus cho may chi, Phan mém chéng thn cong lop may
cha (Host IPS), Giai phap chéng tin cong APT may chu, Hé théng

_ quan Iy ban v4, Hé thdng quan ly dic quyen

o Ha ting mang (LAN, WAN, Internet): Thiét bj tudng Itra, Thiét bi phat
hién tin cong 16p mang, Giai phap chéng tin céng APT 16p mang, Hé
thdng gidm sat, quan ly 16p mang, Mang riéng 4o VPN, Cbng két ndi
Internet Proxy, Giai phép chéng tn céng DDOS tran bing théng.

o Ung dung, dich vu (Email, Co s¢ dit liéu, Ung dung néi bd, Ung dung
dich vu cung cap bén ngoai, trang tin Portal) Antispam, Diét virus
cho mail, Chéng tin cong APT cho email, Tuong lira CSDL, Giai phap
bédo mét dit liu, Tudng lira ng dung web, chéng tin cong DDOS 16p
ing dung;

Xay dung hé théng quy dinh, chinh sach vé an toan théng tin: La co s&

duy tri hoat dong, vdn hanh dam bao tinh an toan an ninh théng tin cho hé
théng CNTT dién ra lién tuc. Hé théng chinh sdch ATTT dugc xay dung dya’
trén céc chuan qudc té nhu ISO 27000, NIST va céc quy dinh cia nha nuée.
Thiét ké, quy hoach, trien khai he thdng dam bio an toan thong tin: quy
hoach chuin héa hé thong mang, cAu hinh dam bao an toan thong tin cho céc
hé thong, ung dung, dich vu.

Sao lwu va phuc h01 hoat dong phong ngira chuan bi kha nang phuc hoi lai
hé théng khi c6 su ¢b, bao gdm 2 hanh d6ng chinh cén thuc hién:

o Tién hanh sao luu tw dong hodic dinh ky tAt ca céc thong tin hd trg khoi
phuc lai hé théng nhu céu hinh, co s dit liéu, ma ngudn, ...

o Dién tap khoi phuc su cb tir ban sao luu: Pam bao hoat dong sao luu
dién ra binh thuong, dit liéu sao luu cap nhat, di kha ning khéi phuc
lai hé théng thuc su, tranh bi dong khi X4y ra su cd.

Panh gia, phat hién, khic phuc céc 16 hong, nguy co ctia hé thong: chu
dong ra soat, danh gi4 cac hé théng phat hién cac 16 héng, nguy co vé an toan
théng tin dé thuc hién khéc phuc, ddm bao ATTT cho hé théng. Hoat dong
dénh gia dugc ap dung cho tét ca cac d6i tuong trong.hé théng CNTT. Thuc
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hién qua 2 hinh thirc: Tén cong khai théc thir nghiém va Dénh gi ra soét
toan dién. Viéc thuc hién dénh gid phai dam bao tinh doc lép gitta hoat dong
danh gia va hoat dong vén hanh khai thac, phat tnen hé thong dé dam bao
tinh khach quan cling nhu cung cip nhleu gdc nhin vé hé thong.

Pao tao: Pam bao nhan thirc ding vé nguy co, cach 1am an toan thong tin.
Pdng thoi; thudng xuyén dao tao luc luong chuyén moén cdp nhat cic cong
nghé, tiéu chuén ATTT.

. Gidm sat, phdt hién, irng ciru, xwr ly sw co:

Trién khai cac cong cu hd tro quan Iy, giém sat phat hién vi pham, nguy
co ATTT: trién khai cdc cong cu, giai phap nham xéac dinh cac thong tin
chuén hoa & trang théi binh thudng cta cac hé thong, déi tuong, ing dung; 1a
thong tin co s& dé xac dinh bét thudng. Viéc thuc hién quan ly duoc thuc
hién thong qua cac cong cu nhu: Céc giai phép qtlén ly thong tin, trang thai
cac thanh phén trong hé théng CNTT; Hé thng quan 1y cac su kién - SIEM,
Giai phap giam sat tiéu chudn ATTT 16p nguoi dung, may chu, I6p mang;
Giai phap quén ly thong tin ing dung, dich vy, céu hinh, cai dat cac hé théng
Umg dung; Giai phap phat hién bat thuong trén may ngudi ding, may chi, 16p
mang; Giai phap gidm sat thu muc tng dung; Giai phép quén ly diéu khién
truy cdp mang NAC.

Du doan, phat hién s0'm cac mdi de doa vé an toan thong tin: Dua trén
phan tich céc thong tin vé tinh trang tin céng mang trén thé giéi, & Viét Nam
nham phén tich c4c d4u hidu, c4c ngudn dif liéu, nhan dang cac chudi su kién
bat thuong phat hién cac dang tAn cong dai ding, 4n nau trong hé théng.
Giam sat ATTT 24/7: Giam sat, phat hién cac ddu hiéu su cb, tin cong, vi
pham céc tiéu chudn cdu hinh ATTT ctia hé théng. Bao gém céc hanh dong
chinh sau:

o Trién khai c4c hé thong cdng cu, thiét bi ha tang, van phong, co s& vat -
chét hd tro viée truc giam sat 24/7 nhu: may tinh, man hinh gidm sat,
dién thoai, vin phong, chd lam viéc dam bao hd trg cho nhén vién truc
24/7.

o Trién khai giai phap hd tro quan ly canh béo, theo vét, xir 1y toan dién
cac canh bao ATTT: Hé théng quan ly cac canh bao ATTT tap trung,
cho phép xu ly, tao ticket, gan, chuyen cong viée xir Iy dén céc bo
phén van hanh, phat trlen céc hé théng Cong nghé thong tin.

o Xay dung hé théng quy trinh, huéng din giam sat, KPI xir ly canh bao

“ATTT.

o Té chirc nhan su truc giam sat ATTT 24/7 theo ca, kip truc dam bao

truc 24/7 tht ca céc ngay trong nim.
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Xir Iy sw 6 (Tier 2): Dé xir ly kip thoi, khép kin céc su cb ATTT, can thuc
hién cac hanh dong chinh sau: ‘

o Trién khai hé théng quéan 1y ticket sw ¢c6 ATTT: Hé théng cho phép
quan ly, luan chuyén, chia tach cong viéc thanh céc cong viéc chi tiét,
dam bao su ¢b duoc xt 1y triét dé, véi ddy da ludng, luu vét lich sir xi
ly. i

o Xay dung hé théng quy trinh, huéng dén xtt 1y su ¢d ATTT triét dé.

o Xt Iy chdm dut su ¢b, khéc phuc cic nguyén'nhan gbc gay ra su cb.

‘Piéu tra, xir Iy sw ¢ mirc chuyén gia (Tier 3): bao gom 2 hoat dong chinh:

o Diéu tra (Investigation): Piéu tra, x4c dinh nguyén nhén su ¢d, phuong
thirc, hanh dong tin cong, va ca thu pham tin céng vao hé thong. -

o Xir Iy su cb boi chuyén gia: Vi céc sy cd ATTT phuc tap, xit ly muc
chuyén gia 14 yéu ciu bit budc, boi hanh dong, phuong thiic tin cong,
k¥ thuat tAn cong la yéu 6 khong xac dinh trude, rit kho xac dinh néu
thiéu kién thirc chuyén mén séu.

Dién tip xir Iy sw ¢6: Nhim sin sang cho moi tinh hudng xay ra khi su ¢
voi day du cac kich ban tin cong.
.. Qudn Iy nhan sw, mé hinh té chirc b phin ATTT:

Dinh hinh vi tri, vai tro chirc danh C1O0, CSO

Céc dinh hudng, chién lugc, to chitc vé nhan luc ATTT trong tb chrec.

. Khung tiéu chuin an toan bao mét hé thong cong nghé thong tin nganh Hai
quan

3.1. M6 hinh khung tiéu chudin:
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3.2. Noi dung khung tiéu chuén:
a. Hé thong CNTT phc’in theo cip dj:

Tiéu chi xac dinh bép do, thAm quyén, trinh tu, thii tuc x4c dinh cép do thuc
hién theo Nghi dinh 85/2016/ND-CP ngay 01/7/2016, Théng tr 03/2017/TT-BTTTT
ngay 24/4/2017 va Quyét dinh s6 201/QD-BTC ngay 12/02/2018;

“b: Tiéu chuin An toan vt I cho h¢ thong CNTT Hai quan:

Tiéu chuén An toan vét Iy cho hé théng CNTT Hai quan thuc hién theo hudng
dan tai Tiéu chuin qudc gia TCVN 11930:2017 - yéu céu co ban v& an toan hé thong
théng tin theo cap d6 va Tiéu chudn ha ting k¥ thuat phong méy chii nganh Hai quan
da duoc ban hanh; ’

c. Tiéu chuin An toan cho h¢ thong thong tin:

Tiéu chudn An toan vét Iy cho hé théng CNTT Hai quan thyc hién theo huéng
dan tai Tiéu chun qudc gia TCVN 11930:2017 - yéu ciu co ban vé an toan hé thong
théng tin theo cp do;

4, T6 chirc thye hién

4.1. Cuc Cong nghé thong tin va Thong ké Hai quan:
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