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UY BAN NHAN DAN T NAM
TINH HAU GIANG loxHanh plt)/
- =\P
S648  /2024/QD-UBND Hau Glang ngay Zz%ﬁg’%ﬂ 2024

QUYET PINH
Ban hanh Quy ché bio dam an toan théng tin mang trong hoat dong
urng dung cong nghé thong tin cia ciac co’ quan nha nudéc
trén dia ban tinh Hau Giang

UY BAN NHAN DAN TiNH HAU GIANG

Can cir Ludt T6 chire chinh quyén dia phwong ngay 19 thang 6 nim 2015;

Can ctr Ludt svra doi, bé sung mot s6 diéu ciia Ludt To chire Chinh phu
va Ludt To chuc chinh quyén dia phwong ngay 22 thang 11 nam 2019;

Can cur Ludt Ban hanh van ban quy pham phap ludt ngay 22 thang 6 nam 2015;

Can cir Ludt sira doi, bo sung mot s6 diéu cua Ludt Ban hanh van ban
quy pham phap ludt ngay 18 thang 6 nam 2020;

Can cwr Lugt Cong nghé thong tin ngay 29 thang 6 nam 2006,

Can cut Ludt An toan thong tin mang ngay 19 thang 11 nam 2015,

Can cu Ludt An ninh mang ngay 12 thang 6 nam 2018;

Can cw Ludt Giao dich dién twr ngay 22 thang 6 nam 2023;

Can cir Nghi dinh so6 64/2007/ND-CP ngay 10 thang 4 nam 2007 ciia
Chinh phu trng dung cong nghé thong tin trong hoat dong cua co quan nha nudc,

Can cit Nghi dinh so 72/2013/NP-CP ngay 15 thing 7 nam 2013 cia
Chinh phu quan ly, cung cap, su dung dich vu internet va thong tin trén mang;

Can cir Nghi dinh so 85/2016/NP-CP ngay 01 thang 7 nam 2016 ciia
Chinh phu vé bao dam an toan hé thong thong tin theo cap do;

Can cir Nghi dinh so 53/2022/NP-CP ngay 15 thang 8 nam 2022 ciia
Chinh phu quy dinh chi tiét mot so diéu cua Ludt An ninh mang;

Can cir Quyét dinh s6 05/2017/0D- TTg ngay 16 thang 3 nam 2017 cua
T hu tuwong Chinh phu ban hanh quy dinh ve hé thong phwong én ing cieu khén
cdp bdo dam an toan théng tin mang quoc gia;

Can ctr Quyét dinh s6 08/2023/0D-TTg ngay 05 thang 4 nam 2023 cia
Thu twong Chinh phu vé Mang truyén so liéu chuyén dung phuc vu cac co quan
Dang, Nha nudc,
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Can cir Théng tw s6 20/2017/TT-BTTTT ngay 12 thang 9 nam 2017 cua
B truéng Bé Thong tin va Truyén thong quy dinh vé diéu phéi, img ciru sw ¢
an toan thong tin mang trén toan quoc;

Can cir Théng tw s6 12/2022/TT-BTTTT ngay 12 thang 8 nam 2022 cua
B¢ truong Bo Thong tinva T ruyén thong quy dinh chi tiét va huémg dan mét sé
dleu cua Nghi dinh 85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh phu
vé viéc bdo ddm an toan hé thong théng tin theo cap dd;

Can cir Thong tw s6 19/2023/TT-BTTTT ngay 25 thang 12 ndam 2023 ciia
B¢ truong Bo Thong tinva T ruyén thong quy dinh chi tiét va hudng dan mét sé
diéu ciia Quyét dinh $6 08/2023/0D-TTg ngay 05 thang 4 nam 2023 cua Thu
twémg Chinh phii vé mang truyén sé liéu chuyén dimg phuc vu cdc co quan
Dang, Nha nuoc;

Theo dé nghi ciia Gidm déc 86 Thong tin va Truyén thong.
QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché bao dam an toan
thong tin mang trong hoat dong g dung cong nghé¢ thong tin ctia cic co quan
nha nuoc trén dia ban tinh Hau Giang.

Piéu 2. Quyét dinh nay co hiéu luc tr ngay 03 thang 12 nam 2024 va
thay thé Quyét dinh sd 01/2012/QD-UBND ngay 03 thang 01 nam 2012 cua
Uy ban nhan déan tinh Hau Giang ban hanh Quy ché dam bao an toan, an ninh
thong tin trong hoat dong trng dung cong nghé thong tin cia cac co quan, don
vi quan ly hanh chinh nha nudc trén dia ban tinh Hau Giang.

Piéu 3. Chanh Vin phong Uy ban nhan dén tinh, Giam ddc s&, Thi truong
co quan, ban, nganh tinh, Chu tich Uy ban nhan dan huyén, thj x3, thanh phd va
céc to chire, ca nhan ¢6 lién quan chiu trach nhiém thi hanh Quyét dinh nay./.

TM. UY BAN NHAN DAN
Noi nhan: CHU TICH
- Van phong Chinh phu; ) ’
- B6 Thong tin va Truyén thong; 7
- Cuc Kiém tra VBQPPL - B6 Tu phap;
- TT: TU, HDND, UBND tinh;
- VP. Boan PBQH va HDND tinh;
- Uy ban MTTQVN tinh;
- Cac Ban cua HDND tinh;
- Nhu diéu 3;
- Co quan Bao, Dai tinh;
- Cong TTDT tinh;
- Cong bao tinh;
- Luu: VT.




UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
TINH HAU GIANG Déc 1ap - Tu do - Hanh phic

QUY CHE
Bdo dam an toan thong tin mang trong hoat dong ing dung cong nghé thong tin
cta cac co’ quan nha nwéc trén dia ban tinh Hau Giang
(Kém theo Quyét dinh sé 48/2024/0P-UBND ngay 22 thang 11 ndm 2024 ciia Uy
ban nhan dan tinh Hau Giang)

Chwong I
QUY PINH CHUNG

Piéu 1. Pham vi diéu chinh, ddi twong ap dung
1. Pham vi diéu chinh.

Quy ché nay quy dinh mot s6 ndi dung c6 lién quan dén bao dam an toan
thong tin cac hé thong thong tin trong hoat dong ing dung céng nghé thong tin
cua cac co quan nha nudc trén dia ban tinh Hau Giang.

2. Béi tuong ap dung.

a) Cac quan Iy hanh chinh nha nuéc cép tinh, cdp huyén, cap xa va cac don
vi su nghiép cong 1ap thudc Uy ban nhan dan tinh Hau Giang.

b) Cac td chire chinh tri - x3 hoi duge ngan sach nha nudc bao dam kinh phi
hoat dong c6 st dung cac hé théng thong tin do Uy ban nhan dan tinh trién khai.

¢) T6 chirc, ca nhan co lién quan dén an toan thong tin mang trong hoat
dong tmg dung cong ngh¢ thong tin cia cac co quan nha nudc.

d) Khuyén khich cac co quan Pang ap dung Quy ché nay.
Pi¢u 2. Giai thich tir ngir
Trong quy ché ndy, cac tir ngit dudi day duoc hiéu nhu sau:

1. Can bé, cong chire, vién chirc chuyén trach vé cong nghé théng tin 1a can
bd, cong chure, vién chirc dugc tuyén dung phu trach an toan thong tin, cong nghé
thong tin tai cac co quan, don vi.

2. Can bo quan Iy, nhan vién van hanh 1a can bg, cong chirc, vién chirc duoc
tuyén dung hoic dugc phan cong phu trach quan 1y, van hanh hoat dong thudng
xuyén ctia mot hodc nhiéu hé théng thong tin cua co quan, don vi.

Piéu 3. Nguyén tic bao dam an toan thong tin

Theo quy dinh tai Diéu 4 Luit An toan thong tin mang.



Dieu 4. Cac hanh vi bi cam

1. Cac hanh vi bi nghiém cAm vé an toan, an ninh thong tin mang quy dinh
ta1 Bieu 7 Lu@t An toan thong tin mang nam 2015, Di¢u 8 Luat An ninh mang
nam 2018, Biéu 5 Luat Bao vé bi mat nha nudc nam 2018.

2. Céc hanh vi bj cAm trong quan 1y, cung cip, str dung dich vu internet va
thong tin trén mang quy dinh tai Diéu 5 Nghi dinh s6 72/2013/ND-CP ngay 15
thang 7 nim 2013 cua Chinh phii quan 1y, cung cép, sir dung dich vu internet va
thong tin trén mang.

Piéu 5. Phdi hop véi nhitng co quan, to chirc ¢6 thim quyén

1. Pau moi lién h¢, phoi hop véi cac co quan, to chure ¢6 tham quyén quan
1y vé an toan thong tin.

So Thoéng tin va Truyen thong lam dau moi lién hé, ph01 hop véi cac co
quan, t6 chirc c6 tham quyén quan ly vé an toan thong tin; to chirc thuc hién viéc
tiép nhan va xr Iy cac sy c6 v€ an toan thong tin mang trén dia ban tinh; phdi hop
v6i Vin phong Uy ban nhan dén tinh, Céng an tinh va cac don vi ¢6 lién quan tién
hanh kiém tra cong tic biao dam an toan thong tin mang dinh ky hang nim hoic
theo chi dao ctia Uy ban nhan dén tinh kiém tra ddi vdi cac co quan nha nudc trén
dia ban tinh.

2. Cac co quan, don vi phan cong can bg, cong churc, vién chuc chuyén
trach vé an toan thong tin phdi hop véi S¢ Thong tin va Truyén thong, céc co
quan, t0 chirc trong cong tac ho trg di€u phdi xir 1y su co an toan thong tin: Tuy
theo mirc do su co, phoi hgp Cuc An toan thong tin hodc Trung tdm Ung ctru khan
cap may tinh Viét Nam va cac don vi c6 li€n quan hudng dan xur 1y, ing ctru cac
su cO an toan thong tin mang.

Piéu 6. Bao dam ngudn nhén lc

Co quan, don vi vin hanh hé thdng thong tin phai tuan thii cic ndi dung sau:

1. Tuyén dung

a) Can bo duoc tuyén dung vao vi tri viéc lam vé an toan thong tin c6 trinh
dd, chuyén nganh vé Iinh vuc cong nghé thong tin, an toan thong tin, phu hop véi
vi tri tuyén dung.

b) C6 quy dinh, quy trinh tuyén dung can bo va diéu kién tuyén dung can bo.

¢) C6 chuyén gia trong linh vuc danh gia, kiém tra trinh d6 chuyén mon
phu hop véi vi tri tuyén dung.

2. Trong qua trinh lam viéc

a) Co quy dinh vé viéc thuc hién ndi quy, quy ché bao dam an toan thong
tin cho nguoi st dung, cdn bd quan 1y va van hanh hé thong.

b) C6 ké hoach va dinh ky hang nim t6 chirc phd bién, tuyén truyén nang
cao nhan thirc v€ an toan thong tin cho nguoi st dung.
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¢) C6 ké hoach va dinh ky hang nim t6 chirc ddo tao vé an toan thong tin
hang nam cho 03 nhom do6i tugng bao gom: can bd k¥ thuat, can bo quan ly va
nguoi st dung trong hé thong.

3. Cham dut thay d6i cong viéc

a) Can bo cham dat hodc thay d6i cong viéc phai thu hoi thé truy cap, thong
tin dugc luu trén cac phuong tién luu trir, cac trang thiét bi may moc, phan cimg,
phan mém va cac tai san khac (néu c6) thudc so hitu cua td chic.

b) C6 quy trinh va thuc hién vo hiéu hoa tat ca cac quyén ra, vao, truy cap
tai nguyén, quan tri h¢ thong sau khi can bo thoéi vigce.

c) C6 cam két giit bi mat thong tin lién quan dén t6 chuc sau khi nghi viéc.

Piéu 7. Bao vé bi mat nha nwéc trong hoat dong ving dung cong nghé
thong tin

1. Quy dinh vé soan thdo, in an, phat hanh va sao chup tai li€u, vat chira bi
mat nha nudc.

a) Khong dugc soan thao, luu gitr, chuyén giao, ding tai, phat tan thong tin,
tai liéu c6 chira n6i dung bi mat nha nudc trén may tinh hodc thiét bi khac da két
nbi hodc dang két ndi voi mang Internet, mang may tinh, mang Vlen thong, trur
truong hop luu gitt bi mat nha nudce theo quy dinh ctia phap luat vé co yéu.

b) Khong duoc in, sao chyp tai li¢u bi mat nha nudce trén cac thiét bi két ndi
mang internet.

c) Phai b tri it nhat 01 may vi tinh doc 1ap riéng, khong két ndi mang ndi
bo va mang Internet dung dé quan ly, soan thdo, luu gitr cac tai liéu chira ndi dung
bi mat nha nudc theo quy dinh.

2. Khi stra chira, khic phuc cac su ¢ cua may tinh dung dé soan thao, luu
gitr tai liéu c6 chtra ndi dung bi mat nha nudc, cac phong, don vi phai bao cdo cho
nguoi c6 tham quyén. Khong dugc cho phép cac to chirc, ca nhan khong ¢6 trach
nhiém truc ti€p stra chira, xur ly, khac phuc sy co.

3. Trudce khi thanh 1y cdc may tinh trong cac co quan nha nude phai dung
cac bién phap k¥ thuat xod bo vinh vién dit li¢u trong 6 cling may tinh.

Chuong I1
BAO PAM AN TOAN THONG TIN TRONG QUAN LY THIET KE, XAY
DUNG HE THONG

Pic¢u 8. Thiét ké an toan h¢ thong thong tin
Co quan, don vi van hanh hé thong thong tin phai tuan thu cic ndi dung sau:

1. C6 tai liéu mo ta quy mo, pham vi va d6i tuong st dung, khai thac, quan
1y van hanh hé thong thong tin.
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2. C6 tai liéu mo ta thiét ké va cac thanh phan cua hé théng thong tin.
3. C6 tai liéu md ta phuong an bao dam an toan thong tin theo cap do.

4. Cé tai ligu mo ta phuong an lya chon giai phdp cong ngh¢ bao dam an
toan thong tin.

5. Khi c6 thay doi thiét ké, danh gia lai tinh pht hop cta phuong an thiét
ké do1 vai cac yéu cau an toan dat ra doi voi hé thong.

Diéu 9. Phat trién phin mém thué khosn
Co quan, don vi van hanh hé thong thong tin phai tuan thi cac ndi dung sau:

1. Co6 bién ban, hop dong va cac cam két doi voi bén thué khoan cac ndi
dung lién quan dén viéc phat trién phan mém thué khoan.

2. Y€u cau cac nha phat trién cung cap ma ngudn phan mém.
3. Kiém thir phan mém trén moi truong thir nghiém trude khi dua vao sur dung.
4. Ki€m tra, danh gi4 an toan thong tin, trudc khi dua vao sur dung.

5. Khi thay doi ma nguén, kién trac phﬁn mém thyuc hién kiém tra, danh gia
an toan thong tin cho phan mém.

6. C6 cam két ciia bén phat trién vé bdo dam tinh bi mat va ban quyén cua
phan mém phat trién.

Pi¢u 10. Thir nghiém va nghiém thu hé thong
Co quan, don vi van hanh hé thong thong tin phai tuan thi cac ndi dung sau:

1. Thuc hién thtr nghi€ém va nghiém thu hé théng trude khi ban giao va dua
vao su dung.

2. C6 ndi dung, ké hoach, quy trinh thir nghiém va nghiém thu hé thong.
3. C6 b phan co trach nhiém thuc hién thir nghi€ém va nghiém thu hé théng.

4. C6 don vi doc lap (bén thir ba) hoac bo phan doc 1ap thuoc don vi thuc
hién tu van va gidm sat qua trinh thir nghiém va nghiém thu hé thong.

5. C0 b&o cao nghiém thu dugc xac nhan cua bd phan chuyén trach va phé
duyé¢t cua chu quan hé thong thong tin trudce khi dua vao sur dung.

Chwong 111
BAO PAM AN TOAN THONG TIN TRONG QUAN LY VAN
HANH HE THONG

Piéu 11. Quén Iy an toan mang
Co quan, don vi van hanh hé thong thong tin phai tuan thi cac ndi dung sau:

1. Quan ly, van hanh hoat dong binh thuong ctia hé théng:
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a) Bao dam cho hé diéu hanh, phﬁn mém cai dat trén may chu hoat dong
lién tuc, 6n dinh va an toan.

b) Thuong xuyén kiém tra cdu hinh, cac tép nhat ky hoat dong cta hé diéu
hanh, phan mém nham kip thoi phat hién va xir Iy nhiing su ¢6 néu co.

¢) Quan 1y céc thay d6i cau hinh k¥ thuat ctia hé diéu hanh, phan mém.

d) Thuong xuyén cap nhét cac ban vé 16i hé diéu hanh, phan mém tir nha
cung cap.

d) Loai bo cac thanh phan cua hé diéu hanh, phan mém khong can thiét
hodc khong con nhu cau sur dung.

e) Cac ban quyén phan mém can dugc thong ké, quan 1y thoi gian phuc vu
cho viéc gia han.

g) Trién khai hé théng phat hién phong chéng xam nhap giita cic ving
mang quan trong.

h) Str dung thém céc phuong phap xac thuc da nhan t6 ddi véi cac thiét bi
mang quan trong.

i) Trién khai phuong 4n canh bao thoi gian thuc truc tiép dén ngudi quan
tr1 h¢ thong thong qua hé thong gidm sat khi phat hién su c6 trén cac thiét bi mang.

k) Duy tri it nhat 02 két néi mang Internet tir cac ISP str dung ha tang két
noi trong nude khac nhau (néu h¢ thong budc phai co két nd1 mang Internet).

2. Cap nhat, sao luu du phong va khoi phyc sau khi xay ra su co:

a) Trién khai hé théng/phuong tién luu trir doc 1ap véi hé théng luu trit trén
cac may chu dich vu dé sao luu du phong; phan loai va quan 1y thong tin, dit liéu
dugc luu trit theo ting loai/nhom thong tin dugc gan nhan khac nhau; thuc hién
sao luu, du phong céac thong tin, dit li¢u co ban sau: tap tin cAu hinh hé théng, anh
hé diéu hanh may chi, co so dir liéu; dit liéu, thong tin nghiép vu.

b) Trién khai phuong 4an du phong néng cho céac thiét bi mang chinh bao
dam kha ndng van hanh lién tuc cuia h¢ thong; nang luc cta thiét bi du phong phai
dap ung theo quy mo hoat dong cua h¢ thong.

¢) Trién khai hé thong/phuong tién luu trir nhat ky doc 1ap va phu hop voi
hoat dong cua cac thi€t bi mang. Dt li¢u nhat ky phai duoc luu t61 thiéu 06 thang.

d) Trién khai hé thdng/phuong tién chng that thoat dit liéu trong hé thong.

3. Truy cp va quan 1y cdu hinh hé thong:

a) Can bd quan 1y, nhan vién van hanh truy cap, khai thac thong tin tai hé théng
theo trach nhi€ém va phan quyén dugc quy dinh; viéc khai thac thong tin phai bao
dam nguyén tac bao mat, khong duoc tu v cung cap thong tin ra bén ngoai.
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b) Can bd quan ly, nhan vién van hanh c6 trach nhiém theo doi va phat hién
cac truong hop truy cap hé thong trai phép hoac thao tac vuot qué gidi han, bao
cao cho can bd quan ly dé€ tién hanh ngan chan, thu hoi, khéa quyén truy cap cua
cac tai khoan vi pham.

¢) Céu hinh t6i uu, ting cuong bao mat cho thiét bi hé théng trudc khi dua
vao van hanh, khai thac.

d) Quy trinh két ndi thiét bi dau cubi cia ngudi str dung vao hé théng mang;
truy nhap va quan 1y cau hinh h¢ thong; cau hinh t6i vu, ting cuong bao mat cho
thiét bi mang, bao mat trong hé thong va thuc hién quy trinh trudc khi dua hé
thong vao van hanh khai thac.

4. Cau hinh t6i uu, ting cuong bao mat cho thiét bj hé thong (cing hoa)
trudc khi dua vao van hanh, khai thac.

Picu 12. Quan Iy an toan may chii va ing dung

Co quan, don vi van hanh hé théng thong tin phai tuan thu cac chinh sch,
quy trinh quan 1y an toan may chu va ing dung bao gom:

1. Quan 1y, van hanh hoat dong binh thudng cua hé théng may chi va dich vu:

a) Bao dam cho hé diéu hanh, phan mém cai dat trén may chu hoat dong
lién tuc, 6n dinh va an toan.

b) Thuong xuyén kiém tra cu hinh, nhat ky hoat dong ctia hé diéu hanh,
phan mém nham kip thot phat hién va xtr Iy nhitng sy c¢6 néu co.

¢) Quan 1y céc thay d6i cau hinh k¥ thuat ctia hé diéu hanh, phan mém.

d) Thuong xuyén cap nhat cac ban vé 16i hé diéu hanh, phan mém tir nha
cung cap.

d) Loai bo cac thanh phan cua hé diéu hanh, phan mém khong can thiét
hodc khong con nhu cau sur dung.

e) Cac ban quyén phan mém can dugc thong ké, quan 1y thoi gian phuc vu
cho viéc gia han.

2. Truy cdp mang cua may chu:

Bao dam cac két ndi mang trén may chu hoat dong lién tuc, 6n dinh va an
toan. Cau hinh, kiém soat cic két noi, cac cong dich vu tir bén trong di ra cling
nhu bén ngoai vao h¢ thong.

3. Truy cép va quan tri may chu va tng dung:

a) Thay doi cac tai khoan, mat khau mic dinh ngay khi dua hé diéu hanh,
phan mém vao st dung.

b) Céap quyén quan 1y truy cap ctia nguoi sir dung trén may chu cai dit hé
diéu hanh.
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¢) Toan bd may chu va thiét bi cong nghé thong tin khong phai may tinh
ngoai trir cac hé théng bt budc phai c6 giao tiép véi Internet (cac hé thdng phuc
vu truy cdp Internet; cung cép giao dién ra Internet cta trang tin dién tir; phuc vu
cap nhat ban va hé diéu hanh, mau mi doc, mau diém yéu, mau tin cong) khong
duoc két ndi Internet.

d) Str dung co ché xac thuc da nhan t6 khi truy cap vao cic may chi trong
hé thong, cac tai khoan quan tri cia ing dung; cé co ché yéu cau nguoi st dung
thay do6i thong tin xac thuc dinh ky.

d) Kiém tra tinh toan ven cuia cac tép tin hé thong va tinh toan ven cia cac
quyén da dugc cap trén cac tai khoan hé thong.

e) St dung co ché mi hoa thong tin xac thuc ciia nguoi sir dung/bén st
dung trudce khi gui dén trng dung qua méi truong mang.

g) Xac thyc thong tin, ngudn giri khi trao d6i thong tin trong qua trinh quan
tr1 ing dung (khong phai 1a thong tin, dit liéu cong khai) qua moi truong mang.

4. Cap nhat, sao luu dy phong va khoi phuc sau khi x4y ra su co:

a) Trién khai hé théng/phuong tién luu trir doc 1ap voi hé théng luu trit trén
cac may chi dich vu dé sao luu du phong.

b) Phan loai va quan ly thong tin, dit liéu dugc luu trir theo tirng loai/nhom
thong tin dugc gan nhan khac nhau thyc hién sao luu, du phong cac thong tin, dir
liéu co ban sau: tap tin cu hinh hé théng, anh hé diéu hanh may chu, co s¢ div
ligu; dit li¢u, thong tin nghié¢p vu.

5. Cai dat, g& bo hé diéu hanh, dich vu, phan mém trén hé théng may chu
va ung dung.

6. Két ndi va g& bo hé théng may chit va dich vu khoi hé thong.

7. Cau hinh t6i vu va ting cudng bao mat (cimg hoa) cho hé thong may chi
trudce khi dua vao van hanh, khai thac.

Pi¢u 13. Quan 1y an toan dir liéu

Co quan, don vi van hanh hé théng thong tin phai tuan thu cic ndi dung sau:

1. Thyc hién quan 1y, lwu trit dit liéu quan trong trong hé thdng cing véi
ma kiém tra tinh nguyén ven.

2. Pinh ky hoic khi c6 thay d6i cau hinh trén hé thong thuc hién quy trinh
sao luu du phong: tip tin cdu hinh hé théng, ban du phong hé diéu hanh may chu,
co s¢ dir li¢u; dir li€u, thong tin nghiép vu.

3. Luu trlt c6 ma hoa cac thong tin, dit li¢u (khong phai 1a thong tin, dir li¢u
cong khai) trén hé thdng luwu triv/phuong tién luu tri.
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Piéu 14. Quan Iy an toan thiét bi dau cudi

Co quan, don vi van hanh hé thdng thong tin phai tuan thi quy dinh vé quan
1y an toan thiét bi dau cu6i bao gom cac nd1 dung:

1. Quan ly, van hanh hoat dong binh thuong cho thiét bi dau cudi;

2. Két ndi, truy cap va su dung thiét bi dau cudi tir xa;

3. Cai dat, két ndi va g& bo thiét bi dau cudi trong hé thong.

Piéu 15. Quan Iy phong chong phan mém djc hai

Co quan, don vi van hanh hé thong thong tin phai tuan thi cac ndi dung sau:

1. Tét ca cac may tram, may chu phai duogc trang bi phan mém phong chong
ma doc. Cac phan mém phong chong ma ddc phai duogc thiét 1ap ché do tu dong
cap nhat; ché do tu dong quét ma doc khi sao chép, md cac tap tin.

2. Khi guri van ban dién tir giri qua hé thong thu dién tir phai c6 dinh dang
theo Danh muc tiéu chuan k¥ thuit vé tmg dung cong nghé thong tin trong co
quan nha nudc nhu: (.txt), (.doc), (.odt), (.pdf) va cac dinh dang khac theo quy
dinh phap luat, khong duoc guri cac file thuc thi (.com), (.bat), (.exe) va cac dinh
dang khac theo quy dinh phap luét.

3. Cac can bg, cong chtrc, vién chirc va nguoi lao dong trong co quan phai
dugc hudng dan vé phong chong ma doc, cac rii ro do mé doc gy ra; khong duoc
tu ¥ cai dat hodc g& bo cac phan mém trén mdy tram khi chua c6 sy dong y cua
nguoi c6 tham quyén theo quy dinh cia co quan.

4. Tat ca cac may tinh ctia don vi phai duoc cAu hinh nham vo hiéu hoa tinh
nang ty dong thuc thi (autoplay) cac tap tin trén cac thiét bi luu trir di dong.

5. Khi phat hién ra bat ky dau hién nao lién quan dén viéc bi nhiém ma doc
trén may tram (vi du: méay hoat dong cham bat thudng, canh bao tir phdn mém
phong chdng ma doc, mat dit lidu va cac dinh dang khéc theo quy dinh phap luat),
nguoi st dung phai bao truc tiép cho b0 phan c6 trach nhi¢m cua don vi dé xu 1y.

6. Phan mém ung dung trude khi dugce cai dit, st dung phai duoc kiém tra
xem cO phan mém doc hai ton tai hay khong? Tat ca cac tap tin, thu muyc phai
duoc quét ma doc trude khi sao chép, sir dung.

7. Pinh ky hang ndm thyuc hién kiém tra va do quét phan mém doc hai trén
toan b h¢ thong; Thuc hién ki€ém tra va xu 1y phan mém doc hai khi phat hién
dau hiéu hodc canh bao vé dau hiéu phan mém ddc hai xuét hién trén hé thong.

Piéu 16. Quan Iy giam sat an toan h¢ thong thong tin

1. Chui quan hé thong thong tin phai trién khai hé théng giam sat an toan
thong tin dap ung cac yéu cau tai Thong tu s6 31/2017/TT-BTTTT ngay 15 thang
11 nam 2017 cua B9 truong Bo Thong tin va Truyén thong quy dinh hoat dong
gidm sat an toan h¢ thong thong tin.
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2. S& Théng tin va Truyén thong cé trach nhiém td chirc giam sat an toan
thong tin do1 véi cac h¢ thong thong tin dugc dat tai Trung tam dir 1i€u tinh.

3. Dbi véi cac hé thdng thong tin, phan mém, tng dung, co s dit liéu khong
dugc dat tai Trung tam dir liéu tinh thi chu quan hé théng thong tin ¢6 trach nhiém
tu thuc hién hodc yéu cau doanh nghi¢p cung cép dich vu bao dam céc yéu cau
giam sat an toan hé théng thong tin theo quy dinh cua phap luat.

4. Pinh ky hang nam t6 chitrc nang cao ning luc hoat dong giam sat theo
quy dinh tai Piéu 9 Thong tu s6 31/2017/TT-BTTTT.

Piéu 17. Quan 1y diém yéu an toan théng tin
Co quan, don vi van hanh hé thong thong tin phai tuan thi cac ndi dung sau:

1. Quan 1y thong tin diém yéu an toan théng tin d6i voi timg thanh phan c6
trong hé théng (h¢ diéu hanh, may chu, img dung, dich vu va cac dinh dang khac
theo quy dinh phap luat); Phan loai mirc d6 nguy hiém cua diém yéu; Xay dung
phuong 4n va quy trinh xtr Iy ddi véi timg mirc d6 nguy hiém cua diém yéu.

2. Béo cdo Lanh dao/Can bd quéan 1y ngay khi phat hién diém yéu an toan
thong tin & muc d§ nghiém trong. Thuc hi¢n canh bao va xir Iy diém yéu an toan
thong tin theo chi dao. Viéc xur 1y diém yéu an toan thong tin phai bao dam khong
lam anh hudng/gian doan hoat dong cua hé thong.

3. Xay dung phuong an xt 1y tam thoi ddi v6i truong hop diém yéu an toan
thong tin chua dugc khac phuc va phuong an khoi phuc hé thong trong truong
hop xtr Iy diém yéu that bai.

4. C6 trach nhi¢ém phoi hop véi cac nhom chuyén gia, bén cung cap dich vy
ho tro trong viéc xur 1y, khac phuc diém y€u an toan thong tin doi voi cac diém
yeu khi can thiét.

5. Kiém tra, danh gia va xu 1y diém yéu an toan thong tin cho thiét bi hé
thong, may chu, dich vu trude khi dua vao st dung.

6. Dinh ky hang nam kiém tra, danh gia diém yéu an toan thong tin cho toan
bo hé théng thong tin; Thyc hién quy trinh kiém tra, danh gia, xir 1y diém yéu an
toan thong tin khi c6 thong tin hodc nhan dugc canh bao vé diém yéu an toan
thong tin d6i voi thanh phan cu thé trong hé thong.

Piéu 18. Quan Iy sw ¢6 an toan thong tin
1. Bon vi/bg phan chuyén trach vé an toan thong tin c¢6 trach nhiém

a) Phan nhom su ¢6 an toan thong tin mang theo quy dinh tai Quyét dinh s6
05/2017/QDb-TTg ngay 16 thang 3 nam 2017 ctia Thu tudng Chinh phu ban hanh
quy dinh vé hé thong phuong an ung ctru khan cip bao dam an toan thong tin
mang quoc gia; X4y dung phuong an tiép nhan, phat hién, phan loai va xtr ly ban
dau sy cb an toan thong tin mang, Gmg pho su ¢b an toan thong tin mang.
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b) Phuong 4n tiép nhén, phat hién, phan loai va xir Iy ban dau sy ¢b an toan
thong tin mang: cac don vi van hanh xdy dung quy trinh tng ctru sy ¢ an toan
thong tin mang thong thuong va nghiém trong theo quy dinh tai Diéu 13, 14 Quyét
dinh s6 05/2017/QDb-TTg.

¢) Ké hoach tmg pho su cb an toan thong tin mang: cac don vi van hanh
xay dung va trién khai ké hoach tmg pho su ¢6 an toan thong tin theo quy dinh tai
Piéu 16 Quyét dinh s 05/2017/QD-TTg.

d) Pon vi van hanh diéu dong nhén lyc c¢6 kinh nghiém thyc hién giam sat,
phat hién va canh bao sy cb an toan thong tin, phdi hop véi cac don vi chuyén
trach vé an toan thong tin dua ra canh bao sém vé nguy co mat an toan théng tin
trong hé théng.

d) Phdi hop vai co quan chirc nang, cac nhom chuyén gia, bén cung cap
dich vu hd trg trong viéc xur 1y, khéc phuc su ¢ an toan thong tin; Yéu cu bén
cung cp, hd trg cung cip quy trinh xtr Iy sy ¢b cho céac dich vu do bén cung cép,
hd trg cung cap lién quan dén hé thong.

e) Pinh ky t6 chirc dién tap phuong an xir Iy su ¢d an toan thong tin.

2. Trach nhiém cua nguoi dung: Thong tin, bao cdo kip thoi cho can bo
chuyén trach vé an toan thong tin ctia co quan khi phat hién cac su cd gy mat an
toan thong tin trong qué trinh tham gia vao hé thong thong tin cta don vi; phdi
hop tich cuc trong sudt qua trinh giai quyét va khic phuc su c6.

Piéu 19. Quian 1y an toan nguoi sir dung dau cudi
Chinh sach, quy trinh quan 1y an toan nguoi st dung dau cudi bao gom:
1. Quén ly truy cép, st dung tai nguyén noi bg:

a) Nguoi sir dung khi truy cép, st dung tai nguyén ndi bo, truy cap mang
va tai nguyén trén Internet phai tuan thu cac quy dinh cia phap luat vé bao dam
an toan thong tin va cac quy dinh ctia co quan, to chirc.

b) Khi cai dit, két ndi may tinh/thiét bi dau cudi phai thuc hién theo hudng
dan/quy trinh dudi su gidm sat ctia bd phan chuyén trach vé an toan thong tin.

c) May tinh/thiét bi dau cudi phai dugc xir Iy diém yéu an toan thong tin,
cau hinh cing hoa bao mat trudce khi két noé1 vao h¢ thong.

2. Quan ly truy cap mang va tai nguyén trén Internet:

a) Nghiém tic chap hanh cac quy ché, quy trinh ndi bo va cac quy dinh

khac ctia phap luat vé an toan thong tin mang. Chiu trach nhiém bao dam an toan
thong tin mang trong pham vi trach nhiém va quyén han dugc giao.

b) Co6 trach nhiém tu quan ly, bao quan thiét bi, tai khoan, ung dung ma
minh dugc giao sir dung.
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¢) Khi phat hién nguy co hoidc su cd mét an toan thong tin mang phai bao
cdo ngay vdi cap trén va bo phan phu trach cong nghé thong tin cia co quan, don
vi dé kip thoi ngéan chan va xu 1y.

d) Tham gia cac chuong trinh ddo tao, hoi nghi vé an toan théng tin mang
duoc tinh hodac don vi chuyén mon t6 chuec.

3. Cai dat va su dung may tinh an toan.
Piéu 20. Quan Iy riii ro an toan thong tin

Co quan, don vi van hanh hé théng thong tin ¢é chinh sach, quy trinh quan
1y rui ro an toan thong tin bao gom:

1. Xac dinh mirc rui ro.

2. Quy trinh danh gia va quan ly rui ro.

3. Bién phap kiém soét rui ro.

Piéu 21. Két thic van hanh, khai thac, thanh ly, hity bé

1. Thuc hi¢n hiy bo toan bo thong tin, dir li€u trén hé théng vO1 su xac nhan
ctia don vi chil quan hé théng thong tin khi két thuc van hanh, khai thac, thanh 1y,
huy bo hé théng thong tin. Trong truong hop thong tin, dit liéu cia hé thong thong
tin luu trit trén tai san vat ly, don vi chu quan hé théng thong tin thuc hi¢n cac
bién phap tiéu huy hodc x6a thong tin bao dam khong c6 kha ning phuc hdi. Véi
truong hop dic biét khong thé tiéu huy thong tin, dir liéu thi st dung bién phap
tiéu huy cau triic phan luu trir dit lidu trén tai san do.

2. B6i voi cac hé thong thong tin co dit liéu duge luu trit trén tai san vat Iy
can phai mang di bao hanh, bdo dudng, stra chita bén ngoai thi phai dugc su phé
duyét ctia cap c6 tham quyén va thue hién cac bién phap bao vé dit liéu; co6 cam
két bao mat thong tin gitta bén co dir liéu va bén cung cip dich vu sira chira thiét
bi luu trir dir lidu.

. Chuwong IV
KIEM TRA PANH GIA CONG TAC PAM BAO
AN TOAN THONG TIN MANG

Piéu 22. Ké hoach kiém tra hing nim

1. Doi Ung ctru sy cd An toan thong tin mang tinh Hau Giang (thudng truc
1a S& Thong tin va Truyén thong) chu tri, phdi hop véi Cong an tinh va cac don
vi lién quan tién hanh kiém tra céng tic dam bao an toan thong tin ddi véi cac co
quan, don vi trén dia ban tinh theo ké hoach céng tic hang niam.

2. Tién hanh kiém tra ot xuat cac co quan, don vi khi c6 dau hiéu vi pham
an toan doi véi cac h¢ thong thong tin trén dia ban tinh.
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Dié’u 23. Tham quyén, ndi dung, hinh thirc, ddi twong kiém tra, danh
gia hé thong thong tin
1. Tham quyén kiém tra, d4nh gia:
a) Pon vi chuyén trach an toan thong tin tai Trung wong.
b) Uy ban nhan dan tinh.

c¢) Bon vi chu tri kiém tra, danh gid 1a don vi dugc cap c6 tham quyen giao
nhiém vu hodc dugc lya chon dé thuc hién nhiém vu kiém tra, danh gia.

2. Noi dung kiém tra, danh gia:

a) Kiém tra viéc thuc hién cac noi dung theo Quy ché nay; viéc tuan tha
quy dinh cua phap luat vé bao dam an toan h¢ thong thong tin theo cap do; Ki€ém
tra hi€u qué cua cac bi¢n phdp bao dam an toan thong tin.

b) Panh gia hiéu qua ciia bién phap bao dam an toan hé thong thong tin;
phat hién ma doc, 16 hong, diém yeu, kiém thir xam nhap h¢ thong.

¢) Kiém tra cong tac giam sat an toan thong tin va tng pho khi xay ra su cd
an toan thdng tin.

d) Kiém tra, danh gia cac ndi dung khéac theo quy dinh cua chi quan hé
thong thong tin.

3. Hinh thtrc kiém tra, danh gia:

a) Kiém tra, danh gia dinh ky theo ké hoach ctia cht quan hé thong thong
tin va don vi chuyén trach vé an toan thong tin cua tinh.

b) Kiém tra, danh gia dot xuat theo yéu cau cta cap c6 tham quyén.

4. P6i tuong kiém tra, danh gia 1a chi quan hé thong thong tin hodc don vi
van hanh hé thong thong tin va cac h¢ thong thong tin c6 lién quan.

Chuong V
TO CHUC BAO PAM AN TOAN THONG TIN

Piéu 24. Trach nhiém ciia S& Thong tin va Truyén thong

1. Tham muu Uy ban nhan dén tinh vé cong tac bao dam an toan thong tin
trén dia ban tinh va chiu trach nhiém trude Uy ban nhan dan tinh trong viéc bao
dam an toan thong tin cho Trung tdm dir li¢u cua tinh.

2. Thuc hién thu tuc xac dinh cép dd an toan thong tin va bdo dam an toan
cho céc h¢ thong thong tin theo quy dinh ctia Ludt An toan thong tin mang va cac
van ban huong dan thi hanh Luat An toan thong tin mang.
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3. Chu tri, phoi hop véi Cong an tinh va cac co quan, don vi c6 lién quan
tién hanh ki€m tra cong tdc bao ddm an toan thong tin mang dinh ky hang ndm
hoac ddt xuat khi c6 y€u cau cua co quan nha nudc cé tham quyén.

4. Hang nam, xdy dung va trién khai cac Ké hoach dao tao, tdp huan vé
cong tdc bao dam an toan thong tin mang cho can bg, cong chirc, vién chirc chuyén
trach vé cong nghé thong tin clia cac co quan, don vi. T chirc cac hdi nghi, hoi
thao chuyén dé va tuyén truyén vé an toan thong tin mang trong cong tac quan ly
nha nudc trén dia ban tinh.

5. Phdi hop v6i Cong an tinh trong cong tac phong ngira, phat hién, ngin
chin va xir Iy cac hanh vi vi pham phép lut trén moi trudng mang, nhat 1a trén
cac cong/trang thong tin dién tir, mang xa hoi theo tham quyén.

6. La co quan dau moi, phoi hgp vdi cac co quan, to chirc c6 tham quyén
quan ly v€ an toan thong tin; t6 chirc thuc hién viée ti€p nhan va xtr ly cac su co
vé€ an toan thong tin mang trén dia ban tinh.

Piéu 25. Trach nhiém ciia Cong an tinh

1. Chu tri, phdi hop voi Sé Thong tin va Truyén théng va cac co quan, to chirc
cé lién quan xay dung ké hoach, kiém soat, phong ngtra, d4u tranh, ngan chan cac loai
t6i pham loi dung hé thong thong tin, moi trudong mang lam ton hai dén an ninh qudc
gia, loi ich quéc gia, an ninh, trat tu, an toan xa hoi trén dia ban tinh.

2. Phéi hop voi So Thong tin va Truyén thong trong cong tac thanh tra,
kiém tra vé cong tac bao dam an toan thong tin mang.

3. Piéu tra va xtr 1y céc t6 chirc, ca nhan vi pham phép luat vé an toan thong
tin mang theo tham quyén.

Pi¢u 26. Trach nhiém ciia S& Ké hoach va Pau tw, S¢ Tai chinh

Theo chic niang, nhiém vu dugc giao, phdi hop véi Sé Thong tin va Truyén
thong, cac co quan, don vi ¢6 lién quan, cin ct kha ning can d6i ngan sach, b tri
ngudn von thuc hién Quy ché theo dung quy dinh.

Piéu 27. Trach nhiém ciia cac co’ quan, don vi chit quan hé thong thong tin

1. Chiu trdch nhiém trong cong tac bdo dam an toan thong tin mang cta co
quan, don vi minh theo Quy ché nay va cac quy dinh nha nuéc vé an toan, an ninh
thong tin khéc.

2. Thyc hién xac dinh cép dd an toan thong tin va bao ddm an toan cho hé¢
théng thong tin cua don vi quan ly theo quy dinh tai Luat An toan thong tin mang
va cic vin ban huéng din thi hanh Lu4t An toan thong tin mang.

3. Phan cong bd phan hodc can bg, cong churc, vién chirc chuyén trach vé
cong ngh¢ thong tin bao ddm an toan thong tin ciia co quan, don vi; chi dao cong
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chtrc, vién chire va nguoi lao dong nghiém tac chdp hanh cac quy dinh vé bao
dam an toan thong tin; tao diéu kién dé cac can bod phu trach an toan thong tin
duogc hoc tap, nang cao trinh d6 vé an toan thong tin; thuong xuyén t6 chirc quan
triét cac quy dinh vé an toan thong tin trong co quan, don vi; xac dinh cac yéu
cAu, trach nhiém bao dam an toan thong tin ddi voi cac vi tri can tuyén dung hodc
phan cong.

4. Thudng xuyén td chirc, phd bién cac quy dinh vé dam bao an toan théng
tin, nham nang cao nhan thuc vé trach nhiém dam bao an toan thong tin cho t6
chtrc, c4 nhan st dung hé théng thong tin do co quan, don vi quan 1y.

5. Ban hanh quy dinh, quy trinh noi bo vé bao dam an toan thong tin gom
cac ndi dung co ban nhu quy dinh vé quan 1y ha ting mang, bao dam an toan di
lidu, bao dam an toan thiét bj va nguoi dung dau cudi phu hop véi Quy ché nay
va cac quy dinh cua phap luat.

6. Phoi hop, cung cap thong tin va tao diéu kién cho cac don vi c6 tham
quyén trién khai cong tac kiém tra khic phyc su ¢ xay ra mot cach kip thoi, nhanh
chong va dat hi¢u qua.

7. Phoi hop chit ché voi Cong an tinh, So Thong tin va Truyén thong va
cac co quan, don vi lién quan trong cong tac phong ngira, dau tranh, ngin chan
cac hoat dong xam pham an toan thong tin trén khong gian mang.

8. Hang nam bé tri kinh phi cho viéc ung dung cong nghé thong tin noi
chung va cong tac bao ddm an toan thong tin mang noéi riéng trong ndi bo co quan,
don vi minh; 1ap ké hoach nang cap, bao tri, stra chita, gia han ban quyén phan
mém... cho cac hé thong phan cimg, phan mém nham thuc hién t6t cong tac bao
mat, bao dam an toan thong tin mang dua vao du toan chi ndm sau dé trién khai
thuc hién.

9. Cac co quan, don vi cir dau méi lién hé, phdi hop voi cac co quan, to
chure trong cong tac hd trg diéu phdi xir Iy su ¢b an toan thong tin. Phan cong lanh
dao phu trach cong tic dam bao an toan thong tin ddi vdi cac hé thong thong tin
va co s¢ dit liu do don vi quan ly

10. Thyc hién cac bao cdo vé an toan thong tin mang khi duoc So Thong
tin va Truyén thong yéu cau.

Piéu 28. Trach nhiém ciia don vi van hanh hé thong thong tin

1. Thuc hién trach nhiém cta don vi van hanh hé théng thong tin theo quy

dinh tai Quy ché nay va cac nhiém vu do cht quan hé thong thong tin phan cong.

2. Chi dao, phan cong cac bo phan ky thuat thudc don vi (quan ly ing dung;
quan ly dir liéu; van hanh hé théng thong tin; trién khai va hd trg k¥ thuat) trién
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khai cong tac bao dam an toan thong tin trong tit ca cac cong doan lién quan dén
hé thdng thong tin.

Diéu 29. Trach nhiém cia can bg, cong chire, vién chirc va nguoi lao
dong trong cac co’ quan, don vi

1. Trach nhiém cta can bo, cong churc, vién chire chuyén trach vé cong nghé
thong tin tai co quan, don vi:

a) Nghiém tac chap hanh cac quy ché, quy trinh ndi bd va cac quy dinh
khac ctia phap luat vé an toan thong tin mang. Chiu trach nhiém vé cac hanh vi
lam mét an toan thong tin mang do khong tuan tha Quy ché niy va cac quy dinh
cua phap luat c6 lién quan.

b) Tham muu lanh dao co quan ban hanh cic quy ché, quy trinh ndi b9,
trién khai cac giai phap k¥ thuat bao dam an toan thong tin mang.

c¢) Thuc hi¢n viéc giam sat, danh gid, bdo cdo Thu truéng co quan, don vi
cac rui ro mat an toan thong tin mang va muc d¢ nghi€ém trong cua cac rui ro do.

d) Phoi hgp v6i cac ca nhan, don vi ¢é lién quan trong viéc kiém soat, phat
hién va khac phuc cac sy c6 an toan thong tin mang.

d) Thuong xuyén cap nhat niang cao kién thirc, trinh d6 chuyén mén dap
g yéu cau bao dam an toan thong tin mang cta don vi.

2. Cong chuec, vién churc dugc giao nhiém vu quan 1y, van hanh truy cap, khai
thac ddi véi cac hé thong thong tin thuc hién theo trach nhiém va phan quyén dugc
quy dinh; viéc khai thac thong tin phai bao dam nguyén tic bao mat, khong duoc tu
¥ cung cap thong tin ra bén ngoai; theo doi va phat hién cac truong hop truy cap hé
thong trai phép hoic thao tac vuot qua gidi han, bao cdo cho can bo quan 1y dé tién
hanh ngan chin, thu hoi, khoa quyén truy cép clia cac tai khoan vi pham.

3. Trach nhiém cta nguoi st dung:

a) Nghiém tac chap hanh cac quy ché, quy trinh ndi bd va cac quy dinh
khac ctia phap luat vé an toan thong tin mang. Chiu trach nhi€ém bao dam an toan
thong tin mang trong pham vi trach nhiém va quyén han dugc giao.

b) C6 trach nhiém tu quéan 1y, bao quan thiét bi, tai khoan, ing dung duoc
giao sur dung.

¢) Khi phat hién nguy co hodc sy cd mat an toan thong tin mang phai bao
c40 ngay voi cp trén va bd phan phu trach cong nghé thong tin ctia co quan, don
vi dé kip thoi ngan chin va xir 1y.

d) Tham gia cac chuong trinh dao tao, hoi nghi vé an toan théng tin mang
dugc co quan hoac don vi chuyén mon t chue.
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Dieu 30. Trach nhiém cua cac to chire, ca nhan lién quan

Céc to chure, ca nhan lién quan dén sir dung, khai thac cac hé thdng thong
tin hodc lién quan dén viéc trién khai hoat dong timg dung céng nghé thong tin cua
cac co quan nha nudc trén dia ban tinh Hau Giang phai tuin thu Quy ché nay va
cac quy dinh hién hanh cta phap luat vé an toan, an ninh mang.

Piéu 31. T6 chirc thuwe hién

1. Can ctt Quy ché nay, Thu trudng cac co quan, don vi trén dia ban tinh va
cac don vi li€n quan c6 trach nhiém t6 churc trién khai thyc hién Quy ché nay trong
pham vi quan 1y ciia minh.

2. S& Théng tin va Truyén thong c6 trach nhiém theo ddi, dén ddc, kiém
tra, danh gia vi¢c thuc hién Quy ché, bao cao Uy ban nhan dan tinh theo dinh ky
hang nam hoac dot xuat theo yéu cau cua co quan c6 tham quyén./.





