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L&i noi ddu

TCVN 10908-5:2020 dwoc xay dwng trén co so tai lieu “Phase-1 /Phase-2 Test
Specification Core Protocols - Technical Document - Revision 4.0.7" (Section 5)

cta Chuong trinh IPv6 Ready Logo.

TCWVN 10906-5:2020 do Vién Khoa hoc Ky thuat Buwu dién — Hoc vién Cdng nghé
Bwu chinh Vién thong bién soan, Bd Thong tin va Truyén théng dé nghj, Tdng cuc
Tiéu chuan Po lwéng Chét lvgng thdm dinh, Bd Khoa hoc va Céng nghé céng bé.

Hién nay, bd TCVN 10906 vé "Giao thtrc Internet phién ban 6 (IPv6) — Sy phu hop

cla giao thirc” gbm cac tiéu chuan:

-

TCVN 10906-1:2015,

Phan 1: Kiém tra giao thic phat hién nat mang lan cén;

TCVN 10906-2:2015,

Phan 2: Kiém tra giao thic phét hign MTU cla luyén;

TCVN 108086-3:2017,

Phén 3: Kiém tra céc yéu cdu ky thuét IPv6;

TCVN 10906-4:2020,

Phén 4: Kiém tra giao thie tw dong cdu hinh dia chi khong gitr trang thai;
TCVN 10906-5:2020,

Phén 5: Kiém tra giao thirc bén tin diéu khién Internet.
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Giao thirc Internet phién ban 6 (IPv6) - Sw phu hop cua giao thirc -
Phan 5: Kiém tra giao thirc ban tin diéu khién Internet

Internet Protocol, Version 6 (IPv6) — Protocol conformance — Part 5: Protocol conformance test for

ICMP
1 Pham vi ap dung

Tiéu chuan nay quy dinh cac bai kiém tra Giao thirc ban tin didu khién Internet dwgrc quy dinh trong TCVN
9802-7:2020.

Tigu chudn nay dwgc dung dé danh gia tinh tuan thi cia cac thiét bi nat IPv6.
2 Tai liéu vién dan

Cac tai liéu vién dan sau la cin thiét cho viéc ap dung tiu chuan nay. Déi véi cac tai liéu vién din ghi nam
cong bé thi ap dung ban dwec néu. Déi véi cac tai liéu vien dan khdng ghi nam cbng bb thi ap dung phién
ban méi nhat, bao gdm ca cac stra ddi (néu cé).

TCVN 9802-1:2013, “Giao thirc Internet phién ban 6 (IPv6) — Phén 1: Quy dinh ky thuat”.

TCVN 9802-7:2020, “Giao thirc Internet phién ban 6 (IPv6) — Phan 7: Giao thirc ban tin diéu khién

Internet”,

3 Thuat ngir va dinh nghia

Tiéu chuén nay str dung cac thuat nglr va dinh nghia quy dinh tai TCVN 9802-7:2020 va cac thuat ngi,
dinh nghia dudi day.

3.1 Nhém thuat ngiv vé dia chi

3.1.1 Tién tb (prefix)
Mdt chubi bit bao gdm mdt s6 bit diu clia dia chi.
3.1.2 Dia chi link-layer {link-layer address)

Binh danh tang lién két cho mot giao dién. Vi du, bao gdm nhirng dia chi IEEE 802 cho cac lién két
Ethernet.
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3.1.3 Dia chi on-link (on-link address)

Mot dia chi dwoe gan cho mot giao dién trén mdt lién két cu thé. Mot ndt mang xem mot dia chi Ia dia chi

on-link néu:

Dia chi d6 dwoc bao ham bédi mat trong cac tién 6 cla lién két (chdng han da dwoc chi thi béi cor

on-link trong tay chon Prefix Information), hodc
- M6t router 1an can xac dinh dia chi d6 la dich dén cla ban tin Redirect, hodc
Nhan duvoc mdt ban tin Neighbor Advertisement cho dia chi (muc tiéu) do, hodc
- Nhan duoc bat ky mdt ban tin Neighbor Discovery tir dia chi dé.
3.1.4 Dia chi off-link (off-link address)

Nguerc lai véi dia chi "on-link”; l1a dia chi ma khéng dwec gan cho bat ky giao dién nao trén mot lién két cu
thé.

3.1.5 Dia chi multicast tat ca cac nut (all-node multicast address)

Pia chi c6 pham vi lién két cyc bd giri tdi cac nat mang cé dang la FF02::1,
3.1.6 Dia chi multicast tat ca cac router (all-router multicast address)
Dia chi c6 pham vi lién két cuc bd guri tGi cac router co dang 13 FF02::2.
3.1.7 bja chi link-local (link-local address)

M5t dia chi unicast chi & trong pham vi lién két méi cé thé dwoc st dung d& hudng téi nhirng nit mang
lan can. Tat ca giao dién trén router phai c6 mot dia chi link-local. Va giao dién trén cac host phai c6 mét

dia chi link-local.

3.1.8 Bja chi global (global address)

Dia chi IPv6 khéng thudc cac dia chi nhu dia chi multicast IPvB, dia chi loopback IPv6, dia chi link-local
IPv6 va dia chi khéng xac dinh IPv6 (::).

3.2 Nhom thuat ngiv vé ban tin

3.2.1 Ban tin Router Solicitation (RS message)

Khi mét giao dién dwoc kich hoat, host co thé glvi ban tin Router Solicitation d& yéu cdu router tao ra ban

tin Router Advertisement ngay lap ¢ chi khéng phdi vao lan dy kién tiép theo.
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3.2.2 Ban tin Router Advertisement (RA message)

Router dinh ky théng bao sw hién dién ctia no véi cac thong sb cia két ndi va Internet hodc tra Idi ban tin
Router Solicitation. Ban tin Router Advertisement chiva tién té dugc st dung dé xac dinh mét dia chi khac
chia sé ciing két ndi (xac dinh dia chi on-link) va/hodc dé cau hinh dia chi, hay chira gia tri gi¢i han chang.

3.2.3 Ban tin Neighbor Solicitation (NS message)

Buoc glvi bdi mot nat dé xac dinh dia chi link-layer clia nut 1an can, hodc dé kiém chirng van cé kha ning
két ndi toi nat 1an can théng qua dia chi link-layer da dwoc luu dém. Ban tin Neighbor Solicitation ciing

dwoc str dung cho viéc phat hién dia chi tring lap.

3.2.4 Ban tin Neighbor Advertisement (NA message)

Ban tin hdi dap khi nit mang nhan dugc ban tin Neighbor Solicitation. Mat nut ciing c¢é thé gtvi ban tin
Neighbor Advertisement dé thong bao viéc thay ddi dia chi link-layer.

3.3 Nhém thuat ngi vé ndi dung bai do

3.3.1 Muc dich bai do
Mb ta ngan gon muc dich thie hién clia bai do.
3.3.2 Tham chiéu

Liét ké cac myc quy dinh yéu cau ky thuat trong tiéu chuan duoc kiém tra trong bai do. Trong mét sb bai
do, muyc nay ¢6 thé ciing dua ra cac tai liéu tham khao dé& gitp ngudi thuc hién hiéu o hon cac ndi dung
trinh bay trong bai do, céc tai liéu mang tinh chat tham khao sé dwoc danh diu (*) sau phan dan chiéu.

3.3.3 Yéu céu tai nguyén

Quy dinh cy thé vé cong cu can thiét dé hé tro trong qua trinh thye hién bai do nhw cac phdn mém, phan
clrng va thiét bj thir nghiém.

3.3.4 Thiét Iap do

M6 1a cau hinh cuia tat ca cac thiét bi trvdre khi bét ddu do, cling nhu thiét 1ap nhirng tha tuc toi thidu trudc
khi tién hanh do.

3.3.5 Tha tuc do

Huwéng dan tirng bwdc cho qua trinh thie hién cac bai do. Nhiing bwdc nay bao gém nhizng thii tyc nhu
kich hoat giao dién, rut cac thiét bi tir mang, gl cac goi dir liéu tir mot thiét bi va cac bude can quan sat
cac goi tin.

3.3.6 Két qua mong mudn
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Liét ké cac két qua quan sat ma dwoc kiém tra bdi cdc may do dé xac minh rang céc thiét bi dwoc do dang
hoat djng dung cach.

4 Chip viét tat

HUT Host can kiém tra Host Under Test

MTU Don vi truyén tai téi da Maximum Transmission Unit
NUT Thiét bj nat can kiém tra Node Under Test

PMTU MTU cua tuyén Path MTU

RUT Router can kiém tra Router Under Test

N Thiét b nit hé tro' kiém tra Test Node

TR Router hd trg kiém tra Test Router

5 Tong quat
5.1 So do tong quan

T4t ca cac bai do slr dung so d6 do sau day:
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HUT

Hinh 1 - Sor d6 do tong quan
Cau hinh chung cho router ¢c6 mét giao dién vat ly

Trong cac bai do ma router c6 mdt giao dién vat ly, stv dung ciu hinh sau day:

Mao dau dwdng hdm chung X Mao dau dwong hdm chung Y
Mao dau IPv6 Mao diu IPv6
Source Address: Dia chi global cua Source Address: Bia chi global cla
NUT TN4
Destination Address: Bia chi giobal Destination Address: Dia chi global
cia TN4 cla NUT
Nexl Header: 41 Next Header; 41

5.2 Thiét lap thi tuc do chung

Cac bai do trong TCVN nay co thé st dung thd tuc thiét 1ap do chung dugc dinh nghia trong phén nay. Trir
khi ¢ cac quy dinh khéc trong truong hop cu thé, méi TR hoac TN sé 1rd [&i ban tin Neighbor Solicitation
bang cac ban tin Neighbor Advertisement chudn. Néu NUT Ia mét router, NUT phai thiét [ap co IsRouter co

gia tri 12 TRUE cho méi giao dién.

Tha tyc thiét Iap nay sir dung trong treeong hop NUT co router méc dinh a TR1, mét global prefix, va chac
chdn réng NUT c6 thé két ndi dwoc téi TR1.
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1.

Néu NUT 1a mét host, TR1 truyén mét ban tin Router Advertisement téi dia chi multicast tat ¢a cac
nit. Ban tin Router Advertisement bao gém mét tly chon Prefix Information chira mét global prefix
va cac bit L va A dwoc thiét 1ap. Diéu nay sé lam cho NUT thém TR1 vao danh sach router mac
dinh ciia ndé (Default Router List), cAu hinh mét dia chi global, va tinh toan Reachable Time.

Tredng Router Lifetime va Prefix Lifetime a0 dai dé no khang bi hét han trong subt qua trinh do.
Néu NUT la mét router, cu hinh mét tuyén mac dinh véi TR1 1a chang tiép theo.

TR1 truyén mét ban tin Echo Request téi NUT va trd 1&i cac ban tin Neighbor Solicitation tir phia
NUT. Doi ban tin Echo Reply tlr phia NUT. Biéu nay sé gitip cho NUT phan gidi dia chi clia TR1 va
tao muc Neighbor Cache cho TR1 véi trang thai la REACHABLE.

5.3 Xéa cau hinh do chung

Thu tuc X6a cdu hinh s& lam cho NUT chuyén déi cac muc Neighbor Cache da dwec tao trong bai do

sang trang thai khong muc Neighbor Cache va x6a tat ca cac myc ghi tir Default Router List va Prefix

List clia no.

1.

Néu mat TR glvi mdt ban tin Router Advertisement trong phan thi tuc do hodc thiét 1ap bai do, thi
TR d6 gt di mdt ban tin Router Advertisement cé truong Router Lifetime va méi treang Prefix

Lifetime dwoc dat bang 0 néu cé thé ap dung.

Mdi TR hodc TN trong bai do g di mdt ban tin Neighbor Advertisement cho méi myc Neighbor
Cache v&i mét tuy chon Target Link-layer Address chira m¢t dia chi da dwoc lwu dém khac.

Trwéng c& Override s& duoc thiét lap.
M&i TR hoac TN gi¥i di mét ban tin Echo Request t¢i NUT va dogi ban tin phan hoi Echo Reply.

Mdi TR hoac TN khdng phan héi thém cac ban tin Neighbor Solicitation.

5.4 Mac dinh chung

MTU lién két thiét lap gia tri MTU mac dinh twong ¢ng véi loai dwong truyén cho tat ca cac nat trén tat ca

cac giao dién.

Néu NUT Ia mét router, cau hinh mét dia chi global trén giao dién phia Link B ctia NUT két hop véi tién t6 X.

10
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6 Cac baido
Cac géi tin mac dinh

Echo Request (Kich thwéc ban Ban tin Router Advertisement

tin 1500 octet)

Mao dau IPv6 Mao dau IPv6
Next Header: 58 Source Address: Dia chi Link-local cia
4 TR1
MaodauiGoive Destination Address: Dia chi multicast tat
Type: 128 ¢a cac nat
Code: 0 Next Header: 58
Mao diau ICMPvé
Type: 134
Code: 0
Hop Limit: 255

M Bit (managed): 0
O Bit (Other): 0
Router Lifetime: 90 giay
Reachable Time: 10 giay
Retrans Timer: 1 gidy

Tuy chon Prefix Information
Type: 3
L Bit {(on-link flag): 1
A Bit (addr conf): 1
Valid Lifetime: 90 giay
Preferred Lifetime: 90 giay
Prefix: Tién t6 cla lién két

Ban tin Packet Too Big

Ban tin Redirect

Mao dauv IPv6
Next Header: 58

Source Address: Dia chi Link-local
coa TR1

Destination Address: Bia chi Link-
local ciia NUT

Mao diu IPv6
Next Header: 58

Source Address: Dja chi Link-local cla

TR1

Destination Address: Bia chi Link-local

cla NUT

11
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Mao déu ICMPv6 Mao dau ICMPv6
Type: 2 Type: 137
Code: 0 Code: 0
MTU: 1280
Géi tin bj 16i Goi tin yéu cau chuyén hwéng

* Lwu ¥: Néu loai dwéng truyén khdng phai 1a Ethernet (MTU khéng phai la 1500) thi tai trong ban tin Echo
Request nén dwoc diéu chinh dé phi hop véi MTU mac dinh.

Ciu hinh MTU lién két

* Lwu y: Mt vai bai do trong tiéu chuén nay yéu cdu NUT cau hinh MTU lién két trén mét giao dién. Néu
khdng thé thuc hién, nat cé thé sir dung dwdng hdm v6 qua v4 (gia tri MTU bang 1480 octet) hodc mot
dwdng hadm v6 qua v6 (gia tri MTU bang 1460 octet).

12
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Bai 6.1 Phat cac ban tin Echo Request

Muc dich bai| Kiém tra mét nut phat ding céc ban tin ICMPv6 Echo Request.

do

Tham chiéu | - TCVN 9802-7:2020 — Diéu 5.2, 7.1

Yéu cdu tai| - Bo tao ban tin

nguyén - Giam sat dé bat ban tin

Thiét lap do | Tham chiéu Thiét lap thi tuc do chung theo diéu 5.2. Thyc hién Thiét lap tho tuc do
chung khi bat dadu mdi phan do. Thyc hién thi tuc Xéa cau hinh do chung sau méi
phan.

Thu tuc do 1. St dung !&nh Ping (hodc bat ky (rng dung nao dé gli cac ban tin Echo Request)

dé gi mot ban tin Echo Request tir NUT dén dia chi Link-Local ciia TN1.
2. Quan sat cac géi tin NUT phat di.

p .| Bwérc 2: NUT phai gl ban tin Echo Request dén TN1. Dia chi dich cta goi tin phai
Ket qual .« ; N . e . - A
mong mudn | 910"9 dia chi Link-local cia TN1. Gia trj tredng Checksum phai hop €. Gia tri tredng

g Type phai bang 128 va gia tri treéng Code phai bang 0.

13
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Bai 6.2 Tra 1&i ban tin Echo Request

Muc dich bai| Kiém tra mat nat tra I&i ding cac ban tin ICMPv6 Echo Reguest.
do
Tham chiéu | - TCVN 9802-7:2020 - Diéu 5.2, 7.2
- TCVN 9802-2:2015 - Diéu 5.2.1,5.2.5.2, 5.2.7,5.2.7.1, 5.2.8 (*)
Yéu cau tai B6 tao ban tin
nguyén Giam sat dé bat ban tin
Thiét lap do | Tham chiéu Thiét 1ap tht tyc do chung theo diéu 5.2. Thyc hién Thiét 1ap tha tuc do
chung khi bat dau mdi phan do. Thire hién thi tuc Xéa cau hinh do chung sau méi phan.
Tha tuc do | Phan A: Ban tin Echo Request giri dén dia chi Link-Local
1. TN1 phat mdt ban tin ICMPv6 Echo Request dén dia chi Link-local cia NUT. Dja
chi nguén 1a dia chi Link-local ctia TN1.
2. Quan sat cac goi tin NUT phat di.
Phin B: Ban tin Echo Request giri dén dia chi global
3. TN1 phat mot ban tin ICMPv6 Echo Request dén dia chi global ctia NUT. Bia chi
ngudn |a dia chi Link-local clia TN1.
4. Quan sat cac gbi tin NUT phat di.
Phan C: Ban tin Echo Request gtri dén dia chi multicast - Dia chi tat ca cac nat
5. TN1 phat mét ban tin ICMPv6 Echo Request dén dia chi muiticast pham vi Link-
local tat ca cac nut (FF02::1). Bia chi nguﬁn la dia chi Link-local cia TN1.
6. Quan sat cac goi tin NUT phat di.
Phan D: Ban tin Echo Request giri dén dia chi multicast — Dja chi tat ca cac router
7. TN1 phat mét ban tin ICMPv6 Echo Request dén dia chi tat ca cac router
(FF02::2). Dia chi nguén la dja chi Link-local cla TN1.
8. Quan sat cac gdi tin NUT phat di.
Phén E: Ban tin Echo Request gwvi dén dja chi khéng xac dinh
9. TN1 phat mét badn tin ICMPv6 Echo Request dén dia khéng xac dinh
(0:0:0:0:0:0:0:0). Bia chi ngudn ! dia chi Link-local cia TN1.
10. Quan sat cac gbi tin NUT phat di.
Phan F: Ban tin Echo Request givi dén dia chi Loopback
11, TN1 phat mét bdn tin ICMPv6 Echo Request dén dia chi Loopback
(0:0:0:0:0:0:0:1). Bia chi ngudn 1a dia chi Link-local cia TN1.
12. Quan sat cac goi tin NUT phat di.
Phan G: Ban tin Echo Request givi dén dia chi Site-local
13. TR1 phat mét ban tin RA v&i mét tién 16 site-local 1a FECO0::/10. Néu NUT Ia mét
router, cau hinh RUT phat badn tin RA v&i mot tién 6 site-local 1a FECO0::/10 va
cau hinh mdt dia chi site-local trén giao dién cta né.
14. TN1 phat mét ban tin ICMPv6 Echo Request dén dja chi site-local. Dia chi ngudn
Ia dia chi Link-local cia TN1.
15. Quan sat cac gdéi tin NUT phat di.
Két qua| Phan A

14
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mong mudn

Bwéc 2: NUT phai glri mot ban tin Echo Reply dén TN1. Dia chi ngudn cta goi tin phai
gidng dja chi dich Link-local trong ban tin Echo Request cia TN1, trong khi dia chi dich
phai giéng dia chi nguén Link-local trong ban tin Echo Request cia TN1. NUT phai gt
mdt ban tin Echo Reply dén TN1 véi gia trj treéng Checksum hop 16.

Phan B

Buwdrc 4: NUT phai glri mot ban tin Echo Reply dén TN1. Dia chi nguén cla géi tin phai
gidng dia chi dich global trong ban tin Echo Request clia TN1, trong khi dia chi dich phai
giéng dia chi nguén global trong ban tin Echo Request cia TN1. NUT phai glri mt ban
tin Echo Reply dén TN1 vé&i gia trj trwéng Checksum hop Ié.

Phan C

Bwérc 6: NUT phai glvi mot ban tin Echo Reply dén TN1. Dia chi nguon cta gdi tin phai
la mét trong céc dia chi unicast cia NUT thuéc giao dién nhan ban tin Echo Request.
Pia chi nay cé thé la dia chi Link-local hoac dia chi global. Dia chi dich phai la dia chi
cuc bd clia TN1 trong ban fin Echo Request. NUT phai glri mat ban tin Echo Reply dén
TN1 véi gia tri trwedng Checksum hop 1.

Phan D '

Buwérc 8: NUT phai glvi mot ban tin Echo Reply dén TN1. Dia chi ngudn ctia géi tin phai
la mdt trong céc dia chi Unicast cia NUT thugc giao dién nhan ban tin Echo Request.
Dia chi nay c6 thé l1a dia chi Link-local hoac dia chi global. Dia chi dich phai la dia chi
cuc bg clia TN1 trong ban tin Echo Request. NUT phai givi mot ban tin Echo Reply dén
TN1 v&i gia tri trrdng Checksum hop lé.

PhanE

Bwéc 10: NUT phai khéng gtri ban tin Echo Reply tra Ioi ban tin Echo Request tir TN1.
PhanF

Bwéc 12: NUT phai khdng givi ban tin Echo Reply tra 1o ban tin Echo Request tir TN1.
Phidn G

Bwée 15: NUT phai glvi mot ban tin Echo Reply dén TN1. Dia chi nguén clia géi tin phai
gidng dia chi site-local trong ban tin Echo Request cta TN1, trong khi dia chi dich phai
giong dia chi Link-local clia ban tin Echo Request cia TN1. NUT phai gt mot ban tin
Echo Reply dén TN1 voi gia tri trweong Checksum hop l&.

15
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Bai 6.3 Tao ban tin Destination Unreachable

Muc dich bai
do

Kiém tra mét nut tao dung ban tin Destination Unreachable.

Tham chiéu

- TCVN 9802-7:2020 - Diéu 5.2, 6.1, 5.4
- TCVN 9802-2:2015 - Piéu 5.2, 5.2.5.6 (*)

Yéu cau tai
nguyén

- Bo tao ban tin
- Gidm sat dé bat ban tin

Thiét lap do

Tham chiéu Thiét lap thd tuc do chung theo diéu 5.2. Thirc hién Thiét 1ap tha tuc do
chung khi b&t ddu méi phan do. Thue hién tha tuc Xéa ciu hinh do chung sau m&i phan.
D6 dai tai ctia cac ban tin mac dinh ICMP Echo Request bang 64 octet.

Tha tuc do

Phan A: Tuyén khong thé két ndi — Chi the hién véi router
1. Xoba tat ca cac tuyén néu RUT cé bét ky tuyén mac dinh nao trong bang dinh
tuyén cua né.
2. TN1 phat mét ban tin ICMPv6 Echo Request dén mét dia chi off-link véi mot tién
té khong ton tai.
3. Quan sat cac gdi tin RUT phat di.
Phén B: Pia chi khéng thé két ndi — Chi thwc hién v&i router
4. TNt phat mét ban tin ICMPv6 Echo Request dén mét dja chi on-link khéng ton
tai. Tién t6 sé& dwoc thiét lap 1a tién td da dwoc gan bai RUT.
5. Quan sat cac goi tin RUT phat di.
Phan C: Cong khéng thé két ndi - Dia chi Link-local — Tat ca cac nat
6. Chac chan ring NUT khéng l&ng nghe cdng 9000.
7. TNt phat mét géi tin UDP véi treéng céng dich thiét 1ap bang 9000. Dja chi
ngudn la dia chi Link-local cia TN1.
8. Quan sat cac goi tin NUT phat di.
Phan D: Cdng khéng thé két ndi — Dia chi global - Tat ¢a cac nat
9. Chéc chan rdng NUT khdng l&ng nghe céng 9000.
10. TN1 phat mot géi tin UDP véi trirong cong dich thiét lap bang 9000. Dia chi
ngudn 1a dia chi global cia TN1.
11. Quan sat cac goi tin NUT phat di.
Phan E: Nam ngoai pham vi cla dia chi nguén - chi thwc hién véi router
12. Kich hoat giao dién cia RUT trén Link A (dén TN2).
13. TN1 phat mét ban tin ICMPv6 Echo Request dén dia chi TN2 trén Link A, ban tin
Echo Request cé dia chi nguén dworc thiét lap la dia chi Link-local ctia TN1.
14. Quan sat cac goi tin NUT phat di.

Két qua
mong mudn

Phén A

Bwéc 3: RUT sé glri mdt ban tin Destination Unreachable dén TN1. Bia chi ngubn cla
gdi tin s& 14 mot trong cac dia chi unicast cda RUT, trong d6 dia chi dich sé& giéng dia chi
ngudn trong ban tin Echo Request ctia TN1. Gia tri trwng Code sé thiét 1ap bing 0.
Ban tin Echo Request trong ban tin bao 16i ¢é kich thwdc phai khéng Ién hon MTU IPv6
nhé nhét.
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Phan B

Bwéce 5: RUT sé& glri mot bén tin Destination Unreachable dén TN1. Bia chi nguén cua
goi tin s& 13 mdt trong cac dia chi unicast clia RUT, trong dé dia chi dich s& gidng dia chi
nguén trong ban tin Echo Request cia TN1. Gia tri trwéng Code sé thiét Iap bang 3.
Ban tin Echo Request trong ban tin bao 16i c6 kich thudc phai khdng I6n hon MTU IPv6
nhd nhat.

Phén C

Bwéc 8: NUT sé gli mot ban fin Destination Unreachable dén TN1. Bia chi nguén cla
gdi tin sé la mét trong cac dia chi unicast cia NUT, trong dé dia chi dich sé gidng dia chi
ngudn Link-local trong ban tin Echo Request cia TN1. Gia tri trrong Code sé thiét 1ap
bang 4. Ban tin Echo Request trong ban tin bao 16i cé kich thwéc phai khéng lon hon
MTU IPv6 nhé nhét.

Phén D

Bwéc 11: NUT sé glri mot ban tin Destination Unreachable dén TN1. Dia chi ngudn cla
gai tin sé& Ia mot trong cac dia chi unicast cia NUT, trong do dia chi dich sé giéng dia chi
ngudn global trong ban tin Echo Request ciia TN1. Gia tri treérng Code sé thiét lap bing
4. Ban tin Echo Request trong ban tin bao 16i co kich thuwdc phai khéng Ion hon MTU
IPv6 nhé nhét.

Phén E

Bwée 13: RUT sé glri mot ban tin Destination Unreachable dén TN1. Dia chi nguén cua
goi tin s& la mét trong cac dia chi unicast clia RUT, trong d6 dia chi dich sé gidng dia chi
ngudn trong ban tin Echo Request clia TN1. Gia tri trwvng Code sé thiét 1ap béng 2.
Ban tin Echo Request trong ban tin bao 16i co kich thudc phai khéng Ién hon MTU IPv6
nhd nhat.
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Bai 6.4 Tao ban tin Packet Too Big (chi thwc hién véi router)

Muc dich bai| Kiém tra mét router tao diing cac ban tin Packet Too Big.
do
Tham chiéu | - TCVN 9802-7:2020 - Diéu5.2,6.2,5.4
- TCVN 9802-2:2015 - Diéu 5.2.7 ()
- TCVN 9802-4:2015 — Diéu 5.2 (*)
Yéu cau tai| - Botaobantin
nguyén - Giam sat dé bat ban tin
Thiét lap do | Tham chiéu Thiét lap tht tuc do chung theo didu 5.2. Thyc hién Thiét lap thi tuc do
chung khi bt ddu méi phan do. Thirc hién thi tuc Xéa cu hinh do chung sau méi phan.
1. Kich hoat trén RUT giao dién két ndi Link A (dén TN2).
2. CAu hinh RUT mot MTU lién két bang MTU lién két nhd nhat IPv6 (1280 octet)
trén giao dién két ndi dén Link A ctia RUT (dén TN2).
3. CAu hinh tat ca cac giao dién khac trén RUT véi gia tri MTU lién két mac dinh
pht hop loai dwdng truyén. MTU lién két ddi voi giao dién két ndi dén Link A cla
RUT s& nhd hon MTU lién két déi véi giao dién két ndi dén Link B.
4. TN1 phat mét ban tin Echo Request dén RUT v&i pham vi todn cuc va tra I ban
tin NS tir RUT dang tao NCE cho TN1 trong trang thai REACHABLE.
5. TN2 phat mét ban tin Echo Request dén RUT voi pham vi toan cuc va tré |&i ban
tin NS tir RUT dang tao NCE cho TN2 trong trang thai REACHABLE.
Thu tuc do Phan A: Dich unicast
1. TN1 phat mét ban tin Echo Request véi kich thudc géi tin 1500 octet dén TN2
str dung RUT 1am chang dau tién.
2. Quan sat cac gai tin RUT phat di.
Phan B: Pich multicast
3. Céu hinh giao thirc dinh tuyén multicast trén RUT.
4. TN2 Ia mdt bo nghe déi voi nhdm multicast FF1E::1:2.
5. TN1 phat mét ban tin Echo Request dén dia chi FF1E::1:2 véi kich thudre géi tin
bang 1500 octet.
6. Quan sat cac goi tin RUT phat di.
Phan A
Bwérc 2: RUT phai phat mét ban tin Packet Too Big dén TN1, vi RUT khong thé chuyén
tiép ban tin Echo Request do cac gi¢i han PMTU.
- Trwéng MTU cda ban tin Packet Too Big sé bang 1280.
- Dia chi nguén ctia géi tin s& 1a mot trong cac dia chi unicast ctia RUT.
Két qua - Dia chi dich sé& gibng dia chi nguén trong ban tin Echo Request ctia TN1. Gia tri
mong mudn trwng Code sé dugc thiét 1ap bang 0.
- Ban tin Echo Request trong ban tin bao 16i cé kich thuwéc phai khong ion hon
MTU IPv6 nhd nhat.
Phan B
Bwéc 6: RUT phai phat mot ban tin Packet Too Big dén TN1, vi RUT khong thé chuyén
tiép ban tin Echo Request do cac gidi han PMTU (Néu RUT chi cé mdt giao dién vat ly
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thi RUT phai khong thém Mao dau dudng hdm chung X (Common Tunnel Header X) da
néu trong C4u hinh chung cho router mét giao dién vat Iy hodc khong chuyén tiép ban
tin Echo Request dén TN4).
- Trwéng MTU cla ban tin Packet Too Big s& bang 1280.
- Dia chi ngudn clia goi tin sé la mét trong cac dia chi unicast cia RUT.
- Dia chi dich sé gidng dia chi nguén trong ban tin Echo Request clia TN1. Gia tri
treérng Code sé dwoc thiét Iap bang 0.
- Ban tin Echo Request trong ban tin bao 16i cd kich thudc phai khéng I&n hon
MTU IPv6 nhé nhét.
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Bai 6.5 Gia tri tredng Hop Limit bi vwrot qua (tao ban tin Time Exceeded) (chi thwc hién véi router)

Muc dich bai
do

Kiém tra mot router tao dung cac ban tin Time Exceeded khi gia tri Hop Limit bj vuwot
qua khi truyén,

Tham chiéu

- TCVN 9802-7:2020 - Diéu 5.2, 6.3, 5.4

Yéu cau tai
nguyén

- Botao bantin
- Giam sat dé bat ban tin

Thiét lap do

Tham chiéu Thiét 1ap th tuc do chung theo diéu 5.2. Thyc hién Thiét 1ap tha tuc do
chung khi b4t du méi phéan do. Thiee hién thi tuc Xoa cau hinh do chung sau méi phén.
Kich hoat giao dién két néi dén Link A (dén TN2) trén RUT.

Goi tin A (Echo Request) Géi tin B (Echo Request)

Mao dau IPv6 Mao déu IPv6
Payload Length: 64 octet Payload Length: 64 octet
Next Header: 58 Next Header: 58
Hop Limit: 0 Hop Limit: 1

Mao diau ICMPv6 Mao dau ICMPv6
Type: 128 Type: 128
Code: 0 Code: 0

Tha tuc do

Phan A: Nhan géi tin c6 gia tri tredng Hop Limit bang 0
1. TN1 phat Goi tin A Echo Request dén TN2 véi RUT la chang dau tién.
2. Quan sat cac goi tin RUT phat di.

Phan B: Giam gia trj treeo'ng Hop Limit dén 0
3. TN1 phat Goi tin B Echo Request dén TN2 véi RUT la chdng dau tién.
4. Quan sat cac goi tin RUT phat di.

Két qua
mong mudn

Phan A
Bwéc 2: RUT sé loai bd ban tin ICMPv6 Echo Request tir TN1. Vi thé, RUT phai khéng
chuyén tiép ban tin Echc Request dén TN2. RUT sé giri ban tin Time Exceeded dén
TN1 voi gia trj treng Code béng 0 (Hop Limit bi vieot qua khi truyén).
- Trudng unused (khdng st dung) phai dworc thiét 1ap béng 0.
- Dia chi ngudn cua géi tin sé la mét trong cac dia chi unicast cita RUT duoc sir
dung dé chuyén tiép gai tin.
- Dia chi dich s& giéng dia chi ngudn ctia TN1.
- Ban tin Echo Request trong ban tin bao 18i ¢6 kich thwéc phai khéng vwot qua
MTU IPv6 nhé nhét.
Phan B
Bwére 4: RUT phai loai bd ban tin ICMPv6 Echo Request tir TN1. Vi thé, RUT phai
khéng chuyén tiép ban tin Echo Request dén TN2. RUT sé giam gia tri trwérng Hop Limit
xudng bang 0 va g&ri ban tin Time Exceeded dén TN1 v&i gia tri trvdng Code bang 0
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(Hop Limit bi vwot quéa khi truyén).
- Truong unused (khong str dung) phai dwec thiét lap bang 0.
- Dia chi ngudn cua gdi tin s& 1a mot trong cac dia chi unicast ciia RUT dwoc sty
dung dé chuyén tiép goéi tin.
- Dia chi dich sé giong dia chi nguén cia TN1.
- Ban tin Echo Request trong ban tin bao 18i c¢é kich thwdc phai khong vuet qua
MTU IPv6 nhd nhét.
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Bai 6.6 Trwéng mao dau 16i (tao ban tin Parameter Problem)

Muc dich bai| Kiém tra mgt nit tao ding ban tin Parameter Problem déi véi treéng mao dau 18i.
do

Tham chiéu | - TCVN 9802-1:2013 - Diéu 4.3.5

- TCVN 9802-7:2020 - Diéu 5.2, 6.4, 5.4
Yéu cau tai| - Botaobantin
nguyén - Giam sat dé bat ban tin

Thiét 1ap do | Tham chiéu Thiét lap thi tuc do chung theo diéu 5.2. Thuc hién Thiét Iap thd tuc do
chung khi bat ddu mdi phan do. Thirc hién tha tuc Xéa cu hinh do chung sau méi phan.

Goi tin A

Mao dau IPv6
Next Header: 44
Payload Length: 37

Mao dau Fragment
Next Header: 58
Fragment Offset: 0
More Fragments flag: 1

ICMPv6 Echo Request
Data Length: 5

Thi tuc do 1. TN1 phat Goéi tin A Echo Request dén NUT. Bia chi nguén ctia géi tin dwoc thiét
1ap la dia chi global ctia TN1. Bja chi dich clia cla géi tin dwoc thiét Iap 1a dia chi
global ctia NUT.

2. Quan sat cac goi tin NUT phat di.

Bwéc 2: NUT phai loai bo ban tin ICMPv6 Echo Request tr TN1. Vi thé, NUT phai

khéng givi ban tin Echo Reply. NUT s& glvi mdt ban tin Parameter Problem dén TN1 véi

gia tri trverng Code bang 0 (xuét hién 16i treérng mao dau) béi vi A dai tai khong la boi

sb cla 8 octet.

Ket qua - Trwéng Pointer sé 14 0x04 (d6 1éch trwong Payload Length).

mong mudn - Dja chi ngudn cla goi tin phai gibng dia chi dich global trong ban tin Echo
Request ctia TN1.

- Dia chi dich s& gidng dia chi nguén global trong ban tin Echo Request ctia TN1.

- Ban tin Echo Request trong ban tin bao 15i co kich thwée phai khéng vwot qua
MTU IPv6 nhd nhat.
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Bai 6.7 Gia tri tredng Next Header chwa dwoc quy dinh (tac ban tin Parameter Problem)

Muc dich bai| Kiém tra mdt nut tao dung cac ban tin Parameter Problem khi gdp gia tri tredng Next
do Header chwa duwgc quy dinh.
Tham chiéu | - TCVN 9802-7:2020 - Diéu 5.2, 6.4, 5.4
Yéu cau tai| - Bd laoban tin
nguyén - Giam sat dé bat ban tin
Thiét 1dp do | Tham chiéu Thiét 1ap thi tyc do chung theo didu 5.2. Thyc hién Thiét 1ap tha tuc do
chung khi bat ddu méi phan do. Thuc hién thi tuc Xoa cau hinh do chung sau mdi phan.
Goi tin A
Mao dau IPv6
Payload Length: 64 octet
Next Header: 60
Mao dau Destination Options
Next Header: 252
Header Ext. Length: O
Option: PadN
Mao dau ICMPv6
Type: 128
Code: 0
Tha tuc do 1. TN1 phat Goi tin A Echo Request dé&n NUT. Dia chi ngudn cta géi tin dwoc thiét
lap 1a dia chi global clia TN1. Bia chi dich cia cta goi tin dwoc thiét 1ap 1a dia chi
global ctia NUT.
2. Quan sat cac goi tin NUT phat di.
Buwée 2: NUT phai loai bo ban tin ICMPv6 Echo Request tiy TN1. Vi thé, no phai khang
gtri ban tin Echo Reply. NUT sé& gvi mot ban tin Parameter Problem dén TN1 vai gia tri
trwong Code bang 1 (xuét hién loai Next Header chwa duoc quy dinh).
z . - Trwong Pointer sé 14 0x28 (d9 léch truéng Next Header).
Ket qua ) , : : o Tt " iar .
o e P - Dia chi nguon cua goi tin phai giong dia chi dich global trong ban tin Echo
g muon A4
Request cua TN1.
- Dia chi dich sé gidng dia chi ngudn global trong ban tin Echo Request clia TN1.
- Ban tin Echo Request trong ban tin bao 16i co kich thudc phai khéng vuwot qua
MTU IPv6 nhd nhat.
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Bai 6.8 Gia tri trwong Type cua ban tin thong tin khdng xac dinh

Muc dich bai| Kiém tra mét nat x(r Iy dang khi nhan dwoc ban tin ICMPV6 véi gia tri tredng Type cla
do ban tin thdng tin Ia khéng xac dinh (Unknown Informational Message Type).
Tham chiéu | - TCVN 9802-7:2020 - Diéu 5.4

Yéu ciu tai

- B tao ban tin
- Giam sat dé bat ban tin

nguyén
Thiét 1ap do | Tham chiéu Thiét 1ap tht tuc do chung theo diéu 5.2. Thwe hién Thiét lap thi tuc do
chung khi bat dau méi phan do. Thue hién thi tuc Xéa cau hinh do chung sau mdi phan.
Thu tuc do 1. TN1 phat mét ban tin théng tin ICMPV6 véi gia tri trwdng Type bang 254 dén
NUT.
2. Quan sat cac goi tin NUT phat di.
Két qua| Bwée 2: NUT phai loai bd ban tin théng tin ICMP6 ti» TN1.
mong mudn
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Bai 6.9 Diéu kién 15i déi v&i ban tin bao 16i ICMPV6 (chi thye hién v&i router)

Muyc dich bai{ Kiém tra mot router xtr Iy dung viéc nhan va xt Iy ban tin bao 16i ICMPv6 dan ra mt 16i.
do
Tham chiéu - TCVN 9802-7:2020 - Biéu 5.4

Yéu cau tai

- Bdtaobantin
- Giam sat dé bat ban tin

nguyén

Thiét 1ap do | Tham chiéu Thiét Iap thi tuc do chung theo diéu 5.2. Thue hién Thiét lap thu tuc do
chung khi bat dau mbi phan do. Thye hién tha tuc Xéa cdu hinh do chung sau mdi
phan.

Tha tuc do Phan A: Nhin ban tin bao 13i Destination Unreachable ¢6 gia tri Code bing 0 véi

dia chi khang thé két néi

1. TN1 phét ban tin bdo 16i Destination Unreachable cho truéng hop “khéng co
tuyén dén dich” dén RUT véi dia chi dich thiét 1ap 1a dia chi khong tén tai On-
link.

2. Quan sat cac goi tin RUT phat di.

Phan B: Nhan ban tin bao 15i Destination Unreachable cé gia tri Code bing 3 véi
gia trj trwdng Hop Limit bing 0

3. Kich hoat giao dién két ndi dén Link A (dén TN2) clia RUT.

4. TN1 phat ban tin bao 16i Destination Unreachable cho trizomg hop “khong thé két
ndi dia chi” dén RUT véi trwdrng Hop Limit thiét lap bang 0 frong mao dau IPv6
va vai dia chi dich duoc thiét 1ap 1 dia chi Off-link.

5. Quan sat cac goi tin RUT phat di.

Phan C: Nhan ban tin bao 16i Time Exceeded c6 gia tri Code bing 0 véi Khéng cé
tuyén dén dich

6. Kich hoat giao dién két ndi dén Link A (dén TN2) ctia RUT. Xéa tuyén mac dinh
trén RUT.

7. TN1 phat mét ban tin bao 16i Time Exceeded dbi voi trudng hop “gia tri Hop
Limit bi virot qua khi truyén™ dén RUT véi dia chi dich duoc thiét 1ap 1a dia chi
khéng ton tai Off-link.

8. Quan sat cac goi tin RUT phat di.

Phan D: Nhan ban tin bao 16i Time Exceeded cé gia trj Code bang 1 véi Khong cé
tuyén dén dich

9. Kich hoat giao dién két néi dén Link A (dén TN2) ctia RUT. Xoa tuyén mac dinh
trén RUT.

10. TN1 phat mét ban tin bao 16i Time Exceeded ddi voi truong hop “thoi gian 1ap
ghép cac phan manh bj virot qua™ dén RUT véi dia chi dich dwoc thiét lap 1a dia
chi khéng tén tai Off-link.

11. Quan sat cac goi tin RUT phat di.

Phan E: Nhan ban tin Packet Too Big v&i dia chi khong thé két ndi

12. TN1 phat ban tin bao 16i Packet Too Big dén RUT véi dia chi dich thiét lap la dia
chi khéng tén tai On-link.

13. Quan sat cac goi tin RUT phat di.

25




TCVN 10906-5:2020

Phan F: Nhan ban tin bao 16i Parameter Problem vé&i gia tri trieéng Hop Limit bang
0

14, Kich hoat giao dién két ndi dén Link A (dén TN2) ciia RUT.

15. TN1 phat mat ban tin bao 16i Parameter Problem dén RUT véi gia tri trwérng Hop
Limit thiét 1ap bang O trong mao dau IPv6 va véi dia chi dich thiét 1ap 1a dia chi
off-link.

16. Quan sat cac géi tin RUT phat di.

Két qua
mong mudn

Phan A

Bwée 2: RUT phai khong guvi ban tin bao 16i Destination Unreachable véi gia tri truong
Code bﬁng 3 dén TN1 khi nhan dwoc ban tin Destination Unreachable vé&i gia tri treéng
Code bang 0 déi véi trwong hep khéng thé phan gidi dia chi dich.

Phan B

Bwéc 5: RUT phai khong gl ban tin Time Exceeded véi gia tri trvng Code bang 0
dén TN1 khi né nhan dwgc ban tin Destination Unreachable v&i gia trj trwéng Code
béng 3.

Phan C

Bwéc 8: RUT phai khdng giri ban tin bao 16i Destination Unreachable v&i gia tri treéng
Code bdng 0 dén TN1 khi né nhan dugc ban tin Time Exceeded voi gia tri tredng Code
bang 0 quy dinh khang thé dinh tuyén.

Phan D

Bwéc 11: RUT phai khéng gtvi ban tin bao 16i Destination Unreachable voi gia tri
trwong Code bang 0 dén TN1 khi né nhan duwoc ban tin Time Exceeded véi gia tri
trwéng Code bang 1 quy dinh khdng thé dinh tuyén.

Phan E

Bwéc 13: RUT phai khéng glvi ban tin bao 16i Destination Unreachable v&i gia tri
treong Code bang 3 dén TN1 khi né nhan dugc ban tin Packet Too Big ddi véi trvdng
hop khdng thé phan dai dia chi dich.

Phéan F

Bwéc 16: RUT phai khdng giri ban tin bao 16i Time Exceeded véi gia tri trwong Code
béng 0 dén TN1 khi né nhan dwoc ban tin Parameter Problem c6 trwdng Hop Limit ¢6
gia tri bang 0.
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Bai 6.10 Diéu kién 15i v&i dich multicast

Muc dich bai| Kiém tra mot nit xt ly ding viéc nhan mat géi tin co 16i véi dia chi dich multicast.
do
Tham chiéu - TCVN 9802-7:2020 — Diéu 5.4
Yéu cau tai| - Botaobantin
nguyén - Giam sat dé bat ban tin
Thiét 1ap do | Tham chiéu Thiét Iap thi tuc do chung theo diéu 5.2. Thuc hién Thiét lap tha tuc do
chung khi bdt dau mdéi phan do. Thuc hién thi tyc Xoéa cau hinh do chung sau méi
phén.
Thi tuc do Phian A: Cong UDP khong thé két nbi dén
1. TN1 phat mét géi tin UDP trén Link B c6 dia chi dich thiét lap la dia chi multicast
Link-local t4t ca cac nat. Céng dich dugc thiét 1ap bing 9000. (dam bao rang
NUT khéng lang nghe trén cdng 9000).
2. Quan sat cac goi tin NUT phat di.
Phan B: Thei gian lap ghép ban tin Echo Request hét théi han
3. TN1 phat mét phan manh ICMPv6 Echo Request dén dia chi multicast Link-local
tit ca cac nut. Do léch phan manh bing 0 (phan manh dau tién) va c& More
Fragments duoc thiét 1ap.
4. Quan sat cac goi tin NUT phat di.
Phan A
Bwéc 2: NUT phai khéng giri ban tin bao 16i Destination Unreachable dén TN1 khi nhan
Két qua| géi tin UDP déi voi cdng khong thé két ndi dén.
mong mudn | Phin B
Bwoc 4: NUT phai khong glri ban tin bao 16i Time Exceeded dén TN1 sau 60 giay khi
nhan phan manh dau tién ciia mgt ban tin ICMPv6 Echo Request.
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Bai 6.11 Diéu kién 16i voi dia chi ngudn khéng duy nhat - dia chi khéng xac dinh

Muc dich bai| Kiém tra mét nit x& Iy dung viéc nhan mot diéu kién 16i gay ra boi goi tin co dia chi

do nguén khéng phai nhan dién duy nhat mat nat don.

Tham chiéu | - TCVN 9802-7:2020 ~ Diéu 5.4

Yéu cdu tai| - Botaobantin

nguyén - Giam sat dé bat ban tin

Thiét 1ap do | Tham chiéu Thiét 1ap th tuc do chung theo diéu 5.2. Thuc hién Thiét 1ap th tyc do
chung khi bat dau méi phan do. Thue hién thi tuc Xéa cau hinh do chung sau mdi phan.

Thituc do | Phdn A: Cdng UDP khéng thé két n6i dén (router va host)

1. TN1 phat mot géi tin UDP dén dia chi global ctia NUT véi dia chi nguén thiét 1ap
la dia chi khéng xac dinh (::). Cong dich dwoc thiét 1ap bang 9000. (Dam bao
rang NUT khéng 1&ng nghe trén cdng 9000).

2. Quan sat cac gai tin NUT phat di.

Phan B: Ban tin Echo Request qua I&n (chi thwe hién v&i router)

3. Céu hinh RUT v&i MTU lién két bang MTU lién két IPv6 nhé nhat (1280 octet)
trén giao dién két ndi dén Link A (dén TN2) clia RUT.

4. Kich hoat giao dién dén Link A (dén TN2) clia RUT.

5. Cau hinh tat ca cac giao dién khac trén RUT bang MTU lién két mac dinh phu
hop voi loai dwdng truyén. MTU lién két dbi véi giao dién két ndi dén Link A cla
RUT sé nho hon MTU lién két ctia giao dién két néi dén Link B ctia RUT.

6. TN1 phat mét ban tin ICMPv6 Echo Request véi kich thuwéc ban tin téng béng
1500 octet dén TN2 véi chang dau tién qua RUT. Bija chi ngudn dwec thiét lap 14
dia chi khong xac dinh (::).

7. Quan sat cac goi tin RUT phat di.

Phan C: Th&i gian lap ghép ban tin Echo Request hét théi han (router va host)

8. TN1 phat mét phan manh ICMPv6 Echo Request dén NUT. D6 léch phan manh
bang 0 (phan manh dau tién) va co More Fragments dwoc thiét lap. Bia chi
ngudn dugc thiét lap Ia dia chi khéng xac dinh (::).

9. Quan sat cac goi tin NUT phat di,

Phan D: Ban tin Echo Request véi tiy chon khdng xac dinh trong Destination
Options (router va host)

10. TN1 phat mét ban tin ICMPv6 Echo Request dén NUT. Bia chi nguén dwoc thiét
lap la dia chi khéng xac dinh (). Ban tin ICMPv6 nay gbm mdt mao dau
Destination Options v&i loai tuy chon chwa dwec quy dinh la 135 (Cac bit vi tri
cao nhéat dwoc thiét [4p 1a 10,).

11. Quan sat cac go6i tin NUT phat di.

Phan A
Bwéc 2: NUT phai khdng givi ban tin bao 16i Destination Unreachable dén TN1 khi nhan
Két qua| duoc goi tin UDP déi véi cdng khong thé két ndi dén.
mong muén | Phin B
Buwéc 7: RUT phai khéng gli ban tin bao 16i Packet Too Big dén TN1 khi nhan ban tin
ICMPv6 Echo Request kich thwéc qué Ién dé givi trén giao dién dau ra.
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Phan C

Bwdéc 9: NUT phai khong glvi ban tin bao 16i Time Exceeded dén TN1 sau 60 gidy khi
NUT nhan dwec phan manh dau tién cia mét ban tin ICMPv6 Echo Request.

Phan D

Bwoc 11: NUT phai khdng giri ban tin bao 16i Parameter Problem khi NUT nhan ban tin
ICMPv6 Echo Request v&i mét tuy chon khéng xac dinh c6 cac bit cao nhat 1a 10,.
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Bai 6.12 Diéu kién 16i véi dia chi ngudn khéng duy nhat — dia chi multicast

Muc dich bai| Kiém tra mét nat x{r Iy ding viéc nhan mét diéu kién 18i gay ra bdi goi tin ¢ dia chi

do ngudn khdng phai nhan dién duy nhat mét nat don.

Tham chiéu | - TCVN 9802-7:2020 — Diéu 5.4

Yéu cdu tai| - Botaobantin

nguyén - Giam sat de bat ban tin

Thiét Iap do | Tham chiéu Thiét tap thd tuc do chung theo diéu 5.2. Thyc hién Thiét 1ap thi tuc do
chung khi bat ddu méi phan do. Thue hién thi tuc Xéa cau hinh do chung sau méi phan.

Thi tuc do | Phan A: Cdng UDP khéng thé két ndi dén (router va host)

1. TN1 phat mét goi tin UDP dén dia chi global clia NUT véi dia chi ngudn thiét lap
la dia chi multicast nat thdm dé. Cdng dich dwec thiét 1ap bing 9000. (Pam bao
rang NUT khéng lang nghe trén cdng 9000).

2. Quan sat cac goi tin NUT phat di.

Phan B: Ban tin Echo Request qua I&n (chi thiwe hién véi router)

3. Céu hinh RUT vo&i MTU lién két bang MTU lién két IPv6 nhd nhat (1280 octet)
trén giao dién két nbi dén Link A (dén TN2) clia RUT.

4. Kich hoat giao dién dén Link A (@én TN2) cta RUT.

5. CAu hinh tat cd cac giao dién khac trén RUT bing MTU lién két mac dinh pho
hop voi loai dwong truydn. MTU lién két dbi voi giao dién két ndi dén Link A cla
RUT sé& nhd hon MTU lién két cha giao dién két ndi dén Link B ctia RUT.

6. TN1 phat mot ban tin ICMPv6 Echo Request voi kich thuwéc ban tin téng bang
1500 octet d&n TN2 véi chang dau tién qua RUT. Dia chi ngudn duoc thiét 1ap la
dia chi multicast nat tham do.

7. Quan sat cac goi tin RUT phat di.

Phan C: Thei gian 1ap ghép ban tin Echo Request hét théi han (router va host)

8. TN1 phat mot phan manh ICMPv6 Echo Request dén NUT. D& léch phan manh
bang 0 (phan manh dau tién) va co More Fragments dwoc thiét lap. Bia chi
nguodn duoc thiét 1ap la dia chi multicast nat tham do.

9. Quan sat cac goéi tin NUT phat di.

Phan D: Ban tin Echo Request véi tly chon khdng xac dinh trong Destination
Options (router va host)

10. TN1 phat mét ban tin ICMPv6 Echo Request dén NUT. Dia chi ngudn duoc thiét
lap 1a dia chi multicast nut tham do. Ban tin ICMPv6 nay gém moét mao dau
Destination Options v&i loai tuy chon chwa dwgc quy dinh la 135 (Cac bit vj tri
cao nhét dwoc thiét 1ap 1a 10,).

11. Quan sat cac gbi tin NUT phat di.

Phan A
Bwérc 2: NUT phai khéng gtri ban tin bao 16i Destination Unreachable dén TN1 khi nhan
Két qua| duoc goi tin UDP dbi véi cong khong thé két ndi dén.
mong mudn | Phin B
Buwéc 7: RUT phai khéng gl ban tin bao 18i Packet Too Big dén TN1 khi nhan ban tin
ICMPv6 Eche Request kich thwéc qua Ién dé gui trén giao dién dau ra.
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Phan C

Bwoc 9: NUT phai khéng glvi ban tin bao 16i Time Exceeded dén TN1 sau 60 giay khi
NUT nhan dwgc phan manh dau tién cia mét ban tin ICMPv6E Echo Request.

Phin D

Buwdc 11: NUT phai khéng glri ban tin bao 16i Parameter Problem khi NUT nhan ban tin
ICMPv6 Echo Request véi mét ty chon khéng xac dinh cé cac bit cao nhét Ia 10,
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Bai 6.13 Diéu kién 16i v&i dia chi ngudn khéng duy nhit — dia chi anycast (chi thwe hién véi router)

Muc dich bai| Kiém tra mdt nut x(r Iy ding viéc nhan mét didu kién 16i gay ra bdi goi tin ¢ dia chi
do ngudn khong phai nhan dién duy nhat mot nat don.
Tham chiéu - TCVN 9802-7:2020 - Diéu 5.4
- TCVN 9802-2:2015 - Piéu 5.2,5.2.5.6,5.2.6,5.2.6.1 (")
Yéu cau tai| - B6tao bantin
nguyén Giam sat dé bat ban tin
Thiét 1ap do | Tham chiéu Thiét Iap thd tuc do chung theo diéu 5.2. Thuc hién Thiét lap thd tuc do
chung khi bat dau méi phan do. Thirc hién thl tuc Xéa cau hinh do chung sau m&i phén.
Tha tuc do | Phan A: Cong UDP khéng thé két ndi dén
1. TN1 phat mdt géi tin UDP dén dia chi global clia NUT véi dia chi ngudn thiét 1ap
4 dia chi anycast Subnet-Router clia TR1. Cong dich dwoc thiét [ap bang 9000.
(Bam bao rang NUT khéng lang nghe trén cdng 9000).
2. Quan sat cac goi tin NUT phat di,
Phan B: Ban tin Echo Request qua Ién
3. CAu hinh RUT véi MTU lién két bing MTU lién két IPv6 nhd nhat (1280 octet)
trén giao dién két ndi dén Link A (dén TN2) cha RUT (Xem Luu y dwéi trong
phin Cac van dé c6 thé xay ra).
4. Kich hoat giao dién dén Link A (dén TN2) cta RUT.
5. Cau hinh tat ca cac giao dién khac trén RUT bang MTU lién két mac dinh phu
hop véi loai dwéng truyén. MTU lién két d6i voi giao dién két ndi dén Link A cia
RUT s& nhd hon MTU lién két cla giao dién két ndi dén Link B ctia RUT,
6. TN1 phat mét ban tin ICMPv6 Echo Request v&i kich thwéc ban tin téng bang
1500 octet dén TN2 véi chang dau tién qua RUT. Pia chi nguén duoc thiét lap 1a
dia chi anycast Subnet-Router ctia TR1. (Vi RUT ¢6 médt dia chi dwoc cdu hinh
voi tién t6 cia TR1 nén dia chi Anycast Subnet-Router ctia TR1 ciing la cua
RUT)
7. Quan sat cac goi tin RUT phat di.
Phan C: Thei gian lap ghép ban tin Echo Request hét thei han
8. TN1 phat mot phan manh ICMPv6 Echo Request dén NUT. D6 léch phan manh
bang 0 (phan manh dau tién) va c& More Fragments dwoc thiét 1ap. Bia chi
ngudn dwgc thiét 1ap 1a dia chi Anycast Subnet-Router clia TR1.
9. Quan sat cac géi tin NUT phat di.
Phin D: Ban tin Echo Request v&i tuy chon khéng xac dinh trong Destination
Options
10. TN1 phat mot ban tin ICMPv6 Echo Request dén NUT. Dia chi ngudn dwoc thiét
l&p 1a dia chi Anycast Subnet-Router clia TR1. Ban tin ICMPv6 nay gém mot
méao dau Destination Options véi loai ty chon chwa dwoc quy dinh 1a 135 (Cac
bit vi tri cao nhéat dworc thiét 1ap la 10,).
11. Quan sat cac goi tin NUT phat di.
Két qua| Phan A
mong muén | Buwéce 2: NUT phai khéng gli ban tin bao 16i Destination Unreachable dén TN1 khi nhan
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dwoc géi tin UDP ddi voi cdng khong thé két ndi dén.

Phan B

Bwéc 7: RUT phai khdng glvi ban tin bao 16i Packet Too Big dén TN1 khi nhén ban tin
ICMPv8 Echo Request kich thwédrc qua Ién dé guvi trén giao dién dau ra.

Phan C

Buwéc 9: NUT phéi khong giri ban tin bao 16i Time Exceeded dén TN1 sau 60 giay khi
NUT nhan dwoc phan manh dau tién cia mot ban tin ICMPv6 Echo Request.

Phan D

Bwdrc 11: NUT phai khéng glvi ban tin bao 16i Parameter Problem khi NUT nhan ban tin
ICMPv6 Echo Request véi mét tuy chon khong xac dinh cé cac bit cao nhat la 10,.
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Thw muc tai lieu tham khao

1] Chwong trinh IPv6 Ready Logo, "Phase-1 fPhase-2 Test Specification Core Protocols - Technical
Document - Revision 4.0.7" (K:'é:m tra ddc (a ky thuat cac giao thire 16i giai doan 1/giai doan 2 - Tai
liéu ky thuat).

[2)  TCVN 9802-2:2015, “Giao thirc Internet phién ban 6 (IPv6) — Phan 2: Kién tric dia chi IPv6".

[3] TCVN 9802-4:2015, “Giao thirc Internet phién ban 6 (IPv6) — Phan 4: Giao thirc phat hién MTU clia

tuyén”.
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