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" TCVN 12854-2 : 2020
L&i ndi dau

TCVN 12854-2 : 2020 hoan toan twong dwong véi ISO/IEC 29192-
2:2012.

TCVN 12854-2 : 2020 do Cuc Quan ly mat ma dan sw va Kiém dinh
san phdm mat m3 bién soan, Ban Co yéu Chinh phli d& nghj, Téng
cuc Tiéu chun Do Iwéng Chét lvong thadm dinh, B& Khoa hoc va
Céng nghé cong bd.

Bb tiéu chuin TCVN 12854 (ISONIEC 29192) Cong nghé théng tin —
Céc ky thuét an toan — Mat méa hang nhe gdm céc tiéu chuan sau:

- TCVN 12854-1 : 2020 (ISO/IEC 29192-1:2012) Phan 1: Téng quan
- TCVN 12854-2 : 2020 (ISO/IEC 29192-2:2012) Phan 2: M4 khdi
- TCVN 12854-3 : 2020 (ISO/IEC 29192-3:2012) Phan 3: M4 dong

- TCVN 12854-4 : 2020 (ISO/IEC 28192-4:2013) Phan 4: Céc co ché
st dung ky thuat phi déi x(rng.
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TIEU CHUAN QUOC GIA TCVN 12854-2 : 2020

Cong ngh¢ thong tin - Cac ky thuat an toan -~ Mat ma hang nhe -
Phan 2: Ma khoi

Information technology — Security techniques — Lightweight cryptography — Part 2: Block ciphers

1 Pham vi ap dung

Tiéu chuén nay quy dinh ba ma khéi phii hop véi cac yéu cdu cai dat ng dung mat ma hang nhe:

- PRESENT: Mét ma khéi hang nhe véi kich thwéc khdi 12 64 bit va kich thude khda la 80 hodc 128 bit.
- CLEFIA: Ma khéi hang nhe vé&i kich thwée khdi [& 128 bit, Kich thirde khda 14 128, 192, hodc 256 bit.
- LEA:Ma khéi hang nhe véi kich thwéc khéi 1a 128 bit va kich thuéc khoa Ia 128, 192 hoac 256 bit.

2 Tai liéu vién dan

Tiéu chuan nay khang cé tai liéu vién dan.

3 Thuat ngir va dinh nghia

Tiéu chuan nay ap dung céc thuét ngi¥ va dinh nghia sau day.

3.1

Khdi (block)

Xau bit cé d6 dai xac dinh

[TCVN 11367-1 (ISOAIEC 18033-1)]

3.2

Ma Khéi (block cipher)

Hé mat déi xirng v&i tinh chét la thuét todn ma hoa thao tac trén mét khéi clia ban rd, nghfa 1a xau bit cé
d6 dai xac dinh, két qua cho ra la mét khéi clia ban ma.

[TCVN 11367-1 (ISO/NEC 18033-1)]

3.3

Ban ma (ciphertext)

Di¥ liéu dwoc bién ddi dé che gidu ndi dung théng tin trong do.

[TCVN 11817-1 (ISO/IEC 9798-1)]

3.4

Khéa (key)

D3y cac ki tw didu khién s van hanh clia mot bién doi mat ma (vi dy, ma hoa va gidi ma).
CHU THICH L&y tir TCVN 7817-1.

3.5
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M3 khéi n-bit (n-bit block cipher)

Ma khéi véi tinh chéat 1a cac khdi clia ban rd va ban ma déu ¢ dd dai n bit.
[TCVN 12213 (ISO/IEC 10116)]
3.6

Ban ro (plaintext)

Théng tin chwa dwee méa hoa. =
CHU THICH L&y tir TCVN 11485-1(ISONIEC 9797-1).
St

Khoa vong (round key)

Day cac ki tw nhan duwoc tlr khda st dung lwoc db khéa, va dwgc st dung dé diéu khién viéc bién déi -
théng tin trén méi vong cla ma khdi.

4 Cac ky tw
Ox Tién té cho xau nhj phan trong ky hiéu hé thap luc phan
I Phép ghép ndi cac xau bit
aeb Cap nht gia trj cia a bang gié tri ¢clia b

& Phép toan cong XOR theo tirng bit

5 Ma khdi hang nhe véi kich thwéc khébi 64 bit
5.1 Téng quan
Diéu nay dic ta mét ma khéi hang nhe 64 bit 1a PRESENT trong 5.2.

Phu luc A xac dinh cac dinh danh @i twong st dung 1am dinh danh thuat toan duoc dac ta trong Piéu
5. Phu lyc B cung cép cac vi du b clia cac ma khdi dwoc md ta trong tiéu chudn nay. Phu luc C téng
hop céc déc tinh hang nhe cla cac ma khéi dwgc ma ta trong tiéu chudn nay. Phy luc D dwa ra mdt gidi
han s lwgng cac hoat dong clia ma khdi s& dung mét khéa don.

5.2 PRESENT
5.5.2 Thuat toan PRESENT

Thuét toan PRESENT [10] 1a mét ma khéi i xirng x(r Iy cac khéi di liéu 64 bit, sl dung khéa c6 d6 dai
80 hodc 128 bit. Ma khdi dwgc goi la PRESENT-80 hodc PRESENT-128 khi st dung khéa 80 bit hodc
128 bit twong ting.

5.2.2 Ky hiéu cy thé cho PRESENT
Ki=kiy..kl  khodavong 64 bit dugc sl dyng trong vong i
K} bit th( b cGa khda vong K;
K =ksg...kyg  thanh ghi khoa 80 bit
ky bit thi b cda thanh ghi khéa K
STATE trang thai bén trong 64 bit

b; bit thir i cia STATE hién tai

in
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" tir 4 bit v&i 0 < i < 15

5.2.3 Ma hoa PRESENT

M3 khéi PRESENT gdm 31 vdng, tirc 1a 31 1an &p dung clia mot day cac bién doi don gian. Mot mo ta &
dang gia ma clia thuat toan ma hda day dl dwoc dwa ra trong Hinh 1, véi STATE ky hiéu trang thai bén
trong. Céc bién ddi cy thé clia thuat toan dwoc xac dinh trong 5.2.5. Mi vong clia thuat toan st dung
mot khda vong khac nhau K; (1 < i € 31), nhan dwoc nhu mo ta trong 5.2.6. Hai vong lién tiép cla thuat
todn dwgc chi rd dé minh hoa trong Hinh 2.

; séh & ; ’[ Thanh shi khés|
generateRoundKeys() & A
o . ' L
fori=1to 31 do { sBoxlayer | -
H pLayer
addRoundKey(STATE, K;) / .
sBoxLayer(STATE) ; %
pLayer(STATE) L. S o [ cipmm ‘
end for | | Pu,-,m e
au |
addRoundKey(STATE, K3) 'l
¢ Banma J

Hinh 1 - Thi tyuc m& héa ctia PRESENT
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Hinh 2 — Hai vong cia PRESENT

5.2.4 Giai ma PRESENT
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Thuat toan gidi ma PRESENT day du dwgc dwa ra trong Hinh 3. Cac bién ddi cu thé clia thuat toan dwoc
xac dinh trong 5.2.5. Méi vong cla thuat toan st dung mét khda véng K; (1 < i < 31) khac nhau, nhén

dwoc nhw trong 5.2.6.
I Bin ré [ I Thanh ghi khéal
generateRoundKeys() Be Kz l
add ROul"ld KE}’ (S TATE;K:}Q) invplLayer Cap nhit
fori = 31downto 1 do invsBoxLayer bl
. . ! i
invpLayer(STATE) : :
invsBoxLayer(STATE) ; i
invpLaycer Cap nhat
invsBoxLaye nguec
addRoundKey(STATE,K;) — . |
end for o

Hinh 3 - Thi tuc gidi ma cia PRESENT
5.2.5 Cac bién déi cia PRESENT
5.2.56.2 addRoundKey

Cho trwdc khda vong K; = ki .. kb v&i 1 < i < 32 va STATE hién tai bg; ... by, addRoundKey gém cac
phép toan b; « b;®k},véi 0 < j < 63,
5.2.5.2 sBoxLayer

Téng phi tuyén sBoxLayer clia qua trinh ma héa clia PRESENT s& dung mét S-hép‘S 4 bit sang 4 bit,
né dwgc &p dung 16 1an song song trong mdi véng. S-hdp bién ddi dau vao x thanh dau ra S(x) nhw mo
ta theo hé thap luc phan duwoc chira trong Bang 1.

Bang 1 — S-hdp PRESENT

X |0 1 2 3 g 5 6 7 B 9 A B C b

L=
']

Sx) | s 6 ) 9 0 a D 3 E F 8 4 7 1 2

Doi voi sBoxLayer STATE hién tai bg; ... by dwoc xem nhur 16 tr 4 bit wys .. wo VO Wy = bauges || byaiea I
baus1 I bay (0 < i < 15) va 4 bit dau ra S(w;) tao ra cac gia tri cap nhat trang thai la phép ghép S(w;s) I
S(wyg) Il - 1| S(wp).

5.2.5.3 invsBoxLayer

S-hop st dung trong thi tuc gidi ma cta PRESENT I nghich ddo ctia S-hdp S 4 bit sang 4 bit ma duoc
mé ta trong 5.2.5.2. S-hdp nghich dao bién §bi dau vao x thanh diu ra $~1(x) nhw dwoc md ta theo hé
thap luc phén trong Bang 2.

Bing 2 - S-hdp nghjch dao ctia PRESENT
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x ‘ 0 1 2 3 4 5 6 7 8 9 A B C D z 7

S''»{s & FfF 8 ¢ 1 2 D B 4 6 3 0 1 % A

5.2.5.4 pLayer

Hodn vi bit pLayer str dung trong thdi tuc ma héa clia PRESENT duoc cho trong Bang 3. Bit i clia STATE
dwgc chuyén dén vi tri bit P(i).

Bang 3 - Tang hoan vj pLayer ctia PRESENT

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

A 0 1 32 48 117 33 48 2 18 34 50 3 19 3B B

i 16 17 18 18 20 21 22 23 24 25 26 27 28 29 30 31

P(i) 4 20 36 52 5 21 37 &3 6 22 38 54 7 23 39 55

i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47

P(i) 8 24 40 56 8 25 41 57 10 26 42 58 11 27 43 59

i 48 49 50 51 52 53 654 55 55 57 68 59 60 61 62 63

P(i) 12 28 44 60 13 29 45 61 14 30 46 62 15 31 47 63

5.2.5.5 invplLayer

Tang hoan vi nghich dao invpLayer slr dung trong tha tuc giai ma clia PRESENT dugc cho trong Bang
4. Bit i clia STATE dwoc chuyén téi vi tri bit P~2(0).

Bang 4 - Tang hoan vi nghich dao invpLayer ciia PRESENT

i 4 1 2 3 4 S 6 7 8 9 10 11 12 13 14 15§

P 0 4 8 12 16 20 24 28 32 36 40 44 48 52 5 60

i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

) 1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61

i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47

Pi) 2 6 10 14 18 22 26 30 34 38 42 46 S50 54 658 62

i 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

P7(i) 3 7 11 15 18 23 27 31 35 39 43 47 51 55 59 63

5.2.6 Lwroc d6 khoa PRESENT
5.2.6.2 PRESENT-80 va PRESENT-128

PRESENT cé thé 14y khéa hoac 80 hodc 128 bit. Phién ban khoa 80 bit (PRESENT-80) dugc md ta trong
5.2.6.2 va phién ban khoa 128 bit (PRESENT-128) dwoc md ta trong 5.2.6.3.

5.2.6.2 Khoa 80 bit cho PRESENT-80
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Khoa cla nguéi dung cung cap duorc lwu tri trong thanh ghi khda K va dugc biéu dién 13 kyeksg ... ko. Tai
vong i, khéa vong 64 bit K, = k&, ... k) bao gbm 64 bit trai nhét ctia néi dung thanh ghi K hién tai. Do vay,
tai vong i ching ta co:

Ki = kéz ké = Kygksg ... K16
Sau khi trich khoa vong K, thanh ghi khoa K = kyoksg ... ky dw@c cap nhat nhu sau:

1) kooksg oo leo = kigkyz oo Kaokys
2)  kyokaghsokg < Slkqokrgkeakg)

3) k19k13k17k16k15 — kyskgky 7k ekys © round_counter

Dién giai bang I&i, thanh ghi khoa dugc quay vong 61 bit vj tri sang bén tréi, 4 bit trai nhat dugc duva qua
S-hop clia PRESENT, va gia tri round_counter i duoc codng XOR voi cac bit kygkygk, 7K,k bit cla K
trong d¢ bit ¢d trong sb thdp nhat clia round_counter n&m bén phai. Cac vong duwoc danhsbtlr1<i <
31 va round_counter = i. Hinh 4 |a minh hoa luge db khéa clia PRESENT-80.

79

72 64 48 40 32 24 1 8 0
NN N RN RN NN N RN NN NN NN NN RN A RN RN A NN

FII‘[IlIFllll|HIIH[IHIHHllHlIHIIIHIIIHIIH!HIHEHHHIHHTIH]II!II]I
64 56 40

Hinh 4 ~ Lwge dé khoa PRESENT-80
5.2.6.3 khéa 128 bit cho PRESENT-128

Twong tw nhu bién thé 80 bit, khéa do ngudi diing cung cap ban dau dwec i trir trong thanh ghi khéa
K va duoc bieu dién 13 kypyk,26 ... ko. Tai vong i, khéa vong 64 bit K; = ki, ... ki gdm 64 bit trai nhat cla
ndi dung hién tai cGia thanh ghi K. Do vay, tai vong i ta cé:

Ky = kg kg = kygrkigg - ke
Sau khi trich khéa vong K;, thanh ghi khéa K = kqz7kq¢ ... ko dwoc cip nhat nhw sau:

1) Kiarkizg we Koko «— koekgs .. Kogher
2) Kirskizekiaskiay — S[kxz:rkus-’fuskml
3) kiaskypakiakygg — S1k123k123k 121K 120]

4)  keoksskoakorker «— Keohoskoshssher ® round_counter

10
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Dién giai bang I&i, thanh ghi khoa dwoc quay vong 61 bit vi tri sang bén trai, 8 bit trai nhat dugc dua qua
S-hép cla ?RESENT, va gia tri round_counter i 1a dwgc cong XOR voi cac bit kggkgshgskeaks, cla K bit
c6 trong sb thap nhat clia round_counter ndm bén phai. Cac vong dwgc danh sé tir 1 <i < 31 va
round_counter = i. Hinh 5 & d& hoa mé td lwgc dd khéa PRESENT-128.

'H 13 8 [
IR TN RN N ER]

127 120 12 104 9% a8 50 72 L)
SRR T NN LT N SRV BN NN XY e

48 Y 1
NIRRT NN N NN AN

{ ! _ LU NIRRT T IR N 1 RERE 1 Niee
D - €75 S e K |

LR R R A A A AL R A A A R A A A R N R RN A LA L AN N A N NN e A R B AL B B LR N N L

171 n oI % B8 80 72 ot 56 a8 0 32 4 i PR

Hinh 5 — Lworc dé khoa PRESENT-128
6 Ma khdi hang nhe véi kich thwdc khéi 128 bit
6.1 Téng quan
Pidu nay dac ta hai ma khéi hang nhe 128 bit: CLEFIA tai 6.2 va LEA tai 6.3

Phy luc A xac dinh cac dinh danh di twong duge st dyung 1am dinh danh cac thuat toan dwec dac ta
trong Didu 6. Phu luc B cung c&p céc vi du sb clia cac ma khdi dwoc mé té trong tiéu chuén nay. Phy luc
C tdng hop cac dic tinh hang nhe cla cic ma khéi dwoc mé ta trong tiéu chudn nay. Phu luc D dwara
mét gidi han sb lvong cac hoat dang clia ma khéi siv dung mét khéa don.

6.2 CLEFIA
6.2.1 Thuét toan CLEFIA

Thuét toan CLEFIA [15] 1a mdt ma khéi dbi xcing, c6 thé xC Iy cac khéi di liéu 128 bit st dung mét khoa
mat ma co do dai 128, 192, 256 bit. S6 vong cho CLEFIA 1a 18, 22 va 26 v&i cc khoa co kich thudc 128
bit, 192 bit va 256 bit twong ng. Tdng sé khda vong phuy thudc vao dd dai khéa. Cac ham ma hoéa va
gidi ma clia CLEFIA yéu cau 36, 44 va 52 khoa vong cho cac khda 128 bit, 192 bit va 256 bit trong rng.

6.2.2 Cac ky hiéu riéng cho CLEFIA
ag) Xau bit ¢6 do dai b bit
{0,1}" Téap cac xau nhj phan cé do dain

Phép nhéan trén treong GF(2™)

&K i Phép dich vong sang trai i bit
"a Phép &y bl theo tirng bit cliia xau bit a
" n lan phép toan clia ham DoubleSwap £

6.2.3 Ma hoa CLEFIA

Qua trinh ma héa ctia CLEFIA da trén céu trdc Feistel tdng quat hda 4 nhanh r-vong GFN, . Cho P,C €
{0,1}'?8 2 ban rd va ban ma. Gho P, C; € {0,1}%2 (0 < [ < 4) [a cac phén dugc chia tlr cac bdn rd va ban
MaveiP =Py ll Py Il P, I P;va C =Cy ll Cy Il C; 1| C3. Cho WK, WKy, WK, WK; € {0,1}32 1a cac khoa lam

11
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trdng va RK; € {0,11* (0 < i < 2r) 1a cac khoa vong duoc cung cap bdi lvge @b khoda. Khi 66, ham ma
héa r-vong ENC, dwgc dinh nghla nhu sau:

ENC,:
1) LITITIT « Pl (P © WK || P ||(Py @ WK)
2) LT [{T:| Ty — GFN,{RKy, .., RKyt, To, Ty, T, T)

3) GIGIGIG « LI @ WK | T (T @ WKy)
6.2.4 Giai ma CLEFIA

Ham gidi ma DEC, duoc dinh nghia nhw sau:
BEC
1 LILILIT .'— Coll (G @ WKL) G} -(CJ @ WKy)
2) HININLIT < GF N,,,"E{RKD, o REonty Ton T1 T, 1)
3) PIPIPIP — Tl @ WK DT © WKy

Hinh 6 minh hoa cho ¢& ENC. va DEC,.

(LW}
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T P 1% 1y Co C C Oy

ar & 32 €2

:*# k
r".ﬂ 12 32

H{{ﬂ B Who| R, B~ WK, REar-a@~— Wis Hh’e;-_:eF*— W
] ]

D

Rlﬂﬂr—-l

fl’.f‘fg,-_ﬁ fff‘fg =0
| !
—{ 1] .:P

—{ 0] i i€
SN
|

Ry —g- « RRap_y: C Ry \ RN
RI\.’:'--:;
| 4
—IF +—[F
-_‘-q.;h_- __-__-‘-_/_/
-V'h_y___\"
!'U\g,-_g .H.l'{g,-._..l
|
-0 —[F-4
B 1k g
.'i:’l 32y :ﬂj 12
Co i 2
ENC, DEC,

Hinh 6 ~ Thi tuc ma héa va tha tuc giadi ma cia CLEFIA
6.2.5 Cac khéi co sé& cua CLEFIA
6.2.5.2 GFN,,

CAu triic co ban clia CLEFIA 13 cAu tric Feistel tdng quat. Céu tric nay dung duoc trong cé phan xt Iy
dir lidu va phan lwoc @b khoa.

CLEFIA sl dung 4 nhanh va mang Feistel tdng quat 8-nhanh. Mang Feistel tdng quét 4-nhanh duoc
dung trong phan x( Iy di lidu va luoc db khda voi khda 128 bit. Mang Feistel tdng quat 8-nhanh dugc
ap dung trong lvec dd khoa voi cac khda 192/256 bit. Chung ta ky hiéu mang Feistel tong quét d-nhanh
r-vong dung trong CLEFIA |a GFN, . GFNy4, st dung hai F-ham 32 bit khac nhau la Fy va F.

Véi d cép clia dau vao X; va daura Y, (0 < i < d) 32 bit va dr/2 khda vong 32 bit RK; (0 i < dr/2),
GFNyr (d = 4,8) va ham ngwoc GFN;} (d = 4) dugce xac dinh nhuw sau:

13
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GFNy,

1) WITTNTL « NlX X)X
2) Véii=0dénr1;
24) T, — T @ Fo(RKy, T)
Ty — Ti ® Fi(RKy+1, Ta)
22) BKIGIRITG « MR BT
3 KNkl ~ GILIL T
GF Ny
) LlNl-0 T —XlX0 -]
2) Véii=0dénr-1:
21) T} — T, ® F{RKy, To)
Iy T3 ® FURK., T)
Ts —Ts ® F(RKya2, I3)
Th —=Th @ F(RKy+3. To)
22) T\ Tl Tl I —~ T )| I DI %
3 BN Yl Yy = LGl T T

Ham nguoc GFN;} thu dugc bing cach ddi thik tw clia RK; va hudng cla phép dich vong tir tai 2.2) va
3) trong GFN, ..

GFNy,
N LITILIT — 5N 1X A
2) Voii=0dénr-1:
21) T, — T, ® Fy(RKsy.p.2 To)
T3 — T3 @ Fi(RKy,-p.1, T2)
22) TUNINITG « BITITIT
3) Nlrinyh < LIl GI T

6.2.5.2 Cac F-ham

Hai F-ham F, va F, st dung trong GFN, dwoc xac dinh nhw sau:

14
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Ful (RKaaw Xon) = yoa
1) V —RK D x
2) Cho V=45t Fi|l 2l #a ¥ € (003"
Vo — So(Va)
Vy w— S5i(¥))
Vi = So(¥3)
Ve S

3) Cho y=yullx llyellom bv € 10035

Yo Vo
v F
Moty 1q ]
¥a I_,fz
¥ ¥y

Fii (RK a2, x32) v Yoy

N Ve RKDx

2) Cho V=Wl Mill VoIl V3. Vi e (0145
Py o= Si(F)
Py v Su(Vy)
Fa o= Sy(F2)

Vy — Su(¥3)

3) Cho y=jullx 32l 3 € 10045

Yo Ve
L
— :\3’1
L 3
- .’
LY ¥y

S, Va S, 1a cac S-hop phi tuyén 8 bit, M, va M, 1a cac ma trén khuéch tan dwroc md t trong céc tiéu myc
& dudi. Trong mdi F-ham s dung hai S-hdp va mét ma tran, nhing cac S-hop duge st dung theo thir
tw khac nhau va cac ma tran khac nhau. Hinh 7 1a @ hoa mé ta cac F-ham.

ko &y k2 &3 - ko k1 ko ka

aJP & sj 8 sy sf s s
0 =4 So %~ yo zo <H-D Bil- v
“1—F 57 S1 \ yal’ r - D @i Yy
22 =0 @" ’ F ra Y S @— " 2
it ﬂ}r {}_ @_. .i!a ¥ I3 a’, % S B ,f_ 43

Fo 1
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Hinh 7 ~ Cac F-ham

6.2.5.3 Cac S-hop

CLEFIA st dung hai kiéu S-hp 8 bit khac nhau S, va S, ; S, dwa trén bon S-hdp 4 bit ngau nhién, va S,
dya trén ham nghich dao trén GF(2°).
Bang 5 va bang 6 chi ra cac gia trj dau ra clia S, va §; twong (ng. T4t ca céc gia tri trong Bang duoc
biéu dién & hé thap luc phan. V&i mét dau vao 8 bit clia S-hop, 4 bit cao biéu dién hang va 4 bit thap
biéu dién cét. Vi dy, néu mdt gia tri Oxab 1a dau vao, 0x7e 1a dau ra clia §; vi né cling ndm trén dudng
giao clia hang chi sé ‘a.’ va cft co chisé la '.b’

Bang 5 -5,

.0 .1 .2 .3 4 .5 .6 .7 .8 .9 .a .b .¢ .d .e .f
57 49 dl1 ec6 2f 33 74 fb 95 6d 82 ea Oe b0 a8 1le
28 40 4b 92 5¢ ee 85 bl c4 Q0a 76 3d 63 f9 17 af
bE al 19 65 £f7 Ta 32 20 06 ce e4 83 9d Sb 4c dB
42 5d 2e e8 d¢ 9b 0f 13 3¢ B9 67 c0 71 aa bé f£5
fd 8c 12 00 97 da 78 el cf 6b 39 43 55 2¢
30 98 cc dd eb 54 b3 Bf d4e 16 fa 22 a5 77 095 61
dé 2a 53 37 45 cl Bc ae ef 70 08 99 8b 1d £f2 b4
e? ¢7 Bf 4da 31 25 fe Tc di a2 bd 56 14 88 60 Ob
ed eZ 34 50 % dec 11 05 2b b7 a2 48 ff 66 ga 73
03 75 86 f1 Ea a7 40 ¢2 b9 2¢ db 1f S8 94 3e ed
fc 1b a0l 04 b8 8d e& 59 62 93 35 Te ca 21 df 47
Tf a6 69 c8 4d 87 3b 9c 01 e0 de 24 52
b 0c €8 le 80 b2 5a e7 ad d5 23 f4 46 3f 81 B
b 04 18 d9 96 £0 Sf 41 ac 27 ¢85 23 13z
aj 73 f6 2d 3B la 44 Se bS5 dZ ec cb %0
29 ¢3 4f ab 64 51 f8 10 d7 bec 02 74 8e

W oo - W A W N = O
7]
o
o
]

U oo
-
L
L]
L
(=3
n

O T
o 5+ o
YT )

Lad (1% (=]

o = .

m [=} e

w =1 k>
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W N - o

w B 9~ o U b

LA

w0 o 0

éc
bf
12

b
25
Ge
ct
55
Sa
Te
Ja
bb
18
a4
£7

da
74
eb
1
£5
5d
54
ea
04
37
Ba
ib
22
5L
75
ed

c3
a4
cd
c7
de
&b
15
ed
cd
06
bé
c2
47
ab
66
79

ed
Bf
b3
3f
20
3
62
78
1
24
71
2f
la
f1
bb
%6

fe
b7
92
22
cé
e8
]
33
39
64
a0
db
ds
1b
68
az

8d
9¢
e’
8e
a’
3e
35
58
7
Te
70
Sa
10
42
9f
fc

B4 ce
0d d7
30 52
0% b
82 ec
a5 56

4d 7Té
4ec 12
Bl ds&
50 02
6d b2

cc
be
0l
3]

36
07
21
c8
65
££
16
cl
18
08
Bec
17
00
44
3¢
03

b4
45
27
cs
51
69
d3
cl
14
85
23
2d
£
2%
L
el

38
af
3b
of
ct
Ba
28
48
a7
do

ilc

el
=17
8d
2e

ee
bl
=¥t
by
g8

Oc
ho
dz2
87
43
73

a4

g3
ca

8BS

fe
af

od

So: {0,138 = {0,1)%: x = y = S,(x) duoc sinh bdi sw két hop clia 4 S-hdp 4 bit $S,, SS;, S, va §S; theo
cach dwdi day. Gia tri cia mdi S-hép dwoc xac dinh trong Bang 7.

1) tg & SSo(xp), ty « SS1(x), VO x = xg | x1,%; € {0,1}*
Z)uﬂf—to@UXZ'tl,ulhOXZ 'tg@tl
3) Yo « SS2(ug), 1 « SS3(u1), V&I y = yo I y1, ¥ € {0,1}*

Phép nhan 0 x 2 - t, dwgc thue hién trong treong GF(2*) xac dinh bdi da thirc nguyén thiy z° +z + 1.
Hinh 8 dwa ra cach xay dyng ctia S;.

Bang7-55;(0<i<4)

Hinh 8 - S,

X 0 |1 (2 (3 [4 [5 |6 |7 |8 |9 |a |[b [¢c |ad |e |£
SSx)le |6 Jc fa |8 [7 {2 £ |[b J1 (&4 {0 |5 [9 |d |3
SSix) |16 |4 0 |d |2 |[b {a |3 |9 |c |e |£f |8 |7 5 |1
SSv){b |8 s |e (a (6 |4 lc [£ |7 12 |3 |1 |9 |4 |3
Sy la |2 6 |ada |3 4 {5 |e |0 |7 |8 |2 jbp £ |c |1Z

w0 -G -EEH -
21— B —-FS—— v
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b) S-hop S,

1:{0,1}® = {0,1)%:x » y = §,(x) dwoc xac dinh nhw sau:

1,2{ (S i f)=0
' g(0) if fx)=0

Ham nghich dao dwec thire hién trong trudng GF(2%) xac dinh boi da thire nguyén thly 28 + 2% + 23 +
2% +1(= 0x11d). f va g 1a cac phép bién dbi affine trén trwdng GF(2), ma duoc xac dinh nhu sau:

100 = 10,1 :x b p=Ax),

(%) (0001100 0 ’.ﬂ (0)
» 0101000 1fx 0
¥ 0000000 Iy 0
bl {00000 1 1 0ffx] ol
vy 011001 0 Lfx |
¥s 01 01 1 1 0 Offx R
s 0110000 0fx |
) 000000 1)) L0
g: {D,L::*}“ﬁ {001 x> y=20x),
; (W) (0000 1 01 0)x 0
35 b 0100000 1fx !
| ¥ 0101100 0fx !
Bl _ 00100000 gl |0
¥ 0011000 0fx 1
s 000000 1 Ofx 0
Yo 1 001000 0fx 0
) 010001 0 0)ly) 1)

Voix =xg llxg lxg g g Has g llxy vay =yo l yy By Iy lys s I ys Il y7, xiy; € {0,1). Céc
héng sé trong f va g cd thé dwoc biéu dién nhe Oxle va 0x69 twong Gng.

6.2.5.4 Cac ma tran khuéch tan

Cac matran M, va M, dwgc xac dinh nhw sau:

01 02 04 06) 0l 08 02 Oa
s 02 01 06 04 s 08 01 0a 02]

04 06 0l 02 02 0a 01 08

06 04 02 0l 0a 02 08 Ol

Céc phép nhan cha mdt ma tran va mdt véc to dwoc thye hién trén trudng GF(28) x4c dinh béi da thire
nguyén thly z® + z* + 2% + 22 + 1 (= 0x11d).

6.2.6 Lwgc d6 khéa CLEFIA
6.2.6.2 Cdu tric chung
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Lugc 6 khéa CLEFIA hé tro cac khoa 128, 192 va 256 bit va tao ra cac khoa tring WK, (0 < i < 4) va
cac khda vong RK;(0 < j < 2r) cho phan x@ ly dir ligu. Goi K 12 khoa va L 13 khoa trung gian. Lurge db
khéa bao gdm hai buéc sau:

1) Sinh L tir K.
2) M& réng K va L ( sinh WK; va RK;)

D& sinh L tlr K, Iwoc dd khoa cho khoa 128 bit st dung mét phép hoan vi 128 bit GFN, ;,, trong d6 hvoc
6 khoa cho cac khoa 192/256 bit st dung mét phép hoan vi 256 bit GFNg 1. '

6.2.6.2 Lwgc d6 khoa cho khoa 128 bit

Khoa trung gian 128 bit L dwoc sinh & bwdc 1 bang cach ap dung GFN4 12, trong 46 lAy 24 gia tri héng
s6 32 bit CONT'*® (0 < i < 24) 1am cac khoa vong va K = Ko Il Ky 1| K, | Ky 1am d&u vao. Tiép d6 K va L
duoc s dung dé sinh WK;(0 < i < 4) va RK;(0 < j < 36) tai budc 2 va 3. 36 gia tii hang sb 32 bit

CON*® (24 < i < 60) str dung & bwdc 3 dwoc xac dinh trong 6.2.6.6. Ham DoubleSwap I dwoc xac
dinh trong 6.2.6.5.

(Sinh L ttr K)

1) L + GFNy1o(CONE?, .., CONS*® K, ..., i)

M@ réng K va L,

2) WK | WKy | WKy || WK3 « K

3) V&i i =0 dén 8

I« L®(CONs g 1 CONGID, I CONGIRL, 1 CONGEDLs)
L «2(L)

Néuilé:T « T@®K

RKyi I RK a1 | RKgig2 | RKyig3 < T

Bang 8 chi ra méi quan hé gilra cac khda vong duec sinh va dir liéu co lién quan

Bang 8 - M& réng K va L (Khéa 128 bit)

WKy WK, WKx WK K

RKy RK, RKy RK; L @D (CONL™ || CONx"™ || CONsg'™™ || CONaA™™)
RKy RKy RKg RK; T (L) B K D (CON™ || CONx' || CON3'™™ || CON3, ™)
RKy RKy RKyy RK\\ L) @ (CONLH | CONR™ (| CONG™ || CONY!™)
RK32 RKy3 RK )3 RK s T HL) @ K @ (CON"™ || CON™ [} CON3t™ || CON3™™)
RKys RK13 RK ) RKg L) B (CONGS™ || CONY™ || CONG™ || CONY'™™)
RKy RKay RKan RK; LY D K D (CONIP| CONGS™ ) CONGI | CONG
RKx RK2s RKz4 RK ZHL) @ (CONGT™ Y CONG™™ || CONG™ || CONM™)
RKas RKsy RKyo RKy, TUL) @ K ® (CONG"™ || CONsi'™ || CONG'™Y || CONss"™)
RK 33 RKy; REsy RK T XL) B (CONsI™ || CONe™™ || CONV || CONS' ™

6.2.6.3 Lwoc dd khéa cho khéa 192 bit
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Hai gia tri 128 bit K, va Ky dwoc sinh tr khoa 192 bit K = Ko I Ky 1l Ky Il K3 1| Ky Il Ks VOi K; € {0, 1)%2.

Sau d6 hai gia tri L, va Ly 128 bit dugc sinh béng cach dp dung GFNg ;o ma lay CON*? (0 < i < 40)
lam cac khoa vong va K, Il Ky & trén Jam d&u vao 256 bit. Hinh 9 chi ra cAu tric clia GFNg 1.

K. Kg va L, Ly Gwoc st dung @& sinh WK,(0 < i < 4) va RK;(0 < j < 44) tai bwoc 4 va 5 dwdi day.
Trong phén sau, 44 gid tri hang sé 32 bit CON™®? (40 < i < 84) duwgc st dung.

Céc budc dwdi day chira lwgc dd khoa 192 bit/256 bit. Voi lwge dd khda 192 bit, gia tri cta k dwoc dét
la 192.

(Sinh Ly, Lg tir Ky, K v&i mét khoa k bit)

1) D&tk = 192 hodck = 256

2) Neu k=192: K, « Ko Il Ky Il K | K, Kg < Ky 1 Ks 7K, 117K,

hodc néu k=256 : K, & Ko Il Ky I Ky I K3, K « Ky I K5 | Ko 1| K5

2) Cho Ky, = Kpo I Kyg Il Kpa N1 K3, Kp = Ko || Ky | Kgp I} Kps

Lt Ly < GFNsx(CONe®, ... CONy®, K1o. ... K12, Ky, ... Ka)
(M& rong K, Ky va L, Lp voi khoa k-bit)

4) WK || P | PK ) PK — K © Ky

5)V&ii = 0dén 10 (néu k = 192), hodc 12 (néu k = 256) thuc hién:
Néu (i mod 4) = 0 ho3c 1

T o L; ® (CONig- 4| CONso-3i-1P |) CONYp = 351 || CONp= 1123™)

T L3 © (CONy -4 || CONjy 311 || CONig- 35427 || CONg - 35
Ly —I{L3)
néuild: T« T@®K,
RE || RE - || RE -0 || R — T

20



TCVN 12854-2 : 2020

](Lo K Ko jL—L;:; !{Rﬂ Il-ffj_ Ny Ny
82 12 :rzar‘ 12 12 K :::'1' :1'."}’
CONE? CON® CON CON?
| i ' 1
Fol~EB —Fi 6D Lo+

Lio Ly Lia Lia Lpo L Lpn L 3

Hinh 9 - C4u trlc ctia GFNg g

Bang 9 chi ra mdi quan hé gitba cac khoda vong duwgc tao va dir liéu cd lién quan

21
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Bang 9~ Mo rong K, Ky, L, Lp (khoa 192 bit)

WKy Ky WKy WKy K @ K
RKy RK\ RK: RK; L B (CONy"™ || CONG'™ || CONG"™ || CONG'™)
RK, RK. RK¢ RK, T (Ly) D Ky @ {CON...;“*'" 1 CO'N..S{NH I CON™ M CGN.;-:“':']

RKsx RKy RKw RKn Ly
RK: RK\y RK 4 RK s
REKys REys RKs RK o
RKsy RKyy RKsy RK

@ (CONL™ || CONG™ || CON'™™ || CON5, ™)
I (Ly) D Ki @ (CONG'™ || CONs"™ | CONs™ || CON&s'"*)
L) D (CON™ || CONg™™ || CONG"™ || CONi"™)
T L) @ Ky ® (CONGS | CONG, ™™ || CONG™ || CON,, ™)

RK2: RK2s RK 6 RK2y T Ly) @ (CONG™ || CON™™ || CON&'™ || CONG" ™
RK2s RKzo RK30 RKy I X Lg) B KD (CONg''™ || CONg!"™ || CONR''™ || CONY™)
RK32 RKy3 RK 3 RKys Ly D (CONR"™ || CONa" || CONYI™ || CONYL™)
REKy RKyz RK33 RKy L) ® Kp® (CONRL'™ || CONp ' || CONR'™ || CONyg™™)
RK.o RKa RK2 RK 4y L ALg) B (CONg™™ || CONy"™ || CONR"™ || CONR"'™)

6.2.6.4 Lvoc dd khoa cho khéa 256 bit
Lwoc dd khoa cho khéda 256 bit gan nhw giéng hét véi lwgce do khoa 192 bit, ngoai trir cac gid trj hang
s6, s6 RK; duoc yéu chu va khdi tao clia Kp.
V&i khoa 256 bit, gia tri clia K dat 1a 256, cac bude thie hign gidng nhw cac buwdc clia khoa 192 bit (xem
md ta trong 6.2.6.3). Sw khac biét 1a ching ta st dung CONEZSE'} (0 < i < 40) Iam cac khoa vong dé sinh
Ly, Ly va sau d6 sinh RK;(0 < j < 52), chdng ta s dung 52 gié tri hang s6 32 bit CON® (40 < i < 92).
Béng 10 chi ra méi quan hé gilra cac khda vong dugc sinh va méi dir liéu cé lién quan.

Bang 10 - Mo rong K, Kp, L, Ly (khoa 1256 bit)

WK, IPK, WK VK, X, @ K,
RKy RK, RK» RKx gy B (CON: | CONay 236) i CON9 i CO Ms‘m’)
RKy RKs RK, RKs (L L) @ Ka & (CONNQSGJ I| CON, sl“"—ﬁ] I Coi.*r‘éusm H co Nﬂ{:.‘ﬂ}

RKs RKs RRve RK1) i
RKys RK 3y RK 5 RK <
RK e K17 RRKon Ry
RKw RKxy RK>y RKx
RKs: RKas RK~w RK 9

® (CON™' || CONs'™™ || CON3e™ || CON'*
Z (L) D K1 B (CON™ || CONs™ || CONG® || CON3s™®)
T L) D (CON™ || CONG™ || CON™ || CON™)
THL) ® K D (CONG™ || CON:™ || CON?™ || CONG® )
I D (CON"® | CON™® || CON™ || CONG™®)

RKag RKso RK 3o RRy T L) B K ® (CONg™® || CON™® || CON%™* || CON7 %N

RKy» RK3y RKy RK 3 4L D (CON3 O || CONp,®O || CON S || CON™)

RK36 RKy RKss RK39 ZHL) @ Kp @ (CON || CON3™ || CONBF || CONp'™™)

RKi0 RKyy RK:2 RK 5 Z YLe) D (CON™® || CONG™* || CON™ || CONg™)

RKss RK 5 RKy RK &7 L) B K, @ (CON || CONGS || CONZ® || CONgy' ™)y -

RKsx RKs0 RKso RK 1 T %Ly @ (CON'™" || CONG™ || CONG™® || CONg'Z?)
6.2.6.5 Ham DoubleSwap

Ham DoubleSwap I : {0,1}*%8 - {0, 1}*28 duoc dinh nghia nhu sau:

[3S]
i~
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""‘1!}8] = Yum

Y = X]7-63] || X[121-127] || X{0-6] || X[64-120],

V6i X[a-b] ky hiéu mdt xau bit cat tiv bit thiy a toi bit thir b clia X. Bit 0 13 bit ¢6 trong sé 16n nhat.
Ham DoubleSwap dwgc minh hoa nhw Hinh 10.

128 bits
I I A
| 57 717 ] 57

Hinh 10 ~ Ham DoubleSwap £
6.2.6.6 Cac gia trj hang sé

Céc gia tri hdng s6 32 bit CON} dwec sl dung trong thuat toan Ivgc dé khoa. Ching ta can 60, 84, 92
gia tri hang sb cho khoa 128, 192, 256 bit twong tng. Cho Pugy= 0xb7el (=(e — 2)2%€) va Q )= 0x243£

(=(m — 3)21%) vdi e 1A co sb clia logarit ty nhién (2,71828....) va  (3,14159...). CON™®, véik = 128, 192,
256 duwgc sinh theo cach duwéi day. (Xem Bang 11 12 cac s6 1an 13p lai 109 va gid tri khéi tao 1V &),

1) TH « v
2)Véii = 0dén ™ — 1 thwe hién céc budc sau:
2.1) CONM — (I & P)|| (T <<< 1)

2.2) CONy-® — (T @ Q)| (1 << 8)

23) T\ P T® o 0xc002

Tai buéc 2.3, phép nhan dwoc thire hién trén twdng GF(218) xac dinh bdi da thirc nguyén thly 216 +
25 4+ 783 4+ 210 4 25 4 2% 4+ 1 (= 0x1a831). 0x0002! |4 hang sbé ky hiéu phép nhan nghich dao clia mot
phan t& trong trwdng hivu han z (=0x0002).

Bang 11 - S cac gia trj hing sé dwee yéu cau

k| #ofcon® M i

128 60 30 oxd28a (=(¥2-1)2")
192 84 42 ox7137 (=33 -1)-2'9
256 92 46 0xb5c0 (=(35-1)-2'%

(k)

Bang 12 - 14 chi ra cac gia trj clia T va Bang 15-17 chi ra céc gié tri cia CON(”
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Bang 12— 7"

i 0 1 2 3 4 5 6 7
U™ | 428a 2145 cdba  625d e536 729b ed35 a2b2
i 8 9 10 11 12 13 14 15
T4 15159  fcb4 7eS5a 3f2d cb8e 65¢7 ebfb  a765
i 16 17 18 19 20 21 22 23

TU® | @722 43d5 £5f2 2 7af% e%64 74b2 3259 934

i 24 25 26 27 28 29

77 [ 6492 324d  cd3e  669f o757 a7b3

Bang 13 — 7'

i 0 1 2 3 4 5 6 7
7% 17137 ec83 a25% 8534 42%a 214d cd4be  625f
] 8 9 10 11 12 13 14 15

T/ Ve537  a6B3 8759 97bd4  4bda  25ed chee 6377

i 16 17 18 19 20 21 22 23

T | eSa3  a6c9 877c  43be 21df cd4f7 b&63  8f29

i 24 25 26 27 28 29 30 31

/7 1 938c  4%c6é 24e3  ch69 b72c  5b8%6  2dch  c2fd

i 32 33 34 35 36 37 38 39

T | n566 5ab3  £941 aB8b8 545c 2al2e 1517 de93

i 40 41
;™' [ bbS1  8%h0
Bing 14 — 7,9
i 0 1 2 3 4 5 6 7

i | b5eD S5ael 2d70 16b8 Ob5c  05ae 02d7 d573

8 9 10 11 12 13 14 15

!
T [beai  8b4B  45a4 2242 1169 dcac  6e56  372b
i 16 17 18 19 20 21 22 23

T | cf8d  b3de 5%ef fBef aB6f B802f 940f Self

i 24 25 26 27 28 28 30 31

I | $bi7 2883 88d1 9870  4c38 26lc  130e 0987

i 32 33 34 35 36 37 38 39

77" [dodb  bc75  8a22 4511  £690 7pd8  3dad  led?

i 40 41 42 43 44 45

}.-!_:."_\M 0f49 dlae %9d6 34eb ceéd hiZe
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f

0

1

2

3

CONT™

f56b7aeb

994a8a42

96ad4bd75

2854521

4

5

6

>

!
CONS™™

735b768a

1f7abac4

d5be3b45

b99d5d62

8

9

10

11

!
CON™

52473592

3ef6ites

c57alac9

a95bob72

12

13

14

15

5ab42554

369555ed

1553balda

7972b2a2

{
CON'™
i

16

17

18

19

C-ofv_{l%)

ebbB5ded

82995951

4b550696

2774b4fc

i

20

21

22

23

cBbh(34b

a58as5ave

88cc81a5

eded2d3f

CONT™®
i

24

25

26

27

CO“!F{ 1284}

Tc6fhBe?

104eBech

d2263471

bel7c765

28

29

30

3

i
CON'™™

511a3208

3d3bfbeb

1084b134

Tce5E65a7

32

33

34

35

!
CON'™

304bflaa

SctaaalB?

£4347855

98154543

36

37

38

39

)
CON ,’" o

42131414

2e32f2f£5

¢d180a0d

2139f397a

40

41

42

43

5e852d36

32a464e9

c353168b

2f72b274

I
CONI'™®
:

44

45

46

47

CO.‘V-‘ 135y

8dbBBnéd

el%85%3a

Ted56496

12f434ch

48

49

50

51

d37n36ch

bf5a%ab4d

8%ac8bb5S

29844432

]
CcoN!*

52

83

54

55

1
CON{'™

Tadf6582

16felecd

dl7e32cl

bd53E2(E6

56

57

58

59

i
CONH'™

50b63150

3c9757e?

1052b0%98

7e73b3z7

25



Bang 16 — con"?

TCVN 12854-2 : 2020

i 0 1 2 3
CONM™ | c6d61d91 aaf73771 5b6226f8 374383ec
i 4 5 6 7
CON/P? | 15p8bbdc  799959a2 32d5£596 5ef43485
i 8 9 10 11
CON™¥ | £57b7ach 995a%9a42 96achdé5 fa8ddd2l
i 12 13 14 15
CONT™ ] 73567682 1f7ebecd dSbe3bdl bS9f5f62
i 16 17 18 19
CON'™ | 52d63590 3ef737e5 1162b2f8 7d4383a6
i 20 21 22 23
CON™ | 30b8f14c 5c995987 2055d096 4c74b497
i 24 25 26 27
CON"? | fc3b684b 90ladadb 920chbd25 fe2ded25
i 28 29 30 31
CON!"| 710£7222 1d2eeecé d4963911 bBb77763
i 32 33 34 35
CON'®? | 524234b8 3e63ale5 1128b26c 7d0%cYab
i 36 37 38 39
CONM | 309df106 Sche?c87 £45£7883 987ebed3
i 40 41 42 43
CON'"' | 963ebcdl falfdf21 73167610 1£37f7cd
i 44 45 46 47
CON{"'| 01829338 6da363b6 3B8cBelac 54e9298f
i 48 49 50 51
CON'™ | 246dd8e6 484c8c93 fe276c73 9206c649
i 52 53 54 55
CON'™"| 9302b639 ££23e324 7188732c 1da969cé
i 56 57 58 59
CON™ | 00cd91a6 6cec2eb7? ec7748d3 B8056965b
i 60 61 62 63
CONY-' | 82222469 £60bcb2d 751c7a04 193dfde2
i 64 65 66 67
CON/™' | 02879532 6eab66b5 ed524a99 B8173b35a
i 68 69 70 71
CON{®" | 4ea00d7c 228141Ff9 1f£59%ae8e 7378b8a8
] 72 73 74 75
CON/"™ | e3bd5747 B8£9cS5c54 Odefaba3 fleeZela
i 76 77 78 79
CON™ | a2£6d5d1 ced71715 69724248 055393de
i 80 81 82 83
CON' | 0cb0885c 609151bb 3eS5lec9e 5270b089
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i

0

1

2

3

0221947e

6e00c0b5

ed0id4a3f

8120e05a

CON®
i

4

5

6

=

89a8%1a51f

£6b0702d

al59d28f

cd78b8le

CONS®

8

8

10

11

bebdeS47

d0%c5clb

b24ff4a3

dedeass

F]
CONS®

12

13

14

15

!
CON?

b536fa51

d917d702

62925518

0eb373d5

i

18

17

18

18

CONF®

094082bc

656lalbe

3cal%:9ce

5088488b

20

21

22

23

i
co hrl_[lb{t}

£24574b7

Begdatds

9533bash

£9124222

!

24

25

26

27

CONS™

agB88dd2d

caa%6911}

6b4d4€ab

076cacdce

28

29

30

31

d8h72353

b526566e

B0catla®

eceb2b3?

!
CONF®

1

32

33

34

35

7186c60ed

144d8def

043£9842

68ledeb3

CON™®

36

37

38

38

eeleétc?l

822fef59

4£0e0e20

232feffg

i
(556)
CON;
i

40

41

42

43

CONS™

1f8eaf?0

13afefal

37ceffald

Sbef2f30

i

44

45

46

47

CONS®

23eed7el

4fcfOf94

29fec3c

454f1f0e

i

48

49

50

51

CON 1126)

2cfhc59d0

40471790

2e72ccd8

425353834

i

52

53

54

55

CON™®

2£30ce5c

43114158

2f91cfle

£

43b07088

{

56

57

58

59

fbd9678¢f

97£8384dc

91fcb3c?

fddelc26

CONV®

60

61

62

63

adefd%e3

c8celell

beétecf]

d247870%8

{
CONI™

64

65

66

67

€73a5e48

O0blbdbd0

0b948714

67:575be

i
CON*
p

68

69

70

71

3declebba

51e2228a

£2£075dd

9edl11145

CONF™
i

72

73

74

75

CONT®

417112de

245080f6

ccal096f

2088487hb

i

76

17

78

78

CONIﬂNaJ

8ad584b7

e664a43d

a933c25b

c512821e

80

81

82

83

I
CONS®

b88Bel2d

d4a9690f

644d58a6

08acacul

84

85

86

87

i
CONT

de372c53

b216d669

830a8829

a2fzbeb3d

i

88

89

90

91

CON

798c6324

l15adédee

04cf85a2

68ze2eb3

6.3 LEA
6.3.1 Thuat toan LEA
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Thuat toan LEA 1a mot ma khoi doi xrng, ¢o thé xer ly cac khoi dir liéu 128 bit va co ba khoa co dd dai
khac nhau: 128, 192, 256 bit "', LEA véi cac khoa 128, 192, 256 bit dwec goi 14 “LEA-128", “LEA-192"
va "LEA-256" twong (rng. S6 vong cho CLEFIA 1 24 cho LEA-128, 28 cho LEA-192, va 32 cho LEA-256.
Céc ham ma hoa va gidi ma cla LEA yéu clu 25, 28 hoac 32 khéa vong cho LEA-128, LEA-192, LEA-

256 twong ng.

6.3.2 Cac ky hiéu riéng cho LEA

Nr

6.3.3 Ma hoa LEA

sd lwong vong cla thuat todn LEA; 24, 28 hodc 32 cho dd dai khoa 128, 192 hosc
256 bit twong trng

khoa vong 192 bit the i bao gdm 6 tir 32 bit K;[0] 1| Ki[1) I K.[2) I K:[3] 1 K.[4] )
K;[S]voi0 <i<Nr

trang thai thir i bao gdm 4 ttr 32 bit X;[0] Il X;[1] 1l X;[2] I X;[3].0<i < Nr
cac gia trj hang s 32 bit dwoc s& dung dé sinh cac khda vong, 0 < i < 8
tap cac xau nhij phan 32-bit

phép dich véng trai /-bit

phép dich vong phai i-bit

phép cong mo-dun 2™

phép trir mo-dun 2™

Cho P = P[0] Il P{1] I| P[2] Il P[3] & khéi ban rd 128 bit va ¢ = €[0] | C[1] Il C[2] Il C[3] la khdi ban m4,
voi P(i], C[i) € {0,132 (0 < i< 4). Cho K; = K;[0] Il K;[1) 01 K;[2) 1 K, (31 Il Ki[4] 1 K;[S) (0 < i< Nr)
4 cac khda vong 192 bit dwoc cung cap béi lwoc do tai 6.3.5, véi K; € {0,1)°2 (0 <i < 6).

Hoat dong ma hoa dwoc mé ta nhw sau:

(1) Xo[0] Il Xo[1] 11 Xo[2) Il X,[3] « P[0] W P[1] Il P[2] 1l P[3]
(2) V&ii=0dén (Nr-1)

Xi41[0] = ((X:[0) @ Kif0]) BB (Xi[1] ® Ki[1])) « 9

Xiaa[1] = ((X[1] @ K[2]) BB (X[2] © K[3]) > 5

Xipa[2] « ((X[2] @ Ki[4)) BB (X:[3] © K;[5])) > 3

Xi41[3] « X;[0]

(3) Clo] 1 C(1] 1 €[2] 11 C[3] & Xnr [0 1 Xpr [1] 11 Xnr[2] 0 Xy 03]

Hinh 11 dwa ra ma hoa ham vong LEA.
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X[0) X1 X[2] X|3]
K{5] —5
[4A M
\tJ LLd
™
6P ki 3]
4A) 17
\‘i) ]
- ™
K1) _'67 K2 EE;Z_S:‘
N N ]

\i/ [
K[0) [<<<9]
S — -

P :
. e
o T i

-

| X[0) Xinf1] Xin[2] Xinl3]

Hinh 11: Ma h6éa ham vong LEA
6.3.4 Giai ma LEA

Hoat dong giai ma thwe hién nhw sau:

(1) Xnr 0] 1 X 1) 10 Xr[20 1 Xnr [3] < CLO) N CII) N C[2) 1 C[3)
(2)i= (Nr—1)dén0:

Xi[0] « Xi44[3]

Xi[1] « (X1 [0]>» 9 B (X:i{0] @ Kil0])) @ Ki[1]

X;[2] « (X [1] 0 5) B (X:[1] @ Kil2]) & Ki[3]

Xi[3] « (Xi;1[2] & 3) B (X:i[2] © Ki4)) @ Ki[5)

(3) PLO] 1 P[1] I P[2] Il P[3] « Xo[O] IF Xo[1] W Xo[2] I X,[3)
Hinh 12 dwa ra qua trinh giai ma ham vong LEA.

CHU THICH Ham trir trong Hinh 12 ¢ nghta 12 d8i s bén trai bj khiy tir d6i s6 trén cung.
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Xn:m) [Xf+1[i} ‘ XF-I[E] XI-I{E]

o 4 (7]

U L

k{51 —D
X{0] X{1) X[2) | xp)

Hinh 12: giai ma ham vong LEA

6.3.5 Lwoe do khoa LEA
6.3.5.1 Cu tric chung

Lwoc db khéa LEA nhan cac khéa 128, 192, 256 bit va dau ra (a cac khéa vong 192 bit K; (0 < i < Nr)
cho céc phan x Iy dir liéu.

6.3.5.2 Lwoe dd khda cho LEA-128

Cho K = K{0] Il K[1] Il K[2] )i K[3] 1 mt khba 128 bit, véi K[i] € {0,112 (0 < i < 4). Lugc db khoa cho
LEA-128 lay K va 4 gia trj hang s6 32 bit 8[i](0 < i < 4) dwoc mé ta tai 6.3.5.5 1am d4u vao va diura la
24 khoa vong 192 bit K[i] (0 < i < 24).

Luoc dd khoa LEA-128 dwoc thwe hién nhw sau:

(1) TOTU 7)1 T{2] 0 T3] « K[O] W K[1] 0 K[2] I K[3]

(2) V&ii=0dén 23

T[0] « (T[0) B (8[i mod 4] <« i)) «< 1

T{1] « (T[1] B (S[i mod 4] «< (i + 1))) « 3

T(2] « (T[2] 8 (8[i mod 4] <« (i +2))) «< 6

T[3] « (T[3] B (8[i mod 4] << (i + 3))) « 11

Ky < TN T{13 0 T[2) 0 T{2) 1 T[3) 0 T[1]

Tha tue thue hién lwoe dé khéa LEA duge minh hoa trong Hinh 13,
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Phu luc D
(tham khao)
Vé dinh danh ham bam va sy lwa chon d dai c6 thé khéi phuc dwoc cla thong diép

Nhu dwoc quy dinh trong Bigu 6 (Yéu cau), ngudi ding cac lvge dd chix ky dwoc quy dinh trong tiéu
chuan nay phai la chon mét ham b&m khang va cham h. Diéu quan trong 1a bén xac thwc cb nhiéu
cach dé xac dinh ham bam nao da dwoc st dung khi tao ra chir ky, d& qua trinh xac thue co thé dién
ra mot cach an toan. Néu ¢6 mét té chirc thix ba nguy hiém cé thé thuyét phuc bén xac the ring mét
ham bam “yéu” da dwoc st dung dé tao ra chiv ky (vi du nhw mét ham bam thiéu tinh chat mét chiéu)
thi t& chire thir ba nay c6 thé thuyét phuc bén xac thuc riing mét chir ky cé higu lyc thue sy da duoc
ap dung cho mét théng diép “sai”.

Ba lugc do chir ky s6 dugce quy dinh trong tiéu chudn nay cho phép mdt dinh danh ham bam chira
trong gia trj dai dién cla thong diép F (xem 8.2.2). Néu dinh danh ham bam dé chira trong F theo céch
nay thi ké tan céng khdng thé st dung lai mét cach gian lan mét chi ky da ton tai véi cling My va khac
Mz, tham chi ngay c& khi bén xac thue c6 thé b thuyét phuc chdp nhan cac chir ky da duoc tao ra
bang mét ham bam G0 yéu ma tién anh cé thé dugc tim thay. Didu nay dwgc cho 1a cb thé gidi quyét
dwoc vén dé da dwoc dé cap dén trong doan trude.

Tuy nhién, nhwe @& thdo luén chi tiét trong [16], ngay ca khi mét dinh danh ham bam dwoc bao gdm
trong gia tri dai dién cla théng diép, k& tan cong khac déu co thé xdy ra néu bén xac thuc co thé bi
thuyét phuc bang mét ham bam “yéu" da dwoc st dung. Tl yéu & day cé nghia 1a ham bam thiéu tinh
chét mét chiéu, co nghia 12 véi mét ham bam cho trwéc co thé tinh toan dé tim ra xau dau vao anh xa
dén ma bam nay bdi ham bam, (CHU THICH réng chinh xac thi kiu yéu nay trudc tién phai dwoc thic
day bdi sy bao gdbm clia mét dinh danh ham bam trong gia tri dai dién cla thong diép.

Céc tan cong dwoc mo ta trong [16] hoat déng theo cach thirc chung sau day. Ké tan cong tao ra “chi
ky" ngau nhién va déi véi mbi “chir ky" nay ap dung mét ham xac thwe cong khai clia thuc thé ma chi
ky clia nd mudn gia mao, va thu duec “gia tri dai dién clia thong diép da dwgce khdi phyc® (day 1a budc
“mé& chir ky"). Phan tiép theo clia tan cong sé rat khac nhau tlly thudc vao dinh dang cla gia trj dai dién
clia théng diép, nhwng bat budce k& tan cong phai xem xét xem gia trj dai dién cla théng diép da duoc
khéi phuc cé dinh dang dlng twong tng véi chik ky that va réng dinh danh ham bam trong xau nay la
dinh danh twong &ng véi mét ham bam yéu hay khéng. Kha ning xay ra viéc nay Ia rat khac nhau,
nhwng cé thé I6n gén 2% (va do d6 ké tan cong khong can phai thtr qua nhiéu “chi ky ngau nhién”
trwée khi tim dwoc mét chir ky ¢é cac thude tinh mong mudn).

Véi ‘chiv ky” nay, ké tan cong cé thé nhing ma bam vao trong gid tri dai dién cla théng diép da duoc
khoi phuc, va loi dung thure té 12 ham bdm yéu dé phat hién ra mét phan thong diép khong thé khoi
phuc dwoc, ma khi két hop véi phan b thé khéi phuc duoc ¢ trong gid tri dai dién cla thong diép,
bam @& co dugc ma bam mong mudn. Nhu thé, ké tén cong cé thé gid mao mét chir ky mai véi mot M
“ngau nhién". Do 4o, ké ca khi ¢6 dinh danh ham bam trong gia tri dai dién cla thong diép clng khong
tranh dwoc vigc doi hdi nguwdi xac thirc phai cé mét phuong thire déc 1ap an toan dé biét dwoe ham
bam nao dugc st dung dé xac thuc chiv ky.
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Thao luan nay clng lién quan dén viéc lwa chon db dai ¢6 thé khdi phuc dwoc ¢* cho lwoe d6 chir ky 2
va 3. Nhu da dwoc mé ta trong 7.2.2, ¢* sé duoc lwa chon thda man diéu kién ¢* < ¢, nang lwe cla
lwge 66 chir ky. c* thwong dwece mong doi la gan bang c dé tdi da d dai phan co the khéi phuc duoc
cla théng diép, va do do téi thiéu dd dai phan khéng thé khéi phuc dwoce cla théng diép. ¢* duoc
khuyén nghi lwa chon 1a mét sb bat ky nhé hon ¢ (vi du nhw ¢-16, ¢-24 hodc ¢-80, tuy theo @6 kho
mong muén), @& 1am cho cac cudc tan céng theo hinh thic da duwoc md ta & trén trd nén khé khan
hon.
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Phu luc E
(tham khao)
Vidy
Phu luc nay bao gdm tdng cdng 12 vi du v& tao chix ky va xac thuc chik ky 1am viéc theo ba lwoc dd da
duec quy dinh trong tiéu chudn nay, cling véi hai vi du vé tao khoa.
Phu luc E.1 bao gém cac vi dy voi sé mil cong khai bang 3.

- E.1.1 bao gdm mdt vi du vé tao khoa.

- E.1.2 bao gbém ba vi du vé tao va xac thye chir ky, tat cd déu 1a khoi phuc toan b théng diép.
Boi vai mbi lwge db duoc quy dinh trong tigu chuan nay ¢6 mét vi du twong ing.

- E.1.3 bao gdm ba vi du vé tao va xac thyc chir ky, tat ca d&u 13 khdi phuc mét phan théng diép.
Déi véi mi lwoc a6 dwoc quy dinh trong tiéu chudn nay ¢6 mét vi du twong tng.

Phu luc E.2 bao gbm cac vi du véi s6 mil cong khai bing 2.

- E.2.1 bao gdm mét vi dy vé tao khoa.

- E.2.2 bao gom ba vi du vé& tao va xac thiee chir ky, tat ¢ déu 1a khdi phuc toan bd théng diép.
Déi voi mdi luoc @6 duge quy dinh trong tiéu chudn nay co mat vi du twong wng.

= E.2.3 bao gdm ba vi du vé tao va xac thue chi ky, tat ca déu 13 khoi phuc mét phin théng diép.
Déi véi mbi lwge dd duwoc quy dinh trong tiéu chudn nay c6 mot vi du twong tng

E.1 Céc vi du véi sé mii cong khai bang 3
Phu luc E.1 bao gom cac vi du v&i khoa cong khai co sb mi bang 3.
E.1.1 Vi du vé qua trinh tao khda

Khéa trong vi du c6 mé-dun k = 1024 bit véi sé mi cdng khai v = 3.

p= FBOE145]1 99SCRZF® 5Z7CARARET BIFBAZS4 SDOCAOID £B2RDESL ZETBSETD OCHETELE
BTFABFC3 EBGLEFED ACE3425A ¢DOL3A99 33F3E473 DO3FABEE DI5T79CE 77RE4631
gq= FFEJEAFCA TC583166 AECDBEYD 36ETS5290 2F32BS€3 0680163& ROIF2ER3 418BI2ET
6F570122 FS2D2E9B EFFF7329% 1B18F251 BFJ9SDEE 208F93CL CEF4767a SéBabzdl

Sb dbng duw cong khai n 1a két qua clia cac thira sb nguyén td bi mat p va q. Do dai clia né 1a 1024 bit.

n= FERBEL3Y EEFLCEIE DZORIYBL TERRLZ4D CLOETBB3IT7 EB1ASIES ERBU35EDD ADDFD3IS
CR2REZ20C CSTBIDDE 1F7BA3%7 62BSr202 TA730085 30313CD2 zZEE6J01830C E2490D1s6
SCR4EE3R EQ420281 13D73050 4A75A4%26 ZETEFE32 C89E58NE SESBIRYS ¥aC52521
04933183 €25F2963 SABEFART AN1LC4F3 CODD2470 DEFCEB39 24294110A C14%n771

Sb mi clia chir ky bi mat s bang nghich dao phép nhan clia v mod lem(p - 1,9 — 1).

5= ORT1248L DTIA1I3A2Z SEIBARET 9F47LE58 9235B277 AOCBC3I6Y BICADIYE C23FEZL
I3267ECH EC5R7693 ¥6AS06L0 FIT23FEE 1AGF7553 ECBOBTDE 1F440102 $418833¢
316XACAE F39BE37BF $103DFAD RZAG02B2 C173C6F2 17SF2ED4 704DOREF ECBE141C0
CY3E0F3A 5C0823CT GTEFIDE1 7FEA5100 5%59541B 498C%1F4 1R3ESCI0C €220E7ZB

E.1.2 Cac vi du v& khdi phuc toan bd
O day trinh bay ba vi du v& tao va xac thwe chi ky, mbi vi du twong tng véi mét trong ba lvoc 6.

33



TCVN 12855-2 : 2020

E.1.2.1 Vi du vé lwoc do chir ky 1

Vi du nay st dung ham bam chuyén dung 3 trong ISO/IEC 10118-3 (con duwoc biét Gén véi tén goi 13
SHA-1).

E.1.2.1.1 Qua trinh ky

Thong diép dwoc ky 1a mot xau bao gém 64 ky tir ma ASCII nhuw sau.
abodbedecdeidefgefghighighijhijkijkl jkilnklrmnlmnomnopnopgoperpgr s

Trong hé thap luc phan, théng diép M 1a mét xau cé do dai la 64 xau bd tam, nghia la 512 bit nhw sau.
M= 61626364 62636465 63646566 64656667 £65666768 66676865 676869564 bHESCAER

-

H9BARBEC EAEBGCHD SROCEDAE 6CEDELGF 6DHEGFT0 EE6F7TOTL 6F70TL7Z 70717273

160 bit ma bam duwoc tinh toan béng cach ap dung SHA-1 cho 512 bit cia M.
H=  79%EADC?6 F0056373 FFD6ASARA D3B9DDSO EBUCOES4

Pinh danh trong trwdng trailer xac dinh ham bam dwoc st dung; ISO/NEC 10118-3 thiét [4p dinh danh
cho ham bam chuyén dung 3 gid tri “33”. Do d6, truwdng trailer T bao gbm 16 bit sau day.

e
I = _'£3,_F"

Théng diép la G0 ngén dé khéi phuc toan bé. 1024 bit clia xau trung gian S; két qua cla viéc ndi hai bit
cla tiéu d& bang 01", bit dir liéu thém dwec thiét lap bang '0', 332 (= 1024 — 512 ~ 160 — 16 — 4) bit
dém bang ‘0", bit bao quanh béng 1, 512 bit ciia M (=M), 160 bit clia H va 16 bit clia trwdng trailer T,
XAu S, c6 thé khéi phuc két qua cla viéc thay thé 82 xau bd bon dém bang ‘0’ bang 82 xau bd bon dém
bang ‘B’ va twong tw dbi voi xau bd bdn bao quanh bang ‘1’ thay thé bang ‘A’.

S:= BSBXEBEE BBBRBBBE BEZEERR2E BEBBEBBE ZZBR3E2D EBB2BERS

162 €36462€3 4656364 6DSEE46D GEOTELGSH &7
UoR GRECOMEE GCHDAERSC EDGERTED BEGFODEE &£F7
SEA OCTEPQ0S £3737FD6 ASARDIEZ DLOJ33CC UER43I0C

S6 nguyén co thé khéi phuc f,1a sé nguyén dwong khéng dau biéu dién S. f,ting theo IGy thira bac s
theo mo-dun n. Két qua duoc biéu dién bdi mét s6 nguyén duong khéng dau tam thoi t.

{= HCJH,ZZG EEIFEOAS TDF603CY ESEE6QZS RICFZEGY 2ERCICHE BZA0JCHTD 40HECAZD
CCAOEDEE 33795ACL 93191515 FEBSZCRD CBUF315C £6142051 EC3I2277% 9rif7aid
42106157 33762040 1319F233 CFFDIED0 12017402 442ESEBF B7DOFSE GSLBEFEQ
ZES00A1S 3G65CD5S0DY BD2T94BE CUIBEVCI BATTHLEZ 4TIZEBS2L T4ZAMTID BEEDGZAR

Vi két qua trén Ién hon n/2, chirky £ =
J= 24725819 RODLED?3 54p210F5 OFBEDS29 0ST1BCCE ACEZ153% F1033362 6DSOTEFE
CEF57483 D501C31p AESFBERL 6£430CS5SC BZ63CFZS ABTIICEL QlZDFOCR 4319263E2
SEA7E0D2 ABCIEZLIL OOBDIEIC "AT6L)SH BCZARS30 S463PCLT ACLDDEBDY @370R3507
AS4327LE 2C025322 9D91e6ls EQDBLD30 DARSCAHEE IT7CEE2.T BICLA9RE T33T43CS

Thong diép da ky c6 128 xau bd tdm chi bao gém chir ky vi M; 14 réng.
E.1.2.1.2 Qua trinh xac thwe
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Phu luc B
(tham khao)
Cac vidu s

Phu luc nay cung cép cac vi du sé cho PRESENT, CLEFIA va LEA v&i méi d6 dai khoa ky higu & hé thap
lyc phén.

B.1 Véc to kiém tra PRESENT
B.1.1 PRESENT-80

Banro 0123456789abcdesf
Khéa 012345678%abcdef 0123
Bin m3 £8dd50531d973bde
Vong Gia tri khéa véng Sau addRoundKey Sau sLayer Sau pLayer
1 012345678%bcdef 0000000000000040 coocorcoctocccoce ELERESEEQOD0O00D
2 1024602468ac£135 2fdb3£db6Racfiis 1278e278a%3£425k0 1%a225340eeas2bf
3 Bf3722048c048d14 96958830e2e22£72 eae033bel161]62d86 2302s] sheeiglablZ
4 elcidlebE4409181 00c670adlal0d9£33 ccdadcf?5fcTelbb dudbeftf138E0kal
5 62345c789%a3cdela beSER3I808963d559 B84028b3e3eab?00e Bd7:414516£50658
6 92460c468bBF1345 1£374d0£9d76158d 52bd97c2e7da 5077 3ab{96eb65d3kbcéb
7 £37a3248c188d172 c9caaiadadbbbdlg 4adfE9fRf908aT5 5:d5fs075k8d14cE
8 Dc4dle6£f46491832 5394e4eBldcd07£4 0bed19135749cd24 1418202c61425488
L] 0345-188a3cd=8cd 7758l 65c28£bTLE dd031520456328433 z20ccdcEl21de2?
10 £460c068b8313474 366c0da=andlelsa baadcSflf£9c2 308 zefllacleldciBled
11 F1a33edc180d41703 1952245d%ac880ae Se0f69072F43ecll d44cd36c53c98522
12 addilfefs67416304 e05d27583e090657 rceTbdaldbleaculd GfbcTe3dS3b5485¢c]
13 345c143a3fdebelic 52el62a3045a153d 515affbeyIitand DE4656%€4217377
14 360cDE8HB233475d 39£25016cdB47086 beZf0c5a4733d3a d51850ce£163527a
15 fa33e€c180d2 7055 2£2eb00d71b2e22f 626108cc7d586: 662 OealzTalall?llct
16 £d1£f££467cdB301d f3bE58909dcE2LdS 2E82032ceT426570 638003zedbriaddsh
17 BS5cl5fa3ffefcfyl e6415¢4d29328bd5 12950497 6=b03870 52051582491 tab32a
18 g0c0T0LB2bEsT££5 c2a4§656zfaleccdf 46f9alafafclidd2 3bedal besbeld3ls2
19 £33e54180e170577 bBdeb57663d43425 8371 80daad7305460 fb3ei2i28laal2le
20 218td067ce8301ch aab3£245ab2973£7 ffab2690f8budbld £2dcds4n5fchbdite
21 aclS5c43££a0cf95a 5ecBO0BECEba2bd? 0143cc3acal8687d OdfE3cBbl35aS2L3
22 9c073582h887E£4b 31£2191%akddadse 2526558771703 83cBd fbecbSbddabd
23 ale57380etb0571b 262dac3c530didas 6a67f4b40be75745 daikdlefaillate
24 dffdi47cae?01cdd 35%e894254270683 ebella96095dcaltk a63ca53%ad271ak3
25 815cThE£a68£95c2 2701decT0kbaB8£91 6dc5714dcB£332e5 Gle2fbalBgleSdis
26 9073702bBETEF4dd £1918b8B0741a8e4 25a53833cd35fel? Z4ecT0dceblcSblo
27 £a257120e6e0571e2 dabaf2d2c5092a5% 1£8fab7640cebfce 7183797 nfdE: 4204
28 0fd37fcaaZ4lcded T7e¢4af?7534%a1fc dd19£34057015 24 s dad eaiblcctfeds
25 £SeTB1LabiiG5cdb 2£464b51633ca28e £29a5885akbdtdal JzzaflledleeldCy
30 47373eb8£03£44%1 79ddbfab2081£498 da7782fabeT3a9e3 sbieflt2T7anb2ds
31 E57:08e627d71=08 Tedffaid307cacid dlb22£5%ecda E4E7 sSeaBitelclbelib
32 5d37déae2lledcts £8d4d50531d%73bde

B.1.2 PRESENT-128
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Ban rd 0123456789abcdef

Khoa 0011223344556677  889%%aabbccddeeff

Ban mi 88728500054418de

Vong Gid tri khoa vong Sau addRoundKey Sau sLayer Sau pLayer

1 0011223344556677 01326754cdfeaby8 c5b6ad0894721£Bel adleddcal3B6bE559
2 25133557798bbddf B81del9d41£0d886 3357157952c733a 02913758d32£fdce
3 2800448Lcd115599 2b5173d01a3eaBS5T £8e5dbTc51b1£30d £d29bb8%aklclefd
4 63844cdSS5debbel? Gehdf75cfbcail0a c1B72d04284£deef a45£553£18915419
5 2%24011223344557 Bdfb9%42d3baSll4de 3728e967b8£05581 lce24b2ecebalcSaf
3 178e513355779%ba Ob6clal fbed75¢c15 cB8a45£52817d0450 e490923625200e72
7 0ca69004488cdlld eB3602326dacdfbé 13baclb6a?£472aa 3aal097873efefbs
8 e35e3%44cd55debT d9£d303cbebalB0f Je27bchb4818fb3c2 debadS12fald9a5c
g 1%329a4011223346 57884£52ebh3£falla 0433%220618b2feS5f 4B6d410£353d78ab
10 488d7B8251335577b 00e039¢a26082£d0 celecbalfbag362lc ddé1d5abl0dde2bl2
11 d364cab9004488cs 0eD51fc20d%aal3dd clc05246c7effbT7 albcabfb057£485f
12 25223523944cdS555 §59e%=21891335400 d0elelS3eShbeTce 28bb2acfalbc8774
13 1d44d932%9a4011220 35£6b%e60dbd8554 - b02afelac7B73009 9dal104d0b55498259
14 c%9488d782513356 54350¢073b09b10f 09b034cdbBcefSc2 63£a073628916984
15 4975364cab0044b 2aB£317a8e0l6dct 6£32b5d£31e5a742 4b28cT736£98d6£d4
16 ab2652235e3844ce elle%515aTb42bla lecle0S0£EdB9EBSE 6Bf56acb0A8952d3
17 7525d4d4932%a4015 1d40kal2321342c6 577c8156L£5ET764a 18dif36ebiddedss
18 fazc38488d78e517 e27d6a26ecaS03ef 16d7af6al14£0cbl2 2d2c76685£25b4ak
18 17d44975364cat%04 3af8ell3blbefdda? bf2315b8b81277£6 c3c2440££29fdeae
20 el=:b2652235e390 2b28fh6adlaaldie 68632aaficffbThl 477aalf4bfbellbf
21 5c5£525d469328a1 1b25f3a9£22d38Ble 58602bfe2667b351 4708a3722f5icB61f
22 tbzlaac934B8d7Eb 2ecab08bbbb745184 64£8ceBB8884305-9 fL3ac26a4022035
23 a5717d4975364cal 2aB2916£d1346c96 ef36e5a275b%adean ecalbdzcéfbab84£0
24 35228es3b2652235L 6£55526ddd£347ab a2e006a7772e94£8 a2l£25d6=27£201ce
25 d195c5£525d9d834 738ae023c226dBfa db3£flcbb466a732f d51196e2737f£90d
26 e696balaac994 88k 33B72cd3dfe€blB6 bb3d647b721a853a d1191e84ebd3f3ab
27 ad46571744975362 Tc5£49933£44a0c4 d402%ebb299fc49 Bfbde60el7c889L9
28 J8%aSa=Beabib524 17279%ce6fdTaecd Sdédeqla2?df14a7 5932£c7729d3d279
23 etb5185:5£525d4a b887e52b76818£33 833d10685a3532bb 91c31220626£78bb
30 0662686bal3aacy9l 97al7bfbele5bl28 edf5d82845408563 ed0BfBe6a2037845
31 dB886d455717d4972 35Be2¢B3d37e3137 b031643b7bd1b5bd 816b0caSabcabliif
32 02198855aeBaabll BB728500054418de

B.2 Cac vi du sé CLEFIA

B.2.1 CLEFIA v&i khoa 128 bit
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Khoa ffeeddcc bbaa9988 77665544 33221100
Bén rd 00010203 04050607 OB090a0b 0OcOdOedf
Ban m3 de2bf2fd 9b74aacd f1298555 459494fd
L 8£89a61b 9db9d0£3 93e(5627 da0d027e
WKy aa ffeeddce bbaa9988 77665544 33221100
RKypas fie6cef9 8df75e238 41c06256 640ac5lb
RKaser 6a27e20a 5a791b30 eBcS28Bde 00336eal
REyp0011 59cdl7c4 28565583 312a37cc c0Babd77
RE s TeB8eTeec 8be7e949 dif463d6 alCaadéaa
RE g 150809 e75eb039 0d657eb9 01B002e2 $117d4009
RK 21,202 9£98dl1le babeebBcf b0363esfa d3azefod
RK2i30 3027 3438f93b f9ceasald 68df3029 b8ESb4a7
REn 203031 24d6406d e74bcB50 41¢28193 16de479S
RK3233.3438 a34a20f5 32265d14 bl9480554 5142F234
Ban r§ 00010203 04050607 08090a0b 0c0d0e0f
Khoa trdng khoi1ao ffeeddcc bbaagsas
Sau khilam tring 00010203 fbebdbeb 08050aCh b7a75787
Viéna 1 Diu vio 00010203 fbebdbeb 08090a0b b7a75767
Ham F Fo Jr:1
Dau vao 00010203 08050a0b
Khéa vong flebcefs Edf75e38
S3u cong khoa fielccfa g5fes5333
Say S 290246el 777de8e8d
Sau 54743153 abf12070
| Vong 2 Bau vao af§leass 05092a0b 1c5657£7 06016203
HamF FO F1
Diu vio af9leass 1c56b7£7
Khoa véng 41c0€258 640ac51h
Sau ¢dng khéa ea51880e 735¢c72ec
Sau § cbsdzbbc 63a5edd2
Sau f5lcebb3 82dfe347
Vong 3 Dau v40 £d15e1bs 1c5607£7  32deeldd af9leass
Ham F Fy Fy
Dau vao fd15elbg s2deeldd
Khoa véna Ea27e20a 8a731b9d
Sau cdng khéa §73203b2 dga7fady
Sauls c2c7céc2 be55el0d
Sau M dgdfdade elSealdlc
Véno 4 Bau vao c4696£23 Bldeelss decf4244 £d15elb3
HamF FD F]
Dau vao c1856£29 jecfi244
Khéa vang e2c523de 00336eal
Sau ¢dng khéz Icici7es ‘efc2ce?
Sau s Sdaddafce 43bces3s
Sau M bSb28ed6 b65c51%a
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Veng § Biuvie 376c6fd2 decfd244 4b43b0o22 c4896£29
HamF Fa Fy
©iuvao 376c6£d2 4b45b022
knda vong 59cd17c4 28565583
Sau cing khéa 6eal78lé 631feSal
Sau s f26ad3es 62af9f1b
Sauld 29fo08afd be01d127
véng 6 Dduvio 6§73fc8b9 4b45b022 7a8gbele 376c6£d2
Ham F Fo Fy
Pauvao €73fc8bY 7agfbele
Khaavang 312a37cc c0gabd7?
$au cgng khéa 5615££f75 ba020379
Saus bl9c8ess 2dd1ega2
Sau M 5999a79%e 0429b329
Vong 7 Bduvao 12d017bc 7aBBbele 3345dctb 673£cBbY
HamF Fo F‘I
Bduvio 12401 7be 3345dcfb
Khdavang TegeTeec 8be7ef49
Sau cdng khéa €cSe6950 b8a23sb2
Saus . Bb737025 §7a08eba
Sauld 6ed11b09 dfd3cdaz
véng 8 Duvao 14592507 3345dcfb bfec058b 12d4017bc
Ham F Fo Fy
Diuvio 1459a507 bBec058b
Khéa vbng dxf£4€2d6e afaadéaa
Sau cfng khda cTadecédl 18464321
Sau s aleeS5ast 9e97f1al
Sau 8cgdollc g93684eec
vbng 9 D3u vio pfdsdde?  bSec058b  81b85850  1459a507
HamF Fo F1
Diuvao bfdgdde? BlbB5S950
Knéa vong e75eb039 0des7ebs
Sau céng khda sageedde ecdd27e’d
Saus qe821daf 59¢56044
Sauld e6dcsole £d45839b4
¥onu 10 Dluvao 5e3a5595  81b8S9S0  79019ch3  bfdsdde?
HamF Fa F1
Bduvio Se3a5595 75019¢cb3
Khda vong 018002e2 81174009
Sau chng khéa Sfbas5777 e8l64cba
Saus §1248£7b 0185a49¢c
Sau bl 3alboed?d bob479c8
véng 11 Bluvio bba3s7ec? 75019¢b3 066cad2f Se3ab595
Ham F FQ F1
Dauvao bbai57¢c7? O66caqzf
Knhba ving 9fogdlle babeesct
Sau cdng khéa 243bg6dy bed24ced
Sau$ £70£1144 cb72a481
Sau M 28974052 4a6700bl
vong 12 Bluvio 5196dcel 066cas2f 14535524 bbais7e?
HamF Fa F1
Dauvao 519&6dcel 145d5524
Khéa vang boigsefa d3iaaefod
Sau céng khoa e1a0421b c7£7ba29
Saus 6E7efd4f 72642dce
Sau i f£b5db3i2 90743820
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S6 nguyén ¢4 thé khdi phuc f1& sb nguyén dwong khong dau bidu dién S,. f,tang theo liy thira bac s
theo mo-dun n. Két qua duoc biéu dién bdi mot sé nguyén dwong khong déu tam théi ¢,

= F9DDSF72 FAB4AFFC ED3B0S538 C5848B27 756ACS0C B28Y0F4C BCI68D26

CLECLZES
BE3BOSBF 2EF6585F EF5323CA 4E2C30BC C6140CFS F5357960 SRIBFOCC 62108258
TTF4A42D 3567355E RALSIFB4 632BAFFE 5BA4B31C 72064665 Fo4177C08 075ESDES
EECS62FF AZDOFSDS C40SAEAC DSBIFADE 493AT2Fl EFYIDE28 CZ3204C0 2EC13113

Xau nhj phan biéu dién sé nguyén t duéi dang mét sé nguyén duong khéng dau Ia chiz ky dwoc tao ra
b&i ham tao chir ky thay thé (xem Phu luc A.8) Z' = t.

Vi két qua trén 16n hon n/2, chiky Z = n—t.

L= J0CB4ALCI F43DIE3R ESSDOFTE 29258A26 4AFSFE2E 3891479E
3060DCTC DYB4CSTT 30257FCD 1489C17D B4SEF3I20 335BC372
29B0470D RADADSF2 69C2109B ES47TF928 66574C22 4E921274
15CDCEG3 BFBE3389 2€AFJICO6 DASACC:I4 7TRZ317F 4FBB1310G

o 1
-1t
3 e
e T

A O

e
[

.
P g

[T SR T I o |

n

LS RS e R ]
v D Ix 0]

tak 1]
o I

Théng diép da ky ¢ 128 xau bd tam chi bao gdm chi ky vi M2 la réng.
E.1.2.3.2 Qua trinh xac thye

Chl ky Z la mét xau nhj phan dai dién mét sé nguyén dwong khong déu, nhd hon n/2. Sb nguyén nay
tang theo liy thira bac 3 mé-dun n, do d6 thu duoc s nguyén f.

= TL0C%912 CETROSET SESDOANS B3R2EE1Z BA2RZE0E 2DDCSRFC 02 g
3472657A4 CCFEADIC 24AD33AE 504CE328 QCTDTTID DE3GCILT 7C B
CHYC8Z244 1SADLAES 18CF90%4 BY94DBIBS ECOFSBGE IBFT334% LBEIZES
2ZZE2958 FU&BZOFS ROAEIA04 4CFEICAD BE1GE43B AOBRARBAL Z&F:lZ7

gy COCUREDIRE

o ERLWBAARRE
ZIBEITES

Vi fs 1a dong du véi (n — 12) mé-dun 16, sd nguyén duoc khoi phuc la ' =n — f;.

= FCCBE422 ZCTOCEAC 34:B0ABL 3072738 36250209 BDIDKMDEC AYFTEOS4 ADILF3ES
34738267 3BICTOCZ FTACBOFEY 1Zo9%0EEZ €0DF38875 S8SATECZ T2EFCCTI SGH3LTEG
8FOB63T6 CAO4F36C TBOTOFBB ©1262840 SEECA3CA ACRLZSGl QX2ACDE4 132EA7AT2
CEOSCH0L GCPEBBGED DAQREGAZ SDIEBIAC (ACOHOTDS 2D444Z63% FD23ULYY UBRLYOBC

f'_ dwoc biéu dién duoi dang mét s6 nguyén dwong khéng dau béi xau da dwoc khoi phuc S',. Ham

tao mat na MGF1 ap dung cho 856 (= 1024 — 160 — 8) bit bén trai nhét cla S',, tir 66 thu dwoc xau

dworc khéi phuc trung gian §';.

S'= 00000000 00000000 A00ACN00  COOCGOOC  COJYCODG0  GOCOGEG  DOCLOGOD
0COGAcaD 00000000 Q0000000 CO000GOOC  COOCOQCe  OD2COLOOT  Q2CaQeO0
000000006 00000300 A00DCCA0  CODOQCOOC  0OQCOACD  QACOLGOC GUCOLLOC

00002090  CO0C0aCG  J00Q000C  COOQO0QAC  00JC0Q0C  (QICO01Aa3  CDIERBAE
ORCEIFDS 3E44428B PD350Z8%4 DRY17468C

S'; biéu dign xau dwoc khéi phyc trung gian nhuw sau.

- Bit bén trai nhét cia §'; dugce thiét (ap bang '0' vi § = 1 (6 = (1 — 1024)mod8). 106 xau bd tam
bén trai nhat cla xau nhj phan con lai bang ‘0"; no dwoc theo sau bdi xau bd tam bao quanh “01"; 107
xau bd tam d6 dwoc chuyén sang bén trai clia 5';.
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~  Xau bd tam bén phai nhat clia S’; bang "BC”; xau bd tdm dé ciing dwegc chuyén sang bén phai
Cl]a Sri.

Vi trailer bang “BC”, ham bam duoc st dung da dugc biét dén hoan toan; ham bam chuyén dung 3
trong vi du nay.

Xau con lai 160 bit dwere gia dinh 1a ma bam H'vi khéng con thira dir liéu.

H'= BIZDI$ER AEOACHSF DSIT4442 UBFDIBOE 4DB¢1T6

Thong diép da duoc khéi phyc M’ dwoc gia dinh la rong va do do, khdi phuc la toan bé. Ma bam khac
H” duoc tinh bang cach ap dung SHA-1 cho x8u nhj phan c¢6 d6 dai 224 (=64+160), két qua cua viéc
ghép thém 64 bit clia d% dai thong diép da dwoc khdi phuc C’ va 160 bit clia mé bam clia phén théng
diép khong thé khoi phuc dwoc (phan nay bang réng) h(M;). H" = h(C'||h(M2)).

H’'=  A35D1688 2E0RCEYF DHAEJIL42 BBYDRIBLY S4CBI1T6

Vi hai ma bam H'va H” 1a giéng nhau, ch¥ ky 5 dugc chap nhan.

E.1.3 Cac vi du vé& khoi phuc mét phan

O day trinh bay ba vi du v& tao va xac thire chi ky, méi vi du trong tng véi mét trong ba Irge db.
E.1.3.1 Vi du vé lwge db chiv ky 1

Vi du nay st dung ham bam chuyén dung 1 trong ISO/IEC 10118-3 (con duoc biét dén véi tén goi la
RIPEMD-160).

E.1.3.1.1 Qua trinh ky

Vi du nay md ta chir ky clia mot thdng diép 132 xau bd tam, co nghia la 1056 bit.

M= TECCRADE T8
FROCBRYE T4
FECCBASE TFeb
FROCBAOE 74
FECCBARGE

LG8 76543210 FEDCBASE 76543210 FEDRCBESE 7454321C
10 FPRECBAZE 185453210 TEDCBASE 765343210 EDCBA%E 76542210
%8 TESE3Z10 FEDCBRIB 76543210 FEDC2R2§ 76543210
» 0 FPECCBASS 7€543210 FEDCBASS 76542210 FEDCRRGS 7654321C

160 bit ma bam duwoc tinh toan bang cach ap dung ham bam chuyén dung 1 cho 1056 bit clia M.

SRS L1A FSZEFRIE T704294 SBBEFDRY 2D7E1999

Ham bam duoc sk dung da duoc biét dén hoan toan. Do dé, triedng trailer T bao gém 8 bit sau day.

Thong diép la qua dai dé co thé dwoc khoi phuc hoan toan béi qua trinh xac thwe. Do do, né dwoc chia
lam hai phan.

- M- bao gbm 848 bit bén trai nhat.
- M, bao gébm 208 bit con lai, cé nghia Ia 26 xau bd tam.

M =

=

78343210 ¥EDC2R28 746543210 FEDCBRYS 76543210 FEDCBAOE 76543210
76543210 FEDCBR98 76543210 FEDCBA9B 765432310 FEDCRAYB 76543210
76342210 FEDCBASE 76543210 FEDCBA9E 76543210 FEDCBAYS 7654321
76543210 FEDC

va] oty

=
¥}
% 5 % Nl

i B A LT I £

YOy () 0
S

Wy D D D

Lew T A7 I A

bt
0 o
]

My = BAY8 76543220 FEDCBARSS 76543210 FEDCBASE 78543210 FEDCBAGH
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1024 bit cda xau trung gian S: két qua cla viéc ghép thém hai bit tiéu d& bing “01”, bit di¥ liéu thém
bang ‘1, bon (= 1024 — 848 — 160 — 8 — 4) bit d&m bang ‘0', bit bao quanh bing 1, 848 bit ciia M;, 160
bit ctia H va 8 bit clia triedng trailer T. X&u c6 thé khoi phuc S, két qua clia viéc xau bd bdn bao quanh
bang 1 dwoc thay thé bang 'A’.

S/=  GRFEDCBA
10FEDTBA
10FEDCEA
10FEDCRA

S6 nguyén co thé khéi phuc f;1a sé nguyén dwong khéng diu bidu dién S, fting theo

98765422
98765432
98763432
98763432

10rEDCEA
L0ZEDCBA
10FTEDCBA
1JFEDCFQ

987654132
38765432
98765432
ERAYU11AFS

LOFEDCRA
10FEDC3A
10FEDCBA
28FA3877

98765432
98765432
98765432
TD4BORSE

LOFEDCBA
10FEDCBA
10FEDCBA
2OFDAGZT

9876543
887E543
937ESs
TEL99593C

=
&
2
2

IOy thira bac s

theo md-dun n. Két qua duge bigu dign bdi mét sé nguyén duong khong dau tam thei t.

{= CIDESBTG
55C35FES
IBEREDAC

962R9C27

67CrDEBE
53287553
BAR3CE32D
D9CC2ELS

£06749A2
AEADBBCE
“434EBSE
4FE30BEC

FEESO3ST
2BS8TEEC
E2E7414%
ASE20BAC

Vi két qué trén 16n honn/2, chir ky £ = n—t.

U=

20CA%1BE
25D8822%
63RY7DEE
6E68G535

E721F57A
E4D2A5EB
36041B23
E6927RIE

E230CR1R
TCCRETCS
FFA2480%
QADSEEZB

FBCS1LF]
37iDTBILE
E78C8TDF
JGIZBSAT

9C2C5E94
148A5C3]1
E24C7171

o0cCrdn2r

ZL345CR3
E508RA54
DCAFEDCO
B40DDDA L

30046838 RLFVLL4E
EA11BCCL F33ES1&l
D2ADFRED TT7E37371
TOEE4RYC YTFRASEN

BO12B2FQ
TBYRTIC2
14443260B
¢8BC107Y

ZD45E0AF
48778010
FSFTECEO
GEIGRIAT

FCOCH48F
Fezlcenc
E677C528
B42E62EF

0DCRAF4d
GEFEESSY
TRBLEFLS
568DYCEE

Thong diép da ky co 128 xau bd tam chir ky Z cling v&i 26 xau bg tam cla thong diép khong thé khoi
phuc duwoc M., co nghia la chi nhiéu hon 22 xau bd tam so véi thong diép M.

E.1.3.1.2 Qua trinh xac thwe

Chir ky £ 1a mdt xau nhi phan dai dién mot sé nguyén dwong khéng déu, nhd hon n/2.
ting theo Iy thira bac 3 mé-dun n, do d6 thu dwee sb nguyén fi.

f=

—

b

Ty o<t B o
P

ot
=]
= [ Ln 0

t"
e L3
Mo TN S |
5+ T S

R T T
oL

SeTBTA0E C19937FC
T034C9AD (RTESIODC
17CEBRLE CZDE53%5

TIEED53Y 4RBAIDRG

Vi fs 1a déng dw v&i (n — 12) md-dun 16,

nguyén dwoc khdi phuc 1 £

= GRFEDCBA
TOFEDCBA
LOFEDCEA

10FEDCEA

=n-f.

1CFEDCEA
1CFEDCRA
10FEDCEA

1CFEDCFE

“RTLSL 32
uH VeS8 37
Y8TESL 32
9B7E5432

HE33C11B
CR3¥SDDS
BLFD3474
BEE3ABFE

nd dwgc thay thé bdi phan dw clia né véi n,

$E7R54322
88765432
98765432

BG11AFS

EF61DETD
89742323
RDTDZZ78
9FEZEBETY

10FEDCEA
10FECCEA
Y0FEDCBA

23T83877

Sé nguyén nay

52E3FDBG
931AE8A0
30220422
613150E0

SAR0ERIZ3
CD613B83
4DL30RDY
GLZBECDC

15697F02
J9D388E4
GE4ZDOEE
S330CDERS

c6 nghia la sé

98763432 10FEDCBR 987865432
$8765432 10FECCBR 58755432
€8765432 10FEDCBA SETS5412
TD4RYR58 BEFDA42D TE1938BC

f'. duoc biéu dién dwoi dang mot s nguyén duong khong déu bdi xau da duoc khéi phuc S'...

Xau bd tdm bén trai nhat cla §’, bang “6A"; nd bao gom tiéu dé& bang "01", bit di¥ liéu thém

bang ‘1’ (khoi phuc mét phan), mét bit dém bang ‘0’ va mét xau bé bdn dém bang ‘A’; xau bd tam nay
dwoc chuyén sang bén trai cta ',

41



TCVN 12855-2 : 2020

~ Xau bd tam bén phai nhit ciia §', bing “BC”; xau bd tam d6 cling dwoc chuyén sang bén phai
clua §',.

Vi trailer bang "BC”; ham bam dwoc sl dung da dwoc biét dén hoan toan, ham bam chuyén dung 1
trong vi du nay.

Xau ¢on lai 1008 bit dwoc chia Iam hai phan.

- M,* bao gdm 848 bit bén trai nhét.

- H' bao gbm 160 bit bén phai nhat.
M*= FEDCERQGS 76543210 FECCRA9E 76543210 FEDCBANE 76543210 FEDCBASE 76543210
FEDCEA9R 76543210 FEDCBASS 16543210 FEDCBAYS 76543210 FEDCBAYE 76543210

FEDCBAGR 6543210 FEDCBASB 76543210 FEDCBA®E 76543210 FEDCRRYS 76543210
FEDCRAGE 76543210 FEDC

H'=  FO0SRGI1E F528FAR38 777D4BUA S8B6FDA4 2D7E1998

Vi khéi phuc 1a mot phan, thong diép da dwoc khoi phuc M* bao gdbm M,* va M,", phén cd thé va khong
thé khoi phuc duec.

M=  FEDCEASE 75543210 FERCRASS 76543210 FECCRASE 76543210 FEDCBASE 16543212
FEDCDAYE T£S43210 FEDCBASE 76543210 FEDCRASS 76542210 FEDCBARSS 76543210
FEDCEAGE 76543210 FEDCBASE 7654221C FEDCRASE 76542210 FEDCBASE 76543210
"COCBAUR TRGA3210 FEDCRBASS 76543210 FEDCBASE 76543210 FEDCEASE 705432106
FEDCBAYE

Ma bam con lai H” dwoe tinh bang cac 4p dung ham bam chuyén dung 1 cho M*.

H'=  ¥0EAS11h FSZBFR3E T7704BSA Z3RETDRY 2DTRIH49

Vi hai ma bam H’'va H” 1a giéng nhau, chi ky £ dwoc chip nhan.
E.1.3.2 Vi du vé lwoe db chir ky 2

Vi du nay sl dung hadm bam chuyén dung 3 trong ISO/IEC 10118-3 (cdn duwoc biét dén véi tén goi 3
SHA-1).

E.1.3.2.1 Qua trinh ky

Théng diép @é ky 1a xau 112 ky tw ma ASCI| sau day.
ancdbrdecdefdefgefghfghighijhijkijkljkimklmnlmnomrnopnopg
OpOrpgregrsLrstustuviuvwuvwX VWX YWXYZRYyZzayzabzabecsbodhbode

Trong hé thap luc phan, théng diép M la xau bd tam c6 d6 dai 112 xau bé tam, cé nghia |4 896 bit sau
day.

M= 1626364 62636465 63646566 E4656667 65666768 GEOTREGY ET763696R GLCIEAER
G26R626C CREBO6CED CEBO6CHDEE SCEDEE6F BOHEGTTO HEEFVHT1 6FTOT1IZZ T0717Z73

T1727374 72737475 T3747576 T4757€TT 75767778 TETVITRTR YTTEUGTA TE7ITAER
T2TREL62 TR616263 b£l626364 62636460

160 bit cla salt S dwoc tao ra.
S= 4C959C188 7TRIDEBAC C193C1l4C F3147FES C6636078
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Véng 13 Dau vao sddelate 1e0£2d96 7€935%£1 eode260a
HamF F{) Fj
Ddu vao 9dielare 7e3359¢3
Khoa vong 6e3ffaza 74ac3ffd
Sau céng khod £371c25%4 0alféGoe
Sau s 25eab8aB bi£530a8
Sau I 17524741 4b8cé0Te
Vong 14 Dau vao 095d6ad7  Te9359£3  ab524674  9ddelale
HamF Fo F
Dau vao 095d6ad? ab524674
Khoa vong b3696e2e ccoblals
Sau cong khod b0o34D4£s £7597¢cic
Sau s 152a2£03 5216139
Sau M f7eeBiBb 7902£)eb
Vong 15 Diu vio 8974dB78 _ ab524674  e44cc995 09536247
Ham F Fo Fy
Dau vao 897dd878 e44cC995
Khoa vong ed785ebd 9¢077¢23
Sau céng khéd 64058465 784bb586
Sau 4553910 §36b5a11
Sau 4 4034defc 0228bdd4
Vong 16 Dau vao eb6698838 ed4cch9s 6b75d703 89744578
HamF FCl F1
Dau vio eh§69688 0b754703
Khéa véng 04978483 zec058ba
Sau cjng khoa ef£1150D 25b585be
Saus 90edeels e7691£1b
Sauld 52679609 O3bakdag
Véng 17 Dau vao aeabifsc _ Ob7ISE703  Becfécdl  eb£69823
HimF Fo £
Dau vao aebifsc Beeiscd:
Khoa vong sEbdsféa I1fesdes
Sau ¢ong khé3 259610f6 bd3lel1s
Saus feasz8éd b1sd7s89
Sau i 7z0d245d badg5e22
Vong 18 Dau véo 7978236e  Becféedl  S1bOc6aa  ae2bifgc
HamF Fo F1
Dau vao 7978235¢ 51b0c6aa
Khéa vong b76das7 Ja6fase?
Sau edng khi 3 celSBica 6bdfgeqd
Saus 919¢c117¢ 2B3aaadl
Sau I} ef24fess 08916103
Veng 1% | Pauvao §32b9287 _ S1bOckaa _ aha2esf 7978239
HAmF Fo F
Diu vao 63eb9237 atbazeyf
Khoa vong 521213ce 4f1£59d8
Sau cong khog 31£98149 e5as7747
Saus 5d03e265 3c8d7bda
Sau L7454E63 2l4086a7
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Veng 20 Biu vao e6f6adcy  agba2e9f  98a8as39  £3eb9287
HamF FO F«]
Dau vio e6f68dey 982825319
Knhda véng €13624£6 eed1féad
Sau cong khéa 27¢0a93f 7639535d
Sau 5 20b5536b 09893194
Sau M JcaeBide bE03css4
Ving 21 Dau vao 9a14af01 98a8a539  d5e856d43  e6f6BdcY
Ham F F Fy
Dau vao 9a14a£01 dsess6d3
Khéa véng 17f68fde feci60a9
Sau cong khéa Bde220df 232b367a
Sau S 6656bEf2 bisiaibd
Sau i JaeQBasd 662b2edd
Vang 22 Dau vao e2482f64  dSe856d3  80ddaldd  Saldafol
Ham F Fo F
©du vao e2482£64 80ddals4
Khca veng 6288bc72 c0adsseb
Sau cdng khoa BOCO9316 407024ef
Sau S cdbsfles fbe99250
Sau M 3dsdacso 108259db
Dau ra 2482564 e875fabl 80ddalgd gag6féda
Khoa trang cudi cung 77777777 71777777
Sau khéa trang e2482£64  9f028dc4 __ 80ddaiss  fdeigsiad
Ban ma 22482£64  9£028dc4  B0ddalsd _ fdelslad
B.2.3 CLEFIA v&i khoa 256 bit
Khéa ffeeddcec bbaa9988 77665544 33221100
£0e040c0 HDa0SG80 70605040 30201000
Ban ri 00010203 04050607 08090alb Oc0dDelf
Ban ma alis78l4 285def0c 10dadédi fa48biga
Ly 477e8f09 66ee5378 2ccZbeld bES5e28f
Ly dEcl0bE9 4eeab575 84bd5663 cc933540
W Rar2y of0etidoc 0b0aQ30B Q7060504 03020100
3 SE£02029 1S5413cdD 1blc4la4 edbacdls
RKrsn2 €c498393 8846231b 1£c716fc 7cB8lasSh
RKya10.01 fal7c259 Oeldalee aacfSabp Bechaad?
RK 2150208 boSkE737 Bdelf2d0 8ffeeQfé b70b4aTea
e PRI S8lb3e34 03263£89 2£7100cd 0Sceel7l
RA 21283 b523d4ed 176d7c44 6d7baSd7 £797h2£3
RK 1135302 25480d£2 ab4i6bba2 6a3asSel 3elas7fl
REK ns 20,5051 b204eb20 44£65824e c7557¢cbe 47401ez2l
RK 32 33,0018 d71££7e9 acalfblc 2deff3sd 6ca3adid
M;[.‘sf‘z,g_;.q 4dd7cfb7 ae7lc9f6 4e911fef S0aasSde
RK ey 2,200 Zcé64aTa BohScfEbh l4cBdele 43bdcaef
RK et 23,2021 S68c5a33 07ef7ddd 609dc860 acBeSOELS
REK =5 50 40,31 c0clB258 4f53cH0e 33e0lcbhb? 80251elc
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Ban r5 00010203 04050607 08090a0b 0codoeot
Khéa trang khoitao 0£0e0d0c 0b030903
Sau khilam lrang 00010203 obObObOb  0B090a0b 07070707
H 1 E

Vong 1 Dau vio 00010203 0bObObOb  0B090a0D 07070707
HamF FO F1
HY ¥

By vao 00010203 08090a0hb
Khéa vong 58602029 15413cdo

Sau cdng khoa saf1223a 144836db

Saus feed1927 2e78alac
Sau 14 2db2101b d87eeTlB

F] - )

Vong 2 Dau vao 26b91b10  08090a0b  df78e01f 00010203
HamF Fﬂ F,
Dy vio 26b91b10 df79e0Lf
Khds ving 1bocd1ad e4bacdof
Sau ¢éng khda 3db55abd Ibe32dil
Saus aasafadb 0f1e1928
Sau 317e025%¢ cOee9sba
Véng 3 Dau vao 39770897  df79201f  cDecdgi®s  26b91D10
HamF 7 F
Bau vao 19770857 c0cd9ibe
Knéa vong 60498193 8846231b
Sau cdng khoa 553eBb04 488bb7a2
Saus 55874B4e de4B76a0
Sau W cla7acld Tae05384
" 1Y F]
Vong ¢ Bau vae 1cdedc02  eDcd9dby  5e594394 397708697
HamF FO F1
Diu vao 1cdedco2 50554394
Khéa vong 1fcT16te 7¢81a45b
Sau ¢céng khoa t319sale 20dze7ef
Sau s c607£a9% 12£002¢9
Sau i sedacOce 4¢fbbes0
. k) -
Veong £ Eau vao 9137477 5594394 J5BC0607 lededcos
HamF Fo £y
Dau vao 92137477 75820607
Khéa véng £al7¢259 Oe3dalee
Sau cdng khéa €424b62e 7bbla4e?
Saus 4592¢8d2 16£32044
Sau i adfdi3ae 12450650
vong & Bau vao £124703a 7580607  SeSbdas?  9el37477
HamF FQ Fg
Day vao £1a4703a 5e9b4a532
Khéa vong aacfsabb secDaady
Sau cong khoa shébeabl dosbe0sb
Sau S 22285e04 fe22d448
Sau M Dfaszedd aa7vadasc
Veong 7 Bav vao 7a2928d3 5e9bias? 34697eeb £1a4703a
HamF Fo F1
Dy vao 72252843 34697&eb
Khéa vong bo5bdT37 Bdelf2d0
Sau cong khéa ca72ffad b98&acib
Saus 23adsess 172059¢0
Sau M 85158630 334e2af2
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Ving & Dau véo dSBeccé2  14697eeb  cleaSach _ 7a2928d}
HamF FO F‘l
Dau vao dsgecc62 c2easacs
Knéa vong 8ffee0ft b70bd7ea
Sau cong khoa 5a702¢c34 75e11d22
Sau S fac£9ded 5B6£2¢19
Sau 72c2027e assadsio
Vong 9 ~ Dauvao 46ab7¢9s c2eaSac8 _ dfabfd23 dsgeccé2
HamF FQ F}
Dév vao 46ab7e95 dfabfaas
Khéa véng s81bleld 03263£89
Sau ¢dng khéa leb042al deBdezaa
Sau § 177afdéa 57664715
Sau M 51d5740a 11028747
Vong 10 Pau vio 933£2ec2 fabfd23 __ ci8cAbbS __ 46ab7css
HamF Fo F
Bdu vao 933f2ec2 c4Bc4bbs
Khéa vong 267100cd 0sceel7l
Sau céng khoa bciezeof cl42aacd
Sau § eD434cd9 22£fd2380
Sau Il a7g8diza béaed £2b
Vong 11 Diu vao T8c12e08 c48ecdbbs £00531be 9331f2ec?
Ham F Fo Fy
Déuv vao 78¢32809 £00533be
Khéa véng b523d4ed 176d7c44
Sau cdng khéa cde0faed e7684£fa
Sau s 1fdirod4 02e£5310
Saul 08E49b01 2¢db3fss
Vong 12 Bau vao cc3idobd  f00533be  bcedlla7  TBe32e09
HamF Fo F1
Eiu vae ec3140b4 bceilla?
Khéa vong 6d7basd? £797b2£3
Sau céng khéa 241437563 4b7312354
Saus 1b512562 c94a71¢b
Seu 7Te2c762b 8lca0bs9
Vong 13 Bau vio Bc294595  bee411a?  £9092850  cclidobd
HamF Fo £y
Eévvio 8C294595 £9092550
Khéa véng 25ds0d£2 aé46bbaz
Seu cong khéa a9f14867 sfifsefz
Sau 8 93e47852 Sc26caes
Sau I 4aB7cBS8 sibcgads
Vong 14 Bau vao £663d9ff  £9092550 _ 988db861L _ BC294595
HamF Fg F-i
Eau vao £663d9EE 588dbas1
Khéa vong fala9sel 38324750
Sau cong khéa 9c594cle aébiff9l
Sy S SELE£39b0 054d1d75
Sau 48239144 08545025
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Vong 15 Biu vao 21232484 988dbB 62 847415bo Fgs3d9fs
HamF FO F1
Pau vao 21222484 84741500
Khéa vong b104eb20 4488248
Sau céng khéa s22ecfad c08cy7ie
Sau s BEédZc9a0 bsffserd
Sau ld Sb£56073 87e2a6a2
Vong 15 Dau vio 43784812 84741550 7:817f5d 21232484
HamF FD F1
Dau vio 43178dB12 71817684
Khéa véng €7557¢be 47401e21
Sau cong khoa Bi2dadae 36c1617c
Sau S 92192883 a10e5414
Sauld £751alel 2177d3an
Vong 17 Dau vao 3255653 71517£5d €054£71¢ 43784812
RamF FC- £
D4 vao eJeSbE5) cosdf2e
Khéa veng d71££7e9 acalfboc
Sau céng khos 34fadlba 6cfcoe20
Saus dielbe2d 32bc13bf
Sau M 2743ef2d &fac0aab
Veng 18 Dau vao 56c29070 c05df72c 2c94d2b9 eleSb6s3
HamF Fo F
Dau vao 5629070 2¢9442b9
Khoa vong 2daff3sd 6calasio
Sau cbng khéa 7b2de3ad 40377289
Sau s 56193719 fbliclb?
Sau M ee6316%a 5¢3245b7
Véng 18 Dau vao Teleetdt 2918289 bEd7¢3e4 56¢29070
HamF Fo F-l
Dau vao 2eleelds bdd7£3e4
Khoa véng 4dd7efo? aeT1c9fs
Sau cong khéa 63e92ebt 13aél3all
Sav § 373cdes4 3fefesid
Sau ld B7aabfBa 8f8d16£3
Vong 20 Dau vao ab3e6237 bdd7f3ed CG91£E683 Jeleeldd
HamF FO F,
Bav vao ab3e6237 d94£868)
Khoa véng 4e911fef 90aa95de
Sau céng khda e5at7ade 49¢51354
Sau s feadeabe 65f68£77
Sau i 0389d£33 f418cB4f
Vong 21 Dau véo DS5e2cd?  dS4fBEB)  4a262999  able§237
HamF Fo Fy
Dau vao bs5e2ed? da262999
Khéa vong 2c664a7a BcbScfeb
Sau cong khda 9938688ad S691esf2
Saus lczbécee 0df150e5
Sau ld 2595772 das313d2
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Vong 22 Ddu +a0 sod661f1 42262989 716a77eS  bSse2cd?
HamF FCI F1
Dav vao 50d661£1 716a77e5s
Khoa vong 14cBdele 43b9caef
Sau cdng khoa 44lebfef 32d3bdoa
Sau S 12b0Szac ¢7bbb182
Sau M fsefdege 744a9ced
Vong 23 Dau véo 20c9f107  116a77e5  clldbo3a  S50d661f1
RamF 'FO Fl
Pau vao 2£c9£107 c114b03a
Khéa vong 56R8C5a3a 67ef7d4dd
Sau cOng khba 7945ab34 céfbede?
Sau § aza77e2a 4cd7e238
Sau i eB4f6d9b cetjez0a
vong 24 | Dau vao 99251a7e  c114bDla__ 9ebiB3fb _ 2£c9£107
HamF FO IF1
Dau vao 99251a7e 9eb183fb
Khés vong §08dcBE0 ac9esofe
Sau céng khoa £9a8d21e 322£d303
Saus £84572b0 c7d8flce
Sau 20634b77 591b3£55
Viong 25 Dau vao e177fb4id  9eblB3fb  76dlces2  99251a’e
Hé!’l’lF FO F1
Dau vao e177fbid 76d2ces2
Khéa vong c0c18358 £53cs0e
Sau céng khoa 21b67815 3981065¢
Sau S aldddisc ¢Be2Daas
Saull HFHTH gsffscaf
\Veng 28 Bau vao 21397814 76d2ces2 10da46d1 el77£b4d
Ham F Fo i
Béu vao alig7814 10da46dl
Knéa véng 33e01ch9 B0251elc
Sau céng khoa 92d964ad 90ff58ed
Sau s 8644452 9aBaBO3f
Sau M 59492352 183d4%e?

Dau ra 21397814 2f9bed08 _ 10da46dl  £94ab2sa
Khéa trénc cudi cing 07060504 03020100
Sau khildmIrdng allo7el4 289d280c 10daq6dl faigbisa
Ban ma 41397814 259deB0C 10dad6dl faiBbifa

B.3 Céc vidu sé LEA
B.3.1 LEA-128
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Khéa K [3c2d1eCf 78655adb b4a5%687 fOeld2el

K, 003a0ic4 02407010 194£7dbl Q2457010 060408283 02467010
K 1lfdckal Se¥8elch 1EbSTUcE Seflelcf Sdc53a7i Seifelch
K, £20£TobS €dee28db bT4eSdad €de€23dn &€SedEdl £26€l8de
K T£120€3L dacthdl? cdlecf3¢ dactlbdl? 54CE£765%1 daclihdly
K, €821473b cE37ciTa 48513932 c£37c4Ta 23260280 ci3TeiTe
R'; 24ad5047 5942853 elc2&51d fEL<L285e fcadlilc £854235e
K, kaZfeScs 22336cd? CfcTelbl 3ef28cd? flcoffaBc 32836247
K, 5522k30e 2222ca’8 Zafiafkl eellcal8 £5837074 2222:2a73
K Balbl7%: €EB4A0Efe B83c¢SI082 €fnilffe 820085235 E7k4Cife
Ky Lddel8ic chbUlcBTE £7E80adee cbilcs7s e€lk5dck cibllcBTE
K 47al0ceg Z728e27E 4I554%ill £72Bel76 £S€E3fad 7282274
Ky, L280d05% S1kdSGif lebéGdee 31535017 lanflled S1kaSOlf
Kia 21341824 77c€£4e2 cabiaads TTct4de £81c2074 FlcEéssl
K5 delac3Tl S£3€afdd 10321450 24382£40 £326fe08 C43£aidl
Ky finlacddd &3dfecfe 2Ie0dfal %33Zge0e AféleTel c3dfcels
K¢ 2720087 2E5ef76e Lfb2%564 ZES=fTée 24S6edla 2832f74e
K 227k58ec SCk3facf ci€alifd d0nIfa€l afddcoad dlk3facet
Ky £10023€1 £52858¢3 1000408 £5285f¢3 488z7acd £Le285Ics
K ceSd41545 Slel7¢ké e=caldfkfs 51e176be edbflece Slel7ik:
Ko Gpefbtéc 0548254k 8de¢fTc? 054BI54n bebddlse (T48234k
Khéa K 3c2dleff 78658544k b4a5%E87 fleldle?

KZD TEZET£134 8051442 2ghcefdl QENSa42 LELHAS24 [£051a42
Ky a5L0fEl3 34ébiuied Z7cEldad I4kliezd TlocTdzsd 3iklbced
K., SfbeaTil 2744103 SO0Tcafd cfT44107 52132335 744103
K,, Jbicadsa d£€602%d Sb72205a dfER020d ch4Telef dZebiZed
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Khéa K 3c2diedf T8635adb b425%687 fleld2c3
Banré P 23121110 171€1514 1blal91ig8 1fleldlc
Bianmi ¢ 35¢2cB¢f 18cocE22 aTci3255 £d4Bbe404

X, 3122110 17181514 1blalfls Zfleldlc

Xi QECTEOSL £63dee8d eSedcfdd 13121110

X, 3fcddald f7¢7zaZa albETcfl 0£079051

X3 “Ge¥llcd 906fd05d £d203e35 3fcédald

A, 43048c71 5faafdl5 dfcE8Tfb 9%eliled

X ££2a337d 41%f€23d <h%7dd8a 43043cTl

X 055k3a34 aleb{fe7 af¥B73ba £62a3374

X; 53875¢he 1¢£fic052 02el3dic 055h3a34

Xy flddheca 22031302 B8a5f86dE 38875ck3

Xy £770al7e c£7d49385 2dfBcda7 fiddbeea

X 58a89874 db57aale 20d820a4 £770al7e

X1 11c9£427 bE0T9dée 28clfbB2 584392£4

Xl? a7zdalied =2e57Le2 £7727e5f 11cGf467
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Phu luc C
(tham khao)
Bang dac tinh

Phuy luc nay tdng hop cac thudc tinh hang nhe cla cac ma khéi mé ta trong tiéu chuén nay. Trong phy
luc C.1 TCVN 12854-1 duwa ra cac chi sb phan clrng cho ma khdi hang nhe. St dung céc chi s8, cac
thudc tinh hang nhe ciia PRESENT va CLEFIA dwoc tdng hop trong bdng C.1.

Bang C.1 - Bang dic tinh
Tén thuét toan

PRESENT [10]{11][12] CLEFIA [7][14]

Kich thwéc
khéa [bil] 80 128 80 128 128 128 128 192 265

Kich thwdce

e 64 64 64 | 64 | 128 | 128 | 128 | 128 | 128
Tietdién | Lo-e 1 4301 | 1570 | 1884 | 2488 | 4950 | 5979 | 8536 | 8482
chip® [GE]

Yo
QU | 547 | sss | 32 | m2 | w8 | s | 18 | 22 6

S6 bit trén
chu ky 0,12 0,11 2 2 0,39 3,56 7,11 5,82 4,92
[bit/CLK]

Na“[gégf'”gc 1075 | 1391 | 1570 | 1884 | 2488 | 4950 | 5979 | 8536 | 8482

Nang
lwong? 588025 | 777569 | 50240 | 60288 | 816064 | 178200 | 107622 | 187792 | 220532

[GE*CLK]

Néang lwvong
trén méi bitt | 9188 12150 785 942 6367 1392 841 1467 1732

[GE*CLK/bit]

Cong nghé 0,18 0,18 013 | 000 | 009 | 009 | 009
[um]
A :-;g'a' KHONG KHONG |KHONG| cO | ¢c& | ¢co | co
Dién
Dién tich nhd Dien tich .
D Dign tich nhé vananglwong |, . .. | nho Nang lwgng thap va hiéu
Bac tinh nhat thép (dwa vao t:cnhhz?o (dwa qua cao (dwa vao vong)
vong) vao
vong)

® Tiet dién chip duoc do bdi cac cong twong duong (GE). Céc con sé dwoe dwa ra da thu duoc bang
cach st dung mét cong cu tdng hop tu dong thiét ké dién tk tw dong
®S6 chu ky xung nhip [CLK] d& mét 1an thyc thi thuat toan tao ra dhu ra. Ta thu dwoc bdi kién tric cai
dat phan cieng.
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© Vi gia thiet cac (rng dung phan cirng hang nhe ¢6 xung nhip & tan sudt thap vai tram kHz, nang
Iwong tiéu thy cé thé dwec wéc lvgng bing cach sir dung phép do nhu véi diéc tich chip [6].

? Ning lrong tiéu thu ky higu néng Iwong tiéu thu trén mdt khodng thai gian cu thé. Ta c6 thé duoc
wéc tinh bang viéc nhan nang Iwgng tiéu thy voi sé chu ky dém dwoc.

¢ Ta c6 thé thu dwoe bang cach chia nang lweng cho kich thudc khéi.

Bang C.2 dén C.4 tém tat hiéu nang dr liéu @6i véi LEA va chi ra hidu nang clia LEA trén vi digu khién
Mtmega128 8 bit, vi diéu khién MSP430 16 bit, va vi diéu khién Cortex-M3 32 bit. Téc @ dwoc do trén
chu ky méi byte, vi vay céc s nhd hon twong ing véi téc dd cao hon. Chu ¥ ring khbi/dé dai khéa theo
bit cla LEA-128, LEA-192, va LEA-256 1& 128/128, 128/192, va 128/256 bit twong (rng.

Bang C.2: Trién khai téc dé cao clia LEA trén Atmega128

Tén thuat toan LEA-128 LEA-192 LEA-256
Kich c& ma [byte] 862 934 934
Kich c& RAM [byte] 433 761 865
Chu ky ma héa [CLK] 2689 3589 4081
Toc db [CLK/byte] 168,06 224,31 255,08
Bang C.3: Trién khai téc d6 cao ctia LEA trén MSP430
Tén thuat toan LEA-128 LEA-192 LEA-256
Kich ¢& ma [byte] 650 666 664
Kich c& RAM [byte] 440 768 872
Chu ky ma héa [CLK] 2056 2435 2765
Tdc dd [CLK/byte] 128,50 152,19 172,81
Bang C.4: Trién khai tdc dd cao clia LEA trén Cortex-M3
Tén thuat toan LEA-128 LEA-192 LEA-256
Kich c& ma [byte] 808 930 1058
Kich c& RAM [byte] 472 776 880
Chu ky ma héa [CLK] 424 565 644
“T&c 6o [CLKIbyte] 26,50 35,31 40,25
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Phu luc D
(tham khao)

Gi®i han ctia ma khdi véi mot khéa don

Phuy lyc ndy duwa ra can trén vé cac phép ma hoa ma khdi nén thire hién véi mat khéa don. Do an toan
clia hau hét cac ché dong ma khoi gidm xudng khi sé 1an méa hoa tién dén 22 [8)[9][12], v&i n 14 kich
thwac khéi theo bit. Thong tin d0 dé co thé phan biét dwoc dau ra clia ma khi véi mét ham ngau nhién
(sau 2™ |an ma hoa. Vi dy, véi n = 64, ma hoa 2842 = 2%2 khéi, 14 d0 dé phoi bay ma khéi treée cac tan
cdng c6 thé khi st dung trong mot vai ché dd hoat dong clia ma khdi (nhuw CBC hodc ché dd bd dém).
Vi vay, véi cac ma khéi n-bit, viéc ma héa Ién hon 22 khéi str dung mét khéa don véi cac ché @b hoat
ddng cu thé phai dwoc ngan chan.

Canh bao nay khdng chi 4p dung cho cac ma khéi hang nhe duwoc quy dinh trong tiéu chudn nay ma con
cho t&t ca cac loai ma khéi bao gébm ca cac ma khdi dwoc quy dinh trong TCVN 11367-3 (ISO/IEC 18033-
3). G& biét thém thong tin, xem tai liéu chudn 12 (SD 12) cia ISOEC JTC 1/SC 27.
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[1] TCVN 11495-1 (ISO/IEC 9797-1), Cong nghé thong tin — Céc ki thuat an toan — Ma xac thye théng
diép (MAC) - Phan 1: Co ché str dung ma khbi

[2] TCVN 11817-1, Cang nghé thang tin — Céc k§ thuat an toan - Xac thue thye thé - Phan 1: Téng quan
[3]) TCVN 11816 (ISONEC 10116), Cong nghé thdng tin — Cac ky thuat an toan — Ché dé hoat dong cho
mé khdi n-bit.

[4] TCVN 7817-1 (ISO/IEC 11770)-1, Cong nghé théng tin - Cac k¥ thuat an toan — Quan Iy khéa - Phan
1: Khung tdng quat

[5] :i'CVN 11367-1 (ISO/IEC 18033-1Cong nghé thdng tin — Cac ki thuét an toan — Thuét toan mat ma -
Phan 1: Tong quan

[6] TCVN 12854-1 (ISO/IEC 29192-1), Cdng nghé thdng tin — Cac ky thuét an toan — Mat ma hang nhe -
Phan 1: Téng quan

[7] Akishita T., Hiwatari H., Compact Hardware Implementations of the 128-bit Blockcipher CLEFIA.
Available at <http:// www .sony .net/ clefia>, 2011

[8] Bellare M., Desai A., Jokipii E., Rogaway P., A Concrete Treatment of Symmetric Encryption: Analysis
of the DES Modes of Operation. In Proceedings of the 38th Symposium on Foundations of Computer
Science, pp. 394-405, IEEE, 1997

[9] Bellare M., Kilian J., Rogaway P., The Security of the cipher block chaining message authentication
code. Journal of Computer and System Sciences (JCSS), volume 61, no 3, pp. 362-399, 2000

[10] Bogdanov A., Knudsen L., Leander G., Paar C., Poschmann A., Robshaw M. et al. , PRESENT —
An Ultra-Lightweight Block Cipher. In Proceedings of Workshop on Cryptographic Hardware and
Embedded Systems — CHES 2007, Lecture Notes in Computer Science volume 4727, pp. 450-466,
Springer-Verlag, 2007

[11] Hong D., Lee J.K., Kim D.C., Kwon D., Ryu G.H., Lee D., LEA: A 128-bit Block Cipher for Fast
Encryption on Common Processors. In Proceedings of World Conference on Information Security
Applications — WISA 2013, Lecture Notes in Computer Science volume 8267, pp. 3-27, Springer-Verlag,
2014

[12] Poschmann A., Lightweight Cryptography — Cryptographic Engineering for a Pervasive World.
Europédischer Universitatsverlag, Ph.D. thesis, 2009

[13] Rogaway P., Efficient Instantiations of Tweakable Block Ciphers and Refinements of Modes OCB
and PMAC. Available at <http:// seclab .cs .ucdavis .edu/ papers/ offsets .pdf>

[14] Rolfes C., Poschmann A., Leander G., Paar C., Ultra-Lightweight Implementations for Smart Devices
— Security for 1000 Gate Equivalents. 8th Smart Card Research and Advanced Application Conference,
CARDIS 2008, Lecture Notes in Computer Science volume 5189, pp. 89-103, Springer-Verlag, 2008

[15] Shirai T., Shibutani K., Akishita T., Moriai S., lwata T., The 128-bit Blockcipher CLEFIA. In
Proceedings of Workshop on Fast Software Encryption 2007 — FSE 2007, Lecture Notes in Computer
Science volume 4593, pp. 181-185, Springer-Verlag, 2007

[16] Standing Document 12 (8D12) of ISO/IEC JTC 1/SC 27. Available at http:// www .jtc1sc27 .din .del
sbe/ SD12

57



	12854-2_2020_001.jpg
	12854-2_2020_002.jpg
	12854-2_2020_003.jpg
	12854-2_2020_004.jpg
	12854-2_2020_005.jpg
	12854-2_2020_006.jpg
	12854-2_2020_007.jpg
	12854-2_2020_008.jpg
	12854-2_2020_009.jpg
	12854-2_2020_010.jpg
	12854-2_2020_011.jpg
	12854-2_2020_012.jpg
	12854-2_2020_013.jpg
	12854-2_2020_014.jpg
	12854-2_2020_015.jpg
	12854-2_2020_016.jpg
	12854-2_2020_017.jpg
	12854-2_2020_018.jpg
	12854-2_2020_019.jpg
	12854-2_2020_020.jpg
	12854-2_2020_021.jpg
	12854-2_2020_022.jpg
	12854-2_2020_023.jpg
	12854-2_2020_024.jpg
	12854-2_2020_025.jpg
	12854-2_2020_026.jpg
	12854-2_2020_027.jpg
	12854-2_2020_028.jpg
	12854-2_2020_029.jpg
	12854-2_2020_030.jpg
	12854-2_2020_031.jpg
	12854-2_2020_032.jpg
	12854-2_2020_033.jpg
	12854-2_2020_034.jpg
	12854-2_2020_035.jpg
	12854-2_2020_036.jpg
	12854-2_2020_037.jpg
	12854-2_2020_038.jpg
	12854-2_2020_039.jpg
	12854-2_2020_040.jpg
	12854-2_2020_041.jpg
	12854-2_2020_042.jpg
	12854-2_2020_043.jpg
	12854-2_2020_044.jpg
	12854-2_2020_045.jpg
	12854-2_2020_046.jpg
	12854-2_2020_047.jpg
	12854-2_2020_048.jpg
	12854-2_2020_049.jpg
	12854-2_2020_050.jpg
	12854-2_2020_051.jpg
	12854-2_2020_052.jpg
	12854-2_2020_053.jpg
	12854-2_2020_054.jpg
	12854-2_2020_055.jpg
	12854-2_2020_056.jpg

