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L&i néi dau

TCVN 10176-8-12:2017 hoan toan twong duong véi ISONEC
29341-8-12:2008 '

TCVN 10176-8-12:2017 do Tidu Ban ky thuat tiéu chuan qubc gia
TCVNNTC 1/SC 35 Giao dién nguwoi str dung bién soan, Tdng
cuc Tiéu chudn Do lwéng Chét lwgng d& nghi, B6 Khoa hoc va
Céng nghé cdng bd.

B TCVN 10176-8 Céng nghé théng tin - Kién tric thiét bj UPnP
gdm céac tiéu chuan sau:

- TCVYN 10176-8-1:2017 (ISO/IEC 29341-8-1:2008), Phén 8-1:
Giao thirc didu khién thiét bi internet gateway — Thiét bi internet
gateway

- TCUN 10176-8-2:2017 (ISO/IEC 29341-8-2:2008), Phan 8-2:
Giao thtre didu khién thiét bj internet gateway — Thiét bj mang cuc
bd

- TCVN 10176-8-3:2017 (ISO/IEC 29341-8-3:2008), Phan 8-3:
Giao thirc didu khién thiét bi internet gateway — Thiét bi mang
dién rong

- TCVN 10176-8-4:2017 (ISO/IEC 29341-8-4:2008), Phén 8-4:
Giao thirc didu khién thiét bj internet gateway — Thiét bj két ndi
mang dién rong

- TCUN 10176-8-5:2017 (ISO/EC 29341-8-5:2008), Phén 8-5:
Giao thirc diéu khin thiét bi internet gateway — Thiét bi diém truy
cép mang cuc bd khdng day

- TCVN 10176-8-10:2017 (ISO/IEC 29341-8-10:2008), Phan 8-10:
Giao thirc diéu khién thiét bi internet gateway — Dich vu quan ly
c4u hinh host mang cuc bd

- TCVN 10176-8-11:2017 (ISONEC 29341-8-11:2008), Phan 8-11:
Giao thirc didu khién thiét bj internet gateway — Dich vu chuyén
tiép tang 3

- TCVN 10176-8-12:2017 (ISO/IEC 29341-8-12:2008), Phan 8-12:
Giao thirc diéu khién thiét bj internet gateway ~ Dich vy xac thyc
lidn két
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- TCYN 10176-8-13:2017 (ISO/IEC 29341-8-13:2008), Phin 8-13:
Giao thirc diéu khién thiét b internet gateway - Dich vu radius t
may tram

Bo tiéu chudn qudc té ISO/IEC 29341-8 Information technology -
UPnP device architecture con cac tiéu chuén sau:

- ISO/IEC 29341-8-14:2008, Part 8-14: Internet Gateway Device
Control Protocol - Wide Area Network Cabre Link Configuration
Service

- ISO/IEC 29341-8-15:2008, Part 8-15: Internet Gateway Device
Control Protocol - Wide Area Network Common Interface
Configuration Service

- ISO/IEC 29341-8-16:2008, Part 8-16: Internet Gateway Device
Control Protocol - Wide Area Network Digital Subscriber Line
Configuration Service

- ISO/IEC 29341-8-17:2008, Part 8-17: Internet Gateway Device
Control Protocol - Wide Area Network Ethernet Link Configuration
Service

- ISO/IEC 29341-8-18:2008, Part 8-18: Internet Gateway Device
Control Protocol - Wide Area Network Internet Protocol Connection
Service

- ISO/EC 29341-8-19:2008, Part 8-19: Internet Gateway Device
Control Protocol - Wide Area Network Plain Old Telephone Service
Link Configuration Service

- ISO/IEC 29341-8-20:2008, Part 8-20: Internet Gateway Device
Control Protocol - Wide Area Network Point-to-Point Protocol
Connection Service

- ISO/IEC 29341-8-21:2008, Part 8-21: Internet Gateway Device
Control Protocol - Wireless Local Area Network Configuration

Service
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Cong nghé thong tin - Kién trac thiét bj UPnP -
Phan 8-12: Giao thirc diéu khién thiét bj internet gateway -
Dich vu xac thwe lién két

Information technology — UPnP device architecture -
Part 8-12: Internet gateway device control protocol — Link authentication service

1 Phamvi ap dung
Tiéu chudn nay phu hep véi kién tric thiét bi UPnP, phién ban 1.0.

Kiéu dich vu nay cho phép diém diéu khién UPnP tao cdu hinh va diéu khién cac théng sé lién
quan dén viéc xac thue b&i may chil xac thwe. Dich vu nay quy dinh cac bién va cac hoat dong
duoc st dung boi cac diém diéu khién d& thém, cap nhat va xéa cac ban ghi s dung dé xac
thwe. Viéc nay dwoc st dung dé duy tri cac thang sb xac thyc trén thiét bj theo tirng may tram.
Dich vu ndy hd tro danh muc ngudi ste dung/ khach véi cac chirng thue (mat khdu, khéa cong
khai) va cac quyén truy cép cu thé trén co s& mdi ngudi st dung. Dich vu dwoc thiét ké chinh
cho viéc xac thic trén diém truy cap khong day tai dé thyc thi an ninh tang lién két nhw 13 chuén
802.1x. Ngoai ra con duwoc st dung nham cac muc dich khac — vi du: leu trir mdt cach an toan
cac chirng thire may tram vi du céc chirng chi va cac khoa phi d6i xirng cho cac giao thirc an
ninh tdng mang.

Tuy nhién, Ban working committee chi xem xét dich vu ndy tr khia canh s dung chuan 802.1x,
do @6 tiéu chuan nay dwa ra mgt vai tham chiéu dén giao thirc theo chudn 802.1x. Dich vu nay cé
thé dit cing chd véi thiét bi didém truy cap ma yéu cau dich vu xac thye hosc dinh vi trén thiét bj
khac nhau trong mang nhu la thiét bj internet gateway. Dich vu nay duoc xac dinh nham két hop
may tram WLAN va chirng thyc clia chung dé tu khéi déng WLAN an toan trong cong nghé UPnP
twong thich véi WLANAccessPointDevice

Dich vy nay dwoc xac dinh 1a dich vy thanh phéan déc 1ap. Moi san pham thyc thi déc ta thiét b
chudn sé co lwa chon dé thwce thi dic ta dich vu nay. Tai thoi diém kiém thlr chirng nhén, san
phdm sé& dwoc kiém thir cho dich vu nay ngoai viéc dwgc kidm thir cho kidu thiét bj gbc clia san
pham (vi du: WLANAccessPointDevice, InternetGatewayDevice)

" Tham khao cac tai liéu kém theo xac dinh b&i Ban UPnP internet gateway working committee dé& biét thém chi tiét v&
cac thiét bi va dich vy cu thé tham chiéu trong tidu chuin nay.
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2 Xac dinh mo6 hinh dich vu

21 Kiéu dich vu

Kiéu dich vu sau day dinh danh dich vy phu hop v&i mau nay:
urn:schemas-upnp-org:sevice:LinkAuthentication:1

2.2 Céac bién trang thai

Bang 1 - Cac bién trang thai

Tén bién Bat Kiéu di¥ | Giatrjchophép' [ Giatri | Ponvi
budc lidu mac
hodc tuy dinh’
chon
NumberOfEntries Bat budc | Ui2 >=0 0 Khéng
xac dinh
Identifier Bat budc | String <=64 ky ty Chudi Khéng
réng xac dinh
Secret Bét budc | String Ma hoéa trong | Chudi Khéng
BASE64, <=1024 | rng xac dinh
ky fur
SecretType Bat budc | String Xem Bang 1.1, |Khéng Khéng
<=32 ky ty quy dinh | xac dinh
AuthType Bat bugc | String Xem Bang 1.2, | Khdng Khong
<=32 ky tyw quy dinh | xac dinh
AuthState Bat bugc | String Xem Bang 1.3, | Khéng Khéng
<=32 ky ty c6 cdu | xac dinh
hinh
CredentialState Bat budc | String Xem Bang 1.4, |Khdng Khéng
<=32 ky tw ¢6 céu | xac dinh
hinh
Description Bat bugc | String <= 256 ky ty Chudi Khdng
réng xac dinh
MACAddress Bat bugc | String Bia chi MAC, | Chudi Khéng
“XXCXXXX XX XX XX, | réng xac dinh
*.  khéng phu
thuéce loai chir, 17
ky tw
CredentjalDuration Bat budc | Uid >=0 0 Giay
LinkIdentifier Bat budc | String <=64 ky tw Chubi Khéng
rﬁngv_ xac dinh
LastChange B4t bude | String <=1024 ky t Chubi Khéng
réng xac dinh
LastError Bat buéc | String <=1024 ky ty Chuébi Khong
réng xac dinh
Céc bién trang théi khéng Khéng Chwa xac | Chwa xac dinh Chwa Chua
theo chuén do nha cung theo dinh xéac dinh | xac dinh
cép cai dat chudn

! cac gia tri ligt ké trong cot nay la yéu ciu. D& quy dinh cac gia trj tly chon chudn hodc 8& Uy quyén vidc 4n dinh
cac gié irj cho nha cung ¢ép, ban phai tham chiéu thé hign cy thé cia bang thich hop duéi day
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2.2.1 NumberOfEntries
Bién nay cho biét sb lwgng cac myc nhap trong co' s& dir liéu xac thyc.
2.2.2 Identifier
Bién nay twong tw véi trudng tén ngudi st dung hodc triedng dinh danh ngudi st dung. Trwéng
nay dwgc dbi sanh khi ngudi st dung cung cép chudi dinh danh EAP (extensible authentication
protocol- giao thirc xac thyc mé réng). Dich vy nay gia dinh 1a bd dinh danh dinh danh duy nhét
mai ban ghi trong co' s& di¥ liéu xac thye, nghia la khéng cé ban ghi nao ¢é cac treong dinh danh
triing 13p. Chu y, EAP s dung thuat ngt Identifier 3& tham chiéu dén octet (bd tdm) don nhdm
déi sanh yéu cau va cac phan hdi EAP, trong d&c ta ndy, trwdng Identifier tham chiéu dén chudi
dinh danh EAP. Xem RFC 2716 didu 3.1. B§ dinh danh c6 thé chira cac ky tw < > & trong d6 sé
“pha v&” cac dong XML bao quanh, do d6, chudi dinh danh phai dwoc danh déu ‘escaped’. Tham
khao phan thiét bj “Cac chudi XML la cac théng s6 UPnP”
2.2.3 Secret

Bién nay chira trudng Secret cho tirng kiéu quy dinh trong trudng SecretType. N6 dugc ma
héa nhw chudi trong BASE64 chinh tac (dwoc st dung bdi dich vy an ninh thiét bi)

2,24 SecretType

Bién nay quy dinh kiéu secret chira trong trudng secret. Cac gia trj clia chudi cé thé xay ra
dwoc quy dinh trong bang 1.1.

Bang 1.1- Danh muc gia trj cho phép cho SecretType

Gia tri Bat budc hodc tuy chon Mo ta

TextPassword Bét budc Giéa tri nay cho biét trwong Secret chira
: mat khau dang van ban

X509Certificate Bét budc Gia tri nay cho biét trwéng Secret chira
chirng thye X.509
PublicKey Bét budc Gia tri nay cho biét trudng Secret chira

khéa cong khai

PubKeyHash160 Bét bugc Gia tri ndy cho biét trwdng Secret chira
ham bam 160 bit cda khéa cdng khai

Vendor-defined Bat budc B4t budc

Vendor-defined Bét budc Tiy chon

2.2.5 AuthType

Bién nay quy dinh kiéu xac thyc. Cac gia tri chubi co thé xay ra dwgc quy dinh trong bang 1.2.
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Béng 1.2- Danh muc gia tr{ cho phép cho AuthType

Gia trj Bit budc hodc tuy chon M6 ta

SharedSecret B4t budc Gi tri nay cho biét chudn may tram 802.1x st
dung phuong phap xac thwe trong d6 yéu cau
thém mot chirng thwe nhw la bi méat chia sé
dang khuyét, vi du TextPassword. Khi kiéu
xac thwc 1a Pending thi nguwdi st dung dugc
gid dinh cung c4p bi mat chia sé cho AP théng
qua didm diéu khién s& dung hoat dong
UpdateEntry. Diéu nay dan dén mot thay doi
trong gia tri trwdng Secret.

ValidateCredentials | B&t budc Gia trj nay cho biét chuan may tram 802.1x
dang sl dung phwong phap xac thyc trong do
yéu cau xac minh cac chirng thyc hién c6, tirc
fa nhw trong chirng thyee X509. Khi AuthState
ld pending thi didu nay yéu ciu ngudi sl
dung hoac diém diéu khién xac nhan tinh hop
I& cha chirng thye trong tredng Secret
Vendor-defined B4t budc

Vendor-defined Tuy chon Tuy chon

2.2.6 AuthState

Bién nay quy dinh trang thai hién hanh clia qua trinh xac thyc. Cac gia tri chudi ¢ thé xay ra
dwgc quy dinh trong bang 1.3. Tham khao biéu dd trang thai va ly thuyét van hanh dé biét thém
chi tiét.

Bang 1.3- Danh muc gi& tri cho phép cho AuthType

Gia tri Bat budc hodc tuy chon Md ta
Unconfigured B4t budc May tram WLAN twong (ng véi bién
Identifier cdn phai xac thuc.
Failed B4t budc May tram WLAN twong (ng véi bién

Identifier xac thwc khong thanh céng
cac ndi dung cua tredng secret — vi dy,
voi xac thyc theo chuan 802.1x. Trang thai
nay théng bao vé&i cac diém didu khién bi
mat da dugc nhép hodc xac nhan tinh hop
1& thét bai.

Succeed B&t budc May tram WLAN dwong (ng véi bién
Identifier xac thwc thanh cong cac ndi
dung cla tredng secret — vi dy, véi xac
thwe theo chudn 802.1x. Trang thai nay
théng bao véi cac diém diéu khién bi mat ma
dwec nhap hodc xac nhan tinh hop 1& thanh

cbng.
Vendor-defined Bat bude o Bat bubc
Vendor-defined Tay chon Tay chon

10
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2.2.7 CredentialState

Bién nay quy dinh trang thai hiéh hanh cla qué trinh phé duyét/xac nhan tinh hgp 18 cla chirng
thue, Cac gia tri chudi co thé xdy ra dugc quy dinh trong bang 1.4. Tham khao biéu db trang thai
va ly thuyét van hanh dé biét thém chi tiét.

Bang 1.4 - Danh muc gia tri cho phép cho CredentialState

Gia tri Bat budc hodc tuy chon Mb ta

Unconfigured Bat budc Gia tri nay cho biét réing cac bién khac trong
ban ghi nao 6 khéng dwgc khéi tao hodc
trong trang thai khéng hop 1&. Cac vi dy vé
cac bién nay bao gbém Secret va
AuthType. Ban ghi nay sé khéng dwogc st
dung cho viéc xac thyc, né cb thé dwoc st
dung cho cac muc dich khac.

Pending Bét budc Gia tri nay cho biét ban ghi dwoc tham chiéu
(CP bao déng cho dén tredng Identifier khong co trwong
hoat déng) Secret hgp lé. Céac diém didu khién duoc

ky vong nhéc nh& ngudi st dung cudi nhap
gia tri SharedSecret hodc xac nhén tinh hop
1& cia mét chirng thyc. Nho vao viéc chéap
nhan nguwdi st dung cudi, diém diéu khién
thay ddi bién AuthState thanh Accepted
hodc Denied.

Accepted Bét budc Gia tri nay cho biét ban ghi co s& d liéu
tham chiéu dén trwong Identifier ¢4
tredng Secret da degc nhap/xac nhan tinh
hop I1& béi ngudi str dung cudi.

Denied Bat budc Gia tri nay cho biét rang khi may tram cb
' géng xac thyc, nhwng khéng dwoc phép tiép
tuc vé&i xac thue tang lién két. Trang thai nay
nham muyc dich gi¢i han cac thiét bi tir mang
va gidi han cac sw kién tir cac thiét bj khac.

Vendor-defined Bt bubc Bat budc
Vendor-defined Tay chon Tuy chon

Thanh phén thic hién viéc xac thue va clp quyén truy cap mang duoc ky vong tham chiéu ti co
s& d lieu cia may tram ddi véi théng tin chirng thyc. Néu tredng Identifier cho treéc khong
dwoc tim thdy trong co s& di ligu thi mot ban ghi moi s& dwoc thiét lap, dién va thiét lap 1a
Pending. Thang qua diém diéu khién, ngudi st dung co thé cap nhat ban ghi l1a Accepted hoadc
Denied. Diém diéu khién cé thé truy vAn nguwoi st dung vé tdng s théi gian cAp may tram truy
cap mang tam thei. Tong sé thi gian dwoc quy dinh tinh béng gidy va dwoc lwu tri trong bién

CredentialDuration.

11
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2.2.8 Description

Bién nay luu trir mdt chudi dugc sir dung doc quyén bdi cac didm didu khidn nhdm gitp viéc dinh
danh cac ban ghi x4c thye. Vi dy, diém diéu khién cé thé nhic nguwoi st dung cung cép tén than
thién voi thiét bj may tram. N6 dwoc lwu tre trong cac bén ghi xac thyc va khéng thé dwgc siv
dung bdi thiét bi AP. Bién Description c6 thé chira cac ky ty < > $ s& “pha v&" cac dong XML bao
quanh, do d6, chudi Description phai dwoc danh déu 'escaped'. Tham khao An ninh thiét bi phan
“Céac chubi XML la cac théng sé UPnP”

2.2.9 MACAddress

Bién nay quy dinh dia chi MAC (Media Access Control — kiém soéat truy cap mdi trieéng) clia may
tram. Bién nay khong dwoc str dung dé xac thwec may tram, khi dia chi MAC c6 thé thay ddi.
Tredng nay cé thé duoc st dung bdi cac didm diéu khién dé biéu dién dia chi MAC ctia thiét bi
trong subt qua trinh xac thuc ban dau khi thiét bi may tram ban diu duoc thém vao mang va co
s& di¥ liéu xac thie. Trwong nay ciing dwoc cap nhat @& phan anh dia chi MAC cudi ciing dwoc
xac thuc thanh cong hodc khéng thanh cng. Xem diéu 2.3 dé biét thém chi tiét.

2.2.10 CredentialDuration

Bién nay dinh rd thdi diém (theo sé gidy) mdt ban ghi clia may tram véi trwdng
CredentialState cla gia tri Accepted dwgc phép xac thyc. Gia tri 0 ¢6 nghia la ban ghi ctia
may tram la khdng ddi, s& khéng xay ra trwdng hop hét hiéu luc. Cac gia tri khac khéng quy dinh
truy c&p tam thoi. Khi s chuyén tiép truong CredentialDuration khéc O thanh gia tri O (sé
gidy hét hiéu lgc) thi ban ghi phai bi x6a va sy kién LastChange dwoc kich khéi. Cha y réng cac
ban ghi clia may tram khéng dbi voi trwong CredentialDuration c6 gia tri 0 van tiép tuc cai
dat hodic khdi dong lai thiét bi. Tly thudc vao cac nha cung cap dé thuc thi tinh bién bi khi thich
hop cho thiét bi clia ho, vi du Iwu tri¥ trong bd nhé khong thay ddi duoc nhw 1 flash hodc disk.
Céc gia tri clia trwdng CredentialDuration khac 0 sé khong tiép tuc cai dat hodc kh&i dong
lai thiét bi, may tram tam thoi gia dinh dwoc xac thwe lai. $6 gidy con lai co thé dwoc trich xuét
qua c&c hoat déng GetGenericEntry va GetSpecificEntry. Sy giam boét sé gidy tw dong

cho trwdng CredentialDurationc khong phat sinh sw kién LastChange.
2.2.11 Linkedldentifier

M4t vai phuwong phap xac thiec cho phép hai thda thuan EAP. Vi du, PEAP (Protectd-EAP) thoa
thuan hai giai doan, d6 la phan 1 va phin 2 nham hoan thién viéc xac thyc. Mbi giai doan c6 thé
thda thuan sir dung cac bé dinh danh duy nhéat, cac kiéu xac thuc va cac chirng thwc. Dé cho
phép may chli EAP chl ra cac ban ghi lién quan cho diém diéu khién thi treéng nay chira dinh
danh cho sy phi nhan EAP ban d3u, Vi dy, néu PEAP phan 1 sl dung trong b dinh danh cla
nguwdi st dung 1, kidu xac thyc ValidateCredentials, kiéu bi mat PubKeyHash160 va PEAP
phén 2 st dung bd dinh danh ciia ngwdi st dung 2, kidu xac thwe SharedSecret, thi hai ban ghi
$& ton tai véi treang Linkedldentifier cia ban ghi nguoi st duné 2 chira ngwei sz dung 1. Do dé,

12
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néu giai doan xac thwe phan 2 thét bai thi may chi EAP nén xo6a ¢a hai ban ghi nguai siv dung 1
va ngudi st dung 2. Ngoai ra, néu ngudi st dung tr chéi xac thic phan 2 thi diém didu khién sé
thiét 1ap ca hai ban ghi CredentialState la Denied hodc xda tiy chon cd hai ban ghi ngudi st
dung 1 va nguwdi st dung 2.

Bién Linkedindentifier co thé chira cac ky tw < > $ sé “pha v&" dong XML bao quanh, do dé, chubi
Description phai dwec danh ddu ‘escaped'. Tham khdo An ninh thiét bi phan “Cac chudi XML 13
cac thong sé UPnP"

2.212 LastChange

Bién nay dwoc st» dung cho cac muc dich ghi lai sy kién, cho phép cac diém diéu khién trich xuét
cac thdng bao ¢6 nghia vé sw kién khi ban ghi dwoc thém, dwoc x6a hodc dwoc thay ddi.

LastChange la mét bién chudi dwec ghi lai sy kién ma gia tri cia no la chudi XML da thoat
(dwogc str dung bdi dich vu an ninh thiét bi) v&i dinh dang sau @4y (khoang tréng tring duoc trinh
bay c6 thé doc dwoc nhwng khdng can thiét):

<action>

<fieldname>value</fieldname>..

</action>

Trong d6, action la mét trong cac gia tri sau {Add, Delete, Update}, fieldname la mot
trong cac gia tri sau {Indentifier, Secret, SecretType, AuthType, AuthState,
CredentialState, LinkedIdentifier}va value duwoc quy dinh cho mdi bang ciia cac bién
trang thai. Bién Indentifier phailudn cé mit. D& ngan viéc glvi bién Secret (co thé Ia chudi
I&n) qua mang thi chudi réng nén dwgc gl tai vi tri cia nd. Didu nay nhdm muc dich gidm bét
lru lwong sy kién LastChange kich kh&i va cling tranh viéc gl thong tin nhay cam qua céac
théng diép sy kién. Nhidu thay ddi cho ban ghi don c6 thé dwoc méc néi vao nhau nhdm kich
kh&i sw kién don cho cac diém didu khién da dang ky. Khi ban ghi dwoc cdp nhat thi sé c6
khuyén c4o rang chi cé cac trudng trong dé gia tri clia chung thay ddi dwoc gl di nhung diéu
nay khdng gid dinh véi cac diém diéu khién.

Vi du, viéc tao ban ghi méi cé thé dan dén gia tri cho bién LastChange sau day:

<Add>
<Identifier>Foo</Identifier>
<Secret/>
<SecretType>TextPassword</SecretType>
<RuthType>SharedSecret</AuthType>
<AuthState>Unceonfigured</AuthState>
<CredentialState>Unconfigured</CredentialState>

</Add>

13
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Thay ddi tiép theo cho CredentialState c6 thé dan dén gia tri sau day:
<Update>
<ldentifier>Foo</Identifier>
<CredentialState>Pending</CredentialState>
</Update>
2.2.13 LastError
Bién nay nhim muc dich ghi lai sw kién nhdm cho phép cac diém diéu khién phat hién khi mot 16i
khong ddng bd (nghta 14 18i ma khéng phai két qua truc tiép cla hoat ddng UPnP) xdy ra trong bd
x{ Iy nén clia may chii xac thue. Vi du, may chi EAP cb géng thém mét ban ghi méi cho co s&
dir lieu xac thure nhung khdng thire hién duegc do thiéu tai nguyén.
Bién LastError 1a mét bién chudi dwoc ghi lai s kien ma gia tri cia no6 1a chudi XML d& thoat
(dwoc st dung bdi dich vu an ninh thiét bi)voi dinh dang sau day (khodng tréng trdng dugc trinh
bay c6 thé doc dwgc nhng khong cén thiét)

<Error>
<Code>integer-code</Code>
<Description>error-description</Description>
</Error>

Khi thich hop, cac ma 18i UPnP va cac md ta co thé dwgc str dung. Cac ma méi nén duoc phan
b theo cac quy wéc md ta trong didu 2.4.9.

2.3 Ghi lai sy kién va kiém duyét.

Bang 2 - Kiém duyét sw kién

Tén bién Ghi lai Sw kién Tilé sw Lién két | Delta toi
sty kién kiém kién téi logic thiéu
duyét da’ cho mdi
sw kién®
LastChange Co Khéng Khong xac | Khéng xac | Khéng
dinh dinh xac dinh
LastError Co Khéng Khong xac | Khéng xéc | Khdng
dinh dinh xac dinh
Céc bién trang thai khéng theo | Chuwa xéc | Chwa xac | Chua xéc | Chua  xéac | Chwa xéc
chuén do nha cung cp UPnP | dinh dinh dinh dinh dinh
cai dat
'Buoc xac dinh bdi N, trong dé Ti 18 =(Sw kign)/(N gidy)
?(N)*(Buérc khodng gi4 trj cho phép)

2.3.1 M®d hinh sw kién

Céc diém didu khién co thé sir dung céc sw kién cla bién LastChange @& théng bao cho ngudi
dung cudi viée may tram cd géng truy cap mang thoi didm d3u tién va c6 thé sir dung céc sy kién
cha bién LastError dé thdng bdo cac I5i khdng ddng bd. Ngdai ra, cac didm didu khién co thé
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st dung cac sy kién d& nhan doi hodc sao chép du phdng co s& di liéu xac thyc cho diém diéu
khién nhw la PC hoac bén trong diém truy cap khdng day khac. Tham khdo diéu 2.3 dé biét thém
chi tiét.

CHU THICH: Cac sy kién ddc lap khong thé dugc st dung dé nhan déi co s& dir lidu bdi vi ching sé khong chira gia
trj clia trwdrng Secret. Didm didu khidn co thé sir dyng hoat dong GetSpecificEntry dé trich xuét gia trj cia no.

2.4 Cac hoat dong

Bang 3 liét ké cac hoat ddng bt budc hodc tly chon cho thiét bi UPnP. Tiép theo d6 Ia thang tin
chi tiét v& cac hoat dong nay, bao gém cac md ta ngén vé cac hoat ddng, cac két qua cla hoat
ddng trén cac bién trang thai va cac ma 18i xac dinh béi cac hoat dong.

Cac hoat ddng UPnP an toan trong dich vu ndy duwoc khuyén céo 1a tiy chon, s& dung cac giao
thirc an ninh UPnP nhw dwoc xac dinh bdi nhém céng tac an ninh UPnP. Néu AP thyc thi an ninh
cho cac hoat déng cita UPnP thi Bang 3 s& cho biét cac hoat ddng la an toan. Cac AP con lai c6
thé duoc thyc thi 1a an toan hodc mé. Cac hoat déng an toan phai dwoc bdo vé& ca vé tinh can
mat 1an tinh toan ven.

Céc quyén truy cap sé duoc ké thiva tlr thiét bj chira (vi dy: thiét bi diém truy cap WLAN)

Bang 3 - Cac hoat dong

Tén An toan hodc Mo | Bat bubc hoic tuy
chon

GetGenericEntry An toan Bét bude
GetSpecificEntry An toan Bat bubc
AddEntry An toan B4t budc
UpdateEntry An toan Bét budc
DeleteEntry An toan Bét budce
GetNumberOfEntries An toan Bat budc
FactoryDefaultReset An toan B4t budc
ResetAuthentication An toan Bét budc
Céc hoat déng khong theo chuén do nha cung cap Khéng theo chuén
UPnP cai dat
* Cot nay thich hop néu dich vu an ninh thiét bi cé mét trong thiét bi bd chira

2.41 GetGenericEntry

Hoat ddng nay trich xudt mdt muc nhap clia cac ban ghi xac thuc tai mét thoi diém. Cac diém
didu khién co thé goi hoat déng nay voi chi muc mang tang cho dén khi c6 nhidu muc hon degc
tim thdy trong danh muc ban ghi xac thyc. Néu bién LastChange duwoc cap nhat trong subdt cudc
goi thi thi qua trinh phai bat dau lai. Cac muc nhap trong mang I3 lién nhau. Khi cac muc nhap bj
x6a thi mang dwoc két lai thanh khéi va bién su kién LastChange dwoc kich khoi. Cac ban ghi

15



TCVN 10176-8-12:2017

xac thye dugc lwu trir logic nhu mét mang va dwoc trich xuét bang cach st dung chi muc méng
sép xép co th ty tir 0 dén NumberOfEntries-1.

2.4.1.1 Cac dbi sé

Bang 4- Cac ddi s6 cho GetGenericEntry

Péi sé Hwéng Bién trang thai lién quan
NewIndex IN NumberOfEntries
NewIdentifier ouT Identifier
NewSecret ouT Secret
NewSecretType ouT SecretType
NewAuthType ouT AuthType
NewAuthState ouT AuthState
NewCredentialState ouT CredentialState
NewDescription ouT Description
NewMACAddress ouTt MACRddress
NewCredentialDuration |OUT CredentialDuration
NewLinkedIdentifier ouT LinkedIdentifier
2.4.1.2 Phu thudc vao trang thai (néu co)
2.4.1.3 Anh hwéng dén trang thai (néu cé)
Khong coé thong tin
2.4.1.4 Cac I6i
Ma 15i Mb ta 16i Mo ta
402 Péi s khong hop & Xem kién tric thiét bi UPnP phan Diéu khién
713 Chi muc mang d& quy | Chi muc mang khéng thudc pham vi quy dinh
dinh khéng hop 1

2.4.2 GetSpecificEntry

Hoat dgng nay trich xut mdt muc nhap ban ghi xac thirc dwoc quy dinh béi thong sd dau vao

NewIdentifierKey. Cac ban ghi xdc thuwe dwegc lvu trd nhe mdt mang trong danh muc ban ghi
xac thue va ¢6 thé dwoc trich xuat bing cach s& dung bg dinh danh nh mot gia tri duy nhét.
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Hinh 5- Cac d6i s6 cho GetSpecificEntry

Péi sé Hwéng Bién trang thai lién quan
NewIdentifierKey IN IdentifierKey
NewIdentifier ouT Identifier
NewSecret ouT Secret
NewSecretType ouTt SecretType
NewAuthType ouT AuthType
NewAuthState ouTt AuthState
NewCredentialState ouT CredentialState
NewDescription ouT Discription
NewMACAddress ouT MACAddress
NewCredentialDuration ouT CredentialDuration
NewLinkedldentifier ouT LinkedIdentifier

2.4.2.2 Phu thudc vao trang thai (néu cé)

2.4.2.3 Anh hwong dén trang thai

Khéng cd thdng tin
2.4.2.4 Caclbi

Ma 15i Mb ta 16i Mo ta
402 Dbi s6 khong hop 1 Xem Kién tric thiét bj UPnP phan Diéu khién
605 Péi sé chudi qua dai Déi sb chudi qua dai dé thiét bi van hanh
chinh xac
702 Khéng c¢6 mat khéa dinh | Ban ghi twong &ng véi khéa dinh danh dau
danh vao khéng dugc tim thay trong danh muc ban
ghi xac thyc.

2.4.3 AddEntry

Hoat dong nay tac mdt ban ghi xac thirc méi
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2.4.31 Cac déisé

Bang 6- Cac déi s6 cho AddEntry

Doi s Hwéng Bién trang thai lién quan
NewIdentifier IN Identifier
NewSecret IN Secret
NewSecretType IN SecretType
NewAuthType IN AuthType
NewAuthState IN AuthState
NewCredentialState IN CredentialState
NewDescription IN Discription
NewMACAddress IN MACAddress
NewCredentialDuration IN CredentialDuration
NewLinkedIdentifier IN LinkedIdentifier
NewNumberOfEntries ouTt NumberOfEntries

2.4.3.2 Phu thudc vao trang thai (néu co)

2.4.3.3 Anh hwéng dén trang thai

Khi thém madt ban ghi mai thi bién LastChange duoc ghi lai sw kién bao gém tredng va gia tri

ma&i.
2.4.3.4 Cac 18i

Ma 16i Mo ta 15i Mb ta
402 D6i s6 khong hop 18 | Xem Kién tric thiét bi UPnP phan Diéu khién
501 Hoat dong thét bai Xem Kién triic thiét bi UPnP phan Diéu khién
605 Dbi s6 chudi qua dai | B6i s6 chudi qua dai d& thiét bi van hanh chinh
xac
701 C6 mat muc nhap Néu bao ghi hién cé véi bd dinh danh tén tai

trong co s& div liéu thi 16i ndy sé dwoc tra vé.

2.4.4 UpdateEntry

Hoat ddng nay sir ddi mot ban ghi xac thwe hién ¢é.
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Bang 7 - Ddi s6 cho UpdateEntry

Déi so Hwéng Bién trang thai lién quan
Newldentifier IN ldentitier
NewSecret IN Secret
NewSecretType IN SecretType
NewAuthType IN AuthType
NewAuthState IN AuthState
NewCredentialState IN CredentialState
NewDescription IN Discription
NewMACAddress IN MACAddress
NewCredentialDuration IN CredentialDuration
NewLinkedIdentifier IN LinkedIdentifier
NewNumberOfEntries ouTt NumberQfEntries

2.4.4.2 Phy thudc vao trang thai (néu cé)

2.4.4.3 Anh hwong dén trang thai

Céc trwdng va gia tri sta ddi nay dwoc ghi lai sy kién théng qua sy kién LastChange.

2.4.4.4 Cacloi

Ma 16i M5 ta 16i M6 ta
402 Dbi 56 khdng hop 1& Xern Kién tric thiét bj UPnP phan Didu khién
501 Hoat ddng thét bai Xem Kién tric thiét bj UPnP phén Diéu khién
605 Déi s& chudi qua dai D&i sé chudi qua dai dé thiét bi van hanh chinh
Xac
714 Khong cé mat muc nhap | Néu ton tai ban ghi hién cé véi bd dinh danh thi

I6i nay sé duoc tra vé.
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2.4.5 DeleteEntry

Hoat ddng nay xéa ban ghi xac thwc quy dinh bdi bd dinh danh.
2.4.51 Céac dbisbd

Bang 8 - Céc dbi sb doi v&i DeleteEntry

Déi sé Hwéng Bién trang thai lién quan
NewIdentifier IN Identifier
NewNumberOfEntries ouT NumberOfEntries

2.4.5.2 Phu thudc vao trang thai (néu co)
2.4.5.3 Anh hwong dén trang thai

Khi m&i muc nhap bi x6a thi mang sé& dwoc két lai thanh khéi va bién sy kién LastChange dugc
kich khdi, Bién LastChange bao gbm trwdng hoat dong dit la Delete duoc theo sau bdi treong
Identifier.

2.4.54 Caclébi

M3 16i Mb ta 16i Mb ta
402 Dbi s6 khdng hop 1& Xem Kién truc thiét bi UPnP phan Diédu khién
605 Dbi s6 chudi qua dai D6i s6 chudi qua dai @& thiét bi van hanh chinh
Xac
702 Khéng c6 mat khéa dinh | Ban ghi twong irng véi khéa dinh danh dau vao
danh khéng dugc tim thdy trong danh myc ban ghi
xac thwe.

2.4.6 GetNumberOfEntries
Hoat déng nay trich xuét gia tri NumberOfEntries.
2.4.6.1 Cac déi sb

Bang 9 - Cac d6i sé cho GetNumberOfEntries

Doi sé Hwéng Bién trang thai lién quan

NewNumberQfEntries ouT NumberOfEntries

2.4.6.2 Phy thudc vao trang thai (néu cé)
2.4.6.3 Anh hwéng dén trang thai (néu cé)

20



TCVN 10176-8-12:2017

2.4.6.4 Cacldi

M3 16i Mb ta 16i M6 ta

402 péi sb khong hgp 1& | Xem kién tric thiét bi UPnP phan Diéu khién

2.4.7 FactoryDefaultReset

Hoat déng nay thiét 1ap lai dich vu cho cac mac dinh cla hang. Khi thuc hién thanh céng thi co
s& dir lidu xac thirc sé chi chira cac muc nhép ma dwoc nha cung cap xac dinh trwédce, néu cé.

Khuyén cdo réng cac s kién LastChange lién quan dwoe dang khi thiét lap lai cac mac dinh clia
hang.

T4t ca cac phién xac thyc s dung cac chirng thue trong bd nhé phai dwgc tach khdi nhau.

Khi mot thiét bi chira c6 hoat déng FactoryDefaultReset clia an ninh thiét bi dwgc goi thi hoat
dong FactoryDefaultReset dwoc xtr ly bdi dich vy xac thyc lién két. Ngoai ra, nhém céng tac IGD
dinh rd rang dich vu xac thwc lién két 1a dich vu con cla dich vu cau hinh WLAN khi chira trong
thiét bi diém truy cap WLAN. Do dé, khi hoat dong FactoryDefaultReset clia dich vu cdu hinh
WLAN dugc goi thi thire thi hoat ddng FactoryDefaultReset cla dich vy cu hinh WLAN phai goi
thuee thi hoat déng FactoryDefaultReset ciia dich vu xac thye lién két.

2.4.7.1 Cac doi sé

Khdng ¢6 thdong tin.

2.4.7.2 Phy thudc vao trang thai (néu cé)

2.4.7.3 Anh hwong dén trang thai

Khéng cé théng tin, ngoai trir thirc té 12 cé thé nhan dwgc bd dinh tuyén khac,
2.4.7.4 Cac l5i

Mz 16i Mo ta 15i M6 ta
402 Dbi sé knong hop 1& | Xem kién tric thiét bi UPnP phan Diéu khién
501 Hoat déng thét bai Xem Kién trac thiét bj UPnP phan Dieu khién

2.4.8 ResetAuthentication

Hoat ddng nay thwc hién mot thiét lap mém cua dich vy. Diéu nay bét budc tat ca cac may tram
xac thyc lai va bao dam rang cac bién CredentialState va AuthState |a khong ddi.

- T4t cé cac phién xac thyc st dung cac chieng thye trong bd nhé phai dwoc tach khoi nhau.
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- Tat ca cac myc nhap co s& dir liéu xdc thyc tam thoi (tic 1& c6 cac treong
CredentialDuration khac 0) bi xéa.

- TAt c& cac muyc nhap véi truong CredentialState khac véi trudng Accepted (cac bién
secret cla ching khdng bao gitr dugc xac nhén tinh hop I1€) bi xéa.

- Trwong AuthState dwoc dit [a Unconfiqured ddi voi tt ca cac myc nhdp con lai va may
chli EAP tiép tuc voi viéc xac thie lai.

Yéu cau rding cac su kién LastChange lién quan dwoc dang khi thic hién thiét 1ap mém.
Viéc thiét 1ap mém nay ciing dwoc thuc hién trén mdi qua trinh khdi dong lai.

Nhém céng tac IGD dinh rd ring dich vu xac thue lién két 1a dich vu con clia dich vy céu hinh
WLAN khi ch(ra trong thiét bi diém truy cap WLAN. Do d6, khi hoat dong ResetAuthentication cua
dich vu cdu hinh WLAN duwoc goi thi thwe thi hoat ddng ResetAuthentication cla dich vy céu hinh
WLAN phaéi goi thie thi hoat dong ResetAuthentication clia dich vy xac thuee lién két.

2.4.8.1 Cac déisé
Khéng c6 thong tin.
2.4.8.2 Phu thudc vao trang thai (néu co)

2.4.8.3 Anh hwong dén trang thai (néu co)

2.4.8.4 Cac 16i
Ma 16i Mb ta 16i Mb ta
402 D6i sb khong hop lé | Xem diéu 2.4.22
501 Hoat dong that bai Xem didu 2.4.22

2.4.9 Cac ma I6i chung

Bang sau day liét k& cac ma 16i chung cho cac hoat dong v& kiéu dich vu nay. Néu mdt hoat dong
dan dén nhidu 15i thi 16i cu thé nhat sé dwoc tra vé.

Bang 10 - Cac ma 16i chung

M3 16i Mb ta 15i Mb ta
401 Hoat déng khong hop | Xem Kién tric thiét bi UPnP phan Diéu khién
[
402 Déisé khong hoplé | Xem Kién trac thiét bj UPnP phan Diéu khién
404 Bién khong hop 1& Xem Kién trac thiét bi UPnP phan diéu khién
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Ma 15i M6 ta 13 M6 ta 3
i
501 Hoat dong thét bai Xem Kién tric thiét bi UPnP phan diéu khién
600-699 - | Chwa xac dinh Céac 16i hoat ddng chung. Do Ban UPnP Forum

Technical Committee xac dinh

701-799 Céac 18i hoat dong chung do cac Ban UPnP

Forum working committee xac dinh

800-899 Chuwa xac dinh (do nha cung cap UPnP quy dinh)

2.5 Ly thuyét van hanh

Dich vu xac thye lién két cung cép céc co ché cho cac didém diéu khién nhdm muyc dich truy cap
bd nhé chirng thuc theo tirng may tram. Khuyén céo réing cac hoat dong cla dich vu nay dugc
didu khién bang cach s dung DeviceSecurity:1.0 nhw da xac dinh trong nhom céng tac an ninh
UPnP. Thuat ngl “per-client” ¢6 nghia Ia nguwdi st dung va hoac cac thiét bi may tram WLAN co
chirng thwe duy nhét, trai véi viéc si dung chirng thwe chung toan mang don. Dich vu nay ¢6 thé
duoc st dung cho mgi co ché xac thirc nhung mét trong cac cach st dung chinh 1a v&i chuén
802.1x. Cac diéu dudi day ma ta cach hoat dong vé&i chuén 802.1x ngoai ra cling c6 thé ap dung
cho cac qua trinh xac thuc khac, vi du moi may tram ¢6 thé luu tri cac khoéa cong khai trong bd
nhé chirng thee dwoce khoa lai véi bd dinh danh duy nhét clia né.

2.5.1 Gi&i thiéu chuian 802.x

IEEE 802.1x la khung tdng quat bét budc - gidi dap dwoc st dung dé truy cap & mirc gateway
(nhw trong chuyén mach Ethernet) t&i mang cuc bd. C6 ba vai trd trong 802.1x 1) trinh yéu cau,
2) ky hiéu xac thyec va 3) may chd xac thud. Trinh yéu cau [a may tram cb géng xac thyc dé truy
cap mang. Ky hiéu xac nhan Ia thiét bj bat budc xac thirc va dich vy xac thyc cung cép co ché
kiém tra ching thwc cla trinh yéu cdu thay mét cho ky hiéu xac nhan. Chuan 802.1x st dung
EAP (Extensible Authentication Protocol — giao thirc xac thwc mé rong) dé trao ddi cac thong diép
xac thwe gitva may tram yéu céu xac thuc va may chl xac thuc. Mat vai giao thirc xac thuc EAP
dugc quy dinh bao gdm EAP-TLS, Protected EAP, EAP-TTLS va céc giao thirc xac thiwe khac,
xem RFC 2284 dé biét thém chi tiét. Véi mdi dac ta 802.1x — “ky hiéu xac nhan va may chl xac
thue ¢6 thé dwoc dinh vi ciing nhau trong cing mét hé théng, cho phép hé thng d6 thue hién
chirc ndng x4c thye ma khong yéu cau giao tiép véi may chii bén ngoai” — IEEE Std 802.1x-2001
§6.1.

IEEE 802.1x dwoc didu chinh cho phi hgp véi 802.1x & d6 tram khong day (trinh yéu cdu) xac
thuc voi may chi xac thue qua AP(ky hiéu xac nhan). Biéu nay dwoc ap dung trong cac mang
doanh nghiép & 6 cac giao thirc xac thye dwa vao cac may chli xac thyc “nén” (vi du: RADIUS).
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Céac may chl duoc lién két voi co s& dir lidu ngudi st dung dugc tim thay trong cac mang cong
ty do nhan vién IT quan tri. Tuy nhién, khdng thé chéc chén vé trinh d6 clia chuyén gia quan trj
trong mai tredng trong nha. Dich vy xac thyc lién két cung cap khung tdng quat cho may chu xac
thiee don gidn va ddy du trong d6 c6 thé duoc cap nhat qua cac hoat déng UPnP. M&c du dich vy
xac thurc lién két dwoc gia thiét dinh vi cling véi AP nhirng né cé thé dwoc chay trén thiét bi riéng
biét trén LAN.

2,5.2 Hoat dyng mirc cao

Céac diém truy cép thyc thi xac thuc dwa trén chuan 802.1x yéu cau st dung (cac) may chi xac
thwe. Ngoai ra, cac thiét bj may tram trong chuén 802.1x nhw la céac thiét b cai sdn véi chirng
thwe duy nhat dwgc deng sén hodc céu hinh trdc (“theo tirng may tram”) nhie 13 cac mat khau
hodc cac chirng thwe yéu cdu co cac chirng thre duge xac minh, thém va luu trir ban dau trong
may chi xac thue. Dich vy xac thye lién két cé thé dwgc st dung bdi AP hd trg chuén 802.1x va
khéng ¢ may chli xac thirc nhw Ia bién RADIUS (bén ngoai thiét bi AP) trén mang. Dich vy nay
cung cap phuwong tién cac diém didu khién UPnP @& luu triv va truy cap di lidu xac thuc, khi do
thic chét 1a API trung gian dé stva ddi co s dir liéu xac thwc thi AP sé& s dyng cho xac thuwe
theo chudn 802.1x. Né ciing cung cép co ché thong bao dén diém didu khién qua cac sy kién
UPnP ma mét muc nhap riéng yéu cau dugc xac nhan tinh hop 18. B lweu trir dir liéu xac thire ¢
thé c6 mét & moi noi trén mang. Vi du, né c6 thé dwoc I trir trén AP hoac trong thiét bi da cai
s&n nhu 14 IGD trong d6 cb thé tao dich vu x&c thyec lién két hodc co s& dir liéu. DS voi trwdng
hop sau, AP c6 thé truy cap co s& di¥ lidu trén IGD qua RADIUS va ngudi st dung cé thé thao
tac co s& di¥ liéu qua dich vu xac thwe lién két. RFC 2716 (EAP-TLS) st dung thut ngir “may
chii EAP" @& biéu thi “diém cudi cing” thuc hién qua trinh xac the. Thudt nglr ngay ciing dwoc
str dung dudi day.

Dich vu xac thipc lién két duy tri cac ban ghi voi cac bién trang thai nhdm tro gitp cac diém diéu
khién (qua twong tac ngudi dung cudi) trong viéc xac minh, thém va lwu triy cac ching thyc duy
nhat cho mdi ngudi st dung hodc mdi thiét bi. Co hai thé hién thay ddi cac ban ghi trong co s&
di® liéu. Vi dy, trong tredng hop dich vy xac thyc lign két va co s& dir lidu thé hién qua AP, mot
thé hién 1a may chl 802.1x EAP trong khi thé hién khac 13 didm didu khién UPnP. Ca hai c6 thé
cép nhat c4c tredng trong co s& di liéu xac thwe va dap (ng cac thay déi. Moi stra ddi cho cac
ban ghi clia may tram tao ra cac sy kién UPnP thich hgp (xem md ta cho bién LastChange).

Dich vu nay hé trg cac giao thirc xac thwc hiru hiéu nhit dwoc quy dinh qua EAP cGa chuan
802.1x. Trong tiéu chudn nay, cac giao thirc EAP dugc tao thanh hai kiéu, Kidu dau tién yéu cau
khoa cong khai ctia may tram dwoc xac minh, kiéu thir hai yéu ciu ngudi st dung cudi nhap mot
secret nhw 14 mat khau. Vi du, voi EAP-TLS certificate (chieng thwe) clia may tram dwoc gl dén
cho AP va sau d6 dén diém diéu khién. Gia s& rdng nguwoi st dung tai diém diéu khién co
phwong tién @& x4c nhan tinh hop 1é cla certificate nay. Kidu EAP khac 1a Protected EAP bao
gbm dwong ham EAP-TLS voi viéc sl¢ dung giao thirc bén tl:OHQ nhw 1& MSCHAPv2. Trong
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trpdrng hop ndy, secret/mét khau dung chung dwoc nhap qua diém didu khién va lwu trir trong co
s& div liéu. Secret cé mat trong may tram véi by nhé khdng gidi han nhw 1a dia hodc dat trong bd
nhé flash tai thei diém diém san xuét. Vi dy, secret trén thiét bj déng/cai sin c6 thé dwoc truy cap
b&i ngudi st dung bang cach doc nhan trén thiét bj hoic tai lidu da in. Khi ma ngwoi siv dung nhép
secret vao diém diéu khién thi né sé duoc glvi Gén AP va dugc st dung dé xac thyc may tram.

2.5.3 Hoat déng mirc chi tiét

Qua trinh clia 802.1x EAP bat dau véi mot yéu cdu clia may chi EAP cho chudi dinh danh EAP
tlr may tram dang ky. May chl EAP truy cap cac ban ghi xac thyc st dung chudi dinh danh EAP
d& nhan ban ghi véi tredng Identifier twong &ng. Do d6, tat ca cac thiét bi truy cap mang khéng
day phéi c6 cac chudi dinh danh EAP duy nhét. Sau d6, qua trinh EAP tién hanh lya chon
phwong phap xac thuc (kiéu EAP). Khi ma kiéu EAP dwoc may chi va may tram théng qua thi
phwong phap xac thic EAP sé dwgc the hién. Ky vong réng may chi EAP sé& tham chiéu dén ban
ghi clia may tram twong (ng véi treedng Identifier cho trwdc trong subt qua trinh xac thye va xac minh
rdng cac chitng thue st dung cho viéc xac thire sé phl hop trong cac ban ghi xac thue d6.

Néu chubi dinh danh EAP khdng phil hgp véi moi treéng Identifiers clia may tram thi ban ghi
mai sé duwoc tao bdi may chii EAP. May chd EAP nén dién vao ban ghi voi trwdng Identifier
thiét 1ap chudi dinh danh EAP tlr may tram dang ky va thiét lap AuthType twong trng voi ché do
xac thuc EAP (nhw |a EAP-TLS) dwoc lira chon bdi may chd EAP. May chli EAP clng cap nhat
trudng dia chi MAC trong ban ghi. Néu céc trao ddi chirng thue xay ra trong trwdng hop EAP-TLS
vao thoi diém nay thi may chii EAP s& dién tredng Secret. May chii EAP ¢o thé thiét 14p trwéng
CredentialState |a Pending trong dé kich khdi trueéng LastChange va thong bao cac diém
diéu khién ctia may tram dang ky. Cac diém didu khién sé nhéc ngwdi st dung chap nhan hodc
tir chdi cac ching thire may tram. Néu ngwdi st dung lwa chon Denied thi diém diéu khién sé&
goi hoat déng UpdateEntry, tam ngwng qué trinh xac thwc may tram. Diéu nay dan dén viéc
EAP sé khong duoc gli dén may tram bdi AP. Néu ngudi st dung lwa chon Accepted thi viéc
xac thye may tram tiép tuc va may chi EAP xac minh ching thuc trong trong secret dang duwoc
str dung cho viéc xac thuc may tram. Tai thdi diém két thic qua trinh xac thue may chi EAP cép
nhat trrdng AuthState.

Tuy nhién, néu dinh danh EAP phu hgp véi treng Identifier va CredentialState thi may
chl EAP s& bt ddu véi qua trinh xac thic va xdc minh chirng thyc trong trwdng secret dang
duwgc st dung cho viéc xac thwe may tram. Néu trdng CredentialState la Denied thi qua
trinh xac thyc may tram tam ngung va EAP s& khéng duogc giri dén may tram. Tai thoi diém két

thac qua trinh xac thwe may chi EAP cép nhét tredng AuthState.
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May chi EAP/Xac thuc lign két/ twong tac diém diéu khién AP véi thiét bi méi dang cé
gang xac thwe

2/ May chii tao ban ghi méi véi
bd dinh dinh, kiéu xac thye,
secret (ndu cd)

2al May chi EAP thiét l4p
CredentialState 1a Pending

duge tao
céu hinh

CredentialState
= Pending

1/ May tram B02.1x cd gan Khén e e e e e
xa¢ thee véi may chu gEA 9 ,r"_ ; -
trong AP Diém didu khidn AP

3/ Sy kién LastChange chira
CredentialState = Pending. Goi
hoat dong GetSpecificEntry dé
doc bién Secret (néu co). Nhic
nh& ngudi s dyng tir chdi hodc
chép nhén thiét bi m&i bang cach
nhén secret ding chung hodc
xac minh certificate.

Didm didu khidn AP

;:.‘{‘.

4al Néu ngudl sir dung xac nhan tinh hop 1& cla certificate
hoéc ngudi sir dung nhép secret ding chung thi CP goi hoat
déng UpdateEntry dé thiét |4p bién CredentialState 1a

Accepted

4b/ Néu trang thai Deny dugc lhya
chon thi CP s& goi hoat ddng
UpdateEntry d& thié&t 13p bién
CredenlialState 1a Accepted

tate

CredentialS

=Accepted

5afMay chi EAP bt dau véi viée xée thyc

6a/Néu qua trinh xac thyc EAP
thanh cong thi may chi EAP sé
thiét Ip bién AuthState 13
Succead

6b/ Néu qua trinh xac thuc
EAP thét bai thi may chi EAP
s& thiét lap bién AuthState 13
Failed

AuthState=

Succeed

AuthState=

Failed

Didm didu khidn AP

7al Sy kién LastChange chira
bién AuthState=Succeed théng
bdo véi ngwdi st dung ring
may tram s dyng secret ding
chung hodc certificate xic thyc
thanh ¢éng.

bl Sy kién LasiChange
chira bién
AuthState=Succeed  thong
bao véi ngudi sir dung kidm
fra Igi secre! ding chung,
thiét 13p CredentialState =
Pending
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Cac miii tén nét dirt cho biét cach thay dbi trong cac bién CredentiaiState va AuthState duoc x(
ly tai diém diéu khién. Cac mii tén nét lién cho biét cac thay ddi hop 16 cho cac bién
CredentialState va AuthState bdi diém didu khién va may chi EAP.

2.5.4 DPinh dang ban ghi

M&i ban ghi duoc ghi dia chi duy nhét qua tredng Identificr. Giéng nhw mét vi du, cac ban
ghi xac thyc sau day chira hai ban ghi thiét bj v&i CredentialState d4t1a Accepted, c6 tén la
thiét bj 1 va thiét bi 2. B6i v&i vi du nay, hai thiét bj nay xac thyc qua EAP-TLS va AP lwu trir cac
khoa céng khai cla thiét bj. Bién AuthState c6 gia tri Authenticated khi mét trong hai thiét bj
nay g&i dinh danh EAP clia ng, AP sé& tim ban ghi phu hgp va so sanh cac ndi dung cia trwéng
Secret v&i khoa cong khai ma may tram givi trong suét giai doan TLS handshake.

Truwdong Trwéng | Kiéu Kiéu Trang Trang thai | M&ta | Dja chi| Thoi
Indentifier | Secret | Secret | xac thai xac thwe MAC gian
thyc chirng chirng
thwe thwe
Thiétbi1 |Khbéa1 |Khéa Xac Accepted | Succeeded MAC1 |0
cbng nhén
khai tinh
hop &
cua
chirng
thwe
Thiétbi2 |Khéa2 |Khoa |Xac Accepted | Succeeded MAC1 |0
cong nhan
khai tinh
hop 1€
clia
chirng
thwc

V&i EAP-TLS treding dentifier va khoa cong khai sé dugc g qua lién két khéng day trong sudt
giai doan TLS handshake. TLS s& dam bao rang may tram gl khéa cong khai ¢ khéa bi mét phi
hop. Diéu quan trong 13 Iwu trix va so sanh ching thyc déi voi EAP-TLS, & vi du vé khoa cong
khai nay, trong cac ban ghi xac thurc véi khéa cong khai clia may tram khi mét thiét bi bi 4n c6 thé
gid mao thiét bj 1 bing cach guri thiét bi 1 nhu bd dinh danh cGia né va s dyng dia chi MAC clia
thiét bi 1. Ngoai ra, thiét bi bi 4n c6 thé d& dang tao mét cap khéa cong khail khoa bi mat hop 18
cho AP trong subt giai doan TLS handshake. Néu khéa céng khai ctia may tram bi an khéng phu
hop véi trudng Secret xac thue ngudi st dung cla thidt bi 1 (khéa cong khai clia né) trong cac
ban ghi xac thiec thi may chii AP EAP sé doi hdi thiét bi bi an siv dung khoéa cdng khai ctia no va
may tram s& thanh giai doan TLS handshake. Do d6, d& ngén nglra cac thiét bj bi &n khoi viéc gid
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mao bang cach st dung cac khoa ctia ching, khba cong khai hodc chirng thyc khac nén duoc
duy tri trong c&c ban ghi xac thyc va phi hop trong sudt qué trinh xac thyec.

2.5.5 Vidu str dung cac chirng thwe chibng chi may tram

Trong vi dy nay, thiét bi may tram dua vao chuén 802.1x dang cb géng truy cap mang. Gia sl
may tram va AP d&u duoc tao cdu hinh véi cac chirng thyc tir thdm quyén chirng thue chung.
Qué trinh EAP-TLS sé& trao ddi cac thr thach va cac chirng thwe. Céc chirng thye dwoc xac nhdn
tinh hop 1 vé ngay hét han va chudi chirng thyc clia tham quyén chirng nhan géc. Trong tredng
hep nay, chieng thwe AP dwgc xac nhan tinh hop 1&€ bédi may tram sau dé tiép tuc vai viéc thiét
lap dudng ham TLS. Thoi didm ban ddu may tram két hop AP dwoc gia dinh tim ra chirng thire
may tram (hodc ham bam cia khda cong khai trong chirng thirc) khdng ¢6 trong cac ban ghi
chirng thipe may tram. Trong trwong hop nay, may chl EAP tao va phd bién mdt ban ghi voi cac
trwdng Identifier, secret va AuthType of ValidateCredentials, sau d6 may chi EAP
thiét tap bién CredentialState la Pending. CP nhén (cac) sw kién va théng bao véi ngudi st
dung réng thiét bi véi bd dinh danh clia (chudi vi du nhir s6 seri clia nha san xuét) va “secret” cla
(mot sé chudi) yéu cdu truy cap mang. Bién secret trong trwéng hop ndy dwoc in & day cla thiét
bi may tram. Day la ham bam cia khoa cong khai. Ngwoi sir dung sé quan sat bén duéi thiét bi
va kiém tra sy phi hop gitra s6 trén nhan véi sb trén diém didu khién. Néu cac s6 phu hop voi
nhau thi ngwdi st dung sé kich vao nit "accepted” va nhdp mét khoang thi gian truy cép tam
théri. CP sé thiét Ip CredentialState |4 Accepted va may chi EAP sé tiép tyc phién TLS
dam bdo khoa cdng khai tir may tram duwoc slr dung cho phién TLS. Dl xac thec EAP-TLS thanh
cdng hay thét bai thi bién AuthState sé dwgc cdp nhat théng bao cho diém diéu khién. Cha y
may tram dwoc xac thue bdi AP (bang cach kiém tra ham bam trén thiét bi).

Vi dy trén dya vao cac may tram va AP co cac chirng thirc cai trede. diéu nay khong thiét thwc
véi mang trong nha nhét 1a dbi véi cac thiét bi nho khdng c giao dién ngudi st dung. Thong tin
nay sé phai dwoc ghi dia chi véi mot sé phwong phap xac thye nhdm cung cép xac thwe chung
nhwng khéng yéu cau xac nhan tinh hop I clia chirng thyc.

2.5.6 Cac gi@i han trén ban ghi treo

May chli EAP phai x6a cac ban ghi Pending khi qua trinh xéc thyc dwa vao chuén 802.1x bi hiy
bé. Cac may trang thai va cac gia tri thei gian dwec quy dinh trong IEEE Std 802.1x-2001.

Ké tan cong co thé xac thwe vai viée lwa chon ngdu nhién cac chudi dinh danh EAP va ap ddo bd
lwu trlir chirng thwe bang cach tao rat nhigu ban ghi Pending. Mdi thiec thi nén dat mét gidi han
phy thudc trén sé lugng ti da cac ban ghi pending.

3 M6 ta dich vu bing XML

<?xml version="1.0"?>
<scpd xmlns="urn:schemas-upnp-org:service-1-0">
<specVersion>
<major>l</major>
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<minor>0</minor>
</specVersion>
<actionList> £
<action>
<name>GetGenericEntry</name>
<argumentList>
<argument>
<name>NewIndex</name>
<direction>in</direction>
<relatedStateVariable>NumberOfEntries</relatedStateVa
riable>
</argument>
<argument>
<name>NewIdentifier</name>
<direction>out</direction>
<relatedStateVariable>Tdentifier</relatedStateVariabl
e>
</argument>
<argument>
<name>NewSecret</name>
<direction>out</direction>
<relatedStateVariable>Secret</relatedStateVariable>
</argqument>
<argument>
<name>NewSecretType</name>
<direction>out</direction>
<relatedStateVariable>SecretType</relatedStateVariabl
e>
<fargument>
<argument>
<name>NewAuthType</name>
<direction>cut</direction>
<relatedStateVariable>AuthType</relatedStateVariable>
</argument>
<argument>
<name>NewAuthState</name>
<direction>out</direction>
<relatedStateVariable>AuthState</relatedStatevariable>
</arqument>
<argument>
<name>NewCredentialState</rame>
<direction>out</direction>
<relatedStateVariable>CredentialState</relatedStateVa
riable>
</argument>
<argument>
<name>NewDescription</name>
<direction>out</direction>
<relatedStateVariable>Description</relatedStateVariab
le>
</argument>
<argument>

<name>NewMACAddress</name>
<direction>out</direction>
<relatedStateVariable>MACAddress</relatedStateVariable>
</argument>
<argument
<name>NewCredentialDuration</name>
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<direction>out</direction>
<relatedStateVariable>CredentiaiDuration</relatedStateVaria
bie>
</argument>
<argument>
<name>NewLinkedldentifier</name>
<direction>out</direction>
<relatedStateVariable>LinkedIdentifier</relatedStateVariabl
e>
</argument>
<fargumentList>
</action>
<action>
<name>GetSpecificEntry</name>
<argumentList>
<argument>
<name>NewldentifierKey</name>
<direction>in</direction>
<relatedStateVariable>Identifier</relatedStateVariable>
</argument>
<argument>
<name>NewIdentifier</name>
<direction>out</direction>
<relatedStateVariable>Identifier</relatedStateVariable>
</argument>
<argument>
<name>NewSecret</name>
<direction>out</direction>
<relatedStateVariable>Secret</relatedStateVariable>
</argument>
<argument>
<name>NewSecretType</name>
<direction>out</direction>
<relatedStateVariable>SecretType</relatedStateVariable>
</argument>
<argument>
<name>NewAuthType</name>
<direction>out</direction>
<relatedStateVariable>AuthType</relatedStateVariable>
</argument>
<argument>
<name>NewAuthState</name>
<direction>out</direction>
<relatedStateVariable>AuthState</relatedStateVariable>
</argument>
<argument>
<name>NewCredentialState</name>
<direction>out</direction>
<relatedStateVariable>CredentialState</relatedStateVariakle>
</argument>
<argument>
<name>NewDescription</name>
<direction>out</direction>
<relatedStateVariable>Description</relatedStateVariable>
</argument>
<argument>
<name>NewMACAddress</name>
<direction>out</direction>
<relatedStateVariable>MACAddress</relaledStateVariable>
</argument>
<argument>
<name>NewCredentialDuration</name>
<direction>out</direction>
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<relatedStateVariable>CredentialDuration</relatedStateVaria
ble>
</argument> 5
<argument>
<name>NewLinkedIdentifier</name>
<direction>out</direction>
<relatedStateVariable>Linkedldentifier</relatedStateVariable>
.</arqument>
</argumentList>
<f/action>
<action>
<name>AddEntry</name>
<argumentList>
<argument>
<name>Newldentifier</name>
<direction>in</direction>
<relatedStateVariable>Identifier</relatedStateVariable>
</arqument>
<argument>
<name>NewSecret</name>
<direction>in</direction>
<relatedStateVariable>Secret</relatedStateVariable>
</argument>
<argument>
<pame>NewSecretType</name>
<direction>in</direction>
<relatedStateVariable>SecretType</relatedStateVariable>
</arqument>
<argument>
<name>NewhAuthType</name>
<direction>in</directicn>
<relatedStateVariable>AuthType</relatedStateVariable>
<fargument>
<argument>
<name>NewButhState</name>
<directionrin</direction>
<relatedStateVariable>AuthState</relatedStateVariable>
</argument>
<zrgument>
<name>NewCredentialState</name>
<direction>in</direction>
<relatedStateVariable>CredentialState</relatedStateVariable>
</argument>
<argument>
<name>NewDescription</name>
<direction>in</direction>
<relatedStateVariable>Description</relatedStateVariable>
</argument>
<argument> i
<name>NewMACAddress</name>
<direction>in</direction>
<relatedStateVariable>MACAddress</relatedStateVariable>
</argument>
<argument>
<name>NewCredentialDuration</name>
<direction>in</direction>
<relatedStateVariable>Credentialluration</relatedStateVaria
ble> :
</arqument>
<argument>
<name>NewLinkedIdecntifier</name>
<direction>in</direction>
<relatedStateVariable>LinkedIdentifier</relatedStatevariabl
e>
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</argument>
<argument>
<name>NewNumberOfEntries</name>
<direction>out</direction>
<relatedStateVariable>NumberOfEntries</relatedStateVariable>
</argument>
</argumentList>
</action>
<action>
<name>UpdateEntry</name>
<argumentList>
<argument>
<name>NewIdentifier</name>
<directionrin</direction>
<relatedStateVariable>Identifier</relatedStateVariable>
</argument>
<argument>
<name>NewSecret</name>
<direction>in</direction>
<relatedStateVariable>Secret</relatedStateVariable>
</argument>
<argument>
<name>NewSecretType</name>
<direction>in</direction>
<relatedStateVariable>SecretType</relatedStateVariable>
</argument>
<argument>
<name>NewAuthType</name>
<direction>in</direction>
<relatedStateVariable>AuthType</relatedStateVariable>
</argument>
<argument>
<name>NewAuthState</name>
<direction>in</direction>
<relatedStateVariable>RuthState</relatedStateVariable>
</argument>
<argument>
<name>NewCredentialState</name>
<direction>in</direction>
<relatedStateVariable>CredentialState</relatedStateVariable>
</argument>
<argument>
<name>NewDescription</name>
<direction>in</direction>
<relatedStateVariable>Description</relatedStateVariable>
</argument>
<argument>
<name>NewMACAddress</name>
<direction>in</direction>
<relatedStateVariable>MACAddress</relatedStateVariable>
</argument>
<argument>
<name>NewCredentialDuration</name>
<direction>in</direction>
<relatedStateVariable>CredentialDuration</relatedStateVariable>
</argument>
<argument>
<name>NewlinkedIdentifier</name>
<direction>in</direction>
<relatedStateVariable>LinkedIdentifier</relatedStateVariable>
</argument>
<argument>
<name>NewNumberOfEntries</name>
<direction>out</direction>

’
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<relatedStatevVariable>NumberOfEntries</relatedStateVariable>
</argument>
</argumentList> ,
</action>
<action>
<name>DeleteEntry</name>
<argumentList>
<argument>
<name>NewIdentifier</name>
<direction>in</direction>
<relatedStateVariable>Identifier</relatedStateVariable>
<fargument>
<argumenL>
<name>NewNumberOfEntries</name>
<direction>out</direction>
<relatedStateVariable>NumberOfEntries</relatedStateVariable>
</argument>
</argumentList>
</action>
<action>
<name>GetNumberOfEntries</name>
<argumentList>
<argument>
<name>NewNumberOfEntries</name>
<direction>out</direction>
<rclatedStateVariable>NumberOfEntries</relatedStateVariable>
</argumernt>
</argumentList>
</action>
<action>
<name>FactoryDefaultReset</name>
</action>
<action>
<name>ResetAuthentication</name>
</action>
</actionList>
<serviceStateTable>
<stateVariable sendEvents="no">
<name>NumberCfEntries</name>
<dataType>ui2</dataType>
<defaultvValue>0</defaultValue>
</stateVariable> ;
<stateVariable sendEvents="no">
<name>Identifier</name>
<dataType>string</dataType>
</stateVariable>
<stateVariable sendEvents="no">
<name>S5ecret</name>
<dataType>string</dataType>
</stateVariable>
<stateVariable sendEvents="no">
<name>SecretType</name>
<dataType>string</dataType>
<allowedValuelist>
<azllowedValue>TextPassword</allowedValue>
<allowedValue>X509Certificate</allowedValue>
<allowedvalue>PublicKey</allowedValue>
<allowedvalue>PublicKeyHashl60</allowedValue>
</allowedValueList>
</stateVariable>
<3tateVariable sendEvents="no">
<name>AuthType</name>
<dataType>string</dataType>
<allowedValueList>
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<allowedValue>SharedSecret</allowedvValue>
<allowedValue>ValidateCredentizls</zllowedValue>
</allowedVaiueList>
</stateVariable>
<slateVariable sendEvents="no">
<name>AuthState</name>
<dataType>string</dataType>
<defaultValue>Unconfigured</defaultvalue>
<allowedValueList>
<allowedvValue>Unconfigured</allowedValue>
<allowedValue>Failed</allowedValue>
<allowedValue>Succeeded</allowedValue>
</allowedValueList>
</statevVariable>
<stateVariable sendEvents="no">
<name>CredentialState</name>
<dataType>string</dataType>
<defaultValue>Unconfigured</defaultValue>
<allowedValuelList>
<allowedValue>Unconfigured</allowedvalue>
<allowedValue>Pending</allowedValue>
<allowedValue>Accepted</allowedValue>
<allowedValue>Denied</allowedValue>
</allowedValueList> o
</stateVariable>
<stateVariable sendEvents="no">
<name>Description</name>
<dataType>string</dataType>
</stateVariable>
<stateVariable sendEvents="no">
<name>MACAddress</name>
<dataType>string</dataType>
</stateVariable>
<stateVariable sendEvents="no">
<name>CredentialDuration</name>
<dataType>uid</dataType>
<defaultValue>0</defaultValue>
</stateVariable>
<stateVariable sendEvents="yes">
<name>LastChange</name>
<dataType>string</dataType>
</stateVariable>
<stateVariable sendEvents="no">
<name>LinkedIdentifier</name>
<dataType>string</dataType>
</stateVariable>
<stateVariable sendEvents="yes">
<name>LastError</name>
<dataType>string</dataType>

</stateVariable>
</serviceStateTable>
</scpd
4 Kiém ther

Khong c6 cac kiém thir vé ngir nghia nao duwgc xac dinh trong dich vu nay.
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Phu luc A
(Tham khao)
Cac tiéu chuin gbc vé UPnP
Trong tiéu chudn nay, c6 thé tao ra tham chiéu dén cac tiéu chudn gbéc UPnP. Cac tham chiéu
nay nham muc dich duy tri tinh nhat quén gitra cac d3c td do ISO/IEC va hiép hdi cac nha thyc

thi UPnP cang bé. Bang sau day chi ra céac tiéu d& tiéu chudn UPnP va phan twong (rng clia

TCVN 10176 (ISONEC 29341)
Tiéu dé tiéu chuén vé UPnP Tiéu chudn twong g
Kién tric thiét bj UPnP phién ban 1.0 (ISONEC 29341-1)
Thiét bj co s& UPnP (ISONEC 29341-2)

Kién trdc am thanh va hinh anh (ISO/IEC 29341-3-1)

Thiét bj két xuat media

Thiét bi may chi media

Dich vy van tai 4m thanh va hinh anh
Dich vy quan ly két nbi

Dich vy thw muc ndi dung

Dich vu kiém soat két xuét

Thiét bi két xuét media moc 2

Dich vy may chl media mirc 2

Khuén mé&u cdu tric di liéu

Dich vu van tai &m thanh va hinh anh mdc 2

Dich vu quan ly két néi mic 2
Dich vu thw muc ndi dung mirc 2
Dich vy kiém soat két xuét mirc 2
Ghi chép dinh ky mdrc 2

Thiét bi camera an ninh $é

Dich vu chyp anh ddng an ninh s
Dich vu cai dit camera an ninh sé

Thiét bi hé théng

(ISO/IEC 29341-3-2)
(ISO/IEC 29341-3-3)
(ISO/IEC 29341-3-10)
(ISO/IEC 29341-3-11)
(ISO/IEC 29341-3-12)
(ISO/IEC 29341-3-13)
(ISO/IEC 29341-4-2)
(ISO/IEC 29341-4-3)
(ISO/IEC 29341-4-4)
(ISO/IEC 29341-4-10)
(ISO/IEC 29341-4-11)
(ISO/IEC 29341-4-12)
(ISO/IEC 29341-4-13)
(ISO/IEC 29341-4-14)
(ISO/IEC 29341-5-1)
(ISO/IEC 29341-5-10)
(ISO/IEC 29341-5-11)

TCVN 10176-6-1 (ISO/IEC 29341-6-1)
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Thiét bi diéu nhiét theo ving

Dich vu van diéu khién

Dich vy ché d§ van hanh quat

Dich vy tdc dd quat

Dich vu trang thai toa nha

Dich vuy lich biéu diém dat

Dich vu c&m bién nhiét d6

Dich vu diém dat nhiét d6

Dich vy ché dd ngudi siv dung

Thiét bi chiéu sang nhj phan

Thiét bi chiéu sang cé thé diéu chinh

Dich vu didu chinh

Dich vy chuyén mach ngudn

Thiét bi internet gateway

Thiét bi mang cyc bd

Thiét bi mang dién réng

Thiét bj két n6i mang dién rong

Thiét bi diém truy cap mang cuc bd khong day
Dich vu quan Iy cau hinh host mang cuc bd
Dich vy chuyén tiép tang 3

Dich vu xac thyc lién két

Dich vu radius tir may tram

Dich vu cau hinh lién két cap WAN

Dich vy céu hinh giao dién chung cho WAN

Dich vu cu hinh lién két DSL(Kénh thué bao
s0) WAN

Dich vy céu hinh lién két Ethernet WAN

Dich vu két néi IP WAN
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