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TCVN 10176-8-13:2017

L&i néi dau

TCVN 10176-8-13:2017 hoan toan twong duwong voi (SOMEC
29341-8-13:2008

TCVN 10176-8-13:2017 do Tiéu Ban ky thuat tiéu chudn qudc gia
TCVN/TC 1/SC 35 Giao dién nguwdi st dung bién soan, Téng
cuc Tigu chudn Do wdng Chat lwong d& nghi, B6 Khoa hoc va
Céng nghé cong bé.

B& TCVN 10176-8 Cbng nghé théng tin — Kién trdc thiét bj UPnP
gbm cac tiéu chuén sau:

- TCVN 10176-8-1:2017 (ISO/IEC 29341-8-1:2008), Phin 8-1:
Giao thirc didu khién thiét bj internet gateway — Thiét bi internet
gateway

- TCVN 10176-8-2:2017 (ISO/IEC 29341-8-2:2008), Phan 8-2:
Giao thirc didu khién thiét bi internet gateway — Thiét bj mang cuc
bd

- TCVN 10176-8-3:2017 (ISO/NEC 29341-8-3:2008), Phan 8-3:
Giao thirc didu khién thiét bi internet gateway ~ Thiét bi mang
dién réng

- TCVN 10176-8-4:2017 (ISONEC 29341-8-4:2008), Phan 8-4:
Giao thirc didu khién thiét bi internet gateway — Thiét bi két ndi
mang dién rong

- TCVN 10176-8-5:2017 (ISO/IEC 29341-8-5:2008), Phan 8-5:
Giao thirc diéu khién thiét bi internet gateway — Thiét bi diém truy
cap mang cuc bd khéng day

- TCVN 10176-8-10:2017 (ISONEC 29341-8-10:2008), Phan 8-10:
Giao thire didu khién thiét bi internet gateway — Dich vu quéan Iy
céu hinh host mang cuc b

- TCVN 10176-8-11:2017 (ISO/IEC 29341-8-11:2008), Phén 8-11:
Giao thtrc diéu khién thiét bj internet gateway — Dich vy chuyén
tiép tang 3

- TCVN 10176-8-12:2017 (ISONEC 29341-8-12:2008), Phan 8-12:

Giao thirc diéu khién thiét bi internet gateway — Dich vu xac thuc
lién két
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- TCVN 10176-8-13:2017 (ISO/IEC 29341-8-13:2008), Phan 8-13:
Giao thirc didu khién thiét bj internet gateway — Dich vy radius t
may tram

Bo tieu chudn quéc té 1SO/IEC 29341-8 Information technology -
UPnP device architecture con cac tiéu chuén sau:

- ISONIEC 29341-8-14:2008, Part 8-14: Internet Gateway Device
Control Protocol - Wide Area Network Cable Link Configuration
Service

- ISO/IEC 29341-8-15:2008, Part 8-15: Internet Gateway Device
Control Protocol - Wide Area Network Common Interface
Configuration Service

- ISOAEC 29341-8-16:2008, Part 8-16: Internet Gateway Device
Control Protocol - Wide Area Network Digital Subscriber Line
Configuration Service

- ISO/IEC 29341-8-17:2008, Part 8-17: Internet Gateway Device
Control Protocol - Wide Area Network Ethernet Link Configuration
Service

- ISO/IEC 29341-8-18:2008, Part 8-18: Internet Gateway Device
Control Protocol - Wide Area Network internet Protocol Connection
Service

- ISO/IEC 29341-8-19:2008, Part 8-19: Internet Gateway Device
Control Protocol - Wide Area Network Plain Old Telephone Service
Link Configuration Service

- ISO/IEC 29341-8-20:2008, Part 8-20: Internet Gateway Device
Control Protocol - Wide Area Network Point-to-Point Protocol
Connection Service

- ISO/IEC 29341-8-21:2008, Part 8-21: Internet Gateway Device
Control Protocol - Wireless Local Area Network Configuration
Service
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Cong nghé thong tin - Kién trac thiét bi UPnP -
Phan 8-13: Giao thirc diéu khién thiét bj internet gateway -
Dich vu radius tir may tram

Information technology — UPnP device architecture —
Part 8-13: Internet gateway device control protocol — Radius client service

1 Pham vi ap dung
Tiéu chudn nay phu hop véi kién tric thiét bi UPnP, phién ban 1.0.

Dich vu nay cho phép diéu khién va lap céu hinh thanh phén clia radius ti» cac diém truy cép
khéng day cta IEEE 802.11 ddi véi khdng gian mang chua duwgc quan Iy, d6 1a LAN thwdng tryc
va LAN van phong nhdé.

Muc dich clia dich vu nay 14 don gidn hoa k§ niing thiét 14p, cac mang khdng day an toan va cung
cép khung tbng quat nhdm chan doan va kiém tra cac van dé trén mang khong day.

- Dich vu nay cho phép thiét lap tlr xa va tao cdu hinh céc thong sé lién quan dén RADIUS cla
diém truy cép khéng day.

2 Xac dinh md hinh dich vu

2.1 Kieudich vy

Kiéu dich vu Ia thy chon dwoc quy dinh trong
urn:schemas-upnp-org:device.WLANAccessPointDevice: 1
Kiéu dich vy sau day dinh danh dich vy phl hop v&i mau nay:
urn:schemas-upnp-org:sevice:RadiusClient:1

Dich vu nay khong hd tro hoat dong QueryStateVariable.

2.2 Cac bién trang thai

Bang 1 biéu dién tat ca cac bién trang thai cla dich vu radius tir may tram
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Bang 1 - Cac bién trang thai

Tén bién Bat Kidu di¥ | Giatrjcho Giatri | Donvi
budc ligu phép mac
hoic tuy dinh'
chon
NumberOfAuthServerEntries | Bat budc | ui2 >=0 0 Khéng
xac dinh
AuthServexIPAddress Bat budc | String Dia chi IP, <=32 | Chudi | Khéng
ky ty réng xac dinh
AuthServerPortNumber Bat budc | ui2 Gika 1 va|o0 Khéng
65535 xac dinh
AuthServerSharedSecret Bt budc | String Shared secret, | Chuéi | Khdng
<=128 ky tw réng xac dinh
Cac bién trang thai khéng theo Khéng Chuwa Chuwa xac dinh | Chua Chua
tiéu chuan do nha cung cép cai | theo xac dinh xac dinh | x4c dinh
dat chuén

! cac gia tri ligt k& trong cot ndy 1a bat bude. B& quy dinh cac gis tri tly chon chuén hosic d& Uy quyén viéc an dinh
c4c gia tri cho nha cung cép, ban phai tham chiéu thé hién cy thé ciia bang thich hop dwéi day

2.2.1 NumberOfAuthServerEntries

Bién nay cho biét s lvong cac muc nhap may chli xac thye (sé phan t& trong mang) tao céu hinh
cho diém truy cap nay. Diém truy cap sé cb gang xac thyc véi cac may chl xac thye liét ké trong
mang theo thr ty. Bién nay dwoc doc/ghi va dugc ghi lai sy kién.

2.2.2 AuthServerlPAddress

Bién nay 1a dia chi IPv4 hodc IPV6 ciia may chi xac thie, vi du nhw may chil RADIUS déi vé&i xac
thuc theo chuan 802.1x.

2.2.3 AuthServerPortNumber

Bién nay la sb gateway (vi du nhuw 1645 hoac 1812 cho RADIUS) clia may chi xac thuc, vi du
nhu may chi RADIUS dbi véi xac thwe theo EAP. Bién nay c6 thé doc/ghi.

2.2.4 AuthServerSharedSecret

Bién nay 12 mét chudi bidu dién mat khiu trong van ban thun tdy cho diém truy cap dé xac thuc
trong may chi xac thwe, vi du nhw may chi RADIUS dbi voi xac thire theo EAP. Bién nay c6 thé
doc/ghi.
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- Bang 2 - Kiém duyét sw kién

Tén bién Ghi lai Sw kién Tilé sw Lién két | Delta téi
sw kién kiém kign toi logic thiéu
duyét da’ cho mbi
sw kién?
NumberOfAuthSeverEntries | Cé Khéng Khéng xac | Khéng xéac | Khéng
dinh dinh xac djnh
Céc bién trang thai khong theo | Chuwa xéc | Chwa xac | Chwa xéc | Chwa  xéc | Chua
chuéan do nha cung cap UPnP | dinh dinh dinh dinh xac dinh
cai dat '

Bugc xac dinh bdi N, trong dé Ti 18 =(Sw kien)/(N giay)
2(N)*(Bwérc khodng gi4 tri cho phép)

2.3.1 M6 hinh s kién
Chi c6 mét bién trang thai clia dich vy radius tir may tram dwgc ghi lai sy kién:

NumberOfAuthServerEntries: sy kién bién trang thai nay giip cho danh myc may chl xac thyc
ctia may tram déng bd vé&i danh muc méy chl x&c thiee duy tri trong thiét bj AP.

Khoéng c6 sy kién nao duegc kiém duyét.

2.4 Céac hoat déng

Bang 3 liét k& cac hoat ddng bét budc hodc tly chon cho thiét bj UPnP. Tiép theo do 1a théng tin
chi tiét v& cac hoat dong nay, bao gdbm cac md ta ngén vé& cac hoat dong, cac két qua cla hoat
déng trén cac bién trang thai va cac ma 16i xac dinh béi cac hoat dong.

Cac hoat dong UPnP an toan trong dich vy nay dwoc khuyén cao 1a tuy chon, st dung céac giao
thirc an ninh UPnP nhu duec xac dinh bdi nhém cdng tac an ninh UPnP. Néu AP thuc thi an ninh
cha cac hoat dong UPnP thi Bang 3 sé chi ra AP ma cac hoat ddng phai an toan. Cac AP con lai
c6 thé duwoc thie thi 12 an toan hodc mé. Cac hoat ddng an toan phai dugc bao vé ca vé tinh can
mat Ian tinh toan ven.

Céac quyén truy cap sé duoc ké thiva tir thiét bi chra (vi du: thiét bi diém truy cap WLAN)

Bang 3- Cac hoat dong

Tén An toan hodc M&' | Bat budc hodc tuy
chon
GetGenericAuthServerEntry An toan Bé&t budc
GetSpecificAuthServerEntry An toan Bét budc
AddAuthServerEntry An toan Bét bugc
DeleteAuthServerEntry An toan Bat buge
FactoryDefaultReset An toan Bét budc
ResetAuthentication An toan B&t bude
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Tén An toan hodc Mé& | Bat budc hodc tay
chon
Céc hoat dong theo chudn do nha cung cép UPnP Khéng theo chuan
cai dat

* Cot nay thich hop néu dich vy an ninh thiét bi c6 mét trong thiét bj bd chira
2.4.1 GetGenericAuthServerEntry

Hoat dong nay trich xuit mdt muc nhap clia cac muc nhap may chd xac thuc tai mot thoi diém.
Cac diém didu khién co thé goi hoat ddng nay voi chi muc mang tang cho dén khi ¢ khdng cb
muc ndo nira dwoc tim thdy trong gateway. Néu bién NumberOfAutheServerEntries dwoc cap
nh4t trong sudt cudc goi thi thi qua trinh phai bit dau lai. Cac muc nhép trong mang 1a lién nhau.
Khi cac muc nhap bi x6a thi mang dugc két lai thanh khdéi va bién sy kién
NumberOfAutheServerEntries bi gidam bét . Cac muc nhdp may chl xac thwe dwoc lvu triv logic
nhtr mdt mang va duoc trich xuét bing cach sir dung chi myc mang sp xép co thl tw tir 0 dén
NumberOfAutheServerEntries -1.

2.4.1.1 Céac dbisd

Bang 4 - Cac ddi sé cho GetGenericAuthServerEntry

Doi s6 Hwéng Bién trang thai lién quan
NewAuthServerIndex iN AuthServerIndex
NewButhServerIPAddress |OUT AuthServerIPAddress
NewAuthServerPortNumber | OUT AuthServerPortNumber
New ouT AuthServerSharedSecret

2.4.1.2 Phu thudc vao trang thai (néu cé)
2.41.3 Anh hwéng dén trang thai (néu c6)
Khéng c6 thong tin

2.4.1.4 Cac i

Ma 16i Mb ta 16i Mo ta
402 D6i s6 khong hop 18 | Xem kién truc thiét bi UPnP phén Diéu khién
713 Chi muc mang da quy | Chi muc mang khdng thudc pham vi quy dinh
dinh khéng hop l&

2.4.2 GetSpecificAuthServerEntry

Hoat ddng nay trich xuét myc nhép may chi xac thye déi voi mot két hop da quy dinh {dia chi,
gateway)} ’

10



2.4.2.1 Céac doi sd
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Hinh 5 - Cac dbi s6 cho GetSpecificAuthServerEntry

Déi sb Hwéng Bién trang thai lién quan
NewAuthServerIPAddress IN AuthServerIPAddress
NewAuthServerPortNumber IN AuthServerPortNumber
NewAuthServerSharedSecre: | OUT AuthServerSharedSecret

2.4.2.2 Phu thudc vao trang thai (néu co)

2.42.3 Anh hwéng dén trang thai (néu c6)

2.4.24 Céc 16

nay trong mang

Ma 16 Mé ta 15i Mo ta
402 Déi s6 khéng hop 1&é | Xem Kién tric thiét bj UPnP phin Biéu khién
714 Khéng c6 muc nhap | Cac gia tri quy dinh cia két hop hai bién

AuthServerlPAddress va
AuthServerPortNumber khong tén tai trong
mang

2.4.3 AddAuthServerEntry

Hoat déng nay tao mdt muc nhdp may chi xac thire méi trong danh muc may chi xac thyc.

2.4.3.1 Cac déisd

Bang 6 - Cac G6i s6 cho AddAuthServerEntry

Doi s6 Hwéng Bién trang thai lién quan
NewAuthServerIP IN ARuthServeriP
NewAuthServerPortNumber IN AuthServerPortNumber
New IN ButhServerSharedSecret

2.4.3.2 Phu thudc vao trang thai (néu cé)

2.4.3.3 Anh hwong dén trang thai (néu co)

2.4.3.4 Cac 16i
Ma loi Mé ta 16i Mo ta
402 Bdi s6 khong hop 1é | Xem Kién trac thiét bi UPnP phan Diéu khien
701 C6 mét muc nhap Néu bao ghi hién cé v&i bd dinh danh tén tai
trong co s& di liéu thi 16i nay sé dwoc tra vé.

1
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2.4.4 DeleteAuthServerEntry

Hoat déng nay xdéa muc nhdp may chud xac thie hién cé khdi danh muc may chd xac thie. Muc
nhap may chl xac thwe dugc dinh danh st dung dia chi IP va sb gateway clia may chii xac thuc.

2.4.41 Pbisd
Bang 7 - Déi s6 cho DeleteAuthServerEntry
Déi sd Hwéng Bién trang thai lién quan
NewAuthServerIPAddress |[IN AuthServerIPAddress
NewAuthServerPortNumber | IN AuthServerPortNumber

2.4.4.2 Phu thudc vao trang thai (néu cé)

2.4.43 Anh hwéng dén trang thai (néu co)

2.4.4.4 Cac 15i
Ma 15 Mo ta 16i Mb ta :
402 Dbi s6 khong hop 18 | Xem Kién tric thiét bi UPnP phén Digu khién
714 Khéng c6 muc nhép | Cac gia tri quy dinh cta két hgp hai bién
nay trong mang AuthServerlPAddress va
AuthServerPortNumber khdng ton tai trong
mang

2.4.5 FactoryDefaultReset

Hoat déng nay thiét 1ap lai tt ca cac bién trang thai ctia dich vy radius tir may tram cho cac cai
ast mic dinh cla hang. Hoat dong nay xoa bd tat cd cac muc nhdp may chi radius. Ngoai ra
cling thiét 14p lai tat ca cac phién khong day dwoc xac thye st dung may cha radius.

Hoat ddng nay phai dwoc goi ra néu diém didu khién goi hoat dong FactoryDefaultReset clia an
ninh thiét bi (hodc dich vu ciu hinh WLAN néu dich vu nay ndm trong thiét bi AP), ngugc lai viéc
thiét 14p lai dich vu nay sé& khdng goi thiét Iap lai an ninh thiét bj (ho#c thiét 1ap lai chu hinh
WLAN)

2.4.5.1 Cac déi sé

Khéng co thong tin.

2.4.5.2 Phu thudc vao trang thai (néu cé)
2.4.5.3 Anh hwong dén trang thai (néu co)

2.4.5.4 Cac i

Ma 15i M6 ta 16i Mo ta

402 Déi sé khong hep 18 | Xem Kién tric thiét bi UPnP phan Diéu khién

12
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2.4.6 ResetAuthentication
Hoat ddng nay thiét 1ap Iai tat cd'cac tram khong day dwoc xac thye qua may chd RADIUS.

Hoat déng nay phai dwoc goi ra néu diém diéu khién goi hoat déng FactoryDefaultReset clia an
ninh thiét bi (hodc dich vu cdu hinh WLAN néu dich vu nay ndm trong thiét bi AP) va nguwoc lai.

2.4.6.1 Céac dbiséd

Khéng cé thong tin.

2.4.6.2 Phy thudc vao trang thai (néu ¢é)
2.4.6.3 Anh hwong dén trang thai (néu co)

2.4.6.4 Cacidi

M3 16i M5 ta (6i Mo ta

402 Ddi s6 khong hop 1& | Xem Kién trac thiét bj UPnP phén DPiéu khién

2.4.7 Cac hoat dong khdng theo tiéu chuin thwe thi b&i nha cung cap UPnP

Cac hoat dong khang theo tiéu chuin thic thi bdi nha cung cap UPnP nén dwoc dé cép dén
trong tieu chudn nay nham tao thuan lgi cho viéc chirng nhan. Kién tric thiét bi UPnP liét ké cac
yéu cdu dat tén cho cac hoat ddng khéng theo tiéu chudn (xem phén vé mé ta).

2.4.8 Cac mai l6i chung

Bang sau day liét ké cac ma 18i chung cho cac hoat ddng vé kiéu dich vu nay. Néu mét hoat déng
dan dén nhiéu 156i thi 18i cy thé nhat sé dwoc tra vé.

Bang 8 - Cac mi 16i chung

M3 16i M6 ta 16i Mo ta
401 Hoat déng khong hop 1& | Xem Kién tric thiét bi UPnP phén Diéu khién
402 D6i s6 khdng hop 1é Xem Kién truc thiét bj UPnP phén Diéu khién
404 Bién khang hop (@ Xem Kién trac thiét bi UPnP phén Didu khién
501 Hoat dong thét bai Xem Kién tric thiét bj UPnP phén Diéu khién
600-699 Chuwa xac dinh Céc 16i hoat dong chung do Ban UPnP Forum

Technical Committee xac djnh

701-799 Cac 16i hoat ddng chung do cac Ban UPnP Forum
working committee xac dinh

800-899 Chwa xéc dinh (do nha cung cép UPnP quy dinh)

13
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2.5 Ly thuyét van hanh

2.5.1 Van hanh cda may tram RADIUS

Diém truy cap kich hoat cong nghé UPnP ¢é thé duy tri danh muc cac may chl xac thwc tir xa
(RADIUS) déi véi xac thuc EAP. Danh muc nay c6 thé dugc cap nhat bdi cac diém diéu khidn.
Thiét bi AP cling ¢6 kha n&ng van hanh may chi xac thyc mét cach cuc bd. Thiét bi AP sé& chon
Ira ky lwedng mdt may chi xac thire tir danh muc theo thie te ching dwoc thém vao danh muc.

3

Mb ta dich vu bing XML

<?xml version="1.0"72>
<scpd xmlns="urn:schemas-upnp-org:service-1-0">

14

<specVersion>
<major>l</major>
<minor>0</minor>
</specVersion>
<actionlist>
<action>
<name>GetGenericRuthServerEntry</name>
<argumentList>
<argument>
<name>NewAuthServerIndex</name>
<direction>in</direction>
<relatedStateVariable>NumberOfAuthServerEntries</relatedStateVariable>
</argument>
<argument>
<name>NewAuthServerIPAddress</name>
<direction>out</direction>
<relatedStateVariable>AuthServerIPAddress</relatedStateVariable>
</argument>
<argument>
<name>NewAuthServerPortNumber</name>
<direction>out</direction>
<relatedStateVariable>AuthServerPortNumber</relatedStatevariable>
</argument>
<argument>
<name>NewAuthServerSharedSecret</name>
<direction>out</direction>
<relatedStateVariable>AuthServerSharedSecret</relatedStatevariable>
</argument>
</argumentList>
<faction>
<action>
<name>GetSpecificAuthServerEntry</name>
<argumentList>
<argument>
<name>NewAuthServerIPAddress</name>
<direction>in</direction>
<relatedStateVariable>RuthServerIPAddress</relatedStateVariable>
</argument>
<argument>
<name>NewAuthServerPortNumber</name>
<direction>in</direction>
<relatedStateVariable>AuthServerPortNumber</relatedStateVariable>
</argument>
<argument>

<name>NewAuthServerSharedSecret</name>
<direction>out</direction>
<relatedStateVariable>AuthServerSharedSecret</relatedStateVariable>
</argument>
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</argumentList>
<faction>
<action> :
<name>AddAuthServerEntry</name>
<argumentlList>
<argument>
<name>NewAuthServerIPAddress</name>
<direction>in</direction>
<relatedStateVariable>AuthServerIPAddress</relatedStateVariable>
</argument>
<argument>
<name>NewAuthServerPortNumber</name>
<direcLion>in</direction>
<relatedStateVariable>AuthServerPortNumber</relatedStateVariable>
</argument>
<argument>
<name>NewAuthServerSharedSecret</name>
<direction>in</direction>
<relatedStateVariable>AuthServerSharedSecret</relatedStateVariable>
</argument>
</arqgumentList>
</action>
<action>
<name>DeleteAuthServerEntry</name>
<argumentList>
<argument>
<name>NewAuthServerIPAddress</name>
<direction>in</direction>
<relatedStateVariable>AuthServerIPAddress</relatedStateVariable>

</argument>
<argument>
<name>NewAuthServerPortNumber</name>
<direction>in</direction>
<relatedStateVariable>AuthServerPortNumber</relatedStateVariable>
</argument>
<fargumentlList>
</action>
<action>
<name>FactoryDefaultReset</name>
<faction>
<action>
<name>ResetAuthertication</name>
<faction>
<factionList>
<serviceStateTable>
<stateVariable sendEvents="yes">
<name>NumberQfAuthServerEntries</name>
<dataType>ui2</dataType>
</stateVariable>
<stateVariable sendEvents="no">
<name>AuthServerIPAddress</name>
<datalype>string</dataType>
</stateVariable>
<stateVariable sendEvents="no">
<name>AuthServerPortNumber</name>
<dataType>ui2</dataType>
</stateVariable>
<stateVariable sendEvents="no">
<pame>AuthServerSharedSecret</name>
<dataType>string</dataType>
</stateVariable>
</serviceStateTable>
</scpd>

15
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4 Kiém tho
Khang cd céc kiém thir v& nglr nghia nao dwec xac dinh trong dich vy nay.

16
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Phu luc A
(Tham khao)

Cac tiéu chuan gbc vé UPnP
Trong tiéu chudn nay, c6 thé tao ra tham chiéu dén cac tiéu chuén gdc v& UPnP. Cac tham chiéu
nay nhidm muc dich duy tri tinh nhat quan gitra cac dac ta do ISO/IEC va higp hdi cac nha thyc
thi UPnP cong bd. Bang sau day chi ra cac tiéu dé tiéu chuan UPnP va phan tvong ¢ng cia

TCVN 10176 (ISO/IEC 29341)

Tiéu dé tiéu chuan vé UPnP

Kién trac thiét bj UPnP phién ban 1.0
Thiét bj co s& UPnP

Kién truc am thanh va hinh anh
Thiét bj két xuét media

Thiét bi may chi media

Dich vu van tai &m thanh va hinh anh
Dich vu quan Iy két nbi

Dich vu thw muc ndi dung

Dich vu kiém soat két xuat

Thiét bj két xuat media mirc 2

D](_:h vy may chl media mic 2
Khuén mau céu trac de liéu

Dich vu vén tai &m thanh va hinh anh mc 2
Dich vu quan ly két ndi mre 2

Dich vu the myc ndi dung mirc 2
Dich vu kiém soat két xuat mirc 2
Ghi chép dinh ky mac 2

Thiét bi camera an ninh sé

Dich vy chup anh dong an ninh s6
Dich vu cai dat camera an ninh sb

Dich vy chyp anh khéng dbi an ninh sé

Tiéu chuan twong (rng
(ISO/IEC 29341-1)
(ISO/IEC 29341-2)
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