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TIEU CHUAN QUOC GIA TCVN 12042:2017

Cong nghé thong tin - Cac ky thuat an toan - Ngir canh xac thyc
cho sinh trac hoc

Information technology - Security techniques - Authentication context for biometics

1 Pham vi &p dung

Tiéu chudn ndy quy dinh cu tric va cac phan t& di liéu clia Ng& cdnh xac thye cho sinh trdc hoc
(ACBio), dwoc slr dung dé kiém tra tinh hop I& cla két qud mét qué trinh xac minh sinh tréc hoc duoc
thec thi tai mét dia diém tir xa. Tieu chudn nay cho phép bét ky Bao cao thé hién ACBio di kém bét ky
muc di fiéu ndo tham gia vao bét ky qua trinh sinh tric hoc c6 lin quan dén viéc xac minh va thu nap.
Dic ta clia ACBio ¢6 thé dugc ap dung khdng chi dé x&c minh sinh tréc hoc theo phirong thirc don 1&
ma con dé két hop da phwong thire.

Tiéu chudn nady dic ta ch phap ma héa clia mét Bao cao thé hién ACBio. Cl phap ma héa clia mét Bao
céo thé hién ACBio dya trén mdt gidn db Ca phap théng diép mat ma (CMS) triru turgng voi gia trj cu
thé ¢6 thé dugc bidu dién bing cach sir dyng mét ma hoa nhj phan ngdn gon hosc mé héa XML ma
con nguwdi co thé doc dugc.

Tiéu chudn nay khéng quy dinh céc giao thirc dugc sz dung gilra cac thyre thé nhu cac Bon vi xb
sinh tric hoc (BPU), déi trong yéu cdu, va bd xac nhan. Tiéu chudn nay quy dinh vé ndi dung va ma
héa clia cac Bdo céo thé hién ACBio cho cac hoat dong x( Iy khac nhau.

2 Tai ligu vién dan

Céc tai liéu vién din sau rat cin thiét cho viéc ap dung tiéu chuin nay. D4i voi tai liéu vién dan ghi ndm
cbng bé thi ap dyng phién ban dugc néu. DI véi tai liéu vién dan khdng ghi ndm cong bb thi &p dung
phién bdn méi nhat, bao gém ca cac stra ddi, bd sung (néu cd).

ISONIEC 8824 (all parts) | ITU-T Recommendations X.680-683, Information technology - Abstract
Syntax Notation One (ASN.1) (Cng nghé théng tin - Chd gidi cu phap triru tiryng (ASN. 1))

ISONEC 8825-4 | ITU-T Recommendation X.693, Information technology - ASN.1 encoding rules: XML
Encoding Rules (XER) (Cong nghé thong tin - ASN.1 quy téc mé héa: Nguyén téc ma hba XML (XER))

ISONEC 9594-2 | ITU-T Recommendation X.501, Information technology - Open Systems
Interconnection - The Directory; Models (Céng nghé thong tin - Lién két céc hé théng mé - Thir muc:
Céac md hinh)
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ISONEC 9594-8 | ITU-T Recommendation X.509, Information technology - Open Systems
Interconnection - The Directory: Public-key and attribute certificate frameworks (Céng nghé théng tin -
Lién két c4c hé théng mé - Thir muc: Céc khung chiing nhén thudc tinh va khéa cong khai)

ISO/IEC 19785-1, Information technology - Common Biometric Exchange Formats Framework - Part 1:
Data element specification (Céng nghé théng tin - Khung dinh dang trao dbi sinh tréc hoc phb bién -
Phén 1: M6 ta chi tiét thanh phan di liéu)

ISO/IEC 19785-3, Information technology - Common Biometric Exchange Formats Framework - Part 3
Patron format specifications (Cong nghé théng tin - Khung dinh dang trao dbi sinh tréc hgc phd bién -
Phén 3: Céc dic diém ky thuat dinh dang béo trg)

RFC 3852, Cryptographic Message Syntax (CMS), July 2004 (Ca phap théng diép méat mé (CMS))

RFC 5911, New ASN.1 Modules for Cryptographic Message Syntax (CMS) and S/IMIME, June 2010
(Céc Md dun d6i v&i CU phap théng diép méat ma (CMS))

3 Thuét ngi¥ va dinh nghia

Tiéu chuén nay ap dung céc thudt ngé va dinh nghia sau day.
3.1

Bao céo thé hién ACBio (ACBio instance)

Béo céo duwoc tao ra bdi mét Don vi x& Iy sinh trdc hoc (BPU) tuan thi theo tiéu chudn nay dé thé hién
tinh hop I8 cla két qua clia mot hodc nhiéu qué trinh con dwoc thype thi trong BPU

3.2

Ngi¥ canh xac thie cho sinh tréc hoc (authentication context for biometrics)
ACBio

Tiéu chuan d&c ta hinh thire va dang ma clia cac Bao céo thé hién ACBio

3.3

(Thudc) Sinh tric hoc (biometric)

Gén lién véi cac finh vire sinh tréc hoe

3.4

Bon vi xtr Iy sinh tric hoc (biometric processing unit)

BPU

Thue thé thye thi mét hodc nhiéu qua trinh con nhdm thire hién mdt xac minh sinh trdc hoc theo mire
an toan ddng nhét

CHU THICH: B& cam bién, thé théng minh va thiét bi so sanh I3 cac vi dy vé BPU,

8
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35

Ching nhan Don vi x Iy sinh tric hoc (biometric processing unit certificate)
Chipng nhin BPU (BPU certificate)

Chtfng nh@n X.509 Cép cho BPU b&i mot tb chire chirng nhén diing dé cho phép b xac nhan xac dinh
tinh tin cay clia BPU '

3.6

T6 chire chirng nhén Pon vi xi? Iy sinh trdc hoc (biometric processing unit certification organization)
T4 chirc chirng nhan BPU (BPU certification organization)

T chire phat hanh chirng nhan BPU

37

Béo cao chirc ndng Don vj xir Iy sinh tric hoc (biometric processing unit function report)

Béo cao chirc ndng BPU (BPU function report)

Béo cdo vé cac chirc ning clia BPU, bao gdm céc két qua danh gia cho méi chirc ndng trong BPU
3.8

Chi s6 10 Bon vj xi? ly sinh tric hoc (biometric processing unit 10 Index)

Chi s6 10 BPU (BPU 10 Index)

Sé nguyén dugc gan cho mdi ludng di liéu sinh tric hoc gitra cac BPU bdi d6i tegng, chdng han nh
phan m&m, trong d6 st dung cac chirc nang clia BPU d& bd xac nhan c6 thé tai tao lai lvu leong dbr
lieu gira cac BPU

39

Bao c4o Bon vj xi ly sinh tric hoc (biometric processing unit report)

Bao céo BPU (BPU report)

Béo cao vé mdt BPU, chira mét bao cac chirc nang BPU va mét bao céo an toan BPU

3.10

Béo céo an toan Don vj xir ly sinh trdc hoc (biometric processing unit security report)

Béo cdo an toan BPU (BPU security report)

B&o céo v& mirc d an toan clia mot BPU, bao gdm két qua danh gia mirc d6 an toan clia BPU
3.1

Méu sinh tric hoc (biometric sample)

Théng tin thu duc tir bd ¢am bién sinh tric hoc, hodc tryc tiép hodic sau khi x Iy
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CHU THICH: xem méu sinh tric hoc thé (3.33), miu sinh tric hoc trung gian (3.26) vA mBu sinh tric hoc da qua xir Iy
(3.31)

312
Khuén méu tham chiéu sinh trac hoc (biometric reference template)

M3u sinh tréc hoc hodic t& hop cac mAu sinh tric hoc da dwoc luu tr nhir mot tham chibu dé so sanh
trong twong lai

CHU THICH: xem khuén miu tham chiéu sinh tric hoc thd (3.34), khuén méu tham chiéu sinh tric hoc trung gian
(3.27) va khudn miu tham chiéu sinh tric hoc da qua xi Iy (3.32)

3.13
Chirng nhan khudn miu tham chiéu sinh tric hoc (biometric reference template certificate)
Chirng nhén BRT (BRT certificate)

Chirng nhan cAp cho mét khudn mau tham chiéu sinh tréic hoc bdi t& chirc chirng nhéan BRT cho phép
bd xac nhan xac dinh tinh xéc thee cia khudn mau tham chiéu sinh tréc hoc

3.14

T chic chirtng nhan khudén miu tham chiéu sinh tric hoc (biometric reference template
certification organization)

T chire chibng nhan BRT (BRT certification organization)
Té chirc phat hanh chirng nhan BRT

3.15

X&c minh sinh tric hoc (biometric verification)

(ng dung tra v& két qua dling hodc sai cho mot yéu ciu vé sy twong ddng gitra mot hodc nhidu khudn
mau tham chiéu sinh trdc hoc va mot hodc nhiéu m3u sinh tréc hoc nhan dang bang cach thire hién
moét hodc nhigu so sanh

3.16

Sinh tréc hoc (biometrics)

Nhan dang tw dong cé thé dia vao dic trung sinh hoc va hanh vi clia cé thé d6

3.7

Déi twong yéu cau (claimant)

Cé thé <xac minh sinh tric hoc> dang tim kiém, va 1a ddi teeng cla, xac minh sinh tric hoc
3.18

So sédnh {comparison)

10
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Uéc lugng, tinh toén va do lvdng sy twong dong hodc khong tuong dong gika mét hodic nhiéu mau
sinh trc hoc nhan dang va mét hodc nhigu khudn mau tham chiéu sinh tric hoc

319
Quyét dinh so sanh (comparison decision)

Sy xac dinh xem liéu mAu sinh trdc hoc nhan dang va khudn mau tham chiéu sinh tric hoc ¢b cing
ngudn gbc sinh tric hoc, dva trén diém sb so sanh, chinh sach quyét dinh (bao gém cac gia trj
ngwdng) va cac dau vao cé thé khac dé quyét dinh so sanh

3.20

Diém sb so sanh (comparison score)

Gi4 tri 86 hoc (hoac tap hop cac gia tri), 1a két qua cla so sanh
3.21

Gia trj kiém soét (control value)

S6 ngdu nhién dwec cung cip bdi mot bd xac nhan, Ja phwong tién ma bd xac nhén cé thé kiém tra
xem liéu Béo céo thé hién ACBio cé dugrc tao ra theo yéu cau clia bd xac nhan hay khéng

3.22
Thu nap (enrol)

Thu thap mot hodc nhidqu mau sinh tréc hoc tir mot ca thé va tiép theo xay dyng mét hodc nhidu khudn
ma3u tham chidu sinh trc hoc ma sau dé c6 thé dugce si» dung dé xac minh hodic xé&c dinh danh tinh
clia cathé

3.23
S thu nap (enrolment)

Qua trinh thu thap mét hodc nhigu mau sinh tréc hoc tir mot ca thé va tiép theo x&y dwng mét khudn
méu tham chiéu sinh tric hoc ma sau d6 co thé dugc st dyung dé xac minh hosic xac dinh danh tinh
clia ca thé

3.24

T chirc thu nap (enrolment organization)

Té chirc x(r Iy viec thu nap, tao ra va lwu trir khuén mau tham chiéu sinh tric hoc
3.25

Té chirc danh gia (evaluation organization)

Té chirc danh gia chirc nang hodc an toan Don vj xi ly sinh trac hoc

3.26

1"



TCVN 12042:2017

Mé&u sinh tric hoc trung gian (intermediate biometric sample)

Mau sinh tréc hoc thu dugc bing cach xi Iy mdt mAu sinh tric hoc th, ding dé tiép tuc x Iy
3.27

Khuén mau tham chiéu sinh tric hoc trung gian (intermediate biometric reference template)

Mau sinh trdc hoc trung gian hodc t& hop cdc m&u sinh trdc hoc trung gian dwoc siv dyng nhu mét
khuén mau tham chiéu sinh tréc hoc

3.28
Phi hep (match)

Quyét dinh (cac) mau sinh tric hoc nhan dang va khuén mau tham chiéu sinh tréc hoc 14 tir cling mét
cé thé

3.29
Khéong phii hep (non-match)

Quyét dinh (cac) mau sinh tric hoc nhan dang va khudn mau tham chiéu sinh tric hoc khéng tr cling
mot ca thé

3.30
Phil horp trén thé (on-card matching)

Thire hién so sanh va dua ra quyét dinh dya trén mét thé tich hgp vi mach noi ma cac khudn méu
tham chiéu sinh tréc hoc dwoc duy tri trén thé nhdm téng cleong tinh an toan va tinh riéng tu

CHU THICH: Thuat nglr “phi hgp" khong duge chip nhin va dugc thay thé bing thudt nglr "so sanh” trong ISO/IEC JTC
1/SC 37. Tuy nhién, thuat ngf "phis hep trén thé" 12 mét thudt nglr uere i dung nhidu trong ISO/NEC JTC 1/SC 17. Vi vy,
thudt ngr nay duoce st dung trong tiéu chudn nay.

3.3

Méu sinh trac hoc da qua x Iy (processed biometric sample)
M&u sinh tréc hoc thich hop d& o sénh

3.32

Khuén méu tham chiéu sinh tric hoc da qua xtr ly (processed biometric reference template)

Mau sinh tric hoc da qua xiz ly hodc t& hop cac méu sinh tric hoc da qua xi¥ ly dugc stz dung nhi
khudn mau tham chiéu sinh trac hoc

3.33

M3u sinh tric hoc thé (raw biometric sample)

Mau sinh tréc hoc dwgc thu thap truc tiép tir bd cdm bién sinh tric hoc
12
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3.34

Khuén miu tham chiéu sinh tric hoc thé (raw biometric reference template)

Mau sinh tréc hoc thd hodc td hop cac mau sinh tric hoe thd dwece sk dung nhw mét khudn mau tham
chiéu sinh tric hoc

3.35
Qua trinh con (subprocess)

M6t phan ctia qua trinh xac minh sinh tric hoc hodc thu nap thwdng thye hién thu thap dir ligu, x&
tin hiéu trung gian, x& ¥ tin hiéu cudi cting, lwu trl, so sanh, hodc quyét dinh

3.36
Chi s6 qua trinh con (subprocess index)

S6 nguyén duy nhét dwgc gan cho mi qua trinh con trong mét Bon vi x I sinh tréc hoc (BPU) bdi tb
chi¥c cung cép BPU

3.37
Chi sé 10 qua trinh con (subprocess 10 index)

S6é nguyén duy nhét dwoe gan cho mbi ludng di lidu gira c4c qua trinh con trong mdt Don vi X Iy sinh
trdc hoc (BPU) dé bd xac nhan co thé tai tao lai lwu legng di liéu gitra cac qua trinh con trong BPU

3.38
Bo xac nhan (validator)

Thyc thé <xac minh sinh tric hoc> tao ra mdt quyét dinh chip nhan hay khong chdp nhan két qua clia
qua trinh xac minh sinh tric hoc, dwa trén cac chinh sach clia (Png dung twong tng, s dung mét hodc
nhiéu quyét dinh so sanh va thong tin cb thé khac, duee hd tro bdi cac Béo céo thé hién ACBio

4 Thuat ng( viét tét

ACBio Authentication Context for Ngir canh xac thye cho sinh trc hoc
Biometrics

ASN.1 Abstract Syntax Notation One as  Chu gidi ci phap triru twgng nhue degce dinh
defined in ISO/IEC 8824 nghia trong ISO/IEC 8824

BER Basic Encoding Rules (of Nguyén tidc ma héa co ban (cia ASN.1)
ASN.1)

BIR Biometric Information Record Ban ghi thong tin sinh tric hoc

BPU Biometric Processing Unit Don vi x& ly sinh tréc hoc

BRT certificate Biometric Reference Template  Ch(rng nhan khuén mau tham chiéu sinh tric

13
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certificate hoc

CBEFF Common Biometric Exchange Khung dinh dang giao dich sinh tréc hoc phd
Formats Framework as defined  bién nhw dwoc dinh nghfa trong ISO/IEC
in ISONEC 19785-1 19785-1

CMS Cryptographic Message Syntax ~ Cu phap théng diép mét mé nhur duge dinh
as defined in RFC 3852 nghia trong RFC 3852

10 input/Qutput Pau vao/Pau ra

OCM On-Card Matching Phl hep trén thé

STOC Store On Card Lueu triy trén thé

URI Universal Resource |dentifier Dinh danh tai nguyén toan cau

XML eXtensible Markup Language Ngon ngC danh déu mé rng

5 M6 hinh va khung ACBio

5.1 M6 hinh qua trinh thu nap, xac minh sinh tric hoc va Don vi xir Iy sinh trac hoc (BPU)

Thiét k& ACBio dira vao cac qua trinh con xac minh sinh tric hoc sau day:

a) Thu thap dir liéu

Qua trinh con nay thu thap théng tin sinh tric hoc tlr déi twong yéu clu va chuyén dbi thanh mau sinh
tréc hoc thd. Cac mAu sinh tréc hoc thé dwgc chuyén dén qua trinh con xi Iy tin hiéu trung gian dé tiép
fye xir ly.

b) X( Iy tin hiéu trung gian

Qua trinh con nay tiép nhan mau sinh tric hoc thd va chuyén mau do6 thanh mau sinh tréc hoc trung
gian. Cac mau sinh tric hoc trung gian dwoc chuyén dén mot quéa trinh con x Iy tin hiéu trung gian
khéc hodc cac qua trinh con x Iy tin hidu cudi cling dé tiép tyc xd Iy.

€) Xi ly tin hiéu cuéi ciing

Qua trinh con nay tiép nhan miu sinh tric hoc trung gian va chuyén mau d6 thanh mau sinh tric hoc
da qua x ly. Cac méu sinh tréc hoc da qua x& Iy dwoc chuyén hodc dén qua trinh con so sanh (xac
minh) hodc dén qua trinh con (weu tri (thu nap).

d) Lwu triy

Qua trinh con nay Iy tr& mot trong ba kiéu khudn mau tham chiéu sinh tréc hoc; khudn mau tham
chiéu sinh tréc hoc thé ((1) frong Hinh 1 va Hinh 2), khuén méu tham chiéu sinh tréc hoc trung gian ((2)
trong Hinh 1 va Hinh 2), hodc khuén mau tham chiéu sinh tréc hoc da qua x ly ((3) trong Hinh 1 va
Hinh 2). Mot trong ba kiéu khudn méu tham chiéu sinh tréc hoc sé dugc so sanh véi méu sinh tréc hoc
@& xac minh.

e) So sanh

14
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Qua trinh con nay tiép nhan mAu sinh tric hoc 14 mau c6 dwoc ban dau tir d6i twgng yéu ciu ma cb
thé ¢6 hoac khdng duworc tiép tuc x Iy va mdt khudn mau tham chiéu sinh tréc hoc. Qua trinh con nay
s0 sanh mau sinh tréc hoc va khudn mau tham chiéu sinh tréc hoc da qua x( ly va tinh toan nét tvong
ddng, két qua tinh toan dwoc goi 1a diém sb so sanh. Diém sb so sénh dwoc chuyén dén cac qua trinh
con quyét dinh.

f) Quyét dinh

Qua trinh con nay tiép nhan diém sb so séanh tir qua trinh con so sénh, danh gia diém s theo nguyén
tc da duoc xac dinh trede trong chinh séch an toan dwoc st dung, quyét dinh tinh hop 1& vé danh
tinh clia d6i twong yéu cAu va cho ra quyét dinh so sanh, phi hop hodc khéng phi hop, dugc giri dén
bé xac nhan.

Hinh 1 dwéi day cho thay ba mé hinh qua trinh thu nap sinh trdc hoc, noi ma qua trinh con iteu trr Ieu
trlr mAu sinh tréc hoc thd, m&u sinh tréc hoc trung gian va mau sinh tréc hoc da qua xi Iy.

@ © Mang co thé khdng tin cly
Hinh 1- Mé hinh qua trinh thu nap sinh tric hoc
Hinh 2 duéi day cho thay ba mé hinh qué trinh xac minh sinh tréc hoc, noi ma qué trinh con lwu trik Iy
tr& khudn mau tham chiéu sinh trdc hoc thd, khudn mAu tham chiéu sinh trdc hoc trung gian va khuén
mau tham chiéu sinh tréc hoc da qua x{ Iy.

Bldm 2d : Hnh
20 shnh o shnh

quit b
® :Meng cé thd khéng tin cdy

Hinh 2 — M hinh qua trinh xac minh sinh tréc hoc

15
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5.2 Khung cho sir dung ACBio

ACBio cung c4p thdng tin cho bd xac nhan clia qua trinh xac minh sinh tric hoc vé mirc do tin cay cla
qua trinh xac minh sinh tric hoc.

Diéu 5.2.1 dén 5.2.3 md ta cac chudn bi trong qué trinh ché tao clia BPU ma két qua 1A qud trinh so
sanh va thu nap ciia BPU tao ra khudn mau tham chiéu sinh tréc hoc, cach ma Béo céo thé hién ACBio
duoc tao ra trong qua trinh nay va lam thé nao ma xac minh sinh tréc hoc 1a hop 18,

5.2.1 Chuén bj cho viéc sz dung ACBio

D& xéac nhan tinh hop 1& qué trinh xac minh sinh tric hoc véi ACBIo, viéc chudn bj ia ¢in thiét ngoai
viéc thu thap va lwu tri (thu nap) cac khudn mau tham chiéu sinh tréc hoc clia d6i twong yéu céu.
Chudi cac buéc chudn bj cho viéc str dung cac ACBio dwgc thé hién trong Hinh 3, tach biét nhau trong
qua trinh ché tao, qua trinh thu nap va qua trinh xac minh tiép theo.
T6 chire dénh i Bha sdhxuSt T8 chitc ching flién 8RU
() N, /® @ \

Phathanh BT ' R
( Binh gig b6 £60 an 104 | Eit g Xéc mich va dénh gid

cieBPU [ | fente néng { Teotnde cheng hd | | s bk

s BPU | e bétbonghinive)

—_
Qué trinh ché tao

Phét hirh
chirng nhin
BRT

Qui teinh thu ngp

Hinh 3 - Chuén bj cho viéc st» dung ACBio va s thwe hién xac minh sinh tric hoc
5.2.1.1 Chuan bj trong qua trinh ché tao
Mirc d6 an toan va mirc @6 hiéu suét chire naing (chét lwgng) clia tirng chive ndng trong méi BPU dugc
danh gia b&i mét hodc nhidu t6 chirc danh gia c6 thé bao gém cac nha san xuét clia san phdm (phan
mém hodc phan citng tao thanh BPU ((1) trong Hinh 3).
Sau khi danh gia, b4o cao chitc ndng BPU (Xem 7.2.1) va bao ¢éo an toan BPU (Xem 7.2.2) dugc dua
ra b&i tb chirc danh gié ((2) trong Hinh 2), t& chirc 34 tao ra bao c4o BPU.
Céc nha san xuét cac san phdm tao thanh BPU sé tao ra mét khéa cho hé thdng ma hoé déi xteng
ho#c mét cap clia hé théng ma hoa khda bat 4bi xirng thy thudc vao BPU, cho mdi BPU ((3) trong Hinh
3).
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Khoéa phai dwgre xac nhan va cé chirng nhan BPU (Xem 7.1) dugc phat hanh bdi té chire chirng nhan
BPU ma c6 thé 1a nha san xuét cac san phdm clia BPU ((4) trong Hinh 3).

Bao cao BPU hodc tham chiéu t¢i bao cao nay, chirng nhan BPU hodc tham chiéu t&i chirng nhan nay,
va khéa dugce lwu trlr trong m3i BPU trwde khi chuyén giao san pham cia BPU. M&i BPU phai c6
phuong tién dé tao ra chi¥ ky s6 hodc mdt ma xac thie thong diép dé bd xac nhan cé thé xac nhan tinh
toan ven clia B&o céo thé hién ACBio.

5.2.1.2 Chun bj trong qué trinh thu nap

Dbi v&i xac minh sinh trdc hoc, moét khudn miu tham chiéu sinh trdc hoc s& duoc tao ra va thu nap
trrée véi t chire thu nap ((5) trong Hinh 3).

St dung ACBio cho viéc xac nhan mét qua trinh x4c minh sinh tréc hoc, mét chirng nh&n khuén méu
tham chiéu sinh tréic hoc dugc goi 1a chirng nhan BRT (xem didu 8) sé dwoc phat hanh bdi mot t
chtrc chirng nhan BRT ((6) trong Hinh 3).

Chirng nhan BRT hodc tham chiéu téi chirng nhan sé dugc luu trl trong BPU noi khudn mau tham
chiéu sinh tréc hoc da dwec chirng nhan dang leu tri.

Trong qua trinh thu nap, cac Béo céo thé hién ACBio nén dugc tao ra dé xac nhan do tin cdy clia qua
trinh thu nap. Viéc xac nhan véi nhirng Bao cdo thé hién ACBio nay c6 thé dugc thyc hién bdi qua
trinh con lwu trir clng nhi bd xac nhan ctia qua trinh xac minh sinh tréc hoc.

5.2.2 Xac minh sinh tric hoc va ACBio

Hinh 4 cho théy c4c chi tiét clia qua trinh xac minh sinh tréc hoc va qué trinh x4c nhan ching.

Lo tril L bl Luu bl

‘ohm s
0 sénh
&St €5
i
— b — S inrmma’
thu thip i Wtin Wy
i ';‘:.L o %ﬁau 0 sinh quyét Snh
ke minh sinh trc hoe
=
16 chire
® : Mang c6 thé khéng tin cay dinh gia

Hinh 4 — Qua trinh xac minh sinh tric hoc va xac nhan
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Trong qua trinh x4c minh sinh tréc hoc, mdi BPU sé tw dong goi Bao céo thé hién ACBio clia nd ¢
chira théng tin chi’ng nhan BPU (ban than chirng nhan BPU hodc tham chiéu 161 chirng nhén), théng
tin bao cao BPU (ban than bao cdo BPU hodc cham chiéu t&i bao cao) va thong tin chieng nhan BRT
(ban than chirng nhan BPU hodc tham chiéu t&i chieng nhan) néu BPU bao gdm céc qua trinh con lwu
trr vao cac dir liéu kiéu ACBioContentinformation (Xem 6). Cac d liéu kiéu
ACBioContentinformation phai chira mét gia tri tir bd xac nhan, goi la gia trj kiém soat va c4c gia tri
ham bam cla G3u vao/dAu ra di lidu sinh tric hoc dénitlr BPU, cho phép b xac nhén & xac nhan sy
nhét quan cla viéc truyén 3i d liéu sinh tréc hoc giira cac BPU.
Bing cach chén thém chi ky sb hodc md xac thyc théng d&iép vao dir lidu kiéu
ACBioContentinformation v&i khoa clia BPU, Béo c4o thé hién ACBio dugc tao ra.

5.2.3 Xac nhéan qua trinh xac minh sinh trdc hoc st» dung ACBio

Trong khung ACBio nay, bd xac nhan khong chi tiép nhan cac quyét dinh so sanh, két qud xac minh
sinh trdc hoc, ma cdn (nhizng) Béo céo thé hién ACBio d& bd x&c nhan c6 thé xac nhan két qua xac
minh sinh tréc hoc da thire thi.

B& xac nhan c6 thé xac nhan tinh xac thic va tinh toan ven clia mot Bao céo thé hién ACBio bang
cach xac minh chi ky sé hodc méa xac thyc théng diép voi chirng nhan BPU. B x4c nhén ¢b thé c6
murc d6 an toan va murc do hiéu sudt chirc ndng clia BPU béng céch tham chiéu t&i b&o céo BPU va
tinh xac thue cia khudn mAu tham chiéu sinh tric hoc dwec st dung trong qua trinh x4c minh sinh trdc
hoc béng cach tham chiéu téi chirng nhan BRT. BS x4c nhan cling cé thé xac nhén tinh nhét quan cla
théng tin lién lac gilra cac BPU va gilra bd xac nhan va qua trinh xac minh sinh trdc hoc béang céch
kiém tra khdi qua trinh sinh trdc hoc va gié trj kiém soét trong (nhrng) Béo céo thé hién ACBio trong
{rng. Vi tét c& nhirng diu ndy, bd xac nhan co thé quyét dinh mirc do tin cay cho két qua xac minh
sinh tréc hoc.

Néu cn thiét, b xac nhan c6 thé két néi véi cac t& chirc ¢6 lién quan nhw td chirc chitng nhan BPU,
t6 chirc danh gia va 5 chic chirng nhan BRT, nhw thé hién trong Hinh 4.

6 Bao céao thé hién ACBio

Mgt Bao cdo thé hién ACBio 13 di lidu kiéu ACBiolnstance clia ASN.1 dwec quy dinh trong ky phap
ASN.1 nhw sau:
ACBiolnstance ::= SEQUENCE {

contentType CONTENT-TYPE.&id({ContentTypeACBio}),
content [0] EXPLICIT CONTENT-TYPE.&Type

({ContentTypeACBio}{@contentType}}}
Kiéu ACBiolnstance trong tng véi kiéu Contentlnfo clia CMS. Kiéu nay sau d6 bj rang bugc bdi tap
hgp ddi twong mé rdng trong khi treéc day bj rang budc bdi tap hop dbi tegng chi chira hai déi twong
signedDataACBio va authenticatedDataACBio. Hai d6i twong thudc Iép CONTENT-TYPE nay duoc
dinh nghta nhu sau:
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ContentType ACBio CONTENT-TYPE ::= {signedDataACBio | authenticatedDataACBio}

signedDataACBio CONTENT-TYPE 1:= {
SignedDataACBio
IDENTIFIED BY id-signedDataACBio }

id-signedDataACBio OBJECT IDENTIFIER ::=
{iso(1) standard(0) achio{24761) contentType(2) signedDataACBio(1)}

authenticatedDataACBio CONTENT-TYPE ::= {
AuthenticatedDataACBio
IDENTIFIED BY id-authenticatedDataACBio }

id-authenticatedDataACBio OBJECT IDENTIFIER ::=
{iso{1) standard(0) acbio{24761) contentType(2) authenticatedDataACBio(2)}

SignedDataACBio va AuthenticatedDataACBio dugc quy dinh nhw sau:

SignedDataACBio ::= SIGNEDDATA { EncapsulatedContentinfoACBio }
AuthenticatedDataACBio ::= AUTHENTICATEDDATA { EncapsulatedContentinfoACBio }

Kiéu SignedDataACBio va AuthenticatedDataACBio da duoc quy dinh bén trén thay thé cho CMS
kiéu SignedData va AuthenticatedData cling véi cac dinh nghia sau:

SIGNEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
version CMSVersion,
digestAlgorithms SET OF DigestAlgorithmlidentifier,
encapContentinfo EncapsulatedContentinfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
cris [1] IMPLICIT RevocationinfoChoices OPTIONAL,
signerinfos Signerinfos})

AUTHENTICATEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
version CMSVersion,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,
macAlgorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmidentifier OPTIONAL,
encapContentinfo EncapsulatedContentinfo,
authAttrs [2] IMPLICIT AuthAttributes OPTIONAL,
mac MessageAuthenticationCode,
unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL}

Céc kidu sau day xu#t hién trong cac dic diém k§ thust cla hai kiéu trén, SIGNEDDATA va
AUTHENTICATEDDATA, dugc dwa vaec tir RFC 3852: CMSVersion, DigestAlgorithmidentifier,
Signerinfos, Originatorinfo, Recipientinfos, MessageAuthenticationCodeAlgorithm,
AuthAttributes, MessageAuthenticationCode, UnauthAttributes.

Do céc kiéu CertificateSet va RevocationinfoChoices trong RFC 3852 khong tuén thi v&i phién ban
hién thi ca ASN.1 da dugc tiéu chudin héa ndm 2002 trong B ISO/IEC 8824, chiing khéng thé duec
dwa vao va dugc dinh nghia lai nhw sau:
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CertificateSet, RevocationinfoChoices dwec dinh nghia nhw sau:

CertificateSet ::= SET OF CertificateChoices

CertificateChoices ::= CHOICE {
certificate Certificate,
v2AttrCert [2] IMPLICIT AttributeCertificateV2,
other [3] IMPLICIT OtherCertificateFormat}

AttributeCertificateV2 ::= AttributeCertificate

OtherCertificateFormat ::= SEQUENCE {
otherFormat OTHERCERTIFICATE.&id({OtherCertificate}),
otherCert OTHERCERTIFICATE.&Type({OtherCertificate}{@otherFormat})}

OTHERCERTIFICATE ::= TYPE-IDENTIFIER
OtherCertificate OTHERCERTIFICATE .= {...}
RevocationinfoChoices ::= SET OF RevocationinfoChoice

RevocationinfoChoice ::= CHOICE {
cri CertificateList,
other [1] IMPLICIT OtherRevocationinfoFormat }

CtherRevocationinfoFormat ::= SEQUENCE {
otherRevinfoFormat OTHERREVOCATION.&id({OtherRevocation}),
otherRevinfo OTHERREVOCATION.&Type({OtherRevocation}{@octherRevinfoFormat}) }

OTHERREVOCATION ::= TYPE-IDENTIFIER

OtherRevocation OTHERREVOCATION ::= {...}

Kiéu EncapsulatedContentinfo la mét tham s trong dinh nghia trén va khéng duoc dwa vao tir CMS.
Trong dinh nghia kiéu SignedDataACBio va AuthenticatedDataACBio, kidu dudi day thay thé
EncapsulatedContentinfo.

EncapsulatedContentinfoACBio ::= SEQUENCE {
eContentType CONTENT-TYPE.&id({ContentTypeACBioContentinfo}),
eContent [0] EXPLICIT OCTET STRING
(CONTAINING CONTENT-TYPE.&Type

{{ContentTypeACBiocContentinfo}{@eContentType}))}
ContentTypeACBioContentinfo CONTENT-TYPE ::= {achioContentinformation}
Nhu trong dinh nghia trén, kiéu EncapsulatedContentinfoACBio bj rang budc b&i mét tap hop abi
twong ¢6 chiva ddi trong don 1& achioContentinformation clia I6p CONTENT-TYPE. Déi twgng nay
dugc dinh nghta nhu sau:

acbioContentl rgformation CONTENT-TYPE ::={
ACBioContentinformation ::= SEQUENCE {
version Version DEFAULT v1,
bpulnformation BPUInformation,
controlValue OCTET STRING (SIZE(16)),
biometricProcess BiometricProcess,
briCertificateInformation BRTCertificateinformation OPTIONAL}
Version ;= INTEGER { vi(1) } (v1,..) }
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id-acbioContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) acbioContent({3)}

Do d6 mét Bao c4o thé hién ACBIo la mot di liéu kiéu ACBiolnstance, vé& co ban giéng nhur kiéu CMS
Contentinfo, v&i ndi dung cla kiéu SignedDataACBio hodc AuthenticatedDataACBio vé ndi dung
cla kiéu ACBioContentinformation.

Béng 1 cho thdy céu tric clia kiéu ACBioContentinformation. Kiéu ACBioContentinformation bao
gbm nam trwdng, phién ban, khéi thong tin BPU, gia tri kiém soat, khéi qua trinh sinh tréc hoc va théng
tin chibng nhan BRT. Bén trwdng dau tién 13 bét budc. M6t Bao cdo thé hién ACBio ¢6 trrdrng cudi
ciing khi va chi khi cac BPU co chira qué trinh con leu trlr. Chix ky cia SignedDataACBio hodc ma
xac thiec thong diép clia AuthenticatedDataACBio dwoc tao ra v6i khoa (riéng) clia BPU.

Phién ban la phién bén cia dinh dang ACBioContentinformation.
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Bang 1 - Thong tin ndi dung ACBIo

ACBioContentinformation

IPHign ban

Khéi théng tin BPU

Théng bintharm chidu ching nhén BPU
Théng tin bao c4o BPU

Gia i kiém soat

Khéi qué trinki sirth rdc hoc
SubprocessindexT)

SubprocessindexiL]
BPUIOExecutioninformation{1] {cho,ddu vao)

BPUIOExecutioninfarmation[M] {cho duvéo)
BPUIOExecutioninformation]1] (cho.ddura)

BPUIOExecutichinformation[N] (choidAu ra)
Thong tin chirng nhan BRT

Trong ky phap ASN.1, kiéu ACBioContentinformation dugc quy dinh nhie sau:

ACBioContentinformation ::= [14] IMPLICIT SEQUENCE {

version Version DEFAULT v0,

bpulnformation BPUInformation,

controlValue OCTET STRING (SIZE(16)),

biometricProcess BiometricProcess,

brtCertificatelnformation BRTCertificatelnformation OPTIONAL}
Version ::= INTEGER { v0(0) } ( V0, ...)
Thé ACBioContentinformation dwoc Iya chon dé& chir ky s6 hodc ma xéac thyc théng diép cb thé
dwoc tinh cho di¥ lidu kidu nay trén mot thé IC st dung cau Iénh droc quy dinh tai tiéu chuén ISONEC
7816-4,
Kiéu BPUInformation ducc dinh nghia trong 6.1. Chi tiét clia titng kiéu trong BPUInformation duoc
dinh nghta tai didu 7.
Gi4 tri kiém soat 13 mét chudi 8 bit ciia 16 byte chidqu dai ma bd x4c nhan cé thé kiém tra dwoc yéu chu
clia bd x4c nhan déi v&i Bao céo thé hién ACBio dwoc tao ra. Gia trj nay dugc thiét 1ap cho truéng
controlValue dé tranh 13p lai mét qua trinh x4c minh sinh tréc hoc.
Kiéu BiometricProcess duoc dinh nghia trong 6.2. Kiéu BRTCertificatelnformation dwec dinh nghia
trong 6.3. Chi tiét cda kiéu BRTCertificate, dugc sl dung trong BRTCertificateinformation, dwec
dinh nghfa tai Giéu 8.

6.1 Khbi théng tin BPU

Khéi théng tin BPU mang théng tin tinh cia BPU, théng tin ma khéng phy thudc vao tirng sw thic hién.
Khéi ndy 1a bit budc va bao gbm hai thanh phén, théng tin tham chiéu chirng nhén BPU va théng tin
b4o cao BPU. ASN.1 kiéu BPUInformation dugc dinh nghfa cho khéi théng tin nay:
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BPUInformation ::= SEQUENCE {
bpuCertificateReferrerinformation BPUCertificateReferrerinformation OPTIONAL,
bpuReportinformation BPUReportinformation}
Théng tin tham chiéu chirng nhan BPU cla kiéu BPUCertificateReferrerinformation dwoc dinh nghia
nhu sau I3 théng tin tham chiéu t6i chirng nhan X.509 cho khéa (cong khai) ciia BPU. Néu Béo cdo thé
hién ACBio c6 chirng nhan BPU trong trwdng certificates trong trwvéng hep SignedDataACBio dugc
si¥ dung hodc trong triedng certs trong originatorinfo clia tnwong hop AuthenticatedDataACBio
duoc sir dung, théng tin tham chiéu chirng nhan BPU co thé bj bé qua. Chirng nhan BPU dwgc quy
dinh trong 7.1.
BPUCertificateReferrerinformation ::= SEQUENCE {

bpuCertificateReferrer URI,
crisReferrer URI OPTIONAL}

URI ::= VisibleString {SIZE(1..MAX))

Théng tin bdo céo BPU clia kifu BPUReportinformation Ia bdn than bao c4o BPU hodc tham chiéu
t&i bao céo. Bao cao BPU chira thong tin vé chirc ning dugc thyc hién trong BPU va théng tin vé mirc
df an toan clia BPU. Béo céo BPU duwgec dinh nghia trong 7.2.

BPUReportinformation ::= CHOICE {
bpuReport [0] EXPLICIT BPUReport,
bpuReportReferrer URI}

6.2 Khéi qua trinh sinh tric hoc

Khéi qua trinh sinh trdc hoc mang théng tin théri gian thye hién cta BPU, thong tin nay phy thudc vao
tirng sy thire hién. Kndi nay bao gdm ba thanh phén, subprocessindexList fa danh séch céc chi sb
clia cac qua trinh con duoc thre thi rong BPU, bpulnputExecutioninformationList chira cac thong
tin vé di liéu dAu vao cho BPU va bpuOuputExecutioninformationList chira cac théng tin vé di liéu
dau ra tir BPU. Néu BPU gtrilnhan di liéu dén/tly cac BPU khéc, thi cac thanh phén twong (rng trong
kh8i nay 1 bat bugc.

ASN.1 kiéu BiometricProcess dugc dinh nghia nhw dwéi day:

BiometricProcess ::= SEQUENCE {
subprocessindexList SubprocessindexList,
bpulnputExecutioninformationList BPUIOExecutioninformationList OPTIONAL,
bpuQuputExecuticninformationList BPUIOExecutioninformationlist }

SubprocessindexList ::= SEQUENCE SIZE (1..MAX) OF Subprocessindex
BPUIOExecutioninformationList ::= SEQUENCE OF BPUIOExecutioninformation

subprocessindexList 1a danh sach cac di¥ lidu cia kiéu Subprocessindex. Kiéu nay cling duoc sir
dung cho subprocessindex trong kidu FunctionDefinition (xem 7.2.1.1.1) trong d6 mé ta cac chirc
nang cia mdt qué trinh con trong BPU. Mt Bao cdo thé hién ACBio chira nhiéu d liéu cla kiéu
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FunctionDefinition nhw sé lwong cac quéa trinh con trong BPU. Céc subprocessindex trong kiéu
FunctionDefinition twong ng v&i qua trinh con dwoc thyc thi phdi dwgc thiét 1ap cho
subprocessindexList néu trén,

bpulnputExecutioninformationList bao gém cac phén i ctia kiéu BPUIOExecutionlnformation nhw
nhiéu cac di liéu dau vao cho BPU.

bpuOuputExecutioninformationList bao gém cac phén t& cia kiéu BPUIOExecutioninformation
nhu nhidu cac di¥ liéu d4u ra tir BPU.

Vi du, trong trrdng hop mdt BPU chi chira qua trinh con lwu trl nhw thé STOC, khéng cb
bpulnputExecutioninformationList nhung bpuOuputExecutioninformationList v&i mét phan tir
twrong trng v&i dau ra clia khudn mAu tham chiéu sinh tric hoc tir qua trinh con lwu fri.

Dinh nghta cho kiéu BPUIOExecutioninformation dugc dua ra nhu sau:

BPUIOExecutioninformation ::= SEQUENCE {
dataType DataType,
bpulOindex [OIndex,
subprocesslOindex |0Index,
hash Hash}

Hash ::= SEQUENCE {
algorithmldentifier Algorithmidentifier,
hashValue OCTET STRING}

BPUIOInformation bao gém bén thanh phan, datatype, bpulOindex, subprocesslOindex va hash.

datatype cho th&y kiéu di¥ lieu Gau vao/dau ra dénftr BPU. Kidu DataType dugc dinh nghia trong
7.21.2.

Trong qua trinh thye thi, cac chuwong trinh (ng dung, trong dé st dung cac chirc nang cla BPU, sé
gan duy nhét mot s6 nguyén cho mdi ludng di¥ liéu sinh tréc hoc tir/dén cac BPU. Sb nguyén nay duoc
dwa ra bdi cac chuong trinh ¢ng dung sé dwec thiét 1ap cho bpulOindex. Néu mdt BPU khac tao ra
mét Bao céo thé hién ACBio véi cing mot s& nguyén trong bpulOindex trong khéi qua trinh sinh tréc
hoc, thi c6 nghta la da c6 mét giao tiép gitra hai BPU nay. Bang cach nay, bd xac nhan c6 thé tai tao lai
leu lrgng dir liéu gitra cac BPU.

Céac subprocessiOlndex clia phén 1 teong &ng voi
bpulnputStaticinformationList/bpuOutputStaticinformationList trong khéi thong tin BPU sé& dwoc
thiét 1ap cho subprocessiOlindex clia BPUIOExecutioninformation. Sy két hop cla bpulOindex va
subprocesslOindex tao ra sw két ndi gilra cac luu long dir liéu bén trong BPU va lwu lygng di liéu
trong toan bd qu# trinh x4c minh sinh tréc hoc.

hash chira gia tri ham bam ciia di liéu dAu vao/dau ra dén/tir BPU va dinh danh clia thuét toan bam.
Kiéu Algorithmlidentifier dwoc dua vao tir ISONEC 9594-2 | ITU-T Khuyén nghj X.501.
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6.3 Thong tin chirng nhén BRT

BRTcertificatelnformation chira mot danh sach cac chrng nhan BRT hodc danh séach tham chiéu téi
mbi chirng nhan BRT, nhw cac ky phap ASN.1 sau day. Chitng nhan BRT bao gdm céc thdng tin vé
khudn m&u tham chiéu sinh tréc hoc dwoc leu trik trong BPU. Mot Béo céo thé hién ACBio phai ¢ cac
théng tin ching nhan BRT khi va chi khi cac BPU chira qua trinh con lwu trir. Danh sach clia nhiu hon
mét phan t& dwoc s dung néu xac minh két hop da phwong thire sinh tréc hoc dwgc sir dung. Ching
nhé&n BRT dwgc quy dinh tai didu 8.

BRTCertificatelnformation ::= CHOICE {

brtCertificateList BRTCertificateList,
brtCertificateReferrerList BRTCertificateReferrerlist}

BRTCertificateList ::= SEQUENCE SIZE (1..MAX) OF BRTCertificate
BRTCertificateReferrerList ::= SEQUENCE SIZE (1..MAX) OF URI

7 Dinh nghia cac thanh phin trong BPUInformationBlock
7.1 Chirng nhan BPU

Chirng nhan BPU la chirng nhan X.509 cho khoéa (cdng khai) clia BPU. C4u tric clia ching nhén BPU
dwoc md ta trong Bang 2.

Bang 2 - Chirng nhan BPU

Tudng 0% dung
rSi nhu thingthuréng
serialNumber nhu théng thudng
| signature nhuthng thudng
[ validity nkiw thong thudng
issuer bén thir ba tin'cy hodc t chic chirng thure céng cin
= 1 trong.c4c'nhd cung cip ma sdh >ulitioén cac sinph&m cba BPY
sCerificate 5
e 2 mh danh clia chi thé haogémcacmnnmusﬁsenaim
|subject 3n phdm, tén céc sin phim clia BPU, v tén clia c4c nha cung
c‘ép sdn, phirn
{subjectPublicKeyinfa nhur thdng thurdng
issuerUnigueldentifier 'nhur théng thudng
suﬁ'eqth ueldentifier nhur thiing thirding
IsignatureAlgornithm nhur thing thuréng
E‘ i%ature\felue nhw thdng thodng

Cac phan co ban ciia chirng nhan BPU bao gdm 9 tredng; version, serialNumber, signature,
validity, issuer, subject, subjectPublicKeyInfo, issuerUnigueldentifier va subjectUniqueldentifier,
t4t ca ddu 12 tredng con clia trudng thsCertificate thudc kiéu Certificate dbi véi chizng nhan X.509
duoe dinh nghia trong ISONIEC 9594-8. O day, trudrng issuer 1a mot td chire thi ba dang tin cay hodc
mét td chirc chirng thye céng cong trong cac nha cung cAp ma san xuat/ban céc san phém clia BPU.
Trwong subject 1a dinh danh ma sy mé 13 13 déi trong cla ISONEC 9594-2 va s& bao gbm sb sé ri
clia san phdm, tén san pham, phién ban clia BPU, tén clia cic nha cung cip san pham. S6 sé ri cla
san pham trong trvdng dbi twgng sé 1a myuc phan c&p cda dinh danh. Tén san pham va phién ban sé 1&
muyc tiép theo muc phan cép. By dac tinh khéac trong trudrng co ban dwec s dung nhu binh thuong.
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Chirng nhan BPU s& dugc lwu trlr frong trudng certificates clia trvéng kiu SignedDataACBio hoéc
AuthenticatedDataACBio trong Bao céo thé hién ACBio, hodc tham chiéu dén chitng nhan BPU sé&
dwgc luu tr& trong bpuCertificateReferrerinformation (xem 6.1).

7.2 BPUReportinformation

Théng tin bao cao BPU chira théng tin vé& cac chirc ning dwoc thirc hién trong BPU va théng tin vé
mirc d6 an toan clia BPU. Hoac 1& chinh bao cao BPU hoc théng tin tham chiéu véi béo cdo sé duoc
thiét lap trong BPUReportinformation. Trong ky phdp ASN.1, BPUReportinformation dugc md ta
nhu sau;

BPUReportinformation ::= CHOICE {
bpuReport [0] EXPLICIT BPUReport,
bpuReportReferrer URI}

BPUReport dugc dinh nghia mot cach trong ty nhu ACBiolnstance. Mdt bdo cao BPU bao gbm hai
treong; trwong diu tién cla gia trj ¢b dinh clia id-contnetBPUReport va trong thr hai cla kiéu
ContentBPUReport, [a mot di? liéu SIGNEDDATA biéu hién béng tham s6 v&i ndi dung @3 duoc déng
g6i clia kiéu BPUReportContentinformation, trong d6 bao gdm hai thanh phan, bpuFunctionReport
va bpuSecurityReport. Chir ky sé dugc tao ra bang cach si¥ dung khéa riéng clia cac nha cung cép
san phdm clia BPU.

CHU THICH: Céc chirc nang va ludng dir liéu trong mdt BPU trong sir thu nap cb thé khéc trong viéc x4c minh sinh tréc hoc.
Trong trwémng hop A6, hai BPUReports ¢6 thé dugc chuln bi, mat cho sir thu nap, mdt 88 xic minh sinh tric hoc. Néu khong,
mét BPUReport cb thd duge chudn bi cho cd vige thu nap va xac minh sinh tric hoc. Treang hep thi hai degc ghi trong
7.21.

Trong ky phap ASN.1, BPUReport dugc md ta nhe sau:

BPUReport ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeBPUReport}),
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeBPUReport}{@contentType})}

ContentTypeBPUReport CONTENT-TYPE ::= {contentBPUReport }

ContentBPUReport CONTENT-TYPE ::= {
ContentBPUReport
IDENTIFIED BY id-contentBPUReport }

EncapsulatedContentinfoBPUReport ::= SEQUENCE {
eContentType CONTENT-TYPE.&id({ContentTypeBPUReportContentinfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
({ContentTypeBPUReportContentinfo}{ @eContentType}))}

ContentTypeBPUReportContentinfo CONTENT-TYPE ::= { bpuReportContentinformation }

BPUReportContentinformation ::= SEQUENCE {
bpuFunctionReport BPUFunctionReport,
bpuSecurityReport BPUSecurityReport}

BPUFunctionReport va BPUSecurityReport dwgc dinh nghia trong 7.2.1 va 7.2.2.
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Cac kiéu BPUReport va BPUReportContentinformation bj rang budc v&i tap hop déi twong cé chira
mét dbi trgng duy nhét clia Iép CONTENT-TYPE. Nhitng déi twong dugc dinh nghfa nhe sau:
bpuReport CONTENT-TYPE 1= {

BPUReport

IDENTIFIED BY id-bpuReport }
bpuReportContentinformation CONTENT-TYPE ::= {

BPUReportContentinformation

IDENTIFIED BY id-bpuReportContentinformation }
7.2.1 BPUFunctionReport
Béo céo chirc ndng BPU chira thong tin vé& céc chirc nng duoc thyc hién trong BPU va di lidu dau
vao/dau ra dénitlr BPU. Cac thong tin vé chirc ndng bao gdm céc dinh nghia va mire d9 hidu suét hoat
dong (chét lwvgng) clia chire nang. Trong ky phap ASN.1, BPUFunctionReport dwec mé ta nhu sau:
BPUFunctionReport ::= SEQUENCE {

bpuSubprocessinformationList BPUSubprocesslnformationList,

bpulnputStaticinformationList BPUIOStaticinformationList OPTIONAL,
bpuOutputStaticinformationList BPUIOStaticinformationList

BPUSubprocessinformationList ::= SEQUENCE SIZE(1..MAX) OF BPUSubprocessinformation
BPUIOStaticinformationList ::= SEQUENCE SIZE(1..MAX) OF BPUIOStaticinformation

bpuSubprocessinformationList 14 danh sach cac phan t kiéu BPUSubprocessinformation cé sb
lwgng béing s6 lwgng céc qua trinh con dugc thire hién trong BPU. Kiéu BPUSubprocessinformation
dugc xac dinh trong 7.2.1.1.

bpulnputStaticinformationList 12 mét danh sach cac phan tir kifu BPUIOStaticinformation ¢6 sb
Iwong bdng sb Iwgng dir lidu ddu vao cho cac BPU. bpuOutputStaticinformationList |a danh sach
céc phan t&r kiéu BPUIOStaticinformation c6 sb lugng bing sé lwgng d liéu dau ra tir BPU. Kiéu
BPUIOStaticInformation dugc dinh nghfa trong 7.2.1.2.

Trong s thu nap, qua trinh con Iwu trir s& dua ra gid tri bdm clia mau sinh tric hoc dau vao duoc lteu
tr(r dudi dang khubn mau tham chiéu sinh tréc hoc, va gia trj bdm sé dwoc d4t trong chirng nhan BRT.
Vi vy, bpuOutputStaticinformationList s& nhu mot thanh vién néu né 1a mét biéu thirc cho mét BPU
v&i quy trinh con lwu trik trong su thu nap.

CHU THICH: Khi chirc nang va ludng dir fiéu trong sy thu nap clia BPU khic véi trong xac minh sinh tric hoc, sé lweng céc
phén tir trong bpuSubprocessinformationList ¢6 thé khang béng sb lgng cac qué trinh con trong BPU. Day cb thé 12 tdng sé
lrong cic qui trinh con trong sy thu nap va trong x4c minh sinh trc hge. Trong trudmg hop nay,
bpuSubprocessinformationList duge chia thanh hai nhdm, mét danh cho sy thu nap va mét @& xac minh sinh trdc hoc.

subprocessName cia functionDefinition trong mot thanh vién ela nhém bpuSubprocessinformationList cb thé cb cling gi4 tri
véi gia tri cla subprocessName cia functionDefinition trong mét thanh vién cla nhém cbn lai nhung gid tri cua truedng
subprocessindex s& khéc véi cac thanh vién twong irng trong danh sach. Néu bpuSubprocessinformaitonList duoc bidu hién
nhur trén, thi bpulnputStaticinformationList va bpuQutputStaticinformationList 63ng duge bidu didn bing cich trong tu: cb thé
¢4 hai thanh vién trong danh séch ma gié tri cla subprocessiOlndex cua mét thanh vién khac véi thanh vién con lai trong khi
gi4 trj dataType 13 gibng nhau.
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7.2.1.1 BPUSubprocessinformation

BPUSubprocessinformation chira thong tin vé& ¢4c chi¥c nang va két qua danh gia clia qua trinh con,
clia kidu FunctionDefinition va QualityEvaluation dinh nghia twong (ng tai 7.2.1.1.1va 7.2.1.1.2.
BPUSubprocessinformation ::= SEQUENCE {

functionDefinition FunctionDefinition,
qualityEvaluation QualityEvaluation OPTIONAL}

7.2.1.1.1 FunctionDefinition

FunctionDefinition bao gém sau thanh phan; subprocessName, subprocessindex, inputindex1,
inputindex2, outputindex va functionDescription.

subprocessName 12 kiéu SubprocessName va cd mét gia trj dai dién cho tén clia qua trinh con.

Cho m&i qua trinh con trong BPU, cac nha cung cép san phdm cla BPU sé& gan gia trj nguyén duy
nhét, subprocessindex la mét chi sé nhw vay cho cac qua trinh con.

M&t cdp thanh phan biometricType va biometricSubtype cho biét phwong thirc cla di liéu sinh trac
dwoc xi? ly trong qua trinh con. Cac kiéu BiometricType va BiometricSubType dugc dinh nghia trong
ISONEC 19785-3. biometricType 1a bét budc néu subprocessName khong lay gia trj so sanh hodic quyét
dinh.

D& méi ludng di liéu di vao ho3c di tir bAt ky qua trinh con nao trong BPU, nha cung cAp san phdm
clia BPU sé gan gia trj nguyén. Céc sb nguyén nay duoc gan duy nhét trong BPU. Néu mét dau
véo/dau ra dénitlr mdt qua trinh con dwgc dua ra, thi nd sé & trong mét trong nhieng ludng va dua ra
sb nguyén dé& duoc gan cho cac ludng dir liéu mdt cach tw nhién. inputindex1, inputindex2 va
outputindex duroc dua ra theo cach nay. Bét ky qua trinh con nao ngoai tri thu thap dir liéu sé cb
inputindex1. Qua trinh con so sanh sé c6 ca hai inputindex1 va inputindex2.

descriptionFunction la d& mé ta bd sung cac chirc ndng cta qud trinh con.
Ky phap ASN.1 cho kiéu FunctionDefinition dugc dua ra nhw sau:

FunctionDefinition ::= SEQUENCE {
subprocessName SubprocessName,
subprocessindex Subprocessindex,
biometricType BiometricType OPTIONAL,
biometricSubtype BiometricSubtype OPTIONAL,
inputindex1 I0Index OPTIONAL,
inputindex2 10Index OPTIONAL,
outputindex 10Index,
functionDescription OCTET STRING (SIZE(1..MAX)) OPTIONAL}

SubprocessName ::= ENUMERATED {
data-capture(t),
intermediate-signal-processing(2),
final-signal-processing(3),
storage(4),
comparison(5),
decision(6),
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sample-fusion(7),
feature-fusion(8),
score-fusion(9),
decision-fusion(10),

Subprocessindex ::= INTEGER (0..65535)
10Index ::= INTEGER (0..65535)

7.2.1.1.2 QualityEvaluation

QualityEvaluation bao gdm biometricProcessQualitylnformation va
qualityEvaluationExtensioninformation. biometricProcessQualityinformation hodc chi*a nhirng
béo cdo danh gid v& kiém thir hiéu suét sinh tric hoc clia qua trinh con hodc tham chiéu i bdo céo.
qualityEvaluationExtensioninformation 12 truérng d& m& rong trong twong lai. Truéng ndy bao gdm
mdt bdo céo hay tham chiéu 1¢i bao céo. Trong ky phap ASN.1, QualityEvaluation dwgc mo ta nhw
sau:

QualityEvaluation ::= SEQUENCE {

biometricProcessQualitylnformation BiometricProcessQualitylnformation OPTIONAL,

qualityEvaluationExtensioninformation QualityEvaluationExtensioninformation
OPTIONAL}

BiometricProcessQualitylnformation ::= CHOICE {
biometricProcessQuality BiometricProcessQuality,
biometricProcessQualityReferrer URI}

QualityEvaluationExtensioninformation ::= CHOICE {
qualityEvaluationExtension QualityEvaluationExtension,
qualityEvaluationExtensionReferrer URI}

BiometricProcessQuality ::= OCTET STRING (S1ZE(1..MAX))
QualityEvaluationExtension ::= OCTET STRING (SIZE(1..MAX)} -- For extension

CHU THICH: BiometricProcessQuality va QualityEvaluationExtension khdng dugc quy dinh trong tiéu chudn nay. Trong
SC 37/WG 5, mot sb phin cla tiéu chudn ISO/EC 15795 vé kiém thir higu suét va bio co sinh tréc hoc 83 duge chuln héa
va mot sé khéc @ang duge chudn héa & theri didm hién tai. Va dinh dang c6 thé doc diroc bing may cla kidm thiz va béo co
hiéu suét sinh tréc hoc @3 bét ddu dugc tidu chudn hod nhu ISONEC 29120 trong SC 37/WG 5. Khi da dugc chuln héa,
khuyén khich s dyng dinh dang méy c6 thé doc dugc quy dinh trong tidu chudn ISOAEC 29120 nhy
BiometricProcessQuality. Tredc khi tidu chudn hoa, céc tnedng ndy duoc siz dyng véi diic didm k§ thult theo dinh nghta
clia nha cung cip, ngudi sir dyng hodc hiép hoi clia ho.

7.2.1.2 BPUIOStaticinformation

BPUIOQStaticinformation 1a mét kiéu di liéu cho théng tin vé diu vao/diu ra dén/tir BPU va bac gﬁm
bén thanh phan; dataType va subprocessiOindex.
BPUIOStaticinformation ::= SEQUENCE {

dataType DataType,
subprocessiOlndex iOIndex}

dataType thuéc kiéu DataType bao gém hai thanh phan, processedLevel va purpose. Treéc day lay
mét gid tri teong (rng véi mét trong nhirng dir liéu thd, dir lidu trung gian, di liéu da qua x¥ Iy, diém s6
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so0 sanh, hodic quyét dinh so sanh. Sau do lay mét gia trj twong tng véi khudn mAu tham chiéu sinh
tréc hoc hodc méu sinh tréc hoc.

S& co thanh phan purpose néu thanh phan dau tién processedLevel lay gia tri tir raw-data cho
processed-data. S& khong c6 thanh phin purpose néu processedLevel ldy gia iri comparison-
score comparison-decision hodc hashed-data.

Mbt d3u vao/dau ra dén/tlr mot BPU la mét trong nhitng dau vao/dau ra dén/tlr mdt qué trinh con trong
BPU. subprocesslOlndex I3 gi4 trj twong (rng cla inputindex1/inputindex2/outputindex clia mét div
ligu nhét dinh kiéu FunctionDefinition trong théng tin qua trinh con BPU.

DataType ::= SEQUENCE {
processedlLevel ProcessedLevel,
purpose Purpose OPTIONAL}

ProcessedLevel ::= ENUMERATED {
raw-data(1),
intermediate-data(2),
processed-data(3),
comparison-score(4),
comparison-result(5),
hashed-data(6),

s}

Purpose ::= ENUMERATED {
reference(1),
sample(2)}

7.2.2 BPUSecurityReport

BPUSecurityReport bao gbm ba thanh  phdn, CryptoModuleSecuritylnformation,
BiometricProcessSecuritylnformation va SecurityEvaluationExtensioninformation. Mdi kidu co
chira hoac bdo cao danh gid hodc tham chiéu téi béo céo. Trong ky phap ASN.1, BPUSecurityReport
dugc mo ta nhw sau:

BPUSecurityReport ::= SEQUENCE {
cryptoModuleSecuritylnformation CryptoModuleSecuritylnformation OPTIONAL,
biometricProcessSecurityinformation BiometricProcessSecuritylnformation OPTIONAL,
securityEvaluationExtensioninformation SecurityEvaluationExtensioninformation OPTIONAL}

CryptoModuleSecuritylnformation ::= CHOICE {
cryptoModuleSecurity CryptoModuleSecurity,
cryptoModuleSecurityReferrer URI}

BiometricProcessSecuritylnformation ::= CHOICE {
biometricProcessSecurity BiometricProcessSecurity,
biometricProcessSecurityReferrer URI}

CHU THICH: CryptoModuleSecurity va BiometricProcessSecurity duoc s dung d& chi ra mic @6 an toan clia cic mé-
dun/qua trinh béing cach tham chiéu dén mot chi sé thich hep. Tham chiéu nay cb thé 1a mirc 0 an toan duwgc tiéu chudn héa
ho#c gilr 89c quyén.

SecurityEvaluationExtensioninformation :;= CHOICE {
securityEvaluationExtension SecurityEvaluationExtension,
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securityEvaluationExtensionReferrer URI}
CryptoModuleSecurity ::= OCTET STRING (SIZE(1..MAX))
BiometricProcessSecurity ::= OCTET STRING (SIZE(1..MAX))
SecurityEvaluationExtension ::= OCTET STRING (S1ZE(1..MAX)) -- For extension

8 Chirng nhén BRT

Chirng nh&n BRT I& mdt chirng nhan cho khudn mu tham chiéu sinh tric hoc dwoc ban hanh bdi td
chirc chirng nhan BRT nhét dinh. Chirng nhan chiva théng tin vé khudn mau tham chiéu sinh tric hoc
duoc luu triz trong BPU, ching han nhir t6 chirc phat hanh va thei gian higu lyc...

Kiéu BRTCertificate dugc dinh nghia twong t nhu BPUReport. Chirng nhan BRT bao gém hai
tredng; tredng du tién 1a gia trj cb dinh cla id-contentBRTCertificate va tredng thir hai clia kiéu
ContentBRTCertificate, d lidu SIGNEDDATA dwoc tham sé héa véi ndi dung dwgc déng géi clia
kiéu BRTCContentinformation. Chi¥ ky sé dwoc tao ra bang cach st dung khoa riéng tv clia té chirc
chirng nhan BRT.

Trong ky phap ASN.1, BRTCertificate dwgc moé ta nhw sau:

BRTCertificate ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeBRTCertificate}),
content [0] EXPLICIT

CONTENT-TYPE.&Type{{ContentTypeBRTCertificate}l{@contentType})}
ContentTypeBRTCertificate CONTENT-TYPE ::= { contentBRTCertificate }

ContentBRTCertificate ::= SIGNEDDATA { EncapsulatedContentinfoBRTCertificate }

EncapsulatedContentinfoBRTCertificate ::= SEQUENCE {

eContentType CONTENT-TYPE.&id({ContentTypeBRTCertificateContentinfo}), eContent
[0] EXPLICIT OCTET STRING

( CONTAINING CONTENT-TYPE.&Type
({ContentTypeBRTCertificateContentinfo}{@eContentType})}

ContentTypeBRTCertificateContentinfo CONTENT-TYPE ::= { brtcContentinformation }

C4c thudc tinh sau lién két kidu ContentBRTCertificate vé&i id-contentBRTCertificate va kiéu
BRTCContentinformation v&i id-brtcContentinformation.

Kiéu BRTCertificate va EncapsulatedContentinfoBRTCertificate bj rang budc véi tap hep dbi tugng
c6 chira mdt ddi tugng don 1é clia Iép CONTENT-TYPE dwoc dinh nghia nhw sau:
contentBRTCertificate CONTENT-TYPE ::= {

ContentBRTCertificate
IDENTIFIED BY id-contentBRTCertificate }

id-contentBRTCertificate OBJECT IDENTIFIER :i=
{iso{1) standard(0) acbio{24761) contentType(2) brtCertificate{6)}

brtcContentinformation CONTENT-TYPE ::= {
BRTCContentinformation
IDENTIFIED BY id-brtcContentinformation }
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id-brtcContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) brtcContent(7)}

8.1 BRTCContentinformation

BRTCContentinformation dwoc biu thj véi CBEFF BIR (Hb so thang tin sinh tric hoc) dwoc quy dinh
trong tigu chudn ISO/NEC 19785-1. BRTCContentinformation bao gém hai phén, sbhForBRTC va
bdbForBRTC. Bidu thj trréc day, SBH (Tiéu @& sinh tric hoc tiéu chudn) clia CBEFF duoc ap dyng.
Sau d6 st dung dinh nghta méi la dinh dang BDB (Khéi dx liéu sinh trdc hoc) cho chirng nhan BRT.

Kiéu BRTCContentinformation dwoc mé ta nhu sau:

BRTCContentinformation ::= SEQUENCE {

sbhForBRTC SBHForBRTC,

bdbForBRTC BDBForBRTC}
sbhForBRTC thudc kiéu SBHForBRTC va cé by phan tir; version, bricindex, brtcValidityPeriod,
brtQuality, bdbEncryptionOptions, bdbintegrityOptions va bdbFormatForBRC. Kiéu ctia mdi phan
t& quoc quy dinh trong tiéu chuén ISONEC 19785-3.

version dugc s® dung dé xac dinh cac phién ban cla dinh dang SHBForBRTC.
brtcindex chi ra chi sé ctia chirng nhan BRT.

brtcValidityPeriod chita théi han hiéu Iyc cla ching nhan BRT. biometricType ciing v&i
biometricSubtype hién thj phuong thirc clia tham chiéu sinh tréc hoc.

brtQuality chira chét lwgng clia khuén m3u tham chiéu sinh tric hoc.

optionBDBEncryption va optionBIRIntegrity la tiy chon ma héa va tly chon toan ven va dwgc thiét
1&p gié tri FALSE.

bdbFormatForBRTC chi ra kiéu dinh dang s& hiru va kiéu dinh dang clia BDBForBRTC.
Trong ky phap ASN.1, sbhForBRTC duoc md ta nhw sau;

SBHForBRTC ::= SEQUENCE {
version CBEFFVersion,
brtcindex BiRIndex,
brtcValidityPeriod BDBValidityPeriod,
biometricType BiometricType,
biometricSubtype BiometricSubtype OPTIONAL,
brtQuality Quality,
bdbEncryptionOptions EncryptionOptions(FALSE), bdbintegrityOptions
IntegrityOptions(FALSE), bdbFormatForBRTC BDBFormat)

bdbForBRTC thudc kiéu BDBForBRTC va c6 tdm phan t&; version, originalBDBHashList,
criginalBIRReferrer, originalBIRpatronFormat, originalBDBPosition, userinformation,
pkiCertificatelnformation va enrolmentACBiolnstances.
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version |a phién ban ctia dinh dang BDBForBRTC. Trwdng tly chon issuerAndSerialNumberBRTC
clia kidu IssuerAndSerialNumberBRTC dugc ldy tir RFC 3852 |2 mét cép thang tin, nha phat hanh
chirng nhan BRT va sb sé ri duy nhat dwoc phat hanh b&i nha phat hanh. OCSP ¢ thé duoc ap dung
dé kiém tra tinh hop 1€ clia chirng nhan BRT.

originalBDBHashList la mot danh sach cilia Hash. Hash c6 hai trwéng, gia tri ham bdm va nhan dang
thuat toan clia thuat toan bam. Dau tién 1a gia tri ham bim clia khudn miu tham chiéu sinh trac hoc.
Néu originalBDBHashList c6 cha nhidu hon mot phéin tl, ching thudc mdt khuén méu tham chiéu
sinh tréc hoc don 18 va cac thuét toan bam khéc nhau.

originalBIRReferrer la tham chiéu dén BIR ban dau.

originalBDBPosition chi ra vj tri clia khudn mau tham chiéu sinh tric hoc twong trng véi chirng nhan
BRT nay trong BDB ban dau.

userinformation 12 mét treéng tly chon cla kiéu Userinformation, trong d6 c6 dinh danh, tén va dinh
danh duy nhét clia nguéri 6 khudn mau tham chiéu sinh trac hoc I3 dbi twong cla chirng nhan BRT.

pkiCertificatelnformation |2 triedrng tly chon va chira thdng tin vé& chirng nhn khéa cdng khai X.509
clia ngudi sir dung, sb sé-ri clia chirng nhan, tén clia t& chirc phat hanh va dinh danh duy nhét clia
chirng nhan. Tréng ndy lién két chizng nhan BRT v6i chirng nhén X.509.

enrolmentACBiolnstances (& mot danh séach tlly chon cac Bao céo thé hién ACBio dugc tao ra khi
thu nap khuén méu tham chiéu sinh tric hoc.

Trong ky phap ASN.1, BDBForBRTC dwge md ta nhu sau;

BDBForBRTC ::= SEQUENCE {
version Version DEFAULT v0,
issuerAndSerialNumberBRTC IssuerAndSerialNumber OPTIONAL, originalBDBHashList
HashList, originalBIRReferrer URI OPTIONAL,
originalBIRPatronFormat PatronFormat,
originalBDBPosition INTEGER,
userinformation Userinformation OPTIONAL,
pkiCertificateinformation PKICertificatelnformation OPTIONAL,
enrolmentACBiolnstances SequenceOfACBiolnstances OPTIONAL}

HashList ;:= SEQUENCE SIZE(1..MAX) OF Hash

Userlnformation ::= SEQUENCE {
useridentifier OCTET STRING,
userName Name OPTIONAL,
userUniqueldentifier Uniqueldentifier OPTIONAL}

PKiCertificateinformation ::= SEQUENCE {
pkiCertificateSerialNumber CertificateSerialNumber, pkiCertificatelssuerName Name
OPTIONAL, pkiCertificateissuerUniqueldentifier Uniqueldentifier OPTIONAL}

SequenceOfACBiclnstances ::= SEQUENCE SIZE(1..MAX) OF ACBiolnstance

8.2 Cac gia tri S& hiru dinh dang va Kiéu dinh dang
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Dinh dang s& hiru cho BDBForBRTC sé sl dung gia tri 0102 hex (258 chi s6 thap phan), dugc dng
ky nhan dang dinh dang bdo trg ISO/IEC JTC1 SC27. Kiéu dinh dang cho BRC sé st dung gia tri 0001
hex (1 chi s6 thap phan), da duoc dang ky bdi SC27 1am gia tri cho cac BDBForBRTC.

Két qua gia tri dinh danh d6i tugng ASN.1 cho BDBForBRTC Ia:

{iso registration-authority cbeff(19785) organization(0) iso-iec-jtc1-SC27 (258)
bdbs(0) biometric-reference-template-certificate (1)}
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Phu luc A
(Quy dinh)
M&-dun ASN.1 cho ACBio

AuthenticationContextForBiometrics {iso(1) standard(0) achio(24761) module(1) acbio(2)
version1(1)}

DEFINITIONS AUTOMATIC TAGS ::= BEGIN
IMPORTS

-- ASN.1 Module Algorithminformation in RFC 5912
Algorithmidentifier
FROM Algorithminformation-2009 {iso(1) identified-organization(3) dod(6)

internet(1) security(5)
mechanisms(5) pkix(7) id-mod(0) id-mod-algorithminformation-02(58)} --
RFC 5280 revised as RFC 5912

Certificate, CertificateList, CertificateSerialNumber, Name, Uniqueldentifier
FROM PKIX1Explicit-2009 { iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0) id-mod-pkix1-explicit-02(51) }

-~ RFC 5755 revised as RFC 5912
AttributeCertificate
FROM PKiXAttributeCertificate-2009 { iso(1) identified-organization(3) dod(6)
internet(1)
security{5) mechanisms(5) pkix(7) id-mod(0) id-mod-attribute-cert-02(47) }

-- ISONEC 18785 Common Biometric Exchange Formats Framework
BiometricType, BiometricSubtype, CBEFFVersion, BIRIndex,
BDBValidityPeriod,Quality,EncryptionOptions, IntegrityOptions,
BDBFormat, PatronFormat
FROM CBEFF-DATA-ELEMENTS {iso standard 19785 modules(0)
types-for-cbeff-data-elements(1) }

-- RFC 3852 Cryptographic Message Syntax revised as RFC 5911
CMSVersion, DigestAlgorithmidentifier,

Signerinfos, Originatorinfo, Recipientinfos,
MessageAuthenticationCodeAlgorithm, IssuerAndSerialNumber,
AuthAttributes, MessageAuthenticationCode, UnauthAttributes,

CONTENT-TYPE
FROM CryptographicMessageSyntax2009{
iso(1) member-body{2) us(840) rsadsi{113549)
pkes(1) pkcs-9(9) smime(16) modules(0) cms-2004-02(41) };

ACBiolnstance ::= SEQUENCE {

contentType CONTENT-TYPE.&id({ContentTypeACBio}),
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeACBio}{@contentType})}

ContentTypeACBio CONTENT-TYPE ::= {signedDataACBio |
authenticatedDataACBio}

SignedDataACBio ::= SIGNEDDATA { EncapsulatedContentinfoACBio }
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AuthenticatedDataACBio ::= AUTHENTICATEDDATA { EncapsulatedContentinfoACBio }

EncapsulatedContentinfoACBio ::= SEQUENCE {
eContentType CONTENT-TYPE.&id({ContentTypeACBioContentinfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
({ContentTypeACBioContentinfo}{@eContentType}))}

ContentTypeACBioContentinfo CONTENT-TYPE ::= {acbioContentinformation}

ACBioContentinformation ::= SEQUENCE {
version Version DEFAULT v1,
bpulnformation BPUInformation,
controlValue OCTET STRING (SIZE(186)),
biometricProcess BiometricProcess,
brtCertificateinformation BRTCertificateinformation OPTIONAL}

Version ::= INTEGER { v1(1) } (v1, ...}

BPUInformation ::= SEQUENCE {
bpuCertificateReferrerinformation BPUCertificateReferrerinformation
OPTIONAL,
bpuReportinformation BPUReportinformation}

BPUCertificateReferrerinformation ::= SEQUENCE {
bpuCertificateReferrer URI,
crisReferrer URI OPTIONAL}

URI ::= VisibleString (SI1ZE(1..MAX))

BPUReportinformation ::= CHOICE {
bpuReport [0] EXPLICIT BPUReport,
bpuReportReferrer URI}

BPUReport :;= SEQUENCE {
contentType CONTENT-TYPE.&id{{ContentTypeBPUReport}),
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeBPUReport}{@contentType})}

ContentTypeBPUReport CONTENT-TYPE ::= {contentBPUReport }
ContentBPUReport ::= SIGNEDDATA { EncapsulatedContentinfoBPUReport }

EncapsulatedContentinfoBPUReport ::= SEQUENCE {
eContentType CONTENT-TYPE.&id({ContentTypeBPUReportContentinfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
({ContentTypeBPUReportContentinfo}{@eContentType}))}

ContentTypeBPUReportContentinfo CONTENT-TYPE ::= { bpuReportContentinformation }

BPUReportContentinformation ::= SEQUENCE {
bpuFunctionReport BPUFunctionReport,
bpuSecurityReport BPUSecurityReport}

BPUFunctionReport ::= SEQUENCE {
bpuSubprocessinformationList BPUSubprocessinformationList,
bpuinputStaticinformationList BPUIOStaticInformationList OPTIONAL,
bpuOutputStaticinformationList BPUIOStaticinformationList }

BPUSubprocessinformationList ::= SEQUENCE SIZE{1..MAX) OF BPUSubprocessinformation

BPUSubprocessinformation ::= SEQUENCE { functionDefinition
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FunctionDefinition, qualityEvaluation
QualityEvaluation OPTIONAL}-

FunctionDefinition ::= SEQUENCE {
subprocesshName SubprocessName,
subprocessindex Subprocessindex,
biometricType BiometricType OPTIONAL,
biometricSubtype BiometricSubtype OPTIONAL,
inputindex1 10Index OPTIONAL,
inputindex2 10Index OPTIONAL,
outputindex iOlndex,
functionDescription OCTET STRING (SIZE(1..MAX)) OPTIONAL}

SubprocessName ;= ENUMERATED {

data-capture(1),
intermediate-signal-processing(2),
final-signal-processing(3),
storage(4),

comparison(5),

decision(6),

sample-fusion(7),
feature-fusion(8),

score-fusion(8),
decision-fusion(10),

Subprocessindex ::= INTEGER {0..65535)
I0Index ::= INTEGER (0..65535)

QualityEvaluation ::= SEQUENCE {
biometricProcessQualityInformation  BiometricProcessQualityinformation  OPTIONAL,
qualityEvaluationExtensioninformation QualityEvaIuationExtensionlnfonnaﬂon
OPTIONAL}

BiometricProcessQualitylnformation ::= CHOICE {
biometricProcessQuality BiometricProcessQuality,
biometricProcessQualityReferrer URI}

QualityEvaluationExtensioninformation ::= CHOICE {

qualityEvaluationExtension QualityEvaluationExtension,
qualityEvaluationExtensionReferrer URI}

BiometricProcessQuality ::= OCTET sTriNG (SIzE(1..MAX))
QualityEvaluationExtension ::= OCTET STRING (SIZE(1..MAX)) -- For extension
BPUIOStaticinformationList ::= SEQUENCE SIZE(1..MAX) OF BPUIOStaticinformation

BPUIOStaticinformation ::= SEQUENCE {
dataType DataType,
subprocessiOindex 10Index}

DataType ::= SEQUENCE {
processedlevel ProcessedLevel,
purpose Purpose OPTIONAL}

ProcessedLevel ::= ENUMERATED {
raw-data(1),
intermediate-data(2),
processed-data(3),
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comparison-score(4),
comparison-result(5),
hashed-data(6),

e}

Purpose ::= ENUMERATED {
reference(1),
sample(2)}

BPUSecurityReport ::= SEQUENCE {
cryptoModuleSecuritylnformation CryptoModuleSecuritylnformation
OPTIONAL,
biometricProcessSecurityinformation BiometricProcessSecuritylnformation
OPTIONAL,
securityEvaluationExtensioninformation
SecurityEvaluationExtensioninformation OPTIONAL}

CryptoModuleSecurityinformation ::= CHOICE {
cryptoModuleSecurity CryptoModuleSecurity,
cryptoModuleSecurityReferrer URI}

BiometricProcessSecurityinformation ::= CHOICE {
biometricProcessSecurity BiometricProcessSecurity,
biometricProcessSecurityReferrer URI}

SecurityEvaluationExtensioninformation ::= CHOICE {
securityEvaluationExtension SecurityEvaluationExtension,
securityEvaluationExtensionReferrer URI}

CryptoModuleSecurity ::= OCTET STRING (SIZE(1..MAX))

BiometricProcessSecurity ::= OCTET STRING (SIZE(1..MAX))

SecurityEvaluationExtension ::= OCTET STRING (SIZE(1..MAX)) - For extension

BiometricProcess ::= SEQUENCE {
subprocessindexList SubprocessindexList,
bpulnputExecutioninformationList BPUIOExecutioninformationList OPTIONAL,
bpuOuputExecutioninformationList BPUIOExecutioninformationList }

SubprocessindexList ::= SEQUENCE SIZE(1..MAX) OF Subprocessindex
BPUIOExecutioninformationList ::= SEQUENCE SIZE(1..MAX) OF BPUIOExecutieninformation

BPUIOExecutioninformation ::= SEQUENCE {
dataType DataType,
bpulOindex I0Index,
subprocesslOlindex [0Index,
hash Hash}

Hash ::= SEQUENCE {
algorithmlidentifier Algorithmldentifier,
hashValue OCTET STRING}

BRTCertificatelnformation ::= CHOICE {
brtCertificateList BRTCertificateList,
briCertificateReferrerList BRTCertificateReferrerList}

BRTCertificateList ::= SEQUENCE SIZE(1..MAX) OF BRTCertificate
BRTCertificateReferrerList ::= SEQUENCE SIZE(1..MAX) OF URI
BRTCertificate ::= SEQUENCE {
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contentType CONTENT-TYPE.&id({ContentTypeBRTCertificate}),
content [0] EXPLICIT
CONTENT-TYPE.&Type{{ContentTypeBRTCertificate}{@contentType})}

ContentTypeBRTCertificate CONTENT-TYPE ::= { contentBRTCertificate }
ContentBRTCertificate ::= SIGNEDDATA { EncapsulatedContentinfoBRTCertificate }

EncapsulatedContentinfoBRTCertificate ::= SEQUENCE {
eContentType CONTENT-TYPE.&id({ContentTypeBRTCertificateContentinfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
{{ContentTypeBRTCertificateContentinfo}{@eContentType})}

ContentTypeBRTCertificateContentinfo CONTENT-TYPE ::= { brtcContentinformation }

BRTCContentinformation ::= SEQUENCE {
sbhForBRTC SBHForBRTC,
bdbForBRTC BDBForBRTC}

SBHForBRTC ::= SEQUENCE {
version CBEFFVersion,
brtcindex BIRIndex,
brtcValidityPeriod BDBValidityPeriod,
biometricType BiometricType,
biometricSubtype BiometricSubtype OPTIONAL,
brtQuality Quality,
bdbEncryptionOptions EncryptionOptions(FALSE),
bdbintegrityOptions IntegrityOptions(FALSE),
bdbFormatForBRTC BDBFormat}

BDBForBRTC ::= SEQUENCE {
version Version DEFAULT v1,
issuerAndSerialNumberBRTC IssuerAndSerialNumber OPTIONAL,
originalBDBHashList HashList,
originalBIRReferrer URI OPTIONAL,
originalBIRPatronFormat PatronFormat,
originalBDBPosition INTEGER,
userinformation Userinformation OPTIONAL,
pkiCertificateinformation PKICertificatelnformation OPTIONAL,
enrolmentACBiolnstances SequenceOfACBiolnstances OPTIONAL}

HashList ::= SEQUENCE SIZE(1..MAX) OF Hash

Userinformation ::= SEQUENCE {
useridentifier OCTET STRING,
userName Name OPTIONAL,
userUniqueldentifier Uniqueldentifier OPTIONAL}

PKiCertificatelnformation ::= SEQUENCE {
pkiCertificateSerialNumber CertificateSerialNumber,
pkiCertificatelssuerName Name OPTIONAL,
pkiCertificatelssuerUniqueldentifier Uniqueldentifier OPTIONAL}

SequenceOfACBiolnstances ::= SEQUENCE SIZE(1..MAX) OF ACBiolnstance
-- Useful Definitions

SIGNEDDATA { EncapsulatedContentinfo } ::= SEQUENCE { version
CMSVersion,
digestAlgorithms SET OF DigestAlgorithmidentifier,
encapContentinfo EncapsulatedContentinfo,
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certificates [0] IMPLICIT CertificateSet OPTIONAL,
cris [1] IMPLICIT RevocationinfoChoices OPTIONAL,
signerinfos Signerinfos}

AUTHENTICATEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
version CMSVersion,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,
macAlgorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmldentifier OPTIONAL,
encapContentinfo EncapsulatedContentinfo,
authAttrs [2] IMPLICIT AuthAttributes OPTIONAL,
mac MessageAuthenticationCode,
unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL}

CertificateSet ;:= SET OF CertificateChoices

CertificateChoices ::= CHOICE {
certificate Certificate,
v2AtirCert [2] IMPLICIT AttributeCertificateV2,
other [3] IMPLICIT OtherCertificateFormat}
AttributeCertificateV2 ::= AttributeCertificate

OtherCertificateFormat ::= SEQUENCE {
otherFormat OTHERCERTIFICATE.&id({OtherCertificate}),
otherCert OTHERCERTIFICATE.&Type({OtherCertificatel{@otherFormat})}

OTHERCERTIFICATE ::= TYPE-IDENTIFIER
OtherCertificate OTHERCERTIFICATE ::={...}
RevocationinfoChoices ::= SET OF RevocationinfoChoice

RevocationinfoChoice ::= CHOICE {
crl Certificatelist,
other [1] IMPLICIT OtherRevocationinfoFormat }

OtherRevocationinfoFormat ::= SEQUENCE {

otherRevinfoFormat OTHERREVOCATION.&id({OtherRevocation}},

otherRevinfo OTHERREVOCATION.&Type({OtherRevocation}{@otherRevinfoFormat}) }
OTHERREVOCATION ::= TYPE-IDENTIFIER

OtherRevocation OTHERREVOCATION ::={...}

- contentType object identifiers

id-signedDataACBio OBJECT IDENTIFIER ::=
{iso(1) standard(0) achio(24761) contentType(2) signedDataACBio(1)}

id-authenticatedDataACBio OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) authenticatedDataACBio(2)}

id-achioContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) acbioContent(3)}

id-contnetBPUReport OBJECT IDENTIFIER ::=
{iso(1) standard(0) achio(24761) contentType(2) bpuReport(4)}

id-bpuReportContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0} acbio(24761) contentType(2} bpuReportContent(5)}

id-contentBRTCertificate OBJECT IDENTIFIER ::=
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{iso(1) standard(0) acbio(24761) contentType(2) brtCertificate(6)}

id-brtcContentinformation OBJECT IDENTIFIER ::=
{iso{1) standard(0) acbio(24761) contentType(2) brtcContent(7)}

-- ContentType objects

signedDataACBio CONTENT-TYPE ::= {
SignedDataACBio
IDENTIFIED BY id-signedDataACBio }

authenticatedDataACBio CONTENT-TYPE ::= {
AuthenticatedDataACBio
IDENTIFIED BY id-authenticatedDataACBio }

acbioContentinformation CONTENT-TYPE ::= {
ACBioContentinformation
IDENTIFIED BY id-acbioContentinformation }

contentBPUReport CONTENT-TYPE ::= {
ContentBPUReport
IDENTIFIED BY id-contnetBPUReport }

bpuReportContentinformation CONTENT-TYPE ::= {
BPUReportContentinformation
IDENTIFIED BY id-bpuReportContentinformation }

contentBRTCertificate CONTENT-TYPE ::= {
ContentBRTCertificate
IDENTIFIED BY id-contentBRTCertificate }

brtcContentinformation CONTENT-TYPE ::= {
BRTCContentinformation
IDENTIFIED BY id-brtcContentinformation }

END - AuthenticationContextForBiometrics
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Phu lyc B
(Tham khao)
Vi du vé sw thue hién
B.1 Vi dy vé sy thwe hién déi véi ACBio

Trong tiéu chudn nay, cac giao thirc cho ACBio khéng duec xac dinh. Trong Phy luc nay, hai vi du vé
su thwe hién ACBio dugc dwa ra bao gom céc giao thirc; mét cho trwéng hep mé hinh STOC (Lwu trlr
trén the), trrdng hop con lai [a moé hinh OCM (Phu hgp trén thé).

B.1.1 Vi du vé sy thwc hién ddi véi mé hinh STOC

Trong vi du ndy, chiing ta gia dinh rdng md hinh STOC nay clia mot qué trinh xac minh sinh trée hoc
bao gém hai BPU, mét 1a thiét bj sinh trdc hoc ma c6 chirc naing thu thap di liéu, x( ly tin hiéu trung
gian, x& Iy tin hidu cudi cliing, so sénh va quyét dinh va BPU con lai 1d mét thé STOC Iwu trir khudn
mau tham chiéu sinh tréc hoc da qua xi Iy. Vi du ndy chi yéu tap trung vao thé STOC.

B.1.1.1 Qua trinh danh gia

Séan phdm clia cac BPU, tirc 1a thé STOC va céc thiét bi sinh tric hoc dugc st dung trong qué trinh
xac minh sinh tric hoc, nén duoc danh gia tai mdt td chirc danh gia nhét dinh va ban hanh bao céo
BPU cia 1 chirc db.

B.1.1.2 Qué trinh ché tao

Céc nha cung cip BPU nén danh chi sé mbi qua trinh con va lubng dira theo nguyén téc trong 7.2.1.
Néu cac qua trinh con va Iudng trong thiét bj sinh tric hoc va trong thé STOC da duoc 1ap chi s nhw
Hinh B.1, thi BPUFunctionReport clia thiét bi sinh tric hoc va clia thé STOC sé& dugc thé hién trong
Hinh B.2. Trong Hinh B.1, Sindex nghta 1a chi s6 qua trinh con va I0Index nghia 1a chi 6 10 qua trinh
con.

IOTndex ;1 IOIndex 12 IC:‘IN'! s IOIndex : S IOlndex:6
miu sinh min sinh mau sinh quybt djnh
e hge wc hge \ ac hec a3 gtbm &b o s8nh
thu thap thé trung glan /ey qua wib ly
a0 Hou "ﬂ Mtu ‘tin hijy
| /lmng glon\\ /cu i ciing SIndex ' 4
ndex 7
SIndex : 5§
SIndex :2 STudex :3 o ‘chllu
Inh tric h
thidt b] sinh tréc hoc 25 qus x0 19
IOIndex 4
JOIndex :7
tham ¢hidu
1 sinhriic hec

| a8 qua xdr ly

Thé STOC

Hinh B.1 - Qua trinh xd¢ minh sinh tric hoc cta thé STOC va vi du vé chi sé
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[BPUFurctionRepon BPLUFunction

FITF'— Wnb«nnm processinionmanon
FunctionDefinition [FuncionDotniton
Ahidp diF Héu qdn cda chive ndn, hris Tril L&1y tin ehitre 1]
1_{ehl #& quA trinh con) € (ehi ». TNty eond

1 {ehi sd cua dou ra 7 _{cin 3d cua Tbu ra)

DescriptionFunction DescriptichFunction

QualiyEvaluatan = voluston

FunciionDefinivon 3 Bmai cho O ra ¥
B tiny hibbu trung glan én cum chive e L

2 {e Qua trinh cond

1 {ehtmue dduvhe 11
2 {chi cua dau ra}
setiptionFunction
[Foion Dednier

BPUFunctionReport ciia.thidt b sinh whc hee BPUFunctionReport cia thé STOC

Hinh B.2 - Vi du vé cac BPUFunctionReport cho mé hinh STOC

Trong trudng hop nay, mét khéi di liéu clia cac loai ACBioContentinformation nén dwgc Iwu tri
trong mot thé STOC trwére nhu trong Hinh B.3. Trong Hinh B.3, c4c phin t di ligu dwoc danh déu *
(n&n dam) 1a dir liéu ¢ dinh va cac thiét 1ap trong finh virc thé STOC trrére trong khi khdng dwoc danh
déu * (khong nén) déu dirge dé tréng dé thyce hién trong qua trinh thu nap va thyre hién sau db.

AC BicContentinformation

Phitnbbn* * 5if TG
[KnsimengunBPU™ . ¢ L b
[Péngtntham ciiiu chimg nhin BPUT
_E:«.mm choBPU” 0 e v mg i,
(Glhtr sokt
Khil qud tiinh sich trkc hoc
[t a8 & qui mirih «on dipe By En )
[Thang tin dby ra BPU
Typelata* RN
[ g i qua xirty *
| tham ehifu™

ICh +4 10 BPY eho diu ra tr BPU

7 {ehi wd qui minh con eho diura ‘)

i bl edia tham chibu sknh trlic hec *.
QD i thujt todn ham bim *
glityibam

[Théng n chumg nhin BRT

Hinh B.3 - Khéi dir liéu dwoce Iwu trir trén thé STOC trong qua trinh ché tao
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Trong Hinh B.3, cac trwirng khdng dwgc danh déu * (khdng nén), ngoai trr thong tin chitng nhan BRT
cb d6 dai ¢d dinh clia riéng trirdng d6. Do dai cla trwdng Théng tin chirng nhan BRT khéng dugc xac
dinh trong qué trinh ché tao nhirng dugc xac dinh trong qua trinh thu nap. Can lwu ¥ rang khu vire cho
ACBioContentinformation nén c6 cac viing lién tiép di cho thong tin chirng nhan BRT,
Bang dwéi day la dinh dang BER-TLV clia ACBioContentinformation cho thé STOC, twong duong
véi cau tric dir liéu ctia Hinh B.3.

Bang B.1 - Pinh dang BER-TLV clia ACBioContentinformation cho thé STOC

L Q4 i
Vaor, LACBloContgntinformation

Tag |L Gls i
"0z 7| Phign bln
‘AL IVaor. hdng on BPUY

T. L Gid wj

A0 [Var: [Thong tn ham chibu ching nhin BPU
"AT [Var. fTheng oo cao BPU
o4 T8[G1s b} b sobl
ez [ver. qui trinh sinh tréc hoc

g6

[Tap T o
02 1] enf 58 clin qua il can | Sroc e Teln

'AT_|Var. [Thong tndbure
[Teg L |Gibei
"AL" Q‘inoﬁ'ﬁlu

Tog L Gid

oA o ituat qua 2} i

"0A" 7 |thaem

1§ chisd 10 BPUcho & ra ur BRPU

1l 2 gud trisn con cho dibu ri

[Var. [mang te nam plm.cls 3

2 0@ [war, [ 0 t0b Thult 1a8n him bim | 1

i ‘04" [Var. | Gid.vi bhmcis dhum

“AZ  |vear. [ Theng tn chong ahdn BRT

HEE

B.1.1.3 Qua trinh thu nap

Khudn mau tham chiéu sinh tric hoc duge lwu trir vao thé STOC trong qua trinh nay. Chirng nhan BRT
duoc cap cho khudn mau tham chiéu sinh tric hoc va chirng nhan BRT ho#c tham chiéu dén chirng
nhdn dwoc lwu triy trong brtCertificatelnformation cla ACBioContentinformation. £6 dai cla
truérng kiéu ACBioContentinformation phai dugc diéu chinh bang céch ting thém do dai cla Théng
tin chirng nhan BRT cng véi d§ dai cla trwedrng Tag va tredng L.

B.1.1.4 Qué trinh thuc thi

Trong mét thyee thi clia x4¢ minh sinh tréic hoe, hai du vao dwec cung cép cho mét thé STOC; dau tién
14 gia trj kiém soat tir bd x&c nhan, thir hai 1a chi s6 10 BPU v6i d4u ra tr thé STOC. Thé STOC nén
thiét lap "Gia tri Kiém soat” dau tién ((1) PAT DU LIEU trong Hinh B.4), thir hai dén “"chi s6 10 BPU cho
dau ra tir BPU" ((2) DAT DI LIEU trong Hinh B 4), tuong (ng.

Tiép theo thé STOC ky s6 toan b trwdng cia kiéu ACBioContentinformation ((3) THU'C HIEN HOAT
DONG AN TOAN trong Hinh B.4) dé c6 dugc Béo cédo thé hién ACBio va gl nd nhw dau ra ((5) NHAN
DU LIEU trong Hinh B.4)) cung v&i céc sinh trac hoc x& Iy mau tham khdo ((4) NHAN DO LIEU trong
Hinh B.4)).
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Gif uf kibm s0d, [
c:lsmho i fish s e
e B onegituit frbe hac d3
thd hoc Inung ‘glan Lo13N_aus xiy

TV [ AR

\
) Giatri kilim sodt, ¢hizsb 10 8PU

)] THUC HEN HOAT

pmamy — \(:}mooueu

{ Tag'ae'

T

Hinh B.4 - St tao thanh Bao céo thé hién ACBio trén thé STOC dwa vao sir thuc hién mét xac
minh sinh tric hoc
Hinh B.5 md t3 mét day 1énh nham sinh ra Béo céo thé hién ACBio trén thé STOC véi BIT 14 tir viét tat
cho Khudn mau thong tin sinh trdc hoe, mot thuat ngr duoc si¥ dung trong chudi tiéu chuln ISO/IEC
7816.

Céu lénhiphén img Y nghia
PUL ﬁam-ecm Value> _Qal g% Kidmand ri e eb ok
PUT DATA <BPU 10 index Qutput> Bt chi-s&. 1Q BPU cho &du ranhur
QK thar 56, ddu véo
PERFORM SECURITY OPERATION €AE', 'BC> Thhménthuky 56 cho
OK format on va 43t nd vao
rm)drng chi ky €6 cba cdutric
gnedDalarong Bao céo thé hign
GET DATA INhari tham chiéu sinh ric ho¢ 98 qua
BIT bal¥ I fiher ‘d4u ra
GET DATA Nnan Bso ¢80 thé hién ACBIo nhu
BIT ddura

Hinh B.5 - Chudi Iénh cho sv tao thanh Béo céo thé hién ACBio trén thé STOC

B.1.1.5 Vi du vé giao thirc

Chuing ta gi dinh si 18n tai clia hé théng v& phia b6 xac nhan va mét hé thdng (thiét bi) cla phia dbi
twong yéu chu ma chi cd chirc ndng d& truydn/nhan théng diép téitlr bén the ba khéc, nhw thé hién
trong Hinh B.6.
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(9)

thé
sSTOC

(3)] ()] (8)|(10

(0) {15)
(6) (12) ooy .
——-(4) Heé thén, PRI () S
idtbi si ) @nidt B} i H& théng
Tg-ét bi sinh potak gl
trdc hoe {(7) nrong ydu bd xéc ARdN
(11) ¢A0)
e3> [¢0))

(5)®) (11) (14)
Hinh B.6 - Vi duy vé giao thirc cho mé hinh STOC

Vi du vé giao thirc cho mé hinh STOC nay nhw sau:
(0) Trude d6, bd xac nhan thiét 1ap cac chinh sach xac minh ACBio cho mdi phén t& di¥ liéu cla cac
Béo céo thé hién ACBio dyra trén cac chinh sach clia c&c (rng dyng twong tng (xem B.3 cho mét vi dy
vé& chinh sach xac minh ACBio).
(1) D6i twong yéu ciu glvi yéu ciu xac minh sinh triic hoc 16i bé xac nhan, théng qua hé théng (thiét bi)
clia phia déi trong yéu cau.
(2) Hé théng clia phia b xac nhan gii gia trj kiém soat va danh séch (rng vién cla thuat todn bam va
thuat toan chC ky s6 theo chinh sach xac minh ACBio va yéu cu thuc thi xac minh sinh tric hoc bao
g6m sy tao thanh Béo cdo thé hién ACBio vao hé théng (thiét bi) ctia phia ddi twgng yéu cau.

(3) Hé théng (thiét bi) cla dbi trong yéu ciu doi hdi cac thust toan c6 sdn cho cac thiét bi sinh tréc hoc
va thé STOC.

(4) Thiét bj sinh tréc hoc va thé STOC tra vé cac thuét toan c6 san cho hé théng (thiét bi) clia phia dbi
trong yéu cau.

(5) Hé théng (thiét bj) clia phia dbi twong yéu cau quyét dinh cac thuat toan ham bam va thuat toan
chir ky va gvi gi4 trj kidm soat clia bd xac nhan, cac thuat todn ham bam va thuét toan chi ky cho thiét
bi sinh tréc hoc va yéu clu thyc thi viéc thu thap di liéu, xi Iy tin hiéu trung gian va x& Iy tin hiéu cubi
cling cho thiét bj sinh trdc hoc.

(6) Thiét bj sinh tric hoc thu thap théng tin sinh tréc hoc tir dbi twong yéu ciu va tao ra mau sinh tréc
hoc da qua xir ly théng qua qué trinh con thu thap di liéu, x& Iy tin higu trung gian x& Iy tin hiéu cudi
cling.

(7) Thiét bj sinh tréc hoc sé glvi théng bao cham dirt xi Iy tin hiéu cudi cling cho hé théng (thiét bi) clia
phia Géi twgng yéu cau.
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(8) Hé théng (thiét bi) cla phia dbi tweng yéu ciu glii cac gia trj kiém soat clia bd x4c nhan, cac thuat
todn ham bam va thuat todn ch® ky da chon & budc (5) va Chi sé 10 BPU cho dir liéu dau ra (khudn
mé&u tham chiéu sinh tréc hoc da qua x& Iy) clia thé STOC, vao thé STOC. Va hé théng (thiét bj) cla
phia di twgng yéu céu ciing c6 thé yéu cau st tao thanh clia mdt B4o cao thé hién ACBio va truyén
tai khudn mau tham chiéu sinh tréc hoc da qua xt¥ Iy va céc Bao cdo thé hién ACBio, 1¢i thé STOC.

(9) Thé STOC tao ra mét Bao cao thé hién ACBio. Xem B.1.1.4 d& biét chi tiét.

(10) Thé STOC gt khubn mau tham chiéu sinh tric hoc da qua x{ ly va Béo céo thé hién ACBIo cho
hé thdng (thiét bi) clia phia ddi trgng yéu ciu.

(11) Hé théng (thiét bj) clia phia ddi tweng yéu ciu gl khudn mau tham chiéu sinh tric hoc da qua xi
ly nhan dugec tir thé STOC, chi s6 10 BPU dwgc gan cho khuén mau tham chiéu sinh tréc hoc da qua
xr ly va chi s6 10 BPU dwoc gan cho quyét dinh so sanh cia thiét bj sinh tréc hoc, cho thiét bi sinh tréc
hoc. Va hé théng (thiét bi) clia phia ddi twgng yéu ciu ciling yéu cau thyc thi cac qué trinh con so0 sanh
va quyét dinh cho thiét bi sinh trdc hoc.

(12) Thiét bi sinh tric hoc tiép nhan khudn mau tham chiéu sinh tréc hoc da qua xi Iy va thuc thi cac
qua trinh con so sanh va quyét dinh. Thiét bj sinh trdc hoc cling tao ra mét Bao cao thé hién ACBio bdi
céc thi tuc tiép theo;

a) Khéi phuc lai khéi théng tin BPU va dat n6 vao bpulnformation clia ACBioContentinformation.
b) Thiét lap gia tri kiém soéat clia bd x&c nhan cho controlValue ciia ACBioContentinformation.
¢) Tao khdi qué trinh sinh tric hoc nhi sau:

c-1) Thiét 18p cac chi s qua trinh con cho subprocessindexList. Cac chi sé qué trinh con dugc chi
dinh bdi céc nha cung cdp sén ph&m cla thiét bj sinh tréc hoc cho méi qua trinh con twong Ung voi
chirc nang thu thap di liéu, xC ly tin hiéu trung gian, xiz ly tin hiéu cudi ciing, so sanh va quyét dinh.

¢-2) Dé tao trwirng bpulnputExecutioninformationList, nén thyc hién nhirng viéc sau day. Dét gia tri
processed-data va gi4 tr reference trong (rng voi processedLevel va purpose cia datatype. Thiét
lap chi s6 10 BPU, gan cho d4u vao clia thiét bj sinh trdc hoc, cho bpulOindex. Thiét iap chi sé 10 quéa
trinh con clia cac di¥ liéu dau vao (khuén mau tham chiéu sinh tric hoc a3 qua x( 1y) cho qua trinh con
so sanh, dugc chi dinh bdi nha cung cép sin phdm cla thiét bj sinh trdc hoc, cho
subprocessiOindex. Thiét Iap c3p gia trj ham bam clia khuén mau tham chiéu sinh trdc hoc d& qua x
ly nhan duoc va cac thuét toan ham bam cho hash.

¢c-3) Dé tao tredng bpuOutputExecutioninformationList, nén thyc hién viéc sau day. Thiét lap gia tri
comparison-decision cho processedLevel ciia dataType. Thiét lap céc chi sb 10 BPU, géan cho dir
liéu G4u ra cta thiét bj sinh tric hoc, cho bpulOlndex. Thiét Iap chi 6 IO qué trinh con clia di ligu dau
ra (quyét dinh so sanh) clia qua trinh con ra quyét dinh, dwgc chi dinh bdi nha cung cAp sdn pham clia
thiét bi sinh tric hoc, cho subprocessiOindex. Thiét |ap cap gia tri ham bam cua quyét dinh so sénh
va céac thuat toan ham bam cho hash.
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d) Tao SignedDataACBio clia di¥ ligu trong d6 bao gbdm cac di liéu dwoc tao ra béi a), b) va c), bang
cach s dung thuat toan chir ky s6 dugc chon trong (5). Néu chirng nhan BPU duoc dat trong
certificates clia SignedDataACBio, thong tin tham chiéu chirng nhan BPU trong khéi thong tin BPU
¢6 thé bj bo qua.

(13) Thiét bj sinh tric hoc s& gli di¥ liéu du ra clia qua trinh con ra quyét dinh va Béo cao thé hién
ACBio cho hé théng (thiét bj) clia phia déi trong yéu ciu.

(14) Hé thdng (thiét bj) clia phia ddi trong yéu cau glri quyét Ginh so sanh (d liéu du ra clia qua trinh
con ra quyét dinh) va hai B4o céo thé hién ACBio cho hé théng clia phia bd xac nhan.

(15) Hé théng clia phia bd xac nhan tiép nhan quyét dinh so sanh va hai Bao céo thé hién ACBio. B
xac nhan xac nhan céac két qua véi cac tha tuc tiép theo;

a) Xac minh tinh toan ven ciia mdi Bao cao thé hién ACBio bang viéc xac minh chi ky.

b) Xac minh sy trrong (ing clia gia trj kiém soat ban d3u dwoc duwa ra bdi bd xac nhan va gid tri kiém
soat clia mbi Bo céo thé hién ACBio.

¢) Xac minh rdng cac mirc dd an toan clia hai BPU va mic do hiéu suét chirc ndng clia mdi qué trinh
con dugc thire thi trong hai BPU dap (rng dugc céac chinh séch xac minh ACBio clia bd xac nhan (xem
B.3 cho vi du v& chinh sach x4c minh ACBIo). Céc théng tin vé mirc d6 an toan clia hai BPU va mirc
d6 hiéu suét chirc nang ctia mdi qua trinh con uec thire hién trong hai BPU 13 ndm trong béo céo
BPU dugc Iwu trir trong hodc tham chiéu tlr khéi théng tin BPU clia méi Béo céo thé hién ACBio.

d) Xac minh tinh hop 1é clia khudn mau tham chiéu sinh tric hoc dugc st dung. Cac théng tin vé
khudn m&u tham chiéu sinh tric hoc, chdng han nhu t& chirc phat hanh, thdi han hiéu lyc..., 1a ndm
trong chirng nhan BRT, duoc lru tri trong hodic tham chiéu tir thdng tin chirng nhén BRT clia Béo céo
thé hién ACBio duoc tao ra bdi thé STOC.

) Xac minh réng toan bd qua trinh xac minh sinh tric hoc duwoc thye thi & phia dbi twong yéu cau
bang céach kiém tra cac qua trinh con digc thye thi. Chi sé qué trinh con twong ng v&i cac qua trinh
con thyc thi duoc dugc Iwu tri trong subprocessindexList cla khéi qua trinh sinh tréc hoc cilia hai
B&o céo thé hién ACBio va thirc thi cac chirc nang trong (*ng véi cac chi sé qua trinh con c6 thé dugc
xac dinh tir subprocessName clia functionDefinition clia hai béo céo BPU.

f) Xac minh sy phi hop clia céc dir liéu dau vao va di lidu dAu ra truyén tai gilra cac BPU béng cach
S0 sanh noi dung clia dataType, bpuiOlndex va hashValue cla
bpuOutputExecutioninformationList trong khdi qua trinh sinh tric hoc clia B4o céo thé hién ACBio
deoc tao ra bdi thé STOC va nbi dung cla bpulOindex, dataType va hashValue cla
bpulnputExecutioninformationList trong khéi qué trinh sinh tric hoc clia B&o cdo thé hién ACBio
dugc tao ra bdi thiét bi sinh tréc hoc.
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Hinh B.7 minh hoa qué trinh x4c minh trén cla qua trinh x&c minh sinh tric hoc sir dung Béo cdo thé
hién ACBio. Trong Hinh B.7, cac chi s6 dugc dwa ra la trong Hinh B.1.

AC BloComaatiiofration ACBlcContentnformation
iinbin [Fitntdn

K thieg 6-BPU ¥ dog BnBPU
Thading S tham chiby chitng nidn 82U E 1in them chidu ching ahda BPU
|™éng tin béo cho BRU [Méng lin bio cao BFU
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R qi s oc hoc {0t cu T sirh B¢ hoc
[Bich o cda qv¥ bhnk com B0t thy'c iy, b 1) 160 of cle gué thoh con duge te ifa. B thlp &1 Bh)
Thoog n &b ra BPU 26 o s ok ek com Qe ey Fob 1 bt 1 ).
3 (chi o ciom qui ik con duzre Cwre i, i 1 the hals o0l cing)
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[ ~~wf4 (e $510 BPU cho au 2 L BPY)
—
[
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i | Ten e s taas oo £idh B hoc-
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furktGohso saon
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Hinh B.7 - Sw xac nhan clia xac minh sinh tric hoc sir dung ACBio
B.1.2 Vi du v& st thie hién cho mé hinh OCM

Trong vi dy nay, ching ta gid dinh rdng mé hinh OCM nay clia qua trinh xac minh sinh tréc hoc bao
gém hai BPU, mét Ja thiét bj cam bién c6 chirc nang thu thap di¥ liéu, x& Iy tin hiéu trung gian va x& Iy
tin hiéu cudi ciing va BPU con lai 14 thé OCM co cac chire nang lwu trir, so sanh va quyét dinh. Vi dy
nay chi yéu tap trung vao thé OCM.

B.1.2.1 Qua trinh danh gia

San pham clia BPU, tirc 1a thé OCM va céc thiét bi cdm bién dwee st dung trong qua trinh xéc minh
sinh tréc hoc, nén duoc danh gia tai mat t& chirc danh gia nhét dinh va ban hanh bdo céo BPU clia
ching.

B.1.2.2 Qua trinh ché tao

Céc nha cung cip BPU nén chi s6 mdi qué trinh con va ludng phl hep véi cac quy dinh trong 7.2.1.
Néu qua trinh con va ludng trong thiét bi cdm bién va trong thé OCM dwgc 1ap chi s6 nhi trong Hinh
B.8, thi cac BPUFunctionReport clia thiét bj sinh tric hoc va cla thé OCM duoc thé hién trong Hinh

B.9. Trong Hinh B.8, Sindex co nghia 1 chi sé qua trinh con va I0Index co nghfa la chi s 10 qué trinh
con.
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Hinh B.8 - Qua trinh x4c minh sinh tric hoc ciia mé hinh OCM va vi du vé chi sb
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Trong trwérng hep nay, khéi div liéu kiu ACBioContentinformation nén duoc luru trie trong thé OCM
treée nhur trong Hinh B.10. Trong Hinh B.10, c4c phan t di liéu dugc danh ddu * (nén dam) 1a da liéu
¢d dinh va céc thiét lap trong khu vic clia thé OCM tréc khdng dwoc danh déu * (khdng co nén) déu
dugc dé tréng d& dugc thuc hién trong qua trinh thu nap va thire hién sau nay.

[ACBConentinformation

%ia Yri liémn gpdt
i qui trinh sinh tr:
r ch

#c hoc

Hinh B.10 — Khbi di¥ lidu dwoc lwu trir trong thé OCM trén qua trinh ché tao
Trong Hinh B.10, céc treéng khong dugc danh diu * (khdng cé nén), ngoai trir thong tin chibng nhén
BRT d4 cb dinh @0 dai cla riéng tredng. D9 dai clia trirdng Théng tin chirng nhén BRT khdng dwoc
xac dinh vao qua trinh ché tao nhung dugc xac dinh trong qua trinh thu nap. Can Iuu ¥ rdng khu virc
ACBioContentinformation nén c6 khu vyc lién tiép day du cho théng tin chirng nhan BRT.

Bang dudi day Ja dinh dang BER-TLV cia ACBioContentInformation cho thé OCM, twong duong véi
cAu tric di liéu clia Hinh B.10.

Bang B.2 - Binh dang BER-TLV clia ACBioContentinformation cho thé OCM

‘l"'-"'g L Giatn
Var. | ACBlotontentinformation
W
AT 8
v, |.
T3 i
A ;ﬂ; ,{: nh !: 1
S 3 e s
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T
[Var. |Gié tn ham bem cia ddura
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B.1.2.3 Qua trinh thu nap

Khudn mau tham chiéu sinh tric hoc duwoc luu tri vao thé OCM trong qua trinh nay. Mgt chirng nhan
BRT duoc cp cho khudn mau tham chiéu sinh trdc hoc va chirng nhan BRT hoc tham chiéu téi
ching nhan dwgc Iwu trk trong brtCertificatelnformation clia ACBioContentinformation. D6 dai cla
trrong kiéu ACBioContentinformation phai dwoc didu chinh bing cach ting thém do dai cla thdng
tin chirng nhan BRT cdng véi 36 dai cha trwedng Tag va triedrng Length.

B.1.2.4 Qua trinh thuc thi

Dya vao sy thirc hién cia xac minh sinh tric hoc, ba yéu t6 dau vao dwoc cung cép cho thé OCM
ngodi cac méu sinh tréc hoc 43 qua x ly; dAu tién 1a gia tri kiém soat tir bd xac nhan, thir hai 1 chi sb
IO BPU dén dau vao ciia mau sinh tric hoc da qua xt Iy tir thiét bj cdm bién, thir ba Ia cac chi sé IO
BPU cho dau ra tir thé OCM. Thé OCM nén thiét lap "Gia tri Kiém soat" dau tién ((1) DAT DU LIEU
trong Hinh B.11), thi¥ hai dén "chi sé 10 BPU cho dau vao tir BPU" ((2) DAT DO’ LIEU trong Hinh B.11)
va thit ba véi "chi s6 10 BPU cho dau ra tir BPU" ((3) DAT DI LIEU trong Hinh B.11), tvong ing.

Sau d6 thé OCM cé dwee méu sinh tréc hoc da qua x ly nhw diu vao, iy trik mu trong khu vure trén
thé OCM ((4) DAT DI LIEU trong Hinh B.11), so sanh mAu v&i khuén miu tham chiéu sinh tréc hoc da
qua x{ ly dugc Iy trir va dura ra quyét dinh so sénh ((5) XAC MINH trong Hinh B.11). Gi4 trj ham b&m
clia lwu trir mau sinh tréc hoc 63 qua x& Iy dugc tinh toan va sé dwoc thiét 1ap trong "ham bam cia
mau sinh tric hoc da qua x& Iy" ((7) THUC HIEN HOAT DONG AN TOAN trong Hinh B.11). Viéc so
sanh ciing duwoc tinh toan gid tri ham bam clia né ma thiét 1ap "ham bam ctia quyét dinh so sanh". Thé
OCM ky s toan bd trong kidu ACBioContentinformation ((8) THU'C HIEN HOAT BONG AN TOAN
trong Hinh B.11) @& co dwec Bao céo thé hién ACBio va glri né nhw dau ra.

—— \
B0 cao e hitn ACBe | PInnan oo Ligo] | N

(8) nwr&rg_ﬁn (1) vAT oo Ligy ! < - -
______,_....--""" / (2) 047 :“" ugu (1947 0T Ligw \ {4)par plruity
/“ﬁq‘hE’ T I P — e — (6) AT 00 Ligy {5) xhc Minn
e e Tag 'sE2E
™ én ACEI0 =z
Tag “AL
{7) Toyre mgn

HOAY SONG AN TOAN

= Snieyg oy L

Hinh B.11 - Sy tao thanh Béo cio thé hién ACBio trén thé OCM dwa vao sy thwe hién xac minh
sinh trdc hoc
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Hinh B.12 mé ta mét chudi 1énh cho si tao thanh Bao céo thé hién ACBio trén thé OCM. Nhu trong
Hinh B.12, cén thiét & dwa cac mau sinh tric hoc da qua x& Iy hai 1An (Iénh thir tw va 1énh thir sau)
vao thé OCM néu chi 1énh phii hop tiéu chuéin ISO/IEC 7816-4 duoc thirc hién trén thé. Sé& tét hon khi
thiét iap m&u mét 1an nhdm xédc nhan va tinh gia tri ham bam cda né. Trong Hinh B.12, BIT 1a tir viét tit
cho Khudn m&u thang tin sinh tric hoc, mét thuat nglr dugc st dung trong chubi tiéu chuén ISO/IEC
7816.

CSu lgnhiPhin img ¥ nghfa
PUT DATA <Centrol Value> ,
oK D3t gis tr] kikm sodt nhe tham sé d3u vie
PLIT DATA, <Global Index input> 5
Dt chl o8 todn cdu che d3u vio vidiura
L S ol thé OCM nhir ¢ tham 36 ddu vio
DATA. =Global iIndex Outpur> »
Pu%(-’—-—-—' ’ Ditehl sd todn edis cho dluvie vidiun
—e ¢la thik OCM nhur¢de tham 56 ddu vio
PUT DATA <P d Blometrk
P B3t miu sinh wic hoe 45 qua xir if nhur tham
_55 34 ddu vio
VERIFY Xie minh sinh trie hee 50 sinh mu sinh vde
R Yige 45 qua xir Ij vi tham chibu sinbtrc hee
—_— & qua xirlY dure yu e, ¢ Hal dir Hju gl
b4 (XemT7916-4)
PUT DATA <Prog Biometric Sampl Ditmiu sinh e hoe 85 quaxl Iy shir tham
QK 16 diu vao

|PERFORM SECURITY OPERATION <90, ‘Al T
pﬂ&@w OPERA <, A Tink gis trf im b3m cia miu sinh tric hoe

‘A5 qua xirly
|PERFORM SECURITY OPERATION <AE, | Tinh ¢hir kj 3% che ACBleContentinformation
WTJ vi 8ura nd vio trudng chlr &y s cla
(SignedData
OK
GET DATA ]
8IT Nhin Bao cho thé hign ACBio nhur Shura

—

Hinh B.12 - Chudi céu 1énh cho s tao thanh Bao cao thé hién ACBio trén thé OCM
B.1.2.5 Vi dy vé giao thirc
Ching ta gid dinh st tdn tai hé théng clia phia bd x4c nhan va mdt hé théng (thiét bi) cla phia ddi
tweong yéu cu ma chi cé chire nang truyén/nhan thong diép di/dén ba déi tueng kia, nhw Hinh B.13.
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Hinh B.13 - Vi du vé giao thi¥rc cho mé hinh OCM
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Vi du vé giao thirc cho md hinh OCM nay nhw sau:

Vi thiét bj cam bién & vi tri clia cac thiét bi sinh tric hoc va thé OCM thay cho thé STOC, thirc hién
bwéc (0) dén (4) véi cling mot cach nhu trong giao thirc dwge md ta trong B.1.1.5.

(5) Hé théng (thiét bi) clia phia ddi twong yéu cau quyét dinh cac thuat toan ham bam va thuét toan
chir ky va gi¥i cac gia tri kiém soat clia bd x&c nhan, cac thudt todn ham bam, thudt todn chi ky va chi
6 10 BPU cho dir liéu d4u ra (mAu dugc xi¥ I sinh tréic hoc) clia thiét bj cam bién, cho thiét bi cam
bién. Va hé théng (thiét bi) clia phia déi twong yéu cau cling yéu cau su thie hién thu thap dir liu, xir
ly tin hiéu trung gian va xi Iy tin hiéu cudi ciing va tao thanh mot Bao céo thé hién ACBIo cho céc thiét
bj c&m bién.

(6) Cac thiét bj cam bién sé& thu thap théng tin sinh tréc hoc tir G6i twong yéu cu va tao ra mau sinh
tréc hoc da qua x{ Iy théng qua qua trinh con thu thap di liéu, xt Iy tin higu trung gian va xt Iy tin hiu
cubi cung. Céc thiét bj cam bién tao ra mot Bao c4o thé hién ACBIo bing cac thil tuc tiép theo;

a) Khéi phuc lai khdi thong tin BPU va thiét 1ap n6é cho bpulnformation cla
ACBioContentinformation.

b) Thiét 1ap gia trj kiém soat clia by xac nhan cho controlValue clia ACBioContentinformation.
c) Tao khéi qua trinh sinh tric hoc nhu sau:

c-1) Thiét 1ap cac chi sé qua trinh con cho subprocessindexList. Cac chi sb qua trinh con dwgc chi
dinh b&i c4c nha cung cip san phdm cla thiét bj sinh tréc hoc cho mdi qua trinh con twong (rng véi
chirc nang thu thap di¥ liéu, x ly tin hiéu trung gian, xi Iy tin hiéu cudi cling.

c-2) Dé tao ra tredng bpuOutputExecutioninformationList, nén thuc hién nhi sau. Thiét 1ap gia tr
processed-data va gi4 tri sample twrong (rng voi processedLevel va purpose ciia dataType. Thiét
1ap céc chi s6 10 BPU, gan cho di lidu dau ra cla thiét bi cdm bién, cho bpulQindex. Thiét Iap chi s6
IO qué trinh con clia cac dir liéu dAu ra tir qua trinh con x& Iy tin higu cudi cung, dwoc chi dinh b&i nha
cung cAp thiét bj cam bién, cho subprocesslOlndex. Thiét Iap cac cap gia tri ham bam clia mAu sinh
tréc hoc da qua xi¥ Iy dugc tao ra trong cac thiét bi cam bién va thuat toan ham bim cho hash.

d) Tao SignedDataACBio clia di liéu trong d6 bao gém céc dir ligu dwoc tao ra bdi a), b) va ¢), béng
céach st dung thuat toan chir ky sb dugc chon trong (5). Néu chitng nhan BPU duoc thiét 1ap trong
certificates cla SignedDataACBio, théng tin tham chiéu chirng nhan BPU trong khéi thdng tin BPU
¢6 thé dwoc bd qua.

(7) Cac thiét bj cam bién s& g&ti mAu sinh trdc hoc da qua x{¥ 1y va Bao cdo thé hién ACBio cho hé
théng (thiét bj) cia phia déi trong yéu cu.

(8) Hé théng (thiét bj) clia phia déi twong yéu cu glri mAu sinh tric hoc da qua xt Iy nhan duoc tir cac
thiét bj cdm bién, gi4 trj kiém soat clia bd xac nhan, cdc thuat toan ham bam va thuat todn chiv ky dugc
chon trong (5), chi sé 10 BPU gan cho cac mau sinh trdc hoc da qua xt» Iy va chi sd 10 BPU duoc gan
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cho quyét dinh so sénh clia thé OCM, cho thé OCM. V4, hé théng (thiét bi) clia phia déi teeng yéu ciu
cling yéu cau viéc thec hién qua trinh con lwu tr, so sénh va quyét dinh cho thé OCM.

(9) Thé OCM tiép nhan mau sinh tric hoc da qua x(r Iy va thire hién qua trinh con leu trir, so sénh va
quyét dinh. Thd OCM ciing tao ra cac Bao c4o thé hién ACBio. Xem B.1.2.4 cho céc chi tiét.

(10) Thé OCM s& giri d¥ liéu dau ra cla qua trinh con quyét dinh va Béo cao thé hién ACBio cho hé
théng (thiét bj) cdia phia dbi twong yéu cau.

(11) Hé théng (thiét bi) clia phia déi trong yéu ciu gl quyét dinh so sanh (di liéu dau ra clia qué trinh
con quyét dinh) va hai Bao céo thé hién ACBio cho hé théng clia phia b xac nhan.

(12) Hé théng clia phia bd xac nhan tiép nhan quyét dinh so sanh va hai Bao céo thé hién ACBio. B&
x&c nhan xac nhan cac két qua bang cac th tuc fiép theo;

a) Xac nhéan tinh toan ven clia mdi B&o céo thé hién ACBio bang viéc xac minh chir ky.

b) X4c nhan sy twong (ng gia tri kiém soat ban diu dugc dura ra bdi bd xac nhan va gia trj kiém soét
cla mdi Bao céo thé hién ACBIo.

¢) Xac nhan mirc do an toan clia hai BPU va mirc d6 hiéu suét chirc néng clia mbi qué trinh con thirc
hién trong hai BPUs dap trng cac chinh sach xac minh ACBio clia bé xac nhan (xem B.3 cho vi dy vé
chinh sach xac minh ACBio). Céc thong tin v& mc do an toan clia hai BPU va mirc do higu suét chirc
nang clia mdi qué trinh con thyc hién trong hai BPU 1a ndm trong bao céo BPU dugec Iwu trl trong
ho#c dugc tham chiéu tir khdi thong tin BPU clia mi Béo cao thé hién ACBio.

d) X4c nhan tinh hop 1é clia khuén mau tham chiéu sinh trdc hoc dugc sir dyng. Cac théng tin vé
khuén mau tham chiéu sinh tric hoc, ching han nhu t6 chirc phét hanh, thdi han higu lyc..., 1a ndm
trong chieng nhan BRT, duwoc Iy trk trong hodc dwge tham chiéu tie théng tin chirng nhan BRT clia
B4o c4o thé hién ACBio dugc tao ra bdi cac thé OCM.

&) X4c nhan toan bd qua trinh xac minh sinh tréc hoc thire hién & phia déi twong yéu cau béng cach
kiém tra cac qua trinh con dweec thire hién. Chi sé qua trinh con twong ¢ng véi qua trinh con dugc thyc
hién dwoc lwu triz trong subprocessindexList trong khéi qua trinh sinh tréc hoc clia hai Béo céo thé
hién ACBio va cac chire ndng duoc thire hién trong tng voi c&c chi s6 qua trinh con ¢6 thé duoc xéc
dinh tr subprocessName clia functionDefinition clia hai bdo cao BPU.

f) Xac nhan sy phi hep clia di lidu dau vao va dir lisu d4u ra dwoc truyén tai gitra cac BPU baing cach
so sanh ndi dung cla  dataType, bpulOlndex va  hashValue clia
bpuOutputExecutioninformationList trong khéi qué trinh sinh tréc hoc clia Bio céo thé hién ACBio
dwoc tao ra bdi cac thiét bi cam bién va cac ndi dung clia bpulOindex, dataType va hashValue cﬁa_
bpulnputExecutioninformationList trong khéi qua trinh sinh tric hoc clia Béo céo thé hién ACBio
duoc tao ra béi thé OCM.

Hinh B.14 minh hoa qua trinh xac nhan trén cla qua trinh xac minh sinh trac hoe sitr dung Bao céo thé
hién ACBio. Trong Hinh B.14, céc chi s dwoc dua ra nhw trong Hinh B.8.
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Hinh B.14 - X4ac nhéan ctia xac minh sinh tric hoc si¥ dung ACBio
B.2 Méi quan hé gitra BioAPI, CBEFF va ACBio

Trong Phy lyc ndy, méi quan hé gitra cac CBEFF, BioAP! va ACBio dwgc hién thi bang cach s dung
mét vi du vé mdt mo hinh STOC, méc dii viéc st dung cadc CBEFF va BioAPI khéng phai 1a bét bude
a6i vai tieu chudn nay.

Chng ta gid dinh réng day Ia mo hinh STOC nhw mb ta trong B.1.1. Hinh B.15 minh hoa méi quan hé
gilra BioAPl, CBEFF va ACBio. Trong hinh ndy, cac APl nhu BiocAPI_init, BioAPI_BSPLoad,
BioAPI_BSPAttach... dugc bd qua.

- whibt b sinh mhc hgc thi £TOC
shing <0 h by = A
ahr:u etk cbe phis &4 Hryme rgu <hu .wg b
thu thip ;
e lju "‘!.'::"':n :;‘l-l:ﬁ:’ P pupnry WY Ju 10
(1)
Yéu ehu xbe thye
Gs n‘iam walily BloAPT ————-y
i
BisAPY_C (41
) &
(1) G i kldm wa b mEulinn wie npe wf
K3) __
CBEFF Gatal | ACHIs Inttanedt
J(5)
23 CBEFF Datat [GI& ) kiboves i
[€4] s
CBEFF DAl  JACHIs Instonaesd
(8)
(&3] [ WIoAPI_GetBlfn| ST p——
(%
L= + ACBis
1oy
) toAFI_Ve & CERFF Dsta] | COEFFDurod . Ciam| kbmsedt .
Dlkn 86 o winy
fa2)
ot qu:\ - quy#t Gihh 30 sinh. ACEIS Invtanc e
4 dinh sa adi
1. .. ACBIio

Hinh B.15 - Méi quan hé giiva BioAP|, CBEFF va ACBio
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M3 hinh nay 1a thanh phan twong tw véi mé hinh dwoc dinh nghia tai B.1.1. Nhung giao thirc hoi khac
do viéc st dung cac chirc nang BioAPI, hién dang dwgc mé rong dé ap dung cho ACBio.

[1] Pé cé dwoc mau sinh trdc hoc trung gian cla déi twong yéu cau, chuong trinh (*ng dung goi
BioAPI_Capture va dugc CBEFF Data1 clia mau sinh trdc hoc trung gian tir qua trinh con x Iy trung
gian cling véi ACBio instance1 nhu két qua tr3 lai.

[2] Tiép theo chuwong trinh &ng dung goi BioAPI_Process vé&i dau vao clia CBEFF Datal va dugc
CBEFF Data2 ciia mau sinh tric hoc trung gian tir qua trinh con x{ Iy tin hiéu véi ACBio instance2 nhu
két qua tra lai.

[3] BioAPI_GetBIR duoc goi 38 cd dwoc khudn mau tham chiéu sinh tric hoc 63 qua xi Iy tir qua trinh
con luu trir. CBEFF Data3 cia khudn mau tham chiéu sinh tric hoc d& qua x& Iy dugc trd vé véi
ACBio instance3.

[4] C4c chirong trinh (ng dung goi BioAPI_VerifyMatch véi CBEFF Data2 va CBEFF Data3 nhw dau
vao va dugc quyét dinh so sanh 1a sy trd vé véi ACBio instanced.

B.3 Chinh sach x&c minh ACBio

Nhin chung, chinh s&ch xac minh ACBio phy thudc vao chinh sach (rng dung mé st dung két qua xac
minh sinh tréc hoc.

Cé4c myc sau day 1 vi du vé céc yéu t6 chinh sach xac minh ACBio:
céc thuat toan ham bam c6 thé chap nhan clia cac BPU
céc thuat toan chi ky sb cb thé chép nhan cla c4c BPU
mirc d% an toan co thé chép nhén clia céc BPU

mirc d6 hiéu suét chirc ning (chét lvgng) cb thé chép nhan cla mbi chirc ndng dugc thyc hién
trong cac BPU

chét lwgng thu thap dir ligu (chét lwgng clia cée mau sinh tréc hoc thé ¢ droc)
chét Irgng so sanh (d chinh xac;...)
khudn mau tham chiéu sinh tric hoc o6 thé chap nhan
tinh hiéu lwc clia chirng nhan BRT
chét Igng clia khudn méu tham chiéu sinh tréc hoc
két qua qua trinh xac minh sinh trdc hoc c6 thé chép nhén

diém sb so sanh co thé dwgc chap nhan
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B.4 Mirc d6 an toan va mirc do hidu suat chivc ndng ciia BPU

Trong khung ACBio, bd xac nhan kiém tra ring liéu két qua cla qué trinh x&c minh sinh tréc hoc c6
dang tin cay hay khdng dira vao mitc d an toan clia cac BPU duoc st dung va mirc dd hiéu suat
chirc néng cla cac chirc nang dwge thye hién trong cac BPU.

Béo cao thé hién ACBio duoc tao ra bdi cac BPU dugc thyc hién bao gdm céc thong tin vé bao céo
BPU twong tng trong d6 bao gdm cdc bao cdo chirc ning BPU va bdo céo an toan BPU.
qualityEvaluation clia bdo co chirc ndng BPU chira mirc 43 hiéu suét chirc nang clia cac chirc nang
dwgc thyc hién trong BPU. Va cryptoModuleSecurity, biometricProcessSecurity va
securityEvaluationExtension clia b4o cao an toan BPU bao gbm céc mirc d§ an toan cia BPU.

Dua véo ca hai mirc do higu suét chirc ning va mc do an toan, mét trong hai co ché danh gia hodc
dinh dang tiéu chun clia b may ¢ thé doc dugc bdo céo danh gia khdng dwgc dinh nghfa luc nay. Vi
vay chi cd céc trudng cho két qua danh gid dwgc chuén b trong tiéu chudn nay.

Vé danh gia mtrc do hiéu suét chirc ndng, cac tiéu chudn sau day 13 cac hoat ddng co fién quan trong
ISO/IEC JTC 1/SC 37:

ISO/IEC 19795, Information technology - Biometric performance testing and reporting (Céng nghé
théng tin — Kiém thty hiéu suét va bao c4o sinh trac hoc)

V& danh gia mic 46 an toan, cac tiéu chuln sau Gay Ia c4c hoat ddng co lién quan trong ISONEC JTC
1/8C 27:

ISO/MEC 19790, information technology - Security techniques - Security requirements for cryptographic
modules (Céng nghé théng tin - Céc ky thuét an toan - Yéu cu an toan cho mé-dun mat ma)

TCVN 11385:2018, Information technology - Security techniques - Security evaluation of biometrics
(Céng nghé thdng tin - Céc ki thuét an toan - Dénh gi4 an toan sinh tric hoc)

ISONEC 15408 (all parts), Information technology - Security techniques - Evaluation criteria for IT
security (Céng nghé théng tin - Céc ki thuét an toan - Tiéu chi danh gi4 cho an toan cbng nghé théng
tin)
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)

2]

[

(4]

5]

6]

7

(8]

9]

[10]

Thw muyc tai liéu tham khao

ISO/IEC 7816-4:2005, |dentification cards - Integrated circuit cards - Part 4; Organization, security
and commands for interchange (Thé nhén dang - Thé tich hop vi mach - Phén 4: Té chirc, an
toan va céu lénh Gé trao ddi)

ISOREC 7816-8:2004, Identification cards - Integrated circuit cards - Part 8. Commands for
security operations (Thé nhén dang - Thé tich hop vi mach - Phén 8: Cau lénh dé vén hanh an
toan)

ISONEC 7816-11:2004, Identification cards - Integrated circuit cards - Part 11: Personal
verification through biometric methods (Thé nhan dang - Thé tich hgp vi mach - Phén 11: Xéc
minh c& nhén théng qua phuong phép sinh tric hoc)

ISO/IEC 9834-8 | ITU-T Rec. X.667, Information technology - Open Systems Interconnection -
Procedures for the operation of OSI Registration Authorities: Generation and registration of
Universally Unique Identifiers (UUIDs) and their use as ASN.1 Object Identifier components
(Céng nghé théng tin - Két ndi céc hé théng mé - Thil tuc hoat dong ciia céc co quan ding ky
OSI: S hinh thanh va dang ky danh tinh duy nhét phb bién (céc UUID) va st dung ching nhw
céc thanh phén nhén dang déi tugng ASN.1)

ISO 19092, Financial Services - Biometrics - Security framework (Djch vy tai chinh - Sinh tréc hoc
- Khung an toan)

ISO/IEC 19784-1:2006, Information technology - Biometric application programming interface -
Part 1: BioAPI specification (Cong nghé théng tin - Giao dién chuong trinh tmg dyng sinh tréc hoc
- Phén 1: Dic diém ki thuét BioAPI)

ISONEC 19790:2006, Information technology - Security techniques - Security requirements for
cryptographic modules (Céng nghé théng tin - Céc kyf thuét an toan - Yéu céu an toan cho mé-
dun mé héa)

TCVN 11385:2016, Information technology - Security techniques - Security evaluation of
biometrics (Cong nghé théng tin - Céc ky thuat an toan - Panh gia an toan sinh trdc hoc)

ISONEC 19795-1, Information technology - Biometric performance testing and reporting - Part 1:
Principles and framework (Céng nghé théng tin - Kiém thir hiéu suét chirc ndng vé béo céo -
Phén 1: Nguyén tic va khung)

ISO/IEC JTC1/SC 37 Standing Document 2 - Harmonized Biometric Vocabulary (Tir viing sinh
trac hoc hai hoa)
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