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TCVN 12214-3 : 2018
L& néi ddu

TCVN 12214-3 : 2018 hoan toan twong duong voi ISO/IEC 14888-
3:2016.

TCVN 12214-3 ; 2018 do Cuc Quan Iy mat m& dan s va Kiém dinh
san phdm mat ma bién soan, Ban Co yéu Chinh pha dé nghi, Téng
cuc Tiéu chudin Bo lwdng Chéatlvong thdm dinh, B6 Khoa hoc va Céng
nghé cong b.

B tiéu chudn TCVN 12214 (ISO/IEC 14888) Céng nghé théng tin -
Céc ky thudt an toan — Chir ky s kém phu luc gdm cac tiéu chuan sau:
- TCVN 12214-1; 2018 (ISONEC 14888-1:2008) Phin 1: Téng quan

- TCVN 12214-2 : 2018 (ISONIEC 14888-2:2008) Phan 2: Cac co' ché
dwa trén phan tich sb nguyén

- TCVN 12214-3 : 2018 (ISO/IEC 14888-3:2016) Phan 3: Céc co' ché
dya trén logarit réi rac
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TIEUCHUANQUOCGIA TCVN 12214-3: 2018

Cong nghé thong tin - Cac ky thuat an toan - Chir ky s6 kém phu luc
Phan 3: Cac co’ che dwa trénlogarit roi rac

Information technology - Security techniques - Digital signatures with appendix - Part 3: Discrete
logarithm based mechanisms

1 Pham vi 4p dung

Tiéu chudn nay quy dinh céc co ché chir ky b kém phu luc, ma o an toan c02 nd dua frén bai toan
logarit ré&vi rac.

Tiéu chudn nay cung cép:

- Mt si mé ta chung ciia so dd chi ky s6 kém phu lyc

- Mét loat céc co ché cung cép chir ky sb kém phuy luc.

Vé&i mdi co ché, tiéu chudn nay md ta:

- Tién trinh sinh cap khéa,

- Tién trinh tao chiv ky,

- Tién trinh kiém tra chir ky.

2 Tai lidu vién din

Céc tai liéu dwdi day, toan bd hodc mét phén, duge tham chidu trong tai liéu nay rat can thiét cho.céc?
(rng dung clia n6. D4i voi c4c tai fiéu vién dén ghi nam cong bd, chi 4p dung cac ban dugeneu. Déi voi
cac tai liéu vién ddn khdng ghi nam cang b, thi ban tham chiéu cudi cung duoc ap dyng.

TCVN 11816-3 (ISO/EC 10118-3), Cdng nghé thong tin — Céc ky thuét an toan— Ham bam

TCVN 12214-1 (ISO/NEC 14888-1), Cbng nghé théng tin— Cédc ky thugt an toan - Chi ky sb kém phy luc
- Phén 1: Tdng quan

3 Cac thuét ngir va dinh nghia

Véi myc dich ciia tai liéu nay, cac thudt nglr va dinh nghta dudi dy dwoc ap dung.
3.1 :

Nhém giao hoan hiru han (finite commutative group)

Tap hop hiru han E v&i phép toan nhj phén “*” sao cho:

- V&imoi phantd nhéma,b € E,a*b € E;
- V&i moi phan tl> nhém a,b,c €E, (axb)*xc=a=*(bxc),
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- Téntai m&t phan tl nhém e € E voi e x a = a v&i moi phan t& a € E, vi e duoc goi 1a phan ti don v
cta nhém;
V& moi phan tlr nhém a € E, tdn tai mét phan t nhém b € £ saochobxa = ¢;

- V&i moi phan tir nhom a,b € E,axb = b *a.

CHUO THICH 1 Trong mét vai tredng hep, khi E 14 tap cac diém trén mét duwdng cong elliptic, phép toan sé hoc trong tap hop
hGru han E dugre md ta véi ky hidu cdng.

3.2
Nhém cyclic (cyclic group)

Nhém giao hoan hiru han (3.1) E clia n phin t& chira mot phdn tl nhém a € E, dwoc goi 1a phan tl sinh
cé bac n.

3.3
Nhom dwéng cong elliptic (elliptic curve group)
Nhém cyclic (3.2) dwoc dinh nghia trén cac diém clia mot dwdng cong elliptic trén trwding hiru han.

CHU THICH 1 Gid sir F = GF(r) 1a ky hiéu ca tredng Galois voi e lwong r, voi rhodc 14 sb nguyén 16 18 p, hode r = 2™, véi
mét 56 m nguyén dyong.

Mot dwirng cong elliptic dwoc dinh nghia trén F c6 thé dwoc xac dinh béi edng thire dudng cong affine, hocta y? = x? +a;x +
a; (vOi r = p,p 12 mdt sé nguyén té [€) hodc cdng thire y2 + xy = x3 +a,x2 + ay (khi r = 2™, v&i m 14 s6 nguyén dwong), véi
@, VA a; 14 cac phén t clia F. Burdng cong elliptic E twong (g bao gm tap hop cac diém affine F x F cling véi mdt didm dac
biét (khéng affine) ¢idm "vé cuc”.

Mot diém affine P cia £ ¢6 thé duoc bidu dién ia mdt cap thé tu (B, B) € F X F, sao cho sy lya chon x = P, va y = P, théa
min cdng thirc clia Gwdmg cong affine da cho va khi céc phép toan s hoe dwgc thye hign trén trudng F.

Gid sl “+” 12 ky hiéu clia phép toan hai ngdi 1a phép todn céng trén “duérng cong elliptic”, droc xac dinh cho c4c diém affine
clia E theo quy tac cat tuyén - tiép tuyén. Khi, 13p hop cac diém affine clia £ duge tang én béi 0, mét diém déc biét cla E &
v6 cire” ddng vai tré nhu 12 yéu 6 dbi vari phép "+ (nhung nd khong duoc bidu didn nhir mét ¢ap trong toa d6), tap hop E cling
véi phép “+” tao thanh mét nhém hizu han, giao hoén, nhém dwéng cong elliptic, E.

CHU THICH 2 Luye lwging cia nhom divdng cong E, nhidu hon mot so véi sé lwgng cip thiy ty trong F x F théa man céng thirc
durdng cong affine v&i E.

34
Bac (ciia mot phan tir nhém a) (order (of a group element a)

$6 nguyén duong n nhd nhat sao cho a® = e, v6i e a phan t&r don vi clia nhom, a™ dwoc dinh nghia truy
hdi 520 cho a® = e va a" = a xa™ L(m > 0), va * | phép toan nhém.

3.5
Cap (pairing)

Ham sé l&y hai phan tir P va @ ¥ nhém dudng cong elliptic (3.3) trén tredng hivu han G, nhw 14 dau
vao, va sinh ra mdt phn o tir nhém cyclic khac (3.2) trén trwdng hivu han G, nhu 13 du ra, va né cé
hai tinh chét sau day (& d6 né Gwoc gia thiét ring G, va G, ¢b bac 1a g, véi q 12 sé nguyén t8, va hai phan
tl bat ky P, @, @Au ra cla ham cap duoc viét 1a <P, @>)

- Tinh song tuyén: Néu P, P,, P,,Q, 01,Q; 14 cac phan t& cha G,, va a 1a mdt sé nguyén thda man 1 <
a<sqg-1,thi

<Pt+P2,Q >={P1,Q >*< PZ}Q >i
<PO1+0Qy>=<P,Q><P,Q; >

<[alP,Q>=< p,(a]Q >=<P,Q >%

6
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- Tinh khéng suy bién: Néu P la mot phan tir khong dinh danh cda Gy, < P,P ># 1
3.6
Trung tdm sinh khéa tin cay KGC (trusted key generation centre)

Bén thir ba tin cay, mét co ché chiy ki s6 dira trén dinh danh, sinh ra mdt khoa riéng cho mdi ngudi ky.

4 Cac ky hiéu va chir viét tit

abb Phép todn XOR duorc thipe hién trén tiing bit clla a va b, véi a va b la cac bit hodc
xau bit cung dd dai.
a,,a, Céc hé s6 clia dudng cong elliptic
amodn  Cho mét sé nguyén a va mot sé nguyén duong n, s dw nguyén duy nhétr, 0 < r <
(n - 1), thda man r = a — bn, v&i b 13 mét sb nguyén nao doé.
(A,B,C)  Cac hé sé clia cong thirc chir ky 6, co ché dugc dic ta trong Didu 6, Xac dinh cach
chir ky dugre tinh toan.
CHU THICH 1 Cang thirc chi ky sé dwgc dic ta trong didu 5.2.1.
Mot tham sé dwoc dac ta trong méi quan hé gilva khoa tao chiv ky va khoa kiém tra
Mjt dwong cong elliptic duge xac dinh bai hai hé sb a, va a,
Mot nhom giao hoan hivu han ; véi cac co ché dira trén nhém nhan, cac phin tir clia
E trong Z3; v&i c4c co ché dira trén nhém ¢bng clia nhém cée didm trén duirng cong
elliptic, cac phan tlr clia E 1a cac diém trén dwdng cong elliptic E trén GF(r).
$E Luc lvong cla E; véi cic co ché dwa trén nhém nhan Z;, #E 1a p ~ 1; véi cac co ché

dia trén nhém cong clia cic diém dwang cong elliptic, #E nhiéu hon 1 diém so véi
s6 lwgng diém cla dwdng cong elliptic £ trén GF(r) [bao gém 0 (diém vo cye) |

F Mdét trwedng hiru han
F, mét tredng hivu han cép p
ged(Ny, N;)  Uéc sb chung Ién nhét clia cac s6 nguyén N; va N,.
G Mot phén & c6 bac ¢ trong E
GF(r) Trwdng hixu han véi e lwong r, véi r 12 ly thira clia sé nguyén td

G, Mot nhém cyclic bac nguyén té q; cac phén ti cla G, 1& céc diém trén Gurdng cong
elliptic trén GF(r)

G, Mot nhom cyclic bac nguyén td q; cac phan td clia G, 1a cac phén t& clia mot truéng
hitu han GF(r)

H, Mot ham bam chuyén ddi mot xau di liéu vao mét phan tl trong G,

CHU THICH 2 Xau dir lidu d3u vao dugc bién ddi thanh s& nguyén, sau do sb nguyén Gugc chuyén
thanh mét diém cla £ trén GF(r) béng cach str dyng ham [2P, dugc d3c ta trong Phy lyc C.

h, Hy, Cac ham bam, nghfa 1a mét trong cac co ché dugc dic ta trong TCVN 11816:2017
(ISO IEC 10118).
ID MGt xau dir liéu chira mét dinh danh clia nguéi ky, dwgc dling trong co ché 1BS-1 va
IBS-2
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m

[n]P

09 = v

-

Mét bac nhiing (hodc bac mé rng)

Phép toan nhan lay dau vao la mét s6 nguyén duong n va mét diém P trén duong
cong E va dwa ra dau ra mét diém Q trén duedng cong E,v6iQ = [n]P =P + P + -+
P, cdng n-1 1an. Phép toan thda man tinh chét [0]P = 0 (diém v cuc), va [-n]P =
[n](=P)

Phan t& sinh clia G; dwoce dung trong cac co ché IBS-1 va IBS-2

Mét s& nguyén té hoic Iy thira clia mét sé nguyén tb

Mét sb nguyén t6 1a wére clia #E va bac clia G, va G,

Kich thwérc clia GF(r); trong céc co ché dia trén nhém cdng cac didm clia dwdng
cong elliptic, r 1 Iy thira cGa sb nguyén tb, p™, mét vai sd nguyén té p = 2 va sb
nguyénm = 1.

Nhiém wy

Phan dau tién cla nhiémvu T

Phan th hai clia nhiém vy T

Khoa chil riéng clia KGC, dwoc tao ra tir viée lra chon mét sé nguyén ngau nhién,
dwoc dung trong cac co ché IBS-1 va 1BS-2

Khéa chll cdng khai clia KGC, mét phan ti ca G,, dwoe ding trong cac co ché IBS-
1vaIBSs-2

Tap hop cac sb nguyén i véi 0 <i < N va ged(i, N) = 1 v&i cac phép toan sé hoc
duoc dinh nghia theo modulo N.

Tap hop cac sb nguyén i véi 0 <i < p va p 1d mét sb nguyén té, nhém ndy 1a mét
nhém nhéan,

D6 dai cha s6 nguyén tb (hoac Ily thira cha sé nguyén té) p theo bit.

D6 dai clila s6 nguyén tb g theo bit

D6 dai diu ra clia ham bam h va H, theo bit

Tién chix ky

Toa @9 x cRa f1trong 46 1T = (I, Iy) 1a mot @iém clia dwong cong elliptic
Toa d6 y cta I trong d6 T = (I1y, [1y) 1a mét &iém clia dwdng cong elliptic

Phén t& dau tién clia I7 trong d6 11 = (114, T, ta mot phln t cla tredng mé rong bac
2;

Phan t& thy hai clia /T trong 86 1T = ({15, 1) 1a mét phdn tr cla triedng mé rong bac
2.

Diém & vd cyc trén dwdng cong elliptic E
Mat cap song tuyén va khdng suy bién

X||Y dwoc dung véi nghia chia két qué phép ghép diz liéu clia X va ¥ theo trat tw dvoc
dacta
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5 Md hinh téng quat

5.1 Tién trinh tao tham sé
5.1.1 Cac co ché dia trén chirng thw
5.1.1.1 Sinh cac tham sé mién

Déi v&i céc co ché chir ky sé dva trén logarit réi rac, tap hop céc tham sé mién bao gbm céc tham sb
sau:

- E mdt nhom giao hoan hiru han;
- g, mdt wéc nguyen té clia #E;
- G, mdt phan t& bac g trong E.

Trong nhém E, ky higu nhan duoc st dung. Cén fuu ¥ ring, voi mét co ché ky cy the duoc lva con cd
thé can thém mat sé rang budc trong viéc Iwa chon £, g, 6.

5.1.1.2 Tao chir ky va kiém tra chir ky

Khoa ky X cdia mét chli thé duwegc sinh ra mat cach bi mat nglu nhién hoc gid nglu nhién sao cho 0 <
X < q. Khéa cong khai kiém tra twong ng ¥ 12 mét phan to cla E va duoc tinh nhw sau:

Y =6*°
Véi D 1a mét tham sb Guoc xac Ginh bdi co ché duoc ding. Gia trj clia D 1a mét trong hai gia tri -1 va 1.

CHU THICH Mgt cai a4t vin dugce xem 13 phi hop néu loai triv mBt vai sé nguyén tir vide xem xé&t cAce gid b X. Vi dy, gid tri 1
ct thé bi loai trir vi gia trj nay din dén khaa kiém tra clia ngudi ding 13 phdn t¥ sinh 6, n6 dwoc d& dang phét hign.

5.1.2 Céc co ché dya trén dinh danh
5.1.2.1 Ky hiéu

Hai co ché dia trén dinh danh dwgc dic ta trong Didu 7 déu dira trén viéc s& dung céac caip trén cac
nhém duérng cong elliptic. D& d4c ta co ché dya trén dinh danh, ky hiéu nhém cdng dugc st dung.

5.1.2.2 Sinh cic tham sé mién
Tap hop céc tham sé mién bao gdm cac tham sb sau:

- E, mét nhém giao hoén hitu han;

- GF(r), trudng Galois lye lwong r;

- G;, mot nhom cyclic bac nguyén 1 q

- G, mdt nhom cyclic béc nguyén té q

- P, mt phén tl sinh clia G, ;

- q, 1a mdt sé nguyén td, lwe lwgng cla G,, G,.
- <>, mét ciip song tuyén va khéng suy bién.

5.1.2.3 Sinh khéa chu

Mét khda chil riéng clia KGC Ia mét khda ngau nhién bi mat hoac sé gid ngau nhién U sao cho 0 < U <
q. Khoa chli cdng khai V7 12 mdt phén t& clia ¢, va duoc tinh nhw sau : V = [U]P.

5.1.2.4 Sinh khéa chir ky va khéa kiém tra
Mét khéa ky clia chli thé ky 1a mdt phan t& cda G, va duoc tinh béi KGC nhw sau X = (U]Y.

V6i U 1a khoa riéng clia KGC va Y = H, (ID) |4 khoa kiém tra céng khai, v&i [D 12 mét xau dinh danh cho
KGC va ham bam H,.
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5.1.3 Lwa chon tham sé
5.1.3.1 Kich thwéc tham sé lwa chon

Do dai bit ctia cac tham sé cho mirc an toan tiéu biéu dwoc chi ra trong Bang 1. Mikc an toan téi thiéu
dwoc dé xuét 14 2112,

CHU THICH 1 Murc an toan c6 nghia Ia sb lrgng buéc trong tAn cong tét nhit da biét 12n mat ma nguyén thiy. Néu 2112 buée
dugc yéu chu trong tén cang tht nhit 18n mét ham bam, thi 8 an toan clia ham bam nay 12 211%. D& b sung cac phan lich kich
thude tham sb, xem tai ligu sé [25] va [34).

Kpéng cAn thiét phdi chon a, B va y cb d6 an toan nhw nhau; mirc 86 an toan cta mét 1an thure hién lvoc
do chit ky la nhé nhét cGa mirc dd an toan clia cac tham sé.

Bang 1 — Kich thwérc cac tham sé tuian theo mirc an toan

Micdbantoan [ 2% oIt 2128 2192 235
a 1024 2048 3072 7680 15360
g 160 224 256 384 512
¥ 160 224 256 384 512

Buoc khuyén nghi mirc an toan 1a 289 nén str dung déi véi cac (ng dung ké thira.

CHU THICH 2 Khang phai moi co ché dwgc d3c t trong tiéu chudn nay cung cip tAt ca cac mive an toan duge mé t3 trong
bang. Vi vi du 14 DSA trong 6.1 chi cung cép @6 an toan dén 2128,

5.1.3.2 Lya chon mét ham bam

Viéc Iva chon mét ham bam cin dwa vao tiéu chuan TCVN 11816-3 (ISO/IEC 10118-3). Nghia la h va
H, $& 1a mét trong céc co ché dwoc dic ta trong TCVN 11816-3 (ISO/EC 10118-3), va H, bién ddi mét
x&u bit thu durge béi mét trong cac co ché duge dic ta trong TCVYN 11816-3 (ISOAEC 10118-3) vao mot
phan tir trong G, .

Cac ham bam dugc dung trong tiéu chudn nay nén la ham bam khang va cham.

D6 dai an todn clia ham bam duwoc lwa chon nén triing hodc vwot qua dd dai an toan clia cac tham sb
duorc diing trong tao khoa. Mbi quan hé gitka @6 dai an toan clia ham bam va cac tham sb tao khéa dwoc
chiratrong 5.1.3.1.

Hon nira, viée trién khai kiém tra chir ky sé phai co cach x4c dinh an toan ma ham bam nao dwoc ding
b&i ngurdi ky. Néu khdng, ké tan cong co thé truy van ngudi kiém tra dung mdt ham bam khac yéu hon,
va vi v@y bd qua mrc an toan di dinh.

5.1.4 Tinh ddng dén cda cac tham s6 mién va khéa kidm tra

Ngui kiém tra chiv ky c6 thé yéu cu 8am bao cac tham sé midn va cac khoa cong khai kiém tra 1a hop
1&, néu khong sé& khong c6 dam bao viéc thda man c&c yéu ciu an toan duw kién ngay ca khi ch ky b
da dugc kiém tra, va @i phirong cling c6 thé sinh cac ch ky da kiém tra.

Viéc dam bdo tinh ding d4n clia cac tham sb mién cé thé dwoc cung cép theo cac céach sau

- Viéc lya chon cac tham s6 mién hop 1& tir mét ngudn cdng khai tin cay, nhuw i3 chuan ;

- Viéc sinh céc tham s6 hop l& b&i bén thir ba tin cay, nhw CA hodc KGC ;

- Tinh hop Ié cla lyc lvgng tham sé mién dwec sinh béi bén thiy ba tin cay, nhw CA hodc KGC ;
- Dbi vai ngui ky, viéc tao cac tham sb mién hop & bang cach st dung mét hé théng tin cay ;
- Tinh hop Ié clia cac tham sé mién b&i ngudi dung (nghia 1a ngwdi ky hodc nguwdi kiém tra).

Viéc dam bdo tinh hop 18 clia khoa kiém tra cong khai, c6 thé dugc cung chp bdi mot trong cac didu sau
day .

10
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-~ V@inguoiky, viéc tao ra c3p khoa ky riéng/khda kiém tra cong khai diing mat hé théng tin cay ;

- V&inguwdi ky hodic ngudi kiém tra, tinh hop 1& cla khoa kiém tra cdng khai bdi bén thi ba tin
¢dy, nhr CA hodc KGC ;

- Tigh hop 1& clia viéc kiém tra khéa cong khai b&i ngudi dung (hodc 1a ngudi ky hodc I3 ngudi
kiem tra).

CHU THICH 1 Tinh hop 1¢ cta cic tham s midn va khéa dugce yéu cAu. Tuy nhién, cach dé dat duoc ndm ngoai pham vi clia
tiéu chudn nay,

CHU THICH 2 Phuong phap xéc thirc nguwéi ky 13 doe 12p trén (ng dung thire t, ciing ndm ngoai pham vi cia tiéu chudn nay.
5.2 Tién trinh ky
5.2.1 Téng quan
Tét ca céc co ché chir ky trong tiéu chudn nay ddu si¥ dung mét gid tri ng&u nhién K, ma dwoc ding
(ctng vé&i thong diép) dé tao ra bang chitng R (phan dau tién cla chir ky) va mot nhiém vy (Ty, T,). Chir

ky cho théng diép 1a cap (R, S) v&i S (1 thanh phan thi hai cia chi ky) Gugc tinh bdi cac gidi phap clia
¢bng thire chir ky.

Trong cac co ché dua trén chiing the s6, dwoc dic ta trong Didu 6, cong thirc chir ky 14 :
AK + BXP + C = 0(mod q),

(A B.C) Ga cho & mdt chuyén vj clia (5, T, T,), X 1a mot khoa riéng va D 1a mot tham sb phu thude vao
co ché cuy thé.

Trong cac co ché diva trén dinh danh dic ta & Didu 7, cong thire chirky la
[K]A 4 [UP]B + C = 0z (trong G,)

(A,B,C) 4 cho Ia mot chuyén vi elia (5, T, T,), U 1a ch( khoa riéng va D 1a mét tham sb phuy thudc vao
co ché cu thé.

Viéc chuyén vj sé duwoc xéc dinh hodic dwgce thda thuan khi cai dat hé théng chir ky sb.
Tién trinh tao chir ky va dinh dang ciia thong diép da ky bao gdm 8 bwéc (xem Hinh 1) ;

- Sinh sé ngau nhién;

- Taoratién chi¥ ky;

- Chuén bj théng diép dé ky;

- Tinh todn bang ching;

- Tinh toan nhiém vy (khéng can thiét tinh toan nhiém vy trong céc co ché dira trén dinh
danh);

- Tinh toan phan th& hai clia chir ky;

- Xay dwng phu lye,

- Xay dwng thong diép da ky.

Trong tién trinh ndy, chi thé ky ddu si dung khéa ky riéng, khoa kiém tra cong khai (Iwa chon) va cac
tham s6 mién.

5.2.2 Sinh s6 ngiu nhién

Vi m8i 1An ky, chdi thd sinh mdi mét gia tri nglu nhién bi mat la mot sé nguyén K véi 0 < K < q. Ddura
clia buwéc nay 1a K, né sé duge gilr bi mat va tiéu hiy an toan sau khi dung.

CHU THICH 1 86 ngAu nhién K ¢4 thé dwgc xem xét nhir khda ding 1 13n.,

CHU THICH 2 Vi Iy do hop Iy 5.1.1.2 vige thye thi vin dwgc xem xét phit hop, néu loai iry mdt vai s nguyén tir sy xem xét
gié trj K c6 thé,

1"



TCVN 12214-3 ; 2018
5.2.3 Tao ra tién chiv ky

PAu vao clia bude nay la sé ngdu nhién K va khoa chi ky Iwa chon X, véi cho thé ky ‘du'ryc'tinh a tién
chi ky, 1T, nhé dung K va tham sb cong khai lam dau vao. Trong cac co ché dya trén chirng thu sé
duoc dac ta trong Diéu 6, né dwoc tinh nhu sau

M=G¥thugcE.

Trong cac co' ché duwa trén dinh danh duwgc dac ta trong Diéu 7, né dugc dic td mot cach riéng ré trong
cac co ché. PAu ra clia bwde nay (4 tién chix ky 71.

5.2.4 Chudn bj thong diép @& ky

Trong céc tién trinh chudn bi, mat trong c4c théng diép M, va M, tr& thanh théng diép M, cac truong hop
khac la réng.

5.2.5 Tinh toan cac bing chirng (phan du tién cia chir ky)

Cac bién dén buée nay 1a tién chir ky 7 tir 5.2.3 va M, tlr 5.2.4. Cac gid tri clia cac bién du’oc’lu'a chon
nhw d3u vao cta ham bing chirng. Dau ra clia ham bang ching la chirng c& R. Ham béng chirng duwoc
dac ta trong cac co ché.

5.2.6 Tinh toan cac nhiém vy

C4c dAu vao ham nhiém vu 1 phan thie nhat clia chir ky, v&i bang chirng R tr 5.2.5, M, tr 5.2.4 va dk_éu
kién khéa Kidm tra v. Cac dAu ra clia ham nhiém vu 1 nhidm vy T = (T3, T;). Trong cac co ché dwa trén
chirng thw sé duwoc dic ta trong Didu 6, Ty va T, 1& cac s nguyén nhw sau :

0<|Til<q0<iTl<gq

Trong c4c co ché da trén dinh danh dwoc dic t trong Didu 7, Ty va T, 4 cac phan tl cla G,;. N6 khong
c&n thiét @& tinh T trong céc co' ché dya trén dinh danh.

5.2.7 Tinh to&n phén thi hai cha chir ky

Cac dhu vao ciia bude ndy 1 s6 ngdu nhién K tir 5.2.1, khoa chi ky X, nhiém vu T = (T3, T;) t 5.2.6
chuyén vi (4, B, C) cla (S, Ty, Tz), mdt bién D trong 5.1.1.2 va tham sé mién g nhu duoc déc ta trong
51.1.1va51.21.

Trong cac cor ché dua trén chirng thu sb, cong thirc ky 1a:
AK + BXP + € = 0(mod q)
Va tinh céng thirc chir ky cho S, cac phén thir hai cia chizky, véi0 < S < q.

Céc co ché dyra trén dinh danh, cac chdl thé ky tinh toan cong thire chlr ky cho S, phan thir hai clia chir
ky S € G,. Gidi phap nay théda man cdng thirc chr ky :

[K)Aa + [UP]B + C = 0g(thubdc G;)
Cép (R,S) sé Gugc goi la chir ky, I.
5.2.8. Xay dwng phén phu lyc

Phy luc dworc xay dwng tir chir ky va mét truong text tiy chon, text, nhw 1a [(R, S), tex_t}. Tr!.vdng text ?6
thé bao gdm mét ching thu s ma mat ma rang bude khéa kiém tra céng khai véi di liéu dinh danh cia
chis thé ky.

Nhw duoc chi ra trong TCYN 12214-1 (ISO/IEC 14888-1), thy thudc vao céc tng dung. ¢b cac phuong
an khac nhau clia viéc tao ra phin phu luc va dé bd sung cho théng diép. Yéu cau chung dbi véi nguoi
kidm tra c6 thé 6 lién quan dén chir ky sé ddng cho thang diép. DE kiém tra thanh céng, can thiét qua
trinh tién kiém tra, ngwdi kiém tra co thé lién két khoa kiém tra ding véi chir ky.
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5.2.9, Xay dwng thong diép da ky
Thong diép 43 ky nhan dwgc bing cach ghép théng digp M va phan phu luc, nghta I, M||{(R, S), text].

| Thong digp M l Khoa ky X |

L otext | !
[ Tao s ngdu nhign ]
T ]
1 X
[ Tao tién chir ky }

| Chuan bj théng digp |
; 7

........ -;[‘I’I‘nh toan bing chirng ]

--------------------

.1 A

--------- -){ Tinh toan nhigmwy ]‘_

- T
—{Tinhtoan phdnthr hai clachirky e
1S
~b[ Tinh ton phin bd sung _}:
4 UR, S), text)
n[ Tinh toan théng diép a3 ky ]

M IKR, 5), text)

Hinh 1 - Tién trinh chi® ky véi bing chirng ngdu nhién (mét trong s6 M, va M, 1a M,
trwwng hop con ai 12 rdng)

5.3. Tién trinh kiém tra
5.3.1 Téng quan

Qua trinh kiém tra bao gdm 6 buwdc sau (xem Hinh 2)

- Truy xuét bing chirng;

- Chuén bj thong diép dé kiém tra;

- Truy xuét cac nhiém vy (13 Iya chon @é tinh nhiém vu trong cac co ché dwa trén dinh
danh);

- Tinh lai tién chir ky;

- Tinhlai c4c bdng ching;

- Kiém tra cac bang ching.

Trong tién trinh nay, ngudi kiém tra dung khéa kiém tra clia ngudi ky, khéa chii cong khai clia KGC (chi
danh cho c&c co ché dia trén dinh danh md t& & muyc 7) va cac tham s mién,

5.3.2 Truy xuét cac bing chirng

Nguwdi kiém tra truy xuét chir ky s (R, S) tir phn phuy luc, va chia cho bang ching R va phan th hai
clia chly ky S. Cling vay, nguwdi kidm tra kiém tra khoang va 46 dai bit cha cac phan tlr chir ky, R, S, theo
cac quy luat dwoc dsc ta bai mai tién trinh ky. Néu luat dinh nghta tredc bi vi pham, chi ky sé bi tir chéi.
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5.3.3 Chun bij théng diép dé kiém tra

Ngui kiém tra truy xudt M tir thang diép da ky va chia thdng diép thanh hai phin M,, M,.
5.3.4 Truy xudt nhiém vu

Budc nay gidng vai 5.2.6. Cac dau vao cho ham nhigém vy bao gdm bing f:h(fng_ Rtr5.32 M, tt‘r E)i.éu
5.3.3, va (dwoc lya chon) khéa kiém tra Y. Nhiém vu T = (Ty, T2) duoc tinh lai nhw 1& dau ra tir ham
nhiém vy. Trong cac co ché dwa trén dinh danh, khéng can thiét phai tinh lai T.

5.3.5 Tinh lai tién chiv ky

Céc dAu vao cho bude nay | tap hop cia cac tham sé mién, khoa kiém tra ¥, nhiém i T = (5, T;) t
5.3.4, phan thiy 2 clia chit ky S tir 5.3.2, va hra chon R tir 5.3.2. Ngudi kiem tra chi dinh cac he 936
(4,B,C) cac gia tr (S,T,, Ty) theo trét ty dwoc chi dinh bai ham chi¥ ky, va trong cac co ché dya trén
chirng thu s, tinh bdi phéan t /1°.

Trong céc co ché dua trén chikpng thu sé, 11" dwoe tinh trong E nhur sau
n=yme"

V&im=—A"1Bmod g vdn=—A"Cmod q.

Trong cac co ché dwa trén dinh danh, nd dwgc mé ta cy thé trong céc co ché.

5.3.8 Tinh lai bing chirng

Cac tinh toan & buéc ndy nhw trong 5.2.5. Ngudi kiém tra thye thi ham bng chirng. Cac dau vao [T’ tl
5.3.5va M, tlr 5.3.3. Cac dhu ra dwoc tinh lai bang chitng, R".

Trong co ché IBS-2 duroc dac ta trong 7.2, qué trinh tinh toan lai bang chirng la tinh toan hai ham kiém
tra thay vi tinh R’,

5.3.7 Kiém tra bing chirng
Chir ky s6 duwoc kidm tra néu tinh lai bing ching R’ tir 5.3.6 bang véi R tr 5.3.2.

Trong co ché IBS-2 duoc dac ta trong 7.2, tién trinh kidm tra bang ching lién quan dég viée kiéin t{a
xem hai gia tri clia ham kiém tra dwoc tinh trong 5.3.6 ¢ gidng hét nhau khéng thay vi kiém tra R = R'.

14



TCVN 12214-3: 2018

Thing diép M

Chirky 2 Knoa kiém tra ¥
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Hinh 2 ~ Tién trinh kiém tra v&i bang chirng ngdu nhién
6 Ciac cor ché dya trén chirng thw s6

6.1 Téng quan

Trong sé hoc dudng cong elfiptic, mét didm clia duwrdng cong duoc bidu dién nhur toa do affine. Nghta I3,
mot diém 17 clia dwdng cong cb hai toa 46: 10a dd x, IT,, va toa db y, IT,. Cac dwdng cong elliptic cho
EC-DSA, EC-KCDSA, EC-GDSA, EC-RDSA, EC-SDSA va EC-FSDSA bi han ché véi cac duwdng cong
khéng ki di v4 khéng siéu ki di.

Céc ham bam dinh danh ¢6 thé dugc dung @& rang budc co’ ché chir ky va ham bam.
6.2 DSA
6.2.1 Tdng quan

DSA (Thuat toan chiv ky sb) a co ché chir ky véi E = Z;, p 12 mét s nguyén 6, va q 1a mt sb nguyén
té 14 woc clia p — 1. Tham sé D cla DSA béng 1. Théng diép dwec chudn bj M, 14 réng va M, 1a théng
diép dwoc ky, nghfa la M, = M. Ham biing chirng dwoc xac dinh theo cong thie :

R = M mod q,v6i 1 = G*mod p vé&i mét vai sb nguyén K nao dé.
Va ham nhiém vy theo cdng thirc :
(T1,T2) = (—R,—BS2(y, H)),

Vé&i H = h(M) 1a ma bam cit ngén cha thong diép M, dugc bién ddi thanh mot sb nguyén theo quy luat
bién @i dwec dra trong Phy lyc B.

Cé4c hé s6 (4, B, ) cha chir ky sé DSA dugc dit nhw sau;
15



TCVN 12214-3 ; 2018
(4,B,C) = (5,T.T3)
Do vay, cong thire ky tré thanh:
SK — RX — BS2I(y, H) = 0(mod q)

CHU THICH Cor ché nay Guoe Wy tir vign dén [17]. Cac ky hidu duoc thay 48 mBt chit so voi vién din [17] 48 phu hop véi cac
ky higu dwge sir dung trong mot vai noi cla tiéu chudn nay.

6.2.2 Cac tham sb

p, s& nguyén té, vai 271 < p < 2%

q, W&C nguyéntd cliap — 1, voi 2P 1 < g < 28,
G, phan t& ctia nhom con bac g, véi 1 <G <p.

Vi bbn lwa chon cap (a, 8) dwge cho phép trong DSA, Ia (1024, 160), (2048, 224), (2048, 256) va (3072,
256). Drroc khuyén cao vé 6 an toan cdia c3p (a,B) va y a nhu nhau, trir khi ¢6 sw thda thuan dugc
thuec hién gika cac ban tham gia dé dung ham bam manh hon.

Céc s nguyén p, q va G cé thé duoc cong khai va ¢6 thé la chung cho mdt nhém ngudi dung.

Céc tham sb p, g, G dwgc sinh nhu déc té trong phu luc D. Néu pht hop véi tiéu chudn clia NIST khong
duoc yéu cAu thi cac tham sb p va g ¢6 thé duoc tao ra nhé ky thuét sinh s6 nguyén t6 trong ISO/NEC
18032.

Mat khuyén nghij cho moi ngwoi kiém tra viéc sinh hop |é cac tham sb céng khai DSA theo vién dan [17].
CHU THICH Néu nguoi ky duoc tw do lya chon cac tham s midn q &4 tao didu kign cho mdt va cham gilra c&c gié tri bam,
mét tAn cong @6i véi mdt trurdng hop nhw vy cla DSA co thé dwoc gén két trong cac yéu cdu va cham cia ham bam co ban
¢6 thé dugc tim thiy voi db phic tap ta 274,211, 2" (twong g voi y = 160,224, 256) dwoc d& xut nhu 18 trrdng hop an
toan nhét, rong 46 @6 phirs tap @8 tim va cham sé 14 200 2112 21283} Tuy nhién, tAn cong va cham d& dang bj phéat hign. Hon
nira, tn cdng khong thé gén két kni cac tham sd mien dwgc sinh ra, nhur @3c t3 trong vién din [17], bao gdm phuong phap
Suoc 83¢ 1 trong phy luc 0. Néu khdng thé x4c minh dugc viee s& dung mdt phirang phép thich hop @é tao ra cac tham s
mién thi viéc tAn cng vin co thé duge ngan chan bing cach st dyng céc co ché m3u dugc dac ta trong cac Diéu 6.3, 6.4 va
6.7.

Chir ky sé dwa trén SHA-1 dwoc khuyén céo sir dugc dung trong cac ¢ng dung mang tinh ké thira.
6.2.3 Sinh kh6a ky va khéa kiém tra

Khoa ky ca mot chii thé ky 13 mét s nguyén bi mat X duoc sinh gid ngdu nhién ho&c ng&u nhién sao
¢ho 0 < X < g. Tham sb D 1a 1. Twong (rng véi khda kiém tra céng khai YiaY = G*mod p.

Mot khéa ky bi mat X clia ngudi ding va khda kidm tra céng khai Y thwong duoc ¢b dginh cho mét chu
ky théi gian. Khéa ky X duoc gil bi mat.

6.2.4 Tién trinh trinh ky
6.2.4.1 Sinh sé ngdu nhién
Chii thé ky tinh toan sé nguyén K ngéu nhién hodc gid ngdu nhién sao cho 0 < K < q.
6.2.4.2 Tao tién chir ky
Déu vao clia bude nay Ia sb nglu nhién K, va chii thé ky tinh :
1 =6%modp
6.2.4.3 Chudn bj thong diép dé ky
Thong diép dwoe chudn bj sao cho M, 12 rdng va M, 14 thong diép duoc ky, nghia aM, =M.
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6.2.4.4 Tinh toan bing chirng
Chii thé ky tinh R = [Tmod g, v&i bang chirng chi don gian 1a mot ham cha tién chiv ky. Vi vay
R = (6¥mod p)mod q
6.2.4.5 Tinh todn nhiém vy
Chd thé ky tinh todn ma bam; néu dd dai dau ra theo bit clia ham bam Iya chon Ién hon [log, ¢, H 14

tap hop trai nhét (trong sb cao nhat) [log, ¢ | bit clia h(M;). Nguoc lai, H 1a h(M,). Sau d6, H duoc

chuyén ddi thanh sé nguyén theo quy tic chuyén ddi, BS2/, trong phu luc B. Nhiém vy (73,T,) 1a
(—R,=BS2I(y,H)).

6.2.4.6 Tinh toan thanh phén th hai ctia chir ky
Cac chi¥ ky 1a (R, §) véi R dwece tinh trong 6.2.4.4 va

S = (K~*(BS2I(y,H) + XR))mod q
V&i H = vj tri trai nhét {trong sé cao nhit) min(g, y) bits clia h(M,).

Gia tri ca h(M,) 1a mét xau dau ra y bit ciia ham bam phis hop trong 6.2.2. Dé tinh S, chudi nay sé dwoc
bién ddi thanh s nguyén.

NG droc yéu clu dé kiém tra R = 0 hodc S = 0. Néu mot trong hai gia tri R hodc § = 0, mét gia trj méi
clia K dwgc tao ra va chir ky duoc tinh lai (rat hiém khi xdy ra R = 0 hodic S = 0 néu chi¥ ky s6 dwoc
sinh dung).

6.2.4.7 Xay dwng phan phuy lyc
Phén phuy luc a phép ghép clia (R, S) va mdt trwdng Iwa chon text, text, ((R, S), text).
6.2.4.8 Xay dyng thdng diép di ky
M6t thdng diép da ky 1a phép ghép clia thdng diép M va phan phu lyc.
MII((R,S), text)
6.2.5 Tién trinh kiém tra
6.2.5.1 Téng quan

Trwdc khi kiém tra chir ky cla thong diép da ky, ngwoi kidm tra cin phdi ¢6 céc ban sao tin cy cia
p.q.Gvay,

6.2.5.2 Truy xuit bing chirng

Nguedi kiém tra truy xuét bing chirng R va thanh phén thr hai ctia chir ky S tir phin phy luc. Va kiém tra
xem 0 < R < qva 0 < § < q. Néu mét trong hai diéu kién bj vi pham, chi¥ ky sé bj tir chi.

6.2.5.3 Chudn bi théng diép dé kiém tra
Ngudi kiém tra truy xust M, = M tlr thong diép da ky. M, 12 réng.
6.2.5.4 Truy xuit nhiém vu

Buérc nay gidng vai 6.2.4.5. Cac dau vao cho ham nhiém vy bao gdm bang chirng R tlr 6.2.5.2 va M, tir
8.2.5.3. Nhiém vy T = (T4, T;) dugc tinh lai nhw la d&u ra clia ham nhiém vy 6.2.4.5.

6.2.5.5 Tinh lai tién chir ky
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Cac dhu vao cho budc ndy 1a cac tham sé mién, khoa kiém tra Y, nhiém vy T = (Ty,T3) tir 6.2.5.4 va
thanh phin the 2 clia chiv ky sb S tir 6.2.5.2. Ngudi kiém tra c6 duoc mot gid tri tinh lai /17 cGa tién chi
ky dung céng thire:

n = Y—-s-l'nmodqg—s-ﬂ‘z'modqmod p
6.2.5.6 Tinh lai bang chirng

Vigc tinh todn & buéc ndy giéng nhu 6.2.4.4. Ngudi kiém tra thuc hién ham bang ching. Bauvaocia 1’
tr 6.2.5.5. Luu y ring M, 1a rdng. DAu ra 1a bang chirng dugc tinh lai R” sao cho R' = M'mod q.

6.2.5.7 Kidm tra bing chieng

Ngudi kidm tra so sanh bing chirng tinh lai, R’ tir 6.2.5.6 v&i gid tri clia R tlr 6.2.5.2. Néu R’ = R, thi chi¥
ky la hop 18.

6.3 KCDSA
6.3.1 Tdng quan

KCDSA {Thuét toan chiz ky s6 dua trén chivng thu ctia Han Quéc) 13 co ché chir ky vai E = Z;, p la s6

nguyén té, va g 13 wéc nguyén té cliap — 1. Khoa kiém tra ¥ 12 G¥™ 4613, thamsé D 1a-1. Théng diép
dugc chudn bi sao cho M, la réng va M, 1a thdng diép 64 ky, nghla & M, = M. Ham bing chirng droc
xac dinh theo cdng thirc :

R = h(I2BS(B, M)
Néu y 12 dai hon 8, thi ham bang ching dugc thay thé bdi cong thire :
R = 1285(8,BS2! (y,h(1285(8, 1)) mod 2%)

Cac tham s6 mién sé& chi dinh vao ham bam dwoc ding. Ham nhiém vy duwoc xac dinh theo cong thire
sau ;

(T, T2)=(V,-1),
V&i V = BS21(B, R & H)mod q. Gid tri H 1a m& bam tlr khda cong khai ¥ va thong diép M.
Céc hé s6 (A, B, C) clia cong thirc chi ky KCDSA nhw sau :
(A,B,C) = (T2,5.T)
Vi vay, eong thirc chi ky s6 trd thanh
—K+5X 14V =0(mod q)

CHU THICH Co ché nay dugc Iy tir myc [36]. Céc ky higu dugc thay a8i mbt chut so véi tham chidu [36] dé phi hop voi ky
hiéu dwoc ding trong cc phan khac cla bd tiéu chudn nay.

6.3.2 Cac tham sé

p mdt s6 nguyén té, vai 2671 < p < 2%

q mdt wée nguyén tb cia p-1, voi 28-1<q<2f

F mét sb nguyén saocho 1 < F < p~ 1va F®Y9modp > 1.

G FP~Y/9mod p, mdt phan tir bac g trong Z,

1 kich thuwde khéi dau vao (theo bit) clia har bam duwgc lwa chon

Ham bam clia nguwdi xac thuc hodic OID véi ham badm durge dac ta.
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Ba lua chon clia bd ba (a, 8, h) dwoc cho phép trong KCDSA, chiing 13 (2048, 224, SHA-224), (3072,
256, SHA-256) va (2048,224, SHA-256). Gilra chung, (2048,224,SHA-224) va (3072, 256, SHA-256)
duoc khuyén nghi, con (2048, 224, SHA-256) ¢c6 thé dwgc dung trong trwdng hop chi ¢é SHA-256 va
SHA-224 thi khong.

Céc sé nguyén p,q,G va I cd thé duoc cong khai va cé thé chung cho mét nhém ngudi dung.
6.3.3 Sinh khéa ky va khéa kiém tra

Khéa ky clia mét chii thé ky 1a mét sb nguyén bi mat X dwoc sinh gid ngau nhién hoac ngéu nhién sao
cho 0 < X < q. Tham s D 13 -1. Twong ting véi khda kiém tra cong khai Y 1a Y = 6*™ mod p.

Mét khéa ky bi mét X cia ngwdi ding va khéa kidm tra cong khai ¥ thuérng dugc cb dinh cho mét chu
ky thoi gian. Khéa ky X duerc gite bi mat.

6.3.4 Tién trinh ky
6.3.4.1 Sinh sé ngdu nhién
Cht thé ky tinh todn s6 nguyén K ngiu nhién hodc gia ngéu nhién sac cho 0 < K < g
6.3.4.2 Tao tién chir ky
Dau vao clia brdc nay 1a sb ngdu nhién K, va chi thé ky tinh
m=G6%modp
6.3.4.3 Chudn bj thong diép dé ky
Théng diép dwgc chuln bj sao cho M, 14 réng va M, Ia thng diép duoc ky, nghia 1a M, = M.
6.3.4.4 Tinh toan béng chirng

Chi thé ky tinh bang chirng R = h(12BS(B, IT)), trong d6 dAu ra ctia H 13 m& bam cla xau bit 46 dai a
dugc chuyén ddi tir tidn chi ky 17. Néu y dai hon B, khi d6 viéc tinh toan bang chirng dwoc thay thé béi

R = 12BS(B, BS2I (y, h(12BS(B, IT))) mod 2).
Quy t&c chuyén ddi, 12BS va BS2/ dugc dwa ra trong phy lyc B.
6.3.4.5 Tinh toan nhiém vy

Cht thé ky tinh toan nhiém vy (Ty,T,) = (V,~1) v&i V = BS21(8, R®H)mod q, v&i H = h(Y'||M;) 12 m&
badm cha phép ghép Y’ = I2BS(l, Ymod 2') va thong diép M,. Gia tri cda Y’ [& mét xau bit co dd dai [
Trong tinh toén V, xau bit ROH sé dugc chuyén ddi thanh sb nguyén trwde khi gidm modulo ddi vdi g.

Néu y dai hon B, thi viéc tinh toan H duwoc thay thé bdi H = I2BS(B, BS2I(y, h (Y’ I| M,))mod 2P).
CHU THICH ¥” 14 mt gid tri cb dinh cho ngudi diing, gia tri nay c6 thé duc git nhwe 1a tham sb clia ngudi dung.
6.3.4.6 Tinh toan thanh phén thir hai ctia chir ky
Chir ky la (R,S) v&i R dwoc tinh trong 6.3.4.4 va

S=X(K-V)modq
6.3.4.7 Xay dirng phin phy luc
Phén phu luc 1a phép ghép ctia (R, S) va mét tneong lya chon text , text, ((R, S), text).
6.3.4.8 Xay dwng thong diép da ky
Mét thdng diép da ky 13 phép ghép clia thong diép M va phan phu luc.
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MII((R.5). text)
6.3.5 Tién trinh kiém tra
6.3.5.1 Téng quan

Tredc khi Kidm tra chir ky clia théng diép da ky, nguoi kiém tra cAn phai cé c4c ban sao tin cay cla
p.qVacG

Ngwoi kidm tra ciing yéu chu cac d liéu cn thiét cho tién trinh kidm tra: vi du, khéa kiém tra ¥ (xem
TCVN 12214-1 (ISO/IEC 14888-1:2008), Diéu 9 cho cic yéu cau bd sung).

6.3.5.2 Truy xuét bing chirng

Ngui kiém tra truy xuét bing chng R va thanh phén thir hai clia chiv ky S tir phin phu luc. Va kiém tra
xem cac didu kién sau ¢6 thda man hay khong:

- 0<S<aqg;
- Néu dé dai clia gié tri y khbng dai hon B, 4o dai bit clia R bang db dai bit dAu ra cGa ham

bam dwoc ding b .
- Néu d6 dai clia gid trj y 14 dai hon B, d6 dai bit clia R la bang f.

Néu vi pham bAt ky didu kign nao & trén chir ky s6 s& bj tir chéi.
6.3.5.3 Chuén bj thong diép dé kiém tra

Ngubi kigm tra truy xut M; = M tiy thong diép 3 ky. M, 1a rbng.
6.3.5.4 Truy xuat nhiém vy

Budc nay gidng véi 6.3.4.5. Cac GAu vao cho ham nhiém vu bao gbm bing chimg Rty 6.3.5.2 va M, tir
6.3.5.3. Nhiém vy T = (T, T;) dwec tinh lai nhu 1a d4u ra cua ham nhiém vy 6.3.4.5.

6.3.5.5 Tinh 1ai tién chir ky

DAu vao clia buée nay 14 cac tham sé midn, khéa kiém tra Y, nhiém vu T = (T, T,) t 6.3.5.4 va phan
thir hai ctia chi? ky s6 S tir 6.3.5.2. Nguwdi kim tra nhan duoc gi tri tinh todn lai I’ cda tién chir ky nho
cbng thire

= YS maquTl mod Ymod P
6.3.5.6 Tinh lai bang ching

Viéc tinh toan & budc nay gibng nhu 6.3.4.4. Nguoi kiém tra thre hién ham bing chirng. Dau vaola I’
tir 6.3.5.5. Luwu ¥ ring M, 13 rdng. DAu ra la béng ching duoc tinh ai R’

6.3.5.7 Kiém tra bing chivng

Ngudi kidm tra so sanh béing chtng tinh lai, R t0r6.3.5.6 voi gi tri cda R tir £.3.5.2. Néu R’ = R, thi chtr
ky 12 hop I&.

6.4 Thuat toan Pointcheval/Vaudenay

6.4.1 Tdng quan

Phuong phap cla Pointcheval/Vaudenay 14 mot bién thé cla thuat toan DSA, véi £ = Z;, p la mot s6
nguyén té, va q 1a mot wéc nguyén té clia p - 1. Tham s6 D biing 1. Thdng diép duoc chudn bj sao cho
M, 12 réng va M, 1a thong diép dwoc ky, nghia la M, = M. Bang chirng duoc xac dinh boi cong thire :

R =Mmodq

Va ham nhiém vy duoc xac dinh bdi cdng thire
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(1. Tz) = (=R, —H)

V&i H = h(I12BS(B, R)|IM) 1a ma bim cla phép ghép clia bang chirng R va théng diép M. Luu § réng viéc
tinh T, trén yéu clu viéc bién ddi ma bim thanh mét sé nguyén. Ham bién ddi dwgc dua ra trong phy
lyc B.

Céché s (4, B, C) clia céng thirc chir ky Pointchevai/Vaudenay nhu sau
(4,8,0) = (5,T.Ty)
Vi vay cong thire ky 14
SK —RX—H = 0(mod q)
CHU THICH Co ché nay dya trén thuat toan dworc thiét ké béi D. Pointcheval va 8. Vaudenay trong vién chigu [31].
6.4.2 Cac tham sé
P mét sb nguyén td
q mt w&c nguyén té clap- 1
F mot sd nguydnsaocho 1 < F <p—1va FPDamodp > 1
G F@®-D/med p
Ham bam dinh danh hoic OID v&i ham bim duoce dac ta ta
Mdt khuyén nghj cho moi ngudi kiém tra viéc sinh cac tham sé cong khai hop 16.
6.4.3 Sinh khoa ky va khéa kiém tra

Khéa ky clia mét chil thé ky & mot s& nguyén bi mat X duoc sinh gid ngu nhién hoc ngdu nhién sao
¢ho 0 < X < q. Tham sé D 1a 1. Khoa kiém tra cong khai twong vng ¥ 1a

Y =6*modp

MGt khoa ky bi mat X cGa ngwdi ding va khoa kiém tra cbng khai Y thuwéng dugce ¢d dinh cho mét chu
ky thoi gian. Khoda ky X dwoc gilr bi mat.

6.4.4 Tién trinh ky
6.4.4.1 Sinh sé ngéu nhién
Ch thé ky tinh toan s6 nguyén K ngiu nhién hoc gia ngiu nhién sao cho 0 < K < g
6.4.4.2 Tao tién chir ky
Béu vao clia buéc nay Ia sé ngdu nhién K va chi thé ky tinh:
M =6"modp
6.4.4.3 Chudn bj théng diép dé ky
Thong diép Awec chuln bj sao cho M, 13 rdng va M, 12 thong digp dwoc ky, nghia la M, = M.
6.4.4.4 Tinh toan bang chirng
Chui thé ky tinh toan R = [Tmod q, v&i bing chirng don gidn ia mot ham cda tién chir ky. Vi vay,
R = (6*mod p)mod q.

6.4.4.5 Tinh toan nhiém vy
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Cha thé Ky tinh nhigm vu (T, To) = (=R, =BS2I(y,H)), v&i H = h(12BS(B,R)|IM;) 1& ma bim cla viéc
ghép béng chitng va théng diép M,. Trwée khi ghép, bang chirng sé duoc bién ddi thanh xau bit @ dai
|pi.

6.4.4.6 Tinh chiv ky
Chi¥ ky la (R, $) véi R dwoc tinh & 6.4.4.4 va

S =K~Y(BS2(y.H) + XR)mod q.
6.4.4.7 Xay dwng phan phu luc
Phan phu luc 1a phép ghép cta (R, S) va mét trurdng iwa chon text , text, ((R,S), text).
6.4.4.8 Xay dung théng diép da ky
M6t théng diép a4 ky 1a phép ghép clia théng diép M va phén phy luc.

M|I((R,S), text)

6.4.5 Tién trinh kiém tra
6.4.5.1 Tdng quan

Trwédre khi ki€m tra chiy ky cia thdng diép da ky, ngudi kidm tra cin phai ¢6 cac ban sao tin cdy cla
».q.06.

Ngudi kidm tra ciing yéu chu cac dir liu cAn thiét cho tién trinh kidm tra: vi dy, khéa kiém tra ¥ (xem
TCVN 12214-1 (ISO/IEC 14888-1:2008), Didu 9 cho céc yéu cu bd sung).

6.4.5.2 Truy xuét bang chirng

Nguoi kidm tra truy xuét blng chirng R va thanh phan th( hai clia chC ky S tir phéﬁn phu luc. Va kiém tra
xem 0 < R < q va 0 < § < q. Néu mat trong cac didu kign bj vi pham, chir ky s6 s& bi tir chéi

6.4.5.3 Chudn bj thong diép dé kiém tra
Nguedri kiBm tra truy xuét M, = M tir thdng diép da ky. M, 1a réng.
6.4.5.4 Truy xuét nhiém vy

Buéc ndy gibng véi 6.4.4.5. Céc dau vao cho ham nhiém vy bao gbm_béng ching R tlr 6.4.5.2 va M, tlr
6.4.5.3. Nhiém vu T = (T;,T,) duoc tinh lai nhw 12 ddu ra cia ham nhiém vy 6.4.4.5.

6.4.5.5 Tinh lai tién chir ky

Céc dhu vao cho buéc ndy la cac tham sé midn, khoa kiém tra Y, nhiém vu T = (Tl,i_"z)ftr:v’ﬁ.tf.s.4 va
thanh phan thiy 2 cla chix ky sb S tir 6.4.5.2. Nguoi kiém tra co duge mot gia tr tinh fai 1 cta tién chi
ky diing cdng thurc:

n= y—S-—-iTl mod qG—S—‘lTZ mod g mod p
6.4.5.6 Tinh laj bing chirng

Viéc tinh toan & budc nay gibng nhuw 6.4.4.4. Ngudi kiém tra thyee hién ham bang chirng. Pauvaolamn’
tir 6.4.5.5. Lieu ¥ ring M, 1a rdng. DAu ra la bang chirng duoc tinh lai R’

6.4.5.7 Kiém tra hang chirng

Ngudi kidm tra so sanh biing chirng tinh lai, R’ tir 6.4.5.6 v&i gid tri cda R tlr 6.4.5.2. Néu R = R, thi chi¥
ky 1a hop l&
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6.5. SDSA
6.5.1 Téng quan

SDSA (Thuat toan chi ky sé Schnorr) 14 mét co ché chi ky voi E = 23, p 1a mét sé nguyén té, va g la
mét wéc nguyén tb cha p — 1. Tham sé D = 1. Thong diép chudn bj sac cho M, la théng diép dugc ky,
nghia 1a M; = M, va M, 1a rdng. Ham béng chirng duoc xac dinh bang cach @3t R bdng mot mi bim.
Ham nhiém vy duwgc xac dinh bang cach dat T, = —1 va T, la s nguyén am nhéan dugc bang cach
chuyén di R thanh mdt sé nguyén theo quy tic BS2/, dugc dwa ra trong Phy luc B va sau d6 rit gon
modulo q.

Céc hé s6 (A, B, C) ciia cdng thire ky SDSA duwgc tinh nhu sau:
(4,B,0) = (T, Ta, S).
Vi vay, cong thire ky tré thanh:
-K+T,X+5=0(mod q).

CHU THICH SDSA I3 viét tét clia Thuat toan ch ky sb Schnorr. Co ché duwgrc ISy tir vien din [32) va [33]. Cac ky hidu duoc
thay dbi so véi vidn din [32] va [33] dé phiz hop véi ky higu duge ding trong tiéu chudn nay.

6.5.2 Cac tham sé

p sb nguyén t8, véi 2071 < p < 29,

q Mgt wéc sé nguyénté cliap — 1, véi 281 < g < 28,

G mét phan t sinh clia nhém con bac g, saocho 1 < G < g.

Bdn sy Iwa chon cho ¢p (a, k) dwoc cho phép trong SDSA, dugc goi la (1024, SHA-1), (2048, SHA-
224) va (3072, SHA-256). g twong (ng dwgrc Ira chon 1a a trong Béng 1.

Cac sé nguyén p, q,G c6 thé dwoce cong khai va c6 thé chung cho mét nhom ngudi diing.

Cac tham s6 p, g, G duoc sinh nhw trong déc ta & phu luc D. Céc tham s8 p va q ¢b thé dugc sinh ra
bang c&ch str dung k¥ thuat sinh sé nguyén tb trong ISO/NEC 18032.

M6t khuyén nghj @6i véi toan bd ngudi diing kiém tra viéc sinh hop 1é clia cac tham sb céng khai SDSA
theo vién dan [17).

Mét khuyén nghj @bi voi chi ky sb dia trén SHA-1 chi nén siv dung cho cac tng dung mang tinh ké
thira.

6.5.3 Sinh khéa ky va khoa kiém tra

Khéa ky clia mét ch: thé ky [a mét sé nguyén bi mat X dwoc sinh gid ngau nhién hodic ngiu nhién sao
cho 0 < X < q. Tham s6 D 14 1. Twong (ng v&i khoa kiém tra cdng khai ¥ 1a Y = G*mod p.

Mét khda ky bl mat X cGa nguwdi ding va khéa kidm tra cong khai Y thuéng dwoc ¢b dinh cho mét chu
ky théri gian. Khoa ky X dwoc gile bi mét

6.5.4 Tién trinh ky

6.5.4.1 Tao sé ngéu nhién

Chi thé ky tinh toan s6 nguyén K ngau nhién hodc gid ngiu nhién sao cho 0 < K < q
6.5.4.2 Tao tién chiv ky

Bdu vao ctia bwéc nay 13 sé nglu nhién K, v chi thé ky tinh

1= G¥mod p.
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6.5.4.3 Chudn bj thong diép dé ky

Théng diép dwoc chudn bi sao cho M, 14 thong digp duoc ky, nghia fa M, = M, va M, ta réng.

6.5.4.4 Tinh bang chirng

Chil thé ky tinh biing chitng R 12 ma bam clia tién chiz ky 17 va phén dau tién cha thong diép M,
R = h(12BS(B, M|IM).

6.5.4.5 Tinh nhiém vu

Gié tri clia biing chivng R duworc bién ddi thanh mét sb nguyén theo quy thc bién @i, BS2I, trong phu luc
B va sau dd rit gon theo modulo g. Nhiém vy (T1,T2) la (-1,-BS2i(y,R)mod q).

6.5.4.6 Tinh toan thanh phan thir hai ciia chi¥ ky
Chir ky s6 (R, S) véi § = (K + BS2I(y, R)X)mod q.

Nhu mét st Ia chon, mét mong mudn @é kiém tra ndu R = Oho3c § = 0. Néu mot trong hai gié tri
R = Ohod3c S = 0, mot gia tri méi clia K duoce sinh ra va chi ky dugec tinh toan lai (rét hiém khi xay ra
R = 0 hoac S = 0 néu chir ky sb dwgc sinh dang).

6.5.4.7 Xay dwng phan phu luc

Phin phu luc 13 phép ghép cla (R, S) va mot trrong ira chon text, text.

6.5.4.8 X4y dipng thong diép da ky

Mot théng diép da ky la phép ghép clia thong diép M va phén phy luc.
MII((R,S), text)

6.5.5 Tién trinh kiém tra

6.5.5.1 Tng quan

Ch thé kidm tra yéu cAu diz liéu can thiét duoc yéu chu cho tién trinh kiém tra.

6.5.5.2 Truy xuét bing chirng

Nguéi kidm tra truy xuét bing ching R va thanh phan thé hai cha chir ky S tU» phan phuy luc. Ngudi kiém
tra kidm tra xem R I3 mét xau khac 0 trong dai ctia ham bam hay khéng vasaocho 0 < § <g.

6.5.5.3 Chuan bj théng diép dé kiém tra

Ngudi kiém tra truy xuét M tie thong diép da ky va chia thong diép thanh hai phan M,; va M,, sao cho
M1 =M va Mz 1a fang.

6.5.5.4 Truy xuét nhiém vu

BAu vao clia ham nhiém vu bao gdm béng chimg R tir 6.5.5.2. Nhiém vy
T = (T, Ty) = (-1,~BS2I(y,R)mod q).

6.5.5.5 Tinh lai tién chi® ky

Céc GAu vao cho budc ndy I3 cac tham sb mién, khoa kidm tra Y, nhiém vu T = (T3, T2) tir.6.5‘.5.4 v:él
thanh phin ther 2 clia chiz ky s6 S tir 6.5.5.2. Ngudi kidm tra o6 duoe mét gia tri tinh lai I’ clia tién chlr
ky dung cdng thirc

n-':y(TZ mod q) (;(=5T1 mod Dmad p= y(T2 mod Q)G[S mod Pmod r

24



TCVN 12214-3 : 2018
6.5.5.6 Tinh lai bing chirng

Vige tinh & budce nay la gidng nhu trong 6.5.4.4 va 6.5.4.5. Ngudi kiém tra thiec hién ham béang chirng.
Dau vao 7' tir 6.5.5.5 va M, tlr 6.5.5.3. DAu ra la bing chirng duge tinh lai R', 1a ma b3m cta viéc tinh
lai tién chir ky /1 va théng diép M.

6.5.5.7 Kiém tra biing chirng

Ngudi kiém tra so sénh v&i bang chirng dugc tinh lai R’ tir 6.5.5.6 voi phién ban R truy xuét tir 6.5.5.2.
Néu R' = R thi chir ky dwoc kidm tra.

6.6 EC-DSA
6.6.1 Téng quan

EC-DSA (Thuat todn chi¥ ky s6 dia trén duwang cong elliptic) 1a mot thuat toan dwong cong elliptic lién
tuc DSA. Céc hé s6 (4, B, C) cia EC-DSA dugrc thiét 1ap nhw sau:

(A.B, C) = (St TIFTZ)

V6i (Ty,T;) = (—R,-BS2I(y, H)) v H = h(M) 12 m& bam dwoc cat ngén cla thong diép M, drgc bién
d6i thanh s nguyén theo quy tic bién ddi dvoc dwa trong phu luc B. Ham bam h 14 mét trong c4c ham
bam SHA-1, SHA-224, SHA-256, SHA-384 va SHA-512 dwge mo ta trong TCVN 11816-3:2017 (ISO/IEC
10118-3).

Khéa kidm tra Y 13 [X]G; nghia 1a tham s6 D bang 1. Théng diép duoc chudn bj sac cho M, 12 rdng va
M, 1 thdng diép dugc ky, nghia 12 M; = M. Ham bing chirng dwoc xac dinh theo cong thire

R =FE2I(r,Tiy)mod q
Quy tic bién ddi, FE2!, dugc dwa ra trong Phuy fuc B.
Vi véy, cong thire chir ky tré thanh
SK ~ RX - BS2i(y,H) = 0(mod q)
CHU THICH Co ché ndy dya trén thuit toan duge mé 1 tai vien dan 7],

6.6.2 Cac tham sé
F Mt trvdng hiru han
E mot nhom dwdng cong elliptic trén trudng F.

#E  lyclugngcla E
q mét wéc nguyén té clia #E
G mét didm clia dwdng cong elliptic bac g

Moi tham sé ¢6 thé dugc cong khai va co thé dung chung cho mét nhém nguei diing. D9 dai an toan clia
ham bdm duwoc lira chon nén triing hodic virt qué dd dai an toan lién quan dén dd dai bit q.

Mat khuyén nghj ddi vé&i toan by ngudi ding kiém tra viéc sinh hop 18 clia cac tham sb céng khai EC-
DSA theo vién dén [7] hodc [17].

Mot khuyén nghi d6i voi chir ky sé dwa trén SHA-1 chi nén s dung cho cac trng dung mang tinh ké
thira.

6.6.3 Sinh khéa ky va khéa kiém tra

Khoa ky cia mot chi thé ky 1a mét s6 nguyén bi mét X duoc sinh gia ngéu nhién hoac ngéu nhién sao
¢ho 0 < X < ¢. Tham s6 D 14 1. Tuong (rng voi khéa kiém tra cong khai ¥ 1a
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Y = [X]G.

Mot khéa ky bi mat X clia nguwdi dung va khda kiém tra cong khai Y thuwong duoc ¢b dinh cho mét chu
ky thoi gian. Khoa ky X duec gitr bi mat

6.6.4 Tién trinh ky
6.6.4.1 Tao s6 ngiu nhién
Chi thé ky tinh toan mét s nguyén K ngdu nhién hoac gia ngdu nhién sao cho 0 < K < ¢.
6.6.4.2 Tao tién chir ky
DAu vao clia bude nay la sé ngdu nhién K va chi thé ky tinh
m=[KlG.
6.6.4.3 Chudn bj thong diép dé ky
Théng diép Ao chuin bi sao cho M, ta réng va M; 1a thong digp duoc ky, nghia la M, = M.
6.6.4.4 Tinh bang chirng
Chti thé ky tinh R = FE21(r,Tix)mod q.
6.6.4.5 Tinh nhiém vu

Chd thé ky tao ra ma bam; néu d% dai theo bit dAu ra ctia ham bam Ién hon [logzq}, H duoc th_iéét Iéé:a_
phia tréi nhét (trong sé cao nhét) [log,q] ctia h(M,). Nguec lai, H la h(M,). Sau @6, H duoc bien doi
thanh s6 nguyén theo quy thc bién @di BS2/, trong phy lyc B. Nhiém vu (Ty, T2) 1a (=R, ~BS2I(y, H)).

6.6.4.6 Tinh thanh phin thi» hai ctia chiz ky
Chi ky 1a (R, S) v&i R duorc tinh trong 6.6.4.4 va

s=(K(XR + BS2I(y, H))) mod q.

N6 duwgc yéu chu dé kidm tra R = 0 hodc S = 0. Néu mot trong hai gié tri R hodc S = 0, mat gié tri méi
clia K GUocC tao ra va chi ky dugc tinh lai (rét hiém khi xay ra R = 0 hodc S = 0 néu chir ky sb duoc
sinh ding).

6.6.4.7 Xay digng phan phu luc
Phén phu luc 13 phép ghép cbia (R, S) va mét truéng lea chon text , text, ((R,S), text)
6.6.4.8. Xay dirng thong diép da ky
Mét thong diép da ky 14 viéc ghép cua M va phén phy fuc.
M|I((R,S), text)
6.6.5 Tién trinh kidm tra
6.6.5.1 Tong quan
Chii thé kiém tra yéu chu d@ liéu cAn thiét duoc yéu chu cho tién trinh kiém tra.
6.6.5.2 Truy xuét bing chirng

Ngudi kidm tea truy xuét bang chieng R va thanh phan thir hai clia chi ky $ tir phan phy hic. Bn? kiém tra
xem(Q<R<gvabd«<S<q n&u mét trong cac didu kién @4 bi vi pham, chlr ky 58 ¢& bi tle choi.

6.6.5.3 Chudn bj théng digp dé kiém tra
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Nguoi kidm tra truy xudt M tir thdng diép da ky va chia thong diép thanh hai phan M, va M,. M, la réng
va MZ =M.

6.6.5.4 Truy xuét nhiém vy

Buwéc nay giéng véi 6.6.4.5. Céc dau cla ham nhiém vy bao gdm bing chirng R tir 6.6.5.2 va M, tir
6.6.5.3. Nhiém vu T = (T3, T) duoc tinh fai nhw dAu ra tir ham nhiém vu 6.6.4.5.

6.6.5.5 Tinh lai tién chi¥ ky

Bu vao clia bwdc ndy 13 hé théng cac tham sé, khéa kidm tra ¥, nhiém vy (T = T,,T,) ti 6.6.5.4 va
phan th(r hai cia chir ky S tir 6.6.5.2. Ngudi kiém tra c6 duoc gia tri tinh lai cha tién chi ky n' b&i cdng
thirc sau

M'={-§1Tymod q)Y + [-$™'T,mod q}G
6.6.5.6 Tinh lai bing chirng

Viéc tinh toan & budc nay giéng véi 6.6.4.4. Ngudi kiém tra thuc hién ham biing chirng. DAu vao I’ tir
6.6.5.5. DAu ra 12 bang chirng duoc tinh lai R'.

6.6.5.7 Kiém tra bing chirng

Ngudi kiém tra so sanh gia tri bing ching duwoc tinh lai R’ tr 6.6.5.6 véi phién ban R dugc truy xult tiy
6.6.5.2. Néu R’ = R thi chi ky sé dwoc kidm tra.

6.7 EC-KCDSA
6.7.1 Tdng quan

EC-KCDSA (Thuat toan chi ky sb dia trén chiing thu sé duéng cong elliptic Han Quéc) 1 co ché ky
v&i khoa kidm tra Y = [X~1]G; @6 14, tham sb D bang -1. Thong diép dwoe chuan bi sao cho M, la réng
va M, la théng diép da duwoc ky, nghia 13 M, = M. Ham béing chirng dugrc xac dinh theo cong thire sau:

R = h(FE2BS(r,1y)).
Néu y dai hon B, thi ham bing chirng dugc thay thé bdi cong thire

R = 12BS(8, BS2 (v, h(FE2BS(r, ri,,))) mod 28)

Cac tham sé mién sé duwgc chi thj trong ham bam duwgc diung. Cac ham nhiém vy duge xac dinh theo
cong thire :

(M, T2) = (V,-1)
V&i vV = BS21(B, (R @ H))mod q. Gié trj H & ma bam tir khda cong khai ¥ va théng diép M.
Céc hé s (4, B, C) ciia EC-KCDSA dugc thiét 1ap nhu sau
(A4,B,C) = (T5,5.Ty)
Vi vy cdng thirc ky trd thanh
~K +5X"1 +V = 0(mod q).

CHU THICH Cor ché nay dugc Idy tle vign d3n [37). Cac ky hidu duoc thay ddi mot chiat so voi vin din [37) d& phi hop véi ky
higu dugce dung trong mdt sb noi khic clia tidu chudn nay.

6.7.2 Cac tham sé
I kich thuéc khdi dau vao (theo bit) ctia ham bam da duoc Iwa chon h.

F mot truong hivu han
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E mét nhom dwéng cong elliptic trén tredng F

#E  lwclwongcia E

q woC nguyén td clia #E

G mét diém trén dudng cong elliptic bac g

Binh danh ham bam hoc OID v6i ham bam duoc déc ta.

T4t ca cac tham sé c6 thé dwoe cng khai va cb thé dung chung cho mét nhém nguoi dung.

Mt khuyén nghi déi voi toan b ngudi ding kiém tra viéc sinh hop 16 clia cac tham sé cong khai EC-
KCDSA theo vién dan [37].

6.7.3 Sinh khoa ky va khéa kiém tra

Khéa ky clia mét chit thé ky 1a mot s6 nguyén bi méat X dwoc sinh gia ngdu nhién hodc ngdu nhién sac
cho 0 < X < g. Tham sé D 12 -1. Tuong (ng véi khoa kiém tra céng khai ¥ 12

Y =[X"1)6

Mat khoa ky bi mat X clia ngudi ding va khéa kiém tra cong khai Y thudng dwoc cd ginh cho mét chu
ky thoi gian. Khéa ky X duoc gil bi mat.

6.7.4 Tién trinh ky
6.7.4.1 Tao sé ngdu nhién
Chii thé ky tinh toan mét s nguyén K ngau nhién hodc gia ngéu nhién sao cho 0 < K < g¢.
6.7.4.2 Tao tién chir ky
DA vao cho budc ndy la s ngdu nhién K va chi thé ky tinh
= [K)6
6.7.4.3 Chudn bj thong diép dé ky
Thong diép Gwoc chudn bi sao cho M, 1 réng va M, la thong digp duoc ky, nghiala M, = M.
6.7.4.4 Tinh bing chi*rng

Chii thé ky tinh R = h(FE2BS(r, My)), véi &u ra cia h 1a ma bam clia IT,. Néu y dai hon B, thi viéc tinh
toan béng chirng dwoc thay bang R = 12BS(B, BS21(8 [logase(r)), FE2BS (r.11x)) mod 2f).

Quy thc bién G8i FE2BS, 12BS v4 BS2/ dugc dwara trong phy luc B.
6.7.4.5 Tinh nhiém vy

Chii thé ky tinh nhiém vy (Ty, T2) = (V, —1) véi V = BS2/(B,R & H)mod q, v&i H = h(Y'||M;) 1& ma bdm
cia phép ghép Y’ va thong diép M,. Gia tri cla Y’ lal bit trai nhdt clia mdt chudi bit
FE2BS(r, Yy ) || FE2BS(r, Yy). Néu I dai hon 64 dai cla chudi, sé 0 duqc dém thém vira dl vao cudi chudi.
Trong viéc tinh V, xau bit R @ H s& duoc bién ddi thanh mét 6 nguyén trede khi rit gon modulo doi voi
q.

Néu y dai hon B, thi viéc tinh H & duqc thay thé bang H = [2BS(8, BS2I(y. R(Y'|I1M,)) mod 2F).
CHU THICH Y* 13 mét gia tri 8 dinh cho mét ngurdi ding, gié tri ndy c6 1hé duorc git nhw 14 mdt tham s0 ngudi dung.
6.7 4.6 Tinh toan thanh phan thir hai cia chir ky

Chir ky (R, S) véi R dwoc tinh trong 6.7.4.4 va
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S=X(K—-V)modq
6.7.4.7 Xay dwng phan phu luc
Phén phuy lyc 12 phép ghép cda (R, S) va mot triedng hra chon text , text, ((R,S), text).
6.7.4.8 Xay ding thong diép da ky
Mot thdng diép da ky 1a phép ghép thong diép M va phan phy luc.
MI|((R, 5), text)
6.7.5 Tién trinh kiém tra
6.7.5.1 Tdng quan

Truwére khi kiém tra chiv ky clia théng diép da ky, ngudi kiém tra c&n phai cé cac ban sao tin cay cla £, q
vag

Ngudi kidm tra cling yéu clu cac di liéu can thiét cho tién trinh kiém tra: vi dy, khoa kiém tra ¥ (xem
TCVN 12214-1 (ISO/NEC 14888-1), Didu 9 cho cac yéu ciu bd sung).

6.7.5.2 Truy xuét bing chirng

Ngudi kiém tra truy xuét bang chirng R va thanh phan thi hai clia chir ky S tr phan phy luc. Ngwoi kiém
tra kiém tra xem cac didu sau c6 thda man hay khong:

- 0<S<gq;

- Néu db dai clia gi4 tri y khdng dai hon B, db dai theo bit clia R = h (86 dai GAu ra theo bit clia
ham bam dugc st dung);

- Néu g dai clia gia tri y dai hon g, d6 dai theo bit cia R = §.

Néu bét ky didu ndo trong cac didu trén khdng thda man, chlr ky sb sé bi tir chéi.
6.7.5.3 Chuén bi thong diép dé kiém tra

Ngudi kidm tra truy xudt M, = M ti» thong diép da ky. M, 1a rdng.

6.7.5.4 Truy xuat nhiém vu

Budc nay gidng véi 6.7.4.5. Cac d4u vao cho ham nhiém vy bao gdm bang chirng R ilr 6.7.5.2 va M, tir
6.7.5.3. Nhiém vy T = (T3, Ty) dugc tinh lai nhw 1a d3u ra cfia ham nhiém vy 6.7.4.5

6.7.5.5 Tinh lai tién chir ky

Céc dau vao cho budc ndy 14 céc tham sb mién, khéa kiém tra Y, nhigm vy T = (T, T;) t» 6.7.5.4 va
thanh phan thir 2 clia chir ky sb S tlr 6.7.5.2. Ngudi kiém tra c6 dwoc mét gia tri tinh lai 1’ cla tién chiv
ky ding cdng thirc:

1’ =[S mod q]Y + [Ty mod g]G.
6.7.5.6 Tinh lai bang chirng

Viéc tinh toan & budc nay gibng nhu 6.7.4.4. Ngudi kiém tra thue hién ham bang chirng. Dau vao 1a I
tlr 6.7.5.5. Lwu y ring M, la réng. DAu ra 12 bang chirng dugc tinh lai R’

6.7.5.7 Kiém tra bing chirng

Ngudi kidm tra so sanh bang ching tinh lai, R’ tir 6.7.5.6 véi gia tri clia Rt 6.7.5.2. Néu R = R, thi chir
ky 12 hop 1é
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6.8 EC-GDSA
6.8.1 Téng quan

EC-GDSA (Thuat toan chir ky sé dwong cong elliptic Dlrc) 1a co ché ky véi khda kiémtraY = {X“]q;
d6 1a tham s8 D bang -1. Théng diép duoc chudn bi sao cho M, 1 réng va M, la thong diép da dugc ky,
nghia la M, = M. Ham bang chirng dwoc xac dinh theo cdng thire sau

R = FE2I(r,lly)mod q.
Cac hé s (A, B, C) ciia cng thirc chir ky s6 EC-GDSA dugc thiét iap nhu sau:
(A4,B,€) = (T,5,T)
V&I (Ty,T,) = (R, H) va H 14 ma bam cla thong diép M.
Cong thirc chir ky tré thanh:
—RK +SX™1+ H =0 (mod q).
CHU THICH EC-GDSA 14 viét tit clia thust toan chir ky sb clia dwang cong elliptic Birc.[16)
6.8.2 Cac tham sé
F mét trrdng hvru han
E mét nhém Guong cong elliptic trén trdng F
#E  Irclwongclha E
q wéc nguyén tb chia #E
G mét diém trén dwong cong elliptic bac g
Binh danh ham bam ho&c OID véi ham bam dugc déc ta.
Tt ¢a cac tham sé ¢é thé dwoc cong khai va c6 thé ding chung cho mét nhom ngudi dung.
Mot khuyén nghj @i véi toan bd ngudi diing kiém tra viéc sinh hop [é cac tham sé cong khai.
6.8.3. Sinh khéa ky va khéa kiém tra

Khoa ky clia mét chii thé ky 1 mot s& nguyén bi mat X duoc sinh gid ngau nhién hodic nglu nhién sao
cho 0 < X < q. Tham sb D 14 -1. Twong (g voi khéa kiém tra cdng khai Y 4

Y =[X"1]6

Mot khéa ky bi mat X clia ngudi dung va khoa kiém tra cng khai Y thudng dwoc co dinh cho mét chu
ky thoi gian. Khéa ky X dwoc git bi mét

6.8.4 Tién trinh ky
6.8.4.1 Tao sé nglu nhién
ChUi thé ky tinh mét sé nguyén ngdu nhién hodc gia ngdu nhién K sao cho 0 <K < g.
6.8.4.2 Tao ti&n chir ky
Dhu vao clia buoc nay 12 sé ngdu nhién K va chi thé ky tinh
m = [K]G.
6.8.4.3 Chuén bi thong diép dé ky
Théng diép dwore chudn b sao cho M, 1a rdng va M, 12 théng diép duoc kY, nghiata M, = M.
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6.8.4.4 Tinh bing chivng
Ch thé ky tinh R = FE2I(r, Tly)mod q v&i béng chirng don gidn chi la mdt ham cia tién chir ky.
6.8.4.5 Tinh nhiém vy
Chti thé ky tinh nhiém vy (Ty, Ty) = (=R, BS2I(y, H)) v6i H 1a m3 bam cla thong diép M,.
6.8.4.6 Tinh toan thanh phén thi hai clia chir ky
Chi¥ ky (R, S) v&i R dwgc tinh trong 6.8.4.4 va
S = X(KR — BS2I(y,H))mod q.
6.8.4.7 Xay dng phin phu luc
Phan phu lyc 1a phép ghép cla (R, S) va mot trwong lwa chon text , text, ((R, S), text).
6.8.4.8 Xay dwng thdéng diép di ky
MGt théng diép da ky 13 phép ghép, M, va phén phu luc
MI|((R,S). text).
6.8.5 Tién trinh kiém tra
6.8.5.1 Téng quan
Chu thé kidm tra yéu chu cac di lidu cin thiét cho tién trinh kiém tra.
6.8.5.2 Truy xuit bing chirng

Nguwedi kiém tra truy xuét bing chirng R va thanh phin thir hai clia chir ky S tir phan phy luc. D& kiém tra
xem 0 < R < qva0<S$ < g; néumdt trong cac didu kién d6 b vi pham, chi¥ ky sb sé bi tir chéi.

6.8.5.3 Chuan bj théng diép dé kiém tra

Ngueoi kiém tra truy xust M tir thong diép da ky va chia thong diép thanh hai phan M, va M,. M, |2 rong
Vé Mz = M,

6.8.5.4 Truy xuét nhigm vy

Budc nay gibng véi 6.8.4.5. Cac dau vao cho ham nhiém vy bao gbm bang chirng Rt 6.8.5.2 va M, tir
6.8.5.3. Nhiém vu T = (Ty, T,) dwec tinh lai nhw 12 d4u ra cda ham nhiém vy 6.8.4.5

6.8.5.5 Tinh lai tién chir ky

Céc dau vao cho budc ndy |4 hé théng cac tham sb, khoa kiém tra Y, nhigm vy T = (Ty,T;) tr 6.8.5.4 va
thanh phan thr 2 clia chr ky s6 S tir 6.8.5.2. Ngudi kidm tra cé duwge mét gid tri tinh lai 77’ cla tién chlr
ky dung céng thive:

' = [(-T))"1S mod q]Y + [(~Ty)~1T, mod q]G.
6.8.5.6 Tinh lai bing chivng

Viéc tinh ton & bwéc ndy gidng nhuw 6.8.4.4. Nguwdi kiém tra thye hién ham béng chirng. Bau vao la I’
tlr 6.8.5.5. DAu ra 12 bing chirng duwgc tinh lgi R’

6.8.5.7 Kidm tra bing chirng

Nguwi kiém tra so sanh bang chiing tinh lai, R’ tir 6.8.5.6 vai gid tri clia R v 6.8.5.2. NéuR = R, thi chiy
ky la hop 1é
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6.9 EC-RDSA
6.9.1 Téng quan

EC-RDSA (Thust toan chiv ky sé dwomg cong elliptic Nga) 14 cor ché ky véi khéa kiém tra Y = [X]G, @6
la, tham s D bing 1. Théng diép duoc chudn bj sao cho M, Ia rdng va M, la thong diép Ga dugc ky,
nghia I3 M, = M. Céac hé s6 (4, B, C) cia chir ky EC-RDSA duoc thiét 1ap nhw sau

(A: B, C) = (Tl: TZ! '—S)

V6i (T,,T,) = (H,R) va H = h(M) la ma bam clia thong digp M, dugc pién adi thanh mét s6 nguyén nhw
md ta trong 6.9.4 5.

Ham bang chirng duoc xac dinh theo cong thirc sau :
R = FE2I(r,llx)mod q.
Vi vay cong thire ky trdr thanh
HK + RX — § = 0(mod q).

CHU THICH EC-RDSA 13 viét tit clia thuat toan drdng cong elliptic Nga. Co ché nay dugc Ay tr vién din [21]. Céc ky hiu
dwoc thay ddi so véi vidn din [22] 68 phi hep véi ky higu dugc diing trong tigu chuin nay.

6.9.2 Cac tham sé

P mét s6 nguyén té

E mét nhém duwéng cong elliptic trén tredng GF (p)

#E Iwe lwong clia E

q woC nguyén té clia #E

G mot diém trén dwong cong elliptic bac ¢

Pinh danh ham bam hoac OID véi ham bam duoc dc ta.

TAt ¢ cac tham sé co thé duwgc cdng khai va ¢o thé dung chung cho mét nhém nguoi dung.
6.9.3 Sinh khoa ky va khéa kiém tra

Khoa ky ciia mét chii thé ky 1a mét s nguyén bi mat X dugc sinh gid ngAu nhién hodc nglu nhién sao
cho 0 < X < q. Tham sé D 12 1. Twong (ng v&i khda kiém tra cong khai Y la

Y = [X]6.

M6t khoa ky bi mat X ciia ngudi ding v khoa kiém tra cong khai ¥ thudng dugc ¢b dinh cho mét chu
ky thoi gian. Khoa ky X dwoce gile bi mat.

CHU THICH Vién dfn [21] khong hodn todn d4c t4 tién trinh sinh khoa ky bi mét Xclia mdt ngud! dung.
6.9.4 Tién trinh ky
6.9.4.1 Tao s ngdu nhién
Chu thé ky tinh toan mot sé nguyén K ngdu nhién hoac gi4 ngdu nhién sao cho 0 <K < q.
6.9.4.2 Tao tién ch ky
DAu vao clia budc nay 1 sé nghu nhién K, va chii thé ky tinh
1 = [KiG.
6.9.4.3 Chuan bj thong diép dé ky
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Thong diép dwoc chuin bi sao cho M, 1a réng va M, [a thong diép dwoc ky, nghia la M, = M.
6.9.4.4 Tinh bing chirng
Chui thé ky tinh R = FE2I(r,Ty)mod q.
6.9.4.5 Tinh nhiém vy

Chii thé ky tinh H = h(M,). H sau d6 dwoc bién ddi thanh mét sé nguyén theo quy téc bién ddi BS21 trong
phu luc B. Néu H =0modq, thi Hdwoc gan bing 1. Nhiém vy (Ty,T;) 18 (BS2i(y,H),R), néu
BS2I(y, H) # 0(mod g), nguee lai 1a (1,R).

6.9.4.6 Tinh toan thanh phin thi hai cia chiv ky
Chir ky (R,$) v&i R dwoc tinh nhw trong 6.2.4.4 va
S=RX+KHmodq.

Nguri ky kiém tra xem R = 0 hodc S = 0 hay khdng. Néu mat trong hai gia trj R hodc S = 0, thi mét gia
tri mé&i cla K duwgc sinh ra va chir ky duec tinh toan lai,

6.9.4.7 Xay dwng phin phu luc
Phén phy lyc 1a phép ghép clia (R, S) va mdt triedng liva chon text , text, nghia la ((R, 5)||text).
6.9.4.8 X4y dwng thong diép da ky
Mét thong diép @a ky 1a phép ghép, M, va phan phy luc
MII((R,S) || text).
6.9.5 Tién trinh kiém tra
6.9.5.1 Truy xuét bing chirng

Ngui kidm tra truy xuat bing chirng R va thanh phn thiz hai cia chix ky S tir phan phu luc. Dé kiém tra
xem 0 < R < qva0 <S5 < q; néu mdt trong cac didu kién d6 bi vi pham, chi ky sé sé& bij tir chéi.

6.9.5.2 Chudn bj théng diép dé kiém tra

Nguwoi kiém tra truy xudt M tlr thong diép d3 ky va chia thong diép thanh hai phin M, va M,. M, 1a rding
va Mz =M.

6.9.5.3 Truy xuét nhiém vu

Budc nay gibng véi 6.9.4.5. Cac dau vao cho ham nhiém vy bao gdm bing chirng R tlr 6.9.5.1 va M, tir
6.9.5.2. Nhiém vu T = (1, T,) dwgc tinh lai nhu 14 ddu ra clia ham nhiém vy 6.9.4.5.

6.9.5.4 Tinh lai tidn chiv ky

Céc dau vao cho budc nay Ia hé théng cac tham sé, khoa kiém tra Y, nhiém vy T = (T, T;) tr 6.9.5.3 va
thanh phan thir 2 cta chir ky s S tir 6.9.5.1. Ngwdi kiém tra c6 dwgc mét gia tr tinh lai 1’ cha tién chiv
ky dung céng thire:

' = [-T{Tymod q]Y + [T2S mod q]G.
6.9.5.5 Tinh lai bang chirng

Viéc tinh toan & bwdc ndy gidng nhuw 6.9.4.4. Nguwdi kiém tra thywe hién ham bang chirng. Du vao fa 1’
tlr 6.9.5.4. DAu ra |a bang chirng duoc tinh lai R’

6.9.5.6 Kiém tra bing chirng
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Ngudi kidm tra so sanh biing chirng tinh lai, R' tir 6.9.5.5 voigiatrictaRtr6.9.5.1. Néu R = R, thi chi
ky la hop €.

6.10 EC-SDSA
6.10.1 Téng quan

EC-SDSA (Thuat toan chi¥ ky s& dudmng cong elliptic Schnorr) 1a cor ché ky voi khoa kiém tra ¥ = [X]G;
d6 14, tham sé D biing 1. Théng diép dwgc chuan bj sao cho M, 12 r&ng va M, 1a théng diép da duoc ky,
nghfa 4 M, = M. Bing chirng R 1a ma bam clia thdng diép M va mot tién chir ky ngau nhién 1 = [K]G,
bing mét trong hai phwong phap sau

Théng thudng R = A(FE2BS(r.My) || FE2BS(r,TL,) Il M)
Hoac
Buoctdiwu R = h(FE2BS(r, [Ty)|IM).

Phuong phap diu tién sinh ra bang chimng bang cach bdm ghép néi toa do clia 11 theo truc x vatruc y,
va thdng diép M. Phwong phap thtr hai bo qua toa 86 y tr viéc tinh toan bam va qua do nang cao hiéu
nang.

Phuong phap thir hai la mét bién thé téi hieu hoa cia EC-SDSA (xem vién dan [30)).
Cac hé sb (4, B, C) clia EC-SDSA duoc thiét lap nhw sau
(A,B,C) = (T1,T2.5)
Vé&i (Ty,Ty) = (-1, -BS2I{y.R)mod q).
Vi vy céng thirc ky trd thanh

—K +To,X + S = 0(mod q).

CHU THICH EC-SDSA vikt tét cho thut todn ch ky sé dudmg cong elliptic Schnor. Co ché nay duge ;éy tir vién dan [33].
Céc ky hidu duoc thay d3i mét chit so voi vién din [33] & phi hop v6i ky higu duoc dung frong tidu chudn nay.

6.10.2 Cac tham sé

F mot trurdyng hiru han

E mdt nhém dwéng cong elliptic trén trudng F

#E  luclwongcla E

q wdC nguyén t6 cla #E

G mét diém trén dwdng cong elliptic bac q

Binh danh ham bam hodc OID v&i ham bam Guoc dacta.

Tét ca cac tham sb c6 thé dwoc cdng khai va cd th& diing chung cho mét nhém ngudi dung.

Mot khuyén nghi di v&i toan bd ngudi dung kidm tra viéc sinh hop 1& clia cac tham sb cdng khai theo
vién dan {71.

6.10.3 Sinh khéa ky va khoa kiém tra

Khéa Ky clia mét chi thé ky ia mét sb nguyén bi mat X dwoc sinh gia ngau nhién hodc ngau nhién sao
cho 0 < X < q. Tham sé D 14 1. Twong irng véi khoa kiém tra cong khai ¥ 1a

Y = [X]G.
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Mot khéa ky bi mat X ciia ngudi dung va khéa kiém tra cong khai ¥ thudng droc cb dinh cho mét chu
ky théi gian, Khéa ky X dwgc gilr bi mét.

6.10.4 Tién trinh ky

6.10.4.1 Tao s6 ngiu nhién

Chi thé ky tinh toan mét sd nguyén K ngdu nhién hoic gid ng5u nhién saocho 0 < K < q.
6.10.4.2 Tao tién chir ky

Déu vao budc nay 1a sb nguyén nhiu nhién K, va chi thé ky tinh 1T = [K]G.

6.10.4.3 Chudn bi thong diép dé ky

Thdng diép dwoc chudn bj sao cho M, 1a thong diép dwgc ky, nghia 1d M; = M, va M, la rong.
6.10.4.4 Tinh bang chirng

Ch thé ky tinh R = h(FE2BS(r, lTx)|\FE2BS (r, )| |M).

Dé téi wu héa bién thé clia EC-SDSA, chii thé ky tinh R = h(FE2BS(r, T1y)||M).

6.10.4.5 Tinh nhiém vy

Gié trj clia béing chitng R dwoc bién ddi thanh mot sb nguyén theo quy tac bién déi BS2l, trong phu luc
B va rt gon theo modulo g.

Nhiém vu (T,,T) 13 (—=1,-BS2I(y,R)mod q).
6.10.4.6 Tinh toan phén thir hai clia chiz ky s6
Chir ky (R, S) véi S = (K + BS2I(y, R)X)mod q.

Nhw mdt sy fwa chon, mdt mong muén dé kiém tra néu R = Ohodc S = 0. Néu mét trong hai gia tri
R = Ohosic S = 0, mt gid tri m&i clia K dwoc sinh ra va chir ky dwoc tinh toan lai (rét hiém khi xay ra
R = 0 ho&c S = 0 néu chi¥ ky s6 dugc sinh dling).

6.10.4.7 Xay ding phan phy luc
Phan phu luc 13 phép ghép cta (R, S) va mét tnedng Iia chon text , text.
6.10.4.8 Xay dwng thong diép da ky
MGt thong diép da ky 1a phép ghép thong diép M va phan phu luc.
MII((R, S)]|text).
6.10.5 Tién trinh kiém tra
6.10.5.1 Téng quan
Chu thé kiém tra yéu cAu c4c dir liéu cin thiét dwoc yéu cdu cho tién trinh kiém tra.
6.10.5.2 Truy xudt bang chirng

Ngudi kiém tra truy xuét bing chirng R va thanh phan thir hai clia chir ky S tir phén phu‘Iuc. Ngwoi kiém
trakiém tra xem R 1a mgt xau khac O trong dai cia ham bam hay khéng va 0 < S < g. Néu mét trong cac
diéu kién d6 bj vi pham, chir ky sé sé bj tlr chéi.

6.10.5.3 Chudn bj thong diép a8 kiém tra

Nguai kidm tra truy xudt M tlr thdng diép da ky va chia thong diép thanh hai phdn M, va M,. M, Ia rong
va M1 = M.
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6.10.5.4 Truy xuat nhiém vy

PAu vao cGia ham nhiém vu bao gdm bing ching R trr 6.10.5.2. Nhigm vu T =(Ty,T3) =
(—1,-BS2I(y,R)mod q).

6.10.5.5 Tinh lai tién chiv ky

Cac d4u vao cho buéc nay t hé théng cac tham 6, khoa kiém tra ¥, nhiém vu T = (T3, T2) tc{ 6.10.5.4
va thanh ph&n the 2 cda chir ky sé S tir 6.10.5.2. Nguoi kiém tra c6 duvoc mét gia tri tinh fai 7 cha tien
chir ky dung cdng thire:

1" = [-ST;mod q1G + [T, mod qlY =[S mod qlG + [T, mod q)Y.
6.10.5.6 Tinh lai bing ching

Viéc tinh toan & budc nay gibng nhuw 6.10.4.4 va 6.10.4.5. Ngudi kiém tra thuc hién ham tzéng ching i
6.10.4.4. DAu vio Ia I tir 6.10.5.5. DAu ra 1 bang chirng Auge tinh 1ai R’ 1a ma bam cua tién chix ky
dugc tinh lai 7’ va théng diép M.

6.10.5.7 Kiém tra béng chirng

Ngurdi kidm tra so sanh bing chirng tinh lai, R tir 6.10.5.6 véi gia tri cla R tir 6.10.5.2. Néu R =R, thi
chir ky (& hop 18

6.11 EC-FSDSA
6.11.1 Téng quan

EC-FSDSA (Thuat toan chir ky sé dwong cong elliptic Schnorr day da) 1a co c=hé chir ky sb véi khoa
kiém tra Y = [X]G; tham sb D bang 1. Thong digp Guoc chudn bj sao cho M, la rdng va M, = M la thong
diép duoc ky. Bing ching R dwgc tinh nhu saut

R = FE2BS(r, T||FE2BS(r, My).
Cac hé s (A, B, C) clia cdng thire chie ky EC-FSDSA duoc thiét lap nhu sau:
(A, B,C) = (T1,T2,5).
VoI T = (T, Ty) = (=1,—-BS2I(y,h(R | M))mod q).
Vi vay, cong thirc ky sé fa :
~K 4+ T,X + 5 =0(mod q).

CHU THICH EC-SDSA viét tht cho thusit toan chir ky sb dudng cong elliptic Schnorr gy an. Co ché nay duoc tAy tir vién d3n
(3], Céc ky hidu dwoc thay ddi mét chit so voi viln déin [33] d& phit hop véi ky higu dugc ding trong tiu chudn nay.

6.41.2 Cac tham sé

B mdt trurérng hiru han

E mdt nhom duéng cong elliptic trén trudng F

#E  luclwongcla E

q woc nguyén to cla #E

G mdt diém trén dwéng cong elliptic bac g

Dinh danh ham bam hodc OID véi ham bam duwoc déc ta.

T4t ca cac tham sb c6 thé droc cong khai va cb thé diing chung cho mét nhém ngurdi dung.
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Mét khuyén nghj @éi véi toan bé ngudi diing kiém tra viéc sinh hop 1& cla cac tham sé cang khai theo
vién dan [7].

6.11.3 Sinh khéa ky va khéa kiém tra

Khda ky ctia mdt chii thé ky 12 mdt sb nguyén bi mat X dugc sinh gid ngdu nhién hodc ngau nhién sao
cho 0 < X < q. Tham sé D 1& 1. Twong teng voi khoa kiém tra cong khai Y 13

Y = [X]6.

Mét khéa ky bi mat X clia ngwdi diing va khoa kiém tra cong khai Y thudng dwoc ¢b dinh cho mét chu
ky théi gian, Khoa ky X dwoc gilr bi mét.

6.11.4 Tién trinh ky

6.11.4.1 Tao 86 ngiu nhién

Ch thé Ky tinh todn mot s6 nguyén ngéu nhién hosc gid ngdu nhién K saoccho 0 < K < q.
6.11.4.2 Tao tién chi® ky

Dau vao buée nay 12 sé ngdu nhién K, va ch thé ky tinh I7 = [K]G.

6.11.4.3 Chudn bj thong diép dé ky

Théng diép dwee chuén bj sao cho M 14 théng diép duge ky, nghia 1a M, = M, va M, 1a rdng.
6.11.4.4 Tinh bang chirng

Chti thé ky tinh R = FE2BS(r, TIy)||[FE2BS(r, ITy).

6.11.4.5 Tinh nhiém vu

Chu thé Ky tinh ma bam h(R||M). Sau @6, ham bam duoc bién ddi thanh mdt sé nguyén theo quy tac
bién @di, BS2I, trong phy Iuc B va sau d6 dugc rit gon theo modulo ¢q. Nhiém wy (T,.T,) 1a
(—1,-BS2I(y,h(R|IM))mod q).

6.11.4.6 Tinh toan thanh phan thi hai ctia chir ky
Chirky (R, S) v&i s = (K + BS2I(y, h(R | M))Xmod q).

Nhu mét sw lpa chon, mét mong muén dé kiém tra néu R = 0 hodic S = 0. Néu mdt trong hai gia tri
R = 0hodc S = 0, mdt gia tri m&i clia K dwoc sinh ra va chi ky dwoc tinh toan lai (rat hiém khi xay ra
R =0ho3c § = 0 néu chi ky sé dwgc sinh ding).

6.11.4.7 Xay dwng phén phu luc
Phan phy luc 14 phép ghép cla (R, S) va mét trwong Iypa chon text , text.
6.11.4.8 Xay ding théng diép 83 ky
Mét théng diép da ky 12 phép ghép clia thdng diép M va phan phuy luc
MIi((R, 5)l[text)
6.11.5 Tién trinh kiém tra
6.11.5.1 Téng quan
Ch thé kiém tra y&u chu cac di liéu c&n thiét dwoc yéu ciu cho qué trinh kiém tra.
6.11.5.2 Truy xuit bing chirng
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Ngui kidm tra truy xut béing chig R va thanh phan ther hai cda chi ky S te phén phy luc. Ngudi kiém
tra kiém tra xem R 12 mot xau khéc 0 trong ddi cia ham bam hay khdng va 0 < § < q. Néu mét trong cac
didu Kién 86 bi vi pham, chiz kil sb s& bj tlr chéi.

6.11.5.3 Chudn bj théng diép dé kiém tra

Nguwoi kiém tra truy xult M tir théng diép da ky va chia théng diép thanh hai phan M, va M,, sao cho
M, = M va M, 1a rbng.

6.11.5.4 Truy xuét nhiém vy

PAu vao clia ham nhiém vu duoc tinh nhw trong 6.11.4.5 tir biing chirng R tir 6.11.4.4 va thong diép M
tir 6.11.4.3. Nhiém vy duoc duarabdi T = (T, T2) = (—=1,~-BS2I(y, h(R M))mod g).

6.11.5.5 Tinh lai tién chie ky

Cac dhu vao cho budc nay la hé thong cac tham s6, khoa kiém tra Y, nhiém vu T =‘(T1,Tz).tl'r’6.,‘i 1._5é_4
va thanh phan the 2 clia chi ky 6 S iy 6.11.5.2. Ngudi kidm tra cb duge mot gid tri tinh lai [T’ cta tien
chir ky diing cdng thirc:

M'=[-STymod q)G+{T,mod q]Y=[$ mod q]G + [Tmod qly.
6.11.5.6 Tinh lai bing ching

Viéc tinh toan & buéc nay gibng nhw 6.11.4.4. Ngudi kidm tra thwe hién ham bang chirng. Dau vao 1
[I' tir 6.11.5.5. DAu ra dwoe tinh lai 13 bang chirng R'.

6.11.5.7 Kiém tra bang chirng

Ngui kidm tra so sanh bang ching tinh lai, R’ tir 6.11.5.6 vi gia tri clia R tr6.11.5.2. Néu R = R, thi
chi ky 1a hop 18

7 Cac co ché dwa trén dinh danh

7.1 Téng quan

Cac dir liéu Guroc yéu cu cho tién trinh ky nhu sau:

- Cac tham s6 mién, E, GF(r),G1,62,9, P, <>}

- Khéa chl cdng khai V;

- Khoa ky X;

- Théng dig¢p M;

- Dinh danh ham bam cho H; va H; (tuy chon);

- Xau dinh danh 1D;

- Ky tw khac (tiy chon)

Pinh danh ham bam c6 thé duoc st dung dé che gidu co ché ky va ham bam.
Céc dir liéu dwore yéu chu cho tién trinh kiém tra nhu sau:

- C4c tham s& mién, E,GF(r),G1,G2, 4.7, <>;

- Khéa chl cong khai V;

- Khoa kiém tra v, c6 thé dwoc dan xuét tir mét xau dinh danh;
- Thong diép M;
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- Chirky 3
- Binh danh ham bam cho H, va H, (tly chon);

CHU THICH 1 Ngusi ky va ngudi kidm tra phai théng nhét vé cac ham bam cy thé cho k,H, va Hy Sugre dling trong cor ché.
Néu khang x4c dinh duwoc ham bam, thi ham bam dinh danh duoe yéu cAu st dung cho ¢ tién trinh ky va tién trinh kidm tra
{xem TCVN 12214-1 (ISO/IEC 14888-1)).

- Xau dinh danh 1D;
- Ky tw khac (tuy chon).

CHU THICH 2 Céc dudng cong efliptic dién hinh cho IBS-1 va IBS-2 1a c4c duwang cong elliptic siéu ky di trén GF(r), trong d6
r =p™.pla sé nguyén té = 2 va m 12 56 nguyén = 1.

7.21BS1

7.2.1 Téng quan

IBS-1 12 mét lgre dd ky dwa trén dinh danh trén mét nhém cong clia cac diém trén dwang cong elliptic.
Tacé:

(4,B,0) = (T0.5,T3)
Trong d6 T, = ~Y,T; = [R]Y.D = —1. Do dé, cong thirc ki bién ddi thanh:
(=K1Y + [U™1]S + [R]Y = 0g (trong G,).
CHU THICH Co ché nay dya trén thudt toan dugc thiét ké bai Hess trong vién din [22].

7.2.2Cac tham sé

Co ché ky dugc thye hign trong tredng hop céc thiee thé tham gia chia sé céc tham sé duoc x4c dinh
trong Didu 4 nhw sau: G,,G,, P, q, <>, H, va H,.

Mdt khuyén nghi d6i voi toan bé nguwdi dung kiém tra viéc sinh hop 1& cta cac tham sb cdng khai.

7.2.3 Sinh khéa chit va khéa ky/kiém tra

Cap khéa cha clia KGC 1a (U, V), trong d6 U 12 khéa chii riéng dugc sinh ra ba"ng céch lwa chon mét sb
nguyén ngau nhién sao cho 0 < U/ < g va V 1a khda chli cdng khai dugc sinh ra bing cach tinh v = [U)P.
KGC céng khai V va gilr bi mat U,

C&p khba ky va kiém tra cGa ngwoi ky 13 (X,Y), trong dé Y ta khda kiém tra ¢ong khai dwoc sinh ra tir
mét xau dinh danh /D va ham bam H,, tkc1a Y = H,(ID) va X la khéa ky rigng dwoc sinh ra bang cach
tinh X = [U]Y, do KGC thue hién va gl cho ngwdi ky.

7.2.4 Tién trinh ky

7.2.41 Tao sb ngéu nhién
Tredce tién nguwdi ky lwa chon ngéu nhién hoic gia ngdu mot s nguyén K nhién sao cho 0 < K < g.
Ngudi ky gice bi mat gia trj K.
7.2.4.2 Tao tién chir ky
Nguwoiky 1y dau vao 1a K, P va X dé tao ra tign chiz ky.
m=<Xp >~

CHO THICH 1T 1a mdt phan ti trén mdt tnedmg m& rong clia GF(p™) va phén m& rdng bac 4 véi p = 2, bac 6 véi p = 3 va bac
2véip> 3.
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7.2.4.3 Chun bj thong diép dé ky
Nguoi k§ chuin bi théng diép kj sao cho M, 14 rbng va M; |a thdng digp drgeky, tela My = M.

7.2.4.4 Tinh béng ching

DALIT = (M1, ITy). Ngudi k§ s& dung ham bam H, cho My || FE2BS(r, TTa) | FE2BS(r,i1,) (Phép ghép
cla M, va FE2BS(r, f1,) va FE2BS(r, 1T,)) @& thu dugc bang ching.

R = BS2I(y, Hy(My | FE2BS(r.13) 1| FE2BS(r, lly)))mod q.
Néu R = 0, thi GAu ra 1a khong hop 1é va dirng.

Déi voi cac trrdng cb bac m rong cao hon, sé cd nhidu thanh phan xuét hién trong gié trj dwec bam.
Vi dy, @bi v&i bac mé rong 3, 1 = (o, 15, 71c) va diu vao clia H, c6 thé 1a:

M, | FE2BS(r,MTy) || FE2BS(r, y) | FE2BS(r, 11c).
7.2.4.5 Tinh nhiém vu
Nhiém vy T = (T,,T,) hodc (=Y, [R}Y). Tuy nhién, ngudi ky khéng can tinh nhiém vy.
7.2.4.6 Tinh toan phin thiv hai ciia chi ky
Ngudi ky tinh toan phin thir hai ciia chi ky nhu sau.
S =[K —-R]X.
Chirkyla¥ = (R,S).

7.2.4.7 Xay dwng phén phy lyc

Phin phu luc duoc xay dyng bdi ngudi ky ia phép ghép clia (R,S) v&i mét trwdong text tuy chon
((R.5), text).

7.2.4.8 Xay dwng thong diép da ky

Mét thong diép @3 ky ia phép ghép clia thong diép M va phan phy luc

M1 {(R.S) Il text)
7.2.5 Tién trinh kiém tra

7.2.5.1 Tdng quan
Chii thé kim tra yéu cAu cac d liu cin thiét cho tién trinh kiém tra.

7.2.5.2 Truy xuét bang chirng

Ngudi kiém tra truy xuét bing chirng R va thanh phan thir hai ctia chiv ky S tir phan phu luc va kiém tra
xem S € G, hay khdng; Néu diéu kién nay bi vi pham, chir ky sb & bi tir chéi. Nguoc lai, ngudi kiém tra
sé thyre hién céc bwdce sau.

7.2.5.3 Chuin bj théng diép dé kiém tra

Ngui kidm tra truy xuét M tir théng diép @4 ky va chia théng diép thanh hai phdn M, va M, sao cho
M, = M va M, 1a rdng.

7.2.5.4 Truy xuét nhiém vu

Nhiém vy T = (T, T,) trong d6 Ty = =Y va T, = [R]Y. Tuy nhién, nguoi kiém tra khong can tinh nhiém
vu.

40



TCVN 12214-3 : 2018
7.2.5.5 Tinh lai tién chip ky
Nguoi kiém tra tinh lai gid tri tién chir ky
' =< §,P >V, V >R
CHU THICH Cap < ¥,V > ¢6 thé tinh toan trwde.
7.2.5.6 Tinh lai bing chizng
Nguwei Kiém tra tinh lai béing chieng
R’ = BS2I(y,Hy(My If FE2BS(r, ;) | FE2BS(r, IT')))mod q

Ddi véi cac trrdng cb bac mé rdng cao hon, sé ¢é nhibu thanh phan xuét hién trong gié trj dwgce bam.
Vi du, d6i v6i bac mé rong 3, 1 = ({14, 115, 1%) va diu vao clia H, co thé 1a:

M, | FE2BS(r, ') | FE2BS(r,1'y) | FE2BS(r, 11%).
7.2.5.7 Kiém tra béng chivng

Nguoi kidm trasosanh R = R hay khong. Néu bing thi ch® ky dugc kiém tra, nguoc lai chir ky 12
khéng hep 16

7.31BS-2

7.3.1 Tdng quan

IBS-2 14 mot lwgc dd ky dya trén dinh danh trén mat nham céng cla céc 6iém trén duéng cong elfiptic.
Tacé:

(A,B,C) =(T,5.Ty)
Trong @6 Ty = =Y, T, = [~H]Y va H la mot mé bam tir H,.D = —1.
Do @6, cong thire chi ky la:
[=K]Y + [U™]S + [-H]Y = 0g(trong Gy).
CHU THICH Co ché nay dia trén thudt toan dwgrc thiét ké bdi Hess trong vién dan [15].
7.3.2 Cac tham sé
Cac tham s gibng nhw Didu 7.2.2.
7.3.3 Sinh khéa chi va khéa ky/kiém tra
Qua trinh nay giféng nhu Didu 7.2.3.
7.3.4 Tién trinh ky

7.3.4.1 Tao sb ngdu nhién

Trude tién ngwdi ky ra chon nglu nhién hodc gid ngdu mét s6 nguyén K nhién sao cho 0 < K < g.
Ngudi ky gilr bi mat gid tri K.

7.3.4.2 Tao tidn chiv ky
Nguei ky 4y dhu vao 1a K, P va X dé tao ra tién chir ky.

= [K]Y.
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7.3.4.3 Chudn bj théng diép dé ky
Ngui ky chudin bi thong diép ky sao cho My 12 réng va M, 13 thang diép duoc ky, trc 1a My = M.
7.3.4.4 Tinh bang chirng
Ch thé ky nhan dugc bang chirng 1 két qua tien chir ky
R=1.
7.3.4.5 Tinh nhiém vu
Nhiém vy T = (T,,T;) trong 46
T1 = -Y, va
T, = [-H]Y
Trong d6 H = BS21(y, Hy(M||FE2BS(r, lTy))) mod q. Tuy nhién, ngudi ky chi c&n tinh todn gia tri H.
7.3.4.6 Tinh toan phan thi hai ciia chiz ky
Nguwdi ky tinh toan phan the hai cla chi ky nhw sau:
S = (K +H]X.
Chirkyta ¥ = (R,S).
7.3.4.7 Xay dipng phén phu luc
Phin phu luc duwoc xdy dyng bdi ngudi Ky 1a phép gheép cta (R,S) v&i mét trudng text thy chon
((R,S), text).
7.3.4.8 Xiy dwng thong diép dwec ky
Mt thong diép &4 ky Ia phép ghép clia thong diép M va phén phy lyc, trc 1a
M 1l ((R,5) |l text).
7.3.5 Tién trinh kiém tra
7.3.6.1 Téng quan
Chil thé kidm tra yéu chu c4c dit fiéu can thiét cho tién trinh kiém tra.

7.3.5.2 Truy xudt béng chirng

Ngurdri kiém tra truy xuét tién chir ky R va thanh phan thr hai cda chl ky § tir phén phy lue. Tn_xc'rc tién,
nguoi kiém tra kiém tra xem S € G; hay khong; Néu didu kién nay bi vi pham, chir ky sO sé bi tu chbi.
Nguoc lai, nguroi kidm tra sé thye hién cac budc sau.

7.3.5.3 Chudn bj thong diép aé kidm tra

Ngudi kiém tra truy xut M ti théng diép da ky va chia théng diép thanh hai phdn M; va M,, sao cho
Mz =Mva Ml 1a rsng

7.3.5.4 Truy xuét nhiém vu
Nhiém vu T = (T, T;) trong dé:
T}. = ‘—Y, va
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Trong 46 H = BS2I(y, Hy(M, I| FE2BS(r, ITy) ))mod q. Tuy nhién, ngudi kiém tra chi can tinh toan lai gia
ti H.

7.3.5.5 Tinh lai tién chir ky

Nguwi kidm tra truy xuét gia tri tién chie ky 1a:

=R,

7.3.5.6 Tinh toan lai bing chirng

Thay béing viéc tinh todn lai gia trj bing chtbng R, ngudi kiém tra tinh toan hai cap < P,S>va < V, 1T’ +
[H]Y >.

7.3.5.7 Kiém tra bang chirng

Nguwoi ki€m tra kiém tra xem < P,§ >=< V, T’ + [H]Y > hay khéng. Néu théa man diéu kién thi ch& ky
dwoc h; ngueec lai, chie ky khéng hop 18
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Phu luc A
(Quy diz:nh)
Binh danh doi twong

Phu luc A liét ké cac dinh danh @i twong gén cho cac co ché ky sb dic ta trong tidu chuan nay va xac
dinh cdu triic tham sé thuét toan.

PDigitalSignatureWithappendixbL {
ise(l) standard(0} digital-signature-with~appendix (14888) part3(3)
asnl-module{l) diserete-logarithm-based-mechanisms (0) )
ODEFINITIONS EXPLICIT TAGS ::= BEGIN

- - Xuét ra toan bo --
THEM

Hashgunctions
FROM DedicatedHashFunctions |
isotl} standard(0) encryption—algorithms110118) part3(3)
asnl-module(l)
dedicated-hash-functions{0) } ;

OID ;:= OBJECT IDENTIFIER -- alias
--Pdng bd --

id-dawa-dl OID ::= |
iso(l} standard(0) digital-s1gnature-with-appendix{14888) part3(3)
algorithm{0) }

-- Thwe hién -

id-dswa-dl=-DsSA 0ID
»9cm(4) dsa(l) |}
id-dswa~-dI-XCDSA fa38)]
id-dswa~di-pvs QID
id-dswa-dl-EC-DSA  OID
signatures {4} ecdsa-with-
id-dswa-dl~EC=-KCDSA OID
id-dswa-dl-£C-GDSA  OID
id=-cdswa-dl-185-1 01D
id-dswa-d1-IBS-2 QID
id-dswa-dl~EC-RDSA OID
id-dswa-dLl-sDSA Q1D
id-dswa-dl-RC~-5D5a OID
id-dswa-dl-EC-FSDSA OID
id-dswa-dl~EC~SDSA~opt OID i:=™

W

{ iso(l) member-body(2) us(840) ansi-x9-57(10040)

W

{ id-dswa=-dl kecdsa(2) }

{ id-dswa-dl pvs(3) 1}

{ iso(l} member-bedy (2} us (840) ansi~»x9-62 (10045}
ommended (2) }
{ id-dswa-dl ec-kcdsa(3) }
{ id-dswa-dl ec-gdsa{é) )
{ id=dswa-dl ibs-1(7) }
{ id~dswa-dl iba-2(8) }
{ id-dswa=-dl ec-rdsa{8} }
{ id-dswa-dl sdsa(10) }
{
{
(

T AN

jd~dswa-dl ec-sdsa(ll) }
jd-dswa-dl ec-fsdsall2) }
jd-dswa-dl ec-sdsa-opt{13) )}

T T T LTI - B LR

. ss ma we 4e ws ww sa (P 44 o+

CigitalSignatureWithappeadix ::= SEQUENCE {

algorithm ALGORITHM.&id({DSAlgorithmst),

parameters ALGORITHH.&Type((DSﬁlgorithms}{8&1gorithm}} OPTIONAL
}

CSAlgarithms ALGORITHM ::= |
dsva=-dl-DSA 1
dswa-dl~KCDSA |
dswa-dl-pvs |
dswa-dl-~EC-DSA |
dswa-dl~EC-KCDSA |
dava-dl-gC-GD3A |
dewa-dl-~res-1 ¢
dswa-dl~1RS-2 |
&swa-dAl BC-RDSA
dswa-dl SDSR |
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dswa-dl EC-S5DSA |
dswa-dl EC-FSDSA |
dswa~-dl EC~SDSA-opt,

++s =~= Expect additional algorithms =--
}

dswa-dl-DSA ALGORITHM ::= |
QID id-dswa=-dl-DSA PARMS NullParms
}

dswa-dl-KCDSA ALGORITHM :1:= (
OID id-dswa-dl-KCDSA PARMS HashFunctions
}

dswa-dl-PvVS ALGORITHM ::= {
01D id-dswa-dl=-PVS PARMS HashFunctions
}

dswa-d1-EC-DSA ALGORITHM ::= {
OID id-dswa~dl-EC-DSA PARMS NullParms
}

dswa-dl-EC-KCDSA ALGORITHM 1i= {
OID id-dswa-dl-EC~KCDSA PARMS HashFunctions
}

dswa-dl-EC-GDSA ALGORITHM ::= {
OID id-dswa-dl-EC-GDSA PARMS HashFunctions
1

dswa-dl-IBS-1 ALGORITHM ::= |
OID id-dswa-dl-IBS-1 PARMS HashFunctions
}

dswa-d1-1BS-2 ALGORITHM ::= {
OID id-dswa-dl-IBS-2 PARMS HashPunctions
}

dawa~dl-EC-RDSA ALGORITHM ::= {
OID id-dswa-dl-EC~RDSA PARMS HashFunctions
}

dswa~dl-SDSA ALGORITHM ::= {
CID id-dawa-dl-SDSA PARMS HashFunctions
}

dswa-dl-EC-50SA ALGORITHM ii= {

OID id-dswa-dl-EC-SDSA PARMS HashFunctlons
}

dswa~-dl-EC-F30SA ALGORITHM s:= {

QID id-dswa-dl-EC-FSDSA PARMS HashFunctions
}

dswa-dl-EC-SDSA-opt ALGORITHM ::=

l

OID id-dswa-dl~EC~-5DSA-opt PARMS HashFunctions

NullParms ::= NULL
== Cryptographic algorithm identification -~
ALGORITHM ::= CLASS |
&id CBJECT IDENTIFIER UNIQUE,
(Type OPTIONRL
}
WITH SYNTAX ( OID &id [PARMS 5Type] }

END -- DigitalSignatureWithAppendixpDL -=

TCVN 12214-3: 2018
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CHU THICH 1 Cac OID thay thé cho KCDSA dworc bidu dién trong KCAC.TG.OID nhu sau
{iso(l) member-body(2) korea(410) kisa(20004) npki-alg(l) kedsal(21)}
- KCDSA

{iso(l) member-body(2) korea(410) kisa(20004) npki-alg{l)
kcdsalWithHAS160(22)}

- KCDSA voi HAS160, trong d6 HAS160 1a mét thuat toan bam tiéu chuan cia Han Quéc

(iso(1) member-body(2) korea(410) kisa(20004) npki-alg(1)
kcdsalWithSHAL (23) }

- KCDSA v&i SHA1

CHU THICH 2 OID thay thé cho EC-KCDSA vé&i HAS160 dugc bidu dién trong TTAS.KO-12.0015 13

{iso (1} member-body (2} korea (410) kisa{20004) npki-alg (1) ecc(100)
signature (4)

eckcdsa-with-HAS160(1) }.
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Phu luc B
(Quy dinh)
Cac ham bién déi (1)
B.1 Bién ddi tiv mét phén tir trwéng thanh mét sé nguyén: FE2I(r,x)

Céc gia trj diu vao

-7 ~mdt sb nguyén té hodc iy thira clia mét sé nguyén té.

- x = 1a mét phan t& trong trudng Galois GF(r).

Cac gia dinh

- Khir = p, trong d6 p 1a mdt sé nguyén t4 Ié;

x € GF(p) duoc bidu dién 13 mét 6 nguyén trong tap {0,1, ...,p — 1},

- Khir = p™ trong d6 p I mot sé nguyén t6 1& va m 12 mét sb nguyén ion hon 1
x € GF(p™) dwgc biéu dién bing mét xau p phan d6 daim

X = X1 Xmeg . X, trong @6 x; € {0,1,..,p~1}v&i0 < i< m,

-Khir=2:

x € GF(2) dwoc bidu dién dwéi dang mét sé nguyén trong tap {0,1}.

- Khir = 2™, trong d6 m |a mot sb nguyén Iém hon 1:

x € GF(2™) dugc bidu didn dwéi dang mdt xau nhj phéan c6 dd dai m:

X = Xme1Xmop .. Xo, trONng GO x; € {01} vOI0 S i< m.

Gi4 trj dau ra

- Khir = p, trong d6 p 1a mét sb nguyén t6 1é:

FE2I(r,x) =x€{0,1,...,p—1)}.

- Khir = p™, trong d6 p 1& mdt 86 nguyén t6 18, m 1a mét s nguyén Ién hon 1 va x dwoc bidu dién dwéi
dang mét xau p phan xp-1Xpm-3 - Xg:

FE2I(r,x) = p™ xpeqy + ™ 22 + -+ %5 € {0,1, ..., p™ — 1}

-Khir = 2:

FE2I(r,x) = x € (0,1).

- Khir = 2™, trong d6 m Ia mét sé nguyén Ién hon 1 va x dwec biéu didn duéi dang xau nhj phan
Xm—1Xm—2 «. Xp!

FE2I(r,x) = 2™ 1x, + 2™ 2¢p o, 4+~ + x5 €{0,1,..., 2" — 1},

B.2 Bién ddi mdt sé nguyén thanh mot phin tir trweng: 12FE(r,x)

Cac gia tri diu vao
- 7 —mdt sé nguyén t hosc 10y thira clia mdt 58 nguyén td.
- x — 12 mdt s6 nguyén trong tap {0,1, ..., r — 1}.
Céc gid dinh
- Khir = p, trong dé p 1a mét sé nguyén té 1&:
Céc phan tlr clia GF(p) duoc bidu dién duwdi dang cac sb nguyén trong tap {0,1, ..,p — 1}.
- Khir = p™, trong d6 p 1a mot s8 nguyén 8 18 va m [a mét s6 nguyén Ién hon 1:
Céc phan tir cia GF(p™) dugc biéu dién duéi danh mdt xau p phan do daim.
-Khir=2:
Cac phan tly clia GF(2) dugc biéu dién dudi dang cac s6 nguyén trong tap (0,1},
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- Khi r = 2™, trong d6 m |2 mét sb nguyén 1&n hon 1.
Cac phan t trong GF(2™) duwoc biéu dién dwéi dang mét xau nhi phén ¢6 @4 dai m.
Gia trj ddura
- Khi v = p 1a mét sé nguyén té 1é:
I2FE(r,x) = x €{0,1,...,p— 1}.
- Khir = p™, trong @6 p 1a mét sé nguyén té 1é, m 12 mdt sé nguyén ion hon 1
I2FE(r,X) = Xpy_1Xpmep o Xo-
Mbt xau p phan gdm m thanh phin (bidu dién mé rong clia x theo co s6 p, dém thém 0 néu can dé dat
d6 dai mong muén) dwoc tinh todn nhu sau:
a=x
i=0
While (i<m ) do {
b:=la/p};
x; 1= a- (p)(b);
a=b
i-=i+1}
-Khir=2:
I2FE(r,x) = x € {0,1).
- Khir = 2™, trong d6 m 1a mét s6 nguyén Ion hon 1:
P2 EE ) iy Ko s Ko
Mat xau nhi phan gdm m thanh phan (biéu didn mé réng clia x theo co s6 2, dém thém 0 néu can gé
dat dj dai mong muébn) dwec tinh todn nhu sau:
a:=x
i:=0
While i<m)do{
b= la/2);
xp=a—(2)(b);
ar=h
P=i+ 1)

B.3 Bién d&i mét phan ti tre¥ng thanh mét xau nhj phan; FE2BS(r,x)

Cac gia trj d4u vao

- ¥ — mdt 86 nguyén té hoic Iy thira clia mét sé nguyén t6.

- x = la mét phan tl trong trwedng Galois GF (r).

Cac gia dinh

- Khir = p, trong @6 p 1a mét sé nguyén t6 1é:

x € GF(p) duwgre bidu dién duwéi dang mét s nguyén trong tap {0,1, ..., p ~ 1).
- Khir = p™, trong d6 p ta mot s6 nguyén té 18 va m |a mdt sb nguyén lén hon 1:
x € GF(p™) dwore biéu dién dudi dang mét xau p phan @6 dai m;

X = Xmo1Xpmez - Xg, trong db6 x; € {0,1,..,p ~ 1} W0 L i <m.

-Khir=2:

x € GF(2) dworc biéu dign dwdi dang mdt s& nguyén trong tap {0,1).
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- Khir = 2™ trong d6 m la mét s6 nguyén ién hon 1:

x € GF(2™) dwoc bidu dién bang mdt xau nhj phan co 43 daim;
X = Xm-1Xm-z «Xg, trong d6 x; € (0,1} v6i 0 < i < m.

Gié trj ddu ra

- FE2BS(r,x) = [2BS(g, FE2I(r,x)),

Trong d6 g = 8[log,se(r)).

B.4 Bién d4i mét xau nhj phan thanh mdt sé nguyén: BS2/ (g,x)

Céc gia trj ddu vao

- g —-mbét sé nguyén dwrong, chinh 14 dg dai clia xau dau vao.
=X = Xg_1Xg_7 .. Xo —~ MGt xau nhj phan d dai g.

Gié tri ddu ra

-BS2(g, x) = 297 xg_y +297 %%y, + -+ %9 € {0,1,...,29 ~ 1}.

B.5 Bién ddi tir mét sb nguyén thanh mét xau nhi phan: 12BS (g,x)

Céac gia trj ddu vao
- g - mdt sb nguyén dwong, chinh |a 49 dai ctia xau dau ra.
- x - mdt sé nguyén trong tap {0,1, ...,29 - 1}.
Gi4 tri dau ra
-12BS(g, x) = x4_1%g_3 ... Xg.
MGt xau v&i cac thanh phan g (bidu dién mé rong clia x theo co s6 2, dém thém 0 néu can dé dat d dai
mong mudn) dworc tinh todn nhu sau:
a=x
i=0
White (i<g ) do {
b=a/2);
xp = a=(2)(b);
a:=b;
=i+

B.6 Bién dai gitra mét sé nguyén va mot xau octet: 120S (h,x) & 0S21(h, M)

1208(h,x):

Cac gia trj dAu vao

- h - mét s6 nguyén dwong, chinh 13 66 dai cha xau octect ddu ra,

- x =mt sé nguyén trong tap {0,1,..., 256" - 1}.

Gia trj ddu ra

- Tinh todn mét xau cac $8 NGUYéN X, ;Xp_ ... Xg, trong 46 x; € {0,1, ...,255} v6i 0 < i < k, bidu dién m&
rong clia x theo co sb 256, d&m thém 0 néu cin thiét d& dat 46 dai h. Cac gia tri x; duge tinh toan nhw
sau:

a:=x;
i= 0
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While (i<h) do{

b = [a/256];

x; = a— (256)(b),
a:=b

i=i+1}

- 120S(h, X) = My_;Mp_p . Mo,

Trong @6 octet M; teong duong xdu nhj phan do dai 8 bit 12B5(8, x;).
0S2I(h,M):

Cac gia trj dau vao

- h - mdt s nguyén duong, chinh 4 89 dai clia x4u octet Gau vao.

- M = My M} _, ... My — mt xau octet dd dai h.

Gia dinh

-V8i0 < i < h, M; dwoc bidu di€n bing mot xau nhi phan 8 bit.

Gi4 tri dAu ra

- Tinh to&n x&u cac $6 NQUYEN Xp_1Xn-3 .. Xo.

Trong d6 x; = RS2[(8,M;) € {0,1,...,255} v&¢i 0 < i < h.

0S21(h,x) = 256" 1xp_y + 256" 2255 + - + X9 €{0,1,..., 256" — 1}.
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PhulucC
(Tham kh&o)
Cac ham bién dai (1)

Phu luc C dgc ta ham 72P (Bién dbi s nguyén thanh diém), dugc st dung d& mé ta hai co ché ky sb
dwa trén dinh danh,

Ham nay théa man céc tinh chat ng&u nhién va mot chiéu, tire 1a bién ddi mat sé nguyén thanh mot diém
sao cho didm d6 co phan béd ngiu nhién trong nhém da chon va véi nhitng thong tin cho tredre, viéc khoi
phyc lai & nguyén tir didm 12 khdng kha thi vé mat tinh toan. Ham nay ciing dwoe st dung trong IEEE
P1363. Tuy nhién, chua c6 chirng minh ndo vé dd an toan clia ham nay dwoc chinh thirc ¢ng bé. Vi ly
do trén nén ham nay dwec dwa ra voi myc dich tham khao.

Cho trére mét tap cac tham sb mién clia dwdng cong eliiptic (r, , a;, a;), ham [2P ¢b dAu vao la mit sé
nguyén u va dau ra la mét diém T bac q trén dwdng cong E trén GF(r), ky hiéu 1a T = 12P(u). Trong
phan phy luc nay, phép tinh cdng va nhan clia cac phin t trén trwdng hivu han dwoc quy dinh trong
ISONEC 15946-1 va cac phép toan clia KDF 1 dwgc quy dinh trong TCVN 11367-2 :2016 (ISO/IEC 18033-
2).

a) D&t v = BS2/(8[logase(r)). KDF1y4,(1205([log,se(u)l.u), 66 dai tinh theo byte clia gi4 tri dac
trng cla r)) mod r. Néu v = 0, dau ra khong hop |é va dirng.

b) Bati=umod?2.

¢) Néur ia mét sé nguyén té (r = p) va dwdng cong E 18 Y2 = X3 + a,X + a, dwoc dinh nghia trén
GF (p), tinh toan diém T nhu sau:

1) Cho x gié tri bang v.
2) Tinh todn phin t& tredng ¢ = 2 + a;x + a, mod p. Néu ¢ = 0, dau ra khong hop 1é va
dirng.
3) Tim cén bac hai d clia ¢ md-Gun p (tlc 1a s6 nguyén d véi 0 < d < p sao cho d? =
¢ mod p) ho#c khang dinh rang khong tén tai can bac hai.
i. Khdng dinh ton tai c3in bac hai, tinh to4n § = c®~1/2 mod p. Néu & = 1, tdntai d, ngwoc
lai, khdng ton tai d.
ii. Néud # 1, tinhu = u + 1 va quay lai budc a).
iii. Néud =1,timd.
Phép tim hai phan tr d trén treéng sao cho d? = ¢ mod p duwoc dinh nghia trong tai
lidu vién din [4] va [23]. D& c6 dwoc két qua duy nhét, néu (ng dung cia co ché nay
c6 mot yéu chu cy thé vé gia trj durgc chon, thi thre hién theo yéu cau d6. Nguerc lai,
thi khuyé&n nghi 1ay gia trj tuyét ddi nhé nhét theo md-dun p.
iv. Daty = (IZFE(r,p - 1))* xd.
v. Datdiém T = (x,y), tinh T = [#E/q]T vadauralaT.

d) Néurlally thira clia mét s6 nguyéntd 1& (r = p™,p > 2,m 2 2) va dudng cong E la Y2 = 23 +
a;x? +a, (khip =3) va Y% = x3 4+ a;x + a, (khi p > 3) dwoc dinh nghia trén GF(p™), tinh toan
diém T nhw sau:

1) Détx = I2FE(r,v).
2) Néu (p = 3), G4t c = x3 + a,x* + a, trén GF(p™). Néu ¢ = 0, dau ra |a khéng hop 1& va
dirng.
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e)

3) Néu (p > 3). Gt ¢ = x* + a;x + a; trén GF(p™). Néu ¢ = 0, dau ra 1a khdng hop 1& va
dirng.

4) Tim mdt cin bac hai d cla c trén GF(p™) [tire ta modt phan t& d trén GF(p™) thda mén
d? = ¢ trén GF(p™)] hodc khing dinh réing khéng tdn tai cin bac hai. Néu két qua la
khdng tén tai c4n bac hai, d&t u = u + 1 va quay lai brdc a).

CHU THICH 1 Phép tinh 8& xac dinh sy tdn tai va tim mdt cin bac hai clia mét phan t& trén trwéng duoc dua ra
trong tai lieu vien dan [4] va [23]. D& ¢ dwgc két qua duy nhét, néu ng dyng clia co ché ndy c6 mét yéu clu cy thé
vé gia trj dwoc chon, thi the hién theo y&u cAu do. Ngwore 1ai, so sanh bic cao nhét clia cac két qua va Iwa chon d
véi bac nho hon. Néu bac cao nhét cla cac két qua 1a gibng nhau, thi liva chon d voi bac cé hé sb gia trj tuydt dbi
nhé hon. Néu ¢ bac va hé sé giéng nhau, thi 50 sanh bac Ién nhét thir hai va lva chon d v&i béc co hé b gi tri
tuyét i nhd hon. Lap lai qua trinh nay dén khi gia trj d duy nhét dwgc lwa chan.

5) Daty = (I2FE(r,p~1))* xd.
6) Datdiém T = (x,y) tinhtoan T = [#E/q]T va GduralaT.
Néu 12 10y thira nguyén té clia 2 (r = 2™,m 2 2) vaduéng cong E 13 Y2 + XY = X3 + 0, X2 + a,
dvoc dinh nghia trén GF(2™), tinh todn diém T nhu sau:
1) Bat x = 12FE(r,v).
2) Ddte=ux+a,+a,x"? trong GF(2™). Néu ¢ = 0, dau ra khong hep 1é va dirng.
3) Tim mét phan tt d trén trwdng thda man d? +d = ¢ trong GF(2™) hoédc khang dinh ring
khéng tén tai s6 nguyén nhw vay. Néu két qua 13 khdng ton tai sé nguyén nhw vay, ditu =
u + 1 va quay vé budc a).

CHU THICH 2 Gac phép tinh d& xac dinh st ton tai va tim mét phan ti d trén trwdng sao cho d? +d = ¢ tién GF(2™)
duwgc chi ra trong tai lidu vign din (4] va (23). £é c6 dugc két qua duy nhét, néu (rng dung clia co ché nay c6 mot
v8u cdu cy thé vé gia tri dwgc chon, thi thyc hién theo yéu clu db. Ngwoc fai, so sanh bac cao nhit cla cac két qud
va Iwa chon d véi bac cao nhit nhd hon, Néu bac cao nhat cla hai gia trj gidng nhau, thi so sanh bac I¢n nhét thiy
hai va lwa chon d véi bac tén nhét thir hai nhd hon. L3p Yai qua trinh nay dén khi gid i d duy nhit dwoc lya chen,

4) Paty = (d + I2FE(r,2)) X x.
5) D3t diém T = (x,y), tinh todn T = [#E/q]T va dduralaT.
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Phuluc D
(Quy dinh)
Sinh cac tham s6 mién DSA

D.1Sinh sé nguyén td pva q

Lirge db sinh sé nguyén té bt dAu bing s dung ham bam thich hop va mét ngwdi dung da cung cép
SEED @& xay dwng mét s6 nguyén tb q trong khodng 28~ < q < 28, Khi d9, gia tri SEED giéng nhau
duoc str dung dé xay dyng mot gid trj X trong khodng 2971 < X < 2%, Sau 46, sé nguyén td p dwoc tac
thanh bang cach 1am trdn X thanh mdt sé ddng dw véi 1 mod 2q nhu dwoc mé ta dudi day. Cac ham
bién ddi gira sé nguyén va chudi dugc quy dinh trong phy lyc B.

D&t k 1a mét ham bam thich hgp cho c3p (a, ) va cho m(= y) la do dai clia khdi d4u ra tinh bang bit.
Choa—1=ns+m+b, trongddbvanlacicsdnguyéenvad<b<m.

Bwéc 1: Chon mét chubi tiy ¥ cb it nhat B bit va goi 1a SEED. Cho s la 8¢ dai clia SEED tinh béng bit.
Buwére 2: Tinh toan U = h(SEED)mod2P.

Budc 3: Tao q tir U bing cach thiét 1ap bit ¢o trong s cao nhét (261 bit) va bit ¢d trong sb thap nhét
bang 1. Ky hiéu phép tinh Boolean nhw sau g = U OR 28~1 OR 1. Luu ¥ ring 261 < g < 25,

Bwdc 4: Sir dung thuét toan kidm tra tinh nguyén té manh @& kiém tra xem g c6 la sb nguyén té hay
khong (phép kiém tra tinh nguyén t6 manh 1a mdt phép kiém tra trong d6 xac suit d& mat sb khang phai
sb nguyén t virot qua nhidu nhit la 2-/2),

Budc 5: Néu q khdng phai sé nguyén té, thi quay vé buéc 1.
Budc 6: Cho counter = 0 va of fset = 1.

Buwéc 7. Véik =0,..,n cho

Vk = h((SEED + of fset + k)mod2®).

Budc 8: Cho W la mjt s6 nguyén W = V0 + V1% 2™ + -+ Vn— 1% 200" 4 (Vnmod 2°) » 27*™
vacho X =W +2°1 Luuyrdng 0 S W < 2%71, dod6 2% £ X < 29,

Buéc 9: Cho ¢ = X mod 2q va cho p = X ~ (¢ — 1). Lwu y rang p déng du véi 1 mod 2q.

Budc 10: Néu p < 2971, thi chuyén sang bwéc 13.

Bwde 11: Thwe hign phép kiém tra tinh nguyén t& manh 1én p.

Budc 12: Néu p virot qua phép kiém tra trong budc 11, chuyén sang bwéc 15,

Buwdc 13: Cho counter = counter + 1 va of fset = of fset + n + 1.

Budc 14: Néu counter = 4a quay lai budce 1, nguec fai (tire 1a néu counter < 4a) quay lai bude 7.

Budc 15: Luu gia tri counter va tlly chon gia trj SEED dé sir dung trong chirng nhan qua trinh sinh p
va g la phi hep.

CHU THICH Qua trinh tao ndy dugre trich din ti tai liéu vién d3n [17), phy luc A,

D.2 Tao ra phén t& sinh G
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D.2.1 Qua trinh tao ra G khong c6 kiém chirng

Phurong phap nay duwoc siv dung d& xac dinh phan tl sinh G khi khéng c6 yéu chu kiém chirng gid tri G.
Gid trj G Gugre xac dinh tlr p va q.

Buwéc1. e =(p-1)/q.

Buwéc 2: Dat F = sb nguyén bt ky, trongdo 1 < F <p-—1vaF khac vai moi gia tri da thir trude do.
Bwéce 3: G = F¢ mod p.

Buéc 4: Néu G = 1, thi quay lai buwdc 2.

D.2.2 Qua trinh tao ra G ¢6 kiém chirng

Trong phwong phap nay, phan tlr sinh G duwoc dwa trén cac gia tri cla p, g, index v SEED. index 1 mot
x3u 8 bit bidu di&n mét sb nguyén khéng déu. index duoc sl dung dé tao ra cAc gid trj G khac nhau ty

£

cling mét c3p (p, q). Gia trj SEED 12 gia tri cudi cling dwoc lwu trong thudt Eoén dwoc mb ta trong D.1.
Cho h 13 ham bam thich hop ctia ¢3p (a, 8). Luu ¥ r3ng phuong phép ndy ho tro vige tao ra nhiéu giai tri
G voi cac gid tri p va q cu thé. S dung cAc gid tri G khac nhau giup hé try viéc phan tach khéa bang
céach cung cAp nhiéu gié tri index khac nhau.

& day, ‘ggen’ 1a mot xau byte ASCII véi gia tri Ox6767656E va count la mét bd dém 16 bit (tke 14 xac
dinh mot sé nguyén khéng dau mé-dun 216).

Buwdclie = (p-1)/q.

Bwéc 2: count = 1.

Buoc 3: U = SEED||"ggen"l]index}jcount.

Buwéc4: W = h(U).

Budc 5: ¢ = Wemod p.

Budc 6: Néu G < 2, thi ting gid tri count thém 1 va quay lai bude 3.
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Phu luc E
(Tham khao)
Céc cdp Weil va Tate

E.1 Tdng quan

Cap Weil va c3p Tate ddu 1a céc céip diém P,Q cla ham < P,Q > trén mdt dwong cong elliptic £. Cac
cap diém nay dwoc st dung trong hai cor ché dia trén dinh danh dwoc d3c ta trong Diéu 7.

Cho G, va G, la ky hiéu hai nhém sé nguyén td bac q, trong 86 G, véi ky hiéu phép cdng dé ky hiéu nhom
céc diém trén dudng cong elliptic E va G, v&i ky hidu phép nhan dé ky hiéu mdt nhém con clia nhom
nhén ctia mét trnedng hiru han.

Mot cdp 13 mdt anh xa song tuyén gilra hai nhém. Hai ¢3p dugc nghién clru dé st dung trong méat ma.
B4 12 cap Weil @18 cling mét phién ban sia déi [11] va mét phién ban stva ddi clia caip Tate 819, Trong
tiéu chu&n ndy, <> ky hiéu mét anh xa song tuyén, tic 1a <>:G, X G, = Gy, ¢b thé 14 cap Weil siva ddi
hodc cZp Tate stra ddi.

Cép Weil va cip Tate stra ddi c6 hai thudc tinh nhw sau:

- Song tuyén: Nu P, P, P, Q, 0, Q; 1 cac didm trong nhém nguyén tb cyclic bac q va a thda man 1 <
agqg-1,

<P+ P,Q >=<P,Q >«<P,,Q >;

<PQy+ Q3 >=<P,Q ><P,Q; >,

< [alP,Q >=<P,[a]Q >=<P,Q >%

- Khong suy bién: Néu P 1a mét didm khéng dinh danh trong nhém cyclic, thi < P,P ># 1.
E.2Cacham f,gvad

Ba ham duwore st dung @8 tinh cac cap Weil va Tate nhw sau:

- Cho E 12 m{t dwong cong elliptic v&icong thirec y? +a, *x*y+as»y = x3 + ay xx* + ag «x + ag.

- Cho trwdrc ba diém hiru han (xo, ¥o), (X1, 1), (w, v) trén E, xac dinh ham £((xq, Yo), (X1, 1), (, %)) nhw
sau:

Néu (xo,y0) = 0g va (x,y,) =05 thi f=1

c¢dn néu (xo,y,) = 0 thi f=u—x

con néu (xq,y,) = 0O thi f=u-x

cdnnbu x, # x, thi f=x)*v=—(1—y)*su—xi*yo+x*n
con néu y, # y, thi f=u-—x,
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Ngtrorc lai f=(ai*yg=3*x2 =2rayxx9—ay) * (u—1x5)+
(Z*yo +ay*xp +az)* (v—yo)
=—(v~yo)2 = (u—12x0) * (a3 * (v —y) =
(u=x0) * (2% x5 +ay +u))

- Cho trwwére céce diém A, B, C trén E, cho g(4,B,C) = f(4,B,C)/f(A + B,—(A + B), ().

CHU THICH Phy thudc vao gid trj r Swgc dinh nghia trong muc 4 va dudng cong £, ham £ trén c6 thé dugce don gian héa, Sau
A3y la mét vai vi dy dwoc st dung réng réi, nhing khdng bao gdm moi treing hop ¢6 thé. Néu r 1a mot sé nguyén t (r = p)
va dudng cong E 13y? = x? + a,x + a4 duge dinh nghfa trén GF(p), hoic néu r 14 [dy thira clia mét sé nguyén té & (r = p™,p >
3,m = 2) va dwdyng cong £ 18 y? = x* + a,x + a, dege dinh nghfa trén GF(p™), ham f dugce viétnhw sau f = (-3 s x2 - a,)
(=2} + 2+ y, » (v = yo) = ~(v— y)? + (1 = x¢)? * (2 # o +1). Néu r (3 Iy thira béc nguyén 16 clia 2 (r = 2™, m 2 2) va
dwong cong E 1& y? + x =y = x* + a3 » X2 + a, dugc dinh nghla trén GF(2™), ham f duwqc viét nhe sau f = (y+x3) »
(Ut xg)+xgr (V+yg)=(v+yd)+ @+xg)+ (2 +yg+ (U +xp) » (u+ az)). Néur 13 Iy thira cia 3 (r = 3™, m 2 2) vadwdng
cong E 12 Y2 = x3 4 a,x? + a4 dwge dinh nghia trén GF(3™), ham f dugevidtnhu sau f = 2= yo = (P~ Yo) — 2% @z * Xg* (u —

Xo0)-

- Cho trwéc hai didm D va C trén E va mét s& nguyén 1 > 2, ham Weil d(D, C, 1) dwoc tinh toan theo
thuat todn sau;

a) DatA =D,f =1 Chol=(n,..,ny)!abiéu dién bitcla l saocho ! = T;n;2' van, # 0.
b) V&ii=¢t-1t-2,..,0 thec hién {

f=f*f+g(AAC);
A=A+ 4
Néun[;t(}lhi{

f=F+g(ADC);
A=A+D;

}

}
¢) Datd(D,c,1) =fvadluralad(D,Cl).

B qua tham sé [, d(D, C,1) dwgc ky hiéu 13 d(D, C).

E.3 Cap Weil

Cho I > 213 sd nguyén té va cho P va Q Ia cAc diém trén E véi [1]P = [I]Q = g, cip Weil < P,Q >
duwoc tinh todn nhw sau;

- Chon mét sé diém T ngdu nhién trén £ (sao cho 0g, Q, T, P + T déu khac nhau), thi
-Tinh < P,Q = ((d(P,Q - T)/d(P,—T))/(d(Q.P + T)/d(Q,T))).

Néu trong qua trinh tinh toan cap didm, xuét hién phép chia cho 0 thi phai bit d4u lai qua trinh tinh
toan v&i mot diém T méi.

E.4 Cip Tate

Cho [ > 2 |a s nguyén t va cho P va Q la cac diém trén E voi [11P = 0Oz, cap Tate < P,Q > dwoctinh
todn nhu sau:
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- Chon mét sé diém T ngdu nhién trén E, thi
-Tinh < P,Q >= (d(P,Q — T)/d(P,~-T)).

Néu trong qua trinh tinh todn cap diém, xuit hién phép chia cho 0 thi phai bét dau lai qua trinh tinh
todn v&i mét diém T méi.

CHU THICH Théng tin chi tidt hon vé vide x8y deng cap Weil va Tate c6 trong tai lidu vién ¢in [8], [21] va [30}.
E.5 Cdp Tate riit gon

Cho I > 2 1 6 nguyén tb va cho P va  1a cac diém trén E vé&i ({]P = 0, ¢ap < P,Q > dwoc tinh toan
nhw sau:

- Chon mét sb diém T ngdu nhién trén E.
-Tinh < P,Q >= (d(P,Q — T)/d(P,~T))Pk=D/t .

Trong d6 k Ia kich thuée cla trirdng mé rdng (vi dy: k = 2) va p* 1a sb iwong céc phén tir trong trwdong
m& rgng. Néu trong qua trinh tinh todn cap diém, cé phép chia cho 0 thi phai bit GAu lai qua trinh tinh
toan voi mét didm T méi.

CHU THICH 1 Théng tin chi tiét hon vé vigc xay dyng cac cip diém cb trong tai lidu vien dan (4] va [23].

CHU THICH 2 C3p Tate nit gon dwge sie dyng trang ¢4c vi du s6 hoc trong F.11 va F.12.
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PhulucF
(Tham khao)
Cac vidy sb

F.1 Téng quan
Trong phu luc F, tAt ¢3 cac ki tyw déu dugc biéu dién dudi dang thap luc phan, trir khi dwoc néu rd rang.

MGt khuyén cao ring chi nén st dung chi ky sé dwa trén SHA-1 va RIPEMD-160 cho cac ¢ng dung ké
thira.

F.2 Co ché DSA
F.2.1 Vidu 1: 2014 bit, sd nguyén tb P, SHA-224
F.2.1.1 Téng quan

Mot i gidi thich gy Gu vé viéc tao ra tat ca cac gid trj dwoc duwa ra trong Tai liéu tham khao [17). Vidy
nay 1a gia tri miu cho DSA voi a = 2048 va f= 224. Tat ca viéc bam, bac gém viéc sinh céc tham sé
mién, d&u thire hién véi SHA-224.

F.2.4.2 Cac tham sb

a = 2048
f= 224

SEED = 0OCO8BEl1l 2F88B186 90421876 5614496E C2AF9770 C71DOA5S€ B871F489B6
F=2

P = B486SEFC 44BFB4CB 7EE034F0 ERESBA72D 25897819 9BFYBA28 8462FD97
19F33272 CO10A11B 33BCE4E8 4B81BGEC7 AB1229D9 FC7BEA43 8055907F
F1E2BFAC 33716089 DCED277F 9036440A 8§87D4B22 CACSBABD ECD6A1B3
Al1731594 20371025 BAABSF18 DSFDES28 CE4FSEE4 5352785F 20057762
2C20756E 171CBDDS 1CER932A ECF29109 S5CFFD9C2 3A07TAC6B C2F52508
BO9FBE2E6 S5AF85215 6EBEEBFS8 31C098FB 01005S7BD 425132B8 DA46BBSC
EB01E241 05058E58 (091383F1 6F124894 FB6DEICD 3BCC4C6E 64901743
AF8F47C3 5CC2177E B15ED172 B4969174 FE3F645A 9D3BEFC6 811A%074
BE702024 98ESE157 ECDBED3C 1FDF3C4r QODAB43A CBA49802 79392ELE
B515851F

Q = B400963C 40D74138 6%F42710 BBEF73CB CEClC4E6 35CEBIF3 CFTR6255
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Counter = 24

G = AR92434D5 6752B028

CF11954E OF3B1BED 8804EB74 SDEED793 E2$32E80

8F37C34A 15444A06 9ABBL7ES 4BF7FB82 7D6FE95% 42BBAQCC 1F3BZBSE

EADA25A2 CAF73A0C 68C7DC48 0S3374A3 CD1F2250 8EF05038 SESAESSC

E6ABADS0 2510B4CA C42528B7 BCA0993C C8539C630 61D7BA3A 88589C6D

CAGEAE44 E2D3CO50 A236645F FBDE4BA6 1ECEB17B 941F85E9 C5234A28

FAD461DE 8B55F033 DB7EOCB4 DASEL1S5F FFCD416D 5A8BCOCD SDRAESB16

010841CC 9F416A6F E109R40A 823874F0 EDDO92F45 738918AC 0CB925E7

ABSBE692A 9336DB36 697E6CTS 5B0243CA EBB61A38 79EABAFE ACS53F166

2740D6ED 3E3DBY9BF A629390A 6AS517FBO BS0D0O2E2 57178145 AF964626

ST7ABA465

F.2.1.3 Khéa ky va khoa kiém tra

X = A279DOA3 A4243A2B 16909C9E OBBFEC32 058%E4DF 1BDDAET72 3BA7353B

Y = 31246FA1 CB8D1430 BDCDEBFO SBB8C967 D24E6728 BASCS00C 50852741

3AFD4963
B89512D1B
184B2733
A642DES]
F7D27677
B292BSED
469360A9

DFC56691

F12EA2CC D80D89%16
SE4AABAB 72B922005
9114E35E FED6B20B
DBOSDCFO 22A76077
O0BRO313E 42255286
SCSED61C 1BF9567A
48F61B4D 1CDCAY91

1B4FTDDY9 61A7TEBRS8

62A7B9B3
25127129
8D7BA182
1E22AR42
OD184F18
E1E40CC5
1BB64070

74923C59

c2023212
EAB2CCSE
3E3512D3
26987E41
C4880ED3
F85F5B7D
94DI9AT8B

2458D43D

08943D85
66B6EQSC
EBB2F720
EA142BAD
A6CEB134
140%AAA1
A34ED943
F171CBS81

5D7EA110
49341ABF
76C2815D

BFDOO011

E1647DDC
O08CECFE2
97057791

698ABTEE

2ESB92E6

F.2.1.4 Dir liéu cho mbi thong diép

M= ASCilformof”abc"= 61 62 63

K= 2973C724 7F9BD6DB 3CO8CDTA 1DA427DF 6780A7TDD F3E09362 EBBAL293
h(M)= 23097D22 3405DB22 B8642A477 BDA255B3 2AADBCE4 BDAOB3F7 E36CADA7T
F.2.1.5 Ky
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R = IDFAARGF B87DA6148 6529A2F3 4EBC7D89 3D42F405 FB8DCBB33 93CC1ACQ

S:

F.2.1.6 Kiém tra

4A3E6377 DOSAACD6 67BASFIC E3982EBY9 ClAAGESO 70F7C2F7 OEA23173

R’ = 1DFARAGF B7DABl48 6529A2F3 4EBCTDBYS 3D42F405 FEDCBB33 93CCiA0D

F.2.2 Vi du 2: 3072 bit, sé nguyén tb P, SHA-256

F.2.21 Tong quan

Vi dy ndy 1a gia tri m3u cho DSA véi a = 3072 va § = 256. T4t ¢ viéc bam, bao gbm viéc tao ra tham

sb mién, déu thyc hién véi SHA-256.
F.2.2.2 Cac tham sé

Counter

60

G

il

N

3072

256
193AFCA?
C2D9BD47
2
90066455
A7795A1C
4B9B2140
C4AF7042
90340222
EBAT8ES4
2C59EFD]
FE1FCB19
BESCD540
2C2F941D
3F93838A
E97C2C56
0D15C33
BBC25F3E
CFaQ0478A
FCCFBL1D
20
SESCBASY

4D521E37

ClE77B3C

BSCFC38F
72D46076
E1ER523F
QEEFD6EA
9F491D8D
2D7BA3S1
B1ER6651
E8F9996A
2415A014
AD179C54
1C08504F
OEABTEDE
E3FCOA83
941FDDC6
54717808

2EO0A680D

F84A48DD

1ECC618C

9CAR4A4E
982CEE8E
009D20A7Y
11EF7DAL
3485261C
C21EAEDS
1ASAQFBF
BEAOECCD
51A84047
0C1C8CED
BOBF3215
87C11E3D
35617055
20068958
CEE648053B

885EB903

S806B097

81322E47

B4281F29
956%936C6
E7880E4E
29F58835
D068699B
F1D29F5D
615B766C
E5381752
6B2FCEBO
30D460C4
03EFE434
597F1FEA
AC91328E
1BFEC416
76ES5B142

AEMTSE4A

0Cc2p283

B8BBR997

2C260FEE
AB4DCFEQ
SBRAGOOF
FF56B8ITF
6BASBALD
50158334
5862DOBD
38FCBBOE
E388D30D
D983BESA
88310DD8
742D73ER
C22B50FC
B4B2CB73
49p77A48

45046810

B7153F7B8

C9C83515

FOlFD&10
SE€78458
1BS004A2
ARG3TBCO
DBBEF6DB
87E27F44
BA3FE7AO
E6F29AF7
4B376C37
BOB20F69
DCTTECSB
C7F37BE4
158941D3

38469DF7

3D44BEDE

2B846F9A0

C59CcC446

37£56258
6940CA54
7811CD9%
AC2EFAAR
S1E8FE34
16BOCAG3
EODAOFB2
F642773E
FE401C2A
144C1AEL
B349B8BF
3943EF1A
D1624CD8

F7DC287E

3B7ACCCS

C393%14C
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T92E6A92 3E2117AB 80Q5276A9 75AADB52 61D%1673 EASANRFFE ECBFAS18
3DFCB503 B7332AM1 9275AFAl FBECOB60 TBEF66CC 23AF4B70 79105982
RADIARYY BSFDBF4A 60126FEB 2CF0O5DBS A7FOF0SE 3397F393 7FZ2E90B9
ESB9C9B6 EFEF642B C48351C4 6FR171B9 BFA9EF17 RY61CES6 CIETAICC
3D3DO3DF AD1O78BA 21DA4251 9BF07D24 81622BCE 45969DSC 4DED63D7
2ABTAQFQ 8B2F48A7 CCERF335 E08C4720 E31476B6 72985E231 FE3N9UB3
9AC3AE3B EQC6BECA CEF8289A 2E2873D5 85518629 CAFBDS5E 68414892
B6EB5B4B SBAGE2FT 84660896 AFF387D3 2844CC38 B6947549 6DE1SDAZ
E58259B0 90489ACS E62363CD FB2CFDBE FR2A427TAB CD65750B S506FS60RD
E3B98856 7AB8126B 31407828 EZB63A6D TEDOT4TE CHIEQECA 23CETDBA
74CiD2C2 ATAFB6A2 9799620F Q0DE11C33 787F7DED 3B30E1A2 2DOIFIFE
DA1ABBBF BF25CAEQ 5A13F812 E34563F% 9410E738

F.2.2.3 Khéa ky va khéa kiém tra

X = 3ABC1587 287CETBY9 EAlAD665 1CF2BCAD 7F92ED25 CABCB553 FS567D1R4
= QEBB8764
Y = 8B891C86 92D3DEST 5879390F 2698B26F BECCASB0O 75535DCE 6BOCBG625
T7F9FAQD EF6074E7 A7624121 224A5958 96ABDACD AS6B2CEF BY942E025
D2A4282F FAAS6A48 CDB47E1A 6FCBSCFB 393EF35A F9DF2131 02BB303C
2B5C36C3 F8FCO4ED TRS8B6IFE FEOCF3El FCOSCFAT 13B3435B 2656E313
BABB74AE ASF93600 6AEB448B CDOOSDL8 EC35G2A3 3DQ4CF25 C8D3ID6YE
44343442 FA3DB7DE 618CSE2D A064573E 61EED5S8 1BFBGI4A 23ACBTFD
5B52D62E 954E1376 DBSDDB52 4FFCOD46 2DF97879 2EE44173 BESDBOSA
TDC43E94 C11A2E7A 4FBE3830 71FA36D2 ATECEAS3 BBFELC4F 79888A99
D3B61056 97C25568 79BB4D7E 781CEBB3 D4AE66ADE 2S5ASEH30 84607228
9FDBCY431 FA679CA8 2F5F78B7 461B2404 DB883D2]1 5F4EQ676 CF549395
ORCS55916 9TRFEASD 1EE6ECO1 6BBSBAS1 CAFBSFIC 84C989FA 117373E9
4578F28B 3ABC1587 297CE7BS EOBI4CED 545DA462 66FDT7F6 2DAF2CEE
92AB7701 2AFEBC11 00B9B85A8 21CDZD97 8CTE6FE7 499D1AAF BDE632C2
1BB48CR5 CBFYF310 S8FDIFD3 B54C49A6 5D920174 4AACES40 354974F9

F.2.2.4 Di¥ liéu cho méi théng diép
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M = ASCll formof"abc”" =61 62 63
= A6902C1E 6E3943C5 62806158 8A8B0O07B CCEASIDB F1291548 37048243
BOG678BEE
h{M) = BATB16BF B8FOLCFEA 414140DE 5DAE2223 BQO361A3 96177AS%C B41QFF61
F20015AD

F.2.25 Ky

R = 5F184E64 SA3IBBESBF B4AGBTIB 6503A9D1 2924C7ABR E04B7141 0066C2EC
AGE3BE3E

S = 91EBOC7B A3D4BYB6 (BB25C3D SF2CADAS A2C9DT72 3267B033 CBCDCFA8
03CB9C1E

F.2.2.6 Kiém tra

R’ = 5F184E64 SA38BESF B4A6871B 6503A9D1 2924C7AB E04B7141 0066C2EC
AGE3BRE3IR
F.3 Co ché KCDSA
F.3.1 Vidy 1 : Sé nguyén té P 2048 bit, sé nguyén té Q 224 bit, SHA-224
F.3.1.1 Téng quan
Vi du ndy sir dung SHA-224 nhw ham bam h. Ma bam chi don gian 1a gia tri clia SHA-224.
F.3.1.2 C4c tham sé

1 = 209 (i.c. 512 in decimal)

a = 2048

g = 224

P = BDABC1IB5 C95D11BE 46661DFS SCIFB03IE B7298800 DD327518
3n4F10C6 A5448ESF 3BCOE916 FO42BE399 B34AF98E ESB2CCFC
IFFS000C FF235694 94351CFE ASS29EA3 47DCF43F 302F5894
380709EA 2E1C416B S1ASCDFC 75938188 7E3788D5 1BICCSAE
B828R4F9F BOGEQES(Q STFTFAOF 93BR0397 031FE7D5S 0A6828DA
0C1160ARQ E6ED4ESD 2A18AD17 ABL11E7OB 14F4F431 1A028260
32334445 9BTEe3C5A 1E829C76 4CF36ADB 56980BD4 C54BBEZ29
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7E780228
13403B8B
AFCCSF50
F384C97C
864F1884
79AS1F53
O0ESBELFB
67A6F6LC
854FDY93C
F7704E98
F36618F7
5BC72556
E7DB16FC
167689434
3D1704EE
2784AFE4

F2C9DEA3

4292D75C A36Q0FF4
93B711C3 03A2182B
55088713 6COEBDOS
91B58C31 DEESESSE

1EC1Q3Ch FDLBETFE

TA414D16 7ASASAS6
0D00C14A 7A225044
1B2ZDFBOA 3EA302D2
0B954F25 BADASDAS
6C62F4EC F3480183
TAEF4839 22C6A3F9
BD9BE354 E2BLF7FE
9147EEAF BSCCOCE2
F2317F45 185CB258
1A7B45C8 3BSCBE48

5B3734E7 9B64673F

F.3.1.3 Khéa ky va khéa kiém tra

X = 2F1991C1 AF401872 BAS5A431B

OEC6BCES
Q4EDESCS
582F76A2
18921494
FD4F7D35
3577A71D
S5AC95708
6ADBOFD?
4n99%9350
1BDOCOFO
82165%A0
70EB5B84

7EA23297 ABCACB6B
F22B8B1B 322308CS
7F6239B6 CECETCIB
B788FEY9S B20DS885D
3B7F085D T1E9ALD4
6852BE7C 9COAECEA
60613561 B1DB364B
8059FAS2 441FAS0D
EQ7CBSFl EE4FF405
95C205B2 98874608
EED3760E A60578BF

59310B09 291CBEFB
6E6397E0 83380BF2
C5CFOB38 888CD11S
CBF3FAS3
ES54630F2 2A3IBBSIT
8BO79E4A D38SA3S7
B6ESEB(J E8CLEBS7
36TE4ECT 2F6ETEES
2BAEBEF0 6953C0CSH
69850A56 17C995DB
9D3C3C6F 358896C4
78130054 27EDL912
EB1661F3 21512D5D
38TETECS T3C04707
F8127CB4 400BESE9Y

85681C4E

585459DF B16F6D25

DE6F4666 AEA27D1D
8F06BTE8 F8102B49
C2D23058 9A40BEE2
8CBFAEAS 1CY90BE4C
7815CT73F AO8B87ACAA
BBDIAATS A44FC314
BDCOAFD3 CEBFS5F17
DFESAQF2 ACBI192F
23581F17
6SE1AFED 903E5A13

08852898

8A4FC7CB

TCVN 12214-3: 2018

C7215284A
B3EAT3IBY

72787F6D

537F32CC

JEDRZ1AA
B24343CD
EATFB8002
51044003
E68BALT7D
E63C605E
BSCT653A
2C0580B0
EF546241
6AC5DELY

6787FES57

3DD1EJEY
FALCAESE
C33A8861
EE2784E3
BAFCB565
TF733E20
E3E71203
E2220C08
5065F6A3
80049108
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F.3.1.4 Dir liéu cho méi théng diép

M = ASCli form of “This is a test message for KCDSA usagel” =

54 68 69 73 20 69

65 73 73 61 67 65

20 75 73 61 67 65

K = 49561994 FD2BADSE
566DEDAD

y’ = 1BDOCOF0 EO7€B5F1

8216E9A0 99C20582

70EB5884 EEDI760E

h(Y’||M) = B3F321C1 8DDDO6BE
05923575

Y = 5E4E4BEC B42ED14C

6AFTEC24

F.3.1.5 Ky

R = EDB76A20 39F3C7FA
6F60D951
$ = 5260R2DF 2E923DES

DFBACFES2

F.3.1.6 Kidm tra

73 20 61
20 66 6F
21

410CALCl

EE4FF405

2BB746D8

ABD578BF

09D02BDS

1FO0ASBC

16D0825%

77B130AC

20 74 65 73 74 20
72 20 4B 43 44 53

SC3IFD3F1 2E70263F

23591F17 8SRAFCTCR

65E1AFED 903ESAL3

08852898

916F180E SDFB19C8

D377A8C1 D6SEGFSA

4118B0CF BBAS57692

8B5E8B17 63973888

6D

41

2820AD5C

5065P6A3
80049108

9FEC063D

5007ACO1

CF3BAAEC

D5D4627A

R’ = EDB76A2D 39F3D7FA 16D08259 4118BOCF 8BAS7652 CF3BAAEC

626DD951

F.3.2 Vidu 2 : S nguyén té P 3072 bit, sé nguyén té Q 256 bit, SHA-256

F.3.2.1 Téng quan

Vidy ndy s&r dung SHA-256 nhir ham bam h. M4 bam chi don gidn la gia trj clia SHA-256.
F.3.2.2 Cac tham sé
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200 (i.e. 512 in decimal)
3G72

CBAEACE3 677E98AD B2£49C00 2B8BOF43 41438466 515839BF



8138097D
3ECC8887
T02ABGEF
E891933C
8475n422
FOO2AZES
S5D6117B8B
F400C42B
02CnN7a3l
5841F198
115A9FEE
CB4ADSSF
D96982C2
DDA226CT
F23E3E02
C2ABCAF4
509B872F
17a1C167
B026F1F3
4E33AD89
613FA3SD
119eCCDE
BCB3DOEE
E7E06F81
4F4F8515
41512FC3
6F574504
DDOFFC3D
9729E8CO
667C07D8

2D1EE681
C1l6DFBIC
091SB7ES
1007E017
62D7EBT9
1958CBBA
SDOCA66C
A0C9%40A
SEESES61
EBE43218
BA984A2R
172F2648
692E0DDB
BDOEQ6DF
C4DESEQE
87180079
A760A401
AF836CC8
87133749
B7C3D79A
BYCAF18F
0778863F
C9B6D5A%
5B6SC16C
BAFIAEBS0
EBBY452D
2ZBFFBO4F
95C1E0B1
88F6DFI1
BEBOOF4C

5008C27A
FB77pC4C
402FC898
EDD40OB18
5F08D161
B30B8461
3FDAA347
32600443
Al2R3625
2639616F
73784334
E1D62D0S
B6615508
€72594a3
1B619B04
66F2EC13

5145BE43
A4B1BBAA4
54092688
791C2729
FCBIC259
37312782
5017289C
D11DDAOY
51509F97
B7482796
98184073
5645E060
FES3D32E

3415BC22
AF3571CC
35D09A0E
7E4114B6
1055EFEA
3531BODY
6ES7ADCD
IBeD3001
594020C2
6ATEIBDT
CE7T37EE
8539ac7d
83ED66FT
87C676A3
E8JAJ18E
4EABAICE

63F1BB4F
C23252R4
FBAB2B45
A4BOL4BC
31FCD33A
121837D%
4CC37E71
S55BC30FA
40BTER4S
612B746F
$23656A0
922ZR4AF3
58545012

31609874
EEFD4201
5040E309
BE5548D7
BABAEB20
EC71ESA%
0SALF490
28BF930F
40DBA3BE
43470534
3704535F
ip03zpls
ARBBCESF
CAQ6A300
CSSECAQ6
BO7F31AS8

0010B48F
C86F31E2
B1l4E4352
TOR85A90
6706E5FE
BAB40330
S9B856298
5B16792D
2DZAD2ED
EBD70A83
6431RCS2
EDDE3047
C5665168

TCVN 12214-3 : 2018

5ESB844F3
8F6C48C3
1EE4674D
$DB58B8 4
BBOF1C22
TA9DCCCE
2BDO4BY2
4B4EARG3
BDBA4TS1
8F7F1DB3
CA2F4904
33p2B9AA
FO663A0A
62BE1D8S
SEBB5603
F2667ACE

ceoB67884
1ESACACR
0C08D631
Crs41037
1F495BBS
258DBECE
D4E21574E
673A3B1F
52581905
8CCEF496
5C2BC161
C786077C

T874FB30
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AEDS1403 31F29528 B3I0OFCEB8 A9371c28 18017BOS S53A84FFC
OFBFFB4B 64BF0238 AATEZAF2 ECADCLS5A 1C06DADC FlF2E7B1
240A5E64 5A6469CY9 B002215D 9A91C2a4 ED2FBS47 A942D777
F.3.2.3 Khda ky va khéa kiém tra

X = 7C28569A 94B46FAT 45CBD3I06 AD7DC189 S6CED46E EBE04383
§391C232 0780BOSA

Y = 257T4E10E 806F1C42 S8F7CEF8F R4A6CF2B ER177DBE 6QE4EC17?7
DF21DCDB A72073F6 55655060 BRIDF93DS AGCREEES 1RSB5DES
B98C4TC2 B2FerCer S504FAAFB CTF411E2 3EAA3B18 7A353DAE
0415339 558AB932 OA154CARE CCH544E43 0008889A 2CB8899373
EC75A24C FF26247C F297D293 747ECCO5 B3483647 A87BCBBS
D4500092 Q9FS5E449 AQOA65%R 637CE139 CF6487AC ATOFSCOQ
CB670CTF 3B95BFD7 CF236A0A 6F3CY93BE 8DICF591 C9D30686
841581AA 97264B9Q 4167850A 4794C780 BE4S527DF FEB6TBEG
EE6786C5 CCEQ378C CB49920D 855558F4 DACIC42F 92DD229B
483R2257 DROCE35D C737F980 1A261A02 BDF718C2 FD4D6ICH
2E009712 B42C48%7 BAETC684 D3D35BCS 726CES899 2696B044
D722AFRA 78EFA858 C4D1OF19 72112CES FFD397%2 49BF14E4
9DBEQDYA CBLIBOASC AS0C0551 18038450 7C6T0BCF 18066457
A77438G8 R219E764 EAOA3AZA 617661C1 6A372FE(Q 58B%47a2
8B626ECF 442222E1 BEEF487C C101DBFB 715BC33A BB8592BEC
FOBD4DEA 30F230A6 ASC86178 BIEACFET 3ETA4651 98C4644B

F.3.2.4 Di¥ liéu cho mbi théng diép

M = ASCII form of “This is a test message for KCDSA usage!” =
54 68 69 73 20 6% 73 20 61 20 74 65 73 74 20 6D
65 73 73 61 &7 65 20 66 6F 72 20 4B 43 44 53 41
20 75 73 61 &7 65 21
K = 83F3008F CEBAES7E C7AG4A3A E7EEGEELl SCC197A6 DSEBA3AS
B83EF7982 F8F3DDS3

Y’ = =A0A3R2R 617661C1 6A372FEQ 58BS47A2 BBG26ECE 442222E1
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8EEF487C C101DBFB 715BC33A B85928EC FOBDADEA 30F250a6
A5C86178 B3EAQF87? 3ETA4651 98C4644B
h(Y’||M) = 4D4F2A98 83446862 F571A663 FACB2D30 7ADE1S8DE 1A3#EBS?
649ABAYE 606A0T51
V = 1935B399 849AB6OF OAE62FAD 82B281E9 1AD98ARF S1EGE7D6
BA581801 F02604A0

F.3.2.5 Ky

R = 547R9502 O07DEDDGD FFI783C4 7879ACDS 60D79251 4BDS1CS1
DEC2A24F 904CO3F1

$ = 1668797B 26641E72 94AA68D3 B8562EAE3 CAA842D0 FA446349¢C
426BAE3D 0392434F

F.3.2.6 Kidm tra

R’ = 547A9902 OTDEDDSD FF9783C4 7879ACDS 60079251 4BDILICSL
DECZ2A24F 904CO3F1

F.3.3 Vi dy 3: S8 nguyén té P 2048 bit, $6 nguyén té Q 224 bit, SHA-256
F.3.3.1 Tdng quan
Vi dy ndy str dung SHA-256 nhw ham bam h. Ma bam chi don gidn 1a gia tri cia SHA-256.
F.3.3.2 Cac tham sé
{ = 200 (i.e. 512 in decimal)
a = 2048
B = 224
P = BDASCIBS C95D11BE 46661DF5 BCOFBO03E B729BE0D DD92751B
3A4F10C6 AS448ESF 3BCOE916 FD42E399 B34AFISE ES582CCEC
3FF5000C FF235694 94351CFE A5529EA3 47DCF43F 302F589%4
380709E8A 2E1C416B S1ASCDFC 7593B16B 7E3788D5 1BSCCSAE
828B4F8F BOGEOESO 57F7FAQOF 93BB0397 031FETD5 CA6828DA
0C1160A0 E66D4E5D 2A18AD17 AB11E70B 14F4F431 1R028260
3233444F 98763C5A 1EB29C76 4ACF3GADE S56980BD4 CS4BBEZS
7E790228 4292D75C A3600FF4 53310B0Y 291CBEFB C721528A
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13403888
DFCCYr50
F384C97C
Q = 864F1884
T9AS1E53
G = 0E9BE1F8
6TAGFELC
854FDI3C
F7704E99
F36618F7
SBC72556
E7DB16FC
16789434
3D1704€E
2784AFE4
F2CODEA3

93B711C3
55D88713
91B58C31
1EC103CD

7A414D16
0D00C14A
1B2DFB0A
OB954F25
6C62F4EC
74EF4839%
BDOBE354
9147EEARF
F2317€45
1A7B45C8
SB3734E7

F.3.3.3 Khoéa ky va khéa kiém tra

X = 2F1991C1
OECEBCES
Y = 04ZDZ5C6
582F76A2
18921494
FD4FTD35
3577A710
SACO570E
6ADBOFDT
42999350
1BDOCOFO
8216E9M0
10EB5884

AF401872

TEA29297
F22B8B1B
7£623586
B788FE95
3B7F0BSD
6852BE7C
6D613561
BOS9FASZ
EC7CB5F1
99C20582
BEED9760E

F.3.3.4 Dir liéu cho méi thong diép

68

03A2182B
6COEBDQE
DEES655E

FD1BE?FE

TAIASAIG
Ta225044
3BR302D2
BADASDAG
F3480183
22C6A3F3
E281F7FE
85CCSCE2
165C8258
389CBE48

9B64673F

8AS5A431B

RBCRCBGB
32230BCS
CECETCYB
B2D5885D
T1ESALD4
9COAECEA
B1DB364B
441FNS0D
EEAFF405
988746D8
a50%70BF

6E6337E0
CSCFOB38
CBF3FAS3
E54650F2

8BOTIE4A
BG6ESEBOI
367E4ECT
2BAEB6F0
69850A5¢6
9D3C3CeF
79130054
EB1661F3
3B87ETEC?
F9127CB4

B5681C4E

9B5459DF

DE6F4666
BFQE6BT68
C2D230E8
8CBFAERB
7815C73F
8BDYSAATS
BDCOAFD3
DFESAQF2
23591F17
65E1AT6D
ogs528°8

83380BF2
B88CD115

2A3BB9S7

D385A357
68C1lEBS7
2F6ETEESB
6953C0C8
17C999DB
358896C4
27ED1912
21512D5D
79C04707
400BE9ES

B16FeD25

AEA27D1Q
F8102849
9A40BEE2
1C90BEA4C
AOBTACAA
A44FC314
CEBFSF17
AQBS192F
BA4FCTCB
903E5A13

B886AF3B9
72787F6D

537F32CC

3EDBZ1AA
B24B45CD
EATF8002
5104AD0O3
BE68BALTD
E63C605SE
B5C7653A
2C058080
EF546241
6ACSDE17

6797FEST

3DD1ESEY
FAlICAESE
C33A8861
EE27B4E3
BSFCBS65
7E7133E90
E3E71203
E2220C08
5065F6A3
80049108
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M = ASCI form of "This Is a test message for KCDSA usage!” =
54 68 69 73 20 63 73 20 €1 20 74 65 73 74 20 6D
65 73 73 61 67 65 20 66 6F 72 20 4B 43 44 53 41
20 75 73 €1 67 &5 21

K = 49561994 FD2BADSE 410CALCl SC3FD3Fl 2E70263F 2820ADSC
S66DEDBO

¥ = 1BDOCOFO EQTCBSF1 EE4FF405 23591F17 BA4FCTICR S5065F5A3
8216E9A0 99C205B2 9BB746D8B ESELIAF6D 903ESAL3 80045102
70EBSB84 EEDI760E A60GS57BBF 08852898

12BS(B, BS2I(y, h(Y' |IM2)) mod 20) =

B94315A9 AGSEF862 TDOLSAAE 4ERB41B3I FEDBBARA 9614CC67
03DE2847 '

V = 489142E8 F4AIACEl 4F693AFD 632A6FB7 SAB3IYZAD E61FEAZ6
3FG65A1B

F.3.3.5 Ky
R =ClD25741 522F5483 32686053 2D212E04 A4581807 70084641
3688715C

§ = OAFAEA63 92942822 86BOFOE1 9EC1BCL3 BFA29BS54 5747F262
0DA3AFCL

F.3.3.6 Kiém tra
R’ = C1D25741 522F5483 32686053 2D912E04 A45B1807 700B4641

36B8715C

F.4 Co ché Pointcheval-Vaudenay
F.4.1.1 Téng quan

Vi duy nay str dyng SHA-224 nhw ham bam h. Ma bam chi don gian 14 gié trj clia SHA-224.
F.4.1.2 Cac tham sb
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L = 200 (ie.512 in decimal)

F=2

P = EEADFD4F 9CC4AEFF? FSBIFSDY 047399E1L OO0E6DO1ID 6DE30E40
39825F76 083743F1 B26919FE D5C750F5 BCAADOCI COBI9E229
695F306C 1AE9F631 TRC4ACS4 74FDBSFY 714798BE6 2FD2D865
A2EETBBY E6C3IBABF 2R4C1C30 1FECT149 1356ADSA B7449AFF
F1AE412B 128ECF26 DBIYDBD74 CS91CBDCA 4EDACE4F 43AC2770
E7B38648 6190BS6A4 0211E6LF F5F767C2 31F9FDEF FE999F47
BA2C2111 821C3EES BDP1BBEC2 E4CBYESA 5C54DCl6 D167R8D6
B0235223 44B45E72 ABZAS4A7 A3TBTCS59 6A3BAATE 3589852C
SCDE7BFB 463278F0 TE6FSCO3 2785FA22 2E635460 65ESE1DS
95BE7E94 FOLC274C B3291116 40544989 38824CCY 55D802CE
76COFD6E 33537111 78C33059 6F25CF05

@ = C3E87841 984463CE 4FBAT3B6 022498R0 EAR51A6B8 0S50E79BEB
ASFEF99D

G = BCI76597 C582A659 072A5F1A 2839A1DF 594BOAE2 1262A447
ABAOF6CB 60596837 6§61C1734 DFC2BBOB 2F756AA3 44ADBADD
A15193A9 6CA727E3 ASDBFIZE B20E9760 178862DF C154A308
2EADZE4R 2FT7C760A 61586750 DSB3CFDC 3DOOA46A ETBTA3DE
SF657ADA 64CDOBFF A3B2B228 88299DE3 100F58B7 CD593D82
E5B31614 997FFLCA 6E87730A 3C8B551B 82606A1C BCS80ACD2
376B3EE2 427BAS87C 0GFFC4EC 17504261 E93DEE27 BFIEFTTB
DG6E49A82 9CIF27E9 87812CD2 BALISEEAR 36391E67 3042EBA2
9C76C8A4 DABFDB3D 48D351F5 BB870FIF 60SAE941 FFASAR2D
886045F9 SEESBB36 SE1CY9545 BC18DE0C AETFS56RE 8A24B387
395F0CPC 99E36A65 ATBBC269 522352R0

F.4.1.3 Khéa ky va khoa kiém tra

X = 26534136 39388405 885F324C 198CB3IAC BEOA2560 17B323B4
118E1B1A

Y = DBE9IBTO 78469EB9 B6296130 €4BFS7CE 1FSBFFD3 88CO3ARS
C6C2048E 588D087C BCIDTASF E2D33%4E PS67CA43 S8ACBOBSA
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27F260F2 CCBFDB4A 4351E2BA 42866082 72DB1BB2 422157D5
3659BB68 FES5QF61C 31573684 E93BLICS FIFE32CS5 DIB6CDIE
3FOE40FA 9198D358 F2BD39F{ DDCECCSE BDETOCBl E77F4FBF
D0867B95 DIABLABE 2A8377A9 8189FEF4 0B241503 2F7BAD4Z
BBDE1ABE C6150431 87614940 435E55DB S5CADF37 C6F0E142
0577eB51 196E0021 431C94DB D7466800A F1B4F23E 86F40B57
AB39641428 BT2EE96D ASSE3576 06130279 2FC3ESA8 (CDD1877
117B9EDS 401511ED 43ACI0OBF 1ELF7450 O1ABS1CF 84ZEF520
386247FE BD4CBESB 1FC3D785 C237DSCE

F.4.1.4 Di¥ liéu cho mébi théng diép

K = 717548D2 2C7PAF7E BE1BDSDC AD2C2E47 SDA789DS5 68CSEQ81
236214p0
K-1 = 787CEDES BD149C67 45CB3654 E1F9B472 C736D584 ECD4ACE4
4943FD6Y
M = ASCII form of "abc” = 61 62 63

F.4.1.5 Ky
R = AF246E82 74F24075 343014D5 FC648CEQ 09771BD{ 48DF1438
EBODSTE7
R“M = AF246EB2 T4F24075 343014D5 FC648CE(Q 09771BDO 48DF1438
EBODS7E7 616263
h(R||M) = S9B6FSP B1DS8BF68 2BDBFE31 25065C4C DIATICDD 73IEESESS
01D29EF2
S = 370F4FDS 3ETO1FDS BY70C37D 4DADTSE2 4EFIAGFD IDSACSFL
867ATEI3
F.4.1.6 Kiém tra
nm= 18A358C2 2635ABE3 B5E18D55 AF94B75B 36ECZFAE SE87EAZ4
COBBC507 AB790BAS OCDOAS3D C92E4736 ESA050BD DAZBF62E
AAD42C69 07D33346 DI0I7S3C 4C91024F DC12DSAA SA98FETE
EE3A90AD 64DB83E9 JCILEACS CDC41AAD D383B3BA 034BOASS
C64BF470 QFC81437 BADIA1SD 3FD61B53 25E2991E DB41D15S
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ESF740DE C7984657 D4BOBE24 9DB622E1 Q936BESS 2AE4005A
58DFAS542 R688FODE 2CSDE7EB CS5A3TED4 CSA3DOF1 CAF1BBFC
24B7E658 368FFS8C1l EI10AIF80 BE42B30C 6255B2AE 15F0251C
CF1CD9F5S 41ECCCEF? TE6A6147 BTI9FE310 085C8172D BDOCD110
52816FA7 04FADDA3 5C73E38F 9C6BDBBA 131AZ073 191D9064
94R3ET64 4ED3ASFF ED1DS8SBD AQLSEBEC

R' = AF246E82 74F24075 343014D5 FC648CE0 09771BDO 48DF1438
EBOD97EY

F.5 Co ché SDSA
F.5.1 Vidy 1: 86 nguyén té P 2048 bit, SHA-224
F.5.1.1 Téng quan

Péi véi vi dy nay, nhom 'MODP 2048-bit véi nhém con chinh 224-bit trong RFC-5114 dwerc str dung nhu
nhém. SHA-224 duoc st dung riéng cho ham bam, do dé ma bam chi don gian 14 gia trj SHA-224, duwoc
chuyén ddi theo Phy lyc B cho céc myc dif liéu thich hop.

F.5.1.2 Cac tham s6

2048

B = 224

ADLO7E1E 9123ASD0 D66QFAAT 9559CSLF A20D64ES 683BOFDI

b
]

B54B81597 B361D0ATS E6FAl141D F9S5AS60CB AFSA3C40 7BALDF1S
EB3D68HA 309C1B80E 1DEGBSS5A 1274A0AS 6D3F8152 ADEAC212
9037CO9ED EFDA4ADFS DS1EBFEF 55B7394B 7ADSB7DO BEC12207
CS¥98D11 ED34DBF6 CHEBAOBZC 8BBCR7BE GAOOEOAD BSC49708
B3BF8A31 70918836 81286130 BCB8283DB 1602E714 41509330
278273C7 DE31EFDC 7310F712 1ED5A074 15987D9A DCOA4B6D
CDF33AaCC 44328387 315D75E1 98C641A4 80CDBGAL1 BIESBTES
BEEQRE9C CY920B2B9 C5217284 13042E9B 23F10BOE 16£79763
C9853DCr 4BAS0A29 E3FR73C1 §BSE758% TEF363E2 FFA3LFT1
CFIDES38 4E71841C OAC4DFFE OCl0E64F

G = PAC4032EF 4F2DYAE3 9DF3085C BEFDACSQ GCDEBE7B 89998CAF
74866208 CFEAFFE3 AEB24D4E 1QBYSAGFQ DDY21FD1 ATOC4AFA
AB738D77 0§C29F52 C5IDB17C 620A8652 BESEY0C1 ABDESAD?
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Cl766%10 1999024A F4D02727 5ACL346B BSATE2D0 521BCTO8A
E2471504 22EALED4 09939D54 DAT460CH BSF6CEB2 $0717CRE
F180EB34 118E98D1 19529A45 DEFB3456 G6E3025E3 16A330EF
BB7TABEF OCLABLSR 051AE3D4 2BC8F8AC B70AB137 150BBEER
10E183ED D19963bD DIE263E4 770589EF GRAZ1ETIF S5F2FF381
BS39CCE3 409D13CD 566AFBB4 §D6C0191 ZIE1BCFE 94B30N269
EDFE72FE 9B6AA4BD 7BSACFLIC 71CEFF4C 19C418E1l FBECQ179
81BCO8TF 2A7065B3 84B830D3 191F2BFA

g = 801COD34 CS8DI3IFE 89717710 1¥FB0535A 473BCEBC RF3B9ALS
B36371EB

F.5.1.3 Khéa ky va khoa kiém tra

X = 602FET36 BOBEFCB2 A8BJ6779 35Fr652B 21A3F4DE 46725D07
pP71B371A9

Y = A7DBB446 FDBC4B82 61BR026D 94FASB47 74B17110 CABC0944
14AD2013 2EFC8B7D 7CT7FFQS5SD DOBY02C4 EF736831 61C1FY9A3
SD60ETAB EIBDSFE2 B458A96D F4703408 OAAO3CAF 09673967
F434548D 44B278EQ 4C1FAEDS £0C41990_CEF37940 66015EDY
74BDADS6 429596DD 9259C45C 21B71ASE A4EFQ99A 06DACT3T
B8858A107 BLl1B3ES7 384118E0 19897C48 E?34F06% ETI1TEZ3A
DD202405 823A2AET AOBAFABl 0Q9D2CFEA OFF346FA 38A8B735D
1CE715E0 6ACOBEBO 93EB331F EBEC88D6 1DF546E2 DCOEB465
10863F6A SBAT3FEI 699583017 1BSD7D35 9EEB3DTID BBOLF3EZ
10582280 DF71A27D 5191E4AB 428E27A3 1180F537 CABACOD]
2EBF1658 B1884697 SEDCR1SD DCBFB6DC

F.5.1.4 Di» lidu cho mdi thong diép

M = ASCIIform of "ab¢" = 616263
K = TBFA2DD5S 6B31BB27 FFCODIAE 1ABAASOF AOBR9379 Q8a542al
S5EFD1ELS

J] = 60FCB613 40799851 BSE2DC3A 3865BC21 25100D38 4B1CIAM

6FOCB73B 442BEBD8 33%04CD09 A4C6A29E OCDI111E BOEG5FS2
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45F8A578 A5717098 FAZR6QLF
§DT4Al41 DEBTLTDC 16DA3R0D
F3981987 97DA0ECT EYEESS4A
FD5E7862 17016E91 03C5F139
06SF8DAS 55656BAF B3B1EDBC
OBS4BEFS A3496589 0123FC81
DOG8OCE3 ODCEIBYF BABTDSSE
BB39BDBD EE6CEQ3B AE773475
3FE41463 CC181289R ATAGEGE]L

b = CC192C12 72872367 49346281
316AD6G81

F.5.1.5 Ky

R = CC192C12 72872367 48346281
316AD681
S = 4C77€699 9F9D5S2E1 52B47F29

FE2DSFLF

F.5.1.6 Kidm tra

JJ' = 60FCBE13 40799851 BSE2DC3A
6FQ0C873B 442BEBDB 5904CT09
85FBAS7T8 AS717098 FAZAGO1F
4DF4Al41 DFET7170C 16DA3BOD
£39B1987 97DAOECT ESEEY9%4A
FDSET862 17016E91 Q3CSF13%
065FEORE S5656BAF B3BLEDBC
0BS48EFS A34566B9 0123FC81
DOEBOCE3 ODCEIDFF BAGTIDRSF
@33830BD EEGOEQIB AET73475
IFE41463 CCLE1288B AFR6EEGL

R = CC192C12 72872367 48346281
Jlerpedl .
F.5.2 Vidu 2: Nguyén t6 P 2048 bit, SHA-256
F.5.2.1 Téng guan
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D$183CDD
438BIEAS
4C0352D8
2€C1D3C01
4C1420969
72472B44
F17CAS52A
424358D9
6F6CATA4
4DF721E5

4DE721ES

335E548F

3865BC21

A4CBA29E
D9183CDD
438B1EAS
4C0352D8
2C1D3C01
4C14A969
724712844
FLTCAS2A
42435BD9
6F6CAT 44
4DF721E5

DSEF1586 AR255E1D
4976523F 1D73351B
271D186A ODEASBARO
B974BADC 86184505
2RER1AT1 DAS117F4
06DOC2E6 77C3C21D
GBOF164F $452777D
090021DD F97602E0

D9B2A651 GDY7F3ID3

D3B2A6S1 ODSTF3ID3

A3B90625 C55FCIA4

29100D38 4BICSA94

OCD1111E BY9E65FB2
O5FF1586 AB255E1D
4976523F 1D73351R
271D186A CDEABABD
BS74BADC 881849G5
2AEA1A71 DB85117F4
06DOC2EE 77C3C21D
EBOF164F 5452777C
08D021D0 F9760Q2EC

DSB2A6€51 OD97F3IDI



F.5.2.2 Cac tham sé

2048

a
g = 256
p = 8TABE6ID

SD2CEED4
16C3D911
SABR9DI0
6CSBFCLL
4FDBTQCS
F13C6D2A
67E144E5
COB857F6
15F26373
693877FA
G = IFB32C9B
07F4793R
BEJRECLB
ASSAE313
TTTDE62R
1D14348F
A4BD1BFF
C8484B1E
B3353BER
184RB523D
582327CF
g = 8CF83642

A308BOFE

B4B6663C
4353800
34096FAA
6BCF67ED
D45F3088
81B23F76
S1BFA4AB
14056425
899628356
D7014103
D7EF09CA
73134D0B
1AOBAR125
0C6B47BY
41000A65
AABSRB62
6F2F9193
E83B9C80
05258889
64EQEC37
1DB246C3
EF98C582
ATO9ADS7
64F5FBD3

F.5.2.3 Khéa ky va khéa kiem tra

FFBED1SC
EQODFEF1
3RF429€ED
21F9E672
BS41FS4E
B63ACAEL
3AD83477
1CCACBS83
DED4Q10A
A4B54330
DBO34AED
2E775066
10DBEC15Q
BC3773BF
0196r931
BAC376D2
B5045AF2
00528985
B7D2BBD2
78D02837
2F630784
664B4COF
B4479976

65195999
D61957D4
B30E%ATC
SB475B8C0
B1ES9BRBS
CRABRT790
96524D8E
E6B486F6
BDOBE621
C198AF12
1E1A1597
60EDED48
T7BE463F
TEBCEF62
C77A57F2
82D6ED38
767164E1
D1B2EAOA
DF016199
0DF92B52
90FOCEF8
6CC41659
401290DA2

BCEEF6(8
FAFTDP45
203E0Ce4
22E0BLEF
BC39A0BF
2D5252¢7
F6A167B5
B3CA3F79
C3A3260A
6116p227

4CATB1GF
FER4FED4A
901228F8
DDF463E5
64E67982
DECY67C1
DB2A3B73
ECDOBELS
7891428
DE47D148

99B1A47D

TCVN 12214-3: 2018

B4i v6ivi dy nay, nhém 'MODP 2048-bit véi nhom con chinh 256-bit trong RFC-5114 dwoc st dyng nhu
nhém. SHA-256 duwgc st dung riéng cho ham bam, do dé ma bam chi don gian la gia trj SHA-256, dvgc
chuyén ddi theo Phuy luc B cho cac muc ¢t ligu thich hop.

660DDOF2
61B2AA30
97517TABRD
4275BF7B
12307F3C
35468A0E
A41825D9
71506028
34E710C3

6E11715F

21EF2054
RCOBB555
C28CBB18
E9EC1443
4285BC83
FB3F2E5S
13D3FE14
57Cn0%15S
CDC67ERG
D4795451

1EB3750B
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X = 73018895
BIDC23AF
Y = 57A17258
8DC1DDSD
86B149C4
40A058DB
DF2EB4D3
1064796C
E222407A
€16114SE
8BOFD&B9
FB63C624
E88C417D

20D47AA0
69006888
D4A3F47IC
35CE42FF
G4E176EB
9D6875AB
D%424ES57
A55848B0D
CE0§8972
F2927CDR
1E408083
F32E66B0
2E57797B

F.5.2.4 Dir liéu cho méi théng diép

55995BAl

4545AD51
3ASF225E
FO3BAG51
3F4B817EC
D964398D
FDD9580B
D34852AE
C55BBDS6
7E761057
SFC31C5D

8FS5A2FF

M = ASCII form of “ab¢” = 616263

K = 2B73E8FF
2338EB8A
J7 = 41979DBA
027D79AC
3667€373
08A89506
0C028E30
0899526
27FE078F
292BSP4E
077EACA4
AD3C9938
SFOCE2FB
R = CDACI32A

D6DBOCES

3A7C0168
EEC63305
19606871
3SEE887C
F8F2D239
3F8AATER
B8FD4AS54
7186C43E
cpgca297
225AACE4
EE75113E
SER3EC39
TCL7BZES
T58FCECE

EQED&96E

6CASS56ED

A2588BB51
460C2689
0C950BAF
S64AA5DE
Al167E1l4
898BSEG2E
4AFF1D0E
FCO04AB3
95826149
E795FEAE
7C462EDD
7E549%03

D8FCDI01

F3109¢c5D
DE650212
0Dg206Ce
3A65A665
BE1C6362
55085345
2B705C53
4AREBDES
BC6CBBAC
FrB25FAY

CEEE4DDB

FABFD74A

66570584
3D7FFC59
972E6EOB
61045207
O1FEE171
SCESC344
SAF1BE4C
40A88B76
F7C6eD2CD
€o0C8293
D49BBE2F
FDB91F41

6EAG2E0T 18892E07

B41B7878 79FCFES3
6408FCB1 3AEA2231
20FEB1EQ 9392EECS
B788ECBB 447188C7
659C6BD8 S55CLD3ES
C15E34D6 A33A2F43
2243BE3% 4B222329
BA4500A7 FA432FE7
18FD4320 7582032A
2D4000E2 BOD4F721

C8D1FDA4 AD3IDS503F

95110125 8CO77E93
OF317B7A 2C01FCBY
00A79416 9696CCH5
SE9F6BTF 469BC831
EF284811 6146CC69
646950EF F57B1490
A3E3787F €6D15D23
40F2D436 D2840185
554463F9 26E48F09
FBOD0OS06 QFE2BFI1

FBS410CB DDD246F3



F.5.2.5 Ky

R = CDACO32A 758FCFCE 7ES549903 FDBY1F41 FB5410CB DDD246E3

D6DBOCZ6 EQEDEIGE

5 = 3505AEA2 EO39E1BF DUCESS0A EB89S1SDF 0103FB45 CLBBT63E

DA4EE6FS FO1783CE
F.5.2.6 Kiém tra

f1' = 41979DBA 19606871 A25BBBS1
027D79AC 35EEBB7C 460C2689
3667E373 F8F20239 OC350BAFT
08AB95D6 3FBAATEA 564AASDE
OCO2BE30 BBFD4AS4 Al67E114
C0§59526 7186C43E 98BSEG2E
27FTEDT8F CDI9CB297 4AFF1DDE
292BSF4E 225ARC64 FCO04ABR3
O077EACR4 EE75113E 95826149
AD3C99B8 SEA3EC39 ETI5FEAE
SFOOE2FB 7C17B2E8 7C462EDO
R’ = CDACY932A 758FCFCE 7E549903
D6DBOCEE EOEDG9GE

F.6 Co ché EC-DSA
F.6.1 Téng quan

TCVN 12214-3 : 2018

665AD584 95110125 BCQ77ES3
3D7FFC53 0F317B7A 2COLlFCRY
972E6EQ0R 00A79416 9696CCHS
6104820 3E9F6B7F 4693C831
Q1FEEL71 EF284811 6146CC69
9CE5C344 646950EF FS7B149%0
S5AF18E4C A3E378B7F 66Dl5D23
40AB8B76 40F2D436 D2840185
F7CED2CD 554463F9 26E48F09
€90C8293 FBODOSO6 OFE2BEY9L
D49BBE2F

FDBY1F41 FB5410CB DDD246F3

Vi cac vi dy duwéi day, SHA-1 duge st dung riéng cho ham bam, do 86 ma bam chi don gidn 12 gia tr
clia SHA-1, dwoc chuyén ddi theo Phuy lyc B cho céc myc di lidu thich hep.

T quan diém an toan, didu quan trong 1a phai tranh cac dwdng cong yéu vé thuat toan méat ma (vi dy:
Dam bao réng mot dwémng cong cuy thé khdng dé bj tAn cdng vao cac trudng hop dic biét clia dudng

cong elliptic Logarit réi rac).

F.6.2Vidy 1: Trwéng FJ', véim = 191, SHA-1
F.6.2.1 CAc tham sé

Triedng FJ* dugre md ta bdi da thire modulo rit gon x191 4+ x° + 1.

Budng con elliptic: Y2 + XY = X? + aX? + b trén treong FI* .
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28665378 §7675263 6A63F565 54E12640 276BE49E F1526267

o
]

o
i

2E45EFS57 1FQ0786F 67B0O0B1B 9495A3D9 5462F5DE QAALSSEC

= (Gx, Gy)
= 36B3DAFE A23206F9 C4F259D7 B21A9C36 9137FICB 4AE1AAQD

2 o
| []

7658E734 33B3F95E 332932E7 OEA245CA 2418ERQE F98018FB

<3
=<
]

40000000 00Q00000 0CG000000 C4AZ20ESC C38067CH 9IBBBIAS

L]
[}

F.6.2.2 Khéa ky va khoa kiém tra

X = 34056281 DDA332r9% D2AEC168 249B5696 EE39DOED 4D03760F
Y = (YxVYy)

Yy = SDE37E7S 6BD55D72 E3768CB3 96FFEBY6 2614dEA4 CE28A2E?
Yy = SSCOZ0E0 2F5FB132 CAF416EF 85822988 BBEL3520 03125BAl

F.6.2.3 Di¥ li€u cho méi thong diép

M = ASCl formof"abc" =61 62 63

K = 3EEACE72 B4915D9%99 17380521 879F787C BS90AFFS 189D2R69
IT# {0,
[?x = 43§ES5A11 FBS5E4C6 5471DCDA 9E266142 A3BDE2BF 9D5772D5
f}y = 2AD603A0 5301D177 649F%Lle7? E6F475B7 E2FF590C 85AF15DA
k(M) = R9993E36 4706816A BA3ZE2571 7850C26C 9CDQDBID

F.6.2.4 Ky

R = 03BE5A11 FBSSE4CE 5471DCD4 298452B1 BO2DSAF7 099BBI30

tn

= O0COA0BC3 4468C244 BYESDEB2 1B3C6B836 28074160 20328BEE

F.6.2.5 Kiém tra

bl (n},ﬁ;,)

439ESAL11l F355E4CE6 5471DCD4 %E266142 A3BDFZBF 9D5772D5

¥
X

f]; = 2ADE03AG SBDID17T 643F9167 EGF475b7 E2FF590C 85AF15DA

R' = 03BESAll FBSS5EACS S471DCD4 99845281 EQ2D8AF? 059R3930
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F.6.3 Vi dy 2: Trivong Fp, 6 nguyén té P 192 bit, SHA-1
F.6.3.1 Cac tham sé
Truong Fp voi P13 hé théap luc phan

P = FEFFFFFF FFFFFEFF EPFFFFEF FFFFFEFE FEFEFFFF FFFFFFEFE

Buing cong elliptic: Y2 + XY = X3 + aX? + b trén trwdng Fp

o = FFEEFFFF FFPEFEFF FFEFFFFF EFFEFEFE FFPEFFFE FPFPFFEC
b = 64210519 E59CB0E7 OFA7ESAB 72243049 FEBSDEEC C146B9B1
G = (6x, Gy)

Cx = 188DASOE BO3090F6 7CBFZOEB 43A18800 FAFFOAFD 82FF1012

Gy = 07192B95 FFCBDA78 631011ED 6B24CDD5 T3F977A1 1E794811
Q = FFFFFFFF FFEFFFTF FPEFFFPF 99DEF836 146BCYB1 BAD22831

F.6.3.2 Khoa ky va khéa kiém tra

X = 1ABDS98F C1SBFOFD 89030B5C BL111AEB 92AEBBAF SER47SFB
Yx = (¥ Yy}

Yy = 62B12D60 650COCF3 3JOBARABGE E€9763B4 71F994DD 702D16AS
Yy = 63BF52C0O 8069705F FFF65ESC ASC0D697 16DECB34 74373902

F.6.3.3 D{ liéu cho mdi thong diép

M = ASCH form of "abc” = 616263
h{M) = K9993E36 4708816A BA3E2571 7850C26C 9CDOD{SD

K = FA6DE297 46BBEB7F 8BRLE761 F85F7DFB 29831690 B2FA2F4E
n = (.1,
Uy = 88505238 OFF14787 34C330C4 3D39B2C4 ABIF29BO FT749FEAD
[T, = SCFIFALC BEFEFBS1 7747A3BB 29C072B9 289C2547 884FDB35.
F.6.34 Ky
R = 88505238 OFF147B7 34C330C4 3D39B2C4 A89F28BO0 F74SFEAD
§ = ESECCT81 O6DEF82B F1070CF1 D4DBOAC3 CB390046 951DF686
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F.6.3.5 Kiém tra

f = !
1 ( ;,,n,,).
;]} = gA505238 0FF147B7 34C330C4 3D39B2C4 AB89F29B0 FT49FEAD
n; = 9CFOFA1C BEFEFBS1 7747A3BB 28C072BYS 289C2547 884FD835S
R' = 88505238 OFF147B7 34C330C4 3D39B2C4 A89F29BO F74SFEAD

F.6.4 Vi dy 3: Trwong F, v&i m = 283, SHA-256
F.6.4.1 Cac tham sb
Triedmng FI* duwoc md 12 bdi da thire modulo rit gon x283 4 x12 4 x7 4+ x5 4+ 1,

Dudng con elliptic: Y2 + XY = X3 + aX? + b trén trudng F*.

g =1

b = 027n680A CBBB596D RSA4MAFEA 19A0303F CAITFDT6 45309FA2

ASB1485A FG6263E31 3B79AR2ES
(Gx, Gy)

(=]
L1}

Gy = 03F93925 HDB7DD90 E1934F8C 70BODFEC 2EED25B8 SS57BACAC
§0E2E198 FBCDBECD 86B12053

Gy = 03676854 FE24141C B9B8FE6DY B20D02B4 516FF702 350EDDBO
826779C8 13F0DF45 BES8112F4

Q = O3FFPFFF FFFFFFFF FEPEFFEFE FFFFFFEF FFFFEF90 399660FC

938A9016 5BO42A7C EFADB307

F.6.4.2 Khéa ky va khéa kiém tra

X = 010652D3 7BOASDE6 4D4033AC 6549CD1D F37E1EED E2612C23
63257C6A FF6CBCBS DCB63648

Yx = (YnYv)

Yy = 039085BE 9327A714 CT74AF0C3 ADEDF4EE CTS5CAFDC C46507A4
9E415B13 BA094B6F 4JES82AC

Yy = 00D4A65D 973CD150 AS221BED F872A4BA 207FF442 JTUFFFDA48

27C5BF16 9E719162 504D0631
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F.6.4.3 D liéu cho mbi thong diép

M=
aM) =

F.6.4.4 Ky

F.6.4.5 Kiém tra

Iy =

R‘:

ASCIl form of "Example of ECDSA with B-283"

FOBF4AEF 3F694EBD DEOA7844 5C897ADB

9B7362CB
G100EC32
8F94CCBB

(T 11y).
077CB284

ODSO9ARS

037CB284
TA0G0ASBFE
00A37ACL

92DOFFAT

(T

077CB284
ODS09AAS
037CB284
TAQGOABF

O3AEABTF
1393E6DD
A3C4049A

AC41E72E

CABCO3A3

AC41E7ZE
6FB7D926
OAEBFC22
34AD7679

AC41E72E
CABCO3A3
AC41E72E
6FB7D926

6C4D47BE SAE1B9IES
4D8BE297

DA2A93EB 8DEDFFS58

4ESD3AT6

DA2AS3EB 8D6DFF58
SEAFAT6F
FCGEGEE2 2E8F235E
56D27F23

DA2AY3EB 8DEDFFS8B
4E5D3AT6
DA2A93EB 8D6DEFSE

SEAFATGF

F.6.5 Vi du 4: Trwong Fp, s nguyén t8 P 256 bit, SHA-256

F.6.5.1 CAc tham sé

Trirding Fp véi P 1A hé thép luc phén

p = FFEFEFEE 00000001 00000000 00000000 00000000 FFFFEFFF EFEFFEEF

FFFFEEFFF

Puong cong elliptic: Y2 = X3 + aX + b trén trwdng Fp

o
1

w
]

24308918

E3540857

62016C69

620F7CDY

3EEBO555

620F6C65

620F7CDY

FFFFFFFF 00000001 00000000 00000000 000Q0Q00 EFFFEFEFR

FEFFETFFF FFEFFFEC

SAC635D8 RA3IA93ET B3EBBDS5 769886BC 651D06BO CC53BOFS

TCVN 12214-3 : 2018

IICIT20A

90086217

D3ZBDFEY

9B927EEC

ADFOF9DA

D528DFE?

9892 7EEC
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3BCE3C3E
G = (Gx Gy)
Cx = 6B17D1F2
FAA13945
Gy = 4PE342E2
CBBH4048
Q = FFFEFFFF

F3IBICAC2

27D26048B

E12C4247
D898C296
FE1ATF9B
37BFS1FS
000400000
FC632551

F.8.5.2 Khéa ky va khoa kiém tra

X = C4TIFIFE
048479C3

Y= (YxYy)

Yy = BIEOBAFD
g201c08

Yy = 36035747
B3636BC6

5C22CCE2
49858¥F96

FE94BAD3
89BCTALS
959DBF7R

06CCSEQY

F.6.5.3 Dir lieu cho méi théng diép

FBRCEGES 63A440F2

8EE7EB4A TCOF9E16

FEFEFEFFY EFFFEFFFE

0657FARS B2D1DB12

F1DCBCT3 4798BALC

4BB22GE4 19287290

M = ASCII form of "Example of ECDSA with P-256"

h(M) = Ad41A41A1
B68OCF28
K = 7alA7E52
14088427
I = (0,0,
I?X = 2B42F576
7325BESA

F.6.5.4 Ky
R = 2B42F578
T325BEY9R
§ = Dc42c212
4p329BDE

82

2R799548
99c8ARCa
797FCBCA
FAEESOAE

DO7F4165

CR46104F

DO7F4165
Cnd6lodr
2D6392CD

GB6IFAF1

211C410C 6€5D8133A

AA435D2A 4DACE3921

FF6501F3 B15Q0F81

FF6501F3 81500F61

3E3A293A 89502A81

77037D81

2BCE3357

BCE&FARD

2336F851

62B3A0AD

6€3ADC7AE

FDE34D28

58504BF2

B44C316F

E44C316F

98C1886F

2DEB33A0

6B3L5ECE

A7179E84

ASO0BALED

1E9EAZA3

43529£861

BDD542E4

04FBE1OF

1FOB3EFS

1FOB3EFS

E62D262C



F.6.5.5 Kiém tra

= (m.m;)

f}} = 2B42F576 DOTF4165 FFE5D1F3 B1500F81 £44C316F 1FOBIEFS

7325B69A CA46104F

R' = 2B42F576 DO?F4165 FF6SDLF3 B1500F81 E44C316F 1FORIEFS

T325B69A CA46104F

F.7 Co ché EC-KCDSA

F.7.1Vi du 1: Trwdng Fp, s6 nguyén té P 224 bit, SHA-224

F.7.1.1 Téng quan

TCVN 12214-3; 2018

Vi du nay str dung SHA-224 nhw ham bam. Ma bdm chi don gian 12 gia tri ca SHA-224.

F.7.1.2 Cac tham sé
Truwdng Fp véi Pla

P = FFYFFFFF FFFFFFEF FFFFFFEF
00000001

Pudng cong elliptic: Y2 = X3 + aX + b trén trwdng Fp

"

o = FFFFFFFF FFFFEFFF FEFFFFEF

FFFFEEFE

b = B4050A85 0C04B3AB F5413256
2355FFB4

G = (Gx,Gy)

Gy = BTO0EOCBD 6BBABF7F 321390B9
115C1D21

Gy = BD376388 BSF723FB 4C22DFE6
85007834

Q = FFFFFFFF FFFFFEFF FEFFEFFFF
5C5C2A3D

F.7.1.3 Khéa ky va khéa kiém tra

FFFFEFFF

FFFFFFFE

5044B0B7Y

4203C1D3

CD4375A0

FFEF16R2

60000000 00000000

FEFFFFFE FFFFEEFF

DTBFDSBA 27083943

56C21122 3432B0D6

5R074764 44D58199

EQOBBEFOIE 13DD2945
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X = 562A6F34 E162FFCB 51CD4707 774AE366 81BECEF2 0SFESD43
912956A2

Y= (YY)

Yy = BS74169€ 4FCEFIAF 34290888 5481FF7D FA978630 492E1098
BBOA5579

Yy = 15768198 D9F0B685 19EE844R FEBECCFB 2AD574A5 6472D954
1461AE7E

F.7.1.4 Di¥ liéu cho mbi thong diép

M

ASCH form of "This is a sample message for EC-KCDSA implementation validation.” =
54 68 €9 73 20 69 73 20 61 20 73 61 6p 70 6C &5 20 6D

65 73 73 61 67 €5 20 66 6F 72 20 45 43 2D 4B 43 44 53

41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6F 20 76

61 6C 69 64 61 74 69 6F 6E 2E

K = 76A0AFCLl 8646D1BE 20A079FB 223865A7 BCB447F3 CO3A35D8
78EA4CDA

M = - {Hx-ﬂy)-
[T, = FBO7C158 65203FF7 2C69C113 A457DFE4 4F627801 DFF9IDIR
€C849C2D
[T, = WDE18BSB B7118745 017631ES E34B36CO 332070B3 CAABFBLO
728B66E0
Y’ = B574169E 4FCEF1AF 342908BB 54B1FF7D FA978690 492E1098
B80A5579 15768198 DIFOB685 19EEB44A FEBBCCFB 2AD574AS5
64720954 1461AE7E 00000000 00000000
h(V'|IM) = 8C5CBY67 71166477 FF84D281 DB766201 2F842138 BAAGFCOS
282E2E03

F.7.4.5 Ky

R = EEASECS1 EOCCCEBS 79930002 4120928F DD23122R 1C2BDF43
C2FBDAFA

§ = AEBABS3C 7A44ABB2 2F35FDR9 DE265F23 B8IF65A6 9A8BIBDA
061911A€E
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F.7.1.6 Kiém tra

R’ = EEA58BCY91 EOCDCEBS 799B00D2 412D928F DD23122A 1C2BDF43
C2FB8DAFA

F.7.2Vidy 2: Trwong Fp, $6 nguyén té P 256 bit, SHA-256

F.7.2.1 Téng quan

Vi dy ndy str dung SHA-256 nhw ham bim. Ma bam chi don gidn 1a gid tri clia SHA-256,
F.7.1.2 C&c tham sé

Tredng Fp véi Pla

P = FFFFEFFF 00000001 00000000 00000040 0000Q00G FEFFFFFF
FFFEFFFF FPEFFFEFE

Puing cong elliptic: Y2 = X3 + aX + b trén trwdng Fp

a = FFFFFFEF 00000001 00000000 0QCO0000 00000000 FFFPFFEF
FFEFFFEF FEEFEFEFC

b = S5AC635D8 ARIAS3E7 B3IEBBDSS 769886BC 651D06BO CCS53BOFE
3BCE3C3E 27D2604B

G = (6r.69)

Gy = 6B17D1F2 E12C4247 F8BCEGES 63A440F2 77037081 2DEB33AC
F4A13945 DBI8C2Y6

Gy = 4FE342E2 FE1ATF9B BEETEB4A 7COFYEL16 2BCE3357 6B315ECE
CBB64068 3I7BFSLFS

Q = FFFFFFEF 00000000 FFFTFFFF FEFFEFFF BCEGFARD A7179E84
F3BOCACZ FC632551

F.7.2.3 Khéa ky va khéa kiém tra

X = 9051A275 AR4D9843 9EDDED13 FALC6CBE CCE775D8 CC9433DE
E69C5984 8B3594DF

Y= (¥xYy)

Yy = 148EDDD3 734FDSF1 5987579F 516089A8 COFEF4AB 76B59D78
8A01CDC5 6C4EDEDF

Yy = AAE2E42C B4372R6F 2F3F71A1 49481549 F68D2963 539C853%
46B94696 563E8D61
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F.7.2.4 Div li@u cho méi thong diép

M = ASCIt form of "This is a sample message for EC-KCDSA impiementation validation.” =
54 68 69 73 20 69 73 20 61 20 73 €1 6D 70 6C 65 20 &D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 S3
41 20 6% 6D 7C 6C 65 6D 65 6B 74 61 74 €9 6F 6E 20 76
61 6C 69 64 61 74 69 GF 6E 2E

K = 71BA8F3% B916DASC 90F355F1 B5732B7D C636B43C 638150BA
C11BF)S5C FEL16596A

T = Gk-_—(ﬁx,ﬂy)_

[1, = EC3847B0 CAS2038A 82300230 14546841 4946EFOA 6EE09228
38948459 5F30826C

J7, = 0640451D 36932442 4ABC681D 65653986 6ADIC494 D26FAC1Y

63FCZA08 D945F130

¥ = 148EDDD3 734FDS5F1 5987579F 516089A8 COFEF4AB 76B59D7B
8A0LCDCS5 SCAEDFDF RJE2E42C B4372A6F 2F3FT71AL 49481549
PeAD2963 539CBL3E 46R94696 H63ESDEL

K(Y'|IM) = 631C8ED8 SESBOELDB C369AAI0 6F6BI813 E6338FOC S4BESTTA

87623492 52r9BEDT
F.7.2.5 Ky

R = QEDDF6R0 601266EE 1DAB3ESS ASD9445F CT781LDAEBR 14CT765E7
ESDOCDBA F1F14A68
$ = 9B333457 661C7CF7 41BDDBCO 835553DF BB37EE74 FS3DB6%9
EQA17780 C7B6F1DO
F.7.2.6 Kiém tra

R' = (QZDDESS0D 601266EE 1DAB3ESS AED3I44SF CI81DAEB 14C765E7
E500C2BA F1114A68
F.7.3 Vidy 3: Trwong FT', m = 233, SHA-224
F.7.3.1 Tdng quan
Vi du ndy st dung SHA-224 nhw ham bam. M3 bam chi don gian a gia tri clia SHA-224.
F.7.3.2 C4c tham sé
Trudng FI* dwoe mé t3 bdi da thire modulo rat gon x23% 4 x7* 4 1.
Duwong cong elliptic: Y2 + XY = X3 + aX? + b trén trwong FM.
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a=1

o
1}

0066 647EDESC 332C7F8C 09238B58 213B333B 2059CE42
B81FELISF 7D8F9GAD

G = (Gx, Gy)

Gy = OOFA CYDFCBAC 8313BB21 39F1BB75 SFEFG5BC 391FB8B36
FEFBEB73 71FD558B

Gy = 0100 6A08A419 03350678 ES8528BE BFBAOCREF FAETATCA
36716F7E QlF81052

Q = 0100 00000000 00000000 00000000 CO13EST4 ET2FHAE9

22031D26 O3CFEOD?

F.7.3.3 Khéa ky va khéa kiém tra

X = OO0BF 83825505 3DBF499C BE1S0DE3 5BC14AFC 1EA142F3
SEE69838 SBRABD6SE

Y= (Y Yy)

Yy = OlF4 85A65E59 BI3GELAD LCBA3L1F 01C92626 CH63EGYT
12A627E5 3E8F0675

Yy = Q1BF 338CE75A DFBO7DEB D962E1DS 0C101587 269%ACS95
18404228 12EY9DA3E

F.7.3.4 D(r ligu cho mdi théng diép

M = ASCI form of “This Is a sample message for EC-KCDSA implementation validation.” =
54 68 69 73 20 69 73 20 61 20 73 61 6D 7O 6C 65 20 6D

€5 73 73 61 67 €5 20 66 BF 72 20 45 43 2D 4B 43 44 53

41 20 6% 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 78

61 6C 69 64 61 74 69 6F 6E 2E

K = O0F4 FOB8192E BEBICDS8B 4ECB3AS3 33746B40 EBF1l6€%66

5213B18A 176B2Fé62

N = o= (M1, 11y).
I?X = O0E4 S041E7AA 060B8B8B1A O02ATACAC DB4ESSEF F61lFP33CO
BBBDGECZ F1C68BAl
[?Y = D155 B3ALDA61 F81E04D5 80DOTES2 93DF3D4C 7FE34686
BD157374 4DBD3FlE
Y = O1r405A6 5E59B336 E1401CBA 311F01C9 2626C663 E6971216
27E53E8F 067501BF 338CE7SA DFBO7DEB D962E1DS8 0C101587
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263AC595 1B404228 12E9DA3E 00000000

R(Y'||M) = E74B3C74 72F2E97E C31861CA 1773472E 58628A98 026277CB
00EF36AC
F.7.3.5 Ky
R = 82BF3427 4ACTOA3D AC231E3B AEQOFOD31 SFDBE189 EE40A3EOQ
61ECBOBF
$ = DOASE CDTE7573 BAC3C4C4 OOF65FDC CCD46FS8 EBFCS54CE

45571075 FD7704CB
F.7.3.6 Kiém tra

R = 82BF9427 4AC70A3D AC231E38 AE0F0D3]l SFDBE189 EE40A3ED
61ECB0BF

F.7.4Vidu 4: Trréng F7', m = 233 (dwong cong Koblitz), SHA-224
F.7.41 Téng quan

Vi du nay sir dung SHA-224 nhw ham bam. Ma bam chi don gidn la gia trj cia SHA-224. Vi dy nay st
dung dudng cong Koblitz nhw dwéng cong eliptic.

F.7.4.2 C4c tham sb
Trwdng FJ* Quoc md ta bdi da thire modulo rit gon x233 4 x7¢ 4 1.

Buwdng cong elliptic: Y2 + XY = X3 + aX? + b trén trwong F.

a=0

h=1

G = (Gx. Gy)

Gy = 0172 32BA853A 7E73LAF1 29F22FF4 1495634 18C26BFS
CGALCY9DEE EFAD6126

Gy = O1DB 537DECES 1%B7F70F 555A67C4 27A8CD9B F18AEBSB
SEEQCL10 56FASEA3

@ = 80 00000000 0¢000000 Q0C00CCQ 00069DSB BI1SBCDLA

EEFBlADS F173ABDF
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F.7.4.3 Khoa ky va khéa kiém tra
X = 0073 6439374F 72B1C723 AEG11CB3 DFBCACAS E2C50965
DBOC2D37 21167B49
Y= (Yx Yy)
Yx = O1E9 1DEFBD41 AE655105 EQ46EC3E C13E3860 0Z5A2CS
920B8E75 53721605
Yy = 0112 8C2706D1 9D134891 C7BADB4A S600CZAF F86068C4
7497F58D 498D0B76

F.7.4.4 Dir liéu cho mdi thong diép

M = ASCl[ form of "This Is a sample message for EC-KCDSA implementation validation.” =
54 68 69 73 20 69 73 20 61 20 73 61 6D 70 &C 85 20 €D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 48 43 44 53
41 20 €9 6D 70 6C 65 6D 65 BE 74 61 74 69 6F 6E 20 76
61 6C 69 64 E1 74 89 6F 6E 2E
K = 0061 7ARCB7AB 197A2BB1 01500BFE 55053223 7T145E275
FO1ADBC7 E30128E4

= gkg{gx,g‘,),
IT, = 0188 9CDB1S0A 2ESGG9ED C491320C 3FS4E28A 7D6631BC
51127677 A2CF2FEF
J1, = 0ODA E£917793C 12DEB6AA €727C396 A3131B69 33344ZDD
B621DD29 BCO9BE48
Y’ = 01E91DEF BD41AE6S 5105E046 EQ3ECI3E 3B600ESA 2CIAS2CH
BE755372 16050112 SC2706D1 95134891 C7BADBAA S6D0C2AF
F86068C4 7497FSBD 498D0B76 00000000
h(Y'|]M) = £C712972 727661DE B546E86A B6937DB7 DSE61A36 DFSCEARS
0448FF25

F.7.4.5 Ky
R = BL64R12F 615CC661 C10B78CB 6EDICODE 46337C50 CO3GFACLS
51178752

§ = 004a 2109081lE B3ADFISC 19FFAE89 SD303B83 147TB27CE
EFAE8516 ZBFABBZA
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F.7.4.6 Kiém tra

R' = B164A12F 615CC661 C10B78CB 6EQICIDE 46337C50 CO36FACS
51178752

F.7.5Vidu §: Trwdng F', m = 283, SHA-256
F.7.5.1 Téng quan
Vi du nay st» dung SHA-256 nhw ham bam. Ma bam chi don gidn 13 gia trj cia SHA-256.
F.7.5.2 Cac tham sé
Trwdng FJ* dwgc mé ta béi da thire modulo rit Qon x283 4 x12 4 x7 4 x5 4+ 1.
Buwdng cong elliptic: Y2 + XY = X3 + aX? + b trén trwding F°.
a=1

b

n

0278680A C8BB596D ASAMAFSA 19A0303F CAST7FD?6 45308FA2
R581485A F6263E31 3B79A2FS

6 = (Gx.Gy)

Gy = 05F93925 BDBYLDS0 E1934F9C JOBODFEC 2EED2SB8 S57BEACSC
80E2E198 F8COBECD 86812053

Gy = 03676854 FE24141C B9BFEAD4 B20D02B4 516FF702 3ISOEDDRO
826779C8 13FODF45 BEBL1ZF4

Q= O3FFFFFF FFFFFFFF FEFFFFEF FFPEFFFFF FFFFEFI0 389660FC

938A9016 5BO42ATC EFRDB30DT

F.7.5.3 Khéa ky va khéa kiém tra

X = OOD64BEC 51F1ADAC 5BBDIF2B $3405B0C EBAIBISC DEDB630Y
76A47F76 FO8F205E EFC3FBDB

(Yv. ¥

¥y = C4313C7E 9CAF80DZ 6A287B37 FL7FAA96E BE31Fll6 2E1820B4

-
]

70Cr43D4 DB28DE10 EBCOTEIF

Yy = 0342CCF6 FSO2FODF EC208170 24326C26 EB67ELFB ECE634CH
17023CA0 22206112 EOBFALD6
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F.7.5.4 Di¥ ligu cho mdi théng diép

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =
54 66 69 73 20 69 73 20 61 20 73 61 6D 70 &C 65 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 60 70 6C 65 6D 65 68 74 61 T4 63 &F 6E 20 76
61 6C 69 64 61 74 69 6F 6E 2E

K = 00D18E44 CB7F75F8 01277FAS CF31A268 8CC2F322 2FAYF26E
E853812¢ AFEEEJE3 8DDOEQBE

P |
I

Gi= (Hxnﬂy)-
OlEBE1E7 BBAFIEF6 833189B3 ACCSB3DC 85788292 E0006D9D

3
"

F8A4E2AE C3027F28 BE47FACA

0721C583 4A03BEE1 1DEE2FAE DAS4FD46 CBCF37BA 676677BB

3
it

RB731AEB BC52833B AB7I6F45

Y’ = 04313C7E 9C4F800D2 6A287B37 FE7FAAS6 BE31F116 2E18BDBY4

1]

T0CF43D4 CB2BDELQ 8BOOTESF 0342CCF6 F50ZF9DF EC208170
24326C26 ES67ELFB EC6634CB 17023CA0

148DF2CD 1A4E5437 69F5F0B4 FEOTAB7A D630CS512 A3978248

h(Y" |IM)
SBSBSALA EAS0DE62

F.7.5.5 Ky

R = 4A23BA73 B29R9010 ACD1E231 3BOA252C E2(Q9C7RBF 3643926F
A7BFECBT ABCT6DA0

S = O3ARAFFF F1F4C3EE BF9CB798 2E717572 71CB7662 BAQJI463B
8B5F97B0 5C7F7C2C 88A31799

F.7.5.6 Kiém tra

R’ = 4AZ3BA73 B29A9C10 ACD1E231 3B%A252C E209CT7BF 3643926F
ATRFEC8T ABCT6D40

F.7.6 Vi dy 6: Treng FJ', m = 283 (dwdrng cong Koblitz), SHA-256
F.7.6.1 Tdng quan

Vidu ndy st dung SHA-256 nhw ham bim. Ma bam chi don gian la gia trj cla SHA-256. Vi du nay s
dung dwdng cong Koblitz nhw duwéng cong eliiptic.
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F.7.6.2 Cac tham sé
Trwdng FJ* duge mb ta bdi da thire modulo rit gon x82 +x12 4 x7 4+ x5 4 1,

Budng cong elliptic: Y2 + XY = X3 + aX? + b trén trwong F*.

a=0

h=1

G = (Gx Gy)

Gy = 0503213F 78CR4468 3F1A3RB1 62F188ES S3CD2E5F 23CL567A

16876913 BOC2AC24 58492836

Gy = O1CCDA38 OFLCYO9E31l 8DIOFISD 0TE5426F EB8TE45CO EE184698

1

E45%96236 4E341161 770D2259

O01FFFFFF FFFFFFFF FFFFFFFF FFEFFFFF FPFFESAE 2ED07577

<
n

265DFFIF 94451E06 1E163C61

F.7.6.3 Khéa ky va khoa kiém tra

X = D14930E6 6BS1F09F EESBAFFC 9111C5CF 8AE406CY9 35AC9618
FOAE13B9 6D97F7DR SFEEBATY

Y= (YxYy)

Yy = 078A6ACD DSF779F2 SEBAB413 965E217F E6BIE63D 4717EEFS
00C8C59D F7B1A095 BC3027AE

Yy = 07840962 SF2DSDDF 516B5037 E1E7B1L5 26E12AC4 E65AD498

CDBSD65A 9E915D58 6976CO0F

F.7.6.4 Dir liéu cho méi théng diép

M = ASCI form of "This ls a sample message for EC-KCDSA implementation validatlon.” =
54 68 69 73 20 69 73 20 61 20 73 61 €D 70 6C 65 20 €D
65 73 73 61 €7 65 20 €6 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C €5 6D 65 6E 74 €1 74 69 6F 6E 20 76
€l 6C €9 64 61 74 69 6F 6E 2E
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K = OLEABFBS 72B7B2DA 7149DCD8 78101ECF 3F296400 E13RODES
CHBGES58 COZ37C6D AS55268A1

IT = ge=(11y,11y).

I7X = 0227BDFF ET4468EE 3A327AAC 7078252F F545113A 1DDIA2ED
7A0D238B AER601410 34D91C33

ij = 02F319CC ECBEF4ACC 46RB4323 45DDOF6Y 408E1346 5E017832
94DE4128 4E24D02B D6916937
Y’ = 078AGACD DSF779F2 5E8AB413 96SE217F E6BLEEID 47L7EEFS
ODCBCS9D F7BlA095 BC3027AE Q7BED962 SE2DIDDF 516B5037
E1ETBl15 26E12AC4 E65AD498 CDBSD6E5SA
A(Y'||M) = 23893E3F 87BAZ26BB BOSEOESS F83A40B0 14EFBSSB C87B3AF4
€34902D6 12CBA2B4

F.7.6.5 Ky
R = E214P3CF 8BBBEE32 F779E6CS A3424BA8 64734002 SEBASZED
C6016746 81BL4AFD

§ = 0014CCOB B5245B7A BBC3C6EO 392AAACE DCEDBAGL 9DSGTEES
73D5244D TF45E01D B425A93E

F.7.6.6 Kiém tra

R’ = EZ2L4F3CF GBBBEEYI2 P7T9E6CS A3424BAS 64734002 SEBAYRED
C6016746 BiB14AFD

F.8 Co ché EC-GDSA

F.8.1 Tdng quan

Vi cac vi dy tiép theo, sl dung dwéng cong Brainpool va SHA-2.
F.8.2 Vi dy 1: Trwdng Fp, s6 nguyén td P 192 bit, SHA-256
F.8.2.1 Cac tham sb

Trwdng Fp v&i P 1a hé thap lyc phan

P = C302F41D 932A36CD ATA34630 93D18DET 8FCE476D E1A86297

Budng con elliptic: Y2 = X3 + aX + b trén trrdng Fp.

a3
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a
b
1

Gx

Gy
Q

W

63911740 76B1EOEL 9C39C031
469A20EF 7C28CCA3 DC721D04
{Gx. Gy)

CORO647E NAB6A4ST 53B033CS
14B69086 GABDSBRB 8BSF4828
C302F41D 932A36CD A7A3462F

F.8.2.2 Khéa ky va khoa kiém tra

X = 40F95349 A3B1BF55 311A56DF

Y = (Yr,Yy)
Yy = 754A8F6C 30D28AES A63443C9

Yy = G3ECB1B4 6ASF3833 0250370F

F.8.2.3 Dir li¢u cho méi thong diép

M

]

ASCII form of "brainpoolP192r1" =

FEB685C)1 CAEO40ES C6ESA2BEF

4F4496BC CATEF414 GFBF25C9%
6CBOFD90 OR2F5C48 S5337SFD6
C1490002 E6773FAZ FA299BSE

SESE916B SBEBF102 SAC4AACC]

D3B50E1E E1DF6439 B4D41E35

TDECB44A 15F797DC B78FEEQ3

E70CDDE? AF20QC5E7 C6733C35

62 72 61 69 6E 70 6F 6F 6C 50 31 39 32 72 31

57966260 96288CC4 69F1704E CO5F44D1 EC18BD32 CEBOZDSH

(T 11y).

200BOAR2 SDB6ABSC 21B86300 DSBCOSFS 6EIDDIBT F1DCA774

58COFSQE 2E1F6BO1 ASOE280E 6DB71637 AES573BC 1565F369

2AE5880D 61FCAB3B 2D4C9281 356ROFD2 F7C21359 BA7S9FBF

D7068AF2 FOA101EC

2AZ5880D 61FCAB3B 2D4C9281 356BSFD2 F7C21359 BATBOFBF

(H duoc cit tlr ma bam SHA-256 clia théng diép M c6 d6 dai 1a g bit).

F.8.2.4 Ky

R
)

F.8.2.5 Kiém tra

P

AOCBOAAZ2 SDBEABSC 21886300 DYBCYHSFS GEIDDIBT FLIDC47M4

6346355F 81324707 20245C94

09FB20AZ 67C560C8 BEBZBO7B

AQOBOAA2 5DB6ABSC 21B86300 DIBCYSES 6ESDDIRT F1DCATT71

F.8.3 Vidu 2: Trwéng Fp, sb nguyén tb P 224 bit, SHA-224
F.8.3.1 Cac tham sé

Trudng Fp v&¥i P la hé thap luc phan
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P = DIC134AA 26436686 2A183025 7501D787 BO9FQ757 97DABIFS
TECBCOFF

Budng cong eliiptic Y2 = X3 + aX + b trén truwdng Fe.

a

68ASE62C A9CEGCLC 299803A6 C1530B51 4E182ADS BOQ42ASY

CAD29F43

b = 2580F63C CFE44138 87071381 A92369E3 3E2135D2 66DSB372
386C4008

G = (Gx, Gy)

Gy = D9029AD2 C7ESCF43 40823B2A 87DC68CY9 EB4ACE3174 CLEGEFDE
El2C07D

Gy = SBARS6F7 72C0726F 24C6BBSE 4ECDAC24 354B9ESY CAA3F6D3

761402¢CD

@ = DIC134An 26436686 2A183025 75DOFB98 D116BC4B 6DDEBCA3
ASATI39F

F.8.3.2 Khda ky va khéa kiém tra

X = TET5BC2C DS573B38A EDOSTIAD 611763DD 57FB2SBZ 20883344
BE1DFO37

Y= (YrYy)

Yy = 8B29B268 866CEDCD AS28F443 CAE7BO7B FH2BDC5S LA4BA2%A
CSETBAYE

¥y = CD7746C1 4DEEA220 EA1BF164 C203C46E 60AF66%99 CEGE1448
07685807

F.8.3.3 Dir liéu mdi thong diép

M = ASCH form of “brainpoolP224r1” =
62 72 61 69 6E 70 6F 6F 6C 50 32 32 24 72 31

K = 5B604F2C 35EDQ401 FCA31ES® OCRBSS5C2R T456E71R SCBARSDF
2FCO3CAT

a5
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T = (y.y).
HX = ¢0FBR2B1 SFO55CD1 D482EDED C5069C8F 624A3405 B67D11B3
BASE(N234
HV = 2C4359F0 ASAG9FSA 29DLCLF3 86CIDCA€ SR47D16C DALFBFB2
BASAZEDB
hﬂ{}: ACZ2AC36A D5DAF131 951BA30B 330722C7 4BCFEF79 0617D1FQ
90BECHAF
F.8.3.4 Ky
R = 60FBB2B1 SFOS55CD1 D482EDED CS069C8F 624A340G5 B67D11B3
86580234
§ = SAQ50F0S AFQR106B A3F14696 E6162CA4 6FBABD2C 144419DB
B5BFBDCO
F.8.3.5 Kiém tra

R = 60FBB281 5F055CD1 D482EDSD CS069C8F 624A3405 BE7D11B3
BE65EQ234
F.8.4 Vidu 3: Trudng Fp, 56 nguyén té P 256 bit, SHA-256
F.8.4.1 Cac tham sé '
Tredng Fp v&i P 14 hé thap luc phén

P = A3FB57DB AlEEROBC 3EE60A90 90838DT72 6E3BF623 D5262028
20134810 1F6ES377
Budng cong eliiptic Y2 = X3 + aX + b trén trudng Fp.

g = 7DSA097S FC2C3057 EEF67530 417AFFE7 FB8055CL 26DCSC6C
ES4A4B44 F33085D2

b = 260C5C6C E94A4B44 F330B5D2 BBDT7CBE 95841629 SCFIELICE
6BCCDC18 FFB8COTB6

¢ = (Gx. Gy)

Gy = 8DD2AEBY CETESICR 2C4B482F FCE1R7AF B9DE27E1 E3BD23C2
3R44538D 9ACE3262

Gy = 547TEF835 C3DACAFD $7F8461A 14611DCY C2774513 2DEDSES4
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5C1D54C7

2F(046997

Q = A9FBS7DB ALEEASBC 3E660A9Q

901ECES82

974856A7

F.8.4.2 Khéa ky va khéa kiém tra

X = 52B929B4 02974378 98973a2¢C

ADBQG2F00

Y= (YyYy)

D5SA13A3

Yy = S0A53E95 D8B397AC 76C7CL28

3690A5EL

Yy = O0C31F0QF OB3EACE60 A9ZALlSAD

2BBF1DBC

F.8.4.3 D ligu mbi thong diép

6848ALC0D

D6790714

M = ASCII form of "brainpociP256r1" =

62 72 61
K = E6421272
513041AD
Il = (nx,n,,).
IYx = 829349E3
01pD7A0S
17, = 08927978
S8FDEE63D
h(M) = DB7ASB1C
FAQ3DF1D
F.8.4.4 Ky

R = 829349E3
01DD7A08
S = 3DC2F103
61004287

F.8.4.5 Kiém tra

69 6E 70 6F 6F 6C
DDABSC20 7B119BDD

E6285D9

BGE1F3ES

67E44ER7

F600F907 68B68CSE

27CE9763
4E37DDEC
RTEC9910

BEE1F3ES
6TE44EA7
296AT93E
730BBDCE

15ER9581

BEA2TA34

1SEB9S81

50DC2266

9p838071

437E8F03

297134D9

95ESBA31

50 32 35
10C03861

BEOF958D

572033EC

E31798BD6

BEQFI958D

65747014

8CI9TAAZ

ARZ31EBS61

4BB5285%

3A43E100

36 72 31

00575288

CCARZ6BS

2FBDBECY

DF307204

CCAAAEB6

0D2C%zAl

TCVN 12214-3 : 2018

B5G1lAGE7

EDCD3BFD

EDB474CY

D4DEBFFF

ABB3RCI7

8083BAT7

D377D743

T5A7993A

8LB3BATT

CR737DEA

R' = B29349E3 B6EL1F3E5 15EB9581 BEOQF95B0 CCAAARES6 8D83BATT

01DD7A08 &7E44EA?
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F.9 Co ché EC-RDSA

F.9.1 Vidu 1: Trwong Fp, 56 nguyén té P 256 bit, SHA-256
F.9.1.1 Téng quan

V&i cac vi dy dudi day, SHA-256 dwoc st dung riéng cho ham bam, do dé ma bam chi don gian 1a gid
tri clia SHA-256, dwwoc chuyén dbi theo Phuy luc B cho cac myc di lidu thich hop.

Tt quan diém an toan, didu quan trong la phai tranh cac dwong cong yéu vé thuat todn mat ma (vi du:
Dam bao ring mot durdng cong cy thé khong dé bi tan cong vao céc tredng hop dic biét clia dwéng
cong elliptic Logarit roi rac).

F.9.1.2 Cac tham sb
Tredng Fp v&i Pla hé thap luc phan
P = 80000000 00000000 00000000 00000000 00000000 00000000
00000000 00000431
Puong cong eliiptic Y2 = X3 + aX + b trén trwdng Fp.

a=71

L~
I

SFRFF498 AA938CET 39BS8E022 FBAFEF40 S563F6E6A 3472FC2A
514COCEQ DAE23BIE

G = (Gx, Gy)

Gy = 2

Gy = OBE2ABA0 E63147D4 BD631603 0E16D19C 85CY7F0A 9CAR26712
2BYBABBC EAVES8FCB

Q = 80000000 00000000 00000000 00000001 SOFESALS 92976154

C59CFC19 3ACCEFSB3
F.9.1.3 Khda ky va khoa kiem tra

X = 7A929NDE 789BBOBE 10ED359D D39A72C1 1B60961F 49397EEE
1D19CR98 91EC3B28

Y = (YgYy) .

Yy = 75284962 70DRB6NY0 D859SBEC 458B50C5 8585BALD 4EIBTSEF
6G89DBD8 ES6FDEOR

Yy = 26F1B489 D67010D1 85C8413A 977B3CBB AF64DICS 93D26627

CEFBLO1A 87FF77DA

F.9.1.4 Dir lidéu méi thong diép
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M = ASCH form of “abe” = 616263

h(M)} = BA78168F BFOLICFEA 414140DE 5DAE2223 BOO361A3 96177A9C
B410FFSl F200158D

K = 77105C98 20BCD312 2823C8CF 6FCCTBYS 6DE33814 EISBIFLS
4FED2245 94DCEAB3

= ()

]IX = 41AA2Z8D2 F1lRB1482 BOCDSEDS 6FEDA419 74053554 A42767B8
3ADO43FD 35DCG493

!?Y = 489C375A 9941A304 SE33IB343 61DD2041 72ADY8C3 ES916DE2

7695D22A 61FAE4&E
F.9.1.5 Ky

R = 41AR28DZ F1ABl4B2 BOCDIE2DS 6FEDR419 74053554 A42767B8
3AD043FD 39DC0493

S5 = DATBA4T2 2DAS693F 2290175F AR6AFBES 7EC2273B 9F88DASS
92CED311 TFCF1E36

F.9.1.6 Kiém tra

f = ! /)
= (M)
H;r = 41AA2BD2 F1AB1462 8S80CDO9EDS 6FEDA419 74053554 A427678%

3ADO43FD 33DCO493

[T, = 489C375A 9941R304 9E33B343 61DD2041 72ADYBCI E59160E2
76950222 61FAE46GE

R’ = 41AA28D2 F1AB1482 BOCDSEDS 6FEDA419 74053554 A42767B8
3ADO43FD 35DC0493

F.9.2 Viduy 2: Treong Fp, 36 nguyén td P 512 bit, SHA-512
F.9.2.1 Tdng quan

Vé&i cac vi dy duwéi day, SHA-512 dwgce str dung riéng cho ham bam, do @6 ma bam chi don gian Ia gia
tri cla SHA-512, duoe chuyén ddi theo Phu lyc B cho cac myc di¥ liéu thich hop.

T quan diém an toan, didu quan trong la phéi tranh cc dudong cong yéu vé thuat todn mét ma (vi du:
Pam béo réng mdt dwdng cong cu thé khong d& bj tn ¢cng vao cac trwdng hop dic biét clia duwéng
cong elliptic Logarit rdi rac).

F.9.2.2 Cac tham sé
Trwdng Fp vOi P14 hé thap tuc phan

99



TCVN 12214-3 : 2018

P = 4531ACD1 FE0023C7 550D267B 6B2FEEB(Q 922B1482 FrBSOF04
DAER7C09 BSD2D15D F1D85274 1AF47042 0458047E BOE4546D
3588336F AC224DD8 16648BF5 289BE6373
Buwang cong eliiptic Y2 = X2 +aX + b trén trvong Fp.
i 3
b = 1CFFOBO6 A31116DA 2908CFAS 4ESTEBT74 BBCSF377 E49400FD
D7882649 ECALlAC43 61834013 B2AD7322 480ABI9CA 5BEOCF74
BCSE540C 2ADD6897 FADOA308 4F302ADC
G = (Gx, Gy
24D19CC6 4572EE3Q FIUEBF6E BRBEDTAEC 5213B3B3 DT057CCH

2
1

25§91093 A68CD762 ED606112 62CD838D C6BE0OAAT EEESQ4E2
8BC84997 7FAC33B4 BS30F1BL 20248A%A
Gy = 2BB312A4 3BD2CE6E 0D020613 CB857ACDD CFBFO61E 91ESF2C3
F32447C2 59F39B2C 83RBLS6D 77F14968 FTEB3351 E1EE4E43
DC1A18B9 18246408 6DBBI2CB 1ADDI71E
Q = 4531ACD1 FE0023C7 550D267B 6B2FEESO 922B14B2 FFBOOFQ4
D4EBTCO9 B502015D AB2F2D7E CB1DBACT 19905CSE ECC423F1
D86E25ED BE23C555 DE44RAFL BTEEEGDF
F.9.2.3 Khéa ky va khéa kiém tra

X = OBAGD46A ADAE241B A40936D4 7756D7CY9 3091ACES 51466970
OEE7508E 508B1020 72E8123B 2200A056 3322DAD2 B27E2714
A2636R7B FD1BAADF C6296782 1FALSDDA

Y= (YrYy)

Yy = 115DC5BC 96760C7B 4859BD8A BYE740D4 C4R8SAGS BE33C161
SB5C320C 65462100 5A515856 D13314AF 65BCS5BY92 4CBB4DDF
F75C4541 5C1D9DDY DD33612C D530EFEL

Yy

H

37C7C90C D40BOFS6 21DC3AC1 B751CFAQ0 E2634FAQ S03B3DS2

639F5D7F B72RAFD61 EA199441 D943FFE? FOCTOAZT 5SA3CDRS
4C114E£1F 9339FDF2 7F3SECAS 3677BBEC

F.9.2.4 Dir Yi&éu mébi thong diép
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ASCIH form of "abc" = 616263
ODAF35A1 $3617RBA CC417349 AE204131 12E6FAJE 89A97EA2
ORSEEEES 4B55D3%A 2192992n 274FC1A8 36BA3C23 A3FEEBBD

Iy

F.9.2.5 Ky

F.9.2.6 Kiém tra

H!

17

t

X

n

n

15404423 643CE80E 2A9RC94F ASACA49F

3b109d0f 65d95496 12085730 4B3ecc3a Ba544589 0076066e
2ec0410c 33cleele 8d86b971 6¢cb12fd8 f91843¢2 c36c82a4
e29fff5e beef22cd e4062389 76f28e85

{f?x:f?y)

13C56557 E300898B F6C31A08 AFOCAFS80

A135DA3B6 89COEB29
21315785 AAMGD2536
308ABBAE 5DF67642
491768DE 7F660RA00
BB5751A6 R6328140

13C56557 E300898B
Al5DA3B6 89COER29
21315785 AA6D2536
32C0B15B E367583B
AB7580B8 62ECLO04A
T04AB2CC 534127F6

)
13Cc56557 E300898B
K15DA3B6 89COEB29
21315785 AA6D2536
30BABBAE S5DF67642
491768DE TFE60A00
BB5751A6 AG328140
13C56557 E300898B
A15DA3BE 89COER29
21315785 AA&D2536

73FSBE70 27DBDD77
A20C9158 14F2ADDC
TA94CI9FC 014CC352
CF4EB1B7 BC67COCF
1287C279 BB96F231

F6CI1A0B AFGCAFS0
73FSBE70 27DBDD77
A20C9158 14F2ADDC
B3FAEFF1 49AF87D1
41ECOASF B17BOECE
44FDC958 984DDCAQ

F6C91A08 AFOCAFS0
T3F5BE70 27DBDD77
A20C9158 14F2ADDC
TA94CIFC 014CC352
CF4EB1B7 BCE&7COCF
1287C279 BBSGF211
F6CS1A08 AFOCATEO
73FSBET0 27DBDDTT

A20C9158 14F2ADDC

1046A20C SBCFTE84

BCES5D337 6AD5793C

267F3DC4 48003E1C

E7D20256 BB4F690C

1046A2DC 58CE7E84
BCESD3I37 6ADSTI3C

182F18E1 3487E0CS
DBCFFD92 OD6F627E

1046A2DC SBCF7ED4

BCESD337 6ADS793C

267F3DC4 48003ELC

E7D20256 B84FE90C

1046A2DC SUCEIER4

BCESD337 6ADS793C
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F.10 Co ché EC-SDSA

F.10.1 Vidu 1: Trwong Fp, s6 nguyén td P 256 bit, SHA-256
F.10.1.1 Téng quan

V&i cac vi du ndy, dwong cong NIST duec sir dung nhw duong cong elipptic. SHA-256 dwoc s dung
riéng cho ham bam, do d6 ma bam chi don gian la gi4 trj cla SHA-256, dwoc chuyén adi theo Phy lyc B
cho cac muc dir iiéu thich hop.

Tl quan diém an toan, diéu quan trong 14 phai tranh céc dudng cong yéu vé thuat toan mat ma (vi du:
Dam bao ring mdt dwong cong oy thé khang d& bi tAn cdng vao céc trudng hop dic biét clia dudng
cong elliptic Logarit r&i rac).

F.10,1.2 Cac tham sé
Trwedng Fp v&i P 13 hé thap luc phan
P = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFEF

FFFFFEFE FFFFFFEF

Puong cong eliiptic Y2 = X* +aX + b trén trwdng Fp

FFEFEFEF 00000001 00000000 00000000 00000000 FFEFFFEF

[~
1]

FFFFPFFFF FEFFFFFC

b = SACE3I5D8 AA3AS3ET7 BIEBBDSS 769886BC 651DO6BO CCSIBOFE
3BCE3C3E 27D2604B

G = (Gx Gy

Gy = GBL7D1F2 E12C4247 FBBCESGES 63A440F2 717037D81 2DEB3I3A0

F4A13945 DBYSC296

Gy = 4FE342E2 FE1ATF9B S8EETEB4A TCOFIEL6 2BCE3357 6B31SECE
CBB64068 37BF51FS
FEEFFFFF 00000000 FFFFFFFF FFFFFFFF BCEGFAAD A7179E84

=
"n

F3B9CAC2 FC632551

F.10.1.3 Khéa ky va khoa kiém tra

X = 5202A3D8 ACAFE909 D12C9A77 4CD866FS FBAG61137 FFOD3ESE?
6AED363IF BATAC492

Y= (¥x¥n

Yy = 09358838 323C52D1 080AA52S C8SEBE12 C6F40FCB 014640FA

88081809 RH352DE7
Yy = SCCBBD18 95385162 38BQROB2 8ACBSFO8 SE272Z17C 3p987242
1219%DEOA ESEBF1080
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F.10.1.4 D@ liéu mdi thong diép
M = ASCII form of *abe” = 616263
K = DETEQESE 663F2418 3414B7C7 2F24546B B1lESES5F4 10BEBF24
F3CASFA8 2£5192C8

= (1.0)

!II = B47CE3CD 474FEC19 722AA9BA S81AFBF34 TEE2D70E DD67413F
1F716783 2TA758CA

}IY = DBFAD4AF B8CLIDO3AB 9C16467E 96BD11BS 33643AA6 63142806F

95919C6C AIADIIFC

FE2BS(r, IT, )IFE2BS(r, [Ty} = 847CE3CD 4T4FECLY 722AA9BA S81AFBF34
7EE2D70E DO67413F 1E716783 27A758CA DBFADAAF S8C1DS3AB
9C16467E 96BD11BS 33643AA6 63498D8F 95919C6C ALADIIFC

R = h(FE2BS{r, lIx)||FE2BS(r,, Fly){IM]) =SATOA0RA 9B241£38 1AS594B22

0554D0%6 ASFO9FA6 28ADSA3I3 C3CE4353 ADELDEF?

Cho t8i wu hoa cac bién clia EC-SDSA

R = h(FEZBS(r, y)||FE2BS(r,, My)lIM) = D7FBB135 DOEA4SES FR3ICO059 F146E263
OEF4BD51 C4006A92 EDB4CEBO B49963FB

F.10.1.5 Ky
R = SATSAOAR 9B241E38 1A594B22 0554D096 ASFOFAG 28ADIA33R
C3CE43593 ADEIDEF?
$ = 5COEB78B 67A513C3 ES3B2619 F96855E2 91D5141C 7CDO9LSE
10048347 457C9601
Cho téi wu hda céc bién clia EC-SDSA
R = D7FBB135 DBEA4SES FB3C3059 F146E263 QEF4BDSL C4006A92
EDB4CB8B0 849963FB

S = B46D152% 379EO2EZ 32D97928 265B7254 EAZ2EDY78 13454388
ClAQBF62 DCCD70B3
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F.10.1.6 Kiém tra

L
= (mm)
!?} = 847CE3CD 474FEC18 722AAR9BA 81AFBF34 7EE2D70E DO67413F
1F716783 27A758CA
]7; = DBFAD4AF BCIDY93AB 9C16467E 96BD11BS 33643AR6 634938D8BF

95919C6C AL1ADILEC

FE2BS{r, [T}, JIFE2BS(r, JT;,) = 847CE3CD 474FEC19 722AR9IBA 81AFBF34
7E£2D70E DO67413F 1F716783 27A758CA DBFAD4AF 8C1D93AB
9C16467E 96BD11B5 33643AA6 63498DBF 95919C6C AlADILFC

R' = h(FE2BS(r, ITyHFE2BS{r, [Ty )IIM) = S5ATSA0AR $B241E38 1A594B22
05540096 ASFOYFAE 28ADYA33 C3CE4392 ADEIDEF?

Cho t6i vu hda cac bién clia EC-SDSA

R = h(FE2BS(r, [T%) || M) = DTFBB135 DBEA45EB FBICI059 F146E263
OEF4BD51 C4006A32 EDB4CBE0 849963FB

F.10.2 Viduy 2: Trwdng Fp, sé nguyén té P 384 bit, SHA-384
F.10.2.1 Téng quan

V&i cac vi du nay, drdng cong P384 duoc sir dung nhir dwdng cong elipptic. SHA-384 dugc sir dung
riéng cho ham bam, do d6 ma bam chi don gidn 1 gia tri clia SHA-384, drroc chuyén ddi theo Phu luc B
cho cac muc dir lieu thich hop.

Tl quan diém an toan, didu quan trong 1a phai tranh cac dwdng cong yéu vé thuat toan mat ma (vi du:
Dam bao rang mét duong cong cu thé khang dé bi tn cong vaoe cac treéng hop déc biét clia duong
cong elliptic Logarit réi rac).

F.10.2.2 C4ac tham sé
Trwong Fp v&i Pla hé thap luc phan

P = PPFFTFEF FFFFFEFE FFPEFFFFE FEFFFFFF EFFFPFEF FEEPFFER
FFEFEFFF FFFFPFFE FEFFEFFF 00000000 00000000 FFEFFEFE

Dudng cong eliiptic Y2 = X3 + aX + b trén trwdng Fp
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@ = FFFFFFFF FEPFEFEF
FEFFFEFE FFEFFFFE

b = B3312FA7 E23EETE4
0314088F 5013875A

G = (Gx Gy)

Gy = ARBTCA22 BESBOS37
59F741E0 82542A38

Gy = 3617DE4A 96262C6F
ESDA3113 BSFOBSCO

q = FFFEFFFE FPFPEFEF
C7634D81 F43720DF

F.10.2.3 Khéa ky va khéa kiém tra

X = 7E4914FE 4B617089
7BSAEACE 29D2F567

Y= (YgYy)

Y¢ = 16CO00ES 92FADA3S
03740357 BB3B7D04

Yy = OCBBBCF8 65CFB286
88DEE3F8 2E0C2006

F.10.2.4 Dir ligu mdi thong diép

133333373
FEFFTFEF
988E056B
C&56398D

BEBRICT71E
5502F25D
S5DYES8BF
0A60BiCE
PEFETEFF
581A0DB2

FOFEBOAD
D3ABF4R4

2CB15605
CB76382C
BO009342
7DCD474F

M = ASCI] form of "ab¢" = 616263

K = 8A29E772 357BBAGF 5COEAT65 DS082BSB C7A74C33 EODI4D49
FB2C9D03B 523R8216 $6H2ECF1 6F1D0626 5042F3AF 044BYDES

FEFFFFFF
00000000
E3F82D19

8A2ED19D

F320AD74
BF55296C
9292DC2%
1D7E819D
FEFFFFFFE
48BOATTA

91305530
552A1A1A

DA2AF639
707B18FE
CA2799EF
202B4C34

FEFFFFFYF
00000C0o0
18103C6E
2R85CBED

6E1D3DB62
3R545E38
F8E41DBD
TR431D7C
133333333

ECEC196A

EEC4£308
F3EOB6DO

67R23F9E
104B632E
2BE3D040
2C4F36BF
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PFEFEFEE
FEFFEFFC
FEB14112

D3EC2AEF

§BA79DB98
72760AB7

289A147C

YDEAROESF
FFFEFEFT

CCL52973

CAR1ADGEE
R49DFCCH

9036F324
E1860C36
806BF217
EBB4ELIDT
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nn

(.11,

Ty

7D061D4B C512ADE]1 2D2660B9% BAOF6615 C9324E0A SE3CLAEY

]

Iy

F971A123 3BAD21A2 18DFEY05 CO0LODE8 E7DE4625 2633620E

896BF1AC 124A3DBC FF8270SE D7699A45 0C827103 47DEE21C

BOBL1AEF 22E5348D B2E3E106 99215B6F 4F87DL1B EC2CEDDB

FE2BS(r, [T, ){IFE2BS(r, {1, )= 896BF1AC 124A30BC FFB27058 D7699R45

0C827103 47DEE%1IC 7D061D4B CS12ADELl 2D2660B9 BAQFG6L5
C9324E0A SE3C1AE7 BOBLIAEF 22E53480 B2E3E106 99215B6F

4F97011B EC2CBODBF971A123 3BAD21A2 18DFES05 C0010D8B

E7D64625 2633620

R = h(FE2BS(r, Nx}j{FE2BS(r, Ty)||M) = F9075538 BSCTDEO2 9A2A5670

TBDFFYB88 03EC6496 ODT75BA73 A85590AC COAC4479 ACS2ESID

5691FCB0O 69DCSCD2 4EOBCEC?

Cho téi wu héa cac bién clia EC-SDSA

R = p(FE2BS(r, I[T5) |} M) = 27D2F5BY 62A3ACF6 390A4718 EAS40DA?

5612A60E BRA1SBEBB QOB9EL66 5783F7C7 91CCAC42 2CEES815A

9CSDA367 BACBDLFD

F.10.2.5 Ky

R = F207553B B5CTDEQ2
AB3590AC COAC4479
§ = 0BO9D6E6DS DE7CFAASB
BE4RCISC ABS70BO7

Cho t6i vu hda cac bién clia EC-SDSA
R = 27D2F5B9 62A3ACFE
GOBYE1LI66 5793P7C7T
S = 22CCB9CE BOEGBES4
DZADES70 Al45C0E4

F.10.2.6 Kiém tra

106

9A2A5670 T8DFFIBS
ACS2ES1D S6921FCBO
B35634A3 7B33C2cC4
9258F977 DABB4061

390A4718 EA540DA7
81CCAC42 2CEES81SA
15CC14B3 99BC66EE
74D53CCBE BESBT8FD

03EC6496
68DC5CD2
60BEDCOB
F3DAGEEBD

9612A60E
SC5DA367
FIA21ESB
123cce62

0D758A73
4EOBCEC?
D4CB87458
7C429R89

AMR15BEBSB
BACSDLF)
A3HEQ9AS
2521BA12
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m = (m.m)

17; = B96BFIAC 124A3DBC FFB270SE D7699A45 0C827103 471DREYIC
7D0ELD4B CS12ADE]1 2D266089 BAQFE61S C9324EOA S5E3CLAET

}7; = BOBL1AEF 22E5348D B2E3EZ106 99215B6F 4F870118 EC2CBODB

F871A123 3BAD21AZ 18DFES05 C0010D88 ETDE4625 2633620F

FE2BS(r, [1% )/{FE2BS(r, IT} ) = 896BF1AC 124A3DBC FF82705E DI699A45
0C827103 47DEELC 7D061043 CS12ADE1 2D2660B9 BAOFE61S
C9324E0A SE3CIAE? BOBL1AEF 22E$348D B2E3EL06 29215B6F
4F87DL1B EC2CBDDB F971A123 3BAD21A2 18DFE905 C0010D88
E7D64625 2633620F

R = n(FE2BS(r, 1T} WIFE2BS(r [T, J4M) = F9075538 BSCTDEQ2 OA2AS670
78DFF988 03EC6496 OD758A73 A85590AC COAC4479 AC52E51D
5691FCBO 69DC5CD2 4EOBCECT

Cho t6i wru héa cac bién clia EC-SDSA

R' = n(FE2BS(; [T}, ) 1| M) = 27D2F589 62A3ACF6 330A4718 EAS400AT
9612A60E AA15BEBB 00B2E16€ 5783F7CT 91CCAC42 2CEEB1SA
9CSDA367 BACBDIFO

F.11 Co ché EC-FSDSA
F.41.4 Vi du 1: Triedng Fp, sb nguyén té P 256 bit, SHA-256
F.11.1.1 Tédng quan

V@i cac vi dy ndy, dedng cong NIST P256 dugc st dung nhw dwdng cong elipptic. SHA-2516 duwoc sl
dung riéng cho ham bam, do @6 ma bam chi don gidn |a gia tri clia SHA-256, dugc chuyén ddi theo Phy
luc B ¢cho céc myc di¥ liéu thich hop.

T& quan diém an toan, diéu quan trong 1a phdi trénh cac dwéng cong yéu vé thuat toén mat ma (vi du:
Dam bao ring mdt dwdng cong cu thé khong dé bj tAn cong vao cac trwdng hop déc biét cla dwréng
cong elliptic Logarit réi rac).

F.11.1.2 Cac tham sb
Trrdng Fp véi Pla hé thap lyc phan

P = FFFFFFFF 00000001 DQOO0OQD 00000000 000000Q0 FFFEFFEF
FFFFFFEF FFPEFEFRF

Budng cong eliiptic Y2 = X3 + aX + b trén trvdng Fp
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@ = FEFFFFEF 00000001 00000000 00000000 00000000 FEFFFFFF
FEEFFFEF FFFFFFEC

b = 5AC635D8 AA3A93E7 BIEBBDS5 769886BC 651D06B0 CC53BOFS6
3BCE3C3E 27D26048

G = (Gx, Gy)

Gy = 6B17D1F2 E12C4247 F8BCEGES 63A440F2 77037D81 2DEB3I3A0
F4A13945 D8IBC296

Gy = 4FE34282 FE1ATF9B S8EE7EB4A TCOFIEL6 2BCE3357 6B31SECE
CB364068 37BFS1FS

q = FPEFFFFF 00000000 FFFFFFFF FFFFFFFF BCEGFAAD A7179E84
FIBICAC2 §C632551

F.11.1.3 Khéa ky va Khéa kiém tra

X = ACCATFOD D3AC535F 489B340F 6BDTF503 61BOEEDY9 SAE6A228
9A6AB329 238123ES

Y = (Yx Yy)

Yx = BS4E3003 72FFB75C OASE495C SIA036BE ABB54134 OOFOADE3
€285B160 BA953578

Yy = 58F8505E5 1573AA64 S1F84C37 BF338519 108AAS9E 33AEA9SL

51680€F1 E3B6TEL3

F.11.1.4 Dir liéu méi théng diép

M = ASCit form of "abc” = 616263
K = 894DEAB4 4D8B450F E8DACE63 FOES8650 3J1E87SBA 224C0601
3C53D0E3 0109c207
7= (7
}?X = AF312FBD 7792125C S5CDFBAS9 £6D36990 0OACESAT70 BAG53FFF
BD2140E0 QQ79FAES
I?F = B7CECS70 16A0B372 AQ6SDS4E ODASSE4S FRH50RETT 1FRESFS3

FEFOOFCE 300ELFEC
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R = RF312FBD 7792125C 5CDFBA69 E6D36930 OACEORT7Q BAGSIFFF
BD9140EQ OQ79FAES B7CECS70 16A0B97R A069D54E 0ODAISE4LS
FB50B677 1FBE9F53 FEFOOFC8 BOOEL1FEC

H(R"Lﬂ = 44E762CA TB26973F CDFAL301 0658EGHE 8BEA9DOE
FB76782D AFCOEB78 1F9213C2
F.11.1.5 Ky

R = AF312FBD 7792125C SCDFBA69 E6D36990 OACESA70 BARES3FFF
BD9140EQ Q07SFAES B7CECS570 16A0B97A ADESDS4E ODAYSEAS
FB50B677 1FB69F53 FEFOOFCS BJOELFEC

§ = 25847040 2304BC2D B44F3B2A 20CO8FF2 AG4F5668 AAZEBTBT
37E16198 6AEQGB44

F.11.1.6 Kiém tra
! 7 !
= ()
;?f = AF312FBD 7792125C SCDFBAG69 E6D36990 QACESAT0 BAGS3FFF

BD9140E0 0O079FAES

I7, = BICEC570 1536397A AQGSDS4E ODASSE4S FBSOB677 1FB6IES3
FEFOOFC8 BOQELFEC
R’ = AF312FBD 7792125C SCDFBA69 E6D369390 OACE9A70 BRGS3IFFF
BD9140E0 0079FAES B7CEC57(Q 16A0BY7A ROG9IDS4E ODAISEAS
FB50B677 1FB69F53 FEFOOFCE8 BOOE1FEC
F.11.2 Vi dy 2: Trwdng Fp, s6 nguyén t§ P 384 bit, SHA-384
F.11.2.1 Téng quan

Vi cac vi du nay, diedng cong NIST P384 dugc siv dung nhw dwong bong elipptic. SHA-384 dugc st
dung riéng cho ham bam, do d6 ma bam chi don gian 1a gia tri cia SHA-384, dwgc chuyén ddi theo Phy
lyc B cho cac muyc dr lidgu thich hop.

Tl quan didm an toan, didu quan trong la phai tranh cac duong cong yéu vé thuat toan mat ma (vi dy:
Dam bao rang mot dwding cong cu thé khdng dé bi tn céng véo céc tredng hop dic biét cla dudng
cong elliptic Logarit r¥vi rac).

F.11.2.2 Céc tham sé
Trwdng Fp véi P la hé thép luc phan
P = FFFFEFFF FFFEFFFF FEFEFFFE FEFFRFFF FEFEFFFF FEFFFFFF
FEFFEEFF FFFFEFFE FFPPFEFF 00000000 00000000 FFFFFEFF
Buwdng cong eliiptic Y2 = X3 + aX + b trén truong Fp
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Ly |
L]

18

FFFEFFEF
FEFFFFFF
B3312FA7
0314088F
(Gx, Gy)

ARBTCA22
59F741E0
3617DE4A

E9DA3L13

FFFFFFFF
FFEFFFFE
E23EETEY4

5013875A

BE8B0O53?
82542R38
96262C6F

BSFOB3CO

FFEFEFFFT

C7634D81

FEFEFFEF

F43720DF

F.11.2.3 Khéa ky va khéa kiém tra

X =

y =
Yy =

Yy

35A4D257
BCEALlBB2
(Yx Yv)

75E4FB35S
84031158
2269317
13044881

AT298C66
AAAC3142

FSFBBESH
4055947
2EC9F108
FCD76224

F.11.2.4 Dir liéu mbi thong diép

FFFFFFFF
FFFFFFFF
988EQ56B
C656398D

BEBIC71E
5502F25D
5D9ES8BF
0A60B1CE
FFFFEFFF

581A0DB2

10A37558
507A2560

S5ACA414BA
2CDCS63E
BE348528
C6369A09

M = ASCH form of “abe” = 616263

K

{1

n,

110

FFFFEFFF
00000000
E3F82D19

8AZED19D

F320AD74
BF55296C
92920C29
1D7E819D
FFFFFFFE
48BOAT7A

78503608
3D7CY5F9

51C2F9E7
29D752A8
8695EF4E
B96DF415

FEFFFEEFR
00600000
181DSCEE
2A85CBED

6E1D3B62
3A545E38
F8F41DBD
TA431D7C
FEFEFFFF

ECEC196A

6FIEB997
ESFC307E

57D071F8
40511882
6B20871F
4592ADBR3

FFFFFEFY
FEFFFFTC
FEBl4112
D3EC2AEF

8BAT9B98
72760RB7
289A147C
90EROEST
FFFFFEFE
€Ccc52973

735C076B

C5A56D7E

S54A839A5
T489F434
69859E9D
083a2005

51C5B8B2 ES59CF78F S4E77CDB OB2E2669 B66B3284 8B7B5378

01483DE2 39422745 6F4930C8 S3FBFFEC SBFAGELC C5D97466

(775 17)

29B785AB 7FRC1F80 F64CE2F2 DBSABABF E6103B25 65FEBSAE

B2FBECFS S8FBACEL1E7 3F7ABD68 3BEABD24 87EA7BFE OLl3C9F70



DE94FADL

=
1

FCD44CDF

29B785AB

E-]
#

82FBECES
DE94FADL
FCD44CDF
R(RIIM) = 970BC355
B4ET20AF

1D9DOF40

F.11.2.5 Ky
R = 29B785AB
B2FBECFS
DES4FAD]
FCD44CDF
§ = D1858062
3FBEQ4BF

F.11.2.6 Kidm tra

' = (I 11y)
]7} = 29B785AB
82FB6CFS

7!, = DES4FADL
FCD44CDF

R’ = 29B785AB
82FBECFS
DE94FADL

FCD44CDF

F.12 Co ché IBS-1

7281F4A6 OAR25423
545B8F74E 1300C9F5
TFACLF80 F64CE2F2
8FECE1ET 3F7ABDES8
7281F4A6 O0AA25423
545BF74E 1300C9F5
820ADDDD 8F3IICBDS
1E31658F 87410729

TFACIFB0 FB4CE2F2
8F8CELE7 3F7A8068
72081F4A6 QAR25423
S45BF74E 1300CIF5
C5504€21 78523926
20441516 E?71AT8BQ

TEACLIFB0 FE4CE2F2
BFBCELE7 3IFTABDES
7281F4R6 0AA25423
S45BF74E 1300C9FS
TEAC1F80 F64CE2F2
BFE8CE1E7 3F7A8D68
7281F4An6 ORA25423

S4SBF74E 1300C9F5

E9DB7122
TEFCB300D
D8HABASE
JBEABDZ24
E9DB7LI22
1FFCB30D
E386BE70

758DEEDD

D88ABASE
3BEABD24
ESDE7T122
TFEC830D
423FDD83

9CTATEEE

DSBABASTE
3BEABD24
£9D87122
7FEC830D
D8SABASF
3BERBD24
E9D87122

TEEFC830D

F.12.1 Vi dy 1: Triedng Fp, s6 nguyén té P 512 bit, SHA-1

F.12.1.1 Tdng quan

96540219
EFD97B66
E6103B25
B7EATBFE
96540219
EFD37B66
143B965F
B8706221C

E6103825
BT7EAT8F6
96540219
EFD97866
99R8BA2B
20B7F537

E6103B25
B7EAT8F6
96540219
EFDD7B66
E6103B25
B7EATBFE
96540219

EFD97B6€

TCVN 12214-3 : 2018
52398839
DS7E9D07
65FEBSAE
Ol3CSF70
523388338

D57E9DD7

332308n6

65FEBSAR
013C9E70
52398839
DSTESDO?
85BF4585

EGCiDEEE

6SFEBSAE
013C9EF70
52398839
DS7EICQ7
6SFEBSAE
013CIE70
5239B839
D57E9DO7

Vi vi du nay, cac phan tir trong tredng £2 duwec bidu dién nhu a + ob v&i a va b 1a cac phan tl trong
tredng F, va o 14 phan tlr trong trudng FZ thda man ¢* + 1 = 0mod p. Anh xa xoén dugc ding dé bién
ddi mét diém trong mét nhém xodn véi cac phan t clia nhém xoén khac dé tao thanh cac cép khong
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suy bién hoat déng nhw sau : ¢P: (Py, Py) = (BPy,Py) V6i B + 1va B € F? théa man B° — 1 = 0 mod p.
<P,Q> duoc thyc hién nhw viéc gidm cap Tate & hai diém ddu vao Pva ¢ (Q).

H, duge thirc hién nhe SHA-1. H, duwgc thwc hién nhe sau: dwa ra thdng diép M, H,(M) =
12P(RS21(512, MGF1(M))) vG6i MGF1(M) 1a 512 bit trai nhat cla SHA~1(M 1| 0) | SHA—~1(M |l 1) I
SHA = 1(M | 2) || SHA — 1(M 1l 3). & day cac hiding s6 0, 1, 2, va 3 12 gia trj 32 bit theo thir t aé nbi div
ligu.

F.12.1.2 Cac tham sé

Trwdng Fp v&i P14 hé thap luc phan

p = BASFASFD E47FAlAB BBlESTEO 3BALFFO6 38BEIBIY SC49BESL A38E3194
A09B83816 4EE51FBS 1D285832 FSA05D63 2CBDY6B0 10C93A3S5 27ES61F2
FD6A45CC 70ABALFB

Buwang cong eliiptic Y2 = X? + 1 trén trudng Fp

q = BOO00000 OOOFFFFF FFFFFFFF FFFFFFFF FFFFFFEF

B = (Ba B}

fa = SOAFD2FE F23FDODS DDBF2BF4 90DOFECB 1C5C4DCC AB24DF40 DIC718CA
$04C1C0B 27728FDC 8E942C19 7CDO2EBL CE46CB40 08649D1A 93F2BOFS
TEB522E€ 3855D0FD

B, = 20C3F863 7DOFSBAE 295531C6 82537070 SEFAOFI9 39DICDE4 F58A2574
3722E229 5410CA05 B2360ER8 625C8203 626C5254 3E63404A B83448B0
3FDA177A 7A20DB21

P = (Py.Py)

Py = 7EE6F118 9328ADBA 1E8CD405 2295F1A7 60966310 FO65DD38 BSFFF26B
SED52022 7BFCIF3D O7FEICFE 093424BA 9DBDACOD 73FFF367 3CE2C922
FOB73C50 29920938

Py = 67C855CS E6BG17BE B24B792A £9C3E21E 9537006 25891058 3BCOB293
C36A762C FEBA4266 038989CC 59797235 C6116D99 BAITBBAS FFB2C664
53720E5C 1DE95E3E

U = SOBD36FS 967F41F4 93B1F667 4AD462F6 2B7D69DS
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V= [U}P=(Vx V)

Vy = 04863127 TE2FS50F6 CCCD235D EC8SGESC FB22F17A 23206229 7B7ABA44
TT639ADE F2CC4863 SCLI9EDS0 9ETF3IF2C CSEFLIFSE 5225E45D 3QC263A3
97978783 DTEQDD86

Vy = 75651DE4 8DSAECTO 10B4084A OSEEZEFB8 ODI2CF4l 4F5B6113 53919875

DC2317AA 3BE6DEE3E ES800394F 470020FB EGEESB11 CDOC5591 4B8DUC338
2E203F0Q1 08Bl6EBB?

o) = BV, Vi)

BVxe = B11CBD6A 2567F930 S4B7C63A 455F484F BB27220C 4AB30D6C ES5DOD4T2
64EE6AA6 DS7EFB87 6F1BS1BA AAGOBDCD 399606D2 67B64806 8F842D21
319E820A B4BB3338

BVyxp = RRTOLCCT SEF755C5 5E33269C 4F54BFB2 B819EQFSA 6F6C8084 S$57428CA

T1FOA225 393CB501 66D2456C A6F1D22A C983D4FF CBF(3583 B13D29%3
70877398 7E279447

Vy = 75651DE4 8DBAEC70 10B4084An O5EE2EFB (DT72CF41l 4F586113 S3219879
DC2317AA 3B6DEE3E EB00394F 470020FB EGEEYB11 CDDCS59%1 4BDOCB3S
2E203F01 0816EBR7

F.12.1.3 Khéa ky va khéa kiém tra

1D = "dlice@network.com”

MGF1(ID) = 85499895 C3B4F412 S6EB4BDC E3D76405 33612345 DGBFCT25 FB7D0391
DS3A680B 2DD96646 A32B244E DAS14B5D SE989340 47387885 AF243CE0
0FBD2661 43B85636

12P(B521(512,MGF1(IDY)) = (Yx, YY)

Yy = 8BBSEFE1 AF(QODO35 DOB286F1 94BC3128 A639949A BYD0O6405 DISFE37A
E131C3Cc6 B37F2905 4D58FB21 9FAl120B7 AG5SBE6LF 4A6%45B5 B4R1IAIGC
6166F047 2F63D303

Yy = 3D605915 84CF4C40 2E81145C 0047DIBE 2733A3C2 66F7A8F8 6CA2F50C
635424C3 BAFF64FA F9BSCDD4 4ADCZ36F BC7BEB72 ODL909DA 5CC3C3FE
3022CDB7T 7946F37D

X = [UJY = (Xy, Xy)
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Xy

B26A00E2 12877F1D 049DC4F2 4030CDB1 632AA9FA D48E209D 8CC1Allh

A159CBND 540F417D FCS84FFS 4C959E64 3BFA2131 7EB54356 EBBB8E5SOB

8803CB32 F607C8TB

Xy

L]

3527A3A6 E22290F% OCCSECBE F6CFE3DA FOFTEEF16 327606C8 A2456CoF

6C7n2818 84832875 41DBEAAE DB1BOFDA 78335B84 CS5EFEFIF E88423C3
13937608 AE4520D1

F.12.1.4 D& liéu méi thong diép

M = ASCilformof“abc”"=61 62 63

K = 38468BART
H = (nannb)
11, = 00352456

44084269
E441C245

fi, = 8302c6D3

ECEE99B4

F78F9F10D

F.12.1.5 Ky

CE4DA228 B356EE28 SE2DETT0 £D2CAFE3

EB8285BA CC8%12FD 84BA4ASA 68CEAl6A D6S570FC SE10C90D

2F3097A6 A71SAEB3 CABE(0413 EFEACBAL AGBAEFO6D 621B5835
4C8601ED

5413BARE E5484202 BI183CALF BDBOSBA2 D1544428 05158302

6A24CCD2 DB580A1F 00A9B2A2 568125C2 DE7925F6 QE1FC61D
E7AGCT6ED

R = BSZI(y, Ho(Ms || FE2BS(r, 1o} || FE2BS(r, 1))y mod q =

01D7ED22
5= (8x5v
Sx 8E911cCsE

2BC1ID56R

5700DAEBB

n

Sy = OOCBFC08
8rO7r262

468BS1DA

F.12.1.6 Kiém tra

EC366550 D4246317 1662B5CA 1742C1ES

986E0547 ESF31C57 1FDC3684D F8968374 23B34BF6 EEB865C]
SE6D4BSA 15DAD8?7 685CBO24 1FA07012 ECOE9183 B18955D5
BFOCD364
18782909 2F6F2496 DLIF2299E 5159B89F 6535E3E4 D708D77D
Z4E05331 81BD4933 AOCFAZFC T10ECCS59 93078706 BAOR4F3IA
3045ADES

R = 0lD7ED22 EC3IG6550 DA246317 1662B3CAR 1742C1ES
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F.12.2 Vi du 2; Trwéng Fp, 86 nguyén tb P 512 bit, SHA1

F.12.21 Tdng quan

TCVN 12214-3 : 2018

Vi vi dy ndy, cac phin tir trong tredng £? duroc bidu didn nhie a + ob véi a va b 1a cac phin ti thude
trudng F, va o 1a phén ti trong trvdng FZ théa man o2 + 1 = 0 mod p. Anh xa xoén duoc ding dé bién
a8i mft didm trong mot nhom xodn véi cac phan ti clia nhom xon khac dé tao thanh cac cip khéng
suy bién hoat dng nhw sau : ¢P: (Py, Py) = (=Py, oPy). <P,Q> dwge the higén nhw viéc giam cip Tate

& hai diém diu vao Pva ¢ (Q).

H; duoc thyc hién nhe SHA-1. H; dugce thuc hién nhy sau: dwa ra thong digp M, H(M) =
12P(BS21(512, MGF1(M))) véi MGF1(M) |4 két qua lay tir 512 bit dAu tién cla SHA — 1(M || 0) || SHA —~
TM 1) A SHA-1(M I12) | SHA — 1(M 1 3) va 56 0 ra dau tién.

F.12.2.2 Cac tham sé
Trwdng Fp véi Pla hé thap luc phan

p = 80000000 00000000 Q0000000 CG000000 00020001 40000000 GCOLOQOCD

00000000 00000000 00010000 BOCOCOO2 00000000 COO00000 00000000

00000000 00080003

Budng cong eliiptic Y2 = X* + X trén trwdng Fp

#2 = 80000000 00000000
000000060 00000000
00000000 00080004

q = 80000000 00000000
P = (Px, Py)

Px = ODB4EOF7 22DD090D
4E1AEOE3 EB132C10
5321F0E4 C8892R50

Py 762C096C 49F1ABO4
9dF4F284 4A4330E2
8516481 641970AC

= 5C1RAG406 3IFCCEEAS
V= [U)P=(Vy Vy)

Vx = 6B8F666B CFEBA6T2
F6426900 75FFRSF?
2A0ESED7 657748C6

Vy = 69584E47 F30TOFED
5958F7D% 34DCBD3D

00000000
00010000

00000000

A2B6DBFE
81452cCl

7D7F37DE
170E14D2

DAFB5736

D4634753

SE745CCO

%800DECD
63125410

00000000 00020001
80000002 0CCO0000

00009¢00 00020001

ADAF21D9 546AR265
ES52BB2A7 4287A0CB

S37a4E7C 2991C400
F55A0719 8RE67D0B

ECE7C438 608F6FA6

1F734E71 41BCD5FD
FBO3F940 3BDCEFES

EOF314B4 03955126
CCD363F8 02DF1C7E

40000000
00000000

1515AF9B
DEFFBCDS

22EQC9A9
01E5Rn482

125F3EF3
ACBE6286

1C5BFEFE
4A3DTACT

00600080
00000000

A87108F3
3n225641

B3FSEB1B

3IrgTES21

T14EDC28
D509955C

F3585F94
24CF3665
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o(v)
-Vy

OFB16EC1 7DB30AS85
(-Vix. Vy)

14709994 3094B98D
09BDYSFF 2AD04AD8
DSF1A128 9A90873D

F.12.2.3 Khéa ky va khoa kiém tra

D
MGFI(ID)

n

“alice@network.com”

05499895 C3B4F412
D53n680B 2DD96646
QFBD2661 43BB5636

12P(BS21(512, MGFI{IDY)) = (Yx. Yv)

Yy =

Xx

28C1852E ODOD6AF3
2EED68DYS 356BEESD
D4DACSAE 6EB92570
1C4170F] D1BB732F
OASEAC35 3855DDCO
E261AC&6 DIBFA23B
{U1Y = (Xx, Xyv)

494661£1 3FC73652
7E61F88% EYBSCACSH
B115534A EBD6EFOB
06A03100 C34D0%DD
2B05SEDFD 90426873

39498350 4ADBEF24

F.12.2.4 D lidu méi thdng diép

M

=
I

=
[}

1,

116

ASCH form of "abc” = 61
OEC982DA 1CABSABSE

(17,.11,)
6547BA1C8 F222204C

€76RC788 T4EE005C

2B9CBBAC EOBCB1BE
618CA33F B4FCO6CL

56EB4BDC E3076405
A32B244E DAE14R5D

AS587846 0lD2B1BE6

81B14B2D (095C6B&C

6849AA30 F954042A

48531181 Al2735E1

EEFIA500 CC009AC

§7023C51 95E3C3DE

91550E07 &€1BED764
SE444976 7DBBDS539

62 63

BE452A04 2DA0C1O0C
C4231017 53419078

33612345 DEBFO725
8ESB8934C 473B7885

ICABE9B1 597BB19A
30461DCE Al183BC61

142901C2 GAOEDS€4

95D76E34 063FFOFS

D0B2085SD 23709163

B4055DA6 BES11267

744ACAGC 6DCO169C
C7B6CTA2 65BIB7EA

692448F4 EBB41BD6 CACBG3ES

8EB123D7

2A266AA3

FB7D0391
AFZ43CE0

2A7D2CCE

8A115FCE

3310D3A5

9DA251F3

OE186185

48CB481F

FECSE245
3079A704

5por4aD3 DDOEQ023B FF068454 D67R303C 82COF082

EBF2IC2DA 67E2CA3Ll OCE290ED OEFAF684 3C166000
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549989A5 A2F46DFE

nb = 68DC5B24 5DB1%947 E3RBA4CS OAE4CYQGF 4C2BSADS FLSDDFAB £lD46ASE
TBFAG6B3 32431664 E1260€32 15982266 5F745302 SFFDSE93 1314D23A
639D6EROD 759CFERF

F.12.2.5 Ky

R = BSZI(y, Ha(My || FE2BS(r, Nlg) || FE2BS(r. iy))) mod q =
06CD1062 D7B840D5 S§BE973C5 7BO7TSBFY 7877680F

S = (Sx5y)

Sy = 6B5SABAB DB1752A5 46ECAFTE BCBSFCEC 129BEEF3 728036CF 9CASSALES
04ABECl6 OSES87D9 C7234D7E 2008A5TA 42079861 F350R298 SIC3EF24
1331CECT7 B92FA579

Sy = 4DD608CC 0AQSCE06 DFEFC3I3B 190F2CAS EZ29E8811 49A54439 E437C8FO
91535531 30BO3EE2 21322120 BE6AE5964 9DOALLET 492B0OC3Z AQ04102%3
EDIE354E 03DBD3S3

F.12.2.6 Kiém tra

= (m,m)

T} = 647BA1C8 F922204C SDOF4AD3 DDOE093B FFU68454 DE7BBOIC 82COF082
876BC786 748EQ0SC EBF2C2DA €7E2CA31 (OCE29DED OEFAFE84 3C1660D0
549989A5 A2F46DF8

= 68DCS5B24 SDB19947 E3ABR4CS QAL4CO0F 4C2B5ADS FSSDDFAR 6LDAGRSE
7BFA66B3 32431664 E1268632 159F2286 5£745302 5FFDOES3 1314D23A
69D6ES9D 759CFEBF

R’ = 06CD1062 D7BH4ODS 8B6973C5S 7BOTS55E9 7877680F

F.13 Co ché IBS-2

F.13.1 Vi du 1: Trwdng Fp, 6 nguyén té P 512 bit, SHA-1

F.13.1.1 Téng quan

Véi vi du nay, cac phan tl trong tredng F2 dwoc bidu dign nhu a + ob véi a va b 14 cac phan t trong
trwdng F, va ¢ 1a phan tl trong tnedng F? théa man o + 1 = 0 mod p. Anh xa xoén dugc ding dé bién
85i mét didm trong mét nhdm xodn véi cac phan tir clia nhém xofn khac dé tao thanh cac ciip khong

suy bién hoat ddng nhw sau: ¢P: (P, Py) = (BPy, Py) v&i f # 1va B € FZ thda man B3 — 1 = 0 mod p.
<P,Q> duwere thye hién nhur viéc gidm cap Tate & hai diém dau vao Pva ¢ (Q).
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H, duwoc thwe hién nhu SHA-1. H, dugc thwe hién nhw sau: dua ra théng digp M, H, (M) =
I12P(BS21(512,MGF1(M))) v&i MGF1(M) 1a 512 bit trai nhit cla SHA— 1(M 1 0) | SHA—1(M || 1) |
SHA=1(M I 2) | SHA- 1(M 1l 3).

F.13.1.2 Cac tham sé
Trwdng Fp v&i Pla hé thap luc phan
p = B3SEASFD £47FALAB BBLES7E9 3BALEF96 39B89BY9 SC49BESL A3IBE3194
A0983816 4EES1FBO 1D285832 FOAD5DS3 9C8D968D 10C93A35 27E561F2
FD6A45CC 70ABALFB

Puwong cong eliiptic Y2 = X3 + 1 trén trwdng Fp

80000000 QOOFFFEF FFFFFFFF FFEFFFFF FEFPFPEF

B = (BabBy)

fa = SOAFD2FE F23FDODS DD8F2BF4 9DDOFFCB 1G5C4DCC AE24DF40 D1C718CA
504C1COB 27728FDC 8E942C19 7CDO2EB1 CE46CB40 08649D1A 93F2BOF9
7EB522E6 3855D0FD

fis = 20Cc3FB63 7DOFBBAE 295531C6 82537070 SEFAOFSY 39DICDE4 F58A25FY
3722E229 5410CA0S5 B2360EA8 €25C8203 626C5254 3E63404A BB83448R0O
3FDAI77A 7A2DDR21

P = (P, Py)

iy = TEEEF118 9329ADB4 1EBCD40S 2295F1A7 60966310 FO650D38 8SFFFZ6B
8ED52022 7BFC3F3D 07FZ9CFE 093424BA 9DBDACOD 73FFF367 3CE2C922
FOB73C50 29520938

Py = €7CB55CY E6R617BE B24B792A £9C3E21E 95F37006 25891058 3BCOB233
C36R762C FEBA4266 038389CC 53797235 C6116D%9 8AS7BE0S FFO2CEE4
53720E53C 1DE93E1E

U = S0RD36FS 967F41F4 93B1F667 4AD462F6 2B7D6YDS

V = [UP=(Vy, Vy)

Vy = 04863127 TE2FS50F6 CCCD235D ECBS56EBC FB22F17A 23206229 7B7ABA44

7783%ADE F2CC4863 5C19zD50 YETFIF2C CS5EF1IFSR 5225E450 30C269A3

97878783 DIZ0DDES6

Vy 75651DE4 8DSARECT0 106B4004A GSEEZEFD 0P72CF41 4F5B6113 539198F5

£C23172% 3BEDESE3E ESD00394F 470020FB E6EE9611 CDDCS991 4BDOCEAS
2E203F01 0816E837
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F.13.1.3 Khéa ky va khéa kiém tra

D
MGF1(/D)

"alice@network.com”

85499895 C3B4F¢12 S6E84BDC E3D76405 33612345 D6BFOI2S FBIDU3S)
D53A680B 2DD96646 AI2B244E DAS14BSD BE989340 47337885 AF243CEQ
0FBD2661 43B85636

12P(BS2I (512,

Yy = 8BBEEFE1 AF0O0D0O35 DOB286F1 94BC3I128 A639949A BRID06405 DISFE3ITA
B131G3C6 BI7F2905 4D58FB21 9FAL90B7 A65BE61F 4A694585 BAA1AIGC
6166F047 2F63D303

Yy

30605915 84CF4C40 2EB1145C 0047DY9BE 2733A3C2Z GGP7ABFB 6CA2FS0C
635424C3 BAFF64FA FI9BSCDO4 4ADO236F BCTBEB72 001909DA SCCICIFE
3022CDB7 7946F37D

X = [U]Y= Xy, Xy)

Xy = B26A00EA 12877F1D 049DC4F2 4030CDB1 632AA9FA D4BE20SD 8CClAlls
A159CBDD 540F417D FCS504FF9 4C959E64 3BFA2131 7EBS54356 EBBSES(LD
8803CB32 F607CB7B

Xy = 3527A3R6 E22290F9 OCCSECBE F6CFE3IDA FOFIEF16 327606C8 A2456{6F

6CTA2016 84B32R75 41DSEAAE DBLROFDA 78335B84 CSGFEF1E EB8423C3

1393760B AE4520D1

F.13.1.4 Dir ligu méi thong diép

M = ASCIiform of "abc”= 61 €2 63
K = 1FF4E7C8 52573490 E625E51B 7374BF96 A732E142

7 (mm)

IIX = 509EFQORE 5ED161BF 37657765 21L3ASF0F B8ACARFS OD8487F1 71820ACd
79972203 06A8F304 9231377E 51402041 AC76953C A78AD3B5 AC3ITESR3
34257an7 66106ECS

!}Y = 9TASDSED 33F32DC1 DO3IFAF34 §2AF1EGA CD947ﬁ5C D23F300D AB720G3999

12789CDY% 114AC35A C3887189 FT4C36BF OD3ESFIC BF7AF48F TFB2ERSM
00DBEBEY 1EC16528

H = Hy(M||FE2BS(r, [T,)) = 223C3pA€ 91EASCLE 21065A74 CIFD2COD 507EDBA6

119



TCVN 12214-3 ;2018

F.13.1.5 Ky

R

Iy

Sx

Sy

=(M0,)

S509EFOAE 5E9161BF 37657765

79972203 O6ABF304

66106ECS

9231377E
34257aA7

97A5D5ED 33F32DC1 DY3FAF34

12789CD9 114AC35A C3887189

00DBBBES

{Sx. 5v)
0FD05023

1EC16528
373BABES 26715427

8DCS9EF4 86958DC6 64240FCE
CAAT054C

1B909401

FCD34157
C330C2F5
4309CA08

TDFE3DS1
99C21809 D422B5DS

E£DFARMS68 D996ATED

F.13.1.6 Kiém tra

120

H
s
T,

Tly

T2,

213ASFOF SBACAAFS OD84B7F1

51402041 ACT6953C AT8AD3BS

B2AF186R CD947DSC DB3F900D

F74C36BF ODIEGFIC 8FTAF48F

1A474C0D BSTES8CC 70EA10AA

32742CED 9FC96B36 $25CODBE

BCDSE77A D84D97C2 EETB4ASC

3DE450A7 9FB23282 64C15BE7

71820AC4

AC37E9B3

AB720999

7¥FB2EBR54

445436ED
ECDOFD1%

3451596C
1741795¢C

Ha(MI|FE2DS(s, IT,)) = 316A0C0% 67024048 1C653139 F7BEB3EE 4CA81252

<P, §> = (Th;, Tlp)
89£32524 8BFFAB75 8COOFFQO
13E4C043 85702535 ABDSBA12
B29a34B5 Cl151EAS

B32755EC D8547A25 ADED3ISDO
EAF31160 D397ACT?6 4410285F
2CATIC2B 3FFA2CC3

<V, IT + [H]Y > = (T2, T%)
£9E32524 8BFFABTS 8CHQFFJ0
13E4C043 85702535 ABDBBA12
B23A3485 C1151FAS

B327552C DBS47A25 ADED3EDO
EAF3I1160 0397ACT6 44102857
2CAT3C2B 3TFA2CC3

46CFE358 9EAEGAR3 1D1AB59E

RFD36F56 DDESF61C 28DES235

FB19A23E 6F8042D3 3F§71DOF

002AB197 13779C26 COAF7080

46CFES5B 9EAESAB3 1D1A859E

AFD36F56 DDE8F61C 28DE8235

FB19A23E 6F8042D9

73779C286

3FB7100F

002A8197 COAF7080

AS5295A31

63587008

D§599872

64AE2322

AS5295A51
63587008

06599872
6dAR2322
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Phu luc G
(Tham khao)

So sanh cac lwoc dd chiv ky

G.1 Ky hiéu va tir viét tit cho so sanh céc lwgc db chir ky
Véi muyc dich ciia phuy lyc ndy, cac ky hidu va tir viét tht sau quoc ap dyng:

exp Phép IOy thira moduto (mod p)
exp-G, Phép lay thira modulo trong G,
GEXP Phép nhén vd hudng

GEXP-G, Phép nhan vd hudng trong G,

inv Phép nghich ddo (mod p)

pre-c Phép toan c6 thé dugc tinh trude
<> Phép toan cép

G.2 So sanh cac lwgce dd chir ky
Béng G.1 - So sanh cac co ché dya trén ching thw sb (dya trén Z;)

DSA KCDSA Pointchevai/\audenay SDSA
Khda ky bit bit bit bit
P4§ dai khda y . k F h
Khda kiém tra a bit a bit a bit a bit
B9 dai chir ky 2f bit y + B bit 28 bit y + B bit
Sinh khoéa 1 exp 1exp, 1inv 1exp 1 exp
Tinh tosn Sinh ch(r ky 1exp, 1inv 1 exp 1exp, 1inv 1exp
Kiém tra ch )
Ky 2 exp, 1inv 2 exp 2 exp, 1 inv 2 exp

Bang G.2 - So sanh cac ¢ ché dia trén chirng thw sé (sir dung duwdng cong eliiptic)

EC- EC- EC-
ECDSA | oo | ooen | ECRDSA | ECSDSA | oo

e K;;z:akgm 7 bit B i 7 oi 7 bt 7 bit 7ot

khéa tra,' 28 bit 280t | 28 bit 2 bit 28 bit 28 bit

DO dai chirky 280t | y+ B0t | 2B bt 26 bit v + B bt 34 bit
Sinhkhoa | 1Gexp | TOEXP | TCEXP 1 cexp | 1eexe | 1cEXP

1inv 1inv
Tinh 1 inhehtrkg | TCEXP | 1eExp | 1GEXP | 16EXP | 1GEXP | 1GEXP
foan 1 inv
Kiémtra | 2GEXP, | , pyp | 2GEXP, [ 2GEXP, |, oun | 5GExP
chir ky 1inv 1 inv 1inv

3 Ky thuat nén diém khdng dugc st dung.
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CHU THICH 1 D6 dai clia chir ky EC-FSDSA 1a 28°+8 v6i §' 13 § dugc 1am trdn fa boi cia 8. Day 14 dinh nghia gia tao ctia
FE2BS, ma cac x4u du ra ludn ludn 13 cAc sé nguyén 14 bdi clia 8 bit dai,

CHU THICH 2 GEXP 14 vidt t4t ctia phan 1 nhom exp, né dwgc goi 14 phép nhan vé hudng.

Bang G.3 - So sanh cac co ché dwa trén chirng the sé

il 1BS-1 IBS-2
Knhéa chd bi mat 7 bit 5 bit
B i Khsa Khda chir cdng khai [a/m] bit [a/m] I:iit
Khoa ky [a/m] bit Ta/m] bit
Khéa kiém tra [ee/m] bit [a/m] bit
DY dai chir ky B + [a/m] bit 2*[acfmi
Sinh khoa 1 GEXP - G, 1 GEXP - G,
1< > (pre-c)
Sinh chi ky 1exp-G, 2 GEXP - 6,
Tinh toan 1 GEXP - Gy
1<>
1 GEXP - G,
Kiém tra chie ky 1 <> (pre-c)
1exp-G, 2<>
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Phuluc H
(Tham khao)

Céc yéu cau dic diém cho viéc lwa chon mét co’ ché

Bang dudi day cung cap cac wu diém cé thé ¢ clia cac co ché chir ky khac nhau

Bang H.1 - Yéu ciu dic diém cho cic co ché
Co ché chir ky Yéu ciu dac didém

DSA U.S.FIPS, dugce ap dung rong rai

Tiéu chudn Han quoc véi dd an toan ching minh dugc [12],[41]
khdng nghich dao (mod Q) trong viée sinh va xac thycchly ky
Pointcheval-Vaudenay Bién DSA v&i @9 an tean chirng minh duoc
Phd bién réng rai, 66 an toan chirng minh dwe [30], [32], [33] hiéu
qud, khdng can nghich déo
U.S.FIPS va chuan ANSI véi yéu cau an toan 1a chirng minh dugr,
EC-DSA {13}, [14] dugc 4p dung rdng rai, hidu qua heu trir, tiét kiém bang
théng, hiéu qua tinh toan

KCDSA

SDSA

Chuan Han quoc voi yéu cdu an toan 1a ching minh duece, [12], [41],
EC-KDSA khéng nghich dao (mod Q) trang viéc sinh va xéc thiee chik ky, hiéu
qua lwu tri, tiét kiém bang théng, hiéu qua tinh toan

Chuan Blrc, khong nghich dao (mod Q) trong viéc sinh chir ky, hiéu

EC-GDSA
qua lweu trz, tiét kiém bing thong, hidu qua tinh toan
Tiéu chuan Nga GOST R 34.10-2012 va Tiéu chun lién Chinh pha
— GOST 34.310-2004 Véi yéu ciu an toan ching minh dwoc (khdng
ngau nhién Oracles), hiéu qua lwu tri, tiét kiém bang thang, va Hiéu
qua tinh toan
EC-SDSA Phién ban EC SDSA, tinh chat trong ty nhv SDSA
Bién thé Schnorr, khdng nghich ddo (mod q) c6 thé hiru ich véi mot
EC-FSDSA

sé thude tinh kiém tra
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